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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT €BNsSieTCS MepBOM 4YacTbiO PYKOBOACTBA aAMMHMUCTpaTopa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B nepBom 4yacTM pykoBOACTBa MpPMBESEHO Ha3HadeHMe M ycTaHoBka Termidesk. [ns Toro 4TobGbl
nosyunTb MHbOpMaumto o HacTponke Termidesk, HEO6Xo0aMMO 0B6PATUTLCS KO BTOPOM YacTU PYKOBOACTBA
apMuHucTpaTopa - CJIET.10001-02 90 02 «PykoBoacTBO agMuHMUCTpaTopa. HacTporika nporpaMMHOro

KOMMeKca».
1.2 . HasHaueHue

Termidesk B BapuaHTe nuueH3supoBaHus «Termidesk Terminal» npeaHasHayeH [Ona  [O0CTaBKU
NPUNOXEHUW, OpraHM3auuM TEepMUHANBHOrO [OCTyna Monb3oBaTeNen K pecypcaM MoCpeacTBoM
NpOTOKONIOB yAaneHHoro goctyna. B BapuaHTe nuueHsuposaHusa «Termidesk Terminal» obecneunBaeT

foctaBky BPM Ha nonb3oBaTenbckyto paboyyro cTaHumMio nocpeactsom npotokona RDP.
1.3 . O6nactb npuMeHeHUs

Termidesk B BapuaHTe nuueHsnposaHus «Termidesk Terminal» MoXeT NpUMEHATLCS ANS CO34aHUS MU
MOAEPHM3aLMN MHPOKOMMYHUKALMOHHOM MHDPACTPYKTYpbl MacliTaba npeanpustms.

Termidesk opueHTMpoBaH Ha obpasoBaTesibHble M WHble OpPraHW3auMM, B KOTOPbIX MNPesyCcMOTPEHO
NCMonb30BaHWE BUPTYasbHbIX pabounx MmecTt (BPM) MHoxecTBOM nmu,

Termidesk nogxoanT ons NnpMMeHeEHUs B CETM NPeAnpUATUIA C Pa3BETBNEHHOW (PUINMANIBHOM CETbIO.
Termidesk nosBonsetT peann3oBaTb MOJIMTUKU MOBbILLIEHHbIX TpeboBaHWMM K 6e30MacHOCTU AaHHbIX,

NpensaTCTBYOLLMX HECAHKLMOHUPOBAHHOMY PacnpoCTpaHeEHUO UHGopMaLmu.
1.4 . OcHoBHble XapaKTepUCTUKU

Termidesk cocTouT M3 pspga KOMMOHEHTOB, KOTOPble MOryT 6biTb IMBO oTaensieMbiMU (NoapasyMeBaeT
BbIOOP poNn NpM yCTaHOBKe M3 0bLLero nakerta), 1Mbo camMocTosTeIbHbIMU (KOMMOHEHT YCTaHAB/MBAETCS
M3 OTHENbHOro TMakeTa, HO MCMNONb3yeTcs B COCTaBe OOLLUEero KOMMjekca). Takoe pasgeneHue
obecreymBaeT rmbkoe MacLITabUpoBaHME CUCTEMbI AJ19 Pa3/IMYHbIX CLLeHAapPUEB MPUMEHEHMS.
B coctas Termidesk B BapuaHTe nuueHsmnpoBaHua «Termidesk Terminal» BxogaT cnenyrowme
KOMMOHEHTbI:

* «YHMBepCaNbHbIN OUCMETYEP» - KOMMOHEHT, OTBEYAOLWMA 33 MAEHTUDUKALMIO MOMb30BaTeNEeN,

Ha3Ha4yeHMe U KOHTpOons AocTaBkn um BPM;
* «LLInto3» - KOMMOHEHT, OTBEYAKOLLMIA 32 TYHHE/IMPOBaHME MPOTOKOJIOB AOCTaBKU, UCMOJb3YHOLMX

TpaHcnopTHbIN npoTtokon TCP;
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* «MeHenkep paboumx MecT» - KOMIMOHEHT, OTBEYAIOLWIMM 338 B3aMMOLENCTBME C MOCTABLUMKOM
PECYPCOB M YMpPaBNEHUSI >KM3HEHHbIM UMKAoM BPM, Bkntouasi cosmaHue, HacTpoyky, 3anyck,
OTK/IFOYEHWE U YOANEHMUE;

* «AreHT» - KOMMOHEHT, OTBEYAIOLMIN 33 KOHTponupyemyt poctaBky BPM, Bsaumopencteue c
«YHuBepcanbHbIM amMcrneTyepoM» n «MeHeakepom paboumx MecT»;

» «KnneHT» - KOMNOHEHT, oTBevaroLWwmi 3a foctaBky BPM Ha nonb3oBatenbckyto paboyyto CTaHLMIO
C BO3MOXXHOCTbIO MepeHanpaBneHus nepmudepum, KaTasoros, U ONTUMMU3ALMUIO UX UCMONb30BaHUS B
NpOTOKOJIE AOCTABKM;

» «CepBep TepMuHanoB Astra Linux» - KOMMOHEHT, OTBEYAIOLLMIA 33 OPraHM3auMo TEPMUHANBHOMO
poctyna B OC Astra Linux Special Edition;

* «YOaneHHbl MOMOLLHMK®» - KOMMOHEHT, NPefoCTaBNSOWMIA aAMUHUCTPATOPY WM CREeUMnanmcTy
TEXHUYECKOW MOALEPXKKM 3KpaH y3/1a MOb30BaTeNs Yepe3 CeaHC YAANEeHHOrO MOAKIOYEHMUS U
obecneymBatoLLMA Nepeaady rofoCoBom MHGOPMaLMK A8 B3aUMOAENCTBUS C MOJIb30BATENEM;

» «BuptyanbHbin Mmoaynb Termidesk» - KOMNOHEHT, npeacTaBnsoWwMn cobon obpa3 BUPTYaAsIbHOM
MawuHbl (BM) (unn pucka BM) ¢ npepBapuTenbHO  YCTAHOBNEHHOM W HACTPOEHHOM
onepaumoHHon cuctemon (OC) m Habopom nporpaMMHOro obecneyeHus, HeobxoaMmoro Aans
akcnnyataumm  Termidesk. KoMnoHeHT no3BonsieT O6bICTPO pasBepHYTb WM UCMONb30BaTb
KOMMOHEHTbI « YHMBepcanbHbIN ancnetyep», «LLnto3», «MeHemykep paboumx MecT»;

» «Termidesk Live» - KOMMOHEHT, npeacTaBnaOWMM cobon 3arpysouHbin obpaz OC c

npegycrtaHoBJIEHHbIM KOMMOHEHTOM «KnuenTt».

KoMnoHeHTbl «YHuBEpCanbHbIA AucneTyep», «MeHegkep pabouymx MecT» ABASIOTCS OTAENSEMbIMU U
MOryT YCTaHaB/MBATbCS Kak B KOMIMJIEKCHOM BapuaHTe, Tak U B pacnpeneneHHon KoHbUrypauuu.
MapaMeTpbl KOHPUrypUpOBaHUS OTAENSEMbIX KOMMOHeHTOB npueegeHbsl B CJIET.10001-02 90 02
«PykoBoacTBO agMUHUCTpaTopa. HacTpoika nporpaMMHOro KoMmniekca».

KomnoHeHTbl «LLUnto3», «AreHT», «KnuenT», «CepBep TepMMHanoB», « YaoaneHHbInM NoMoLLHUK», «Virtual
Appliance», «Termidesk Live» gaBnatoTca camMocTosATENbHbIMU, HO paboTaloWwmMMM B COCTaBe
NporpaMMHOIo KOMMJeKca.

[MapameTpbl yCTaHOBKM U KOHMUIYpUpOBaHUS KOMMOHeHTa «LLnwo3» npuBeaeHbl B OOKYMeHTe
CJTIET.10001-02 90 05 «PykoBoacTBo agMuHucTpaTopa. HacTponka komnoHeHTa «LLnto3».

[MapameTpbl yCTaHOBKM W KOHPUIrypupoBaHWUS KOMMOHEHTa «AreHT» npuBeAeHbl B [OOKYMEHTe
CJ1IET.10001-02 90 04 «PykoBoacTBO agMuHUCTpaTopa. HacTponka koMnoHeHTa « AreHT».

[MapameTpbl yCTaHOBKM W KOHMUIYpUpoBaHUsi KoMnoHeHTa «KnueHT» npuBedeHbl B [OOKYMeHTe
C/NET.10001-02 92 01 «PykoBoacTBo nonb3oBaTens. Hactporika n akcnnyataums komnoHeHTa «KnneHTt».
MMapameTpbl ycTaHOBKM U KOHdUrypupoBaHus komnoHeHTa «Cepsep TepmuHanos Astra Linux»
npuBeaeHbl B pokymeHTe CJIET.10001-02 90 06 «PykoBoactBo agMuHucTpaTopa. HacTpowka

kKoMnoHeHTa «CepBep TEPMUHAIOBY.
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Mcnonb3oBaHWe KOMMNOHEHTA «YAaJIeHHbIM MOMOLLHUK» npuBeaeHo B gokymeHTe CJIET.10001-02 91 02
«MHCTpyKUMs No ncrnonb3oBaHUto. KOMNOHEHT «YaaneHHbIM MOMOLLHUK.
Mcnonb3oBaHue koMnoHeHTa «Virtual Appliance» npuBeseHo B pokymenTe CJIET.10001-02 91 03
«UHCcTpyKuusa no ncnonb3oBaHuto. KomnoHeHT «BupTyanbHbin moaynb Termidesk».
Mcnonb3oBaHne koMnoHeHTa «Termidesk Live» npueegeHo B pokymenTe CJIET.10001-02 91 04
«MNHCcTpyKuusa no ucnonb3osaHuto. KomnoHeHT « Termidesk Live».
Ons npotokona poctaBku Termidesk peanusyeT peXxum MApSAMOro U TYHHENbHOrO COEAMHEHMUS.
TyHHenbHoe coeguHeHWe NpuUMeHsieTcs nNpu noakntoveHnn BPM u3 HeposepeHHbIx ceTen. KoMbuHaums
NMPOTOKOJIOB AIOCTABKM M CNOCOObLI MoaKoYeHUs npegonpeaeneHbl B Termidesk.
Termidesk nopnep>kuBaeT paboTy C cepeepaMmn TEPMMHANOB U NYBAMKALUKN MPUSTOXKEHUN:
* Microsoft Windows Server c ponbto «Remote Desktop Session Host» u3z coctaBa «Remote Desktop
Services» (nanee - MS RDS, MS RDSH);
*» Terminal Server Astra Linux, peanusyetca komnoHeHToM «CepBep TepMuHanoB Astra
Linux» (nanee - STAL).

1.5 . Tpe6oBaHus K YpOBHIO NOArOTOBKMU NepcoHana

Lna wratHom akcnnyatauum Termidesk TpebyeTcsa cnegyrolmii nepcoHan:
" CUCTEMHbIN aAMUHUCTPATOP;

" cneynanuncT no TeEXHUYeCKoMy O6CJ'Iy)KMBaHM}O.

CUCTEMHBIMN aAMUHUCTPATOP AO/MKEH UMETb OMbIT agMUMHUCTpUpoBaHMa cepeepoB ¢ OC Astra Linux
Special Edition 1.7.
OcHOBHbIMU 0BSI3aHHOCTAMU CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCS:

* YCTaHOBKA, HAaCTpOMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

= BOCCTaHoBneHue pabotocnocobHocTn Termidesk nocne ycTpaHeHUs HEMCNPABHOCTEW KOMMEKCa

TEXHNYECKUX CpencTB.

Cneumanumct no TEXHUYECKOMY OBCNY>KMBAHUIO A0/HKEH UMeTb onblT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb 1 NOHMMAaTb NPUHLMMbI PabOTbl CeTEM Nepeaayn AaHHbIX, a TaKXKe BnaaeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMIMJIEKCA TEXHUYECKUX CPEeaCTB.
OCHOBHbIMM 0653aHHOCTAMM CMELMANNCTA MO TEXHUYECKOMY 0BCTY>XXUBAHUIO SABASIOTCS:

* HacTpolKa, MOAEPHM3ALIUA N NPOBEPKA COCTOSAHUSA KOMMIEKCa TEXHUYECKUX CPeacTB;

* AMarHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCa TEXHUYECKUX CPeacTB;

* HaCTpOWMKa CETEBbIX MOAK/HOUEHMNA.
1.6 . Tunorpadckue cornaweHus

B HacToalwEeM [OKYMEHTE MPUHATBI CrieaytoLme Tunorpadckme cornalleHms:
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* MOHOWWPWHHBIA  WPUOT — WCMNONb3YETCH ANA BblaeneHUs ¢GparMeHTOB TEKCTa Mporpamm,
HanMMeHOBaHUIM (annoB U Manok (AMPEKTOPWUI), HAMMEHOBAHUI MAKETOB, MYyTEW MEPEMELLEHUS,
CTPOK KOMMEHTApMEB, Pas/IMYHbIX MPOrpaMMHbIX 3/1IEMEHTOB (OOBLEKT, Knacc, TUM, MepeMeHHas,
KOMaHAa, MakpocC U T. 4.), @ Tak)Ke BBOAUMOIO 1 BbIBOAUMOIO TEKCTA B PEXKMME KOMaHAHOW CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBAaHWUM
[LOKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. TPEBOBAHUA K CPEAE ®YHKUNOHUPOBAHUA

2.1 . TpeboBaHus K annapaTHoMy obecre4yeHuto

Ons yctaHoBku Termidesk MuHMManbHble annapaTHble TpebOBaHWSI y3na OO/MKHbI COOTBETCTBOBATb
CNnefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

2.2 . TpeboBaHus K nporpaMMHOMY obecrieyeHuio

B cpene dyHKumMoHupoBaHus Termidesk AonKHbI BbITb NpeaBapUTENIbHO YCTAaHOB/IEHDI:
= OC Astra Linux Special Edition Bepcuu 1.7 (v Bbiwe);
» CYBM Postgres-11 us coctasa penosutopus OC Astra Linux Special Edition Bepcuu 1.7;
* MporpaMMHbIM Bpokep coobueHn RabbitMQ-server Bepcum 3.7.8 (M Bbllwe) U3 cocTaea
peno3uTtopus OC Astra Linux Special Edition Bepcun 1.7.

OC Astra Linux Special Edition Bepcun 1.7 gonxxHa 6bITb ycTaHOBNEeHa M3 is0-06pasa, AOCTYMHOro B
NIMYHOM KabuHeTe Ha noptane Astra Linux: https:/lk-new.astralinux.ru/. Pabota Termidesk Ha

npefHacTpoeHHbIx obpasax OC He rapaHTUpyeTCcs.
2.3 . TpeboBaHUsI K CUHXPOHU3ALUM BPEMEHU

B ceteBon uHdpacTpykType nomkeH 6biTb HacTpoeH NTP-cepsep, obecrneumBatoLMin CUHXPOHM3ALUIO

BpeMeHU aN1s « YHMBepcanbHOro aucneTuepa», «LLintosa», «Menenkepa pabounx mecT».
2.4 . Tpe6osaHusi Kk DNS n DHCP

B ceteBo uWHpacTpykType [OMKHblI ObiTb pa3BepHYTbl U UCNPaBHO (YHKUMOHUPOBATb CHYXObI
foMeHHbIX uMeH (DNS) n aBTomaTnyeckoro HasHaveHus ceTeBbix napametpoB (DHCP) B HeobxoanMbix

CerMeHTax ceTu.
2.5 . TpeboBaHus K cepBepaM KaTasloroB
CepBepbl KaTanoroB A0/XKHbI YAOBNETBOPATb C/EAYIOLMM TPeBOBaHUSAM:

* cepBep KaTajloroB [O/DKEH pa3MeLaTbCsl B TOM >K€ CerMeHTe JOKaJbHOW CeTu, rae OymyT
pa3BepHyTbl BPM. Ecnn BbinonHeHWe TpeboBaHUS HEBO3MOXHO W CepBep KaTasoroB HaXo4UTCS B
[ApYroM cerMeHTe, TO Heo6xoAMMO 0becneynTb MapLIPYTU3ALIMIO MEXAY STUMU CErMeHTaMu;

" MpY WCMNONb30BaHMM B KayecTBe cepBepa KaTanoroB Microsoft Acive Directory (MS AD)

HeobXxoAMMO CO34aTb CEPBMCHYIO YYETHYK 3anucb Ans  B3aumogencteus Termidesk ¢
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KoHTponnepoM gomeHa (KM). HJonyckaeTcs MCNONb30BaHME YYETHOW 3anMCKU agMUHUCTpaTopa
[LOMEHa;

* npy wucnonb3oBaHun MS AD pekoMeHayeTcs C€O34aBaTb OTAE/bHblE  OpPraHU3aLMOHHbIE
noapasaenerHma (OU) pna nonb3osatenei BPM u gna yuyeTHbix 3anucen tuna «KomnbroTep» ans
cammx BPM. lpaBa Ha OU aons KoMnbrOTEPOB OOMKHbI ObiTb /IMO60 Y CO34aHHOM CEPBMCHOM
YYEeTHOM 3anucu, nMbo y OTAENbHOW CO34aHHOM YYETHOM 3anucu, J[OMYCKAeTCs TaKXke
MCMNONb30BaTb YYETHYHO 3aNnCb aAMUHUCTPATOPA LOMEHa;

* Npu mucnonb3oBaHuM cepepoB KatasoroB FreelPA u ALDPro B kayecTBe cepBUCHOM Y4eTHOM
3anucu ans B3ammopencteus Termidesk ¢ KI no yMonuyaHuio mMcnonb3yeTcs y4yeTHas 3amnucb

AdAMNHNCTPaTOpa AOMEHa, nmbo oTAeNIbHaga y4yeTHasa 3anmcCb C aHaN10rM4YHbIMMU MNMOJTHOMOYUYNAMMU.

& MexaHusm nogkntoueHmsa k LDAP-cepeepy simple bind nepegaeT aaHHble 419 NOAKIKOUYEHUS B
OTKPbITOM BUAE.

2.6 . TpeboBaHUs K cepBepaM TeEPMUHaANOB

Mpn ncnonb3oBaHMK cepBepa TepMuHanoB Microsoft HeobxoamMMo Hanuuume BHYyTpu gomeHa MS AD
cepBepoB c cootBeTcTBYytOWMMKU ponsamu (MS RDSH - ponb cepeepa TepmmHanos, MS RDS - ponb

cepBepa Nyb6anKaLMmn NpUIoXKeHUN).
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3. NoArotToBkA CPEAbl ®YHKUNOHUPOBAHUA

© Ecnn Termidesk nnaHupyeTcs ycTaHaBAMBaTb aBTOMAaTM3MPOBAaHHO COMNAcHO noapasaeny
ABTOMaTU3MpOBaHHasi YCTaHOBKA, TO MOArOTOBKY cpenbl (PYHKUMOHUPOBAHUSI BbIMONHATL He
HY>KHO.

3.1. YcraHoBka CYbB[] Postgres-11

LOna yctaHoBku CYB[, Postgres-11 Heobxoamnmo:
* OTpeaakTMpoBaTb dann /etc/apt/sources.list, OCTaBMB B Ka4eCTBE MCTOYHWKOB MOJYyYEHUS
NnakeToB ceTeBble peno3uTopuu. [lns 3TOro 3aKOMMEHTMPOBATb CTPOKY, HaumHarowytocs ¢ deb

cdrom. [lonxeH Nony4mTbCca cneayroLwmii CIMCOK:

=

# Astra Linux repository description https://wiki.astralinux.ru/x/0oLiC

N

3 #deb cdrom: [0S Astra Linux 1.7.3 1.7_x86-64 DVD ]/ 1.7_x86-64 contrib main non-
free

4 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-main/
1.7_x86-64 main contrib non-free

5 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-update/
1.7_x86-64 main contrib non-free

7 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

8 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© Ecnu e daine /etc/apt/sources.list NpucyTCTBYeT peno3uTopuii astra-ce:
# PacwupeHHbn peno3nTopuii (KOMMOHEHT astra-ce)
deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce
HeobxoaMMO 3aKOMMEHTUPOBATb €ro, 4YTobbl M36eXkaTb YCTAHOBKM HECOBMECTUMbIX BEpPCUM
MakeToB.

" nepenTM B MUHTEpdENC KOMAHAHOM CTPOKWM depe3 nporpamMmy «TepmuHan Fly», BbIMOAHWUTH

KOMaHAOy 0DBHOBMEHMA CMMCKOB MaKeTOB:
:~$ sudo apt update
* BbINONHUTbL KOMaHAy ycTtaHoBku CY B[, Postgres-11:
:~$ sudo apt install -y postgresql-11

roe:

-y - KoY N4 nponycka noareep>XXaeHna yCTaHOBKU.
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3.2 . Hacrpoiika CYB[, Postgres-11
Mepen ycTtaHoBkon Termidesk HYy>XHO BbINOAHUTbL HAaCTPOMKY 6a3bl AaHHbIX (B).

Lna HacTponkn B cnepyeT nepenTn B MHTEPhENC KOMAaHAHOM CTPOKM U BbIMONHUTb CNEAYHOLLEE:

" MEPEKIHOYUTBLCA MOC/IENO0BATE/IbHO HA MON1b30BaTeNd root, 3aTEM Ha postgres:

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3anycTuTb TepMuHanbHbir knveHT CY B/, Postgres-11:

:/home/astras$ psql

& Ecnv nocne BbiNoONHeHMs KOMaHAbl oTobpaxkaeTcs owmbka «could not change directory to "/
home/": OTKazaHO B JOCTYMNe» M He MOABNSETCA NPUrIaLLEHNE KOMAHOHOW CTPOKU postgres=#,
HeobxoaMMO BMECTO «su postgres» MCMoNb30BaTb KOHCTPYKUMIO «su - postgres». Ecnu
npurnaleHne postgres=# NosiBUIOCb, TO COOBLLEHME 06 OLLIMOKE MOXKHO NMPOUHIOPUPOBATD.

" MCMNONb3ys UHTEPaKTUBHbIA UHTepdenc TepMuHanbHoro knveHta CYB[, co3pate Bl termidesk

(cMMBON «;» B KOHLE CTPOKM MNpU paboTe C MHTEPAKTUBHbLIM UHTEP(ENCOM 06a3aTeNeH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

roe:
LC_COLLATE - nopsooK COpPTMPOBKM ANa ucrnonb3oBaHus B B, BnusieT Ha nopsaok COpTUPOBKM,
NPUMEHsIEMbIM K CTpokaM. 3HadveHue «ru_RU.utf8» ykasbiBaeT Ha WMCNonb3oBaHWE PyCCKOM
JNlokanusaumu;

LC_CTYPE - knaccudukauma CMUMBOMIOB ON1a Mcrnonb3oBaHus B Bbll, BnuseT Ha kateropusaumto
CMMBOJIOB;

TEMPLATE - wumsi wabnoHa, n3 kotoporo cosgaetcs bl. LLabnoH «templateO» mcnonb3lyetca pgns
cuctemHon Bl camon CYB[, Postgres-11.

* co3gaTb nosib3oBaTens termidesk ¢ naponem ksedimret ansa ganbHeMwero nogknatoveHms K b

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

A B I'IpMBe,EI,EHHOIZ KOMaHOe M4 Nosib30BaTeNna U Naposib UCMNOMb3YHOTCA B Ka4eCTBe NMpmuMepa. ZIVE
nonb3oBatend U naposib OO0/DKHbl 3a4aBaTbCA B COOTBETCTBUM C BHYTPEHHUMU CTaHOAPTaMU
opraHmsauuu no NnpuMeHeEHUO napoanoﬁ 3allUnNTbI.

* HasHa4yMTb npaBa no mucnosb3zosaHMto bl termidesk co3paHHOMY nonb3oBaTento termidesk:
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postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* BbINTM U3 UHTEPAKTMBHOIo MHTepderica TepMuHanbHoro knneHta CY B/
postgres=# \q

* BbIMTM U3 CEAHCOB MO/b30BaTeNIeEN postgres U root:

1 :/home/astra$ exit
2 :/home/astra# exit

* OoTpefdakTMpoBaTb ann /etc/parsec/mswitch.conf, ycTaHoBMB napameTp zero_if_notfound

B 3Ha4veHue yes, TOYHO co6mo,u,a;| OTCTYNbI U npo6enb|:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes

© B cnyuae nocneaytouero obHosneHns CY B[, Postgres MmoxkeT noHanobutca nepecosaaHue b. B
3TOM cny4ae creayeT npeaycmoTtpeTb 3kcnopT bl nepen o6HoBneHnem CY B[, Postgres.

3.3. YcraHoBKa 6pokepa coobLueHuit RabbitMQ-server

© Ecnm ysen c yxe yctaHosneHHbIM RabbitMQ-server 6yneT neperMeHoBaH, To 6pokep coobLLEeHMM
nepecTaHeT MpPUMHMMATb MOAKAOYEHMS. [Na MCNpaBneHUsi CUTyaumm HeoBXOAMMO  yaanUTb
RabbitMQ-server, 3aTemM BbINOAHUTbL €r0 NepeyCcTaHOBKY.

Ons yctaHoBkM RabbitMQ-server Hy>kHO nepenTy B MHTepdENC KOMaHAHOM CTPOKM 4Yepe3 nporpammy

«TepmuHan Fly» 1 BbINOAHUTL KOMaHAY:

:~$ sudo apt install -y rabbitmg-server

roe:

-y - KN4 angd nponycka nogreep>XXaeHUa yCTaHOBKU.

3.4 . HacTtpoiika 6pokepa coobyeHui RabbitMQ-server

LOns HacTponku RabbitMQ-server cnenyer:
* nepenTM B MHTepdenc KOMaHAHOM CTpPoKM uyepe3 nporpammy «TepmuHan Fly» u ybegutbca B

HanuuMu Katanora /etc/rabbitmg:
:~$ 1s Jetc/

" eCnn Katanor OTCyTCTBYET, HEO6XO,CI.VIMO CO30aThb ero:
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:~$ sudo mkdir -p /etc/rabbitmq

roe:
- p - KJIOY 411 aBTOMATMYECKOro CO34aHNS AMPEKTOPUM, YKa3aHHbIX BHYTPU NyTw;

* nepenTu B KaTanor /etc/rabbitmg:
:~$ cd /etc/rabbitmq

* co34aTb NycTble dannbl rabbitmg.conf (ocHoBHOM dann koHdurypaumm RabbitMQ-server) n

definitions.json (bann onpegeneHuns AaHHbIX A9 NOAKIHOUEHUS):

1 :~$ sudo touch rabbitmq.conf
2 :~$ sudo touch definitions.json

* nomeHsATb Bnagenbua (rabbtitmqg) u ngeHTudukaTop rpynnbl (rabbitmg) ona co3gaHHbIX daninos:
:~$ sudo chown rabbitmqg:rabbitmg definitions.json rabbitmqg.conf
* OTpenakTMpoBaTb dann rabbitmg.conf, npueeas ero K BuAy:

l #f —====—==—=---—----o------o—-—---—-———---——-==== Managemen‘t Sect-ion

## Preload schema definitions from the following JSON file.

## Related doc guide: https://rabbitmg.com/management.html#load-definitions.
##

# management.load_definitions = /path/to/exported/definitions.json
management.load_definitions = /etc/rabbitmg/definitions.json

o ulh WN

& Ecnu Heobxopgumo, uTobbl RabbitMQ pabotan uepes TLS-coenmHeHue, To dann rabbitmg.conf
HY>XHO NMPUBECTU K BUAY:

1 Management section

2 ## Preload schema definitions from the following JSON file.

3 ## Related doc guide: https://rabbitmqg.com/management.html#load-
definitions.

4 ##

5 # management.load_definitions = /path/to/exported/definitions.json
6  management.load_definitions = /etc/rabbitmqg/definitions.json

7 listeners.tcp.default = 5672

8

9 # TLS NopT
10 listeners.ssl.default = 5671
11 # NyTn K cepTudpmkatam
12 ssl_options.cacertfile /var/ssl/root-ca.crt
13 ssl_options.certfile /var/ssl/cert.crt
14  ssl_options.keyfile = /[var/ssl/private/private-key.key
15 # MNaponb Ana knwo4ya
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16  #ssl_options.password = # Should peer verification be enabled?
17 ssl_options.verify = verify_peer
18

19 # When set to true, TLS connection will be rejected if client fails to

provide a certificate
20 ssl_options.fail_if_no_peer_cert = false
21
22 ssl_options.versions.default = tlsvl.2

Mpennonaraetcs, yto dannbl kOpHeBOro ceptudukarta (/var/ssl/root-ca.crt), ceptudmkaTa
y3na (/var/ssl/cert.crt) mu 3akpbiToro knto4a (/var/ssl/private/private-key.key) K

HEMY Y>Ke CYLLECTBYOT U AOCTYMHbI MO YKA3aHHOMY MyTU.

* oTpefdakTMpoBaTb dann definitions.json, 3apaB nonb3oBaTesen termidesk u admin, npueeas

ero K suay:

A B danne /etc/rabbitmg/definitions.json naponu ykasbiBaloTCA B BUAE Npeobpa3oBaHHOIo
3HAYEHUS, KOTOPOE MOXHO MOJYYUTb Yepe3 UCMOHAEMbIN dann rabbitmg_password2hash.sh

MoapobHo o ToM, Kak Npeobpa3oBaTb Naposb, NPUBEAEHO Aalee.

1 {
2 "rabbit_version": "3.7.8",
3 "users": [
4 {
5 "name": "termidesk",
6 "password_hash": "pnXiDJtUdk7ZcelL9i0qx44PeDgRa+X1+eIq+7wf/PTONLb1lh",
7 "hashing_algorithm": "rabbit_password_hashing_sha256",
8 ll-tagsll H nn
9 },
10 {
11 "name": "admin",
12 "password_hash": "FXQOWFNSrsGwRki9BT2dCITnsDwYu2lsy7BEN7+UncsPzCDZ",
13 "hashing_algorithm": "rabbit_password_hashing_sha256",
14 "tags": "administrator"
15 }
16 1,
17 "vhosts": [
18 {
19 llnamell: ll/ll
20 },
21 {
22 "name": "termidesk"
23 }
24 1,
25 "permissions": [
26 {
27 "user": "termidesk",
28 "vhost": "termidesk",
29 "configure'": ".x",
30 "write": ".x",
31 llreadll: ll-*ll
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e
~

32 },
33 {
34 "user": "admin",
35 "vhost": "termidesk",
36 "configure": ".x",
37 "write'": ".x",
38 "read": ".x"
39 }
40 1,
41 "topic_permissions": [
42 {
43 "user": "termidesk",
44 "vhost": "termidesk",
45 "exchange": "",
46 "write'": ".x",
47 "read": ".x"
48 }
49 1,
50 "parameters": [],
51 "global_parameters": [
52 {
53 "name": "cluster_name",
54 "value": "rabbit@rabbitmg"
55 }
56 1,
57 "policies": [],
58 "queues": [],
59 "exchanges": [],
60 "bindings": []
61l }

A B npumepe MCNONb3YHOTCA cnepytoLime napsil NIOrMH-Naponb: admin:admin,

termidesk:ksedimret.
MMs nonb3oBaTens v Naposib A0MKHbI 334aBaTbC B COOTBETCTBUM C BHYTPEHHUMMU CTaHAApTaMu
OpraHu13aumnm No NpUMEHEHUIO NaposibHOM 3aLLMTbI.

* BbINOJIHUTb KOMaHA4Y MHULManusaumm RabbitMQ-server:

:~$ sudo rabbitmg-plugins enable rabbitmg_management

* nepesanyctuTb RabbitMQ-server:

:~$ sudo systemctl restart rabbitmg-server
YT106bl MONY4YMTb NpPeobpa3zoBaHHOE 3HAYEHME MAPOSS HYXXHO BOCMOJIb30BAaTbCA UCMOMHSEMbIM (ansioM
rabbitmg_password2hash.sh, pacnonoxeHHbIM B MOAKIOYEHHOM perno3uTopum Termidesk (cm.

MonyyeHne naketoB yctaHoBkM B OC Astra Linux Special Edition) no nytu /var/repos/Addons/

Scripts/:
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* MepenTn B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/

* 334atb panny rabbitmq_password2hash.sh dnar ons 3anycka:
:~$ sudo chmod +x rabbitmqg_password2hash.sh

roe:
+X - KJ1OY YCTAaHOBKM pa3peLLeHust Ha 3anyck danna ajs BCeEX Nosib30BaTenen;

* BbIMOJIHUTb UCMONHAEMBIN dann:
:~$ sudo ./rabbitmqg_password2hash.sh

Mpun BbINONHEHWMW ucnonHsemMoro darna OyaeT npeasiioXXeHO BBECTWM Maposb WM MOBTOPUTbL €ero.
lMpeobpasoBaHHOE 3HaYeHWe BBEAEHHOMO Napons byaeT oTobpaXkeHO B MHTepdence KOMaHAHOW CTPOKMU.
HeobxoonMMo BHeCTM MoOnyyeHHoOe 3HadyeHWe npu  GopmupoBaHum damna /etc/rabbitmg/
definitions.json (cekuus password_hash).

Ecnn koHdurypaumoHHbin dann /etc/rabbitmg/definitions.json yxe cylecTByeT, HO TpebyeTcs
M3MEHUTb 3HaYeHne Npeobpa3oBaHHOIO NApPoNs B HEM, HY>KHO:

* BbINOJIHUTbL NpeobpasoBaHMe U fobaBeHWe Napons B dann /etc/rabbitmg/definitions.json:

:~$ sudo ./rabbitmq_password2hash.sh -w -u <user> -p <naponb>

roe:

—-W - KJ1tOY ANl COXpaHeHUs U3MeHeHu B hann /etc/rabbitmg/definitions.json;
-u - nonb3oBaTesb rabbitMQ. B ctaHaapTHOM ycTaHOBKE MOXHO YKa3blBaTb admin;
-p - Naponb;

* nepe3sanyctuTb RabbitMQ-server:

:~$ sudo systemctl restart rabbitmg-server

3.5. MNoarotoeka OC Astra Linux Special Edition

Lna koppekTHomn yctaHoBku Termidesk Bepcmm 5.0 Ha OC Astra Linux Special Edition Bepcuun 1.7.4 (n

BblLLE) HY>KHO 0OHOBUTb NakeT libastraevents:

:~$ sudo apt install --only-upgrade libastraevents
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N

3.6 . Hactpoiika CYB[, otnnuHbix ot Postgres-11

Termidesk nopaep>kmBaeT dyHkunoHMpoBanHme c¢ CYBL, otnmuHbix oT Postgres Bepcum 11, Ho
OCHOBAHHbIX HernocpeacTBeHHO Ha Postgres, a mmeHHo: CYB[, Postgres-15, CYB[, Tantor. YcTtaHoBka
ykazaHHbix CYB/L, fnomkHa 6biTb BbINMOJIHEHA COMMACHO AOKYMEHTALMM Ha HUX.

Mocne ycTaHOBKM HY>XHO MOC/NEA0BaTE/IbHO BbIMOAHMTD LWaru ans Hactporku B/

" MNEPEK/IHOYUTLCA NMOC/IENO0BATE/IbHO HA MONb30BaTeENa root, 3aTeM Ha postgres:

1 :~$ sudo -s
2 :/home/user# su postgres

* BbIMNOAHUTb UHMLUManu3aumto bI:

® Mpumep komaHabl npueeaeH ana CYB/ Tantor.

:/home/user# /opt/tantor/db/15/bin/initdb -D /var/lib/postgresql/tantor-se-1c-15/data/
* 3anyCTUTb TepMUHaNbHbIN kKnneHT CY B[

:/home/users$ psql

* MCMONb3ys MHTEPAKTUBHbIN MHTepdenc TepMmnHanbHoro knneHta CYBM, co3pate B, termidesk

(cuMBON «;» B KOHLE CTPOKM NpU paboTe C MHTEPAKTUBHbLIM MHTEPGhENCOM 0bs3aTeneH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

* co3paTb nonb3oBatens termidesk c naponemM ksedimret gns ganbHeuwero nogkntodeHms Kk b
postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

* HasHa4yMTb BCe npaBa no ucnonb3oBaHuto bl termidesk co3gaHHOMYy nonb3oBaTento termidesk:
postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* HasHa4UTb NMpaBa Ha Co34aHME 06BLEKTOB AA CXeMbl public:
postgres=# GRANT CREATE ON SCHEMA public TO termidesk;

" BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
postgres=# \q

* BbIMTU U3 CEAHCOB MOJIb30BaTE/IEN postgres n root:
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1 :/home/user$ exit
2 :/home/user# exit

* OTpenakTMpoBaTb pann /etc/parsec/mswitch.conf, yctaHoBMB napametp zero_if_notfound

B 3HaYeHWe yes, TOYHO CObBoaas OTCTYMbl U Npobenbl:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes
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4. YCTAHOBKA NMPOrPAMMHOIO KOMITJIEKCA

4.1 . MNMonyyeHue naketoB ycTtaHoBkKM B OC Astra Linux Special Edition

OuctpubyTre npeanctasneH 6uHapHbIM dannomM naketa nporpamMmHoro obecriedeHus (MO) B deb-
dopmate. YctaHoBka B OC Astra Linux Special Edition npoussoanTca 13 nokanbHOro penosutopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:
* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMOMHUTb CrieaytoLLee:
* CKOMWPOBaTb B AOMALLIHUI KaTasor nosib3oBaTenst obpas agucka termidesk-<Bepcusa>.iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcus>.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-

<Bepcusi>.is0, yCTPOMCTBO 3aTEM MOHTUPYETCS B YKa3aHHbIW KaTanor /mnt;

" CKOMWPOBAaTb COOEPXXMMOE KaTajora repos MOAK/JKOYEHHOro obpasa Aucka B KaTtanor /var
nokanbHou ansioBOM CUCTEMBI:

:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - KUY ON19 PeKYpPCUBHOIO KOMUPOBAHMA MOAKATaNoroB M hanioB C COXPAaHEHUMEM MCXOAHbIX

CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT y3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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4.2 . YcTaHOBKa U HaCTpOMKa OTAeNsAeMbIX KOMNOHEHTOB Ha O4HOM Y3ne

4.2.1 . AsTOMaTU3MpOBaHHas YCTaHOBKA

4.2.1.1. AstomaTnsvpoBaHHas yCTaHOBKa Yepes MCMONHseMbIN dhain

[na aBToMatmMsmpoBaHHOM ycTaHOBKM Termidesk 6e3 ncnonb3oBaHus nceBporpaduyeckoro nHTepdenca
MOXXHO BOCMOJIb30BaTbCA WCMOJIHAEeMbIM dannoM termidesk-standalone.sh, pacrnonoXeHHbIM B

noaxito4eHHoOM perno3mtopum Termidesk: /var/repos/Addons/Scripts/.

B aTom cnyuyae Bce geMcTBUA Mo noprotoeke cpenbl GYHKLMOHMPOBAHUS U yCTaHOBKKM Termidesk 6yayT

BbIMOJIHEHbI UCMOMHAEMbIM anioMm.

© MVcronb3oBaHue wucnonHsemMoro daina ans ycrtaHoBku Termidesk ponyckaeTtcs TOnbkKo B
03HaKOMUTENbHbIX Lenax!

[.na Bbi30Ba NpoLecca yCTAaHOBKU YEPE3 UCMONHAEMbIN hann HY>XXHO:

* MepenTu B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/

* pasapxuBupoBaTb hamn Termidesk.zip:
:~$ sudo unzip -j Termidesk.zip

roe:

-3j - KJItOY Ans pasapxuBaumm Bcex hannoB BHYTpU Termidesk.zip B TEKYLLYH AUPEKTOPUIO;
* 334atb davny dnar 4ns 3anycka:

:~$ sudo chmod +x termidesk-standalone.sh

roe:
+X - KJIO4 YCTaHOBKM pa3peLLeHust Ha 3anyck danna ajs BCEX Nosib30BaTenen;

* 3aMyCTUTb UCMOMHSAEMbIN daln:

:~$ sudo ./termidesk-standalone.sh

4.2.1.2 . ABTOMaTU3MpOBaHHasa YCTaHOBKA Yepes (aiin OTBETOB

YcTaHoBKa yepes ¢daia OTBETOB He NOAAEPXKUBAETCS, HauyMHasa ¢ Bepcum Termidesk 5.0.

Ons aBTOMaTM3MpOBaHHOM YCTAaHOBKM PEKOMEHAYETCS WMCMonb30BaTb MO0 mcnonHsemblin dann (cMm.
nogpasnen ABTOMaTU3MPOBaHHas YCTaHOBKa Yepe3 MUCMNonHAeMbln ¢ain), nnbo npenBapuTENbHO
noarotoButb ann /etc/opt/termidesk-vdi/termidesk.conf, onucaHue napaMeTpoOB KOTOPOro
npueeaeHo B noapasaene lNepeyeHb nepeMeHHbIX OKPY>XXEHUSI YHMBEPCAJIbHOrO AMcneTyepa AOKYMeHTa
CNET.10001-02 90 01 «PykoBoncTBo agMuHMUCTpaTopa. HacTponka nporpaMMHoOro komnJsekca»
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Mpumep danna /etc/opt/termidesk-vdi/termidesk.conf c ycTaHOBNEHHbIMU 3HAYEHUSIMU UMEHU
nonb3oBaTeNn M Maponsi Mo yMoOn4YaHuto, 6e3 MCNoNb30BaHUA 3aLUMLLEHHOro noakntoveHus kK B, u

RabbitMQ-server (cm. pasgnen lNoprotoska cpeabl GyHKLUMOHUPOBaHUS):

1 DBHOST="1ocalhost"

2 DBPORT="5432"

3 DBSSL="Disable"

4 DBNAME="termidesk"

5 DBUSER="termidesk"

6 DBPASS="scramble:AES256:87a3beb4513aaa71fch2e03399f74f22"

7 DBCERT=

8 DBKEY=

9 DBCHAIN=
10 DJANGO_SECRET_KEY="XejStbL6jtZ7DGTHO2vIpw4vflzTWMO7RgWhwWGYKgs="
11  RABBITMQ_URL1="amqp://

termidesk:scramble:AES256:87a3beb4513aaa71fch2e03399f74f22@1localhost:5672/
termidesk"

12 RABBITMQ_URL2=

13 RABBITMQ_URL3=

14 RABBITMQ_SSL="Disable"

15 LOG_LEVEL="INFO"

16 LOG_ADDRESS="/dev/log"

17 LOG_FACILITY="1local3"

18 HEALTH_CHECK_ACCESS_KEY="270cle6a4cd013a3824982458a26ec4dcacl7f60f80a74098a62994
f775351e2"

19 NODE_ROLES="ADMIN,USER, TASKMAN"

20 EULA_ACCEPTED="YES"

4.2.2 . HeaBTOMaTH3MpoBaHHas ycTaHoBka Termidesk
Ona yctaHoBku Termidesk ¢ mcnonbsoBaHveM nceeporpaduyeckoro MHTepdenca Hy>KHO BbIMOMAHUTH
cnepytouee:

* NoAKAUUTL penosmnTopun Termidesk;

* ycTaHOBUTb Termidesk:

& HauunHas c Bepcumn 4.3 B 3aBUCUMMOCTb MakeTa yCTaHOBKM termidesk-vdi pobaeneHa cnyxba
BeOoeHus >XypHanoB syslog-ng. Pabota ¢ papyrumu cnyxbamMu BefeHMS >KYPHanoB He
rapaHTUpyeTCcs.

Mepen obHoBneHneM OC unun cnyxbbl syslog-ng peKOMeHAYeTCs CO34aTb Pe3epBHYHO KOMWIO
danna syslog-ng.conf. B cnyyae o6HoBneHuss OC wnu  cnyxbbl syslog-ng 6e3
npefBapuTeSIbHOrO CO34aHUSI pe3epBHOM Komuu dansia, MOXKeT MoTpeboBaTbCs MepeycTaHOBKA
Termidesk ons BOCCTaHOBNEHUS €r0 KOPPEKTHOM paboThbl.

HaunHaa c Bepcum 4.3.2 B 3aBMCMMOCTb YCTAHOBKM Takxe aobasneH nakeT libpython3.7,
KOTOPbIA MpPeaocTaBUT BO3MOXHOCTb ycTaHoBUTb Termidesk B OC ¢  MWHUManbHoM
KoHdurypaumen (6e3 rpacdmyeckoro nHtepdenca OC).

:~$ sudo apt -y install termidesk-vdi
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roe:

-y - K4 ang nponycka noareep>XaAeHN4a yCTaHOBKMU.

& HauunHas ¢ Termidesk Bepcuu 5.0 komnoHeHT «LLnto3» ycTaHaBnMBaeTcs U3 naketa termidesk-

gateway. [Mna yctaHoBkKM wunu  obHoeneHus  «Llnwos3a»  cnegyeT  obpatuTbcs K
nogpasaenam YcraHoBka LUnwo3a 1 O6HoBneHue LUnws3a pokymeHnta CJIET.10001-02 90 05

«PykoBoacTBO agMuHMUCTpaTopa. HacTponka komnoHeHTa «LLnto3».

B npouecce yCTaHOBKU HY>XHO BbIMONIHUTbL cnieaytoLlee:

® [Ona nepekntoyeHunss Mexay 3kpaHHbiMu kHonkamu [Ok] u [OTMeHa] B ncesmorpaduyeckom

nHTepdence ncrnonbsyeTtcs knasmiia <Tab>.

®* O3HAaKOMUTbCA C NTNUEH3MOHHbIM COrnalleHNEM U HaXXdTb 3KPAaHHYH KHOMKY [,El.anee] (cm. PucyHok 1);

TekrCT JMIEHSMOHHOTO COTJallEHMA
JMIEHSMCHHOE COTTIAMEHME C KOHEYHHM [ICOJIL3OBATEIEM

JMcreTyep 10 OKJTEY e HMHA BMPTY&JIbHHX paboumMx MecT TepMMIECK

BHyMaHMe ! BHMMATENLHO NPOUXTANTE HMERECIEOYOIME YCIOBMA, NPEXOe UEM y
YCTaHOBKa, KOIMPOBAHME MIIM MCIOJNBSOBaHMe [I0 MHEM crnocoboMm osHadaeT B

HacToAmee NMUEHSMOHHOE COTJIAUIEHME C KOHEYHEM MNONL3OBATENEM (gajee -
CoIJjlalleHMEe BCTYIAET B CWMIY, KODIa Bl HAaYalM MCIONb30BATH [0 mmbo, ec
Ecmm Bel HEe COTJIACHH C YCIOBMAMKM CoODfamleHMA, ToO BH HE MMEETe IpaBa yC
[IpMHMMaA YCIoBMA CorsameHusa IIOJNBSOBATENE NONTEEPEOAET, UYTO NEMCTEYET

[IpemocTaBleHWe MpaBa MCHOOIBSOBaHMA [I0 CONpPOBOROAETCH OTOEeNIEHEM OOTOB

TEFMMHH M OIPEIEIEHHA

«KoMnanua» - OOmecTBC C OTpaHMYeHHOM OTBETCTBEHHOCTBHO «YBEOH — OBJAU
«llonbSoBaTeNb» («Bh») — DpMIMYecCKOe IMLO, KoTopoe npuobpenc JIMIEeHSHD
«llporpaMMHoe ofecneuenme («I0») - IUCOETUSD NOOKIDUSHMI BMPTYAaIJEHEIX
«JIMLIeHsKMa» — NPeOOoCTaBleHHOe KoMnanmell NpaBo Ha YCTAHOBRY, SalyckK M
«[lapTHep KoMnanmue» — DpPMIMYECKOe JMIO, KOTOpOMy KoMNanMA HpefocTabBMIl
«YCTpOMCTEO» — CEpPEEpPHOS OGOPYHNOBE3HME M DPElleHME BUPTYANMSalMM, Ha KO

16%

PucyHok 1 - JlnueHsnoHHoe cornalleHme

" Ang nNpuHATUA yCJ'IOBMIZ NNUEH3MOHHOIo cornatleHna 1 npoaoyikKeHUa YCTaHOBKU CieayeT HaXkaTb

3KpaHHyt KHoMKy [[a] (cm. Pucyrok 2). B cnyyae oTkasa OT yCnoBui COrnalleHus cneayeT HaXkaTb

3KpaHHyto kHonky [HeT]. Mpwn 3Tom ycTaHoBKa npepseTcs;
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Cormacue C YCIOBMAMHK

BH NpMHMMaeTe YCIOBMA COTJIANIEHMA?

PucyHok 2 — MNMpuHATHME YCNOBUIN IMLLEH3UOHHOIO COMNaLLEHMS
* Mocne NPUHATUS YCOBUI JIMLLEH3UOHHOMO COMNalLeHMs HEOBX0AMMO BblGpaTb MPOTOKOJI, KOTOPbIN
OyaeT ucnosb3oBaTbca Npu noakntodeHun K BL, (cm. Pucyrok 3). Mpu Bbibope 3HauveHus «Disable»

3aLUMLLEHHOE COeAMHEHME NpU NoakaodeHun K B ucnonbsosatbca He byaeT;

SamMmEHHOS NOOKINUYeHMe K CYE]
BubepuTe CTeleHb SallMTH NOOKINYEHWMA K CEDPEEDY
PostgreSQL:

TL5 BepcuM 1.2
mTLSv1.2 mTLS Bepcmt 1.2
TLSv1.3 TL5 BepcuM 1.3
mTLSv1.2 mTLS BepcuM 1.3

llaTee > <COHpoc>

PucyHok 3 — Bbibop npoTokona gns nogkntodeHms K b,
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* Npu BblIGOpe 3aLLMLLEHHOMO NOAK/OYEHUs K Bl HY>KHO CKOHMUrypupoBaTb Mcrnonb3oBaHue SSL-

ceptudukatos ans npotokona MTLS (cm. PucyHok 4). [na koHdurypupoBaHus cnepyeT ykasaTb
NOSHbIN NMyTb K (arnam:

* 3aKpbITOro Knto4va popmarta . key;
e MpPOBEPKM Lenoyku ceptudmkaTos dopmarta .crt;

* NS NPOAONXKEHUS YCTAaHOBKM HaXKaTb 3KpaHHYto kHonky [[danee];

HacTpoMKa CEepTHMIMKATOB
BHOEpUTE pasIell OJd HaCTPOMKM:
+— —_ —_ —_ —_
| CepTuduraT Taskman Health: /home/adminé(%/certificate.crt
| Ipue. oy Taskman Health: /home/adminé0S8/private.key
| Ceprudmxar Postgres mTLS: /home/admin60%/certificate.crt
| IIpMe. KINY Postgres mTLS: /home/admin60%/private.key
| MpoMex. cepT Postgres mTLS: /home/adminé09%/ca.crt
|
+

<Shpams) < Hanee >

PucyHok 4 — KoHdurypauus ceptudukaToB
* 3aM0/IHMTb NapaMeTpbl noakntoueHust K CY B[ (cm. PucyHok 5):
e «Appec CYb»: IP-appec nnn FQDN y3na ¢ yctaHosneHHon CYB[, (B cnyyae fiokanbHOM
YCTaHOBKM 127.0.0.1);
e «lMopt CYBO»: HoMep nopTa, KOTOPbIM UCMOJb3YeTCa AN coeamHeHus ¢ cepsepom CYB[
(cTaHmapTHbIV NopT 5432);
e «MMa 6asbl JaHHbIX»: HamMeHoBaHue B, (termidesk, nmapameTp 3afaBasncs npu Co3gaHum
bA);
* «MMa nonb3oBaTens»: wmms nonb3oBatens b ona noakntouveHuss K Hen (termidesk,
napameTp 3agaBasics npu cosgaHum bll);
e «lMaponb»: naponb pns nogkntodveHmss Kk b (ksedimret, napameTp 3apaBanca npwu
co3zpaHum b);
* Ha)xaTb 3KpaHHYL KHoMky [TecT] ans npoBepku MOAKAIOYEHMS, O3HAKOMUTBLCS C Pe3ynbTaToM

TECTUPOBAHUS MOAK/IIOYEHUS U 4151 MPOAO/HKEHUS YCTaHOBKM HaXkaTb 3KpaHHYto kHonky [Hdanee];
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BEEIMTE HACTPOWMKM IIA NOOKIKNYeHMA K CYBI:

|Aopec CYBI

|TlopT CYEBO

|MMa GasSH DaHHHEX
|MMA MONBSOBATENA:

| mapon: .
+

PucyHok 5 — Beog napameTpos nogkntoveHus k CY B[,

CNET.10001-02 90 01

* BbIOpaTb MPOTOKO, KOTOPbIN OyAEeT UCMONb30BaTLCA NpU NoakntoveHUM K RabbitMQ (cm. PucyHok 6).

Mpu BbIGOpe 3HaueHus «Disable» 3awuLieHHOE coeanHeHMe

MCronb30BaTbCs He byaeT;

SanmMmEHHOE NoOrImYeHme K Rabbi tMQ
BrfepuTe NPOTOROJ NONRIIDYSHMHA:

Disable@MOTKPHTEI, Ge5

SAMMTH
TLSvl.2 TLS Bepcum 1.2

<Mlaes>

PucyHok 6 — Bbibop npoTtokona ansa nogkntoveHus kK RabbitMQ

npu noaknaodeHnn Kk bl

* HacTpouTb nopkntoveHne K RabbitMQ-server. [na 3Toro BbibpaTb B CrleayroLleM OKHE MYHKT

«Empty» n HaxkaTb 3kpaHHyto KHonKy [BblbpaTb] (cm. Pucyrok 7). Heobxoanmo 3aaate xoTta 6bl 04HO

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

27



) TERMIDESK C/IET.10001-02 90 01

noakntoveHune k RabbitMQ-server, ecnn He byaeT 3a4aHO HXM OAHO MOAK/OYEHUE, TO MPU HAXKaTUMU

Ha kHonky [[anee] npousonaeT BO3BpaT B AMANION HACTPOMKM NMOAKIHOUEHUN;

HacTpolka NOOKIDYeHui B RabbitMQ
BHSEDUTE NOOKIHNYEHUE :

|
|
|
+

<YOoamiTe>

PucyHok 7 — DkpaHHas popMa Hayana HacTporkuM nogkntodeHns RabbitMQ

* BbINOJIHUTb HACTPOMKY MogktodeHms K RabbitMQ, 3anonHWB napaMeTpbl (cM. PucyHok 8):

«Appec cepsepa»: IP-agpec nman FQDN y3na ¢ ycTaHOBNEHHbIM GpPOKEPOM COOOLLEHUI

RabbitMQ-server (B cnyyae nokasbHOM yCTaHOBKKM 127.0.0.1);

«[lopT cepBepa»: HOMep MopTa, KOTOPbIM UCMONb3yeTCs Ans coeguHeHus ¢ RabbitMQ-server
(no ymonuaHuto 5672);

«BupTyanbHbIM XOCT»: BUPTYasibHbIN y3en, K KOTOPOMY ByaeT Npou3BOAUTLCS MOAKIOYEHUE
(termidesk);

«MMsi nonb3oBaTens»: UMsi NONb30BaTeNs AN NoakatodeHus (termidesk);

«[Naponb»: naponb ana nogkntodeHus (ksedimret);

* HaXkaTb 3kpaHHYyto kHonky [OK] ons npononyeHus ycTaHOBKM;
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HoBOE NOORIIYEHUE .
HacTpoMKM NOOKINYeHMA K RabbitMQ:

|Ampec cepeBepa
|llopT cepBepa

| BUpTYanbBHEM XOCT:
| MM NOJNIB3OBATEINA:
|Hapomis Ak kkkkEkEE

|BrSop pemmMMa NogknmoueHMd (SSL/OOHUHEDI) B CIEeOyRIEM OMAIOTe
+

<0OTMeHa>

PucyHok 8 — HacTtpoiika nogkntoueHms k RabbitMQ

& HauunHas ¢ Termidesk Bepcuum 4.3.1 naponb RabbitMQ xpaHuTca B koHdUrypaumoHHoM danne /
etc/opt/termidesk-vdi/termidesk.conf B npeobpasoBaHHOM BUAE.

* B C/lefyHOLLEeM OKHe 0TO6pasnTcs MHbOpMaLUs (cm. PucyHok 9) O HACTPOEHHOM noakntodeHuu. Mpum

HeobXxoaMMOCTM MOXKHO [06aBUTb OO0 Tpex cepBepoB RabbitMQ ana nopkntouveHus, Bbibpas

nyctole cTpoku «Empty» u nosTopvB BBOA napamMeTpoB nomkatoueHus. [ns npopomkeHus
YCTaHOBKMW ClieayeT HaXkaTb 3KpaHHYto kHonky [[danee];

HacTpolka NOOKMOYeHuit ¥ RabbitMQ

BrfepuTe NOOKIIOUEHHE :

<¥YoamiTe> < HNanee >

PucyHok 9 — OTobpaykeHne napamMeTpoB noakatoveHus Kk RabbitMQ

" 3aTeM BH6paTb YCTaHaB/INBaEMYHO pPOJib (HpM KOMMJIEKCHOM YCTaHOBKE cCnenoyet OTMETUTb BCe

ponu):
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e «[lopTan agMUHUCTpaTOpa»: YCTAHOBUTCS KOMMOHEHT «YHMBEpCaNnbHbIM AMUCNETYEpP» C
«[NopTanom agMuHucTpatopa». «lMopTan aaMMHUCTpaTOpa» nNpepocTaBnseT uHTepdenc ans
ynpasneHus Termidesk u mHTepdenc swagger Ans [ocTyna K OrpaHUYEHHOMY CMUCKY
mMoaynen pokymeHtauuu no komaHgam REST API («auth», «discover», «health», «agent»,
«webui»). MNMocne yctaHoBKkM ByaeT 3anyLieHa cnyba termidesk-vdi;

e «[lopTan nonb3oBaTensi». YCTAaHOBUTCS KOMMOHEHT «YHUBEpCaNbHbIM AucrneTyep» C
«[NopTtanom nonb3oBaTens». «llopTan nonb3oBaTens» npeasoCTaBNsieT MOJb30BATENbCKUM
nHtepdenc Termidesk n umHTepdenc swagger pna [OCTyNna K OrFpaHUYEHHOMY CMUCKY
mMoaynen pokymeHtauum no komaHaam REST API («auth», «discover», «health», «client»,
«wsproxy», «agent»). WMHTepdenc ynpasneHus Termidesk Oynet HepocTtyneH. [locne
YCTaHOBKM OyaeT 3anyuieHa cnyxba termidesk-vdi;

e «MeHepykep paboumx MecT»: YCTaHOBUTCSH KOMMOHEeHT «MeHemxkep paboumx MecT», nocne
YCTAaHOBKM OyayT 3anylleHbl cny>kbbl termidesk-taskman, termidesk-celery-beat,

termidesk-celery-worker;

@ T[Mpu Bbibope n ponu «[Moptan agMuHUCTpaTopa», M ponu «[lopTan nonb3osaTens» 6yayT
[OCTYMHblI YHKUMM 0BOMX BapuvaHTOB, MPWM 3TOM aKTUBUPYETCA AOCTYMN KO BCEM MOAYNSIM
[oKyMeHTaummu no komaHgaMm REST API, npegoctaBnsiembiM nHTepdericoM swagger.

Ecnu He BbIBpaTb HM OAHOIO KOMMOHEHTA, TO HU ofHa cny>kba Termidesk 3anyuieHa He byaeT.

Mocne yctaHoBku Termidesk Heobxoanmo ckoppekTupoBaTb dann kKoHduUrypaumm seb-cepeepa /etc/
apache2/apache2.conf. Ona 3TOro Hy>HO HaMTU WU PACKOMMEHTMPOBATb CTPOKY C MapaMeTpoM
AstraMode, nanee npMcBOUTb AaHHOMY MapamMeTpy 3HadeHue of f, TOUHO cobntoaas OTCTyMbl U Npobenbl
B hanne:

1 # Astra security mode

2 #
3 AstraMode off

3aTeM nepesanycTuTb BeEb-cepBep:

:~$ sudo systemctl restart apache2

4.3 . PacnpepeneHHas yCTaHOBKa NpOrpaMMHOMO KOMIJIeKca

4.3.1 . OcHOBHble NPUHLMNbI pacnpeaeieHHON YCTaHOBKM

B Termidesk npeaycMoTpeHa pacnpeneneHHass yCTaHOBKAa KOMMOHEHTOB Ha OTAe/lbHble CeEpBepbl MU
BM.

YcTaHoBKa koMnoHeHToB Termidesk BbinonHseTcs B cpepe dyHKumoHmnpoBaHus OC Astra Linux Special
Edition 1.7.

B pacnpeneneHHOM BapuaHTe yCTaHaBIMBAOTCS KOMMOHEHTbI:

* «YHuMBepcanbHbIM gucnetyep» (cnyxba termidesk-vdi);
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» «Llno3» (cnykba termidesk-gateway);
» «MeHepkep  paboumx  MecT» (cnyxbbl  termidesk-taskman, termidesk-celery-beat,

termidesk-celery-worker).

MepeyeHb ycnoBui o pacnpeneneHHON YCTaHOBKM:
= RabbitMQ-server yctaHaBnuBaetcs Ha ogHoM y3ne ¢ CYB[ (B obwiem cnyyae 3TOT KOMMOHEHT
MOYKET YCTaHaBNMBATbCS Ha OTAENbHbIA Y3€/], HO B paMKax HacTOSILLEM Mpoueaypbl AaHHbIN

BapMaHT He pacCMaTpUBaETCS);

& Ecnv 6ypet ucnonbsoBatbes BHewHss CYB/M, Hy»KHO ycTaHOBUTbL KoMroHeHT RabbitMQ-server
Ha y3en MeHemkepa paboumx mect Termidesk Unm Ha oTaeNbHbIN y3en.

* Ha BCEX Yy3NaX, MpegHasHa4yeHHbIX O YCTAHOBKM KOMMOHEHTOB, HAaCTpoOeHbl cTatuyeckue |IP-
agpeca;

" Ha BCeX Yy3/1aX HAaCTPOE€HAa CUHXPOHM3aLUMAa BpeMeHN OT eAMHOIro MCTOYHUMKaA.

YnpouieHHas oblas cxemMa nNpu pacrnpeneneHHon ycTaHoBke Termidesk npuBegeHa Ha PUCYHKE (cwm.

PucyHok 10).
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Ceprep PostgreSQL

Menexxep paGounx

MecT 1

VRRP

Meneg:xep padounx

MecT 2

a3 1

Taxo3 2

PucyHok 10 — CxeMa pacnpeneneHHOM yCTaHOBKM

MepeyeHb 0603HaYEHHbIX Ha CXEME KOMMOHEHTOB NMpMBeEAEH B Tabnuue (cm. Tabnuua 1).

Tabnuua 1 - MNepeyeHb KOMMNOHEHTOB

KoMnoHeHT

FQDN

Mopnuck Ha cxeMe

«YHuBepcanbHbIv ancrnetyep» N1

displ.termidesk.local

Oucnetuep 1

«YHuBepcanbHbIM ancrnetyep» N2

disp2.termidesk.local

Oncnetuep 2

«LWnro3» N1

gwl.termidesk.local

Wno3 1

«LLnro3» N22

gw2.termidesk.local

Lnios 2

«MeHepykep pabounx mect» (master)

tskl.termidesk.local

MeHepyxep paboumnx mecT 1

«MeHepnykep pabounx mect» (slave)

tsk2.termidesk.local

MeHenykep paboumx mecT 2

BanaHcupoBLmK Harpysku (nginx)

nginx.termidesk.local

BbanaHcupoBLmk

basa gaHHbIX

db.termidesk. local

Cepgep PostgreSQL

PacnpeneneHHaﬂ YCTaHOBKa NpoBOAMUTCA BCﬂEAyKMueﬁ nocnenoBaTe/IbHOCTU:
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1) yctaHaBnuBaeTcs y3en ¢ komnoHeHTamu CYB/ n RabbitMQ-server (ob6e cny>6bl Ha 0OAHOM Yy31e);
2) ycTaHaBnMBaeTCs MepBbli (3TaNOHHbIN) y3en ¢ « YHuBepcasibHbIM aucrnetyepom». MNpu yctaHoBke
HeobxoaMMo BblbpaTb ponb «[llopTan agMUHUCTpaTOpa» B AMalorOBOM OKHe MnceBaorpaduyeckoro

WHTepdenca MHCTaNNATopa;

& Hactporiku nepBoro y3na ¢ «YHMBepcanbHbIM aucrneTtyepoM» Termidesk 6yayT mMcnonb3oBaTbes
KaK 3Tas/IoOHHble AN Y3/10B APYrMX « YHUBEPCANbHbIX AUcrneTyepoB» M «MeHeakepoB paboumx
MecT».

MapameTpbl koHUrypaumm Termidesk Haxomatca B danne /etc/opt/termidesk-vdi/
termidesk.conf.

Hy>xHO ckonupoBaTb KaTanor /etc/opt/termidesk-vdi BMecTe C ero coaep>XmMMbiM Ha y3/bl
ApYyrux « YHuBepcanbHbIX AUCMETHEPOB» U «MeHeayKepoB pabounx MecT».

3) yCTaHaBNMBaKOTCA OCTajibHble «YHUWBepcasbHble AMUCMETYEpPbI» C KOMMpoBaHWeM dannos,
YyKa3aHHbIX B M.2, C 3Ta/IOHHOrO Yy3na;

4) yctaHasnusatoTcs «LLnto3bi», katanor /etc/termidesk/ konupyeTcs ¢ nepsoro ysna «LLntosa»
Ha apyrue y3nbl C 3TUM KOMMOHEHTOM;

5) ycTaHaBnmBatoTcs «MeHemkepbl paboumx MecT» C KonupoBaHWeM ¢annoB, YKasaHHbIX B MN.2, C
3TanoHHoro y3na. lNpu yctaHoBke HeobxoaMMO BblIOpaTb KOMMOHEHT «MeHeaykep paboumx MecT» B

AnanoroBomMm OoKHe I'ICGB,EI,OFpaCI)MLIeCKOFO MHTedeeﬁca MHCTannAaTopa.

© OgpHoepemeHHO cnyxba «MeHemkepa paboumx MecT» termidesk-taskman gomkHa 6bITb
3anyLLleHa ToIbKO Ha O4HOM M3 y3noB!

3aKknounTENbHbIM 3TanoMm YCTaHaB/IMBAKOTCA U HAaCTpPanBakOTCA 6aJ'IaHCMpOBLLI,MKM Harpys3ku Ha 6aze OC

Astra Linux Special Edition 1.7 n nginx.

4.3.2 . YcraHoBKka u HacTpoiika CYB[] Postgres-11

Mpouecc yctaHoBkn CYB/L, Postgres-11 u 6pokepa coobuweHuin RabbitMQ-server He oTnaunuyaeTtcs ot
npovecca, onucaHHoro B paszene MNoaroroeka cpeabl GyHKLUMOHUPOBAHUS).

[ns 3aBepLUeHMs HACTPOUKUM HY>KHO:

* OTpeaakTMpoBaTh dann rabbitmg-env.conf, npueeas ero K BUAY:

1 # Defaults to rabbit. This can be useful if you want to run more than one node
2 # per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-machine
3 # combination. See the clustering on a single machine guide for details:
4 # http://www.rabbitmg.com/clustering.html#single-machine
5 #NODENAME=rabbit
6
7 # By default RabbitMQ will bind to all interfaces, on IPv4 and IPv6 if
8 # available. Set this if you only want to bind to one network interface or#
9 # address family.
10 NODE_IP_ADDRESS=0.0.0.0
11 # Defaults to 5672.
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12 NODE_PORT=5672

* COXpaHUTb ana 1 nepe3anycTuTb CNyXxby rabbitmg-server:

:~$ sudo systemctl restart rabbitmg-server

4.3.3 . YcTaHOBKa NepBOro y3na C « YHMBEpCaJibHbIM AUCMETHEPOM»

Mpouecc ycTaHOBKM MNEPBOro y3na C «YHMBEPCasibHbIM AMCMETYEPOM» aHAIOTMYEeH KOMMJIEKCHOM
yctaHoBke Termidesk, 3a ncknroueHmem Bbibopa Tonbko ponu «llopTan agMUHUCTpaTOpa».

Mocne ycTaHOBKM Nepenatb KaTanor /etc/opt/termidesk-vdi Ha ocTanbHbie y3/bl « YHUBEPCAIbHbIX

aucnetyepos», «LLnto3oB» u «MeHemykepoB paboumx MecT»:

:~$ sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/

roe:

-r - KJIIOY AN5 PEKYPCUBHOM (CO BIOXKEHHbIMUM KaTasioraMu) nepenayuu;

localuser - Mg Nofnb3oBaTeNs LENEeBOro ysna;

ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - nyTb, Kyaa 6yaeT CKOMMPOBAH KaTasor.

Mepes HayanoM YCTAaHOBKM OCTaJIbHbIX Y3/10B  «YHMBEPCAJIbHbIX AMCMETYEpPOB» HeobxoamMMo

nepeMecTUTb CKOMUPOBAHHbIN paHee kaTtanor termidesk-vdi B katanor /etc/opt/:
:~$ sudo mv /home/user/termidesk-vdi /etc/opt/
YCTaHOBUTbL OCTaJIbHbIE Y3/bl C «YHMBEPCANbHBIM OUCMETYEPOM» MO aHaJOrMK C MEPBLIM, HE MEHSS

napamMeTpbl B Auanorax noakntoveHmsa Kk CYBL v 3anonHeHuss uHopMauMm O MOAKIOYEHUU K
RabbitMQ-server.

4.3.4 . YcraHoBka «LLinto3oB»
YcTaHoBka «LLInto3oB» BbiNnonHseTcs U3 nakeTa termidesk-gateway.

lMocne 3aBepLUEHNS YCTAHOBKM HYXKHO U3MEHUTb HAaCTPOMKM 3anycka Cny>bbl termidesk-gateway:
® PeanusoBaHa obpaTHas COBMECTMMOCTb C MpoLWbIM (GanioM KoHduUrypauumn: damnn /etc/
termidesk/gateway.yaml peannsyeT MNOACTAHOBKY 3HAYEHWIM MapaMeETPOB W3 MEPEMEHHbIX
OKPY>KEHUS, KOTOPble BblNK 3a8aHbl B /etc/termidesk/termidesk-gateway.conf.

* oTpenakTMpoBaTtb dann /etc/termidesk/gateway.yaml, npuBeas dparmMeHT damna K BUAY:

1 e
2 listen: ${wsServerIP:0.0.0.0}:${wsServerPort:5099}
3

* COXPaHWUTb dals, a 3aTeM Mepe3anyCTUTb CNyxXKoy:
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:~$ sudo systemctl restart termidesk-gateway

Mocne HacTponku HY>XXHO nepepaTb Katanor /etc/termidesk/ c nepsoro y3sna «Llnto3a» Ha gpyrue

y3/ibl C 3TUM KOMMOHEHTOM.

4.3.5. YcraHoBKa «MeHemkepoB pabounx mecT»

YcTaHoBKa «MeHemykepoB paboumx MecT» NpoOM3BOAUTCS Ha ABa Yy3/1a, paboTatowmx B pexkmume network
failover.

YcTaHOBKa aHanormyHa KOMMjekcHou ycTaHoBke Termidesk, 3a uckntouyeHneM Bbibopa TONbKO Posiv
«MeHepykep pabounx mecT».

Mocne ycTaHOBKM HYXKHO OCTaHOBUTHL (systemctl stop) u ucknoumth (systemctl disable) cnyxby

termidesk-taskman K13 aBTOMaTM4eCKOro 3arnycka:

:~$ sudo systemctl stop termidesk-taskman && sudo systemctl disable termidesk-taskman

NcknroueHue C}'Iy)K6bI M3 aBTOMATUYECKOIro 3anycka HeO6XO,£I,VIMO, MOCKOJIbKY ynpaBneHune ee COCToAHNEM

nponsBoanTCA CKpUNnTaMun pexkmma BbICOKOM AOOCTYNMHOCTMU.

4.3.6 . YcraHOBKa 6anaHCUpPOBLLMKOB

BanaHCMpPOBLUMKKM  HArpyskuM HeobxoguMbl ana  GanaHCUMPOBKU  KJMEHTCKMX  MOAK/IHOYEHUA K
YHUBEpPCANbHbIM AMCMNETYEPAM WM LUKO3aM, PaBHOMEPHOrO pacnpeneneHns Harpysku Ha Hux. Cpepon
(DYHKUMOHMpPOBaHMA oNa 6anaHCcUMpoBLUMKOB Harpy3ku aensetca OC Astra Linux Special Edition 1.7.

EaﬂaHCMpOBLLI,MK nginx YCTaHaB/IMBaETCA KOMaHOoMm:

:~$ sudo apt install -y nginx

roe:

-y - KJItO4 4115 NpOonycKa NoATBEPXKAEHUS YCTaHOBKMW.

4.3.7 . NencTBUs nocne pacnpeneneHHoM yCTaHOBKU

HacTponka komnoHeHTa «MeHemkep paboumx MecT» B peXXMMe BbICOKOM OOCTYMHOCTM MpuBELEHA B
nogpasgnene Hacrpoiika «MeHepkepa paboyero Mecta» B peXXMMe BbICOKOM AOCTYMHOCTU [LOKYMEHTa
C/TET.10001-02 90 02 «PykoBoacTBO agMuHUCTpaTopa. HacTpoika nporpaMMHOro KoMmnaekca.
Hactporika 6anaHcupoBLUMKaA Harpysku npuBefdeHa B nogpasgene HacTpoika 6anaHcuMpoBLuMKa pns
paboTbl ¢ caMonoanucaHHbiMU cepTudmkatamMum pokymeHta CJIET.10001-02 90 02 «PykoBoacTteo

agMuMHUcTpaTopa. HacTpoika nporpaMMHOro Komriekca.
4.4 . OTtkasoycToiumBas yctaHoBka Termidesk

4.4.1 . OcHOBHble NPUHLUMbI OTKa30yCTOMYUBOM YCTaHOBKM
B Termidesk npenycmoTpeHa  OTKa3oycToM4MBasi  YCTaHOBKA KOMMJeKCa ANl COXpaHeHus
paboTOCNOCO6HOCTM NPY BO3HUKHOBEHUM HELLTATHbLIX CUTYaLUUMA.

MepeyeHb yCnoBMIM AN OTKa30yCTOMYMBOM YCTaHOBKMU:
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* H6pokep coobuieHnr RabbitMQ-server yctaHaBnmBaeTcs Ha ogHoM y3ne ¢ CYB/L, (B obwem cnyyae
3TOT KOMMOHEHT MOXET YCTaHaBAMBATbC Ha OTAENbHbIA Yy3€1, HO B paMKax HaCTosILLEN

npoueaypbl AaHHbIN BapUaHT He pacCMaTpPUBAETCS);

& Ecnv 6ygmet ncnonb3osatbea BHewHaa CYB/L, Hy>kHo ycTaHoBUTL RabbitMQ-server Ha oguH 13
y3/10B C KOMMNoOHeHTaMu Termidesk Mnu Ha oTaeNbHbIN y3en.

" Ha BCeX Yy3/1aX HAaCTPOEHbI CTaTU4eCckue IP-a,u,peca;

" Ha BCeX Yy3/1aX HaCTPOE€HAa CUHXPOHM3aLUMa BpeMeHU OT eAMHOIro MCTOYHUMKaA.

yl'lpOLLI,E.‘HHaﬂ cXxema OTK&30yCTOﬁ‘-IMBO§1 YCTaHOBKW NpeacTaBfieHa Ha pUCYHKE (cM. PucyHok 11).

IIporpamMmusblii Ka1HeHT

(_----

Y \ 4
| VRRP |
Cepsep Termidesk 1 Cepsep Termidesk 2

fe=)
[0=]
Cepsep PostgreSQL

PucyHok 11 — OTkasoycTonumBas cxeMa yctaHoBKM Termidesk

MepeyeHb 0603HAUYEHHbIX KOMMOHEHTOB MpPUBEAEH B Tabnnue (cm. Tabnuua 2).

& Bce npumepsbl IP-agpecos 1 FQDN pomkHbl 6bITb 3aMeHEHbI Ha akTyasibHble, COOTBETCTBYOLLME
CXeMe agpecaumu, NpUHATOM B MHdpacTpykType npeanpuaTtus. CneayeTt yyecTb, UTO B NpuMepax
KOH(UIrypaunoHHbIX $hanioB 1 3anpocax Takxke ucnonbsytotcs |P-agpeca 1 FQDN u3 tabnuupbl,
B paboueit KOHDUTrypaLmm UX CeayeT U3MEHUTb Ha aKTyaslbHble.
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Tabnuua 2 - MNepeyeHb KOMMOHEHTOB A/ OTKA30yCTOMYMBOM YCTAaHOBKM

CNET.10001-02 90 01

O603HaueHue Ha cxeMe

YcTaHoBNEHHbIE Ha Yy3€e/1 KOMMOHEHTbI

FQDN yz3na

IP-appec

Cepeep Termidesk 1

OcHoBHoM y3en (master). YcTaHoBnEH C
KOMMOHeHTaMu:

* «YHuMBepcanbHbIN aucneTyep» (cnyxba
termidesk-vdi);

» «Llnto3» (cnyxba termidesk-
gateway)

Mpwu ycTaHoBKe « YHMBEpPCA/IbHOTO
AvcneTyepa» HeobxoaMMO BbIbpaTb posb
«[lMopTan agMUHUCTpaTOpa» ANaNoroBoM
OKHe nceBaorpacduryeckoro nHTepdenca
WHcTannaTopa. B obuiem cnyyae Mmoxet
ncnonb3oBaTbcs u/munu ponb «lMopTan
nonb3oBaTens»

displ.termidesk.lo
cal

192.0.2.2

192.0.2.1 (BupTyanbHbIi
IP-appec)

Cepeep Termidesk 2

PezepBHbili y3en (slave). YcTaHoBneH ¢
KOMMOHEHTaMu:

* «YHuMBepcanbHbIN aucneTyep» (cnyxba
termidesk-vdi);

» «llnto3» (cnyxba termidesk-
gateway).

Mpu ycTraHoBke «YHMBEpCanbHOro
avcneTtyepa» HeobxoauMo BblbpaTb ponb
«[opTan agMUHMUCTpaTOpa» ANaN0OroBoM
OKHe nceBaorpacuyeckoro nHTepdenca
WHcTannaTopa. B obwem cnyuae moxeT
ncnonb3oBaTbes u/unu ponb «lMopTtan
nosib30BaTens»

disp2.termidesk.lo
cal

192.0.2.3

192.0.2.1 (BupTyanbHbIi
IP-appec)

CYBA PostgreSQL

YcraHoBneHbl CYBL, PostgreSQL m
RabbitMQ-server (ob6e cnyxbbl Ha o4HOM
y3ne)

db.termidesk.local

192.0.2.4

® K uptyanbHoMy IP-agpecy noaksitouaeTcs NporpaMMHbIA KnneHT. 70T |P-agpec HasHavaeTca B
HacTpomkax VRRP v ogmnHakoB ana obomx ysnos Termidesk.

OTKa30yCTOl‘;1‘-IMBaﬂ YCTaHOBKa NpoBOAMUTCA B CﬂGJJ,yI-OLLI,GVI nocsienoBaTeIbHOCTU!

1) yctaHaBnuBaeTcs y3en c komnoHeHTamn CYB/L n RabbitMQ-server (obe cny»6bl Ha ogHOM y3ne).

BbinonHsieTca HacTponka CYB/L;

2) yctaHaBnuBaeTcs ocHoBHOM y3en Termidesk ¢ KOMNOHEHTOM «YHUMBepCanbHbIK AucneTyep» (npu

yCTaHOBKe BblbuMpaeTca ponb «[lMopTan agMuMHMUCTpaTopa»), Ha 3TOT >KE Yy3en YCTaHaB/IMBAETCS

«LWnto3» 13 naketa termidesk-gateway;

3) c ocHoBHoro y3na Termidesk Ha pe3epBHble konupyeTcs KaTanor /etc/opt/termidesk-vdi

BMeCTe C ero Coaep>XmMMbliM;

4) ycTaHaBnAMBatoTCS pesepBHble y3nbl Termidesk;

5) npoBepseTcs pabotocnocobHocTb y3nos Termidesk;

6) BbIMONHAETCA HACTPOMKA Y3/10B B PEXXMME BbICOKOM AOCTYMHOCTMU.

4.4.2 . YcraHoBka u HacTpoiika CYB[ Postgres-11

Mpouecc yctaHoBkn CYB/L, Postgres-11 u 6pokepa coobuweHun RabbitMQ-server He oTnaunuyaeTtcs oT

npouecca, onucaHHoro B pa3aene MNMoarotoBka cpeabl GYHKLUMOHMPOBAHUS).

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

37



@ TERMIDESK CNET.10001-02 90 01

[ns 3aBepieHns HacTporkn RabbitMQ-server Hy>Ho:

* OTpeaakTMpoBaTh dann rabbitmg-env.conf, npueeas ero K BUAY:

o~NoO U~ WN R

©

# Defaults to rabbit. This can be useful if you want to run more than one node
# per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-machine
# combination. See the clustering on a single machine guide for details:

# http://www.rabbitmg.com/clustering.html#single-machine

#NODENAME=rabbit

# By default RabbitMQ will bind to all interfaces, on IPv4 and IPv6 if

# available. Set this if you only want to bind to one network interface or#
# address family.

NODE_IP_ADDRESS=0.0.0.0

# Defaults to 5672.

NODE_PORT=5672

* COXpaHUTb ana 1 nepes3anycTuTb CyXby rabbitmg-server:

:~$ sudo systemctl restart rabbitmg-server

Cepeuc CYB[, ponxeH 6biTb HACTPOEH TaKMM 06pa3oM, YTODObI OH MOI MPUHMMATb NOAKIHOUEHUS C Y3/10B

Termidesk, oas 3Toro Hy>kHo:

* OTpenakTMpoBaTth ann /etc/postgresql/ll/main/postgresql.conf: B pazgene CONNECTIONS

AND AUTHENTICATION M3MeHMUTb CTpoky Llisten_addresses, 3aMeHMB localhost Ha «*».

Mpumep:

O o~NoOubhWNE

# - Connection Settings -

listen_addresses = 'x' # what IP address(es) to listen on;
# comma-separated list of addresses;

# defaults to 'localhost'; use 'x' for all

# (change requires restart)

port = 5432 # (change requires restart)

* 33aTeM OTpPenakTMpoBaTb damn /etc/postgresql/l1l/main/pg_hba.conf: B pasgene #IPv4

local

=

©QOVWoo~NOYOUPDMWNR

connections B cTonbue ADDRESS TeKyLLee 3Ha4YeHME HY>XKHO M3MeHUTb Ha all. Mpumep:

# TYPE DATABASE USER ADDRESS METHOD

# "local" 1ds for Unix domain socket connections only

local all all peer

# IPv4 local connections:

host all all all md5

# IPv6 local connections:

host all all ::1/128 md5

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
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11 host replication all 127.0.0.1/32 md5
12 host replication all ::1/128 md5

* COXPaHWUTb annbl U NepesanycTuTb cNyxby postgresql:

:~$ sudo systemctl restart postgresql

4.4.3 . YcraHoBKka ocHOBHoro y3na Termidesk

Mpouecc yctaHOBKM OCHOBHOro y3na Termidesk aHanoruvuyeH kommjekcHon yctaHoBke Termidesk, 3a
MCKJItoYeHneM Bblbopa Tonbko ponu «lMopTtan agMuHucTpaTopa». KomnoHeHT «LLnto3» ycTaHaBnmBaeTcs
Ha 3TOT e y3esn 13 naketa termidesk-gateway.

Mocne ycTaHOBKM HEOBXOAMMO:

* CKOppekTupoBaTb damn KoHburypaumm Beb-cepsepa /etc/apache2/apache2.conf. Ons atoro
HY>KHO HaWTWM U pPaCKOMMEHTUPOBaTb CTPOKY C MapaMeTpoM AstraMode, nOanee NpUCBOUTL
OAaHHOMY NapaMeTpy 3HayeHue of f, ToYHO cobntogas oTCTynbl U Npobenbl B danne:

1 # Astra security mode

2 #
3 AstraMode off

* 3anycTuTb cnyxby termidesk-taskman, He fo06aBnssA ee B pa3aen aBTOMaTUYECKOM 3arpy3Ku:

:~$ sudo systemctl start termidesk-taskman

4.4.4 . TepeHoc KaTanora c KOH$UrypaumoHHbIMUK daitnamMm U KIoHamm

& Hactporiku ocHoBHoro ysna Termidesk McCnonb3ytoTca Kak 3TaslOHHbIE A1 OCTajlbHbIX Y3/10B
Ternidesk.

Mocne yctaHOBKM 0CHOBHOrO y3na Termidesk Hy>XHO nepepaTb kaTanoru /etc/opt/termidesk-vdi n /

etc/termidesk/ Ha ocTanbHble y3nbl Termidesk:

:~$ sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/
:~$ sudo scp -r /etc/termidesk localuser@ipaddr_or_fqdn_host:/home/user/

roe:

—r - K4 angd peKprMBHoﬁ (CO BN1O>XXEHHbIMU KaTaJ'IOFaMM) nepegavu,;

localuser - UMS NONb30BaTENS LENEBOrO Yy3na,

ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - NyTb, Kyaa by4eT CKONMMPOBaH KaTasor.

I'Iepe,u, HayaJlIOM YCTaHOBKKU OCTaJIbHbIX Y3/10B HEO6XO,EI,MMO nepemMectnTb CKONMUPOBaHHbIE paHee
KaTanoru:

:~$ sudo mv /home/user/termidesk-vdi /etc/opt/
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:~$ sudo mv /home/user/termidesk /etc/

4.4.5 . YcraHOBKa pe3epBHbIX y3n0B Termidesk
Mpouecc ycTaHOBKM pe3epBHbIX y310B Termidesk aHanormyeH ycTaHoBKE OCHOBHOIO y3/1a, HO B Auanore
nogkntoveHus Kk CYBL v 3anonHeHua uHbopmauum o noakntodeHun K RabbitMQ-server He Hy>kHO.

ﬂ,eVICTBMﬂ nocne yCTaHOBKU TakK>XXe aHa/1I0rM4YHbl ,EI,GVICTBVIFIM, BbINoOJIHA€MbIM Ha OCHOBHOM Y3/1e.

4.4.6 . MNpoBepka pabotocnocobHocTH y3noB Termidesk
Mocne ycTaHOBKM HYXXHO Yb6eauTbCsl, YTO Ha OCHOBHOM W pe3epBHbIX Yy3nax Termidesk npaBunbHO

3anyLuwleHbl CJ'Iy)K6bI, ONa 3TOro BbINOMHUTbL KOMaHAY Ha KaXX40M Yy3Jie:

:~$ sudo systemctl -a | grep termidesk

Ha ocHoBHOM y3ne BbiBO4 KOMaHAbl OO0JDKEH OTO6pa)KaTb, YTO AaKTUBHbI W 3arpy>eHbl BCeE C}'Iy>K6bI

Termidesk, npumep BbiBOAA:

admin@displ.termidesk.local:~$ sudo systemctl -a | grep termidesk
termidesk-taskman.service loaded active running Termidesk-VDI Taskman daemon
termidesk-vdi.service loaded active running Termidesk-VDI daemon
termidesk-gateway.service loaded active running Termidesk-Gateway daemon

A WN B

Ha pe3epBHbIX y3naxX BblBOA KOMaHAbl OO0/KEH OT06pa)KaTb, YTO aKTUBHbI U 3arpy>eHbl TOJIbKO CJ'Iy)K6bI

termidesk-vdi n termidesk-gateway, npumep BbiBOAA:

1 admin@displ.termidesk.local:~$ sudo systemctl -a | grep termidesk

2 termidesk-taskman.service inactive dead Termidesk-VDI Taskman daemon

3 termidesk-vdi.service loaded active running Termidesk-VDI daemon

4 termidesk-gateway.service loaded active running Termidesk-Gateway daemon

3aTeM HeobxopMMOo MpoBEPUTbL AOCTYMHOCTb pe3epBHbIX Y3108 no npotokony HTTPS, BbinonHue B Beb-
Gpaysepe nepexos nNo agpecy https://disp2.termidesk.local mnm  https://192.0.2.3.

Y6ennTbcs, 4To 0TOG6pasunach CTpaHMLUa Bxoga B Termidesk.

4.4.7 . HacTtpoiika y3noB B peXXUMe BbICOKOM AOCTYMHOCTU

DenctBna no HacTpouke y3noB OyayT WAEHTUYHBIMKM MpuUBeAeHHbIM B noapasgene Hacrtpownka
«MeHepkepa pabouero Mecta» B peXUME BbICOKOM AOCTYMHOCTM nokymeHTa CJIET.10001-02 90 02
«PykoBOACTBO afAMWHUCTpaTopa. HacTporika nporpaMMHOro Komnaekca» 3a UCkatodeHneM danna /etc/
keepalived/keepalive d.conf.

®Marin /etc/keepalived/keepalive d.conf pomkeH 6bITb NpUBeaeH K BUAY (MO oYepeam Ha KaXkaoM

13 y3N0B):
& 3HauyeHuns napameTpoB B (arne keepalived.conf npuBeaeHbl B KayecTBe npumepa. 3HayeHUs

[OMKHbI OblTb 3aMeHeHbl Ha akTyasibHble, COOTBETCTBYHOLLME CXEME aapecauuu, NMpPUHATOW B
MHDPACTPYKTYpe NpeanpuUaTus.
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MapameTpbl, ABHO nMognexalinme WU3MEHEHUID, OTMedeHbl KomMeHTapuem «# HYXHO
YKA3ATb».

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

global_defs {

router_id displ.termidesk.local # HYXHO YKA3ATb: hostname xocTa
script_user user # HYXKHO YKA3ATb: BMecTO user -> MoJib3oBaTeslb, OT WMEHU

KOTOporo 3anyckaetcsa keepalived

enable_script_security

vrrp_script check_httpd {

script "/usr/bin/pgrep apache" # path of the script to execute

interval 1 # seconds between script invocations, default 1 second
timeout 3 # seconds after which script is considered to have failed
#weight <INTEGER:-254..254> # adjust priority by this weight, default 0

rise 1 # required number of successes for OK transition
fall 2 # required number of successes for KO transition
#user USERNAME [GROUPNAME] # user/group names to run script under
init_fail # assume script initially is in failed state

# [0na Kax4oro BupTyanbHoro IPv4-agpeca co3jaeTcsa CBOWM 3K3eMnaAp vrrp_instance
vrrp_instance termidesk-taskman {

notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH H H =

# interface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepdeiic, cmoTpsawuii B WHTepHeT
interface eth0

# arbitrary unique number from 0@ to 255

# used to differentiate multiple instances of vrrpd

# running on the same NIC (and hence same socket).

# HYXHO YKA3ATb: BMecTO 2 -> HOMep 3K3emniaspa vrrp_instance
virtual_router_id 2

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTO 128 -> npuopuTeT 3K3emnnaapa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1
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50

51
52
53
54
55
56
57
58
59
60
61

62
63

64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
20
91
92
93
94
95
96
97
98
99
100
101

# HYKHO YKA3ATb: BMecTo 192.0.2.1 -> IPv4-agpec uHTepdelica, CMOTpSWeEro B
NHTepHeT
unicast_src_ip 192.0.2.1

authentication {
auth_type PASS
# HYKHO YKA3ATb: ksedimret -> 3amMeHUTb Ha 6e30nacHbIi Naposb
auth_pass ksedimret

virtual_ipaddress {
# B 3TON ceKuMM MpouUCXoAuT HasHadyeHue IP-anmaca
# HYKHO YKA3ATb: BMecTOo 192.0.2.1/24 -> BupTyasbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT
# HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT
# HYKHO YKA3ATb: BMecTo eth0:106 -> uHTepdeic, cmoTpsawunii B UHTepHeT:4-i
OKTeT BUpTya/bHOro IPv4-agpeca
192.0.2.1/24 dev eth® label eth0:106
}

track_script {
check_httpd
}

vrrp_instance termidesk-vdi {
notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepodeinic, cmoTpsawuii B UHTepHeT
interface eth0

arbitrary unique number from @ to 255

used to differentiate multiple instances of vrrpd

running on the same NIC (and hence same socket).

HYXHO YKA3ATb: BMecTo 107 -> HOMep 3K3emnaspa vrrp_instance
virtual_router_id 107

H*+ o

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTOo 128 -> npuopuTeT 3K3emnaspa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1
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102

103
104
105
106
107
108
109
110
111
112
113

114
115

116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153

# HYKHO YKA3ATb: BMecTo 192.0.2.3 -> IPv4-agpec uHTepdelica, CMOTpSWeEro B
NHTepHeT
unicast_src_ip 192.0.2.3

authentication {
auth_type PASS
# HYKHO YKA3ATb: ksedimret -> 3amMeHUTb Ha 6e30nacHbIi Naposb
auth_pass ksedimret

virtual_ipaddress {
# B 3TON ceKuum npoucxoamuT Ha3HayeHue IP-anuaca
# HYKHO YKA3ATb: BMecTOo 192.0.2.1/24 -> BupTyasbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT
# HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT
# HYKHO YKA3ATb: BMecTo eth0:107 -> uHTepdeic, cmoTpsawunii B UHTepHeT:4-i
OKTeT BupTyanbHoro IPv4-agpeca
192.0.2.1/24 dev eth® label eth0:107
}

track_script {
check_httpd
}

vrrp_instance termidesk-gateway {
notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepodeinic, cmoTpsawuii B UHTepHeT
interface eth0

arbitrary unique number from @ to 255

used to differentiate multiple instances of vrrpd

running on the same NIC (and hence same socket).

HYXHO YKA3ATb: BMecTo 108 -> HOMep 3K3emnasdpa vrrp_instance
virtual_router_id 108

H*+ o

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTO 64 -> npuopuTeT 3K3emnaspa vrrp_instance
priority 64

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 43



@ TERMIDESK C/NET.10001-02 90 01

154 # HYKHO YKA3ATb: B™MecTo 192.0.2.2 -> IPv4-agpec uHTepdeilica, cMOTpslWero B
NHTepHeT

155 unicast_src_ip 192.0.2.2

156

157 authentication {

158 auth_type PASS

159 # HYKHO YKA3ATb: ksedimret -> 3amMeHUTb Ha 6e30nacHbIi Naposb

160 auth_pass ksedimret

161 }

162

163 virtual_ipaddress {

164 # B 9TOW ceKuMM MPOUCXOAUT HalHaveHwe IP-anmaca

165 # HYKHO YKA3ATb: BMecTOo 192.0.2.1/24 -> BupTyasbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT

166 # HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT

167 # HYKHO YKA3ATb: BMecTo eth0:108 -> uHTepdeic, cmoTpsawunii B UHTepHeT:4-i
OKTeT BupTyanbHoro IPv4-agpeca

168 192.0.2.1/24 dev eth® label eth0:108

169 }

170

171 track_script {

172 check_httpd

173 }

174 3}

4.5 . YcraHoBKa NporpaMMHOI0 KOMIJieKca B peXKMMe 3aMKHYTOU NporpaMMHON cpefbl

3amkHyTass nporpammHas cpepa (3MNC) sensetca cpeactsomM nosbileHus 6GesonacHoctu OC nyTtem
KOHTpONSI  LEeNOCTHOCTM  (HeusMeHHocTu) dannoB. MexaHM3M KOHTpO/As peanu3oBaH B BUAE
HeBbIrpy>kaemoro moayna saapa OC Astra Linux Special Edition 1.7 (mMopynb digsig_verif),

BbINOJIHAIOLLIErO NMPOBEPKY 3/1eKTPOHHOM undposor nognucu dannos (SLLIM).

Ons yctaHoBkn Termidesk npu BkntoyeHHom B OC pexkume 3IMC HeobxoaMMo npenBapuUTenbHO
yCTaHOBUTb NakeT termidesk-digsig-keys, BbINONHMB CcneaytoLLee:
" NoAKNUUTL peno3uTopui Termidesk unu nonyunTb OTAENbHBIM NakeT termidesk-digsig-keys
U3 penosnTopus;

® BbIMOJIHNTb YCTAHOBKY C NCMOJ/1Ib30BaHUEM peENO3NTOPUA:
:~$ sudo apt -y install termidesk-digsig-keys
* n1BO BbINOMHUTL YCTAaHOBKY M3 deb-nakeTa:
:~$ sudo apt install -y /home/user/termidesk-digsig-keys-XXXXXX_amd64.deb

roe:
-y - KJIKOY 4N5 NponyckKa NOATBEPXKAEHUS YCTaHOBKM;
/home/user/termidesk-digsig-keys-XXXXXX_amd64.deb - pacnonoxeHue naketa termidesk-

digsig—keys—XXXXXX_amd64.deb.
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* nepesarpy3utb OC:

:~$ sudo reboot
* BbINONHUTb YCTaHOBKY Termidesk B Hy>XHOW KOHbUrypaumm (KOMAIEKCHas Uax pacnpeneneHHas).

Ons 3MC MoxeT ObITb BbIMOMHEHA aKTUBaUMA pexkMMa nposepku BCcTpoeHHow DI B paclumpeHHbix
aTpmbytax (DIGSIG_XATTR_MODE). B 3tom cnyvae notpebyetcs moanucaTb dainbl, KoTopble OyayT
NMPOXOAUTb MPOBEPKY, Ha MMEKLUMXCS B OpraHusaumm kntodax. MHdbopmaums o npouecce noanucu u
aKTMBaLMK MexaHM3Ma NpoBepkn BCTpoeHHow DL B paclumpeHHbIX aTpubyTax npvBeseHa B AOKYMeEHTE
PYCB.10015-01 97 01-1 «OnepaumoHHas cucTemMa crneuuanbHOro HasHadeHus «Astra Linux Special
Edition». PykoeBogctBo no KC3. Yactb 1» u B cnpaBoyHoM ueHTpe Astra Linux: https://

wiki.astralinux.ru/pages/viewpage.action?pageIld=41190634.

4.6 . MNMposepka paboTOCNOCOBHOCTU NOC/IE YCTAHOBKM

Termidesk sBnsetcs paboTocnocobHbIM, ecnn B pesynbTaTe nepexopga B Beb-6paysepe no appecy
https://localhost/ wnn https://127.0.0.1/ oTobpa3unacb CTpaHULA BXOAa (cM. PucyHok 12) B
Termidesk. Ecnu cTpaHuua cpasy He otobpasunach, cnegyet nogoxaatb 10-15 cekyHa n o6HOBUTD ee.

YKa3zaHHble agpeca UCMOMb3ylTCcs B C/y4yae JlokanbHoM ycTtaHoBkM. Ecnu Termidesk yctaHoBneH Ha
cepBepe, OT/IMYHOM OT Yy3/1a, Ha KOTOPOM MpPOUCXOAMT MpPOBepKa, HeobXoauMMO BMECTO 3HaYeHUM

localhost mnn 127.0.0.1 ucnonb3osaTth |P-agpec cepsepa Termidesk.
& HauunHasa c Bepcum 4.2 No yMoON4YaHUIO BKJIOYEHO nepeHanpasneHue Ha npotokon HTTPS npwu

poctyne K Termidesk. Mpn HeobxogMMOCTM UCMONb30BAHUS He3alMLLeHHOro npoTtokona HTTP
aIMUHUCTPATOP AO/IXKEH U3MEHUTb ann /etc/apache2/sites-available/termidesk.conf.
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} Paboume mecTa - Mozilla Firefox -8 X

@ Pabouve MecTa x |+

<—:—> c o @ localhost/login/ - @ W m o =

TEPMUAECK

‘ Norux

Maponb

PucyHok 12 — HavanbHasa Be6-cTpaHumua Termidesk

Mo yMonuyaHuto nocne ycTaHOBKM BXog, B MHTepdenc ynpasneHmsa Termidesk focTyneH Tonbko
aBTopmsoBaHHOMY nosnb3oBatento OC c ponbto « AgMuHUcTpaTop». [NMonb3osatens OC gonkeH 6bITb
YNieHOM rpynnbl astra-admin (1001). [ns Bxoaa B MHTepdenc yrnpasneHuns B nonsax «J1ormH» mn
«[Maponb» HeobxoaMMo yKazaTb naeHTUbMKaTop nonssosaTenss OC u ero Nnaposb COOTBETCTBEHHO, a
3aTeM Ha)kaTb 3KpaHHYyto KHonky [BoiTu].

Mposepka gobasneHms Kawo4a oT penosuTtopusa npounssoamtens B OC BbinosHAETCA KOMaHAO0M:

:~$ apt-key list

HDOBepKa COCTOAAHMA KOMMOHEHTOB BbIMNOJIHAETCA KOMaHAaMU:

1 :~$ systemctl status termidesk-vdi.service
2 :~$ systemctl status termidesk-taskman.service

Ctpoka «Active» oTOBpaXaeT COCTOsIHME CepBMUCaA, FAE CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycnewHoM 3anycke Termidesk.
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5. OBHOBJIEHUE NMPOIrPAMMHOI'O KOMITJIEKCA

5.1 . KomnnekcHoe obHoBneHue Termidesk

KomnnekcHoe oGHOBMEHME Moppa3yMeBaeT, YTO KOMMOHEHTbI « YHMBEpPCanbHbIM aucnetTyep», «LLinto3»,

«MeHemykep paboymx MecT» yCTaHOB/IEHbI Ha OLHOM Y3/1e.

© Ecnv B 6onee paHHux Bepcuax Termidesk ans ¢oHgos BPM  ucnonb3osanca wabnoH
«CasizaHHbIM knoH BM K CB «BPECT» (non-qcow2)», To npy1 06HOBNEHUU Ha HOBYHO BEPCUIO
Bce doHapl BPM  Ha ocHoBe 3Toro wabnoHa 6yayT yaaneHbl 6€3  AOMOMAHUTENbHbIX
npeaynpexxaeHuin u nopTeepxaeHun. [epen obHoBneHWeM Ha HoByto Bepcuto Termidesk
HeobXxoAMMO MepeBecTM Mosib3oBaTenen Ha HoBble hoHabl BPM c wabnoHom «[lMonHbin knoH BM
MK CB «bPECT».

© O6HoeneHne Termidesk [OMKHO OCYLLECTBAATLCS Onepaument YCTaHOBKM MOBEPX MNpeablayLuen
Bepcun. B npoTtuBHOM cnyyae, ecnn paHee Termidesk 6bin yoaneH 6e3 ypaneHus B, npu
NMOBTOPHOM YCTAHOBKE MOXXET BO3HUKHYTb psif OLLMOOK.

& Ecnv nocne ypanenusa Termidesk (ymaneHwe B, npu 3TOM He NpoOM3BOAMNIOCH) BO3HMKNA
HeobXxoAMMOCTb MOBTOPHOW YCTAHOBKM MPOrpaMMHOI0 KOMMJIEKCA, TO MOC/Ae WHCTannaumm
MOXKET MOoHapobuTbCca CHOBAa BBECTM JaHHble Ans AocTyna (Maposib, TOKEH A[0CTyna) B
MOCTaBLLMKE PecypcoB.

& Tpu HeobxoguMocTH noHMKeHUs Bepcumn Termidesk no 4.0 HeobxoaMMO yaanuTb U Nepeco3paTb

bA.

A& Ecnv B dannbl koHbUrypaumm u 3anycka Termidesk BpyuHyro 6binM BHeceHbl Kakue-nnbo
M3MEHEHMS, TO 3TU U3MEHEHUS NPU OBHOBNEHUWN HE COXPaHSOTCS.

Mepep, ntobbiM 0b6HOBNEHUEM Termidesk pekoMeHAayeTCs BbIMONHUTL pe3epBHoOe konuposaHue bl

1 :$ pg_dump -d <HaumeHoBaHue B> -h <IP-agpec_xocTa> -p <nopT> -U <nonb3oBaTesib>
-W > <umsa_daina_ana_coxpaHeHusa_BA.sql>

roe:

-d <HammeHoBaHue BA> - umsa b. MNpu cTaHAAPTHLIX HACTPOMKAX UCMOb3yeTCa UMS termidesk;

-h <IP-agpec_xocTa> - |IP-agpec y3na, roe pacnonoxeHa b. Ecnn B ycTtaHaBnuBanacb nokasbHo,
HY>XHO yKa3aTb localhost;

-p <nopT> - nopT ana nogkntodeHms K bl. MNpu cTaHAApTHLIX HACTPOMKaxX UCMONb3yeTcs 5432;

-U <nonb3oBaTeflb> - WMSA MONb30oBaTens Ans nogkntoveHms. [lpu cTaHOAPTHbLIX HacTpoMKax

ucrnonbsyetcs nMa termidesk;
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-W - 3anpoc naponsa Anaga noakItoYeHUsa K b/. an CTaHOAPTHbIX HaCTDOIZKaX npun nosasneHmm 3anpoca

HY>XHO yKa3aTb ksedimret;

<nmsa_daiina_ansa_coxpaHeHusi_BA.sql> - uma u dopmat danna (sql) ans coxpaHenus bl.
Lna komnnekcHoro obHoBneHus Termidesk Hy>kHO:
* OCTaHOBUTb cny»kbbl Termidesk:

:$ sudo systemctl stop termidesk-vdi termidesk-wsproxy termidesk-taskman termidesk-celery-
beat termidesk-celery-worker

* yoanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 :$ sudo rm -f /var/cache/debconf/config.dat
2 :$ sudo rm -f /var/cache/debconf/config.dat-old

roe:
—f - K04 UTHOPUPOBaHMS HECYLLECTBYHOLLMX hanoB;
* noaknounTb penosutopun Termidesk (cMm. nogpasnen MNonyyeHue nakeToB yCTaHOBKM);

* BbIMNOJIHUTb OGHOBNEHME:

:$ sudo apt install -y termidesk-vdi

roe:
-y - KJIHOY 419 NMPOMNyCKa NOoATBEPXKAEHMS YCTAaHOBKM.
* B Auanorax BBoga napameTpoB nogkntodeHms Kk CYBM u RabbitMQ-server Hy>kHO HaxaTb

akpaHHyto kHonky [OK];

& [vanor HacTpomku noakntoueHun K cepeepaM RabbitMQ-server oTobpaxkaeTcs B TOM Cnyuae,
€CNN paHee OHU He BblNKn 33JaHbl.

= B amanore Bblbopa poner Termidesk Hy>HO HaxkaTb 3kpaHHYto kHornky [OK].

& [vanor Bbibopa poner 0TobpaXkaeTcs B TOM Cy4ae, €CIM paHee OHU He Bblin 3a4aHbl.

& HaunHaa c Bepcum Termidesk 4.1 u3MeHeHa MOAUTUKA NIUMLEH3UPOBAHUA MPOrPaMMHOI0
KOMIieKca.
JInueH3MmM orpaHMYeHbl JOCTYMHbIMKU MOCTABLLMKaMM PECYPCOB M MpoTOKonaMm goctaBku. Bcee
paHee BbIMYLLEHHbIE JIULLEH3UM CHUTAOTCSA HEOrPaHUYEHHbIMU.
Mpu akTMBaUUM NTNLEH3UM C OrPaHUYEHUAMU, BCE OOBLEKTDI, CBA3AHHbIE C HEJTMLEH3UPOBAHHbIMMU
NMOCTaBLLUMKAMU UM NPOTOKONaMM, ByayT HEQOCTY MHbI.

Ecnn Hy)KHO BbIMONHUTL OBHOBNEHWE 6e3 MoakAlYeHMs peno3uTopust (NpyU Hanuuum deb-nakeTa)

cnenyeT BbINONHUTbL KOMaHAY:
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N

:$ sudo apt install -y <nyTb K deb-nakeTy termidesk-vdi>

B cny4yae, echam npu OBGHOBIEHUM TMOSABNSETCA COOBLUEHME O Hepa3speLlleHHbIX 3aBUCUMOCTAX, cnenyet

BbIMO/IHUTb KOMaHAY:

:$ sudo apt install -f

roe:

-f - kntou, yKa3bIBaI'OLLI,VIl‘;1, YTO HY>XHO UCMNPaBUTb C/IOMaHHbIE 3aBUCUMOCTU MNMaKeETOB.

Mocne 3aBepLieHuda 0bHOBNEHMSA HY>XHO!

* NpoBepuUTb cocTosiHue cny>x6 Termidesk:
:$ sudo systemctl -a | grep termidesk

roe:

-a - KJIo4 419 BbIBOAA CMUCKA CYXKO;

grep - yTUAUTa AN NOMUCKa TEKCTa B BbIBOAE NpeablayLe KOMaHAabl.

" MpoBepuUTb  AOCTynHOCTb  Beb-mHTepderica  Termidesk  (cm.  noppaspen  [poBepka

paboTocnocobHOCTU Nocsie YCTaHOBKM).

5.2 . O6HoBNEHME N1 pacnpeneneHHON KOHPUIrypaumm yCTaHOBKU

5.2.1 . O6was KoHuenumus 0bHOBNEHUS
O6HoBneHne Termidesk, ycTaHoBNeHHOro B pacnpefeneHHoOW OTKa30yCTOMYMBOM KOHUrypaumu,

BbIMOJIHAETCA B cne,u,yrou.l,eﬁ nocnenoBaTeNIbHOCTU!

& [lpuBeneHHas 3pecb npouesypa OOHOBMEHWS MpeanonaraeT, YTO WCMONb3YKTCA Y3Nbl C
KoMnoHeHToM «LLInto3» termidesk-gateway.
Laru 1-5 oTHocaTcs k 06HoBNeHMIo y3n0B «LLnto3a» Termidesk (cnyba termidesk-gateway).
Larn 8-13 oTHoCsATCA K OGHOBNEHMIO Y310B « YHUBEpCanbHOro aucretyepa» Termidesk (cny>k6a
termidesk-vdi).
Larn 14-21 oTHocaTcs K obHoBNEeHUIO y3/10B «MeHemkepa pabounx Mect» Termidesk (cny><6bl
termidesk-taskman, termidesk-celery-beat, termidesk-celery-worker).

© Hauunasa c Termidesk sepcum 5.0 nsameHeH cnocob paboTbl 1 xpaHeHus nonuTtuk poHaa BPM. Bo
BpeEMS OOHOB/IEHMS pacrpeneneHHOM WM OTKa30yCTOMYMBOM KOHMUIrypaumMm YCTAaHOBKU C
Termidesk Bepcun 4.X Ha Bepcuto 5.X U3MEHEHME MONUTUK HYXXHO TMpPOBOSUTL MOC/E
06HOBNIEHMS HAa HOBYHO Bepcuto BCcex y3noB Termidesk.

LWar 1. Ha 6a.ﬂaHCVIDOBLLI,MKe Harpysku, oTBe4yarolleM 3a pacnpeneneHue MOAK/TKOYEHUMN K ((LUJ'II-OBaM», ns3

cnucka banaHcMpoBKUM UckntodaeTcs «LLnto3», nognexxawmm obHoeneHuto (3a pas - Tonbko OAUH).
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LWar 2. Oencteua Wara 1 noBTopsitoTCa ANsi KaXKA0ro CyLLeCcTBYHOLLEro 6anaHCUpPOBLLMKaA.

Lar 3. O6HoBnsieTcs ykasaHHbIM Ha Lare 1 «LLnto3».

Lar 4. BoibupaeTcsa cnegyrowmi «Lntos», nognexkawmnim obHoBneHuto, ans Hero BbinonHatotcsa LWarn
1-3.

LWar 5. Mo 3aBepweHnn obHoeneHna BCEX «LUnto30B» cnncok 6anaHCcMpoBKKM BOCCTaHABNMBAETCS 40
MCXOLHOrO.

Lar 6. Ha cepsep c CYB/, nMbo Ha oTaenbHO BblAENEHHbIM CEpBEP, YCTAHABIMBAETCSA U HAaCTpanBaeTcs
koMnoHeHT RabbitMQ-server B cnyuyae, ecnu paHee RabbitMQ-server He 6bin ycTaHOBNEH.

Lar 7. CoznaeTcsa pesepBHas konus RSA-kntouen, pacnosioykeHHbIX B KaTasiore /etc/opt/termidesk-
vdi/wsproxy/.

War 8. Ha 6anaHcuMpoBLIMKE Harpysku, OTBEYAlOLEM 33 pacnpefenieHne MOAKIOYEHUN K
«YHuBepCanbHbIM AucneTyepam», M3 CrnmMcka 6anaHcMpoBKM (KOHPUrypaumm nginx) MCKtoYaeTcs
«YHUBEpPCaNbHbIN AMCMETYEP», NOANEXALLMIA OOHOBNEHMIO (3a pa3 - Tosnibko OAUNH).

LWar 9. Oencteus Lara 8 nosTopsitoTca AN KaXkAoro CyLeCcTBYHOLLEro 6afaHCUPOBLUMKA.

Lar 10. O6HoBnseTcs ykasaHHbIM Ha LLlare 8 « YHMBepcanbHbIN ancneTyep».

War 11. Ha obHoBneHHOM «YHuBEpCanbHOM AucneTyepe» BocCTaHaBnuBatoTca RSA-knoum u3
pe3epBHbIX KONUK, co3aaHHblx Ha LLlare 7. Y3en nepesarpykaeTcs.

LWar 12. Boibupaetcsa cnegytowmi « YHUBEpPCanbHbIM AUCNETYEP», MOAJIeXallMi OOHOBNEHMIO, 1Sl HETO
BbinonHstotcs Warn 8-11.

LWar 13. Mo 3aBepweHnn obHoeneHna BCEX «YHuBepcanbHbIX AMCNETYEPOB» CAMCOK HGanaHCMPOBKM
BOCCTaHaBAMBaeTcs A0 ucxopHoro. [MpoBepsieTcs AocTynHOCTb rpaduyeckoro uHTepdenca Termidesk
CHayana obpalleHnem Ha IP-agpec kaXxporo us «YHUBEpCanbHbIX AUCNETYEPOB», 3aTEM ObpaLLEeHNEM Ha
IP-appec 6anaHCMpPOBLUMKA Harpy3KM.

War 14. Ha ys3nax c YyCTaHOBMEHHbIM «MeHemKepoM paboumx MecT», KOTOpbiM paboTaeT B
OTKa30yCcToMuMBON KoHpUrypaumm B pexkmme «SLAVE», nonxkeH ObiTb BbINOJIHEH OCTAaHOB CNyX6
keepalived.

Lar 15. O6bHoBnseTcs BblbpaHHbI «MeHeaykep paboumnx MecT». BboinonHseTcs 3anyck cnyx6.

Lar 16. Ha o6bHoBneHHOM «MeHepykepe paboumx MecT» BoccTaHaBnmeatoTca RSA-knoum ns pesepsHom
konuu, co3gaHHou Ha Lare 7. Y3en nepesarpykaeTcs.

Lar 17. BoinonHsieTcs 3anyck cny>xo6 keepalived.

War 18. Ha ysne c ycTaHoOBAeHHbIM «MeHemkepoM pabouymx MecT», KoTopbid paboTaeT B
OTKa30yCcToMuMBOn KoHburypaumum B pexkxume «MASTER», nonykeH ObiTb BbIMOAHEH OCTAHOB CNyX6
keepalived.

Lar 19. O6bHoBnseTcs BblbpaHHbIM «MeHeaykep paboumnx MecT». BbinonHseTcs 3anyck cnyx6.

Lar 20. Ha o6bHoBneHHOM «MeHepykepe pabouymx MecT» BoccTaHaBnmeatoTca RSA-knoum ns pesepsHom

Konuu, co3gaHHou Ha LLlare 7. Y3en nepesarpyskaetcs.
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Lar 21. BoinonHsieTcs 3anyck cny>o6bl keepalived.

a

Ecnu B dannbl koHdurypaumm m 3anycka Termidesk (/1ib/systemd/system/termidesk-x)
BPYYHYIO OblIM BHECEHbl KakMe-IMbO M3MEHEeHUsi, TO HeobXo4MMO BbIMONHUTL Pe3epBHOE
KOMMpOBaHWE AaHHbIX (anNoB, MOCKOJIbKY 3TW M3MEHEHUS NMpu OBHOBNEHUM COpacbiBatOTCS 4O
3HAYeHMIM MO YMONYAHMIO.

HauvHaa ¢ Bepcum 4.0 koHdurypaums Termidesk cBegeHa B eguHbi dann /etc/opt/
termidesk-vdi/termidesk.conf.

B cnyuae, ecnu npeabiaywasn sBepcua Termidesk 6bina yctaHosneHa Ha OC Astra Linux Special Edition

1.6 unun Astra Linux Common Edition, To noTpebyetcs nepeyctaHoBka OC n Termidesk.

Torpa ona coxpaHeHus cywecTteytowen b, Hy>kHo:

BbINoNHUTL 3kcnopT b/, n3 Termidesk npeabiayLien Bepcuu;

BbINOJIHUTb pe3epBHOE KonupoBaHWe dannoB KoHburypaumum u 3anycka Termidesk (/lib/
systemd/system/termidesk-*, /etc/opt/termidesk-vdi/wsproxy/x);

BbINonHUTL ycTaHoBky OC Astra Linux Special Edition 1.7;

BbIMOIHUTbL YCTAaHOBKY M HacTpoiky RabbitMQ-server cornacHo noapasgenam YcTaHoBKa bpokepa
coobieHnin RabbitMQ-server n Hactpoitka 6pokepa coobwieHunin RabbitMQ-server;

BbINOMIHUTb YCTaHOBKY M HacTpouky CYB[, Postgresql-11 cornacHo nogpasgenam YcTaHOBKa
CYbA Posrgres-11 n Hactpoiika CYB[, Posrgres-11;

BbIMNOSIHUTb MMMOPT paHee coxpaHeHHon b/,

BbINONHUTL  ycTaHoBKYy Termidesk cornacHo nogpaspeny PacnpepeneHHas  ycTaHOBKa

NporpaMMHOro KoMmnJjekca.

5.2.2 . War 1: penaktupoBaHue koHpUrypaumm 6anaHcupoBLUMKa Harpysku ans «LLnosos»

Ha 6anaHCMpoOBLUMKE Harpy3km HYXKHO OTKpbITb W OTpefakTMpoBaTb ¢ann  /etc/nginx/sites-

available/sampledomain.ru.conf.

B paHHOM KoHbUrypaumoHHoM danne cnegyeT HauTU OUPEKTUBY daas—-upstream-ws C NEPEYUCSIEHUEM

cnucka «LLnto30B», BbIGPaTb NEPBbIN MO CAMUCKY, 3aKOMMEHTUPOBATb €0 U COXPaHUTL dann.

Mpumep ansa cnmucka 6anaHCMpPOBKM:

a

3necb 1 panee npumepsbl |P-agpecos npueeaeHbl B cooTBeTcTBUM ¢ RFC 5737. YkazaHHble |P-
appeca AOMKHbI OGbiTb 3aMeHEHbl Ha aKTyaslbHble, UCMOJIb3yeMble COMIaCHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKType NpeanpuaTus.

1 upstream daas-upstream-ws {
2 least_conn;
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server 192.0.2.30;
server 192.0.2.31;
server 192.0.2.32;

~No b~ W

LOns nckntoueHmsa nepsoro no cnucky «LLintosa» dann npusoguTcs K BUAY:

1 upstream daas-upstream-ws {
2 least_conn;

3 # server 192.0.2.30;

4 server 192.0.2.31;

5 server 192.0.2.32;

6

7

Mocne nsmeHeHus arina Hy>KHO nepesanycTuTb BebG-cepBep:

:~$ sudo systemctl restart nginx

5.2.3. War 2: penaktupoBaHue KOHGUrypaumm ocTanbHbIX 6aslaHCUPOBLUMKOB Harpysku ansa «LLnozoe»

Ha Bcex cywecTeyrowmnx GaﬂaHCMpOBLLI,MKaX Harpys3ku BbINOJHUTb War 1 (see page 51).

5.2.4 . Waru 3-4: o6HoBneHue «LLinozoe»

Mpoueaypa 06GHOBMEHUS MNPOBOAMTCA C MOMOLLBIO YCTaHOBKM HoBon Bepcum «LUnwoza» Termidesk
NOBEpPX YXXe MMEOLLENCS.

Mocne 3aBeplUeHUs yCTaHOBKM HeobxoguMMo ybeauTbcs, 4To B danne /etc/termidesk/termidesk-

gateway.conf napameTp wsServerIP NpuBeaeH K ClefyrOLEMY BUAY:

wsServerIP=0.0.0.0

5.2.5. War 5: BoccTaHoBneHue KoHGUrypauumu 6anaHcupoBLUmMKa Harpysku ans «LLinosoB»

Mo 3aBeplieHnn obHoBneHna BCEX «LUnto3oB» cnuncok 6anaHcnposku Ha BCEX 6anaHcupoBsLumKkax
BOCCTaHaB/IMBAETCHA 40 MCXOAHOIO.

PaHee 3aKOMMEHTMPOBAHHbIE CTPOKM HYXXHO PAaCKOMMEHTMPOBATb, 3aTEM BbIMNOJHUTbL MNeEpe3arpysKky

CNY>Bbl Nginx Ha KaXkaoM 6aflaHCUPOBLUMKE:

:~$ sudo systemctl restart nginx

5.2.6 . War 6: yctaHOBKa 1 HacTpoika RabbitMQ-server
Lar BbinonHseTca B cooTBeTCTBMM C nogpasgenamu  YcraHoBka RabbitMQ-server n Hactpoiika

RabbitMQ-server npu otcyTcTBMM paHee ycTaHoBneHHoro RabbitMQ-server.
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5.2.7 . War 7: pesepeHoe konupoBaHue RSA-kntouei
BbinonHuTh pesepsHoe KonupoBaHue RSA-kntouelt ¢ oaHOro M3 y3n0B « YHMBEPCA/bHOMO AUCreTYepa.
Pe3sepBHble KOMUU KKOUEN MOXXHO CKOMMPOBaTb, HarnpuMep, Ha ApYroin CETEBON y3e/ KOMaHA0M:

:~$ sudo scp -r /Jetc/opt/termidesk-vdi/wsproxy localuser@ipaddr_or_fqdn_host:/home/
localuser/

roe:

—-r - KJOY AN51 PEKYPCUBHOM (CO BIOXKEHHbIMM KaTasioraMm) nepeaauu;
localuser - u1M4 Nonb3oBaTeNs LLesIeBOro y3na;
ipaddr_or_fqdn_host - IP-agpec unu FQDN ueneBoro y3na;

/home/user - nyTb, Kyga OyaeT CKONMPOBAH KaTaslor.

5.2.8 . War 8: pepakTupoBaHue KoHPUrypaumm 6anaHCMpoBLUMKA Harpy3ku ons « YHUBepCasbHbIX
AnUcneTyepoB»

Ha 6GanaHCMpOBLUMKE HArpy3km HY>XHO OTKPbITb W OTpedakTMpoBaTb dann /etc/nginx/sites-

available/sampledomain.ru.conf.

B paHHOM KOHdUrypaumMoHHoMm dauvne creayeT HaWTu OMpekTuBy daas-upstream-nodes

nepevymcriieHnMeM  CnmMcka «YHMBepCaNibHbIX  OWCMETYEPOB», BblIOpaTb  MEpBbIM MO CMUCKY,

3aKOMMEHTUPOBaTb €ro U COXpPaHUTb dawn.

Mocne nsmeHeHus darina HY>XHO Nepe3anycTUTbL BebG-cepBep:

:~$ sudo systemctl restart nginx

5.2.9. War 9: penaktupoBaHue KOHOUrypaLmm ocTanbHbIX 6alaHCUPOBLLMKOB Harpysku ans
«YHUBEpCaJIbHbIX AUCNETYEPOBY»

Ha Bcex cyLiecTByOWMX 6aNaHCUMPOBLLMKAX Harpy3ku BbINoAHUTL LLar 8 (see page 53).

5.2.10 . LLar 10: o6HoBNeHue «YHUBEpPCaNbHOIO AucneTyepa

Mpouenypa 06HOBNEHNS MPOBOAMTCS C MOMOLLbIO YCTAaHOBKM HOBOW BEPCUM MOBEPX YXKE MMEIOLLENCS U
He OT/IMYaeTCs OT npouecca, onucaHHoro B NyHkTe HeaBToMaTusnpoBaHHas yctaHoBka Termidesk. Mpu
yCTaHOBKe «YHMBepcanbHoOro amcretdepa» Termidesk HeobxoguMo BbiGpaTb ponb  «[lopTan
agMUHUCTpaTopa» uau «lopTan nonb3oBaTens» B AMAJIOrOBOM OKHE MCeBAOrpacdmyeckoro nHTepdenca

MHCTaNnsATopa.
& KoppekTtuposka danna /etc/apache2/apache2.conf npu o06HOBNEHUM HE NPOU3BOAUTCA.

Mepep, 3anyckoM npouenypbl OBHOBNEHUS HY>KHO:

* ocTaHOBUTb cny»kby Termidesk:
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:~$ sudo systemctl stop termidesk-vdi
* yoanuTb kew danna oteeToB debconf koMaHAaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

roe:

-f - KIHOY UTHOPMPOBAHUS HECYLLLECTBYHOLLMX (DANSIOB.

5.2.11 . Wlar 11: BoccTaHoBneHre RSA kntouelt U3 pesepBHOM KONUK ans « YHUBEpCanbHOro gucreryepa»
BbIinonHUTb KONMpoBaHUE COXpaHeEHHbIX Ha Lllare 7 (see page 53) RSA kntouen Ha y3en ¢ 0BHOBEHHbIM
«YHUBEPCANbHbIM AMUCMETHEPOMY.

3aTeM nepe3arpy3uTb y3en:

:~$ sudo reboot

Mocne 3arpysku y3na NnpoBepmuTb COCTOSIHME CNYXKD:

:~$ sudo systemctl -a | grep termidesk

roe:
-a - KJI0Y 419 BblBOAA CMUCKA CNYXO;
grep - yTUAUTA 19 NOUCKA TEKCTAa B BbIBOAE MNpeablayLien KOMaHabl.

MpoBepuTb gocTynHOCTb NopTana Termidesk yepes Be6-6pay3ep.

5.2.12 . LWar 12: o6HoBNeHMEe cnenyoLLEero No CnMcKy « YHMBepCasbHOro aucneTyepa»

Heobxopumo BbinonHuTb pencteust LWlaroB 8-11 pna cnepytowero no cnucky «YHUBEPCANbHOMo
avcneTyepa.

Mpu BbinonHeHun Lllara 8 (see page 53) paHee 3aKOMMEHTMPOBAHHbLIA 3/1EMEHT OCTAaeTCs B TOM XKe

COCTOAHMN, OOMONHUTENBHO HY>XHO 3dKOMMEHTUPOBATb CTPOKY CO CieAyHLWnM 31eMEHTOM.

5.2.13 . LLar 13: BoccTraHoBneHue KoHbUrypaumm 6anaHCMpoBLUMKA Harpy3ku Ana « YHUBepCaibHbIX
AVCneT4YepoB»

Mo 3aBepeHnn obHoBneHns BCEX «YHuBepcanbHbix ancneTyepoB» cnmncok 6anaHcuposkn Ha BCEX

6anaHCUPOBLLMKAaX BOCCTAHAB/IMBAETCS O UCXOLHOIO.

PaHee 3aKOMMEHTMPOBAHHbLIE CTPOKM HYXXHO PAaCKOMMEHTMPOBATb, 3aTEM BbIMNOJHUTbL MNepe3arpysky

CNy>bbl Nginx Ha KaXaoM 6anaHCUPOBLLMKE:

:~$ sudo systemctl restart nginx
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BbinonHnTb NpoBepKy AoCTynHOCTM nopTana Termidesk yepes Be6-6paysep cHayasna obpalieHmnem Ha |P-
appec Kaxkaoro m3 «YHMBepcasbHbIX AUCNETYEPOB», 3aTeM obpalwieHreM Ha IP-agpec 6anaHcMpoBLLmMKa

Harpysku.

5.2.14 . LWLar 14: ocraHoB cny6 Ha «MeHemkepe paboumx MecT»
Ha y3nax c ycTtaHoBneHHbIM «MeHemkepoM paboumx MecT», paboTaltolleM B OTKa30yCTOMYMBOM

KoHduUrypauum B pexkume «SLAVE», BbinosHAeTCS ocTaHOB cny>kbbl keepalived kKoMaHOoM:

:~$ sudo systemctl stop keepalived

5.2.15. LUar 15: o6HoBneHue «MeHepkepoB pabounx MecT»

O6HoBneHne «MeHemykepoB pabouMx MecT» MO CBOEM CTPYKType He OT/IMYaeTca OT AeMCTBUM Mo
0BHOBNEHUIO « YHUBEPCAbHbLIX AUCMETYEPOB», 3a UCK/HOYEHMEM BblbOpa yCTaHaBIMBAEMOMW ponn: Npwm
YCTaHOBKE HY>XHO BblbpaTb ponb «MeHepykep pabovmx MecT» B AMaNOroBOM OKHe nceBaorpacdmyeckoro
nHTepdenca MHcTannsaTopa.

Mepen 3anyckoM npoLesypbl 0GHOBNEHMS HY>KHO:

* OCTaHOBWUTb CNy>bbl Termidesk:

:~$ sudo systemctl stop termidesk-taskman termidesk-celery-beat termidesk-celery-worker

& Tpu ocTaHoBKe cnybbl Ha «MeHemkepe pabounmx MecT», Haxoaslemcs B pexxume «SLAVE»,
KOMaHAa MOXKET BblAaTb OLUMBKY - 3TO HOPMalbHOE MOBEAEHME.

* yoanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

Mocne ycTaHOBKM HY>XHO UCKOUYUTL CNy>Kby termidesk-taskman M3 aBTOMaTMYeCKOro 3anycka:

:~$ sudo systemctl disable termidesk-taskman
MUckntoueHne cny»kbbl U3 aBTOMAaTMYECKOrO 3anyCcka HeE0bX0AMMO, MOCKObKY YMpaBieHUe ee COCTOSIHUEM
NPOU3BOAUTCA CKPUMTAMMU PeXXMMa BbICOKOM AOCTYMHOCTH.

Ha y3ne, Bbl6paHHOM B KayecTBe slave, HY>XHO H€ TOJIbKO UCKJTHOYUTb CJ'Iy)K6y N3 aBTOMaTUYECKOIro

3anycka, HO M OCTaHOBUTb €€ nocne 06HOBNEHUSA:

:~$ sudo systemctl stop termidesk-taskman

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 55



@ TERMIDESK C/IET.10001-02 90 01

5.2.16 . LLlar 16: BoccTaHoBneHue RSA knioueii Ha «MeHemkepe pabounx MecT»
BbinonHuTb KonupoBaHUe coxpaHeHHbIX Ha LLlare 7 (see page 53) RSA-kntouen Ha y3en ¢ 0BHOBMEHHbIM
«MeHemykepoM paboumx MecT».

3aTeM nepe3arpy3uTb y3en:

:~$ sudo reboot
5.2.17 . LWar 17: BoccTraHoBneHue cnyx6bl keepalived
BbinonHuTb 3anyck cny>k6bl keepalived koMaHOoM:

:~$ sudo systemctl start keepalived

5.2.18 . LLlarn 18-21: o6HoBNeHue ocHoBHOro «MeHepmkepa pabounx MecT»

O6HoBneHMe ocywecTensieTca aHanoruyHo Waram 14-17.
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6 . YAANNEHUE NMPOIMPAMMHOIO KOMITJIEKCA

LOna ynaneHuns Termidesk Heobxoanmo:

* ecnun yctaHoBka Termidesk Obina BbIMOSHEHA C WMCMO/Ib30BaHMEM MOAK/IFOYEHHOIO Peno3nTopus,
BBECTW KOMaHAY:

:~$ sudo aptitude purge -y termidesk-vdi

roe:
-y - KJIOY 419 MPONyCcKa NOATBEPXKAEHMS yaaleHUs;

* ecnm yctaHoBka Termidesk 6biia BbinonHeHa M3 deb-nakeTa 6e3 MCMNONb30BAHUS MOAKIHOUYEHHOIO

peno3nTopusa, BBECTU KOMaHAY:
:~$ sudo dpkg -P termidesk-vdi
" nocne yganeHus Termidesk HY>XHO OYUCTUTb OCTaBLUNECHA 3aBUCUMMOCTU U KOHd)MpraLI,MMI
:~$ sudo aptitude purge ~c -y

KOMaH,EI,a MOMHOCTbLIO YyAannT oCTaBLLnecq HaCTpOﬁKM M 3aBUCUMOCTU YXKe yOaJIEHHbIX NMakeToB.

Ons ynanenus B v ponu nonb3oBaTens cnepyeT BbIMONHUTL CleaytolMe OEUCTBUS, CTpoOro cobntopas
MX NOCNefoBaTeNbHOCTb:

" MepeKkSIFUYUTLCS Ha NoJib30BaTeNs postgres (Yepes Nonb3oBaTens root):

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3aMyCTUTb TepMUHANbHbIM KnueHT CYB/:
:/home/astras psql
" MCMONb3ys MHTEPAKTUBHbIN MHTEpdenc TepMuHanbHoro knneHTa CY B[, yaanute BA;:
postgres=# DROP DATABASE termidesk;
" yoanuTb ponb nonb3osatens b
postgres=# DROP ROLE termidesk;
" BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
postgres=# \q

* BbINTU U3 CEAHCa NONb30BaTeNs postgres KOMaHOOM:
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:/home/astras$ exit

" yAaNUTb OCTaBLUMWCS KaTanor ¢ daniamum, coaepXkallMMu nepeMeHHble gas nogkntoveHus Kk b,

cepTUDUKAT U KoY
:~$ sudo rm -R /etc/opt/termidesk-vdi

roe:

—-R - koY ang pekypcmBHOro ,EI,EIZCTBMFI. By,u,yT yAaneHbl BCe BJIOXXEHHbIE NMOAKATa0ru.
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7 . TMLUEH3UPOBAHUE

7.1 . MNMonyyeHne NULEH3UOHHOrO Klo4Ya

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3UPOBAHMS:
» Termidesk VDI (nopaepy>kka coBMecTUMbIX Naathopm BUPTYanamnsaLmm n CEpBEPOB TEPMUHASIOB);
* Termidesk Terminal (nogpep>xka Tonbko cepepoB TepmuHanoB anss OC Microsoft Windows (MS
RDS/MS RDSH) u Astra Linux Special Edition (STAL)).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIMLLEH3US! NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEAMHEHWUSIM - JIMLUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepe3 CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOI0
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMMN pecypCcoB MM NPOTOKONAaMMU AOCTaBKU, OyayT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. AuctpnbyTms
npefHasHayeH O1a NpPoOBeAEeHUsI UCMbITaHWUS, 0O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeW. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXET MpefoCcTaBnsATbCs 6e3 3ak/itoveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMu
JINLLEH3MOHHOIO COr/alleHMe C KOHEYHbIM MOJIb30BaTe/IEM MOXHO O3HAaKOMUTLCS Ha CalTe KOMMaHWM:
https://termidesk.ru/eula.pdf.
Lna nonydeHms [ONONHUTENBbHbIX ULLEH3NOHHBIX KJKOUEN C LESIbI0 03HAKOMJIEHMS HEODXOAUMO NePENTH
no ccoinke https://termidesk.ru/products/#request-key u cdopMmpoBaTb 3anpoc, 3anoJIHUB
KOPPEKTHbIMU AAHHbIMU CNEAYHOLLME SKPAHHbIE Nos:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHtepdence ynpaeneHus «Hactponka

- Jlnuensus - CuctemMa», npumep rnokasaH Ha PUCYHKE (cM. PucyHok 13).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenocTaBuTb B 3anpoce cucteMHble UUID Bcex y3noB € KOMMOHEHTOM
«YHMBEpCanbHbIA OUCMeTYep» U BCEX Y3/IOB C KOMMOHEHTOM «MeHemkep paboumx MecT».
MHdbopmaumio o cuctemHoMm UUID B 3ToM cnyyae HEOBX0AMMO MONYYUTh OIS KaXK4oro ysna us
danna /sys/devices/virtual/dmi/id/product_uuid, BbINONHUB KOMaHAY Ha HY>XHOM Yy3/e:

:~$ sudo cat /sys/devices/virtual/dmi/id/product_uuid

® @ CWCTEMHBIFA NONL30BaTENb (U) ¥

= [@ TERMIDESK
@ 0630p NueHsna
& KomnoHeHTsl > NHdopmMaLms o NMLEeH3UN

NvueHsna Cucrema 3arpyzka
i}g Hactpoiiku > " Py

ICHcreMHblﬁ UuID:

288634c3-adfa-4e31-897a-3efee73d6608 I

G Pabouue mecta >

Mogynu:

all MowwTopunr >

Bepcwa NO:

4.1-rc2
HazBaHwe BepcuA
termidesk_vmmprov 4.1
termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 13 - PacnonoyeHue nHdbopmaumnm o cuctemHom UUID

Mo 3aBepLUeHMM 3aMONHEHUSI MONEN HYXKHO HaXKaTb 3KpaHHyt KHomnky [OTnpaBuTb 3anpoc kao4a

aKkTuBaumm].

Lna nonydeHms NULEH3MOHHOIO KJOYa Ha NPUOBPETEHHOE KOMIMYECTBO JINLIEH3UM CliefyeT MNEPENUTU Mo

ccoblike  https://termidesk.ru/products/#request-key wu cdopmMupoBaTb 3anpoc, 3anosiHMB

KOPPEKTHbIMWU JaHHbIMU CNefyHoLLMe SKpaHHble Nons:
» «KopnopatmeHbIi email»;
* «MMsa nuua, 3anpallmBatoOLLErO TULEH3UIOY;
* «CucrtemHbin UUID»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.
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7.2 . Beog nueH3uu

Lna nobaBneHns nuueHsnoHHoro kntoda B Termidesk B rpacdmyeckoM mMHTepdence ynpaBneHus cnepyeT

nepenTn «Hactporku - JlnueHsus - 3arpyska». Haxae akpaHHyto kHonky [Bbi6patb], ykaszatb nyTb K

banny ¢ IMLEH3UOHHBIM KFOUOM (cMm. PucyHok 14), @ 3aTE€M HaXkaTb 3KPaHHYHO KHOMKY [3arpysuTb].

= @ TERM'DESK ® @EMCTEMHulFl nonb3oBatens (u) v
=

ﬁ 063Dp NuueHsmna

& KomnoHeHTel > WNHdopmauma o nuueHsnn

NueHzng Cucrema 3arpyzka
ﬁ: HacTpoiikn > H Py

NueHsna Yiaweume aiin ¢ nuyeH3ued.. BuiGpaTb

G Paboune mecta > P——

all Momvtopunr >

PucyHok 14 — OkHo pobasneHus danna c nnMueHsnemn

7.3 . MNpoBepka cBeaeHUM O NIMLEH3UMU

[Ons npocmoTpa MHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJTtOYe CrieayeT nepenTy B rpaduyeckuim
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsma - JluueHsma» M NpocMoOTpeTb CBEAEHUS B
CNnefyroLmMX 3KpaHHbIX NOMsX:

* «MMa» — CUCTEMHOE UMS YCTPOMUCTBA, rae dyHKuMoHupyeT Termidesk;

» «OpraHusauus» — HaMMeHOBaHME OpraHu3auuK, 4 KoTopon chopMUPOBaH INLEH3UOHHbIN KITHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO KJHou4a;

* «KOHKYpeHTHble COEAMHEHUS» — MaKCUMalbHO BO3MOXHOE KO/MYECTBO OAHOBPEMEHHbIX

coeguHeHun ¢ BPM;
* «JocTtynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJEHHOrO BUAA JIMLIEH3UM

roctesbix OC.
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8. MEPEYEHb TEPMHUHOB

TepMuH OnpepeneHue
BanaHcupoBLmk CaMocTosiTeNbHbIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpefeneHne Harpy3ku Ha MHOXKECTBO
Harpyskm «YHMBepcanbHbIX aucnetyepos» u «LLintosos»

BupTtyanbHoe pabouee
MecTo

Takxke: BPM.

lMNoctesas OC mnun OC, ycTaHOBNEHHAsi Ha BbIAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOW
peanu3yeTcs C MOMOLLbIO NPOTOKOMA YAANEHHOMO JOCTYyNa

[ocTesas OC

OC, dyHkumnoHupytowas Ha BM

«MeHepyxep paboumnx
MecT»

LomeH Cnocob npoBepku CyGbEKTOB U MX MOJHOMOYMIA
ayTeHTUbUKaL UK
KoMnoHeHT KomnoHeHT Termidesk. OTnensieMbii KOMNOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAKOLLMI 33

B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YMpaBieHWs XXM3HEHHbIM LuknoM BPM, Bkntoyas
CO34aHMe, HACTPOMKY, 3aMyCK, OTKJTHOYEHUE U yaaNeHMe.

SBnsieTcs 06paboTUMKOM (HOHOBBIX 3a4ay.

YcTaHaBnuBaeTca 13 nakeTta termidesk-vdi. HaumeHoBaHue ciy6bl nocne yCTaHOBKM:
termidesk-taskman.service

MocTaBwmk pecypcos

OC, nnatdopMa BMpTyanmsaumm unu TepmMmHanbHbii cepsep (MS RDS/STAL), npenocTasnstowme
BbIUMC/INTE/NbHbIE MOLLLHOCTU, PECYPCbl XPaHEHUA AaHHbIX, @ TAKXKE CEeTeBble Ppecypchbl Ans
pa3melleHusa doHoos BPM

n POTOKOJ1 4OCTaBKU

Mopnepsxmeaembivi B Termidesk npoTokon yaaneHHoro goctyna k BPM

KoMmnoHeHT
«CecCcUOHHbIN areHT»

KomnoHeHT Termidesk. YcTtaHaBnuBaetcsa Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOXXHOCTb MHOXECTBEHHOMO AOCTYrMa Mosib3oBaTenei K yaaieHHbIM paboymM cTonaMm m
MPUIOKEHUAM

KomnoHeHT
«YHuBepcanbHbI
aucnetyep»

KomnoneHT Termidesk. OTaensiemMblt KOMNOHEHT NPOrpPaMMHOI0 KOMIJIEKCA, OTBEYatOLLMIA 3a
MAEHTUDUKALMIO Monb3oBaTesiel, HasHavYeHue MM BPM 1 koHTpons goctaBkn BPM.

YcTaHaBnuBaeTcs U3 naketa termidesk-vdi. HanmeHoBaHWe cny»6bl nocne ycTaHOBKM:
termidesk-vdi.service

®oHpg paboumx mecT

Takxke: poHg BPM.

CoBoKynHOCTb noaroToBneHHbIXx BPM ang noctaBkv no ogHOMY MW HECKONIBKMM MpPOTOKONaM
yAANEHHOMO AOCTYMNa B 3aBUCMMOCTM OT MOJIHOMOYMI MOJb30BaTENEN

LLla6noH pabouero
MecTa

Takxe: wabnoxH BPM.
MapameTpbl kKoHdUrypaumm 6asosoro BPM ans ncnonbsosaHus B poHpe BPM

KomnoHeHT «LLnto3»

KomnoHeHT Termidesk. CaMocToATeNbHbIA KOMMOHEHT, OTBEYAIOLLMI 33 TYHHENIMPOBaHME
NPOTOKONOB fOCTaBKM, UCMOMb3YIOLLMX TPaHCMOPTHbIM npoTtokon TCP.

B 6onee cTapoli peanusaumm ycTaHaBnMBaeTcs U3 naketa termidesk-vdi. HaumeHoBaHue
cny>k6bl Nocsie yCTaHOBKU: termidesk-wsproxy.service.

B HoBoM peanuzaumu ycTaHaBNAMBaeTCs U3 NakeTa termidesk-gateway, noanep>kka CTapon
peanusaumu yaaneHa, HaumHas ¢ Termidesk Bepcun 5.0. HanmeHoBaHMe cny>k6bl nocne
yCTaHOBKMU: termidesk-gateway.service.

KomnoHeHT «CepBep
TepMuHanoB Astra
Linux»

KomnoHeHT Termidesk. Takxe: STAL.

ObecneunBaeT noakatOUeHME NONb30BaTENLCKMX pabounx cTaHumii K BPM ¢ OC Astra Linux
Special Edition yepe3 ceaHc yaaneHHoro TepMuHana

MopTan
aaMMHUCTpaTopa

MpenocTtaBnseT Beb-uHTepderic ans ynpasneHus Termidesk n nHtepdeiic swagger ans goctyna kK
OrpaHWYeHHOMY CMMCKY Moaynen AokyMeHTaumm no komaHaam REST API («auth», «discover»,
«health», «agent», «webui»).
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TepMuH

OnpeneneHue

MopTtan nonb3osatens

MpepocTaBnseT nonb3osatenbckuit Beb-uHTepderic Termidesk (6e3 poctyna K dyHKUMAM
ynpaBneHus) U UHTepdenc swagger Ans 4OCTYMNa K OrpaHUYEHHOMY CMIMCKY MOAYNen
[loKyMeHTaumm no komaHgam REST API

MopTan
YHUBEpCasbHbIN

MpepocTaenseT dyHKUMM 06onx BapnaHToB - 1 «[MopTana agMuHMcTpaTopa», u «MopTana
nonb3osatens». [pu 3ToM aKTUBMPYETCA AOCTYM KO BCEM MOAYNAM LOKYMEHTALMU MO KOMaHAAM
REST API, npegocTtaBnseMbiM UHTepdecoM swagger

Kntou MpumMeHsieTcs B KoHTekcTe danna, He onumm B koMaHae. MNocnenoBaTenbHOCTb NCEBAOCTYYANHbIX
yuncen, CreHepmpoBaHHasa 0cobbiM 0bpasom
Ceptudmkar ApTedakT, cogepskalmii MHGOpMaLMIO 0 BNagefbLe Koua U NOATBEP>KAAOLLMIA MPUHAAIEXKHOCTb

KNtoYa BRagenbLy
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9. NEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

b, ba3a gaHHbIX

BM BupTyanbHas mMawmnHa

BPM BupTtyanbHoe pabouee MecTo

3ncC 3aMKHyTas nporpamMMmHas cpena

KA KoHTponnep nomeHa

ocC OnepaumoHHas cucTeMa

MK CB bpect MporpammHbIl komnnekc «Cpeactea BUpTyanusaumm «bpect»

no MporpamMmmHoe obecneyeHne

CvYbA CucTeMa ynpasneHus 6azamMu JaHHbIX

aun DNeKTpoHHasa umMdposas noanuco

API Application Programming Interface (nporpamMmHbIn nHTepdenc npunoxeHus)

DHCP Dynamic Host Configuration Protocol (npoTokon HazHauyeHWs ceTeEBOro aapeca)

DNS Domain Name System (cucTemMa LOMEHHbIX UMEH)

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe MMs JOMEHa)

HTML Hypertext Markup Language (3bik rMnepTekCTOBOM pa3MeTKM)

IP Internet Protocol (Me>kceTeBow npoTokon)

LDAP Lightweight Directory Access Protocol (nerkoBecHbi NpoToKon A0CTyNa K
cny>6aM KaTanoros)

MAC Media Access Control (YHUKanbHbI MAEHTUHMKATOP CETEBOIrO YCTPOMCTBA)

MS AD Microsoft Acive Directory (cny>6a katanoros Microsoft)

NTP Network Time Proetwork Time Protocol (npoTokon ceTeBoro BpeMeHM)

ou Organizational Unit (opraH13aumMoHHas eauMHULa)

RDP Remote Desktop Protocol (npoTtokon ynaneHHoro paboyero ctona)

RDS Remote Desktop Services (cny>6bl ynaneHHoro paboyero ctona Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabovmx CTONOB)

RSA Rivest, Shamir and Adleman (kpunTorpaduyeckuin anropuT™ € OTKPbITbIM
KNHOYOM)

SPICE Simple Protocol for Independent Computing Environments (mpocToi npoTokon
AN HE3aBUCUMOW BbIUYUCIUTENBHON Cpefbl)

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux Special Edition
(Server))

Termidesk MporpaMmHbIN Komnnekc «ucneTyep NOAKAOUEHUIA BUPTYaibHbIX paboymx MecT
Termidesk»

uuliD Unique User Identifier (yHuKanbHbI naeHTUdUKaTOp Nonb3oBaTens)
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CokpalueHue MoscHeHue
vGPU Virtual Graphics Processing Unit (BupTyanbHbIli rpacdmyeckumii npoueccop)
VNC Virtual Network Computing (cuctema yaaneHHoro goctyna k paboyemy ctony

KOMnMbloTEpPa)
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