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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmn OOKYMEHT SBNSIeTCS 4eTBEPTOM YaCTbl PYKOBOACTBA agMUHUCTPaATOpa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B 3ToM pykoBoacTBe MpuBENEHO Ha3Ha4YeHWe, YCTAaHOBKA M HACTPOMKa KOMMOHeHTa «AreHT» (panee -
AreHT). Ons Toro, 4tobbl NOAY4YMTb MHGMOPMALUIO O MECTe KOMMOHEHTa B MPOrpaMMHOM KOMIJieKce,
HeobxoaMMo 0BpaTUTLCA KO BTOPOM 4YacTU pyKOBOACTBa aaMuHucTpatopa - CJIET.10001-02 90 02

«PykoBoACTBO afgMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrsekca».
1.2 . HasHaueHMe KOMMNOHEeHTa «KAreHT»

B pamkax BapuaHTa nuueHsmpoBaHua «Termidesk Terminal» k komMnoHeHTY AreHT oOTHOCUTCS
NoAKOMMOHEHT «CEeCCMOHHbIN areHT» (Jasfee - CEeCCUMOHHbIA AreHT), KOTOpblM YCTaHaBAMBAETCS Ha
cepBep TEPMUHANOB M aKTUBUPYET BO3MOXHOCTb MHOXECTBEHHOrO [AOCTyna nosib3oBaTenen K

YOaneHHbIM pa60‘-IVIM CTONaM U NpUNoXXeHnam.
1.3 . TpeboBaHus K annapaTHOMy U NporpaMMHOMY obecneyeHuo

Ona ycTaHOBKM ceccMoHHOro AreHTa MUWHMMasbHble annapaTHble TpeboBaHMS y3na  [OJKHbI
COOTBETCTBOBaTb CEAYOLUUM:

* npoueccop apxmuTekTypbl Intel x86 paspsgHocTn 32/64 6uT;

* onepaTuBHas NamATb, He MeHee 1 'b;

* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeamHeHune, He meHee 100 MéuT/c.

Moppep>knBaemble onepaumoHHble cuctembl (0OC):
» Astra Linux Special Edition 1.7 (Server);

* Microsoft Windows Server 2016 v HoBee.

B OC ponykHbl bbITb YyCTaHOBNEHbI:
* Python 3.7.3 C CMCTEMOM yNpaBneHUs nakeTamum pip;
» koMnoHeHT «CepBep TepmuHanoB» u3 coctaBa Termidesk gna OC Astra Linux Special Edition
(Server);
= MS RDS ana OC Microsoft Windows Server.

B OC Astra Linux Special Edition (Server) nonxHbl 6bITb BblAaHbl NpaBa Ha paboty ¢ DBUS.

B OC Microsoft Windows Server gonkHbl 6bITb BblAaHbl MpaBa J0KaJIbHOro aAMMUHUCTPATOpa.
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1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme CornalleHms:

* MOHOWWPWHHBIA  WPUPT — WCMNONb3YETCH A8 BblaeNeHUs ¢GparMeHTOB TEKCTa Mporpamm,
HanMMeHOBaHUIM (annoB U Manok (AMPEKTOPWUI), HAMMEHOBAHUI MAKETOB, MYyTEW MEPEMELLEHUS,
CTPOK KOMMEHTApMEB, Pas/IMYHbIX MPOrpaMMHbIX 3/1EMEHTOB (OOBLEKT, Knacc, TUM, MepeMeHHas,
KOMaHAa, MakpocC U T. 4.), @ Tak>)Ke BBOAUMOIO 1 BbIBOAUMOIO TEKCTA B PEXKMME KOMaHAHOW CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, MWCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA CECCMOHHOIO ArEHTA

2.1 . MonyyeHne NAKETOB YCTaHOBKMU Yepe3 MHTepHET-peno3uTopuii

Ona nonyyeHuMs nakeToB YCTAHOBKM MOXET wucnonb3oBatbcs WMHTepHeT-penosuTopun: https://

repos.termidesk.ru/.

LOns nopgkntoueHms penosmtopusi B OC Astra Linux Special Edition Hy»kHO BbINONHUTbL CnepytoLLee:

* YCTaHOBUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
-y - KJIHOY 419 NMPonycKa NoATBEPXKAEHUS YCTAaHOBKMU;
» no6aButb  WUHTepHeT-penozuTopun  Termidesk B  damn /etc/apt/sources.list.d/

termidesk_local. list 4yepe3 kKOMaHAHbIM MHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb https://repos.termidesk.ru/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIIOY A5 YTEHUs1 KOMaH[ U3 BBOAMMOMW CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHa BblBOOA TeKCTa, COBMECTHO C CMMBOJIOM «>» UCMNOJb3yeTCsl A5 nepeHanpasrieHus
CTpoku deb https://repos.termidesk.ru/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://repos.termidesk.ru/astra $(lsb_release -cs) non-free - pobaBnsiembin
peno3nTopui, BoXKeHHas koMaHaa $ (lsb_release -cs) NMoacTaBnseT Bepcuto - 1.7_x86-64;

" MoNy4unTb KNtod pernosmtopus Termidesk GPG-KEY-PUBLIC w pobasutb ero B OC:
:~$ wget -0 - https://repos.termidesk.ru/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* OBHOBWUTbL AaHHbIE MAKETHOrO MeHeayKepa:

:~$ sudo apt update

2.2 . MNonyuyeHune naketoB ycraHoBku B OC Astra Linux Special Edition

OuctpnbyTre npeanctasneH 6uHapHbIM dannom naketa nporpammHoro obecrnieveHus (MO) B deb-
dopmate. YctaHoBka B OC Astra Linux Special Edition npousBoanTca 13 nokanbHOro pernosutopus,

pacrnpocTpaHsieMoro B dopmate iso-obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMSI cnocobamu:
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* 3aMosiHMB 3anpoc Yepe3 canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NIMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lnsa nopgkntoueHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbINOJIHUTb CNeayoLLee:
* CKOMMPOBaTb B JIOMALLHMI KaTaor nonb3oBaTeNs 0bpas amMcka termidesk-<Bepcua>.iso;

" MOAKAKUUTL 06pa3 aMcka K hannoBoM CUCTEME B KaTasior /mnt:

:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:

-0 loop - napameTpbl Ans NpuBS3KM netnesoro yctporctea (/dev/loop) K danny termidesk-
<Bepcus>.iso, yCTPOMCTBO 3aTEM MOHTMUPYETCS B YKa3aHHbIW KaTanor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTanora repos MOAKIYEHHOro obpasa Aucka B Katanor /var

NoKanbHoW harioBOM CUCTEMDI:
:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - K04 O/ peKYpPCUBHOIO KOMMPOBAHMSA MOAKATaNoroB M GanioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

* OTKJIHOUMTb MNOAKJIHOYEHHbIN paHee 0bpa3 AMCKa OT y3na:
:~$ sudo umount /mnt
= YCTaHOBUTb NakeT lsb-release:

:~$ sudo apt install -y lsb-release

roe:
-y - KJIOY 419 NpPOonycKa NOATBEPXKAEHUS YCTaHOBKM;
* nobaBUTb JIOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local. list 4yepes KOMaHAHbIK MHTeprpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY 41151 YTEHUS1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHZa BblBOAA TEKCTA, COBMECTHO C CMMBOJIOM «>» UCMOJMb3YETCS AN NepeHanpaBieHus
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/

sources.list.d/termidesk_local. list;
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deb file:/var/repos/astra $(lsb_release -cs) non-free - n06GaBNSEMbIN PENO3UTOPUM,
B/IOYKeHHasa koMaHaa $ (lsb_release -cs) noacrasnseT BepCcuUIo - 1.7_x86-64;

* BbINOJIHUTb NMOUCK Ktoya peno3uTtopust Termidesk GPG-KEY-PUBLIC u po6aeutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
» ybeamTbcs, YTo KoY € uid «release@uveon. ru» Bbln ycnewHo AobaBneH:

:~$ apt-key list

& B cnyuvae, ecnm knroy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEO6XOAMMO Y6eamTbCs, YTO Kntod GPG-
KEY-PUBLIC cyLlecTsyeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyllecTByeT, HEOOXOAMMO MPOBEPUTL MPABUIbHOCTb BbIMOMHEHMS LWAroB Mo
[ob6aBneHuo penosuTopusi Termidesk B dann /etc/apt/sources.list.d/
termidesk_local.list.

Mpu ycnewHoM BbIMNOMHEHMM BCEX LUAroB KOMaHAA BbIBEAET COAepXKMMoOe Kitoda B dopmate
Base64.

* 0BHOBUTb JaHHbIe NAaKETHOrO MeHemKepa:
:~$ sudo apt update
HaHHyto komaHay (sudo apt update) HeO6XOLMMO BbIMOMAHATL MPU KAKAOM M3MEHEHMM CruUCKa
MCTOUYHWUKOB MaKeTOB UM NMPU USMEHEHMM COAEPXKMMOTO 3TUX UCTOUHUKOB.
2.3 . YcraHoBka B cpeae OC Microsoft Windows

2.3.1 . CeCCUOHHDIN AreHT
CeccuoHHbIM AreHT yCcTaHaBNMBaeTCa Ha cepBep TepMuHanoB Microsoft Windows Server 13 ms+i-nakeTa
termidesk-session-agent.
[ns ycTaHoBKM ceccMoHHOro AreHTa HEOBX0AMMO:
* BbINOJIHWUTb 3aMyCK YCTaHOBOYHOro danna termidesk-session-agent_XXX.ms1;

* B OKHe NpWBETCTBMSA HaxaTb KHoMKy [[anee] (cm. Pucyrok 1);
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e
~

ﬁ Ycranoeka Termidesk Session Agent - X

Bac npuBeTCTBYET MacTep YCTaHOBKM
Termidesk Session Agent

MacTep ycTaHoBKM ycTaHoBWT Termidesk Session Agent Ha
KoMNbRTEpe. HammuTe KHoNKy "Aanee”, uTobbl NpogoN#HTS,
WM KHONKY "OTMeHa", uTobkl BRIATH M3 MacTepa YCTaHOBKM.

PucyHok 1 — OkHO NpmBETCTBUS YCTAaHOBKM CECCMOHHOIO AreHTa

" MPpUHATb yCnoBua TMUEH3MOHHOIO cornalleHna N HaXkaTb KHOMKY [,El.anee] (cM. PucyHok 2);

ﬂ Ycranoska Termidesk Session Agent - ped
INunuensnoxHoe cornamenne
BHUMaTENEHD I'I[JOLIMTBI:TI'E Cnefywlee NUUEHZMOHHOE CornalleHue @

JIMIEHSMOHHOE CCOTIJIANIEHME C KOHEYWHHM IICJILSCBATEIIEM A
IMCIeTYep NOAKIINYEHMI BMPTYalbHEX pPabodMx MecCT
TepMMIECK

BuMMaHKMe ! BHMMATENRHO NPOUYMTANTE HMEECIIEIVOIME
VCIOBMA, OpPEXRIe YeM YCTaHAaBIMBATH, KONWPOBATE MM
MHEM CINOCOS0M MCHONBSOBATE OUCISTYED NOOKIINUYSHUN
BMpTYalbHEX paboumx MecT TepMuieck (manee — II0) .
YCTaHOBKa, KONWPOBaHME MM MCIONbIOBaHMe 10 MHBM

U

ﬂ MPUHUMEH YCNOBKA NHMUEHZMOHHOIO CUI’ﬂaLLIEHHHE

MNeuaTs Hazag lanee OTmeHa

PucyHok 2 — OKHO € yCNOBUSIMU NIMLEH3NOHHOIO COrNaLleHus

* BbIOpaTb MyTb YCTAaHOBKWM WM OCTaBUTb €ro MO YMOAYaHUIO WM HaxkaTb KHonky [[anee] (cm.

PucyHok 3);
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ﬁ Ycranoeka Termidesk Session Agent - X

Koxeunan nanka
HaxmuTe KHonky "danee”, uTobbl BEINONHWTE YCTAHOBKY B NANKE N0 YMONYEHWHD, @
WK KHOMKY "M12MennTs", uTobel BEIDpETE APYryH nanky.

YcraHwoeuTe Termidesk Session Agent B:

C:\Program Files\UVEON\Termidesk Session Agent),

MameHnTE...

Hazag lanee OTMeHa

PucyHok 3 — OkHo BbI6oOpa KaTasiora yCTaHOBKM

" HaXkaTb KHOMKY [YCTaHOBUTB] (cm. PucyHok 4)ANs1 Ha4ana npowecca yCTaHOBKM;

ﬁ Ycranoska Termidesk Session Agent - ped

Bce roroso K ycraHoBke Termidesk Session Agent @

HaxmMuTe KHONKy "YCTaHoBMTE", UToObl HAUaTh YCTAHOBKY. HaxmuTe kHonKy "Hazan", utobel
NPOBEPHUTE WK W3MEHUTE NAPAMETPLI YCTAHOBKW. Haxmute KHonky "OTmeHa", yTobel BeIfTH
M3 Macrepa.

Hazag “. YcraHoBHTE OTmeHa

PucyHok 4 — OkHO noaTBepPXXAEHUS YCTaHOBKM

" cornacuTbCa C nepe3arpy3K017| CucTteMbl nocsie yCTaHOBKU CECCHUMOHHOIO AFEHTa, Ha>XaB KHOMKY

[OK] (cm. Pucyrok 5). B npoTvBHOM cnyyae ycTaHOBKa byaeT npepsaHa.
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ﬁ ¥Ycranoeka Termidesk Session Agent X

Mporpamme ycTaHoBKM TpebyeTca 00HOBWTE qainel MoK
\ y cnys#6bl, KOTOpEIE HEBO3MOXKHO 0BHOBWTE BO BpEMA

ELINOAHEHMA CHCTEMEL. ECM NPOACTHKNTE, ANA 2aBEPLIEHHA
YCTaHOEKW NoTpebyeTcA nepezarpysxa.

PucyHok 5 — OkHO NoaTBeEP>KAEHMUS Mepe3arpy3kmM CUCTEMbI NMOC/E YCTaHOBKM

Mocne ycTtaHoBKM co3dacTca KOHMUrypaumoHHbi ¢ann  C:\Program Files\UVEON\Termidesk

Session Agent\session_agent.ini.

& Tlocne ycTaHOBKM ceccMOHHOro AreHTa HeobxoauMo co3paTb MpaBWuio afis bpaHamayspa Ha
OTKpbITUE NopTa 31000.
Mocne yCTaHOBKM CECCUMOHHbIM AreHT Mpyv HEOBXOAMMOCTU MOXKET ObITb HACTPOEH COrJIacHO
noppasaeny Hactpoiika KOMMNOHeHTa.

2.4 . YcraHoBka B cpege OC Astra Linux Special Edition 1.7

2.4.1 . YcTaHOBKa ceCCMOHHOro AreHTa
CeccuroHHbIM AreHT ycTaHaBnmBaeTcs Ha cepepe TepmuHanoB OC Astra Linux Special Edition (Server)

u3 deb-naketa termidesk-session-agent.

Mepen ycTaHOBKOM HeOBGXOAMMO MOAK/OUUTL perno3uTopui Termidesk, kak ykasaHo B noppasgene
MonyyeHne nakeToB yCTaHOBKMU uYepe3 UHTepHeT-peno3uTopuii unu NonyyeHue nakeToB YCTAaHOBKU B
OC Astra Linux Special Edition.

YcTaHoBKa CeCCMOHHOIro AreHTa BbIMOJIHAETCS MPU NMOMOLLM KOMaHbl:

:~$ sudo apt install termidesk-session-agent

Mocne ycTaHoBKM cnykba termidesk-session-agent aBTOMaTMYeCKM 3amyCTUTCS, TakXe CO34acTcs

KOHUrypaumoHHbIn dhann /etc/opt/termidesk-ssa/session_agent.ini.

& TMocne ycTaHOBKM CECCUOHHDBIN AreHT MOXKET BbITb HAaCTpOeH cornacHo noapasgeny Hacrpoika
KOMIMOHEHTAa.
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3. YOANEHUE U OBHOBNEHUE CECCUOHHOIO ArEHTA

3.1. YnaneHue AreHTa

Ynanernune AreHta u3 cpeabl OC Microsoft Windows BbinonHsietcsa yepes «[lyck - MaHenb ynpaBneHus -
YnaneHuve nporpamMmbl». HeobxoaMMo BbibpaTb M3 CMMCKa YCTAaHOBEHHbIX MPOrpaMM AreHT M HaXkaTb
3KpaHHYO KHOMKy [Yaanutb].

Mpu yaaneHuu AreHTa He oyneT yhaneHa BETBb peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run.

Ynanenne AreHTta us cpeapl OC Astra Linux Special Edition 1.7 BbinonHaeTca KoMaHOoM:
:~$ sudo aptitude purge -y termidesk-agent
roe:
-y - KJIIOY 419 NponyckKa NOATBEPXXAEHUS yaaneHus;
termidesk-agent - HaMMeHOBaHMe MnakeTa. [ns yganeHus cecCMOHHOro AreHTa HY>XHO MCMOoJib30BaTb
HanMeHoBaHMe termidesk-session-agent.

Ecnun YCTaHOBKa MakeTa npoun3soaMnaCb He U3 NOKaJIbHOro penosnTopusa, yoaneHue BbINOJTHAETCA

KOMaHO0M:

:~$ sudo dpkg -P termidesk-agent

3.2 . O6bHoBneHUe AreHTa

O6HoBneHMe cecCMOHHOrO AreHTa BbIMOMHAETCS YCTaHOBKOM HOBOM BEPCUM MOBEPX MpenblayLLeN.
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4 . HACTPOMKA KOMIOHEHTA

4.1 . Hactpomnka ceccuoHHoro AreHTa

4.1.1 . lNepBH4Haa HacTpoMka

B 06bI14HOM KOHbUIYpaLMKM HacTporiKa CECCMOHHOIrO AreHTa He TpebyeTcs.

CepTudukatbl OTKpbITOro Kto4a (cert.pem) M 3aKpbITbid Ktod (key.pem), KOTOpble MCMONb3YHOTCS
CECCUMOHHbIM AreHTOM ansi ¢GOpMUPOBaHMS TOKEHOB M B3aMMOLEWCTBUSI C OPYrMMU KOMMOHEHTaMm
Termidesk, reHepupytoTcs aBToMatuyeckn. CepTuduKkaTbl U KHOY pacrnonoXeHbl B Katasore /etc/opt/
termidesk-ssa/certs/ ana OC Astra Linux Special Edition (Server) nnu B katanore %ProgramData%/

UVEON/Termidesk Session Agent/certs/ ans OC Microsoft Windows Server.

® Knwou - nocnenosaTeNbHOCTb MCEBAOCNYYAMHBIX YMCEN, CreHepuMpoBaHHas 0cobbiM 06pa3oMm.
Ceptudukar - aptedakT, cogepxawmii MHOOPMaLMIO O BNAAE/bLE KHOYa M MOATBEPXKAAOLLMM
NMPUHALNEXHOCTb K/koYa BRagenbLy.

4.1.2 . HacTtpoiika ceccMoHHOro AreHTa Ha Ucnosb3oBaHue npotokona HTTPS
Mo yMonuyaHuWto nocne YCTaHOBKWM CECCUMOHHbIM AreHT mcnonb3yeT npotokon HTTP ans obpaboTku
3anpocoB. [ns Toro 4Tobbl CECCUOHHbINM AreHT 06pabaTbiBas 3anpockl no npotokony HTTPS HyxHo:
* BbINONHUTbL UMMOPT CepTUDMKATA U KITHOYEN Ha Y3/ C CECCMOHHBIM AreHToM;
* yKa3aTb NyTU K CEPTUPUKATY M KUY B MapaMeTpax KOHbUrypaumm ceccmoHHoro AreHTta (cm.
noapasaen KoHdurypaumoHHbIA ¢aiin ceCCMOHHOro AreHTa);
* NpucBoMUTb NapameTpy USE_HTTPS 3HaueHue True B KOHOUIypauMoHHOM caline CeCCUMOHHOIO
AreHTa (cM. nogpasgen KoHdurypaumoHHbiA ¢aiin ceCCMoOHHOro AreHTa);
* BbINOMHUTL Nepe3anyck cnyxbbl «TermideskSessionAgentService» yepes ocHacTky «Cny>kbbi» B

OC Microsoft Windows Server unu komangon B8 OC Astra Linux Special Edition (Server):

:~$ sudo systemctl restart termidesk-session-agent

& TlMocne BbIMNONHEHHbIX AENCTBMM HeobxoauMo BKOUMTL nMapameTp «Mcnonb3osate HTTPS» B
HacTponkax noctaswmka «CepBep TepMuHanoB» B Beb-uHTepdence Termidesk.

4.1.3 . KoHdurypaumoHHbiii dainn ceccuoHHoro AreHTa

[Ons HacTpomku ceccMoHHOro AreHTa UCMonb3yeTcsl KOHPUIypaunoHHbIn dann /etc/opt/termidesk-
session-agent/session_agent.ini (ana OC Astra Linux Special Edition (Server)) wnau
%ProgramData%\UVEON\Termidesk Session Agent\session_agent.ini (ans OC Microsoft
Windows Server).

LdocTynHbie B KOHPUrypaunmoHHOM cdarisie napameTpbl NpMBEAEHbI B TabAULE (cM. Tabamua 1).
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Tabnuua 1 - MapameTpbl KOHPUTYypUpPOBaHUS CECCMOHHOIO AreHTa

Cekuus MapameTtp OnucaHue 3HaJeHue Mo YMOMHaHUIO
AGENT LISTEN_IP IP-appec unu FQDN ceccroHHoro AreHTa 0.0.0.0
AGENT LISTEN_PORT MopT ceccnmoHHoro AreHTa 31000
AGENT HEALTH_CHECK_ACCESS_K | Kntou goctyna gns ayTeHTUdMKauum None
EY 3anpocos kK API.

3HayeHue no ymonyaHuto: None (K/tod He
3afaH, NpoBepKa 3anpoca Ha
ayTeHTUDUKALMIO HEe OCYLLECTBASIETCS).
Mpu 3apaHnM 3HaYeHUs knoYa cnepyet
PYKOBOACTBOBATbCS MPaBUIIOM, YTO:

= pasMep KJ/toya Jo/mKeH cocTaenatb ot 0
[o 64 cumsona;

* [OJI)KHbI MCMOMb30BaTbLCA CUMBO/IbI B
wecTHaguatepmuyHon cucteme (0-9, a-f)

AGENT INSTALL_RDS_ROLE_ON_N [ AKTMBauUua ponun cepBepa TEPMUHAIOB B False
EXT_BOOT OC Microsoft Windows Server n
[obaBneHue npasmna 41 CECCMOHHOIo
AreHTa B MEXXCETEBOM 3KpaHe
(6paHpMay3pe) Windows. MNpumeHsieTcs
TOMbKO MpPU UCMOSIb30BAHUMN MOCTaBLLMKA
pecypcoB «MeTanocTaBLmk» B Termidesk.

Bo3moxHble 3HaueHus: True, False.
3HayeHWe No yMonyaHuto: False (He
aKTUBUPOBAHO).

Mocne 3anycka ceccMoHHOrO AreHTa
3Ha4yeHue napaMeTpa BHOBb U3MEHUTCS Ha

False, NOCKOJIbKY OMnepaumsi akTMBaLuu
BbIMOJIHAETCS eAMHOXAbI

SSL CERTIFICATE_PATH MyTb no SSL-ceptudmkara. /etc/opt/termidesk-ssa/
/etc/opt/termidesk-ssa/certs/ certs/cert.pem
cert.pem ucnonb3yetcs ans OC Astra unun

Linux Special Edition,

%ProgramData%
%ProgrambData%\UVEON\Termidesk \UVEON\Termidesk Session
Session Agent\certs\cert.pem Agent\certs\ cert.pem
ucnonssyetcs ans OC Microsoft Windows
Server
SSL PRIVATE_KEY_PATH MyTb [0 3aKpbITOro KtOYaA. /etc/opt/termidesk-ssa/
/etc/opt/termidesk-ssa/certs/ certs/key.pem
key.pem ucnonb3yetca ans OC Astra unu
Linux Special Edition,
%ProgramData%
%ProgrambData%\UVEON\Termidesk \UVEON\Termidesk Session
Session Agent\certs/key.pem Agent\certs\key.pem
ucnonbsyetcs anis OC Microsoft Windows
Server
SSL USE_HTTPS Kntou 3anycka ceccMoHHoro AreHTta B False

pexxuMe ncrnonb3oBaHus npotokona HTTPS.
Mpw BKNtOYEHHOM pexkuMe (3HadeHue True)
3anpocbl no npotokony HTTP
obpabaTbiBaThCa He BynyT
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Cekuus MapameTtp OnucaHue 3HaJeHue Mo YMOMHaHUIO

LOGGING LEVEL YpoBeHb xypHanmposaHus. JonyctuMmele INFO
3HayeHua: NOTSET, DEBUG, INFO, WARNING,
ERROR, CRITICAL

LOGGING ROTATION_LIMIT MakcumanbHoe konmyecTso dannos 5
>KypHanoB. [Nocne pocTuxeHus npeaena,
NPOUCXOAMUT CXKATHE XKYPHAJIOB B apXuUB

LOGGING MAX_FILE_SIZE MakcuManbHbIn pa3mep danna xypHana (B 2097152
6anTax)
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5. XYPHAJINPOBAHUE

KypHanbl paboTbl ceccMOHHOro AreHTa pacrnofioXKeHbl B ciegyrowmx dannax:
* OC Astra Linux Special Edition 1.7: /var/log/termidesk/session-agent. log;
* OC Windows: C:\Program Data\UVEON\Termidesk Session Agent\log\session-
agent. log.

B >kypHanax ceccuMoHHoro AreHTa peructpupyetca uHpopMauuss O r106anbHOM  YHUKaNbHOM
naoeHTUdUKaTOpe CeECCUU, KOTOPbIM MO3BOMSET OAHO3HAYHO COMOCTAaBUTb MOJIb30BATENS U NMPOU3BOAUMbIE
UM JencTBus. Tak)Ke B XKypHanax CecCMOHHOro AreHTa peructpupyetcs MHdpopMauusi 06 yHUKanbHOM
noeHTUdUKaTope 3anycka pecypca, KOTOPbIA MO3BOMSET OAHO3HAYHO COMOCTaBUTHL MOJIb30BATENS U

[OCTyrMHble eMy pecypcbl: BPM u npunoxenus.

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 15



@ TERMIDESK

C/ET.10001-02 90 04

6 . MPUHATBIE TEPMUHbI U OIMNPEOEJIEHUA

TepMuH

OnpegpeneHue

BupTtyanbHoe pabouee
MecTo

Takke: BPM.

lNocteeas OC munu OC, ycTaHOBNEHHAs! HA BblAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOM
peanusyeTcsl C MOMOLLbIO MPOTOKONA YAANIEHHOMO AOCTYNa

[ocTeBas OC

OC, dyHkuMOHUpYtoLwas Ha BM

KomnoHeHT
«MeHep>xep pabounx
MecT»

KomnoHeHT Termidesk. OToensieMbii KOMMNOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAKOLLMI 33
B3aMMOJENCTBME C MOCTABLUMKOM PECYPCOB U YNPaBieHUs XXU3HEHHbIM LmkioM BPM, Bkntouas
CO34aHue, HAaCTPOMKY, 3aMyCK, OTKJTHOYEHWE U yOaneHMe.

SlBnaetca 06paboTUMKOM POHOBbLIX 334a4.

YcTaHaBnuBaeTca u3 naketa termidesk-vdi. HaumeHoBaHWe cnyybbl nocne ycTaHOBKMU:
termidesk-taskman.service

MocTaBwuk pecypcos

OC, nnatcdopma BMpTYyanmsaumm unm TepmMmnHanbHbii cepeep (MS RDS/STAL), npepocTasnsioLime
BbIYMCANTENbHbBIE MOLLHOCTW, PECYPCbl XpaHEHMS AaHHbIX, @ Tak)Ke CeTeBble pecypcbl Ang
pasMeLlleHus ¢poHgos BPM

n POTOKO/1 4OCTaBKU

Moanneps>kmeaembin B Termidesk npoTokon yganeHHoro goctyna k BPM

KoMmnoHeHT
«CecCcUOHHbIN areHT»

KomnoHeHT Termidesk. YcTtaHaBnuBaetcs Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOXXHOCTb MHOXECTBEHHOrO A0CTYrMa MoJib30BaTesNel K yaaneHHbIM paboumM cTonaMm u
MPUNOKEHUAM

KomnoHeHT
«YHUBepcanbHbIn
aucnetyep»

KomnoHeHT Termidesk. OToensieMbii KOMAIOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAKOLLMI 32
naeHTUbMKaLMIO Nosb3oBaTesien, HasHavYeHWe MM BPM 1 koHTpons goctasku BPM.
YcTaHaBnuBaeTcs u3 naketa termidesk-vdi. HanmeHoBaHWe cnyy6bl nocne ycTaHOBKU:
termidesk-vdi.service

®oHg paboumx mecT

Takxke: doHa BPM.

COBOKyI'IHOCTb noaroToBNIEHHbIX BPM ANa 4OCTaBKKM MO O4HOMY UJTNM HECKOJIbKMM MPOTOKOJ1IaM
YAaneHHOro oocrtyna B 3aBUCUMOCTU OT MOSIHOMOYMI NONb30BaTeNEN

LLlabnoH pabouero
MecTa

Takoke: wabnoH BPM.
MapameTpbl kOHUrypaLmm 6a3osoro BPM ans ncnonbsosaHus B poHae BPM

KomnoHeHT «CepBep
TepMuHanos Astra
Linux»

KomMnoHeHT Termidesk. Takxxe: STAL.

ObecneunBaeT NOAKIIOHMEHME NOb30BaTENbCKMX pabounx cTaHumn k BPM ¢ OC Astra Linux
Special Edition yepes ceaHc ypaneHHoro TepMmuHana

Kntou MpumeHseTca B KOHTeKCTe darna, He onumm B koMaHae. MNocnenoBaTenbHOCTb NCEBAOCNYYANHbIX
yncen, creHepupoBaHHasi 0cobbiM 06pa3oM
Ceptudukar ApTedakT, cogep>xalimin MHPopMaLmIo 0 BNafesbLe Kitoda U NOATBEPXKAAIOLUMIA NPUHAANEXKHOCTD

K/tOYa BNagenbLy
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7 . NEPEYEHb COKPALLIEEHUIA

CokpalueHune MosicHeHUe
BPM BupTtyanbHoe paboyee mecTo
ocC OnepaumroHHas cucTema
no MporpammHoe obecneyeHune
CLI Command Line Interface (MHTepdenc kKoMaHLHOM CTPOKM)
HTTP HyperText Transfer Protocol (npoTokon nepepayuu runeprekcra)
IP Internet Protocol (MexxceTeBow npoTokon)
Termidesk MporpamMmmHbIn KoMnnekc «ducneTyep NoaKAOYEHUI BUPTYanbHbIX paboumx
mMecT Termidesk»
URL Uniform Resource Locator (yHMbUMLMPOBaHHbIN yKa3aTeNb pecypca)
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