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1. ®yHKUMOHaNbHble BO3MOXXHOCTU

1.1. Oducnetyep noakntoueHUn

Bo3aMo)KHOCTb 3HayeHue

OCHOBHbIE BO3MOXHOCTU

UHTepdenc agMMHUCTpaTOpa

Beb-uHTepdeiic
CLI

MHTepderic nonb3oeatens

Beb-uHTepdeiic
Mpadumueckuit nHTepderic
CLI

MN3meHeHne uHTepderica

Tema odopmneHus Beb-uHTepderica
CrpaHuua Bxona B Beb-uHTEpdenc

MHTepdenc ons B3aMMOAENCTBUS C APYTrrMU
cucrteMamm

REST API

CpenctBa ayTeHTUGMKALMU aAMUHUCTPATOPa

NokanbHaa OC

CpeacTBa ayTeHTUdMKaLMM Nonb3oBaTenemn

openLDAP

Microsoft AD

FreelPA

ALD

ALDPro

TOTP-ayTeHTUdMKALMSA Yepes aucneTyep
TOTP-ayTeHTUdMKaums yepes Freel PA
SAML

RADIUS

CpencTBa MaeHTUdMKALMM MOLKIHOHAEMbIX
nonb3osaTenen

Mo IPv4-appecy

Cpe,EI,CTBa aBTOpU3aunmn

ABTopu3aums ycTponcts goctyna (mTLS)

LenervpoBaHue npas agMUHUCTPUPOBAHUSI

Ponesasa mogenb pnoctyna (RBAC)

OrpaHuyeHuna oencTeuii c o6bekTamMm

Cniucok koHTpons poctyna (ACL)

OrpaHunyeHne BO3MOXKHOCTEN JOCTYyNa K UHTepdency

KonuyecTtso nonbITok BX0Aa
Bbnokupoeka nonb3osarens
PasbnokupoBka nonb3oBaresns
JoBepeHHble y3bl

BusyanbHas uHbopMaums npu owmbkax Bxoaa

CraHpapTHas
HacTtpanBaemas

OrpaHuyeHna AMTENbHOCTM CECCUNA

OrpaHuyeHune ceccumn afMMHUCTpaTopa
OrpaHuyeHre ceccuun nNonb3oBarTens
OrpaHuyeHune BpemMeHM NpocTost paboyero MecTa
OrpaHuyeHre BpeMeHU ceccmm € pabounM MecToM

Monutnku

CnobanbHble NOAUTUKM
MonuTtukn ons doHpoB

OrpaHuyeHus poctyna K uHTepdency
aAMUHUCTpaTOpa

Lns Beb-uHTepdelica
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MpencTaBneHune nHtepdeinca

Mounck obbekToB B BeG-MHTEpdeElice

Mouck 3HaueHWN B BeG-nHTEpdence

ABTOMaTU4Yeckoe 06HOB/IEHWE JaHHbIX B BEG-UHTepdelice
HacTpanBaeMoe aBTOO6HOBEHWE AaHHbIX B BEG-UHTEpdelice

BeneHwe cucteMHoro xypHana

CoxpaHeHue B b1,
BHewHuit SYSLOG-cepBep (0o Tpex cepeepoB)

AyouT BeVCcTBUM agMUHUCTpaTopa

CoxpaHeHue B darin
CoxpaHeHue B b1,
BrewHun SYSLOG-cepsep

Pexxnum ayguTa gencrTeuii agMmMHUCTpaTopa

O6bIYHbIN
Crporumn

PoTauus >kypHanupyembix cobbITUi

XXypHan ayauta

Bbirpyska xypHana

XKypHan ayouta (CSV)
XKypHan cobbitun (CSV)

OTyeTbl

Mo nocnegHeMy Nonb3oBaTeNbCKOMY BXOAY B CUCTEMY
Mo nonb3oBaTeNbCKMM CeaHcaM
Mo nonb3oBaTeNbCKUM MOAKJIHOYEHUAM

Bbirpyska otueTa

®opmar CSV

OnoBeLleHuUa

OTnpaBka onoBeLEeHUIN MO 3/IEKTPOHHOM noyTe

OnTtumMusaums paboTsbl

OTKa3 oT MakCMManbHbIX OFpaHMHEHMVI
OFpaHMLIeHMFI ANa MHTepBaJia NPoOBEPOK Kella pa60l-w1x MecCT

OrpaHunyeHus ans MHTepBana NPOBEPOK HEUCMONb3YEMbIX paboumnx

MecCT

OrpaHunyeHuna Ans MHTEPBaNOB OYUCTKU MHPOPMALIMOHHbIX
0bbekToB

OrpaHuyeHus o8 BpeMEHU XpaHeHUs MHHOPMaLMOHHbIX 06bEKTOB

OrpaHuueHna ans GoHOBOro MaaHMpPOBLLMKA 33434
OrpaHunuyeHna ans MHUUManmMsaumm paboumnx Mect

OrpaHuyeHMsa MHTEPBaIOB NPOBEPKU YaaNeHHbIX 06bEKTOB
OrpaHunyeHna AN KONMYeCcTBa BO3HMKaLWMX OLIMBOK
OrpaHunyeHna ans MHTepBana OTC/EXMBaHUSA OLLIMBOK
OrpaHuyeHMs No CPOKY XpaHEHUS CTaTUCTUKM

OrpaHunyeHmna no ooHOBPEMEHHO CO34aBaeMbIM pabounm MecTam
OrpaHuyeHMsa No 0AHOBPEMEHHO yaansaemMbiM paboumm MecTam

MoHuTopUHIr

healthcheck API

Bo3Mo)XHOCTH No pasMeLleHmio paboumx MecT

I'Iop,u,ep»(M BaeMble NOCTaBLLUKKN peCypCcoB

MK CB bpecTt

zVirt

oVirt

VMware vSphere

Aspoauck VAIR

®uznyeckmn MK

Microsoft Remote Desktop Services
Cepsep TepmuHanos Astra Linux (STAL)
VMmanager

OpenStack

PEL BupTtyanusauums
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CBs13aHHbIe KOHbI

MK CB bpect

zVirt

oVirt

VMware vSphere
VMmanager

PEL, BupTtyanusauums

[NonHble KNoHbI

MK CB bpect
Aspopuck VAIR
VMware vSphere
VMmanager
OpenStack

Bo3mMoxxHOCTH KOHUIYp

aLMKn 41a nocTaBLUMKa pecypcob zVirt

Pecypchbl ans pasmelteHma paboyero mecta

KnacTtep
XpaHunuwe

Pecypc pna Tunusaumm paboumx mect

basosas BM
CHanwot BM

Pecypc CTaTU4eCKunx pa60‘—IMX MecT

BM

HactpavBaeMble napaMeTpbl co3naBaemMbix paboumx
MecT

Pasmep aucka

MamaTtb
apaHTMpOBaHHas NamMsTb
Pabota c USB

Twn npoTokona AOCTaBKM

BoaMoxHOCTM KOHDUrYyp

auMuM A1 NocTaBLUMKa pecypcoB oVirt

Pecypcbl ans pasmelueHuns paboyero MecTta Knactep
XpaHunuue
Pecypc pna Tunusaumm paboumx mect bazoeas BM
CHanwot BM
Pecypc ctatuyeckmnx paboumnx mect BM

HaCTpaMBHEMbIe napaMeTpbl CO34aBaeMbIX pa60h|14x
MecCT

Pasmep gucka

Mamatb
apaHTMpoBaHHasa NamaTb
PaboTta c USB

Twvn npoTokosa AOCTaBKM

Bo3moxxHOCTH KOHDUIypauum an

9 nocTaBwmka pecypcoB PELl Buptyanusauus

Pecypchbl ans pasmelueHums paboyero mecta KnacTtep
XpaHunuie
Pecypc pna Tunusaumm paboumx mect bazoeas BM

CHanwot BM

Pecypc cTtatuyeckmnx paboumnx mect

BM

HacTpauBaemble napaMeTpbl CO343aBaeMbIX PaboUmx
MecT

Pasmep gucka

Mamatb
lapaHTUpoBaHHasa NamaTb
PaboTta c USB

Twvn npoTokona AOCTaBKM

Bo3smoxxHocTH koHPUrypauum ana nocraewmka pecypcoB VMware vSphere
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Pecypchbl ans pasmelteHmsa paboyero mecta DataueHTp
Knactep
Myn pecypcos
Manka
Pecypc ang Tunusaumm paboumnx mMect basosas BM

HaCTpaMBaeMble napaMeTpbl Co34aBaeMblX pa6oqu
MecT

Pasmep gucka

BoaMokHOCTM KOHUrypaumumn ans noctaBmka pecypcos MK CB Bpecr

PecprbI ANna pasMeLlleHunsa pa6oqero MeCTa

XpaHunuuue

Pecypc pna Tunusaumm paboumx mect

bazosbiii wabnon BM
Cnanwot BM

MHTerpaumsa ¢ o06beKTaMn MHBEHTApPM3aLLUK

Mcnonb3oBaHWe MeTOK

HaCTpaMBHEMbIe napaMeTpbl CO34aBaeMbIX pa60h|14x
MecCT

Tun MPOTOKOJ1a 4OCTaBKU

3anyck pabounx mecT

OT nonb3oBaTens
OT cucTeMHoro nonb3oBarens
Or AenerMpoBaHHOro Nosib3oBaTens

BosmMoxkHoCTH KOHPUIrypaLmm

A/ nocTasLumMKa pecypcoB Aspoanck VAIR

Pecypchbl ans pasmelteHums paboyero mecta

XpaHunuwe

Pecypc Ana TMnus3aulun pa60qu MecT

bazoBbili WwabnoH BM

HaCTpaMBaeMble napaMeTpbl CO34aBaeMbIX pa6oqu
MecT

bazosoe nma BM
MamaTb (3KCNeprMeHTanbLHO)
vCPU (akcnepuMeHTanbHO)

BoamoxkHocTH KOHUrypaum

M Ans noctaBLuKa pecypcoB VMmanager

Pecprbl ANa pa3MelleHna pa60L|ero MeCTa

XpaHunuie

Pecypc pna Tunusaumm paboumnx mect

basoBbili WwabnoH BM

HactpavBaeMble napaMeTpbl co3naBaeMblix paboumx
MecT

baszoeoe nma BM

MamaTtb

vCPU

O6beMm ancka

Myn IP-appecos
Monb3oBaTenbckmm cKpmUnT
Oomen BM

Maponb root
CBa3aHHbIV/MOSHbBIN KJIOH

Bo3MoxHoCTH KOHUrypaummn ana nocraBlmka pecypcoB Microsoft Remote Desktop Services

Pecypcbl ans pasmelneHus paboyero MecTta

Cepeep TepmuHanoe Microsoft RDS

Tunbl paboumx MecT

TepMuHanol
MpunoxeHus

HacTtpauBaemblie napaMeTpbl pabounx MecT

Mopnepykka eamHoro Bxopa (SSO) vepes credssp

Mopnepykka eaguHoro Bxoga (SSO) yepes rpynnoBbie NOAUTUKU
Microsoft AD

Bo3MoxHOCTM KOHUrypaummn ana nocraBlmka pecypcoB Cepeep TepMuHanoB Astra Linux
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Pecypcbl ans pasmelneHus paboyero MecTta Cepsep TepmuHanos STAL
Tunbl pabounx mMecTt TepmuHanol
MpunoxkeHus

Bo3moykHOCTU KOHbUrypauumn ans noctaBwmKa pecypcoB dumsmndeckun MK

Pecypc ana pasmelleHnsa pabouero mecTa

OC MK c HacTpoeHHbIM cTaTu4eckmuMm IPv4-apgpecom

BosmoxkHoCTH KOHMIypaummu ana nocraswmka pecypcos OpenStack

Pecypchbl ans pasmelteHms paboyero mecta

XpaHunuwe

Pecypc Ana TMnusaudun pa60qu MecT

bazoBbili WwabnoH BM

HaCTpaMBaeMble napaMeTpbl CO34aBaeMbIX pa6oqu
MecT

bazoeoe nma BM
KoHdwurypauns BM
O6beM ancka

Twun ancka

Pervon

MpoekT

30Ha [OCTYMNHOCTH
MNpynna 6e3onacHocTH
CoctosiHve BM B kelue 2 ypoBHs
MeTapaHHble
Cloud-init ckpunT

HocTtaBka paGoqero MeCTa

Cnocob nogkntoueHus kK paboueMy MecTy ABTOMAaTUYECKUN
Bobi6op doHaa
MpoTokonbl focTaBkU SPICE
RDP
Bbibop npoTokona nocTtaBku BpyuHyto

Ha ocHoBe OC knuneHTa

PaboTa 13 Be6-0603peBaTens

SPICE-HTML5

Busyanusaums paboumx mect

MNpacdmueckoe npeacrasneHune norotuna ana GoHaa
HaumeHoBaHMe dboHAa

LononHutenbHaa TekcToBas MHbopMaums
MpynnupoBka ¢oHA0B paboumx MecT

Cratyc pabouero MecTa

MpepnocTaeneHune paboyero mecTta

HaCTpOGHO M BKNTKOYEHO
HaCTpOGHO M BbIK/THOYEHO
COB,CI,aHVIe n HaCTpOﬂKa npu NoAKNKYEHUN

CepBucHble QyHKLMU

C6poc nonutmk

Bbi6op reHepaTopa uMeH paboumnx MecT
YnaneHue paboyero mecTa

YnaneHuve ceccum nonb3oBaTens
MpuHyanTENbHbIM BbIXOA, MONb30BaTeNs U3 paboyero MecTa
MpuHyaMTENbHBIN COpOC ceccum nonb3oBaTens
YnpaeneHue nutaHmMeM paboyero Mecta
Pexxum otnagku

PesepBHoe konunpoBaHue

CnipaBoyHas nHdopmaums no GoHay

URL nopaep>kku
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EauHbin Bxog (Single Sign-On)

MpoTtokon SPICE
Astra Linux
Microsoft Windows 10

MoprotoBka Bu

pTyanbHoro paboyero MecTa

CospaHue paboyero mMecTa

Ha ocHoBe wabnoHa

MmMeHoBaHWe paboyero mecTta

basoBoe Ha3BaHwWe
BapuaTtusHasa vacTb (cyddukc n ero anmHa)

JdomeHHas MHbpacTpykTypa

Bsog B nomeH FreelPA

Beoa B nomeH ALDpro

Bsoga B nomeH Microsoft Active Directory
PasmelueHne npoburns B ykasaHHOM KoHTelHepe OU

BozmMoxHoCTH ynpaBnieHua BUpTyasibHbIM pa60tMM MeCTOM

OTnpaBka coobLLeHNUM

MpepHacTpoeHHble Npu nepenybnmnkaLmm
Mpou3BosnbHbIE

YnpaBneHue 3neKTponnTaHNeM

MK CB bpect
oVirt
VMware

JaHHble nonb3oBaTens

XpaHeHue

Lwnck B dopmaTe qcow2

MNopkntoyeHme amMcka ¢ JaHHbIMU MOJSIb30BaTeNs

Mpu Bxone nonb3osatens B rocteryto OC

YI'IpaBJ'IEHVIe ANCKOM C OaHHbIMU NONb30BaTeNd

Yepes nonmtmkm

chHKLIMM NMPOTOKOJ1a A0OCTaBKU

I'Io,u,u,ep>KKa HECKO/IbKMX MOHUTOPOB

SPICE
RDP

MonuTtuka npotokona RDP

PaspelumnTtb cMapT-KapThl

PaspelmnTb npuHTEpSDI

PaspelunTb cMeHHble AUCKK
PaspelunTb nocnepoBaTenbHble NOPThI
Bbydep obmeHa (pasHoHanpaBneHHbIN)
Mcnonb3osaHne RemoteFX
MaclTabmpoBaHue aKpaHa

MonuTtuka npotokona SPICE

MonHo3KpaHHbIN peXxmnm

Bbydep obmMeHa (pasHoOHanpaBneHHbIN)

PaspewnTb nepepavy darinos

PaspewwmnTb nepeHanpaeneHne USB-TokeHOB (CMapT-KapT)
PaspewinTtb nepeHanpaBneHune Beb-kamepsl

PazpelueHune Beb-kamepbl

PaspelunTb 3apaHHble pa3peLLleHns U YNCI0 KaapoB Beb-Kamepbl

CuHXpOHU3aLMs MynbTUMEaMA

SPICE
RDP

®yHKkummn APl-uHTepdeiica
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Mcnonb3oBaHMe B aBTOMaTU3a 77

BepcroHunpoBaHHbii API

MonyyeHue AaHHbIX NaHenu yrnpasneHus
PaboTta c pomeHamu ayTeHTUdMKaLMM
PaboTa c cetamu

PaboTa c napameTtpamu roctebix OC
PaboTa c koHdurypaumen

PaboTa c doHaamu

PaboTa c nonutnkamm

PaboTa c xypHanom

PaboTa c nocTaBwmkamm pecypcos
PaboTa c ponesoit Mogenbto

Pa6oTa c ceccuamu

PaboTa c aBTOpU3aLMel yCTpOCTB AoCTyna
MonyyeHue cobbiTu ayanTa

I/IHTerpau,Mq C BHELLUHNMU CUCTEMaMU

PesepBHoe konuposaHue Rubackup
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1.2 . KnueHT nogxntoueHui

Bo3Mo)XHOCTb 3HayeHue

MporpaMMHbI KNUeHT

MopnepykvBaeMbie onepauMoHHbIE CUCTEMBI Microsoft Windows 7
Microsoft Windows 10
Microsoft Windows 11
Astra Linux 1.7

Astra Linux Open (2.12)
Astra Linux CmoneHck (1.6)
Archlinux

CentOS 7

Debian 9

Debian 10

Debian 11

RedOS 7

Ubuntu 16.04 LTS
Ubuntu 18.04 LTS
Ubuntu 20.04 LTS

MpoTokon B3aMMoaencTBMSA C CEpBEPOM HTTPS
HTTP

NuTepderic Mpadurueckmmn
CLI

O6pabotunk URI pns Beb-6payzepa

BosMoxxHoCTH rpacdmueckoro uHTepderica Bbi6op Tembl

Mopaepykka HECKONBbKMUX A3bIKOB
Pe>xnm nsbpaHHoro

HacTtpauBaemas copTMpoBKa 06bEKTOB

PernamenT 3anycka 3aI'IyCK KNIMeHTa B eAMHCTBEHHOM 3K3eMngape

MoakntoueHue k cepeepy TepMmuaeck BBog, fOMeHHOro nMeHu

Beog IPv4-agpeca

Mownck cepeepa B nokanbHol 30He DNS
MepemeHHas okpykeHUs

MHTerpaumsa c nHTepdencoM onepaumoHHom cucTeMbl | PasmelleHne MKOHKM NporpamMmbl B pasaesie MeHo
MuHMMU3aLMSA B CUCTEMHbIN TPen

be3onacHoe xpaHeHuWe y4eTHbIX AaHHbIX nonb3osatens | Dbus
Windows Credential Manager
JlokanbHbin dann

XXypHanupoaHue cobbiTui JNokanbHbin dawnn
MHTerpaums c cucteMHbIM XypHanoM Microsoft Windows
Boirpyska xypHana KnveHTa Ans nepeaayun B ciyxby noanepxku

MoakntoueHne kK paboyemy MecTy ABTOMaTU4Yeckoe
PyuHoe

Bbinyck ot sHBapsi 2024 10
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PaboTa c npoTokonamMum poCTaBKM

CTopoHHMe NpuaoxKeHua:

SPICE remote-viewer

RDP xfreerdp

RDP mstsc

Loudplay-knuneHT (3KcnepuMeHTanbHO)
MHTerprpoBaHHble B KIIMEHT:

SPICE vdi-viewer (cobcTBeHHas pa3paboTka, Ha 3aMeHy
remote-viewer)

MepeHanpaenexHme USB-ycTpolicTs

SPICE remote-viewer
SPICE vdi-viewer
RDP xfreerdp

RDP mstsc

OI'ITMMVI3aLI,VIﬂ nepeHanpasngaemMbiX yCTpOl;ICTB

USB-Buaeokamepbl
USB-TokeHbI (cMapT-KapTbl)
MpuHTepbI

Bo3moykHOCTM KnneHTa

KoHdurypaums Ha ocHOBe NonMTUK C cepBepa
YnpaeneHue nepeHanpasneHneM BUAEOKAMEpbI
YnpaeneHue nepeHanpasneHnem USB-TokeHoB (cMapT-KapT)
KonuposaHue dainos 8 BPM

[ByHanpasneHHbIn bycdep obMeHa

MonHo3KpaHHbIN pexxnm

Mopneps>kka HECKONbKMX MOHUTOPOB

ConocTasneHune BUPTYaibHbIX MOHUTOPOB GU3MYECKUM
CHMMOK 3KpaHa

OTnpaBka coueTaHUI KNaBULL

MepeHanpaBneHue KNaBMaTypsl

MHdopmaums no cocTosHMSAM KaHanoB YCTPOUCTB
MHdbopMauus no nepefaHHbIM AAaHHBIM B CECCUM
OTobparkeHne naeHTUdMKaTopa paboyero Mecta
CrnaxeHHbI peXxMM oTobparkeHus

YnpaenseMoe oTobpaykeHWe NaHeNn MHCTPYMEHTOB B
NOJTHO3KPAHHOM peXKMMe

Bbi6op nepeHanpaBneHmsa NpuHTEPOB

TML5-knueHT

MoppepykmBaemble Be6-6pay3epbl

Chrome
Opera
Edge
Firefox
Safari

MpoTokon

SPICE
VNC

Bo3moykHOCTM kKnmneHTa

MonHbIM 3kpaH

OTnpaBka coyeTaHus knasuw «CTRL+ALT+DEL» B rocteByto OC

Bbinyck ot sHBapsi 2024
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1.3. AreHT

Bo3sMoXXHOCTb 3HavyeHue

Arent BPM

MopaepykmBaemble onepaLmoHHbIE CUCTEMBI

Microsoft Windows 7
Microsoft Windows 10
Microsoft Windows 11
Astra Linux 1.7

Astra Linux Open (2.12)
Astra Linux CmoneHck (1.6)
AnbTAnHykc nnatdopma 8
AnbTAnHykc nnatdopma 9
RedOS 7

CentOS 7

Debian 9

Debian 10

Ubuntu 16.04 LTS
Ubuntu 18.04 LTS
Ubuntu 20.04 LTS

MpoTokon B3aMMOQENCTBUS C CEPBEPOM

HTTPS
HTTP

MHTerpaumsa c onepaumMoHHOM CUCTEMOM

MopkntovaemMbin Mogynb ayTeHTUdMKauum (PAM)

MHTerpaums ¢ uHTepderncom onepaumoHHON CUCTEMDI

Pa3MELLI,EHMe UKOHKHK NMporpaMMbl B pasgene MeHro

AyTeHTubMKaLmMs Ha cepBepe

CeCcCHMOHHbIN KoY

BsanmopericTBme ¢ nepeHanpaBnseMbiMU pecypcamm

MMeHOBaHHbIe KaHasbl

BsaumopericTeue ¢ nnatcdopmort BUpTyanmsaumm

Mogaynb libvirt-proxy

OTkNtoueHUe ceccum

SPICE

BupTyanusmnposaHHble ycTponcTsa

BupTyanbHas Beb-kamepa
BupTyanbHbIW HOCUTENb CMapT-KapT

EnnHbin Bxop,

Astra Linux SE 1.7
Microsoft Windows

CeccuoHHbI AreHT

MopaeprkmBaeMble OnepaLMoOHHbIE CUCTEMBI

Microsoft Windows Server 2016+
Astra Linux 1.7

MpoTokon B3aMMOAENCTBUSA C CEPBEPOM HTTPS
HTTP

MHTerpaums c onepaumoHHOM CUCTEMOM dbus
WMI

Windows registry

MHTerpaumsa c nHTepdencoM onepaumoHHOM CUCTEMbI

OcHacTka «Cny>6bi» B Microsoft management console
Systemd service unit

ABTOpVIBaLI,Mﬂ 3anpocoB K areHTy

JWT-TokeH

OTknroueHne ceccum

RDP

Bbinyck ot sHBapsi 2024

12



@ TERMIDESK

1.4. Wno3
MeTop, TYHHeNIMPOBaHWS NPOTOKONOB fOCTaBKM Websocket
Secure Websocket
Moppepykka TPaHCMOPTHOMO NPOTOKO/A B TYHHENE TCP

Bbinyck ot sHBapsi 2024 13
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1.5. OpkecTtpatop

Bo3smoXkHOCTb 3HaveHue

B3sanMopencTeune c KOMnoHeHTaMm TpaH3uTHbIN API

ABTOpM3auus B aucneTyepe TokeH

AgTtopuszaumsa B Obnake TokeH npunoyxeHus (OpenStack Application Credentials)
MoHuTOpUHI healthcheck API

MopaepykmBaemble obnavHble NaaTGopmbl Openstack
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2 . HedyHKLMOHaNbHbIE BOSMOXKHOCTH

Bo3Mo)XHOCTb 3HayeHue

HapexxHocTb ABTOMaTUYeCKMI Nepe3anyck cepeepa vepes systemd

MacwTabupyemocTb MaccuB Wwnto30B ¢ 6banaHCUMPOBKOM Harpysku yYepes Apache
MaccuB wnto3oB ¢ 6banaHcposkon Harpysku vepes NGINX
MpumeHeHune npotokona VRRP ans 6anaHCUMpOBLLMKOB Harpysku
MpumeHeHune npotokona VRRP ans gucnetyepa

OTaeneHne KOMMOHEHT AMCNETYEp, LWLIHO3, NIaHUPOBLUMK

EovHbIN HTepdeNC ynpaBneHns B pacnpeaeneHHbIX
KoHbUrypaumsx

Be3sonacHocTb AyTteHTudukaums cpepcresamm OC

AyTeHTudukaums u asTopmsaums kerberos

MHTterpaums ¢ C3M OC Astra Linux:
3aMKHyTaa nporpamMmHas cpeaa
MaHaaTHbIM KOHTPOsb LENOCTHOCTU

MpousBoamTeNnbHOCTD 250 ogHOBpEeMEHHbIX COEAMHEHUN Ha LLUJO3
1000 BPM Ha cepBep

HonrospemeHHoe xpaHeHUe CYBA PostgresSQL
SYSLOG-cepBepbl

OrpaHuyeHus 50 M6 O3Y Ha oaHo nosb3oBaTeNbCKOe MOAKIKYeHMe Npu paboTe
yepes LLO3

JvueHsmpoBaHue Mo oaHOBpPEMEHHbIM MOAKIHUYEHNAM
Mo o0bLieMy KonMUecTBy Nnosb3oBaTenein
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