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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT €BNsSieTCS MepBOM 4YacTbiO PYKOBOACTBA aAMMHMUCTpaTopa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B nepBoi 4acTu pykoBOACTBa MpPUMBESEHO HasHavyeHMe WM ycTaHoBka Termidesk. Ona Toro, 4ToObI
nosyunTb MHbOpMaumto o HacTponke Termidesk, HEO6Xo0aMMO 0B6PATUTLCS KO BTOPOM YacTU PYKOBOACTBA
apMuHucTpaTopa - CJIET.10001-01 90 02 «PykoBoacTBO agMuHMUCTpaTopa. HacTporika nporpaMMHOro

KOMMekca».

1.2 . HasHaueHue

Termidesk npepgHa3HaveH gns foctaBku paboumx MecT (PM), Takux, Kak: BUPTYyaibHbIX paboumx MecT
(BPM), npuno>keHui, opraHMsaLmMm TEPMUHANBHOIO AOCTYMa MoJsib30BaTeNen K pecypcam nocpeacTBoM

pa3fIMYHbIX MPOTOKONOB YAANIEHHOr0 AOCTYNa.

1.3 . O6nactb npuMeHeHUs

Termidesk Moy)keT npuUMeHATbCA ANS  CO34AHUS WM MOAEPHM3AUMM  MHPOKOMMYHMKALMOHHOM
MHDPACTPYKTYpbl MacwTaba opraHu3auMu, a TakXXe MOCTaBLUMKAMK YCIYr, peanusyrolmx ob/adyHyro
ycnyry PM.

Termidesk opueHTMpoBaH Ha 06pa30BaTESibHbIE UM WMHble OpraHM3auuM, B KOTOPbIX MPesyCcMOTPEHO
ucrnonb3oBaHue ogHoro PM MHoxecTBOM nonb3oBaTenie, C BO3MOXHOCTbIO ouncTkn PM  no
3aBepLUEHMIO ceaHca paboThl.

Termidesk ynobeH ons MCcnonb3oBaHMS B OpraHM3aumsax ¢ ObLLMPHOM CeTbio DUANANIOB.

Termidesk nosBonset peann3oBaTb MOJIMTUKU MOBbILLIEHHbIX TpeboBaHWMM K 6e30MacHOCTU AaHHbIX,
NpensTCTBYOLLMX HECAHKLLMOHMPOBAHHOMY PacnpoCTpaHeHuto Hdopmaumu. NMomumo storo, Termidesk
obecreymBaeT paboTy C BUPTYyanu3mpoBaHHbIMK rpaduyecknmum agantepamm (VGPU) v apantaumen K

HU3KOCKOPOCTHbIM KaHaJlaM CBA3U.

1.4 . OcHoBHble XapaKTepUCTUKU

Termidesk cocTouT M3 pspga KOMMOHEHTOB, KOTOPble MOrYT 6bITb IMBO oTaensieMbiMu (NoapasyMeBaeT
BbIOOP PO NpM yCTaHOBKe M3 0bLLero nakerta), 1Mbo camMocTosTelbHbIMU (KOMMOHEHT YCTaHAB/MBAETCS
M3 OTHENbHOro rMakeTa, HO MCMNOMb3yeTcs B COCTaBe OOLLUEero KOMMJekca). Takoe pasgeneHue
obecreynBaeT rmbkoe MacLITabUpoBaHME CUCTEMbI AJ19 Pa3/IMYHbIX CLLeHAapUEB MPUMEHEHMS.

B cocTae Termidesk BxogaT cnenytoLime KOMNOHEHTbI:
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* «YHMBEpPCaNbHbIA AUCNETYEP» - KOMMOHEHT, OTBEYAOLWMIA 33 MAEHTUDMKALMIO MOJb30BATENEN,
Ha3HayeHMe N KOHTpons goctaBkm um PM (BPM, npunoxxeHui, TepMrMHanbHOro 4octyna);

* «LLInto3» - KOMMNOHEHT, OTBEYalOLLMI 32 TYHHEIMPOBAaHUE MPOTOKOOB AOCTaBKM, MUCMOMb3YHOLLMX
TpaHcnopTHbIX npotokon TCP;

* «MeHenkep paboumMx MecT» - KOMIMOHEHT, OTBEYAIOLWIMM 338 B3aMMOAENCTBME C MOCTABLLMKOM
PECYPCOB M YMPaBNEHUSI >XM3HEHHbIM UMKAoM BPM, Bkntouasi cospaHue, HacTpoyky, 3anyck,
OTK/IFOYEHWE U YOANEHMUE;

* «AreHT» - KOMMOHEHT, OTBEYAalOLMIA 3a KOHTPOAMpPYEMYK pocTaBky PM, B3saumopencTsue c
«YHuBepcanbHbIM aMcrneTyepoM» n «MeHeakepom paboumx MecT»;

» «KnneHT» - KOMNOHEHT, OTBEYaroLWMM 38 4OCTaBKy PM Ha nonb3oBaTenbckyto paboyyro CTaHLUMIO C
BO3MOXKHOCTbIO MepeHanpaBfieHms nepudepun, KaTasaoros, M1 oNTUMU3ALUIO UX UCMONb30BaHUS B
NpOTOKOJIE AOCTABKM;

» «OpkecTpaTtop» - KOMMOHEHT, OTBEYAlOLMIM 33 aBTOMaTM3aLMIO pa3BepTbiBaHua Termidesk B
06nayYHbIX CTPYKTYpax;

» «CepBep TepMuHanoB Astra Linux» - KOMMOHEHT, OTBEYAIOLLMIA 33 OPraHM3auMio TEPMUHANBHOMO
poctyna B OC Astra Linux Special Edition;

* «YOaneHHbl MOMOLLHMK®» - KOMMOHEHT, NPefoCTaBNSOWMIA aAMUHUCTPATOPY WM CREeuMnanmcTy
TEXHMYECKOW NOALEPXKKM 3SKPpaH MOMb30BaTeNlss Yepe3 CeaHC YAANIEHHOTrO MOAKJIOYEHUS U
obecneymBatoLWLMA Nepeaady rofoCcoBon MHGOPMaLMK A8 B3aUMOAENCTBUS C MOJIb30BATENEM;

» «BuptyanbHbin Mmoaynb Termidesk» - KOMNOHEHT, npeacTaBnstoWwMn cobon o0bpa3 BUPTYaAsIbHOM
MawwuHbl (BM) (unn pucka BM) ¢ npepBapuTenbHO  YCTAHOBNEHHOM W HAaCTPOEHHOM
onepaumoHHou cuctemon (OC) n Habopom nporpammHoro obecneverHus (MO), Heobxoammoro ans
akcnnyataumm  Termidesk. KomMnoHeHT no3BonsieT O6bICTPO pasBepHYTb WM UCMONb30BaTb
KOMMOHEHTbI « YHMBepcanbHbIN ancnetyep», «LLnto3», «MeHemykep paboumx MecT»;

» «Termidesk Live» - KOMMOHEHT, npeacTaBnsOWMM cobon 3arpysouHbin obpaz OC c

npegycrtaHoBJIEHHbIM KOMMOHEHTOM «KnuenTt».

KoMroHeHTbl «YHuBepcanbHbIM aucneTtyep», «MeHemkep paboumx MecT» ABNAAKOTCA OTAENAEMbIMMU,
yCTaHaBAMBAEMbI U3 €AMHOrO MakeTa, U MOryT pa3BoOpayuMBaTbCS Kak B KOMMIEKCHOM BapuaHTe (Ha O4HOM
y3ne), Tak 1 B pacrnpeneneHHon KoHdurypaumm (Ha pasHbix y3nax).

MapameTpbl KOHDUTYpUpPOBaHUS OTAENSEMbIX KOMMOHeHTOB npueegeHbl B CJIET.10001-01 90 02
«PykoBoacTBO agMUHUCTpaTopa. HacTpoika nporpaMMHOro KoMmniekca».

KomnoHeHTbl «LUnto3», «AreHTt», «KnueHTt», «Opkectpatop», «CepBep TepMWHANOB», «YaaneHHbIN
NOMOLLHUK», «BupTyanbHbin moaynb Termidesk», « Termidesk Live» aBnsitoTca camMoCTOSTENIbHbIMU, HO

pa60TaI-OLLI,VIMM B COCTaBe NporpaMMHOro KomMnaekca.

® KoMMoHeHTbI MOryT 6bITb 06beaMHEHbI B (hepMbl.
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MepMa - normyeckoe obbeanHEHME Y3/10B, B3aMMOLENCTBYOLLMX C O4HOM 6a3om AaHHbIX (B).
Ons obbvegnHeHua pecypcoB ¢ depm Termidesk ncnonb3yeTtca cneumanbHasi ponb, AOCTYMHas
npu yctaHoBke Termidesk - «Arperatop», ABASIOLLASACA €OMHOM TOYKOM BXO4a A/ MOMYy4YeHUs
pecypcoB noJsib30BaTeNs MU,

YcTaHoBka «Arperatopa» Ao/KHa ObITb OTAeneHa OT ycTaHOBKM depMmbl Termidesk n pgomkHa
ncrnonb3oBaTth oTaenbHYyo B/,

K KOMMOHEHTY «AreHT» oTHOCATCA cneayrwouime nogKoOMMNoOHeEHThI, KaXkabln U3 KOTOPbIX YCTaHaB/IMBAETCA

OTAeNIbHO:

«AreHT BUpTyaNbHOro pabouyero Mecta», ycTaHaBnmBaetTcs B roctesyto OC BM wnn B OC
aBTOHOMHoM BM;

«AreHT y3na BUPTyanusaumm», yCTaHaBAMBAETCS Ha Y3e1 BUPTyann3aLmm;

«CeCCUOHHBIM areHT», yCTaHaBMBAETCS Ha Y3€1 TEPMUHANILHOIO CEPBEPA;

«BupaeoareHT», yctaHaBnuBaeTcsa B roctesyto OC BM;

«AreHT BUPTYyasibHbIX CMapT-KapT», ycTaHaBAuBaeTcs B rocteByto OC BM.

MapaMeTpbl yCTaHOBKU U KOHPUIYPUPOBaHMS KOMMOHEHTOB NPUBEAEHDI:

ana «Wntoza» - B pokymeHnTe CJIET.10001-01 90 05 «PykoBoacTBO agMuHuUcTpaTopa. Hactponka
KoMMoHeHTa «LLnto3»;

ana «AreHta» - B gokymeHTe CJIET.10001-01 90 04 «PykoBoacTBO agpMuHUcTpaTopa. Hactponka
KOMMOHEHTA K AreHT»;

ana «Knuenta» - B pokymeHte CJIET.10001-01 92 01 «PykoBoacTtBo nonb3osatens. Hactponka u
3KcnyaTaumsa KoMnoHeHTa «KnueHT»;

ana «Opkectpatopa» - pokymeHTe CJIET.10001-01 90 06 «PykoBogcTBO agMuHMCTpaTopa.
HacTponka koMnoHeHTa «OpkecTpatop»;

ona «Cepsepa TepmuHanoB Astra Linux» - B pokymeHte CJIET.10001-01 90 07 «PykoBoacTso
apMuHucTpaTopa. Hactporika komnoHeHTa «CepBep TeEpMUHANOBY;

ana «YpaneHHoro nomouwHuka» - B gokymeHte CJIET.10001-01 91 02 «WMHcTpykuma no
ncnonb3oBaHUo. KoMMNoHeHT «YaaneHHbI NOMOLLHUK;

ana «BupTyanbHoro Mmogyns Termidesk» - B pokymeHTe CJIET.10001-01 91 03 «MHcTpykums no
ncrnonb3oBaHuto. KomnoHeHT «BupTyanbHbin Mmoaynb Termidesk»;

ana «Termidesk Live» - B pokymeHnTe CJIET.10001-01 91 04 «MHCTpyKLMS MO MCNOMNb30BaHUIO.

KomnoHeHT «Termidesk Live».

Termidesk obecneumBaeT poctaBky PM Ha nonb3oBaTesbCkytd pabouyro CTaHUMIO MNOCPeacTBOM

cnenyroLmMx NpoTOKOOB:

SPICE (onTMMU3MpOBaHHbIN);

Bbinyck ot Hos16ps 2024 7



@ TERMIDESK C/MET.10001-01 90 01

TERA (aHrn. Termidesk Remote Access protocol). MpoTokon yaaneHHoro goctyna cO6CTBEHHOM
pa3paboTku;

= RDP;

* VNC;

* Loudplay.

Termidesk peanusyeT pexum NpsIMOro U TYHHesNbHOro coeauHeHwus. [psiMoe coenuHeHue no3BonseT
NOAKIHOUNTBCS K MPOTOKONY, 3anylleHHoMy BHYTpu rocteBor OC wnu Ha runepsusope. TyHHenbHoe
COeAMHEHWE MPUMEHSIETCS NpU NoakoYeHun K PM u3 HepoBepeHHbIx ceTen. KoMBuHaums npoTokonios

[OCTaBKM M CNOCobbl NoaktoveHus npegonpeneneHsl B Termidesk.

Termidesk nopaep>kuBaeT paboTy ¢ nnatdopmMamMm BUPTYanm3aLmnu:
* nporpaMMmHbIn komnnekc «Cpeactea BupTyanmsaumm «bpect» (nanee - MK CB bpecr);
* VMmanager;
= zVirt;
= oVirt;
» «PEM Buptyanusauusa»;
= Openstack (Bepcus Xena);

* VMware vSphere.

Termidesk noppepxuBaeT paboTy C TepMUHaNbHbIMU CcepBepaMu (TEPMUHANbHBIMKU CECCUSMU U
NPUNOXKEHUSMMU):
* Microsoft Windows Server c ponbto «Remote Desktop Session Host» 3 coctaBa «Remote Desktop
Services» (nanee - MS RDS, MS RDSH);
* Terminal Server Astra Linux, peanusyetca komnoHeHToM «CepBep TepMuHanoB Astra
Linux» (manee - STAL).

1.5 . Tpe6oBaHus K YpOBHIO NOArOTOBKM NepcoHana

YpoBeHb MOArOTOBKM MepCOHana [Ans LWTaTHOM 3kcnnyatauum Termidesk npuBepeH B Tabnuue (cm.

Tabnuua 1).
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Tabnuua 1 — PekoMeHaauum rno ypoBHIO NOArOTOBKM MepcoHana

CNET.10001-01 90 01

YpoBeHb nepcoHana

OnucaHue

O6sa3aHHOCTH

HaBbiku

YpoeeHsb 1.
CreumanucT(bl)
CNy>k6bl
NoAAEPXKKU

Oka3bIBaeT NepByto IMHUIO
TEXHUYECKOM NOALEPIKKM MO
MOCTYMUBLLMM 3aMnpocam:
NpUHUMAET, PUKCUPYET 3anpoc
yepes [OCTYMHble KaHalbl CBA3M.
BbinonHseT nepBoHayanbHbIi
aHanus u onpeaeneHue nNpobnemsi,
KnaccuduumpyeT nocTynueLIne
3as1BKM, 0BCNY>KMBAET TUMOBbIE U
MOBTOPStOLLMECS 3aMPOChI MO
3apaHee NoOAroTOBNEHHbIM
WHCTPYKLMUAM

OnpepenerHve Npobnemsl,
repBoHaYasibHbIA aHau3 u
6a3oBoe peLueHune Npobnemsbl.

HavanbHoe ycTpaHeHue
HenosiafoK AN onpeaeneHms
XapakTepa npobsemsl.
Co3zpaHue 3asBKM, cbop
WHdbOpMaLMM o Nonb3oBsaTene U
durKcaums Bcex BbIMOHEHHbIX
[eNCTBUM NO YyCTpaHEHUIO
Hernonazok.

PeLueHne oCHOBHbIX U
NOBTOPAIOLLMXCA NpobreMm,
cBaA3aHHbIX ¢ Termidesk,
MCMONb3ys CyLLEeCTBYHOLLME
cTaTby 6asbl 3HAHUN U
CMPaBOYHOrO LIEHTPA.
MpepBapuTensHoe COOTHECEHME
npobnemMsbl K onpeaeneHHon
obnacTtu:

* OonepauMoHHas CUCTeMa;

* nnatdopMa BUPTYanusaLmm;

" ceTeBasi CBA3HOCTb UK
HanMumne HeobXoaUMbIX
CEepBUCOB;

" KOPPEKTHOCTb KOHUrypauum
Termidesk;

* 0COBEHHOCTM HAaCTPOMKMU
nporpamMMHoro obecreyeHuns
B PM.

Mpun HepOCTaTOUHOCTM HaBbIKOB
WAW 3HAHUI 419 ONpeaesneHus
WY paspeLleHuns npobnemsi -
3CKanupoBaHWe Npobnembl Ha
YposeHb 2. Ecnu npobnema
B/IMSIET Ha NPOU3BOLCTBEHHYO
cpeany WY NoTeHLUMaabHO MOXeT
NpUBECTM K CHOIO Ha ypPOBHE
CUCTEMbI, TO 3CKaNMpoBaHue
npob6nembl Ha YpoBeHb 3.

Mpwu HeobxopMMOCTHU Co3paHMe
3aMpoCOB Ha AOMOSIHUTESIbHbIE
WMHCTPYKLUUK MO peLLEHNIO
npobnem.

C6op obpaTHoOM cBA3M OT
KOHEYHOro Mosib3oBaTens nocne
3aKPbITUSA 3a5BKU B CNYXKBY
NoAAEPXXKW ANS MOATBEPXAEeHUS
peLueHuna npobnembl

Heobxoanmble HaBbIKU:

NMosib30BaTe/IbCKUM OMbIT
paboTbl C HACTONbHLIMU
OC Windows u OC
Linux;

3HaHMe NepcoHanbHOro
KOMMbHOTEPA M OPUCHBIX
nporpamm;

6a30B0€e NOHUMaHMe
OopraHu3aLuu IOKabHOM
ceTu 1 paboTbl CETEBOrO
obopynoBaHus;

yMeHue paboTaTb ¢ 10
ONa npueMa, 06paboTku
W permcTpaumm 3aaBokK 1
obpalleHui
nonb3oBaTenen;
MOHWUMaHUE NPUHLMMOB
paboThbl C 3anpocamu
rnosnb3oBaTeneun
(cucTemaTmzaums,
onpeneneHue ypoBHs
BaXXHOCTU M MpuopuTeTa
3anpoca);
nobpoxkenatenbHoe
obueHme un
€nocobHOCTb ACHO
n3naratb CBOU MbIC/M
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YpoBeHb nepcoHana

OnucaHue

O6sa3aHHOCTH

HaBbiku

YpoeeHsb 2.
UHrkeHep(bl)

B nepeyto ouepeab noanepxxuBaet
eXKeHeBHble onepalmm
uHobpacTpykTypbl Termidesk,
BKJ/1HO4AtOLLME MPOaKTUBHbIN
MOHUTOPUHI U YNpaBNeHME.

BbinonHser YCTpaHeHWe Henoslagok

NMPOMEXXYTOUYHOIO YPOBHS U
WCMONb3YyeT AOCTYMHbIE
WHCTPYMEHTbl MOHUTOPUHIA UK
YCTPaHEHMWS HEMONAAOoK.

[MomoraeT B peLueHUn npobnem,
3CKaJIMPOBAHHbIX MOAAEPIXKKOM
YposHs 1.

BbinonHeHMe NpomMeXxxyTouHOro
aHanusa, onpeneneHve u
paspeLueHusi npobnem,
3CKanupoBaHHbIX ¢ YpoBHs 1.

CucrtemMaTtusauma 1 CcBa3biBaHUE
OTAeNbHbIX NpobnemM ans
BbISIB/IEHMS BO3MOXHOM
I'IepBOI'IpVILWIHbI MNX NogaBreHund.

OnepaTuBHOE pearmposaHue Ha
YBEAOM/IEHMA N CBOM CUCTEMBI.

Co3zpaHue exkeHefleNIbHOro OoTYeTa
0 KONIM4yecTBe Npobnem, CKopocTH
WX 3aKPbITUS U KOHTPONb
peLLeHns OTKPbITbIX Npobnem.
CoszpaHue cTaTen BHYTpeHHeM
6a3bl 3HaHUM U CLUEHapUN
pelleHus NpobneM, a Takxke
nopaep>aHue paboumx
NpOLLECCOB YCTPaHeHUs
Henonagok ana YposHs 1.

BbinonHeHne 0CHOBHbIX
npoueayp 06CNy>XnBaHus 1
akcnnyatauumn Termidesk.

Mpu HEAOCTAaTOMHOCTM HaBbIKOB
WNIW 3HaHWIA ONs onpeneneHus
Wnu paspeLueHuns npobnemsi -
3CcKanupoBaHue Npobnembl Ha
YpoBeHb 3 unu obpalleHue B
cnyBy TEXHUYECKOW NOAAEPIKKM
npovsBoauTens.

M3yueHne 1 aHanM3 BCTPOEHHbIX
>KypHanoB cobbiTni Termidesk,
OC Windows 1 OC Linux gna
BbIMOSIHEHMSA 6a30BbIX 33434 Mo
YCTPaHEHUIO HEMONaAoK Ha
OCHOBe 06LLef0CTYNHON
nHdopmauum

Heobxoanmble HaBbIKU:

YCMeLHOe NPOXOXKAeHUe
0byueHus no Kypcy
«YcTaHoBKa n
aAMUHUCTPUPOBaHME
Termidesk»;

HaBbIKK
aAMUHUCTPUPOBAHUSA
OC Windows n OC
Astra Linux, Bkntouas
onbIT paboTbl B
KOMaHAHOM CTPOKEe;
HaBbIKK
aAMUHUCTPUPOBAHUSA
CUCTEM CepBEPHOM
BUPTYyanmsaumm;
NMOHMMaHWe NPUHLMMOB
paboTbl ceTen nepenaym
N XpaHEHMUS JaHHbIX

Bbinyck ot Hos6psa 2024
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CNET.10001-01 90 01

YpoBeHb nepcoHana

OnucaHue

O6sa3aHHOCTH

HaBbiku

YposeHsb 3.
AaMuHucTpaTop(bl

SlBnaeTcs LeHTpanbHOM TOUKOM
BHEAPEHUSA, aAMUHUCTPUPOBAHUSA U
06cnyXXuBaHUs MHPPACTPYKTYpbI
VDI.

Cneunanusmpyetcs Ha
pa3BepTbiBaHUM M 3aMyCKe HOBbIX
BapMaHTOB MCMOJIb30BaHMUS
Termidesk v ynpaeneHuo
>KU3HEHHbIM LIUKJIOM HOBbIX
¢oHgos PM.

DckanupyeT npobnemy B
TEXHUYECKYHO MOAAEPIKKY
npoussoauTens ctopoHHero MO u
yBefomseT o npobneme YposeHb 4

BbinonHeHue paclumpeHHoro
aHanu3a, MOAENMPOBAHUSA U
pelleHus npobnem.

BbinonHeHne TexHU4Yeckoro
06CNy>XMBaHMA U MOAEPHM3ALMMU
cpenbl GYyHKLMOHUPOBaHMA
Termidesk.

YcTpaHeHue cepbesHbIX
Hernonagok 1 cboes B
06CNyXKUBaHUN.

YnpasneHue Termidesk 1 cpenoi
OYHKUMOHMPOBAHMS.

KoHTponb u ynpaeneHue
aAMUHUCTPATUBHbLIMM 33fa4amu,
BbINOSIHAEMbIMU YPOBHEM 2.

YnpaBneHue ceTeBon
WHbPaCTPYKTYpon n
MHPACTPYKTYPOMN XpaHeHUs!
OaHHbIX, CBA3aHHbIX C
¢yHKunoHunposaHmem Termidesk.

MpocmoTp nepuoanueckmx
OTYETOB O COCTOSIHUM CepBepa,
WCMoJIb30BaHUU Pecypcos,
NOJIb30BaTE/IbCKOM OMbITE U
obLen Npom3BoOAUTENTbBHOCTHU
cpenpl.

O3HakoMJsieHHe co cTaTbaMu 6asbl
3HaHuM npoussoamTenen MO u
HelaBHO BbIMYLUEHHbIMU
06HOBMIEHUAMU, BKIOYaAA
obHoBneHus 6esonacHoctn OC.

BbinonHeHue paclmpeHHoro
06CcnyKUBaHMS CepBepoB U
nHbpacTpykTypbl Termidesk.

Mpu HeobxoaMMoCTU Nepesayda
3anpoca B CyX6y TEXHUYECKOM
NoaAep>KKU Npon3BoaMTENs U
yBeaoMmsieHue o npobneme
YposHs 4

Heobxoanmble HaBbIKU:

ycneLwHoe npoxoXxkaeHue
0byueHus no Kypcy
«YcTaHoBKa n
aAMUHUCTPUPOBaHUE
Termidesk»;
NPaKTUYECKUM OnbIT
aAMUHUCTPUPOBAHUS
cepBepHbix OC Ha 6aze
OC Windows n OC
Linux;

onbIT
aAMUHUCTPUPOBAHMS
CUCTEM CepBepHOM
BMpPTyanusaumu;

onbIT B
NPOEKTUPOBaHUM,
06CnyXKUBaHUU U
NMonCKe HEMCMNPaBHOCTEN
B CETSIX Nepefayn u
XpaHeHWUst AaHHbIX;
OMbIT HACTPOMKU U
NMomcka HeMCNpaBHOCTEN
[Nsi CETEBbIX CEPBUCOB U
cnyx6: DNS, DHCP,
MS AD, LDAP, SSL,
FIREWALL, LOAD
BALANCING;

3HaHUWe KNacTepusaumm
CybL;

3HAKOMCTBO C
aBTOMaTmU3aumen
NCMOJIb30BaHUS
KOMaHAHOM CTPOKU Mpu
NMOMOLLM CKPUMTOBbIX
A3bIKOB

Bbinyck ot Hos6psa 2024
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O TERMIDESK CJIET.10001-01 90 01
YpoBeHb nepcoHana OnucaHue O6sa3aHHOCTH Hasbiku
YpogeHsb 4. OkasblBaeT MMHMMaJbHOE TexHMYeckoe pyKOBOACTBO MoaTeep>xaeHHbIE HaBbIKK
ApxuTekTop(bi) BO3JENCTBME Ha NpeacToALMMU U3MEHEHUAMU B | pa3paboTKM apXMUTEKTYpbI,
aAMUHUCTPATUBHbIE 334a4M, HO NPOrpaMMHbIX KOMMOHEHTAX, BK/HOYAs MpaKTUYECKUN
KOHLEHTpUpYeTCs Ha [M3aliHe, CETEBbIX CepBMCaXxX onbIT B:
NAaHMPOBaHMM U BaNMAALMUK npeanpuaTus. - ynpaeneHnu
CUCTEMHO 3HAYMMbIX U3MEHEHUM YcTpaHeHue cepbesHbix npobnem SKUSHEHHbIM LMKIIOM
cepeucos Aoctasku BPM u 1 cboeB B 06CNY>KMBAHUM. MHDOPMAaLIMOHHbIX
KOpNopaTUBHOW CETU MNe epat-m 7] TECTMpOBaHMA AN npeanpuaTs,
. gHeﬁm il PEA MOATBEPKAEHMS COOTBETCTBYS * MOHWMaHUU NPUHLMMOB
P A TEXHUYECKUX XapaKTepuCTUK ynpaBneHus

CONYTCTBYIOLLUMX CEPBUCOB,
OKa3bIBaOLLMX HEMOCPEACTBEHHOE
BAMsSIHWE Ha paboTy Termidesk

notpebHocTaM 6usHeca.

O6HoBNEHUE NPOEKTHOM
[OKYMeHTaL MK

3HaHMe NpUHLMMIOB
MOCTPOEHMs 0BNaUHbIX
nnatdopm

YKM3HEHHbIMU UUKNaMKU
APXUTEKTYPHbIX
nNaHawadToB U
NPOeKTUPOBaHMA
061a4YHbIX NPUNOXKEHWN;
NpoeKTUPOBaHUM
BbICOKOHArpy>XeHHbIX
CUCTeM, B TOM uncne
nnatdopm
BMpPTyanusaumu.

PeKOMeH,EI,aLI,VIM no 4YUCNEHHOCTU nNepCoHasia npuBeaeHbI BTa6I'IMLI,E(CM. Tabnvua 2) ANg  PasUYHbIX

OKPY>KEHUMI, BKJTHOUAsi KOJIMYECTBEHHbIE XapaKTepUCTMKKM depm 1 obpaszos OC.

Mon depmoit nNoHMMaeTca oOTAeNbHbIM Habop cepBucoB Termidesk, peanusyembi Ona  3agad

MaCLLITa6MpyEMOCTM, OTKa30- “ KaTaCTpOdJoyCTOIZL-IMBOCTM, BKAO4aa cnegyrolime KOMMNOHEHTbI:

* koMnNoHeHT Termidesk «YHuBepcanbHbIM AucneTyep»;

» KoMnoHeHT Termidesk «LLinto3»;

* koMnoHeHT Termidesk «MeHemxep paboumx MecT»;

» cepBepbl bl;

* GanaHcupoBwuku bl;

* 6aNaHCMPOBLUMKU MOAKIHOUEHUN.

|-|O,EI| 06pa30M MOHUMAETCA MNOJIb30BATE/IbCKOE OKpPY>XXEHUE,

06pa3oM oTnyaTbca Mexxay obpasamu:

= tun OC;

» Bepcusa OC;

* ncnonbayemoe sapo OC;

* YCTaHOBJIEHHbIE ApalBeEpbI;

®" YCTaHOBJIEHHbIE 0obHOBNEHMA U ncnpasneHus,

* Habop UCMONb3yEMbIX MPUNIOXKEHWUN;

" BEPCUOHHOCTb YCTAaHOBJIEHHbIX I'IpM]'IO)KEHMIZ.

Bbinyck ot Hos6psa 2024
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@ TERMIDESK

CpenHee okpyxeHue: no 2 depm, ot 1000 no 5000 nonb3osaTtenen, o 5 ob6pazos.

CNET.10001-01 90 01

Bonbuoe okpysxeHue: ot 2 dbepMm, ot 5000 nonb3osaTtenen, ot 5 06pazos.

KopnopaTtusHoe okpyxkeHue: oT 2 depM, ot 10000 nonb3osatenen, ot 10 obpazos.

Tabnuua 2 — PekoMeHAauum Nno YMCIEHHOCTM NepcoHana

YpoBeHb nepcoHana He6onbLuoe okpyxeHme | CpeaHee okpyxeHue | bonblioe okpyskeHne |  KopriopatueHoe
OKpYy>XeHue

YposeHb 1. Cny»xba 2 4 8 ot 16
NoAAEPXKKU

YpoBseHb 2. MHykeHepbl 1 2 4 or 12
YpogeHsb 3. 1 2 3 or5
AILMUHUCTPATOPBLI

YpoBeHb 4. ApxuUTeKTOpbI 1 1 2 ot 2

1.6 . Tunorpadckue cornaweHus

B HacToaLweM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:
wpndt -
HaMMeHOBaHMW QansioB M MNanokK (OMPEKTOpWUI), HAMMEHOBAHMN MAKeTOB, MyTEM MepeMeLLEeHUs,

* MOHOWWPUHHBLII ucnonb3yeTcs [Ans  BblaeneHus GparMeHTOB TeKCTa Mporpamm,
CTPOK KOMMEHTApMeEB, Pas3fINYHbIX MPOrpaMMHbIX 31eMeHTOB (0BbekT, Knacc, TUM, nepemMeHHas,
KOMaHAa, MakpocC 1 T. A4.), a Tak)ke BBOAMMOIO U BbIBOAMMOIO TEKCTA B PEXXMME KOMaHAHOM CTPOKM;

" «KaBblYKU» — TEKCT, 3aK/IFOYEHHbIM B KaBbl4KW, UCMOMb3YeTCs A/ 0B03Ha4YeHUs HaMMEeHOBAHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NMyHKTOB MeH0, HAMMEHOBAHUIM OKOH, BKI3a[oK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pe>xxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TeKkcT, 3ak/IlOYeHHbI B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBAaHMA SKPaHHbIX KHOMOK;

* <yrnoBble CKOBKU> — TEKCT, 3aK/IFOUYEHHbIM B Yr/I0Bble CKOOKM, MCMONb3yeTcs 415 HaMMeHOBaHWS

KnaBuLl KniaBUaTypbl.
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2. TPEBOBAHUA K CPEAE ®YHKUNOHUPOBAHUA

2.1 . TpeboBaHus K annapaTHoMy obecre4yeHuto

MuHMManbHble annapaTHble TpeboBaHMA y3na AOMXKHbI COOTBETCTBOBATL C/IEAYHOLLMM:
* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6uUT;
* onepaTMBHas NamsaTb, He MeHee 4 ['b;
* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

2.2 . TpeboBaHus K nporpaMMHOMY obecrieyeHuio

B cpene ¢dyHKUMOHUPOBaHUS fOMKHbI ObITb MPeaBapUTENIbHO YCTAHOBEHbI:

* onepaumoHHaa cuctema (OC) Astra Linux Special Edition Bepcun 1.7 (MMHUManbHas Bepcus -
1.7.3) u CYB[, PostgreSQL Bepcmm 11 u3 coctaBa penosutopus OC Astra Linux Special Edition
Bepcun 1.7. U3 BHewHux no otHoweHunto kK OC Astra Linux Special Edition Bepcun 1.7 CYB[,
nopnep>xxusaetca CYBM PostgreSQL Bepcum 11 u Bbiwwe;

* unm OC Astra Linux Special Edition Bepcun 1.8 (MuHumanbHaa Bepcus - 1.8.1) v CYBL
PostgreSQL Bepcumn 15 m3 coctaBa penosutopuss OC Astra Linux Special Edition Bepcuun 1.8. U3
BHelHMxX no oTHoweHuo kK OC Astra Linux Special Edition Bepcun 1.8 CYB[, noaanep>knaetcs
CYB[, PostgreSQL Bepcun 12 v Bbiwwe;

* 6pokep coobueHm RabbitMQ u3 coctasa penosutopus OC Astra Linux Special Edition.

OC Astra Linux Special Edition Bepcun pomkHa ObITb ycTaHOBNEHa M3 iso-06pasa, AOCTYMHOro B
NIMYHOM KabuHeTe Ha nopTtane Astra Linux: https:/lk-new.astralinux.ru/. Pabota Termidesk Ha

npefHacTpoeHHbix obpasax OC He rapaHTUpyeTCcs.

2.3 . TpeboBaHUsI K CUHXPOHU3ALUM BPEMEHU

B ceteBon uMHdpacTpykType nomkeH 6biTb HacTpoeH NTP-cepsep, obecrneumBatoLMin CUHXPOHM3ALUIO

BpeEMeHM ON1a KoMroHeHToB Termidesk.
2.4 . Tpe6osaHusi Kk DNS n DHCP

B ceteBon uMHpacTpykType [OMKHbI ObiTb pa3BepHYTbl U UCNPaBHO (YHKUMOHUPOBATb CHYXObI
foMeHHbIX uMeH (DNS) n aBTomaTnyeckoro HasHaveHus ceTeBbix napametpoB (DHCP) B HeobxoanMbix

cerMeHTax CeTu.

Cnyx6bl DNS n DHCP MoryT 6biTb peanusoBaHbl Kak OTAENbHO, TaK M CpeacTBaMM MnaThopMbl

BMpTYyanm3aumm (Hanpumep, koHTekcTyanmsaumen MK CB bpecr).
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2.5 . TpeboBaHus K cepBepaM KaTasloros

CepBepr KaTasnioroB AOJ/IKHbI YAOBNETBOPATb CleayOLWnM Tpe6OBaHMﬂMI

a

cepBep KaTasloroB [AOOMXEH PpasMellaTbCcsl B TOM >Ke€ CerMeHTe JIOKaJlbHOM ceTu, rae OyayT
pa3BepHyTbl PM. Ecnn BbinonHeHWe TpeboBaHWS HEBO3MOXKHO M CEepBEP KaTasloroB HaxoaMTCs B
APYroM cerMeHTe, TO HE06X0AMMO 06ecneynTb MapLLPyTU3ALMIO MeXAY 3TUMU CErMEHTaMU;

npyv MCNosib3oBaHWUM B KadecTBe cepBepa kaTanoroB MS AD HeobxoauMo co3paTb CEPBUCHYHO
yYeTHYI 3anucb ana B3aumopencTeusi Termidesk ¢ koHTponnepom pgomeHa (KA). Hdonyckaetcs
MCNONb30BaHWE YYETHOM 3anMcK aAMUHUCTPATOpPa AOMEHa;

npu wucnonb3oBaHun MS AD pekomeHpyeTcsi co3paBaTb  OTAENbHbIE  OpPraHM3aUMOHHbIE
noapasaeneHma (OU) ans nonb3osatener PM un ons ydeTHbix 3anucen Tvna «KomnbtoTep» ans
cammx PM. lMpaga Ha OU ana koMnbioTepoB A0MKHbI BbITb NGO Y CO34aHHOM CEPBUCHOM YHYETHOM
3anucu, NMbo y OTAENbHOM CO34AHHOM YYETHOM 3amnucu, AOMYCKAeTCs TakXe MCMOoNb30BaTb
YYeTHYHO 3anucb aAMMHUCTPATOPA AOMEHA;

npu ucnosb3oBaHMn cepeepoB Katanoroe FreelPA m ALDPro B kayecTBe cepBMCHOM y4deTHOM
3anucu ans Bsammogenctema Termidesk ¢ K no yMonvaHWo MCnonb3yeTcsi yyeTHasl 3anuch

AdAMNHNCTPaTOpa AOMEHa, nmbo oTAeNIbHaga y4yeTHasa 3anmcCb C aHaN10rM4HbiIMM NOJTHOMOYUNAMMU.

MexaHun3am nogkntoveHus kK LDAP-cepBepy simple bind nepenaeT gaHHble ANs NMOAK/HOYEHUS B
OTKPbITOM BUAE.

2.6 . TpeboBaHMs K TepMUHA/BbHBIM CEpBEpPaM

Mpu Mcnonb3oBaHMKM TepMUHanbHOro cepeepa Microsoft HeobxoamMmo HanmMume BHyTpU gomeHa MS AD

cepBepoB c cooTBeTcTByOWMMU ponsamu (MS RDSH - ponb TepmunHanbHoro cepsepa, MS RDS - ponb

cepBepa Nyb6anKaLMmn NpUNoXKeHUN).

2.7 . TpeboBaHus K nnat¢opme BUpTyanusaLmm

Y3nbl

nnaThopMbl BUPTYanusaLmm AOSKHbI YAOBNETBOPATbL C/IEAYOLLMM TpeOOBaHUSAM:
[OMKHa bbITb Noaaepyka BUpTyanbHoro ymnceta (ich9-intel-hda);
nyn B Hactporkax DHCP wunn napameTpax KOHTEKCTyanu3auMM [O/MKEH MNOLLEPXKMBATD
JocTaTtodHoe konuyecTso |P-agpecos;
BMPTYasibHbI KOMMYTaTOp NAaThopMbl OO/KEH MOALEPXKMBaATb AOCTaTo4HOe KonmndectBo MAC-
aflpecos;
B nnatgopme BupTyanmusaumm Ha 6aze QEMU/KVM pomkHbl BbiTb peannsoBaHbl HeEOOXOoOUMbIe
ansa pabotbl Termidesk MeHOBaHHbIE KaHasbI:

e ONS repeHanpas/ieHUs KaTanoroB - org.spice-space.webdav.0(/dev/virtio-ports/

org.spice-space.webdav.0;
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Ans B3aumogencTeus ¢ Libvirt (HeobxoaMM KOMMOHEHTY «AreHT y3na BUPTyanusauum») -
ru.termidesk.tvm.0 (/dev/virtio-ports/ru.termidesk.tvm.0);

ANS1 BKJTIOYEHUS NepeHanpaBieHns BUAeoKamepbl - ru.termidesk.RealtimeStreaming.o (
/dev/virtio-ports/ru.termidesk.RealtimeStreaming.0);

KaHan 418 BKAKOYEeHUs nepeHanpasneHunsi cMapT-kapT - ru.termidesk.PCSC.0 (/dev/
virtio-ports/ru.termidesk.PCSC.0);

KaHan Ons BKAKOYEHUs nepeHanpasfieHus npuHTepa - ru.termidesk.Printer.0 (/dev/

virtio-ports/ru.termidesk.Printer.0).

Ona MK CB bpecT BkAtoueHWe MMEHOBAHHbLIX KaHAa/OB OMpenensieTcs KoHGUrypaumoHHbiM dannom /

etc/one/vmm_exec/vmm_exec_kvm.conf, Haxoaawmmcsa Ha ¢ppoHTanbHbix MawwmHax MK CB bpecr.

Lna BkntoyeHUs kaHanoB Ha y3ne cucTeMbl BupTyanusaumm MK CB bpecTt Heobxoammo:

" YCTaHOBUTb KOMIMOHEHT «AreHT y3na BUPTYann3almm» (I'IO,EI,pO6HO O Ha3Ha4eHUUN U YCTaHOBKE

KOMMoHeHTa cM. gokyMeHT CJ1ET.10001-01 90 04 «PykoBoactBo agmMuHucTpaTopa. HacTtpoika

KOMMOHEHTa «AreHT»):

sudo apt install termidesk-vmsd

. y6e,EI,VITbC$I, 4YTO COCTOdHUE CJ'Iy)K6bI KOMMOHEHTa «AreHT y3nia BUpTyannsaunn» HaxoguTca B

COCTOSIHUMU «active (running)»:

systemctl status termidesk-vmsd

3aTteM Ha dppoHTanbHoM MawumnHe MK CB bpecT BbINOAHUTL aKTMBALMIO MMEHOBAHHbIX KaHaoB:

* OTKpbITb Ha peaakTupoBaHue dann /etc/one/vmm_exec/vmm_exec_kvm.conf;
* NPUCBOUTb napamMmeTpam WEBDAV_USE_DEFAULT, VIDEOCAM_OPTIMIZATION_USE_DEFAULT,
PRINTER_OPTIMIZATION_USE_DEFAULT, USBTOKEN_OPTIMIZATION_USE_DEFAULT, SPICE_DETEC

T_USE_DEFAULT 3HadeHue «yes». [pumep dparmeHTa danna ¢ Hy>KHbIMU 3HAUEHUAMMU:

coO~NOoO Ul h WNH

#rbt: webdav use
WEBDAV_USE_DEFAULT="yes"
WEBDAV_OPTIONS="
<channel type='spiceport'>
<source channel='org.spice-space.webdav.0'/>
<target type='virtio' name='org.spice-space.webdav.0'/>
</channel>"

#rbt: camera optimization
VIDEOCAM_OPTIMIZATION_USE_DEFAULT="yes"
VIDEOCAM_OPTIMIZATION_OPTIONS="
<channel type='spiceport'>
<source channel='TDSK_STREAM'/>
<target type='virtio' name='ru.termidesk.RealtimeStreaming.0'/>
</channel>"
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17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

#rbt: printer optimization
PRINTER_OPTIMIZATION_USE_DEFAULT="yes"
PRINTER_OPTIMIZATION_OPTIONS="
<channel type='spiceport'>
<source channel='TDSK_PRINTER'/>
<target type='virtio' name='ru.termidesk.Printer.0'/>
</channel>"

#rbt: USB token optimization
USBTOKEN_OPTIMIZATION_USE_DEFAULT="yes"
USBTOKEN_OPTIMIZATION_OPTIONS="
<channel type='spiceport'>
<source channel='TDSK_PCSC'/>
<target type='virtio' name='ru.termidesk.PCSC.0'/>
</channel>"

#rbt: SPICE detect
SPICE_DETECT_USE_DEFAULT="yes"
SPICE_DETECT_OPTIONS="
<channel type='unix'>
<source mode='connect' path='/var/run/tvmd.sock' >
<reconnect enabled='yes' timeout='1l"'/>
</source>
<target type='virtio' name='ru.termidesk.tvm.0'/>
</channel>"

& [lpuceoenHne napameTpy SPICE_DETECT_USE_DEFAULT 3HadeHUA «yes» OO/HKHO BbIMOJHATLCA
TOMbKO MOC/Ie YCTAaHOBKM Ha Y3/1bl CUCTEMbl BUPTYaNM3aUMM KOMMOHEHTa «AreHT Yy3na
BMPTYasM3aLMMU» U YCMELIHOrO 3anycka ero ciyxobl.

* COXpaHUTb U3MeHeHUs B dpainne /etc/one/vmm_exec/vmm_exec_kvm.conf;

" nepe3anycTuTb CNyXXby opennebula:

sudo systemctl restart opennebula
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3. NCMNMONb3OBAHUE KOHTEKCTYAJIUSALUUU MK CB BPECT

3.1 . KoHTtekctyanusaums B NK CB bpect

B MK CB bpecT npuMeHsieTcs MeTon KOHTEKCTyanusauum ans oTnpasku nHdopmaumm Ha BM Bo Bpems
3arpysku. OcHoBHasi 3aga4a MeToda - nepeaada HaCTPOEK CETU M YUYETHbIX AaHHbIX 418 HacTponkn BM.

LononHuTtenbHasa 3a4aya - nepefaya UHAVMBUAYAbHbIX CLEHapueB s 3arpysku BM.

® MWcnonb3osaHue meToaa koHTekcTyanmsauumn MK CB BpecT He aBnsieTca obsizaTeNbHbIM, OAHAKO
3HaYUTENbHO YMNPOLLAeT M aBTOMATU3MPYET MpPOLECC MOATFOTOBKM Y3/10B C KOMMOHEHTaMu
Termidesk.

LOns BkatoueHuns koHTekcTyanmsaumm B rocteBon OC Astra Linux Hy>kHO B 6a30Bbii 06pa3 yCTaHOBUTb

nakeT one-context:

sudo apt install one-context

Ecnu nocne BbINONHEHUS KOMaHAbI NOSIBASOTCA COO6LLEHUS 06 owmnbke «HeBO3MOXHO HaMTKU NakeT one-
context», «lMakeTbl MMEIOT HEYOOBNETBOPEHHbIE 3aBUCUMOCTU» HEOBXOAMMO ybeauTbcs, 4YTo B danne /
etc/apt/sources.list 3agaHbl W He 33aKOMMEHTMPOBAHbl WCTOYHWMKM TMOJIYYEHUS| MAKETOB

(peno3uTopumn), 3aTeEM OOHOBUTL CAIMCKM MAKETOB:

sudo apt update

Mocne 3Toro Hy»kHO BHOBb BbIMOMIHUTL KOMaHA4Y YCTaHOBKM MakeTa one-context.

LOns BkntouyeHus koHTekcTyanusauum B rocteBon OC Microsoft Windows Hy>XHO BKJHOUUTbL CRy>K0y,
06pabaTbiBalOLLYy0 CKPUMNTbl KOHTEKCTyanusaumu. [ns 3Toro cnegyet YCTaHOBUTb MakeT one-
context-6.2.0 unu 6onee HOBbIN.

lMapameTpbl HeMoCpeaCTBEHHO KOHTEKCTAa 33JatoTcs B wabnoHe BM, aons atoro B naHenu ynpaeneHus

MK CB BbpecTt Hago oTkpbITb WabnoH BM 1 nepeitn Bo Bkaaky «KoHTeKCT».
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4. NoAroToBKA CPEAbI ®YHKUMOHUPOBAHUA

© Echm Termidesk nnaHupyeTcs ycTaHaBnAMBaTb aBTOMAaTM3MPOBAaHHO COMNAcHO noapasaeny
ABTOMaTU3MpOBaHHasi YCTaHOBKA, TO MOArOTOBKY cpenbl (PYHKUMOHUPOBAHUSI BbIMONHATL He
HY>KHO.

4.1 . YcraHoeka CYB[ PostgreSQL

Ons yctaHoskn CY B[, PostgreSQL Heobxoammo:
* OTpeaakTMpoBaTb dann /etc/apt/sources.list, OCTaBMB B Ka4eCTBE MCTOYHWKOB MOJYyYEHUS
nakeToB ceTeBble penosuTopun. [Npumep danna /etc/apt/sources.list gna OC Astra Linux
Special Edition 1.8:

© TMpueeneH Tonbko npumep dainna! OH gomkeH BbITb CKOPPEKTUPOBAH, MCXOAA U3 UCMOJb3YEMOM
n nopaep>kneaemon sepcum OC. MoopobHyto nHdopmaumio o ceTeBbix penosntopusax OC Astra
Linux Special Edition Mo)xHO nony4nTb B crpaBo4HOM LeHTpe Astra Linux:

» ona OC Astra Linux Special Edition 1.8: https://wiki.astralinux.ru/pages/viewpage.action?
pageld=302043111;

» ana OC Astra Linux Special Edition 1.7: https://wiki.astralinux.ru/pages/viewpage.action?
pageld=158598882.

Echm B danne /etc/apt/sources.list npucyTCcTBYeT penosuTopun astra-ce, TO

HeobXxoaAMMO 3aKOMMEHTUPOBATb €ro, 4YToObl M36eXkaTb YCTAHOBKM HECOBMECTMMbIX BEPCUM
MNaKeToB.

1 deb https://download.astralinux.ru/astra/stable/1.8_x86-64/repository-main/
1.8_x86-64 main contrib non-free

2 deb https://download.astralinux.ru/astra/stable/1.8_x86-64/repository-extended/
1.8_x86-64 main contrib non-free

" nepenTn B MHTepdENC KOMAHAHOW CTPOKM M OBHOBUTL CMMCKOB MakKeToB:

sudo apt update

» yctaHoBuTb CYB/[, PostgreSQL.:

& TpebosaHusa k Bepcun CYB[, PostgreSQL.:
* npu yctaHoBke Ha OC Astra Linux Specail Edition 1.7 cnemyet Bbibupate CYB[,

PostgreSQL Bepcun 11 (BxoauT B coctas OC);
* npu yctaHoBke Ha OC Astra Linux Specail Edition 1.8 cnemyet Bbibupate CYB[,
PostgreSQL sepcuu 15 (BxoamT B coctas OC).
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sudo apt install -y postgresql

roe:

—y - KJIHOY 419 MPONYyCKa NOATBEPXXAEHMS YCTaHOBKM.
4.2 . Hactpomnka CYB/, PostgreSQL

Mepen ycTtaHoBkon Termidesk HY>XHO BbIMOMHUTbL HACTPOMKY 6a3bl AaHHbIX (B).

& Tpu pabotre c¢ CYBM cneayeT yuuTbiBaTb €€ OrpaHUYEHMSA: CyMMapHOe KOJIMYecTBO
noakntoveHun Kk CYBL, nonykHo bbITh He bosee 75% oT MakcMManbHO pa3peLLeHHOro KoM4yecTBa
nopkntoveHnn. Ona CYBL PostgreSQL no ymonuyaHuMio MakCMManbHOE  KONMYEeCTBO
noaxntoueHmnn - 100.

Ona oueHkn konmnuyectBa nogkatodeHmn Kk CYBL MoxHO Bocnonb3oBaTbcs (GopMynon:
KOJINYECTBO MOTOKOB «MeHemykepa paboumx MecT» + KOMMYeCTBO MOTOKOB (DOHOBbIX 3agad +
(konnyecTBO NopTanoB «YHMBEPCAIbHOMO AMCHeTYepa» X KOJMYECTBO s4ep npoueccopos x 3) +
(konnYecTBO Yy3NM0B C 3anyLleHHbIMM cnyxbamu termidesk-celery-beat M termidesk-
celery-worker X KONMYECTBO 94ep Ha 3TUX y3nax).

YKkasaHHble B ¢GoOpMyfe MapamMeTpbl «KOJIMYECTBO MOTOKOB «MeHemxepa paboumx MecT» W
«KOJIMYECTBO MOTOKOB (DOHOBbLIX 3a4a4y» 3a4atoTCa B MnopTane agMuUHUcTpaTtopa Termidesk Ha
cTpaHuue «Hactponkn - CucteMHble napameTpbl - O6wme».

LOna HacTpounkn B, cnepyeT nepenTn B MHTEPdENC KOMAHAHOM CTPOKM U BbIMOAHUTD:

" NepeksIio4YnUTbCA Ha NOJIb30BaTeENA postgres:
sudo su postgres

* 3aMyCTUTb TepMUHaNbHbIM kKnneHT CY B/, PostgreSQL.:

psql

® Ecnu nocne BbinonHeHUs KoMaHAabl oTobpaxkaeTcs owmbka «could not change directory to "/
home/": OTkazaHo B JOCTyne» U He NMOSABNSETCS NpUrialleHMe KOMaHAHOM CTPOKM postgres=#,
HeobxoAMMO BMECTO su postgres WCMONb30BaTb KOHCTPYKUMIO su - postgres. Ecnu
npurnaweHue postgres=# NosaBMUIOCb, TO COOOLLEHNE 06 OLLIMOKE MOXKHO NMPOUHIOPUPOBaTb.

" MCMNOJMb3ys MHTEPAKTUBHbLIN UHTepdenc TepMuHanbHoro knmeHTa CYbBL, PostgreSQL, cospats B/

termidesk (CMMBON ; B KOHLLE CTPOKM Npu paboTe C MHTePaKTUBHbIM UHTepdencom obsizaTenieH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

roe:
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LC_COLLATE - nopsaoK COpPTMPOBKM AN Mcrnonb3oBaHust B B, BAuseT Ha NopsipoK COPTUMPOBKM,

HpMMeHFIEMbIIZ K CTpPOKaM. 3HaueHue ru_RU.utf8 YKa3blBa€T Ha WUCMNOJIb30BaHUE pyCCKOlZ

nioKanusaumu;
LC_CTYPE - knaccuduKaumsi CMMBONMOB ANs Mchnonb3oBaHua B B, BauseTr Ha KaTeropmsaumio

CUMBOJIOB;
TEMPLATE - wums wabnoHa, us kotoporo cosgaetca bl. LLabnoH template® ucnonb3yetca ang

cuctemHon b1 camon CYB[, PostgreSQL.
* Cco3maTb Nosb3oBaTens termidesk ¢ naponem ksedimret ans ganbHeMwero nogkntoveHms k bl

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

& B npuvBeneHHOM KOMaHZe MMS MONb30BaTeNs M Maposib UCMOb3YHOTCA B KayecTBe npumepa. Ums
Monb3oBaTeNs M Maposib LO/MKHbI 334aBaTbC B COOTBETCTBMM C BHYTPEHHUMMU CTaHAApTaMu
OpraHM3aumm no MPUMEHEHUIO MNaApoSbHOM 3aWwuThl. J[na 3agaHua napons paspeLleHo
MCNONb30BaTh TOMLKO NaTUHCKMe BykBbl A-Z, a-z, umdpbl 0-9 1 cumsonbl $!1@% &# -=+~";..)?

0*{HINV.

* HasHa4MTb NMpaBa no mcnonb3zoBaHMto bl termidesk cospaHHOMY nonb3oBaTento termidesk:
postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* B cnyyae, ecnu ucnonbdyetca CYB[, PostgreSQL m3 coctaBa OC Astra Linux Special Edition 1.8,
TO caenaTb nonb3oBatens termidesk snagenbuem B[l termidesk, TeM caMbIM NpefocTaBuUB eMy

BCe BO3MOXXHble NpaBa:
postgres=# ALTER DATABASE termidesk OWNER TO termidesk;
* BbIATU U3 MHTEPAKTUBHOIO MHTepderca TepMuHanbHoro knneHta CY B[, PostgreSQL.:
postgres=# \q
* BbIMTU U3 CeaHCa MoJib3oBaTens postgres:
1 exit

* OoTpefdakTupoBaTb Gann /etc/parsec/mswitch.conf, ycTaHoBMB napameTp zero_if_notfound

B 3Ha4veHue yes, TOYHO co6mo,u,a;| OTCTYyNbI U npo6enb|:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes
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© B cnyuae nocneaytowero o6HoeneHns CYBL PostgreSQL moxeT noHamobuTbca nepecosnartb
b. B 3tom cnyuyae cneayer npepycmoTpeTb 3kcropT b nepen ob6bHoeneHnem CYB[
PostgreSQL.

4.3 . YcraHoBka 6pokepa coobLueHuii RabbitMQ

© Ecnm ysen c yxe ycraHosneHHbiM RabbitMQ 6yaneT nepevmeHoBaH, To 6pokep cOO6LLEHMM
nepecTaHeT MNpPUMHMMATb MOAKAOYEHMS. [Na MCNpaBneHUst CUTyaumm HeoBXOAUMO  YaanUTb
RabbitMQ, 3aTeM BbINONHUTb €ro NepeycTaHoOBKY.

Ons ycrtaHoBku RabbitMQ Hy)kHO neperTn B MHTepdenc KOMaHOHOM CTPOKM 4epe3 nporpaMmmy

«TepmuHan Fly» n BbINONHWUT:

sudo apt install -y rabbitmg-server

roe:

-y - KN4 angd nponycka nogreep>XXaeHUa yCTaHOBKU.

4.4 . Hacrpoiika 6pokepa cooblieHuin RabbitMQ

LOns HacTponkun RabbitMQ cnenyer:
* nepenTM B MHTepdenc KOMaHAHOM CTpPoKM uYepe3 nporpammy «TepmuHan Fly» u ybegutbca B

HanuuMu Katanora /etc/rabbitmg:
1s /etc/
* eCJIM KaTasor OTCYTCTBYeT, He06X0AMMO CO34aTb ero:
sudo mkdir -p /etc/rabbitmg

roe:
- p - KJIHOY 411 aBTOMaTUYECKOrO CO34aHMSA OUPEKTOPUM, YKA3aHHbIX BHYTPU MyTK;

* NepenTn B KaTanor /etc/rabbitmq:
cd /etc/rabbitmq

* co3paTb nyctble annbl  rabbitmg.conf (ocHoBHOM dann  koHdurypaumm RabbitMQ)

ndefinitions.json (dann onpeneneHns faHHbIX AN NOAKIHOYEHUS):

1 sudo touch rabbitmqg.conf
2 sudo touch definitions.json

* nomeHsATb Bnagenbua (rabbtitmqg) u nugeHTudukaTop rpynnbl (rabbitmg) ona co3gaHHbIX haniios:
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sudo chown rabbitmqg:rabbitmg definitions.json rabbitmqg.conf

* OTpenakTMpoBaTb dann rabbitmg.conf, npueeas ero K BuUAy:

o ulh WN

Management section

## Preload schema definitions from the following JSON file.

## Related doc guide: https://rabbitmg.com/management.html#load-definitions.
##

# management.load_definitions = /path/to/exported/definitions.json
management.load_definitions = /etc/rabbitmg/definitions.json

& Ecnu Heobxopgumo, uTobbl RabbitMQ pabotan uepes TLS-coenmHeHue, To dann rabbitmg.conf
HY>XHO MPUBECTU K BUIY:

l # S I S S S S S S S S ] Management Sect-ion

2 ## Preload schema definitions from the following JSON file.
3 ## Related doc guide: https://rabbitmqg.com/management.html#load-
definitions.

4 ##

5 # management.load_definitions = /path/to/exported/definitions.json
6  management.load_definitions = /etc/rabbitmqg/definitions.json

7  listeners.tcp.default = 5672

8

9 # TLS NopT
10 listeners.ssl.default = 5671
11 # NyTn K cepTudpmkatam
12 ssl_options.cacertfile
13 ssl_options.certfile

/var/ssl/root-ca.crt
/var/ssl/cert.crt

14  ssl_options.keyfile = /[var/ssl/private/private-key.key

15 # MNaponb Ona kKnwo4ya

16 #ssl_options.password = # Should peer verification be enabled?
17 ssl_options.verify = verify_peer

18

19 # When set to true, TLS connection will be rejected if client fails to
provide a certificate

20 ssl_options.fail_if_no_peer_cert = false

21

22 ssl_options.versions.default = tlsvl.2

MpennonaraeTcs, uyto dannbl kKOpHeBOro ceptudukarta (/var/ssl/root-ca.crt), ceptudmkaTa
y3na (/var/ssl/cert.crt) mn 3akpbiToro kntoua (/var/ssl/private/private-key.key) kK
HEMY y>Ke CYLLECTBYOT U AOCTYMHbI MO YKa3aHHOMY MyTHU.

* oTpenakTMpoBaTtb dann definitions.json, 3agaB nonb3oBaTenen termidesk n admin, npueeas

€ro K suay-:
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A B danne /etc/rabbitmg/definitions.json naponu ykasbiBatOTCS B BUAE Npeobpa3oBaHHOIo
3HAYEHUS, KOTOPOE MOXXHO MOJyYMUTb YepPe3 UCMOsHseMbIN dann rabbtitmg_password2hash.sh.
Mpouecc npeobpazoBaHMsa Napons byaeT NpuBeAEH Aanee.

1 {
2 "rabbit_version": "3.7.8",
3 "users": [
4 {
5 "name": "termidesk",
6 "password_hash": "pnXiDJtUdk7ZcelL9i0qx44PeDgRa+X1+eIq+7wf/PTONLb1h",
7 "hashing_algorithm": "rabbit_password_hashing_sha256",
8 "tags": ""
S }
10 {
11 "name": "admin",
12 "password_hash": "FXQOWFNSrsGwRki9BT2dCITnsDwYu2lsy7BEN7+UncsPzCDZ",
13 "hashing_algorithm": "rabbit_password_hashing_sha256",
14 "tags": "administrator"
15 }
16 1,
17 "vhosts": [
18 {
19 "name": "/"
20 },
21 {
22 "name": "termidesk"
23 }
24 1,
25 "permissions": [
26 {
27 "user": "termidesk",
28 "vhost": "termidesk",
29 "configure": ".x",
30 "write'": ".x",
31 "read": ".x"
32 },
33 {
34 "user": "admin",
35 "vhost": "termidesk",
36 "configure": ".x",
37 "write'": ".x",
38 "read": ".x"
39 }
40 1,
41 "topic_permissions": [
42 {
43 "user": "termidesk",
44 "vhost": "termidesk",
45 "exchange": "",
46 "write": ".x",
47 "read": ".x"
48 }
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49 1,
50 "parameters": [],
51 "global_parameters": [
52 {
53 "name": "cluster_name",
54 "value": "rabbit@rabbitmg"
55 }
56 1,
57 "policies": [],
58 "queues": [],
59 "exchanges": [],
60 "bindings": []
61 }
A B npumepe MCNONb3YHOTCA cnepytoLime napsil NIOrMH-Naponb: admin:admin,

termidesk:ksedimret.

Mmsa nonb3osaTens 1 nNaponb JONMXKHbI 334aBaTbCs B COOTBETCTBUM C BHYTPEHHUMM CTaHAapTaMu
opraHvsauMm no MNPUMEHEHUIO MNaposbHOM 3awmTbl. [ns 3agaHus napons  paspelueHo
MCMO/b30BaThb TOJbKO NAaTUHCKUE BykBbl A-Z, a-z, umdpbl 0-9 u cumeonbl 1$%" & _-=+~",()*{}[]

\
* BbINOJIHUTb KOMaHA4Y MHULManu3aumm RabbitMQ:
sudo rabbitmg-plugins enable rabbitmg_management
" Mepe3anycTuUTb CNYX0y rabbitmg-server:

sudo systemctl restart rabbitmg-server

YT106bl NONYyYMTb NPeobpasoBaHHOE 3HAYEHME MapPONsi, HYXXHO BOCMO/b30BaTbCS UCMOHAEMbIM (daniioM
rabbitmg_password2hash.sh, pacnonoxeHHbIM B MOAKIOYEHHOM peno3uTopum Termidesk (cm.
MonyyeHne naketoB yctaHoBkM B OC Astra Linux Special Edition) no nytu /var/repos/Addons/
Scripts/. Ona atoro:

* MepenTu B KaTanor /var/repos/Addons/Scripts/:
cd /var/repos/Addons/Scripts/

* 334aTb danny rabbitmg_password2hash.sh dnar ons 3anycka:
sudo chmod +x rabbitmq_password2hash.sh

roe:
+X - KJIHOY YCTAaHOBKM pa3peLleHus Ha 3anyck daiina oaa Bcex nosb3oBaTesnen;

* BbINOJHUTb UCMOJTHAEMbIN hann:
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sudo ./rabbitmg_password2hash.sh

Mpun BbiNONHEHMW uWcnonHaemMoro danna OyaeT npeasiioXkeHo BBECTM Maposb WM MOBTOPUTbL €ro.
MpeobpasoBaHHOE 3Ha4YeHMe BBEAEHHOrO Napona oTobparkaeTca B MHTepdence KOMaHAHON CTPOKM.
HeobxognMo BHeCTM nosiydeHHOe 3HadeHue npu  dopmupoBaHMM danna /etc/rabbitmq/
definitions.json (cekuma password_hash).

Ecnn koHdurypaumoHHbii dann /etc/rabbitmq/definitions.json yxe cywiecTByeT, HO TpebyeTtcs
M3MEHUTb B HEM 3Ha4YeHMe Npeobpa3oBaHHOro NMapons, HY>KHO:

* BbIMNOJIHUTb Npeobpa3oBaHme U AobasneHue naponsa B pann /etc/rabbitmg/definitions.json:
sudo ./rabbitmg_password2hash.sh -w -u <user> -p <naponb>

roe:
—-W - KJ1HOY 411 COXpPaHEHUs U3MeHeHUM B dbann /etc/rabbitmg/definitions.json;
-u - nosib3oBatesib RabbitMQ. B cTaHgapTHOM ycTaHOBKE MOYKHO YKa3blBaTb admin;
-p - Naponb;

" nepe3anycTuUTb CNYX0y rabbitmg-server:

sudo systemctl restart rabbitmg-server

4.5 . MNoarotoBka OC Astra Linux Special Edition

LOns koppekTHon yctaHoBku Termidesk Bepcum 5.X Ha OC Astra Linux Special Edition Bepcun 1.7 (1.7.4
n 1.7.5) Hy>kHO 06HOBUTb NakeT libastraevents:

» ybeauTbcs, 4TO B danne /etc/apt/sources.list B KayecTBE MCTOYHMKOB MOSIyYEHMUS MAKETOB

yKasaHbl CeTeBbleé Peno3vTOpuM, COOTBETCTBYHOLLIME UCMONb3YEMOM M noaaepxuBaemon Termidesk

Bepcum OC;

® MoapobHyto MHpopmauuio o cetesbix perosutopusix OC Astra Linux Special Edition MoxHo
nony4mTb B CrnpaBo4HOM uLeHTpe Astra Linux: https://wiki.astralinux.ru/pages/viewpage.action?
pageld=158598882.

" BbINOJHUTb.

sudo apt 1install --only-upgrade libastraevents
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4.6 . Hacrpoiika CYB/[, Tantor

Momumo noppepkkmn PostgreSQL Termidesk moxeT pabotate ¢ apyrumm CYB[, Takumm kak Tantor,

OCHOBaHHbIM Ha PostgreSQL YctaHoBka CYB/[, ponkHa 6biTb BbIMOSHEHA COMNMACHO AOKYMEHTauMKM Ha

Hee.
Mocne YCTaHOBKU HY>XHO NocCneaoBaTesibHO BbIMOHUTD LWarn ongd HaCTpOﬁKM b:

" MNEPEK/IHOYUTBLCA Ha NOoMb30BaTeNs postgres:

sudo su postgres
* BbINOJHUTb UHMUMaNM3auuto ba;:

/opt/tantor/db/15/bin/initdb -D /var/lib/postgresql/tantor-se-1lc-15/data/
" 3aMyCTUTb TepMUHaNbHbIM KnveHT CYB/:

psql

" MCMNOJMb3ys UHTEPAKTUBHbLIN MHTepdenc TepMuHanbHoro knmenta CYB[, co3pgate B, termidesk

(cuMBON «;» B KOHLE CTPOKM NpU paboTe C MHTEPAKTUBHbLIM MHTepdENCOM 0bs3aTeneH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

* co3gaTb nosib3oBatens termidesk ¢ naponem ksedimret ons ganbHenwero rnogkntoveHms k bI:

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

& B npuvBeneHHoOM KoMaHZe MMS MONb30BaTeNs M Maposib UCMNOb3YHTCA B KayecTBe npumepa. Mms
Nnosb3oBaTeNss M Maposib LO/MKHbl 334aBaTbC B COOTBETCTBMM C BHYTPEHHUMM CTaHAapTaMu
OopraHM3aumM no MPUMEHEHMIO MNaposbHOM 3aWuMThl. [na 3agaHua napons  paspelleHo
MCNONb30BaTh TONBKO NaTUHCKMe bykBbl A-Z, a-z, umdpbl 0-9 u cumsonbl $!1@% " &# -=+~";:..?

0*{HIV.

* Ha3Ha4MTb BCe MpaBa Mo ucnosb3oBaHMto bl termidesk co3gaHHOMY nonb3oBaTento termidesk:

postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* HasHa4UTb NMpaBa Ha Co34aHWE 06LEKTOB ANA CXeMbl public:

postgres=# GRANT CREATE ON SCHEMA public TO termidesk;

" BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
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postgres=# \q
* BbIMTU U3 CeaHCa MoJib3oBaTens postgres:
1 exit

* OTpenakTMpoBaTth pann /etc/parsec/mswitch.conf, yctaHoBMB napamMeTp zero_if_notfound

B 3Ha4yeHune yes, TO4YHO co6mo,u,a9| OTCTYynMbl U np06enb|:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes

A lpun pabote c¢ CYBL cnepyeT yuuTbiBaTb €€ OrpaHUYEHUsi: CYMMapHOe KOJIMYecTBO
nopkntoveHnn kK CYBL, nomkHo bbiTb He 6onee 75% OT MakCMMaNbHO pa3peLleHHOro KonyecTsa
nogkntodeHnn. Ana PostgreSQL no ymMonuyaHuio MakcMManbHOE KOMMYECTBO MOAKIIOYEHUN -
100.

Ons oueHkn konuuvectBa noakntodeHun k CYBL ™MoxHO Bocrnonb3oBaTbCs  (HOpMynon:
KONIMYeCTBO MOTOKOB «MeHemkepa paboumx MecT» + KONMYECTBO MOTOKOB (POHOBbIX 3afay +
(konnyecTBO NOPTaNoOB « YHMBEPCANbHOIO AMCMETYEpa» X KOIMYeCTBO siAep MpoLeccopos x 3) +
(konnuyecTBO y3710B C 3anylleHHbIMU cnyxbamu termidesk-celery-beat u termidesk-
celery-worker X KONMYeCTBO S4ep Ha 3TUX y3Nax).

YkasaHHble B ¢dopMyne napaMeTpbl «KOJIMYECTBO MOTOKOB «MeHemkepa paboumx MecT» U
«KOJIMYECTBO MOTOKOB (DOHOBBLIX 334aY» 33a[alOTCA B MopTane agMuHuUcTpaTopa Termidesk Ha
cTpaHuue «Hactporikn - CuctemHble napameTpbl - O6Lwme».
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5. YCTAHOBKA NMPOrPAMMHOIO KOMIJIEKCA

5.1. MNonyueHune naketoB yctaHoBkU B OC Astra Linux Special Edition

OuctpubyTtre npencrtasneH 6uHapHbiM dannom naketa MO B deb-dopmate. YctaHoBka B OC Astra
Linux Special Edition nponssoanTca M3 nokanbHOro peno3nTopusa, pacrnpocTpaHaeMoro B opmaTe iso-
obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:
* 3aMo0JIHMB 3anpoc yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NM4HbIN KabuHeT: https:/lk-new.astralinux.ru/.

Ons nopkntoyeHus nokanbHoro penosutopusi Termidesk Ha y3ne, roe npepnonaraeTcs YCTaHOBKa,
HY>KHO:
* CKOMWPOBaTb B AOMALLIHUI KaTasor nosib3oBaTenst obpas agucka termidesk-<Bepcusa>.iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
sudo mount -o loop termidesk-<Bepcua>.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-

<Bepcusi>.is0, yCTPOMCTBO 3aTEM MOHTUPYETCS B YKa3aHHbIW KaTanor /mnt;

" CKOMWPOBAaTb COOEPXXMMOE KaTajora repos MOAK/JKOYEHHOro obpasa Aucka B KaTtanor /var
nokanbHou ansioBOM CUCTEMBI:

sudo cp -Rp /mnt/repos /var

roe:
-Rp - KUY ON19 pPeKYypCUBHOIO KOMUPOBAHMA MOAKATaNoroB u hanioB C COXPaHEHMEM MCXOAHbIX

CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II'O‘-IEHHbII;i paHee o6pa3 ANCKa OT Yy3na:
sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCcKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free" > /etc/
apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHaa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY release@uveon. ru bbin ycnewHo nobasneH:

apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:
sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATH MPU KaXAOM W3MEHEHWUW Crucka

MCTOYHUKOB NakKeToB U Npn MaMeHEHUN COAEPXKNMOI0 3TUX NCTOYHUNKOB.
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5.2 . KomnnekcHas ycraHoBka Termidesk

5.2.1 . ABTOMaTU3MpPOBaHHas YCTaHOBKaA

5.2.1.1 . ABTOMaTM3NpOBaHHasA YCTAaHOBKA Yepe3 UCMONHAEMbIN (ain

©® Hauvnas c Termidesk Bepcum 5.1 ycrtaHoBka uvepe3s ucrnonHseMbld dann  (CKpUNT) He
noanep>xueaetcsa. ABTOMAaTU3MPOBAaHHAsi YCTAHOBKA BbIMOMHSAETCA 4Yepe3 KOHOUrypaLMOHHbIN
dann.

5.2.1.2 . AstomMaTusupoBaHHas yCTaHOBKa Yepe3 KOHMOMIypaLmoHHbIN daiin

YcTaHoBKa Yepes dhann OTBETOB He MOAAepXKMBaeTcs, HaumHas ¢ Termidesk Bepcun 5.0.

[Ons aBTOMaTM3MpoBaHHOM YCTAaHOBKWM pPEKOMEHAYeTCs npeaBapuTesibHO NoaroToBuTb damn /etc/opt/
termidesk-vdi/termidesk.conf, onucaHne napamMeTpoB KOTOPOro npuBeaeHO B Noapasgene
MapameTpbl KOHPUrypUpOBaHMSA KOMMOHEHTOB «YHMBEpPCa/ibHbIA aucneTyep», «MeHemkep paboumx
MecT» gokyMeHTa CJIET.10001-01 90 01 «PykoBoacTBo agMuHMCTpaTopa. HacTpolika nporpaMMHoro

KOMMeKCa».

& Tepep yctaHoBkon Termidesk cnepyet ybeamtbes, uto B B oTcyTcTBYOT 3anmncu (HeobxogumMo
ncrnonb3osaTtb Ynctyto b).
Ons yctaHOBKM nopTana «Arperatop» B pexuMMe aBTOMaTM3MPOBAHHOW YCTAHOBKM cnepyeT
obpatutbcs Kk pokymeHTy CJIET.10001-0190 08 «PykoBoacTBO agMMHMUCTpaTopa. YCTaHOBKA U
HaCTpouKa nopTana «Arperatop».

Mpumep danna /etc/opt/termidesk-vdi/termidesk.conf ¢ yCTaHOBNEHHbIMU 3HAYEHUSIMU MMEHU
Nnonb3oBaTe/IM W MNaponsi MO YMONYaHUIO M UX XpaHEHWMEM B KOHPUrypaumoHHoMm darne (6e3
ncnonb3oBaHns OpenBao), a Takxe 6e3 MCNONb30BaHUS 3alMLLeHHoro noakntoveHuns k b, n RabbitMQ

(c™m. paspen MoprotoBka cpeabl GYHKLUMOHUPOBAHUSA):

1 SECRETS_STORAGE_METHOD='config'
2 DBHOST="'localhost'
3 DBPORT='5432"
4 DBSSL="'Disable'
5 DBNAME="termidesk'
6 DBUSER="termidesk'
7 DBPASS="ksedimret'
8 DBCERT=
9 DBKEY=
10 DBCHAIN=
11 DJANGO_SECRET_KEY="'XejStbL6jtZ7DGTHO2vIpw4vflzTWMO7RgWhwWGYKgs="

12 RABBITMQ_URL1="amqgp://termidesk:ksedimret@localhost:5672/termidesk!’
13  RABBITMQ_URL2=

14  RABBITMQ_URL3=

15 RABBITMQ_SSL="'Disable’

16 LOG_LEVEL="INFO'

17 LOG_ADDRESS="'/dev/log'

18 LOG_FACILITY="'1local3"'
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19 HEALTH_CHECK_ACCESS_KEY="'270cle6a4cd013a3824982458a26ec4dcacl7f60f80a74098a62994

f775351e2'

20 METRICS_ACCESS_KEY='2559773a3b1104064bbcb0b5315749a3783cb4f2fae6eel925dc84acleef
0fe9"'

21 NODE_ROLES='ADMIN,USER, TASKMAN,CELERYMAN'

22 EULA_ACCEPTED="YES'

23 AGGREGATOR_ACCESS_TOKEN_TITLE='Termidesk JWT Title'

24 AGGREGATOR_JWT_SSL_CERT=

Mocne yCTaHOBKM YyKasaHHble B OTKPbITOM BMAE Mapo/iM MOXHO MPUBECTM K MNPeobpasoBaHHbIM
3HayeHusiM  (cM. nogpasgen  [MapamMeTpbl  KOHPUIypupoOBaHUSI  KOMMOHEHTOB  «YHMBEpPCa/bHbIM
aucnetuep», «MeHemkep pabounx MecT» gokymenta CJIET.10001-01 90 01 «PykoBoacTtso

agMUHUCTpaTopa. HacTporika nporpaMMHOro Komriekca).

5.2.2 . HeaBTOMaTM3npoBaHHas ycTtaHoBka Termidesk

Ons yctaHoBku Termidesk ¢ ncnonbsoBaHveM nceeporpaduyeckoro nHTepdenca Hy>XHo:
* NMOAroTOBUTL cpeny PpyHKLUMOHMpPoBaHUS (cM. pasaen lMNoarotoeka cpenbl GyHKUMOHUPOBAHUS);
* noakntounTb penosutopun Termidesk (cM. nopgpasaen MNonyyeHne NnakeToB YCTaHOBKM);

* ycTaHoBUTb Termidesk:

sudo apt -y install termidesk-vdi

roe:

-y - KJItOY AN151 NpOonyCcKa NOATBEPXKAEHUS YCTaHOBKMU.

® T[Mpu ycTtaHoBke nakeTa termidesk-vdi BO3MOXHO aKTMBMPOBaTb PEXMM OTNAAKM 4yepes
rnepeMeHHyr okpy>eHuna TDSK_PKG_DEBUG=1.

& HaunHas c Bepcum 4.3 B 3aBUCMMOCTb NMakeTa YCTaHOBKU termidesk-vdi fobaBneHbi:

» cny>xba BegeHUs XypHanoB syslog-ng. PaboTa ¢ apyrumm cny>k6amu BefieHUs XypHanoB
He rapaHTUpyeTcs;

* nakeT libpython3.7 pnas OC Astra Linux Special Edition 1.7, npepocTtaBnsitowmi
BO3MOXHOCTb YycTaHoBUTb Termidesk B8 OC ¢ MuHUManbHoM KkoHoUrypaumen (6e3
rpaduyeckoro nHtepdenca OC).

HaunHasa c Bepcum 5.1 B 3aBUCMMOCTb nakeTa ycTaHOBKM termidesk-vdi gna OC Astra Linux
Special Edition 1.8 gob6aBneH naket libpython3.11.

Mepen obHoBneHneM OC unun cnyxbbl syslog-ng peKOMeHAYeTCs CO34aTb Pe3epBHYHO KOMWIO
davina syslog-ng.conf. B cnyyae o6HoBneHus OC wunu cnyxbbl syslog-ng 6e3

npefBapuTeSIbHOrO CO34aHUSI pe3epBHOM Komuu dansia, MOXKeT MoTpeboBaTbCs MepeyCcTaHOBKA
Termidesk ona BoccTaHOBNEHWUS €r0 KOPPEKTHOM PaboThl.
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Hauunnaa c Termidesk Bepcun 5.0 komnoHeHT «LLnto3» yctaHaBnmBaeTcsa n3 naketa termidesk-
gateway. [na ycrtaHoBkM unm obHoBneHus «LUnwosa» cnegyet obpatMTbCa K nogapasgenam
YctaHoBka LUnto3a n O6HoBneHue LUniosza pokymenta CJIET.10001-01 90 05 «PykoBoacTBO
aaMuHucTpatopa. Hactpoika komnoHeHTa «LLnto3».

B npouecce ycTaHOBKU HY>XHO:

® Onsa nepekntoueHus Mexay 3KpaHHbIMM KHomkamu [Ok] v [OTMeHa] B ncesoorpacduyeckom
nHTepdence ncnonblyeTtcsa knaesuwa <Tab>.

® O3HAaKOMUTbCA C NTNUEH3UOHHbIM CcornalleHneM 1 HaXXaTb 3KpaHHYH KHOMKY [,El.anee] (cMm. PucyHok 1);

PucyHok 1 — JlnueH3noHHoe cornatueHue

" HaXKaTb 3KpaHHYto KHOMKY [[a] (cm. PucyHok 2) ANS NPUHATUS YCNOBUM NTMLEH3MOHHOIO COrnalleHus
W MPOAOIIKEHUS YCTaHOBKM MM 3KpaHHYto kHonky [HeT] B cnyyae oTkasa, npu 3ToM ycTaHOBKa

npepeeTcs;

Bbinyck oT Hosbpsa 2024 33



TERMIDESK CNET.10001-01 90 01

PucyHok 2 - MpuHsaTHME yCNnoBMn TMLEH3MOHHOMO COrNalleHus

* focnie MpUHATMSA YCNOBUA NIMLEH3UOHHOIO COMALLEHMs BblibpaTb CNocob XpaHeHWs Maponen (cm.
Pucyrok 3) nogkntodeHmsa Kk CYB/, n RabbitMQ:
» «config» (no ymonuaHuto) - naponu ByayT XpaHUTbCS B Npeobpa3oBaHHOM Buae B dawnne /
etc/opt/termidesk-vdi/termidesk.conf;
e «openbao» - oNg XpaHeHUs Naponen ByaeT MCNonb30BaTbCs XpaHunuwie naponen OpenBao

(XpaHMJ’IMLLI.e AOJIKHO ObITb 3apaHee Co34aHO U HaCTpoeHO);

Bbinyck ot Hosi6psi 2024 34



TERMIDESK CNET.10001-01 90 01

PucyHok 3 — Bbibop cnocoba xpaHeHusa naponen

* npu BblbOpe XxpaHeHus naponen yepe3z OpenBao Hy>XHO 3agaTb MapaMeTpbl MOAK/OYEHMUS K

XpaHUAULLY U NapaMeTpbl, HACTPOEHHbIE HEMOCPEACTBEHHO Ha XpaHUNULLE (cM. PucyHok 4):

«URL xpaHunuwa» - IP-agpec nan FQDN y3na n nopT c yCTaHOBMEHHbIM XpaHUAULLEM
OpenBao. ®opmat: http://<IP-agpec>:8200 uam http://<FQDN>:8200. MNMoaknioueHune
MOXeT BbINosHATbCs no npotokony HTTPS, ecan OpenBao HacTpoeH cOOTBETCTBYHOLLMM
obpazom. B aToM cnyvae Ha cnepytowieM Liare ByaeT OTKPbIT AMANOF HACTPOUKM MyTen K

ceptudukaTtam;

& Xparnunuwe naponeri OpenBao ponkHO 6biTb peanv3oBaHO B OTKAa30yCTOMYMBOM BapuaHTe,
nHadyeTermidesk He ByneT paboTaTb B nepmog npoctos y3nos OpenBao.

«Bepcusi APl OpenBao» - yctaHoBneHHast Bepcusi APl Ha OpenBao (1 wnum 2);

«TokeH poctyna k XpaHunuwy» - TokeH (Initial Root Token), cdhopmupoBaHHbIM npu
MHULMANU3aLMN XPaHUINLLA;

«[MyTb kK naponto CYBA» - nyTb, HacTpoeHHbIM Ha OpenBao ana xpaHeHus napons CYbB/L;
«Ponb poctyna k naponto CYB[» - ponb, HacTpoeHHass Ha OpenBao, umetolas goctyn K
naponto CYb/L;

«[MyTb Kk naponam RabbitMQ» - nyTb, HacTpoeHHbIM Ha OpenBao ana xpaHeHus napons
RabbitMQ;
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e «Ponb poctyna k naponam RabbitMQ» - ponb, HacTpoeHHas Ha OpenBao, nmetowas goctyn
k naponto RabbitMQ;

e «[lytb Kk naponam Termidesk» - nyTb, HacTpoeHHbIM Ha OpenBao ans xpaHeHws napons
Termidesk;

e «Ponb poctyna k naponam Termidesk» - ponb, HacTpoeHHas Ha OpenBao, nmetowas goctyn
K naponto Termidesk;

» «Bpems kewmnpoBaHusi naponeu, cek» - Bpems (B CEKYHIAX) XpaHEHMS Napons, Nosy4YeHHOro

ot OpenBao, BO BHYTpeHHeN NamMaTu;

http://192.0.2.3:8200
1

/postgresql
db-role
/rabbitmg
rabbitmg-role
ftermidesk
termidesk-role

y
I
I
I
I
I
I
I
I
I
I
I
I

H
I

H

PucyHok 4 — HacTtpownka noakntoueHumsa k OpenBao
* Mocfie HacTPOMKM crnocoba XpaHeHUs naponer Hy>XXHO BblbpaTb MPOTOKOJ, KOTOpbIM 6yaeT
ucrnonb3oBatbca npu noakmodeHun K BL (em. PucyHok 5). TMpu BblGope 3HaveHusa «Disable»

3almMueHHoe coegnHeHume npm NnoaoKNr4YeHNM K b ncnonb3oBaTbca He 6y,D,ET;
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TKPLITHIM, 6e3 3awnThb

PucyHok 5 — Beibop npoTokona ana nogkntoveHus k b,

* npu Bblbope 3awmueHHoro noakntoveHns k B wnu k OpenBao ctaHeT poctyneH pasgen
«HacTtpovika cepTudunkaToB», B KOTOPOM MOXKHO OMpPeaennTb NYTHU (cm. PucyHok 6) K cepTuduKaTam u
Knto4YaMm:

e «Ceptudmkar Health Check»: nytb k ceptudukaty SSL/TLS pna 3awmuwieHHoro
noakntoveHus kK APl npoBepkun cocTosiHUS;

e «Cekp. kntou Health Check»: nyTtb k kntouy SSL/TLS ana 3awimuieHHOro noakitoveHus K
API npoBepku cocTosiHUS;

e «Ceptudumkar Postgres mTLS»: nyts k ceptudukaty SSL/TLS pna 3awmuieHHoro
noakntoyeHma Kk CYb/,;

e «Cekp. kntou Postgres mTLS»: nyTb k kntouy SSL/TLS pna 3aumiLeHHOr0 NoaKIto4eHMs K
CYbA;

e «CepT. npomex. LLC Postgres mTLS»: nyTb k npomexxyTouHomy ceptudpukaty LLC SSL/TLS
0na 3awmuieHHoro nogknatoveHmsa k CYb/,;

e «Ceptudmkar OpenBao mTLS»: nytb k ceptudmkaty SSL/TLS pns 3awmuieHHoro
noakntoveHns k OpenBao. 3apaetca, B cnyyae, ecnm BblbpaH cnocob xpaHeHusi naponem
yepe3 OpenBao 1 HY>KHO HacTPOUTb 3aLLMLLIEHHOE NOAK/IHOUYEHUE K HEMY;

e «Cekp. kntod OpenBao mTLS»: nyTb k kntouy SSL/TLS ans 3awimieHHOro noakato4eHus K
OpenBao. 3agaeTtcs, B cnyyae, ecim BblbpaH cnocob xpaHeHus naponen yepes OpenBao um

HY>XHO HaCTpPOUTb 3alLMLLIEHHOE NOAKNHYEHNE K HEMY;
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N

e «CepT. npomex. LLC OpenBao mTLS»: nyTb kK npoMexxyTouHoMy cepTudmkaty LLC SSL/TLS
ANa 3awmiieHHoro noakstodeHuss Kk OpenBao. 3apaetcsa, B cnyyae, ecin BblbpaH cnocob
xpaHeHus naponen Yyepe3 OpenBao 1 Hy>XHO HaCTPOUTb 3aLUMLLEHHOE MOAK/OYEHME K HEMY;

e «OcH. cept. ana pacwndpoBkn JWT-TokeHa»: NyTb K cepTUdMKaTy AN MONyYeHUs
3HaveHuss JWT-TokeHa nopTana «Arperatop». 3agaeTcs B Ciny4dae, €C/iM yCTaHaBIMBaeTCs
«[opTtan agmuHucTpatopa» u (unu) «llopTan nonb3oBaTensi», KOTOpbIMA 3aTeM OyaeT
MOAKNIOYEH KaK y3en B noptane «Arperatop»;

o «Pe3. cepT. ona pacwudpoBkn JWT-TokeHa»: MNyTb K pe3epBHOMY cepTudMKaTy Ana
nony4yeHuss 3HadeHuss JWT-TokeHa nopTana «Arperatop». 3agaeTca B Cly4yae, €C/iu
yctaHaenusaeTca «[lloptan agMuHucTpatopa» u (Mnm) «lMopTan nonb3osBaTens», KOTOPbIN
3aTeM OyZeT MOAK/IOYEH KakK y3en B nopTtane « Arperatop»;

e «Cekp. kntou ansa noanucyn JWT-TokeHa»: nNyTb K 3aKpbITOMY KJwody ana nognuvcu JWT-
TokeHa nopTana «Arperatop». 3afaeTcs TOMbKO B C/ly4yae, eC/iM YCTaHaBAMBAKOTCS PO

«ArperaTtop agMUHUCTpaTopa» u (Mnn) « Arperatop nosb3oBaTens»;

= NS NPOJONXKEHUS YCTAaHOBKM HaXKaTb 3KpaHHYto kHonky [[danee];

HacTpoiika nyTeld K cepTUGMKATaM W Kw4am +
BoilbepuTe KAWY ANA HaCTPOWMKW:

CeptudukaTt Health Check: /etc/opt/termidesk-vdi/ssl-cert-snakeoil.pem
Cekp. knw4 Health Check: /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key
CepTudukat Postgres mTLS: /etc/opt/termidesk-vdi/ssl-cert-snakeoil.pem
Cekp. knwy Post

res mILS: /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key
epT. npoMex. UC Postgres mTLS: /etc/ssl/certs/ca.

CepTndukaTt OpenBao mTLS: /fetc/opt/termidesk-vdi/ssl-cert-snakeoil.pem
Cekp. knw4 OpenBao mTLS: /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key
CepT. npomex. LUC OpenBao mTLS: /fetc/ssl/certs/ca.pem

OcH. cepT. anA pacunppoBkn JWT-TokeHa: /etc/opt/termidesk-vdi/ssl-cert-s
Pez. cepT. ana pacuwngpoBkn JWT-TokeHa: /etc/opt/termidesk-vdi/ssl-cert-s
Cexkp. knwy gna noanncw JWT-TokeHa: He 3apjad

<EuibpaTh> < flanee >

PucyHok 6 — KoHpurypauma cepTdmKaToB U KOYen
* 3aMonHUTb napameTpbl nogknrodeHms K CYBL, (cm. Pucyrok 7):

e «Appec CYBO»: IP-agpec nnn FQDN y3na c yctaHosneHHon CYB/[ (B cnydyae nokanbHOM
YCTAaHOBKM 127.0.0.1);

e «lMopt CYBL»: HOmMep nopTa, ucnonb3lyemMoro Aans coeamHeHuss ¢ cepsepom CYB[
(cTaHpapTHbIM NOpT 5432);

e «MMa 6asbl gaHHbIX»: HauMeHoBaHuWe Bl (termidesk, napameTp 3agaBancs Npu CO34aHUU
bA);

e «MMa nonb3oBatens»: uma nonb3oBatens b ana nopkntouveHus K Hen (termidesk,

napameTp 3afaBasncs npu co3gaHum b);
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e «[laponb»: naponb Aana nogkntoveHuss k BI (ksedimret, napameTp 3agasanca npwu
cospaHun bll);
" HaXkaTb 3KpaHHYyt KHonky [TecT] Ans npoBepku MOAKMIOYEHUS, 03HAKOMUTLCS C pe3y/bTaToM

TECTUPOBAaHUA NOAKNHOHEHUA U ANA NPOAO/IKEHNA YCTAHOBKU HaXXaTb 3KPaHHYHO KHOMKY [.D.anee];

termidesk
termidesk
whkkkkii®

PucyHok 7 — Beopg, napameTpos nogkntoveHms Kk CY B/,
* BblGpaTb MPOTOKOM, KOTOPbIN ByAeT MCNONb30BaTbCS NpU NnoaktodeHun K RabbitMQ (cm. PucyHok 8).
Mpn BbibOpe 3HauveHus «Disable» 3awmieHHoOe coeamHeHue npu noakntodeHun K RabbitMQ

MNCNonb30BaTbCA HE 6y,D.ET;

PucyHok 8 — Bbibop npoTokona ansa nogkntoveHus k RabbitMQ

* HacTpouTb noakntodeHre K RabbitMQ. Onsa storo BbibpaTh B ClefytowemM okHe NyHKT «Empty» n

HaXkaTb 3KpaHHYK KHOMKY [BbIBbpaTb] (cm. Pucynok 9). Heobxoaumo 3apmaTb xoTs 6bl  0fHO
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noakntoveHne Kk RabbitMQ, ecnu He GyaeT 3afaHO HM OAHO MOAKIKOYMEHME, TO MPU HAXKATUM Ha

kHonKy [[anee] npou3onaeT BO3BPpaT B AMANOr HACTPOMKM MOAKIHOHEHWN;

PucyHok 9 — DkpaHHas popMa Havana HacTporku noakntodeHus RabbitMQ
* BbIMOMHUTb HACTPOMKY noakatoveHus Kk RabbitMQ, 3anonHWB napameTpbl (cm. PucyHok 10):

» «Appec cepsepa»: |P-agppec unn FQDN y3na c ycraHoBneHHbiM RabbitMQ (B cnyuvae
JIOKaNbHOWM YCTaHOBKM 127.0.0.1);

e «[lopT cepBepa»: HOMep mMopTa, McnonblyemMoro pans coeauHeHms ¢ RabbitMQ (no
yMonyaHuto 5672);

e «BupTyanbHbIM XOCT»: BUPTYaNbHbIlM y3€/, K KOTOPOMY OyAeT Npou3BOAUTLCS NMOAKTHOYEHUE
(termidesk);

e «MMa nonb3oBaTens»: UMa NOMb30BaTENS A9 NOAKAtOUeHUs (termidesk);

» «[laponb»: naponb ans noakntodeHus (ksedimret);

* HaXaTb 3kpaHHyto kHorky [OK] ans npoponxeHus yctaHoBKy;

termidesk
termide

PucyHok 10 — HacTpowka noakntoueHust k RabbitMQ
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* B CNeayroLEeM OKHe 0TobpasnTca MHbopMaLmMs (cM. PucyHok 11) O HAaCTPOEHHOM noakstoveHun. Mpum
HeobxoAMMOCTU MOXKHO A06aBUTb A0 Tpex 3k3emnnsipoB RabbitMQ ans nopkntoueHus, Bbibpas
nycrtble CTpokun «Empty» M noBTOopvB BBO4, MNapaMeTpPoB MNoAKAOYeHMs. [na npomomKeHus
YyCTaHOBKM CneayeT HaxaTb 3KpaHHYto kHonky [danee];

HacTpoiika nogknwueHwid k RabbitMQ. HyxHo, Kak MWHUMYM, OfHO. +
BeibepuTe nogknwuyeHue: |

s/ /termidesk:***@192.0.2.1:5672/termidesk
| Empty |
Empty

|

| |
I
<

B

<BuibpaTb> <YpannTe> |

PucyHok 11 - OTobparkeHre napaMeTpoB nogkatodeHms K RabbitMQ

* 33TeM BbIOPATb YCTaHABIMBAEMYHO POJib:

© VYcraHoBka «Arperatopa» 40/XKHA MPOU3BOAMTBLCA Ha OTAENbHOM Y3/e, oTIMYHOM oT «[lopTana
agMuHUCTpaTopa» u/munm «lMoptana nonb3osatena», « MeHemkepa paboumx MecT».
YcTaHoBKa «Arperatopa» He NpefycMoTpeHa B paMkax nuueHsuu Termidesk Terminal.

® Mpu komnnekcHow yctaHoBke Termidesk Heobxogumo  BblGpath  ponu:  «[MopTan
agMUHUCTpaTopa», «[lMopTan nonb3oBatens» (ONUMOHANbHO, €C/IM HY>KHO aKTMBMPOBaTb BCE
[ocTynHble PyHKLMK), «MeHepykep pabounx MecT (ovepeam)», «MeHemkep paboumx MecT».
Ecnu He BbIBpaTb HM 0AHOIO KOMMOHEHTA, TO HU oaHa cny>kba Termidesk 3anyuieHa He 6yaer.

e «[lopTan agMMHUCTpaTOpa»: YCTAHOBUTCA KOMIMOHEHT «YHMBEpPCaNibHbIM AucCreTyep» C
«[NopTanoM agMuHucTpaTopa». «lMopTan agMUHUCTpaTopa» NpeaocTaBnseT uHTepdenc ans
ynpasneHus Termidesk n uHTepdenc swagger ang [ocTyna K OFpaHUYEHHOMY CHMCKY
mMoaynen gokyMeHTauuu no komaHgam REST API («auth», «discover», «health», «agent»,
«webui»). lNMocne yctaHoBkK byaeT 3anyLueHa cnyba termidesk-vdi;

e «[lopTan nonb3oBaTens». YCTAaHOBUTCA KOMIMOHEHT «YHMBEpCaNbHbIM AucrneTyep» C
«[MopTanom nonb3oBatena». «lopTan nonb3oBaTensa» MNpPenoCTaBASET MOJIb30BATENbCKUM
nHtepdenc Termidesk n umHTepdenc swagger pas [oOCTyna K OrFpaHUYEHHOMY CMUCKY
mMoaynen nokymeHTauum no komaHzam REST API («auth», «discover», «health», «client»,
«wsproxy», «agent»). WMHTepdenc ynpasneHus Termidesk Oynet HepocTyneH. [locne

yCTaHOBKM OypeT 3anyuwieHa cnyxba termidesk-vdi. lMpu Bbibope u ponm «[lopTtan
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agMuUHUcTpaTopa», M ponu «[llopTan nonb3oBatens» OyayT [OCTYNHbI QYHKUMM 0BOMX
BapWaHTOB, NPW 3TOM aKTUBUPYETCH AOCTYMN KO BCEM MOAYNSIM AOKYMEHTAUUM MO KOMaHAaM
REST API, npegoctaBnsieMbiM MHTepdenNcoM swagger;

e «Arperatop aAMWHUCTpPATOpPa»: YCTAHOBUTCS KOMMOHEHT «YHWBEpCanbHbIA AUCNETYEP» C
noptanoM «Arperatop agMuHucTpatopa». [loptan «Arperatop agMUHUCTpaTopa»
npefocTaBnseT WHTepdenc [Ans ynpaBneHus obObeaMHeHHbIMM pecypcamu  (depmamu)
Termidesk u wuHTepdenc swagger aOna [oCTyna K OrpaHUYEHHOMY CMUCKY MOAY/EN
JokyMeHTaumm rno komaHgaMm REST API. MNMogpobHaa MHbopMaUmMs No HaCTpomKe NpuBeaeHa
B nokymeHTe CJIET.10001-01 90 08 «PykoBoacTBO agMMHMCTpaTopa. YCTaHOBKa W
HacTporika noptana «Arperatop». lMocne yctaHoBkM ByaeT 3anylieHa cnyba termidesk-
vdi;

e «Arperatop nonb30BaTeNsi». YCTAHOBUTCSH KOMMOHEHT «YHWUBEPCANbHbIA AucreTyep» C
nopTtanoM «Arperatop nonb3oBatens». [lopTan «Arperatop nosb3oBaTens» nNpefocTaBnseT
Nnosib30BaTeNbCKMN WMHTepdenc ana noakntwodeHus K depmam Termidesk u uHTepdenc
swagger ANs AOCTyna K OrFpaHWYEHHOMY CMUCKY MOAynen AOKYMEHTauMu Mo KOoMaHAaM
REST API. lMNMocne ycraHoBkM bymeT 3anyuweHa cnyxba termidesk-vdi. [pu Bbibope um
ponu «Arperatop agMUHUCTpaTopa», U ponn «Arperatop rnonb3osaTenis» ByayT AOCTYMHbI
dYyHKUMM  0BOMX BapuaHTOB, MNpU 3TOM aKTUBMPYETCS [HOCTYyNn KO BCEM MOAYNAM
AokKyMeHTaummn no komaHgam REST API, npegoctaBnsiembiM nHTepdenicoM swagger;

e «MeHemkep paboumx MecT (oyepegm)»: YCTAHOBUTCS KOMMOHEHT «MeHemkep paboumx
MecT», TMOoC/fe YCTaHOBKM OyayT 3anylleHbl Cnyxbbl termidesk-celery-beat,
termidesk-celery-worker;

e «MeHepykep paboumx MecT»: YCTaHOBUTCSH KOMMOHeHT «MeHemxkep paboumnx MecT», nocne

YCTaHOBKM BOyaeT 3anyLieHa cnyxba termidesk-taskman.

Mocne yctaHoBkmn Termidesk HeobxoamMMo ckOppekTMpoBaTb dana KoHdUrypaumm seb-cepsepa /etc/
apache2/apache2.conf. Ona 3Toro Hy»HO HaMTW W PaCKOMMEHTMPOBATb CTPOKY C MapaMeTpoM
AstraMode, panee NpMcBOUTb AAHHOMY NapaMeTpy 3HavyeHue off, TOUHO cobntogas OTCTynbl U Npobenbl
B havne:

1 # Astra security mode

2 #
3 AstraMode off

3aTeM nepesanycTuUTb Beb-cepaep:

sudo systemctl restart apache2
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® Mocne ycTaHOBKM napaMeTpbl MOryT BbITb M3MeHeHbl Yepe3 dain /etc/opt/termidesk-vdi/
termidesk.conf (cm. noapasaen MapaMeTpbl KOH(UrypupoBaHus KOMMOHEHTOB
«YHuBepcanbHbl gucnetyep», «MeHemkep paboumx MecT») unm yepes yTunuty termidesk-
config (cM. nogpa3gen Ytunuta termidesk-config).
Mocne ycnewHoOro 3aBepLleHMsI YCTAHOBKM HAa Y3€1 MOXET ObiTb YCTAHOB/IEH KOMMOHEHT
«Lnto3» (termidesk-gateway). B pacnpeaeneHHOM BapuaHTe 3TOT KOMMOHEHT
YCTaHaB/IMBAETCA HA OTAE/IbHbIN y3en.

5.3 . PacnpeneneHHas yCTaHOBKa NPOrpaMMHOI0O KOMruiekca

5.3.1 . OCHOBHbIe NPUHLMMbI pacnpeseneHHoM YCTaHOBKU

B Termidesk npenycMoTpeHa pacnpefeneHHasi YCTaHOBKA KOMMOHEHTOB Ha OTAE/IbHblE CEPBEPbLI UM
BM.

@ Onwucanune npuMeHnMo K pepme Termidesk.

YcTaHoBka komnoHeHToB Termidesk BbinonHaeTcs B cpene dyHkumnoHmpoBaHma OC Astra Linux Special
Edition.
B pacnpepeneHHOM BapuaHTe yCTaHABIMBAOTCS KOMMOHEHTbI:

* «YHuBepcanbHbI gucneTyep» (cnyxxba termidesk-vdi);

» «Llno3» (cnykba termidesk-gateway);

» «MeHepkep  paboumx  MecT» (cnyxbbl  termidesk-taskman, termidesk-celery-beat,

termidesk-celery-worker).

MepeyeHb ycnoBui o pacnpeneneHHON yCTaHOBKM:
= 6pokep coobuieHnn RabbitMQ yctaHaBnuBaetcs Ha ogHoMm y3ne ¢ CYB/, (B obwem cnyyae 3ToT
KOMIMOHEHT MOXET YCTaHaBNMBATbCS Ha OTAENbHbIMA Y3€/l, HO B paMKax HaCTOsLLEN MpoLenypbl

[aHHbIM BapuaHT He pacCMaTpUBAETCS);

& Ecnv 6ypeT ncnonbsoBatbes BHewHAs CY B/, Hy>XHO ycTaHOBUTb KoMnoHeHT RabbitMQ Ha ysen
«MeHepykepa paboumnx MeCT» UM Ha OTAENbHbIN y3en.

" Ha BCeX Yy3naxX, MNpeaHa3HayeHHbIX AN YCTAHOBKM KOMMOHEHTOB, HACTPOEHbl CTaTU4eCcKue
IP-agpeca;
* Ha BCEX y3/1aX HAaCTPOeHa CUHXPOHU3ALUUS BPEMEHU OT eAMHOIO0 UCTOYHMKA.

YnpouieHHas oblas cxemMa nNpu pacrnpeneneHHon ycTaHoBke Termidesk npuBegeHa Ha PUCYHKE (cwm.

PucyHok 12).
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PucyHok 12 — Cxema pacnpeneneHHOM yCTaHOBKMU

I'Iepequb 0603Ha4YeHHbIX Ha CXeMe KOMMOHEHTOB npueeneH B Ta6J'IMLI,e (cm. Tabnuua 3).

Tabnuua 3 - MNepeyeHb KOMMOHEHTOB

KoMnoHeHT

FQDN

Mopnucb Ha cxeme

«YHuBepcanbHbili gucneTtyep» N21 ¢ ponbto
«[MopTan yHMBEpCanbHbIN»

displ.termidesk.local

YHuBepcanbHbii gucnetyep 1

«YHuBepcanbHbil gucneTtyep» N22 ¢ ponbto
«[MopTan yHMBEpCanbHbIA»

disp2.termidesk.local

YHuBepcanbHbI gucneTyep 2

«LWno3» N21

gwl.termidesk.local

Lno3 1

«LLnto3» N22

gw2.termidesk.local

L nto3 2

«MeHepykep pabounx mect» N21 (master)

tskl.termidesk.local

«MeHepykep pabounx mecT (ouepeam)» N21
(master)

MeHepyxep paboumnx mect 1

«MeHepykep pabounx mect» N22 (slave)

tsk2.termidesk.local
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KoMnoHeHT FQDN Mopnuch Ha cxeme
«MeHepykep pabounx mecT (ouepenm)» N22
(slave)
BanaHcupoBLKMK Harpysku (nginx) nginx.termidesk.local banaHcuposLLmK
basa paHHbIX db.termidesk.local Cepsep PostgreSQL

PacnpeneneHHas ycTaHOBKa NpPOBOAMUTCA B ClefYyHOLLEN MOCNeA0BaTENbHOCTH:
1) Ha ogHoM y3ne ycTtaHaenuBatotca CYB/ n RabbitMQ. MNpu ycTaHoBke cnepyeT y4vecTb, 4To B B/,
[OMKHbI OTCYTCTBOBaTb 3anncu (HeobxoanMMo Mcnonb3oBaTb YncTyto b/1);
2) ycTaHaBNMBAETCS NepBbli (3TANOHHBIN) y3en ¢ « YHMBepcaNibHbIM amcrnetyepom». MNpu ycTaHoBKe
HeobxoauMo BblGpaTh ponb «[lopTan yHuBepcanbHbiM». Ponb akTMBMpYeTCS Npu OAHOBPEMEHHOM
Bblbope ponen «[loptan agMuHucTpaTtopa» u «[llopTan nonb3osatena» B [AMaNOrOBOM OKHe

ncesgorpadpuyeckoro nHTepdenca MHCTaNIATopa;

& HacTtporiku nepBoro y3na ¢ «YHMBepcanbHbIM aucrneTyepom» Termidesk 6yayT mMcrnonb3oBaTbes
KaK 3Tas/IoOHHble AN Y3/10B APYrMX « YHUBEPCANbHbIX AUcreTyepoB» M «MeHenokepoB paboumx
MecT».

MapameTpbl koHburypaumum Termidesk Haxopatca B danne /etc/opt/termidesk-vdi/
termidesk.conf.

Hy>xHO ckonupoBaTb kaTanor /etc/opt/termidesk-vdi BMecTe C ero coaep>XXuMbiM Ha y3/bl
ApYrnx « YHUBEpPCANbHbIX AUCneTyepoB» U «MeHeaykepoB pabounx MecT».

3) ycCTaHaBNMBaKOTCA OCTajibHble «YHUBepcasibHble AUCMETYEPbI» C KOMMpoBaHWeM (dannos,
YyKa3aHHbIX B M.2, C 3TaIOHHOrO Yy3na;

4) yctaHaBnuBatoTcs «LLnto3bi», katanor /etc/termidesk/ konupyeTtcs ¢ nepsoro y3na «LLntosa»
Ha Apyruve ysnbl C 3TUM KOMMOHEHTOM;

5) yctaHaBnmBatoTcs «MeHepykepbl pabounmx MecT» C KOnMpoBaHWEM (ainoB, yKasaHHbIX B M.2, C

3TAaJIOHHOrO y3na.

© OgpHospemeHHO cnykba «MeHemkepa paboumx MecT» termidesk-taskman fomkHa 6bITb
3anyLeHa ToNbKO Ha OAHOM U3 y3noB!

3aKnouYUTENbHBIM 3TanoM YCTaHaB/IMBAKOTCA U HAaCTpPanBakoTCA 6aJ'IaHCMp0BLLI,VIKVI Harpy3ku Ha 6aze OC

Astra Linux Special Edition n nginx.

5.3.2 . YcraHoBka u HacTtponka CY B/, PostgreSQL

Mpouecc ycTaHoBKM GBpokepa coobuwieHnn RabbitMQ He oTnauuaeTcs oT npouecca, OMMCaHHOrO B
pasgene MNoaroToBka cpenpl $yHKLUMOHMpPOBaHMS. YcTaHoBKa 7 HacTpomKa Ccvyb
PostgreSQL ocyLecTBnsieTcs cornacHo BbIGpaHHOW BEPCUU.

[ns 3aBepLUEHMS HACTPOMKM HYXKHO:

* OTpenakTMpoBaTth dann /etc/rabbitmg/rabbitmg-env.conf, npuBeas ero K BuaYy:
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e
~

# Defaults to rabbit. This can be useful if you want to run more than one node
# per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-machine
# combination. See the clustering on a single machine guide for details:

# http://www.rabbitmg.com/clustering.html#single-machine

#NODENAME=rabb-it

# By default RabbitMQ will bind to all interfaces, on IPv4 and IPv6 if

# available. Set this if you only want to bind to one network interface or#
# address family.

10 NODE_IP_ADDRESS=0.0.0.0

11 # Defaults to 5672.

12 NODE_PORT=5672

coO~NOoOOUlh WN B

(o)

* COXpaHUTb hans 1 Nepe3anycTUTb CNyXby rabbitmg-server:

sudo systemctl restart rabbitmg-server

5.3.3. YcraHOBKa nNepBOro ysna ¢ « YHuBepcaabHbIM AUCNETYEPOM»

Mpouecc ycTaHOBKM nepBoro ysna C «YHWBEpCaNbHbIM AMCNETYEPOMY» aHaNOrMYeH KOMMJIEKCHOM
yctaHoBke Termidesk, 3a nckntoueHnem Bbibopa Tonbko ponen «[lMopTan agMuHucTpatopa» u «[loptan
nonb3oBaTensi».

Mocne ycTaHoBKM nepenatb KaTanor /etc/opt/termidesk-vdi Ha ocTanbHble y3/bl « YHUBEPCAbHbIX

AMCMEeTYEPOB» U «MeHemKepoB paboumx MecT»:

sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/

roe:

—r - KJItOY 4N PEKYPCUBHOM (CO BIOXKEHHbIMM KaTaJloraMun) nepenayu;

localuser - UMA Nonb30BaTeNS LLESIEBOrO y35a;

ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - NnyTb, Kyaa 6yaeT CKONMMPOBAH KaTasior.

Mepen HayanoM YCTAHOBKM OCTa/lbHbIX Y3/10B  «YHUBEPCANbHbIX AMCMETYEPOB» Heobxoanumo

nepeMecTUTb CKONMMPOBaHHbIM paHee KaTanor termidesk-vdi B kaTanor /etc/opt/:
sudo mv /home/user/termidesk-vdi /etc/opt/
YcTaHOBUTb BTOpPOM Yy3en C «YHMBepCasbHbIM AMCMETYEPOM» MO aHaNOrMM C MepPBbIM, HE MeHss

napaMeTpbl B Auanorax noaKnyYeHmna K CYE,EI. M 3anoJIHeEHUA VIHCI)OpMaLI,MM O noakKnw4YeHUn K
RabbitMOQ.

5.3.4. YcraHoBKa «Llinto3oB»

YcTaHoBka «LLInto30B» BbinonHseTCa M3 NakeTa termidesk-gateway.
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A [na ycraHoBku «LLnto3za» cnepyet obpatmTbcs K nogpasgeny YcraHoBka LUnosa nokymeHTa
C/TET.10001-01 90 05 «PykoBoacTBO agMuHUcTpaTopa. HacTponka komnoHeHTa «LLnto3».

Mocne 3aBepLUEHUS YCTAHOBKM HYXKHO M3MEHUTb HAaCTPOMKM 3anycka «LLnto3oB» termidesk-gateway:

* npuBectn ann /etc/termidesk/gateway.yaml K Buay cornacHo noapa3sgeny MapameTpol
KOHOUIrypupoBaHMS  KOMMoOHeHTa  aokymeHTa  CJIET.10001-01 90 05 «PykoBoacTtBo
apMuHUcTpaTopa. Hactporika komnoHeHTa «LUnto3». 3apaTh akTyanbHble 3HadeHus |P-appecos
(vnn FQDN) napameTpam:

e url: ${urlCheckToken} - ans obcnyxmBaHua APIl-3anpocos no coctosHuio «LLntoza»;
e url: ${coordinatorUrl} - ans noakntoyeHus k RabbitMQ;

" COXpaHUTb daKn, a 3aTeEM Nepe3anyCcTUTb CYXXOy:
sudo systemctl restart termidesk-gateway

Mocne HacTporku Hy>KHO MepenaTb katanor /etc/termidesk/ c nepsoro ysna «Llnwo3a» Ha ppyrue

y3nbl C 3TUM KOMMNOHEHTOM!:

sudo scp -r /etc/termidesk localuser@ipaddr_or_fqdn_host:/home/user/

roe:

-r - KJIOY AN5 peKYPCUBHOM (CO BIOXKEHHbIMUM KaTasoraMu) nepeaaydu;

localuser - Mg Nosb30BaTeNs LENeBoro ysna;

ipaddr_or_fqdn_host - IP-agpec nunn FQDN ueneBoro yzna;

/home/user - NyTb, Kyaa b6yLeT CKOMMPOBaH KaTasor.

Mepep HayasoM YCTAHOBKM OCTasbHbIX y3/10B «LLnto30B» Heob6xoaMMo MepemMecTUTb CKOMMPOBAHHbIN

paHee katanor termidesk B kaTanor /etc/:

sudo mv /home/user/termidesk /etc/

YcTaHoBKa BTOPOro y3na «Unto3a» BbINOMHAETCA NO aHaNorMm nepBbiM.

5.3.5. YcraHoBka «MeHemkepoB paboumx MecT»

YcTaHoBKa «MeHemkepoB paboumx MecT» NpoOM3BOAUTCS Ha ABa Y31a, paboTatowmx B pexkmume network
failover.

YcTaHOBKa KOMMOHEHTA Ha MepBbIv y3ea NPOBOAUTCS B C/IeAYHOLLEN NOC/EA0BATENIbHOCTH:

1) nepemeLaeTca CKONMMPOBaHHbIN paHee KaTanor termidesk-vdi B kaTanor /etc/opt/:

sudo mv /home/user/termidesk-vdi /etc/opt/

2) pepakTtupyetca dann /etc/opt/termidesk-vdi/termidesk.conf, nmapametpy NODE_ROLES
npuceaueaeTcs 3HavyeHe « TASKMAN, CELERYMAN»;

3) ycTaHaBnuBaeTcs nakeT termidesk-vdi:
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sudo apt -y install termidesk-vdi

roe:
-y - KJIHOY 41 NpOonyCcKa NOATBEPXKAEHUS YCTaHOBKMU.
B pesynbTate ycTaHOBKM NakeTa termidesk-vdi Ha y3ne 6yayT 3anyLUeHbl:
* cnybbl termidesk-celery-beat, termidesk-celery-worker komMnoHeHTa «MeHepykep
paboumx MecT», yCTaHOBMIEHHOrO Kak «MeHemykep paboumnx mMecT (ouepeam)»;

* cnykba termidesk-taskman koMnoHeHTa «MeHemkep paboumx MecT».

Mocne OKOHYaHUS YCTAaHOBKM HY>KHO OCTaHOBUTb (systemctl stop) v wuckntoumtb (systemctl

disable) cnyxby termidesk-taskman 13 aBTOMaTM4eCckoro 3anycka:

sudo systemctl stop termidesk-taskman && sudo systemctl disable termidesk-taskman

McknoueHne CJ'Iy)K6bI M3 aBTOMATUHECKOIro 3anyCcka HEO6XO,£I,VIMO, MOCKOJIbKY ynpaBneHue ee COCToAHNEM
nponsBoaunTCA CKpUnTaMun pexkmma BbICOKOM AOCTYNMHOCTMU.

YcTaHoBKa BTOPOro ysna c «MeHe,u,>Kep0M pa6oqu MeCT» BbINOJIHAETCA NO aHaJIOrnn C NepBbiM.

5.3.6 . YcTaHoBKa 6anaHCMPOBLUMKOB

BanaHCMpOBLUMKKM  Harpysku HeobxoguMbl Ans  GanaHCUMPOBKU  KJMEHTCKMX  MOAK/IHOYEHUM K
«YHuBepcanbHbIM aucneTyepam» U «LLInto3am», paBHOMEPHOro pacrnpenenieHust Harpyskm Ha HUX.
Cpenon dbyHKLMOHUpOBaHUS ans 6anaHcmpoBLLMKOB Harpysku aensieTca OC Astra Linux Special Edition.

EaflaHCVIpOBLLI,MK nginx YCTaHaB/IMBaeTCA KOMaHOoMu:

sudo apt install -y nginx

roe:

-y - KJIO4Y ANs1 NpOonycKa NoATBEPXKAEHUSI YCTaHOBKMW.

5.3.7 . [encTBusa nocne pacnpeneneHHoM yCTaHOBKU

HacTtponka koMnoHeHTa «MeHemkep paboumx MecT» B peXMMe BbICOKOM AOCTYMHOCTU MpuBEAEHA B
noppasaene Hactpoika «MeHepkepa paboyero Mecta» B peXXuMe BbICOKOA AOCTYMHOCTU OOKYMEHTa
C/TET.10001-01 90 02 «PykoBoacTBO agMuHUCTpaTopa. HacTponka nporpaMMHOro KoMmnaekca.
HacTpowka 6anaHCMpOoBLUMKA Harpy3ku npuseaeHa B nogpasaene Hactpoika 6anaHcMpoBLLMKa Ans

paboTbl C caMonoanucaHHbIMU cepTudmkatamm gokymeHTa CJTIET.10001-01 90 02 «PykoBoacTso
agMuMHUcTpaTopa. HacTpoika nporpaMMHOro KomrJekca.

5.4 . OTtkasoycroiumBas ycraHoBka Termidesk

5.4.1 . OcHOBHble NPUHLMMNbI OTKA30yCTOMYMUBON YCTAHOBKM
B Termidesk npenycmoTpeHa 0TKa3oyCcTOM4YMBasi YCTaHOBKA A/ COXpaHEHMs paboTocnocobHoCTM npu

BO3HUKHOBEHUU HELUTAaTHbIX CVITyaLI,MVI.
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@ Onwucanune npuMeHnMo K pepme Termidesk.

MepeyveHb ycnoBui ons 0TKazoyCTOMYMBOM YCTAHOBKM:
* 6pokep coobuieHnn RabbitMQ yctaHaBnuBaeTcs Ha opHoM y3ne ¢ CYB[ (B obwem cnyyae 3ToT
KOMMOHEHT MOXEeT YCTaHaBAMBATbCS Ha OTAE/bHbIM Yy3e/, HO B paMKax HacCTosLLEeW Mpoueaypbl

[aHHbIM BapuaHT He pacCMaTpUBAETCS);

& Ecnu bypet ncnonbsosatbest BHewHas CY B/, Hy>kHO ycTaHoBUTL RabbitMQ Ha oguH 13 y3noB ¢
komrnoHeHTamMu Termidesk nnmn Ha oTAENbHBIN y3en.

" Ha BCeX Yy3/1aX HAaCTPOEHbI CTaTUn4eCckue IP-a,u,peca;

" Ha BCeX Yy3/1aX HaCTPOEHAa CUHXPOHM3aLUMAa BpeMeHU OT eAMHOIro MCTOYHUMKaA.

yl'lpOLLI,E.‘HHaﬂ cXema OTK&30yCTOﬁ‘-IMBO§1 YCTaHOBKW NpeacTaBieHa Ha PUCYHKE (cM. PucyHok 13).

IIporpaMMHBIii KIHEHT

(_...-

Y

o)

Cepgep Termidesk 1 Cepgep Termidesk 2

Cepgep PostgreSQL

PucyHok 13 — OTkasoycTonumBas cxemMa ycTaHoBkM Termidesk

MepeyeHb 0603HAYEHHbBIX KOMMOHEHTOB NMpUBEAEH B Tabnumue (cm. Tabnuua 4).

& Bce npumepsbl IP-agpecos 1 FQDN pomkHbl 6bITb 3aMeHEHbI Ha akTyasibHble, COOTBETCTBYOLLME
CXeMe agapecaumu, NpUHATON B MHDpPACcTpyKType opraHusaumnun. CnenyeT yyecTb, YTO B NpuMepax
KOHUIypaunoHHbIX hanioB 1 3anpocax Takxke ucnonbsytotcs |P-agpeca 1 FQDN u3 tabnuupbl,
B paboyer KOHDUrypaLmm Ux cnepyeT U3MEeHUTb Ha aKTyasibHble.
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Tabnuua 4 - MNepeyeHb KOMMOHEHTOB A/ OTKA30yCTOMYMBOM YCTAaHOBKM

0O603HayeHHe Ha cxeme YCcTaHOBNEHHbBIE Ha y3€/1 KOMMOHEHTbI FQDN y3na IP-agpec
Cepsep Termidesk 1 OcHoBHow y3en (master). YcTaHOBNEH C displ.termidesk.loc 192.0.2.2
KOMMNOHEHTaMu: al 192.0.2.1 (BupTyanbHbii IP-
* «YHuMBepcanbHbIN appec)

avcnetyep» (cny>kba termidesk-vdi)
¢ ponbto «lMopTan yHMBepCanbHbIN»;
= «MeHenpykep paboumx MecT» C
ponsmu «MeHemykep paboumx
MecT» (NnepBoHayasbHO He
BblBMpaeTcsa Npu yCTaHOBKe,
HacTpauBaeTcs No3xe) u «MeHenykep
pabounx MecT (ouepeam)»;
» «LLnto3» (cnyxb6a termidesk-

gateway)
Cepeep Termidesk 2 PezepeHbili y3en (slave). YcTaHoBneH c disp2.termidesk.loc 192.0.2.3
KOMMOHEHTaMu: al 192.0.2.1 (BupTyanbHbIi |P-
* «YHMBEpCaNbHbIN anpec)

avcneTtyep» (cnyxba termidesk-vdi)
¢ ponbto «[lopTan yHUBEPCANbHbINY;

* «MeHenpxkep paboumnx MecT»
ponsmu «MeHepkep paboumx
MecT» (nepBOHayasbHO He
BbIGUpaeTCsl NpY YCTaHOBKE,
HacTpauBaeTcs noxe) U «MeHenxep
paboumnx MecT (ouepenm)»;

= «lnto3» (cnyxba termidesk-
gateway)

CYb/L, PostgreSQL YctaHosneHbl CY B/, PostgreSQL u db.termidesk.local 192.0.2.4
RabbitMQ (o6e cny»6bl Ha ofHOM y3ne)

® K euptyanbHoMy IP-agpecy noak/itouaeTcs NporpaMMHbIA KnneHT. 7ot |P-agpec HasHavaeTca B
HacTporkax VRRP u oguHakos ans o6oux y3nos Termidesk.

OTkasoycTon4MBas yCTaHOBKA NPOBOAMTCA B C/IEAYHOLLEN NOCNeL0BaTEbHOCTMU:
1) Ha oamH y3en yctaHasnuatoTca CYB/[ 1 RabbitMQ. MNMpu yctaHoBke cnepyeT y4yecTb, 4to B B/
[OMKHbI OTCYTCTBOBaTb 3anncu (Heob6xoanMMOo Mcnonb3oBaTb YncTyto b/1);
2) ycTaHaBnuBaeTcs ocHoBHoM y3en Termidesk ¢ komnoHeHTOM «YHuBepcanbHbIM aucnetyep». MNpu
yCTaHOBKE HeobxoaMmo Bbl6paTb posnb «[opTan yHuMBepcanbHbin®». Ponb akTuBMpyetca npu
OfHOBpeMeHHOM Bblbope ponen «[llopTan agmMuHucTpaTopa» M «[lopTan nonb3oBaTens» B
OManoroBoM OKHe nceegorpaduyeckoro uHTepdenca wuHcTannstopa. Ha 310oT Xe y3en
ycTaHaBnueaeTcs «LLnto3» n3 naketa termidesk-gateway;
3) c ocHoBHoOro ysna Termidesk Ha pe3epBHble konupyeTcs kaTanor /etc/opt/termidesk-vdi
BMECTE C ero Coaep>XMMbIM;
4) ycTaHaBnMBatoTCS pe3epBHble y3nbl Termidesk;
5) npoBepseTcs paboTocnocobHocTb y3nos Termidesk;

6) BbINOJIHAETCS HAaCTPOMKA Y3/10B B PEXKMME BbICOKOW AOCTYMHOCTMU.
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5.4.2 . YcraHoBka n HacTpoiika CY B/, PostgreSQL
Mpouecc yctaHoskn CYBL, PostgreSQL u 6pokepa coobuieHum RabbitMQ He oTnanuyaeTcs oT npouecca,

onucaHHoro B pasaene lNoproroeka cpeabl GyHKLUNMOHUPOBAHUSA.

[ns 3aBepueHns HacTporkun RabbitMQ HyXHo:

* OTpeaakTMpoBaTh dann rabbitmg-env.conf, npueeas ero K BUAY:

co~NOoOUulbh WNBE

©

# Defaults to rabbit. This can be useful if you want to run more than one node
# per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-machine
# combination. See the clustering on a single machine guide for details:

# http://www.rabbitmg.com/clustering.html#single-machine

#NODENAME=rabbit

# By default RabbitMQ will bind to all interfaces, on IPv4 and IPv6 if

# available. Set this if you only want to bind to one network interface or#
# address family.

NODE_IP_ADDRESS=0.0.0.0

# Defaults to 5672.

NODE_PORT=5672

* COXpaHUTb ana 1 nepe3anycTuTb CyXxby rabbitmg-server:

sudo systemctl restart rabbitmg-server

CNET.10001-01 90 01

CYB/[, ponykHa 6bITb HACTPOEH TakK, YTOObI OHA MOI/Ia MPMHUMATL NOAKAYEHMS € y3noB Termidesk, ons

3TOro HY>XHO:

* OTpenakTMpoBaTth ann /etc/postgresql/ll/main/postgresql.conf: B pazgene CONNECTIONS

AND AUTHENTICATION M3MeHUTb CTpoky Llisten_addresses, 3aMeHMB localhost Ha «*».

Mpumep:

Ooo~NOoOuUu b WNHE

# - Connection Settings -

listen_addresses = 'x' # what IP address(es) to listen on;
# comma-separated list of addresses;

# defaults to 'localhost'; use 'x' for all

# (change requires restart)

port = 5432 # (change requires restart)

* OTpeaakTMpoBaTb dann /etc/postgresql/<Bepcus CYBA PostgreSQL>/main/pg_hba.conf: B

pasgene #IPv4 local connections B cTonbue ADDRESS TeKyllee 3Ha4YeHNE HYXXHO U3MEHUTb Ha

all. Mpumep:
1 # TYPE DATABASE USER ADDRESS METHOD
2 # "local" 1ds for Unix domain socket connections only
3 local all all peer
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4 # IPv4 local connections:
5 host all all all md5
6 # IPv6 local connections:
7 host all all ::1/128 md5
8 # Allow replication connections from localhost, by a user with the
9 # replication privilege.
10 local replication all peer
11 host replication all 127.0.0.1/32 md5
12 host replication all ::1/128 md5

* COXPaHWUTb Gannbl U NepesanycTuTb cNyxby postgresql:

sudo systemctl restart postgresql

5.4.3 . YcraHoBka ocHoBHoro ysna Termidesk
Mpouecc ycTaHOBKM OCHOBHOrO y3na Termidesk aHasormMyeH koMriekcHon yctaHoBke Termidesk: npwm
ycTaHoBKe BblbupatoTcs ponu «lMopTan agmMuHucTpatopa», «[llopTtan nonb3oBaTens», «MeHemxkep
pabounx ™mect (ouvepegm)». KomnoHeHT «Llnio3» ycTtaHaBnvMBaeTcs Ha 3TOT XXe y3en wu3
naketa termidesk-gateway.
Mocne ycTaHOBKM HEOOXOAMMO:

* CKOppekTupoBaTb ¢amn KoHburypaumm Beb-cepsepa /etc/apache2/apache2.conf. Ons atoro

HY>XHO HaWTM U pPaCKOMMEHTMPOBATb CTPOKY C MapaMeTpoM AstraMode, HJanee npuUCBOUTH

OAaHHOMY MapaMeTpy 3HayeHue of f, To4HO cobntogas oTCTynbl U Npobenbl B danne:

1 # Astra security mode
2 #
3 AstraMode off

* 3anycTuTb cnyxby termidesk-taskman, He no6aBnss ee B pa3aen aBTOMaTUYECKOM 3arpy3Ku:

sudo systemctl start termidesk-taskman

5.4.4 . lMNepeHoc kaTanora ¢ KOHPUrypauMOHHbIMU (aknaMmn U KNKoHaMK

& HacTtporiku ocHoBHoro ysna Termidesk MCnonb3ytoTca Kak 3TaslOHHbIE A1 OCTaslbHbIX Y3/10B
Ternidesk.

Mocne yctaHOBKM 0CHOBHOro y3na Termidesk Hy>XHO nepepaTb kaTanoru /etc/opt/termidesk-vdi u /
etc/termidesk/ Ha ocTanbHble y3nbl Termidesk:

sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/
sudo scp -r /etc/termidesk localuser@ipaddr_or_fqdn_host:/home/user/

roe:
-r - K04 4191 PEKYPCUBHOM (CO BIOXKEHHBIMUM KaTanoraMum) nepefaydu;

localuser - UMS NONb30BaTENS LENEBOrO Yy3na,
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ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;
/home/user - NyTb, Kyaa by4eT CKOMMPOBaH KaTaor.
lMepen HayanoM YCTaHOBKM OCTalbHbIX Y3/10B HEOOXOAMMO MEpPeMeCcTUTb CKOMMPOBAHHbIE paHee

KaTanoru:

sudo mv /home/user/termidesk-vdi /etc/opt/
sudo mv /home/user/termidesk /etc/

5.4.5. YcraHoBKa pe3epBHbix y310B Termidesk
Mpouecc ycTaHOBKM pe3epBHbIX y3/10B Termidesk aHanorvyeH ycTaHOBKE OCHOBHOIO y3/1a, HO B Amasnore
noakntoveHus Kk CYBL v RabbitMQ nHdopmauma o noakntoueHuMn He 3anonHsieTcs. [enctema nocne

YCTaHOBKM TaK>Xe aHaJIOrM4YHbI ,EI,GDICTBVIFIM, BbINO/IHAEMbIM Ha OCHOBHOM Yy3ne.

5.4.6 . lNpoeepka paboTtocnocobHocTu y3nos Termidesk
Mocne ycTaHOBKM HYXHO y6eguTbCsi, YTO Ha OCHOBHOM W pe3epBHbIX y3nax Termidesk npaBunbHO

3anyLleHbl Cﬂy)K6bl, AONa 3TOro BbIMNOMHUTb Ha KaXX40M Y3Jie:

sudo systemctl -a | grep termidesk

Ha ocHoBHOM y3n1e BblBOA KOMaHAbl AOO0JDKEH OTO6pa)KaTb, YTO aKTUBHbI W 3arpy>eHbl BCe CJ'Iy)K6bI

Termidesk, npumep BbiBOAA:

admin@displ.termidesk.localsudo systemctl -a | grep termidesk
termidesk-celery-beat.service loaded active running Termidesk-VDI Celery Beat
termidesk-celery-worker.service loaded active running Termidesk-VDI Celery Beat
termidesk-taskman.service loaded active running Termidesk-VDI Taskman daemon
termidesk-vdi.service loaded active running Termidesk-VDI daemon
termidesk-gateway.service loaded active running Termidesk-Gateway daemon

o uUlh WN K

Ha pe3epBHbIX Yy3JlaX BblBOA KOMaHAObl AO/DHKEH OTO6pa)KaTb, UYTO aKTUBHbI U 3arpy>xeHbl BCe Cﬂy)K6bI,

KpoMme termidesk-taskman, npumep BbIBOAA:

admin@displ.termidesk.localsudo systemctl -a | grep termidesk
termidesk-celery-beat.service loaded active running Termidesk-VDI Celery Beat
termidesk-celery-worker.service loaded active running Termidesk-VDI Celery Beat
termidesk-taskman.service inactive dead Termidesk-VDI Taskman daemon
termidesk-vdi.service loaded active running Termidesk-VDI daemon
termidesk-gateway.service loaded active running Termidesk-Gateway daemon

oOuh wWNBRE

3aTeM HeobxoAMMO NMpPoOBEPUTb AOCTYMHOCTb pe3epBHbIX y310B no npotokony HTTPS, BbinonHuB B BEG-
6pay3epe nepexoa no aapecy: https://disp2.termidesk.local. Y6eautbca, u4TO OTOBpasunacb

cTpaHuua Bxoaa B Termidesk.
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5.4.7 . Hactpoiika y3/10B B peXkuMe BbICOKOW AOCTYMHOCTU

DenctBua no HacTpomke Yy3noB OyayT WAEHTUYHbIMM nNpuBeAeHHbIM B noapasgene Hacrponka
«MeHepkepa pabouero Mecta» B peXXUMe BbICOKOM AOCTYMHOCTM gokymeHta CJIET.10001-01 90 02
«PykoBOACTBO afAMWHUCTpaTopa. HacTporika nporpaMMHOro Komnaekca» 3a UCKatodeHneM danna /etc/
keepalived/keepalived.conf.

®ann /etc/keepalived/keepalived.conf pomkeH ObiTb NpuBeaeH K BUAY (MO oyepeam Ha KaXkaoMm

13 y3N0B):

& 3HauyeHus napameTpos B danne keepalived.conf npmBeaeHbl B KavecTse npumepa. 3HayeHUs
[OMKHbI OblTb 3aMeHeHbl Ha aKTyasibHble, COOTBETCTBYHOLLME CXEME aapecauuu, NMpUHATOM B
MHPPaCTPyKType opraHmnsaumm.

MapaMeTpbl, 9BHO nMognexaline WU3MEHEHUID, OTMedeHbl KomMeHTapuem «# HYXHO

YKA3ATb».
1 global_defs {
2
3 router_id displ.termidesk.local # HYXHO YKA3ATb: hostname xocTa
4 script_user user # HYXKHO YKA3ATb: BMecTO user -> MoJib30oBaTe/lb, OT WMEHU

KOTOporo 3anyckaetcsa keepalived

5 enable_script_security
6 1}
-
8 vrrp_script check_httpd {
9 script "/usr/bin/pgrep apache" # path of the script to execute
10 interval 1 # seconds between script invocations, default 1 second
11 timeout 3 # seconds after which script is considered to have failed
12 #tweight <INTEGER:-254..254> # adjust priority by this weight, default ©
13 rise 1 # required number of successes for OK transition
14 fall 2 # required number of successes for KO transition
15 #user USERNAME [GROUPNAME] # user/group names to run script under
16 init_fail # assume script initially is in failed state
17 3}
18

19 # [0na Kax4oro BupTyanbHoro IPv4-agpeca co3jaeTcsa CBOWM 3K3eMnaAp vrrp_instance
20 vrrp_instance termidesk-taskman {

21 notify /etc/keepalived/notify.sh

22

23 # Initial state, MASTER|BACKUP

24 # As soon as the other machine(s) come up,

25 # an election will be held and the machine

26 # with the highest priority will become MASTER.
27 # So the entry here doesn't matter a whole lot.
28 state BACKUP

29

30 # interface for dinside_network, bound by vrrp
31 # HYKHO YKA3ATb: ethO® -> uHTepdeiic, cmoTpsawui B WHTEpHeT
32 interface eth0

33

34 # arbitrary unique number from 0@ to 255

Bbinyck ot Hos16ps 2024 54



@ TERMIDESK C/ET.10001-01 90 01

35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52
53
54
55
56
57
58
59
60
61

62
63

64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85

# used to differentiate multiple instances of vrrpd

# running on the same NIC (and hence same socket).

# HYXHO YKA3ATb: BMecTOo 2 -> HOMep 3K3emnispa vrrp_instance
virtual_router_id 2

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTOo 128 -> npuopuTeT 3K3emnaspa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1

# HYKHO YKA3ATb: BMecTo 192.0.2.1 -> IPv4-agpec uHTepdelica, CMOTpSWeEro B
NHTepHeT
unicast_src_ip 192.0.2.1

authentication {
auth_type PASS
# HYKHO YKA3ATb: ksedimret -> 3aMeHUTb Ha 6e30nacHbIi Naposb
auth_pass ksedimret

virtual_ipaddress {
# B 3TON cekuum npoucxoamuT Ha3HayeHue IP-anuaca
# HYKHO YKA3ATb: B™MecTOo 192.0.2.1/24 -> BupTyalbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT
# HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT
# HYKHO YKA3ATb: BMecTo eth0:106 -> uHTepdeinc, cmoTpsawunii B UHTepHeT:4-i
OKTeT BupTyanbHoro IPv4-apgpeca
192.0.2.1/24 dev eth® label eth0:106
}

track_script {
check_httpd
}

vrrp_instance termidesk-vdi {
notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepodeiic, cmoTpsawuii B UHTepHeT
interface eth0
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86 # arbitrary unique number from 0@ to 255
87 # used to differentiate multiple instances of vrrpd
88 # running on the same NIC (and hence same socket).
89 # HYKHO YKA3ATb: BMecTo 107 -> HOMep 3K3emnaspa vrrp_instance
90 virtual_router_id 107
91
92 # for electing MASTER, highest priority wins.
93 # to be MASTER, make this 50 more than on other machines.
94 # HYXHO YKA3ATb: BMecTo 128 -> npuopuTeT 3K3ewmnaspa vrrp_instance
95 priority 128
96
97 preempt_delay 5 # Seconds
98
99 # VRRP Advert interval in seconds (e.g. 0.92) (use default)
100 advert_int 1
101
102 # HYKHO YKA3ATb: B™MecTo 192.0.2.3 -> IPv4-agpec uHTepdelica, CMOTpsSWeEro B
NHTepHeT
103 unicast_src_ip 192.0.2.3
104
105 authentication {
106 auth_type PASS
107 # HYKHO YKA3ATb: ksedimret -> 3aMeHUTb Ha 6e30nacHbIi Naposb
108 auth_pass ksedimret
109 }
110
111 virtual_ipaddress {
112 # B 3TON ceKuMM MpoucCXoAuT HasHadeHue IP-anmaca
113 # HYKHO YKA3ATb: BMecTOo 192.0.2.1/24 -> BupTyalbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT
114 # HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT
115 # HYKHO YKA3ATb: BMecTo eth0:107 -> uHTepdeic, cmoTpsawunii B UHTepHeT:4-i
OKTeT BupTyanbHoro IPv4-apgpeca
116 192.0.2.1/24 dev eth® label eth0:107
117 }
118
119 track_script {
120 check_httpd
121 }
122}
123
124  vrrp_instance termidesk-gateway {
125 notify /etc/keepalived/notify.sh
126
127 # Initial state, MASTER|BACKUP
128 # As soon as the other machine(s) come up,
129 # an election will be held and the machine
130 # with the highest priority will become MASTER.
131 # So the entry here doesn't matter a whole lot.
132 state BACKUP
133
134 # dinterface for dinside_network, bound by vrrp
135 # HYKHO YKA3ATb: ethO® -> uHTepodeiic, cmoTpsawuii B UHTepHeT
136 interface eth0
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137

138 # arbitrary unique number from © to 255

139 # used to differentiate multiple instances of vrrpd

140 # running on the same NIC (and hence same socket).

141 # HYKHO YKA3ATb: BMecTo 108 -> HOMep 3K3ewmnaspa vrrp_instance

142 virtual_router_id 108

143

144 # for electing MASTER, highest priority wins.

145 # to be MASTER, make this 50 more than on other machines.

146 # HYKHO YKA3ATb: BMecTo 64 -> npuoputeT 3K3emnaspa vrrp_instance

147 priority 64

148

149 preempt_delay 5 # Seconds

150

151 # VRRP Advert interval in seconds (e.g. 0.92) (use default)

152 advert_int 1

153

154 # HYKHO YKA3ATb: B™MecTo 192.0.2.2 -> IPv4-agpec uHTepdelica, CMOTpsSlWeEro B
NHTepHeT

155 unicast_src_ip 192.0.2.2

156

157 authentication {

158 auth_type PASS

159 # HYKHO YKA3ATb: ksedimret -> 3aMeHUTb Ha 6e30MnacHbIi Naposb

160 auth_pass ksedimret

161 }

162

163 virtual_ipaddress {

164 # B 9TOW ceKuMM MPOUCXOAUT HalHaveHwe IP-anmaca

165 # HYKHO YKA3ATb: BMecTOo 192.0.2.1/24 -> BupTyalbHblii IPv4-agpec U ceTeBOW
npedukc ¢ uMHTepdelica, cmoTpsawero B UHTepHeT

166 # HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMOTpAwnin B WHTEpHeT

167 # HYKHO YKA3ATb: BMecTo eth0:108 -> uHTepdeic, cmoTpsawunii B UHTepHeT:4-i
OKTeT BupTyanbHoro IPv4-agpeca

168 192.0.2.1/24 dev eth® label eth0:108

169 }

170

171 track_script {

172 check_httpd

173 }

174 3}

5.5 . YcraHoBKa B pexxnme 3aMKHYTOM NPOrpaMMHON cpeabl

3amkHyTass nporpammHas cpepa (3MNC) sensetca cpeactsomM nosbileHus 6GesonacHoctu OC nyTtem
KOHTpONSI  LEeNOCTHOCTU  (HeusMeHHocTu) darnoB. MexaHM3M KOHTpO/As peanu3oBaH B BUAE
HeBbIrpy>kaemoro mogyns aapa OC Astra Linux Special Edition (Moaynb digsig_verif),

BbINOJIHAIOLLIErO NPOBEPKY 31eKTPOHHOM undposor noanucu dannos (SLLIM).

Mepen yctaHoBkoW KoMmnoHeHTa Termidesk HeobxoguMo ycTaHOBWUTbL MakeT termidesk-digsig-keys,

BbIMONHUB CnegytoLluee:
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* MoAKAUUTL peno3uTtopuin Termidesk nnm nonyunTb oTaenbHbIM NakeT termidesk-digsig-keys
u3 penosmTopwus;

® BbIMNOJIHUTb YCTAaHOBKY C NCMNOJIb30BaHWNEM peENO3NTOPUSA:
sudo apt -y install termidesk-digsig-keys
* 160 BbINOAHUTb YCTAaHOBKY M3 deb-nakeTa:
sudo apt install -y /home/user/termidesk-digsig-keys—XXXXXX_amd64.deb

roe:

-y - KJIKOY 4718 NponycKa rMoaTBEP>KAEHMS YCTaHOBKM;
/home/user/termidesk-digsig-keys-XXXXXX_amd64.deb - pacnonoxeHue rnaketa termidesk-
digsig—keys—XXXXXX_amd64.deb.

* nepesarpy3utb OC:

sudo reboot
* BbINOJIHUTb YCTAHOBKY KOMMNoOHeHTa Termidesk.

LOna 3MNC MoxkeT ObITb BbINMOMHEHA aKTUBALMUS peXxkxuMa npoBepku BcTpoeHHou DL B paclumpeHHbIx
aTpubyTtax (DIGSIG_XATTR_MODE). B 3tom cnydae notpebyeTtcs noanucatb dannibl, KoTopble OyayT
NPOXOAUTb MPOBEPKY, Ha MMEILUMXCS B OpraHusaumm knwodax. MHdopmaums o npouecce noanucu u
aKTMBAaLMKM MEXaHM3Ma MnpoBepkM BCTpoeHHor DL B paclwmpeHHbix aTpubyTax npuBeaeHa B

cnpaBo4HOM LeHTpe Astra Linux: https://wiki.astralinux.ru/pages/viewpage.action?pageld=41190634.

5.6 . MNocraHoBka Termidesk Ha KOHTPOAb LENOCTHOCTH

Mocne yctaHoBKM M HacTponkn Termidesk HeobxoouMMO MOCTAaBUTbL €ro Ha KOHTpPOJb LENOCTHOCTU. B
noapasgene npuBeAeHa npoueaypa A/ KOMMOHEHTOB «YHMBepcasbHbIM aucneTyep» u «MeHemkep
pabounx m™mect». [locTaHOBKa Ha KOHTPO/Sb LENOCTHOCTU [APYrMX KOMMOHEHTOB MpuBedeHa B
COOTBETCTBYIOLLUUX UM OOKYMEHTAX.

LOna koHTpons uenocTtHocTu wucnonb3ytoTcss BcTpoeHHble B OC Astra Linux Special Edition
nporpaMMHble cpeacTBa Ha ocHoBe Another File Integrity Checker, npeacraBneHHOro NakeTom
afick.

HacTtponka pernaMeHTHOro KOHTPONS LENOCTHOCTU BbINONHSAETCS B KOHUrypaumoHHoM danne /etc/

afick.conf.

© Hactpoiiky cneayeT npou3BOAMTL TONbKO MOC/AE OKOHYaTesNbHOro BHeapeHus Termidesk,
MoCKoJibky C anioB KOHUIypauum U UCNOSHAEMbIX (annoB OyayT CHSATbl 3Ta/lOHHbIe
KOHTPOJIbHbIE CYMMblI.
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[na noctaHoBKM Ha KOHTPOJIb LUENOCTHOCTU KOMIOHEHTA <<YHMBepcaanb|171 ancnetyep» HGO6X0,EI,MMO

[06aBUTb B KOHDUIypaumnoHHbin damnn /etc/afick.conf cTpoku:

/etc/default/termidesk-vdi PARSEC
/etc/logrotate.d/termidesk.local PARSEC
/etc/opt/termidesk-vdi PARSEC
/etc/systemd/system/multi-user.target.wants/termidesk-vdi.service PARSEC
/opt/termidesk PARSEC
Jusr/lib/systemd/system/termidesk-celery-beat.service PARSEC
Jusr/lib/systemd/system/termidesk-celery-worker.service PARSEC
Jusr/lib/systemd/system/termidesk-taskman.service PARSEC

9 Jusr/lib/systemd/system/termidesk-vdi.service PARSEC
10 Jusr/lib/udev/rules.d/99-termidesk-vdi.rules PARSEC
11 /usr/share/doc/termidesk-vdi PARSEC
12 /var/opt/termidesk-vdi PARSEC

coO~NOoOOUlh WN B

14 #Peno3ntopuin Termidesk
15 /var/repos/ PARSEC

[na nocTaHOBKM Ha KOHTPOSb LIENIOCTHOCTM KOMMOHEeHTa «MeHemkep paboymx MecT» Heobxoammo

[06aBUTb B KOHDUIypauMoHHbIN darn /etc/afick.conf cnepytowme CTpoKu:

/etc/default/termidesk-vdi PARSEC
/etc/logrotate.d/termidesk.local PARSEC
/etc/opt/termidesk-vdi PARSEC
/etc/systemd/system/multi-user.target.wants/termidesk-celery-beat.service PARSEC
/etc/systemd/system/multi-user.target.wants/termidesk-celery-worker.service
PARSEC
6 /etc/systemd/system/multi-user.target.wants/termidesk-taskman.service PARSEC
7 /opt/termidesk PARSEC
8 /usr/lib/systemd/system/termidesk-celery-beat.service PARSEC
9 /usr/lib/systemd/system/termidesk-celery-worker.service PARSEC
10 /usr/lib/systemd/system/termidesk-taskman.service PARSEC
11 /usr/lib/systemd/system/termidesk-vdi.service PARSEC
12 /usr/lib/udev/rules.d/99-termidesk-vdi.rules PARSEC
13 /usr/share/doc/termidesk-vdi PARSEC
14 /var/opt/termidesk-vdi PARSEC

a b wN PR

16 #Peno3nTtopuin Termidesk
17 /var/repos/ PARSEC

,ﬂ,]’lﬂ CHATUS 3Ta/IOHHbIX 3HaYEHUN KOHTPOJIbHbIX CYyMM UCMOJ1b3yeTCA KOMaHAa:
afick -i

LOns npoBepkn COOTBETCTBMS KOHTPOJIbHbIX CYMM 3TaJIOHHbIM 3HAYE€HWSIM aBTOMATMYECKM CO3[atoTCS
33aHUS B CUCTEMHOM MIaHUPOBLLMKE 3a4aHUN cron.

[na py4yHomn npoBepkM COOTBETCTBMS KOHTPObHbIX CYMM MCMOJIb3YETCS KOMaHaa:

afick -k
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& B cnyyae oTCcyTCTBUS MO KaKOM-TMBO NPUYMHE UCMOHSAEMbIX GanoB *.pyc, OHM ByayT NOBTOpPHO
CcreHepvpoBaHbl Mpu nepesanycke cepeepa Python. B 3ToM cnydYae HY>KHO MOBTOPHO
NPOUHMLMANU3NPOBATb CPEACTBO PErTAMEHTHOIrO KOHTPONA LEeNoCTHOCTM afick.

5.7 . MNposepka paboTocrnocobHOCTU NOC/e YCTaHOBKM

Termidesk aBnsieTca paboTocnocobHbIM, eCcnv B pe3ysibTaTe Nnepexoga B Beb-bpaysepe no agpecy https://
localhost/ wnu https://127.0.0.1/ otobpa3unacbk cTpaHMuUa BX0Aa (cM. Pucynok 14) B Termidesk. Ecnm
CTpaHuua cpasy He oTobpasunack, cnepyet nopoxaate 10-15 cekyHa 1 06HOBUTH ee.

YKasaHHble agpeca WUCMoJb3YHTCA B C/lyYae JoKajbHOM ycTaHoBKM. Ecnn Termidesk ycTtaHoBneH Ha
cepBepe, OT/IMYHOM OT Yy3/1a, Ha KOTOPOM MPOMCXOAMT MpoBepka, Heobxoammo BMecTo localhost wnnum
127.0.0.1 wcnonb3oBaTb |P-agpec cepsepa Termidesk.

} Paboume mecTa - Mozilla Firefox -8 X

@ Paboune mecTa x |+

(— - @ @ localhost/login/ - @ o =

TERPMWAOECK

‘ Norux

Maponb

PucyHok 14 — HavanbHasa Beb6-cTpaHmua Termidesk

Mo yMonuaHuio nocne yCTaHOBKM Bxod B UHTepdenc ynpaBneHus Termidesk [ocTyneH Tonbko
aBTOpM30BaHHOMY nonb3oBaTento OC c ponbto «AaMuHucTpatop». lMonb3osatens OC pomkeH 6biTb
yneHoM rpynnbl astra-admin (1001). Ona Bxopaa B uHTepdenc ynpaBneHWss B nonsix «JloruH» u
«lMaponb» HeobxoamMMo ykasaTb uaeHTUdMkaTop nonb3osatens OC u ero nNaponb COOTBETCTBEHHO, a
3aTeM HaXkaTb 3KpaHHY0 KHornKy [BonTtu].

MpoBepka nobaBneHus knto4a ot penosmtopusa npoussoautens B OC BbiNonHAeTCA KOMaHA0M:

apt-key list
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I'IpOBepKa COCTOAHUA KOMIMOHEHTOB BbIMNONIHAETCA KOMaHOaMU:

1 systemctl status termidesk-vdi.service
2 systemctl status termidesk-taskman.service

Crpoka «Active» oTObBpaXaeT COCTOsIHME CepBMUCA, FAE CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycnewHom 3anycke Termidesk.
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6 . ObHOBJIEHUE NMPOI'PAMMHOIO KOMITJIEKCA

6.1 . KoMnnekcHoe obHoBneHue Termidesk

KomnnekcHoe oGHOBMEHME Moppa3yMeBaeT, YTO KOMMOHEHTbI « YHMBEpPCanbHbIM aucnetTyep», «LLinto3»,

«MeHepykep paboymx MecT» OblIM YCTAHOB/EHbl Ha OAHOM Y3/e, T.e. paHee Mpu YCTaHOBKE Obin

BblIGpaHbl ponu:

» «[lopTan agMMHUCTpaTOpa»;

» «[lopTan nonb3oBaTens» (ONUMOHANbLHO);

» «MeHepyxep pabounx mMecT».

@ Onwucanune npuMeHnMo K pepme Termidesk.

© TMepepn 06HOBNEHMEM PEKOMEHAYETCS YAANUTbL POHAbI M LWABMOHbI, KOTOPbIE paHee BblIN CO3AaHb!
4219 nocTaBLUMKa pecypcoB «Static P Machines».
O6HoBneHne Termidesk [OMKHO OCYLLECTBNAATHLCS C COB/IIOAEHMEM YCNOBUN:

* OBGHOBMEHME BbINOMHAETCS nocnenoBaTtesibHO, C yCTaHOBKODI MPOMEXKXYTOYHbIX BepCMDI

penuszoB. Hanpumep, ecnu cenyac yctaHoBneHa Bepcus 4.3, To Nopsiaiok OBHOBNEHMS [0
5.1 6ynet cnepyrowmm: 4.3 -4.3.1-4.3.2-5.0-5.1;

OOHOB/MIEHME BbIMOMHSAETCS OnepaLMen YCTaHOBKM MoBepx npeabiaylien Bepcun. B
NMPOTMBHOM CJlyyae, ecnim paHee Termidesk 6bin ynaneH 6e3 yganeHus B, npu noBTopHOM
YCTAHOBKE MOXET BO3HUKHYTb psif OLLIMOOK;

rnocne Hayana npoueaypbl o6HoBneHusi Ha Termidesk Bepcum 5.1 3anpewaetca
NpOU3BOAUTL OMepauum yaaneHus obbekToB Ha «[lopTanax» C NpeablayLmMMmn BepcUsaMm

Termidesk.

& Ecnv nocne ypanenuss Termidesk (ymaneHve B, npu 3TOM He NpoOWM3BOAMNOCH) BO3HMKIA
HeobxoAMMOCTb MOBTOPHOW YCTAHOBKM MPOrpaMMHOI0 KOMMJIeKCa, TO MOCAe MHCTannaumm
MOXXET MOHaZobUTLCA CHOBa BBECTM AaHHble Ans AocTyna (maponb, TOKeH JAocTyna) B
MOCTaBLLMKE pecypcoB.

Ecnu B damnbl 3anycka Termidesk BpyuYHytO Oblniv BHeceHbl Kakue-Mbo U3MEHEHMs, TO 3TU
M3MEHeHUs1 NP OBHOBNEHMWN HE COXPaHSIOTCS.

Mepep, ntobbiM 0bHoBNEHUEM Termidesk pekoMeHAyeTCs BbIMONHUTL pe3epBHOe konuposaHue bl

* OCTaHOBUTb cny>kbbl Termidesk:

1

sudo systemctl stop termidesk-vdi termidesk-gateway termidesk-taskman termidesk-
celery-beat termidesk-celery-worker
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* BbINONHUTbL pe3epBHOE KonunpoBaHue B

1 pg_dump -d <HaummeHoBaHue BJ> -h <IP-agpec_xocTa> -p <nopT> -U <nonb3oBatesnb> -W
> <umsa_dalina_ana_coxpaHeHus_BA.sql>

roe:

-d <HaumeHoBaHue B> - umsa b. MNpu cTaHAapTHbBIX HAaCTpOMKax UCMob3yeTca UM termidesk;

-h <IP-appec_xocTa> - IP-agpec y3na, roe pacnonoxeHa bA. Ecnv B[ ycTtaHaBnuBanacb nokanbHO,
HY>XHO yka3aTb localhost;

-p <nopT> - nopT Ansa noakntoveHus k BA. MNMpu cTaHgapTHBIX HAaCTpoOWKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenib> - WUMA nofb3oBaTens Ans nogakntodveHus. [MMpu cTaHAapTHbIX HacTpoMKax
ucrionb3yetcsd UMa termidesk;

-W - 3anpoc napons ans noakntodveHus Kk BI. MNMpu cTaHAapTHbIX HAaCTPOMKax MpU MOSIBEHUWM 3amnpoca
HY>XHO yKa3aTb ksedimret;

<nmvs_daiina_ans_coxpaHeHusi_BA.sql> - uma u dopmat danna (sql) ans coxpaHeHus bl.

[Ons komnnekcHoro obHoeneHus Termidesk Hy»Ho:
» ybeanTbes, 4To cny>kbbl Termidesk GbamM paHee ocTaHOBEHbI;

* yaanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 sudo rm -f /var/cache/debconf/config.dat
2 sudo rm -f /var/cache/debconf/config.dat-old

roe:
—f - K04 UTHOPUPOBAHMSA HECYLLECTBYHOLLMX hanoB;
* noakntounTb penosutopun Termidesk (cMm. nogpasgen MNMonyyeHue nakeToB yCTaHOBKM);

* BbIMNOJIHUTb OGHOBNEHME:

sudo apt 1install -y termidesk-vdi

roe:

-y - KN4 419 Nponycka NoATBEPXXAEHUS YCTaHOBKM.

* B Auanorax BBoga napameTtpoB noakitoyveHuns kK CYBO n RabbitMQ HaxkaTb aKpaHHYK KHOMKY
[OK];

= B Auanore Bblbopa ponen Termidesk HaxaTb akpaHHYyto kHornky [OK];

& [yanorn HacTporkM napaMeTpoB OTOGpaXkatoTcsl B TOM C/ly4yae, eCciuM paHee OHM He 6binu
3a4aHbl.
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Mockonbky ponb «MeHepykepa paboumx MecT» Obina pasgeneHa Ha aBe: «MeHepkep paboumx
mMecT» U «MeHemxkep paboumx MecT (ovepeam)», To npu obHoBneHUM Ha Termidesk Bepcum 5.1
OyOeT NpoBepsTbCA COCTosAHME CNyXb termidesk-celery-beat n termidesk-celery-worker.
Ecnu cnyx6bi 6b11M paHee BKAKOYEHbI, TO B napameTp NODE_ROLES KoHdUrypaumoHHoro damnna /
etc/opt/termidesk-vdi/termidesk.conf nobaButca 3HaueHne CELERYMAN.

* BbIMOJIHUTb OBHOBNEHWE KOMMOHeHTa «LLnto3»:

sudo apt install -y termidesk-gateway

Ecnv Hy)XXHO BbINOMHUTL OOHOBMEHWE 6e3 noak/toyveHMs peno3uTopus (NpyM Hanuumm deb-nakeTa)

cnenyet BbINONMHUTDL:

sudo apt install -y <nyTb K deb-nakety>

B cny4yae, ecam npu OBHOBNEHUN MOSABASIETCA coo6u.|,eHv1e O Hepa3pelleHHbIX 3aBUCUMOCTAX, cnenyert

BbIMOJIHATb:
sudo apt install -f
roe:
-f - KHo4, yKa3b|BaI-OLLI,VIﬁ, UYTO HY>XHO McnpaBnTb 3aBUCUMOCTU NaKETOB.

Mocne 3aBepLueHMs 0GHOBNEHUS HYYXHO:

* npoBepuUTb cocTosiHMe cnyb Termidesk:
sudo systemctl -a | grep termidesk

roe:

—a - KJIo4 419 BbIBOAA CMUCKA CNYXKO6;

grep - yTUAUTA 419 NMOUCKA TEKCTa B BbIBOAE NpeablayLUen KOMaHabl.

* NpoBepuUTb  AOCTYNHOCTb  Beb-uHTepderca  Termidesk  (cm. nogpasaen MpoBepka

paboTocnocobHOCTM Nocne ycTaHOBKM).

6.2 . O6HoBNEHWe NS pacnpeaeneHHoM KOHPUrypaLumm yCTaHOBKU

6.2.1. O6wan KoHUenuus obHoBNEHUs
O6HoBneHne Termidesk, ycTaHOBNeHHOro B pacnpeneneHHOW OTKa30yCTOMYMBOM KOHUrypaumm,

BbIMOJIHAETCA B MOC/eA0BaTE/IbHOCTU, NPUBEAEHHOM Aanee.

® Onucanune npumennmo k depme Termidesk.
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& TlMpuBeneHHas 3pecb npoueaypa OOHOBNEHWS MpeanonaraeT, 4YTO WCMONb3YKTCA Y3/bl C
KoMnoHeHTOM «LLInto3» termidesk-gateway.
LWaru 1-5 oTHoCsTCA K 06HOBNEHMIO y3noB «LLnto3za» Termidesk (cnyxba termidesk-gateway).
Larun 6-7 oTHOCATCA K HacTpownke cpeabl PyHKLMOHUPOBAHMS.
Larun 8-13 oTHoCATCSA K OBGHOBNEHMIO Y3/10B « YHMBepcanbHoro amucnetyepa» Termidesk (cny>k6a
termidesk-vdi).
LWarun 14-21 oTHocsATCS K 0O6HOBMEHUIO y3n0B «MeHemykepa pabounx mect» Termidesk (cny»obl
termidesk-taskman, termidesk-celery-beat, termidesk-celery-worker).

© HauunHaa c Termidesk Bepcun 5.0 nameHeH cnocob paboTbl U xpaHeHusi noanTuk doHaa PM. Bo
BpeMsi OOHOBNEHWUS pacrpeneneHHoOM WM OTKa30yCTOMUYMBOWM KOHGUIrypauuu YCTAaHOBKU C
Termidesk Bepcumn 4.X Ha Bepcuto 5.X U3MEHEHME MONUTUK HYXXHO MpPOBOAUTL MOC/E
06HOBNIEHUS Ha HOBYHO Bepcuto Bcex y3noB Termidesk.
O6HoBneHne Termidesk [oNYKHO OCYLLECTBASATHCS C COBMIOAEHNEM YCIOBUIA:

* OBHOBNEHWE BbIMOMHAETCA MNOCNEA0BATENbHO, C YCTAHOBKOM MPOMEXYTOUYHbIX BEPCUM
penusoB. Hanpumep, ecnn cenyac yctaHoeneHa Bepcus 4.3, To nopsiiok OBHOBNEHUS OO
5.1 6ynet cnepgytowmm: 4.3-4.3.1-43.2-5.0-5.1;

* OBHOBNEHWE BbLIMNOMHAETCA OMepaumMen YCTAaHOBKM MOBepx npeablaywen Bepcun. B
NPOTUBHOM cily4ae, ecnu paHee Termidesk 6bin yoaneH 6e3 yaaneHua b, npu noBTopHOM
YCTaHOBKE MOXET BO3HWKHYTb psf OLWMNBOK;

* Mocne Hadana npoueaypbl obHoBneHuMs Ha Termidesk Bepcum 5.1 3anpelsaetcs
Nnpou3BOAUTbL Orepauumn yaaneHus obbekToB Ha «[llopTanax» c npeabloyWMMU BEPCUSMM
Termidesk.

Bo Bpemsi 06HOBNEHWNS BO3MOXXHA BpeEMEHHas HepaboToCnoCcobHOCTb PYHKLMM aBTOMATUYECKOIO

Bxoga nonb3oBatens B roctesyto OC BM, noka He 6yaeTr oGHOBNEH nocnegHWn ysen c
«YHMBepCanbHbIM AUCMETHEPOM».

Lar 1. Ha 6anaHcupoBLmKe Harpysku, OTBEYatoLLEM 3a pacrnpeaeneHune nogkatodeHnn K «LLnosam», us
cnucka 6banaHcUMpoBKM UcktodaeTcs «LLnto3», noanexawmmn obHoeneHMo (3a pas - Tonbko OOUH).

LWar 2. Oencteua Wara 1 noBTopsatoTca Ans Kaxkaoro CyLecTByOLWEero 6anaHCMpOoBLLMKA.

Lar 3. O6HoBnsieTcsa ykasaHHbIM Ha LWare 1 «LLnto3».

Lar 4. BoibupaeTcsa cnepgyrowmi «Lntos», nognexkawmnii obHoBneHuto, ans Hero BbinonHatotcsa Larn
1-3.

LWar 5. Mo 3aBepweHun obHoeneHns BCEX «LUnto30B» cnncok 6anaHCMpoBKM BOCCTaHaBIMBAETCS 40
NCXOAHOrO.

Lar 6. Ha cepsep c CYB/, nMbo Ha oTaenbHO BblAENEHHbIM CEPBEP, YCTAHABIMBAETCSA U HACTpanBaeTcs
komrnoHeHT RabbitMQ B cnyuae, ecnn paHee RabbitMQ He 6b1n1 ycTaHOBNEH.

Lar 7. CoznaeTcsa pesepBHas konus RSA-kntouen, pacnosiodkeHHbIX B KaTasiore /etc/opt/termidesk-

vdi/wsproxy/.
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War 8. Ha 6anaHcuMpoBLIMKE Harpysku, OTBEYAlOLEM 33 pacnpefenieHne MNOAKIOYEHUN K
«YHUBEPCANbHbIM AUCNeTYepaM», U3 CnMcka 6GanaHCUMPOBKM (KOHDUrypaumm nginx) MCKIOYaeTCs
«YHUBEpPCANbHbIN AMCMETYEP», NOANEXALLMIA 0OHOBNEHMIO (3a pa3 - Tosnibko OAUNH).

LWar 9. Oevncteus LLara 8 nosTopsitoTca AN KaXKA0ro CyLeCTBYHOLLEro 6aNaHCUPOBLUMKA.

Lar 10. O6HoBnseTcs ykasaHHbIM Ha LLlare 8 « YHMBepcanbHbIN ancneTyep».

War 11. Ha obHoBneHHOM «YHWBEpPCAanbHOM AucneTyepe» BocCTaHaBnuBatoTca RSA-knoum u3
pe3epBHbIX KONuK, co3aaHHblx Ha LLlare 7. Y3en nepesarpykaeTcs.

LWar 12. Boibupaetcsa cnegytowmin « YHUBEpPCanbHbIM AUCNETYEP», MoAJIeXallmMini 0OHOBNEHMIO, O1S1 HETO
BbinonHstotcs Warn 8-11.

LWar 13. Mo 3aBepweHnn obHoeneHna BCEX «YHuBepcanbHbIX AMCNETYEPOB» CAMCOK HGanaHCMPOBKM
BOCCTaHaBAMBaeTcs A0 ucxopHoro. [MpoBepsieTcs AocTynHOCTb rpaduyeckoro uHTepdenca Termidesk
CHayana obpalleHnem Ha IP-agpec kaporo us «YHUBEpCanbHbIX AUCNETYEPOB», 3aTEM ObpaLLEeHNEM Ha
IP-appec 6anaHCMpPOBLUMKA Harpy3KM.

War 14. Ha y3nax c YyCTaHOBNEHHbIM «MeHemKepoM paboumx MecT», KOTOpbii paboTaeT B
OTKa30yCcToMUMBON KOHpurypaumm B pexkmme «SLAVE», nonxkeH ObiTb BbINOJIHEH OCTaHOB CNyX6
keepalived.

Lar 15. O6bHoBnseTcs BblbpaHHbI «MeHeaykep paboumnx MecT». BbinonHseTcs 3anyck cnyx6.

Lar 16. Ha o6bHoBneHHOM «MeHepykepe paboumx MecT» BoccTaHaBnmeatoTca RSA-knoum ns pesepsHom
konuu, co3gaHHou Ha Lare 7. Y3en nepesarpykaeTcs.

Lar 17. BoinonHsieTcs 3anyck cnyxo6 keepalived.

War 18. Ha ysne c ycTaHoOBAeHHbIM «MeHemkepoM paboymx MecT», KoTopbid paboTaeT B
OTKa30ycToMuMBON KoHburypauum B pexkxume «MASTER», pnonykeH ObiTb BbIMOAHEH OCTAHOB CNyX6
keepalived.

Lar 19. O6bHoBnseTcs BblbpaHHbIM «MeHeoykep paboumnx MecT». BbinonHsaeTcs 3anyck cnyx6.

Lar 20. Ha o6bHoBneHHOM «MeHepykepe paboumx MecT» BoccTaHaBnmearoTca RSA-knoum ns pesepsHom
konuu, co3gaHHou Ha Lare 7. Y3en nepesarpykaeTcs.

Lar 21. BoinonHsieTcs 3anyck cny>xo6bl keepalived.

A Ecnv B dannbl koHbuUrypaumm m 3anycka Termidesk (/1lib/systemd/system/termidesk-x)
BPYYHYIO OblIM BHECEHbl KakuMe-MbO U3MEeHeHUsi, TO HeobXO0AMMO BbIMONHUTL pPe3epBHOE
KOMMPOBaHWE AaHHbIX (anioB, MOCKONbKY 3TU M3MEHEeHUs Npu O0BHOBNEHUM cOpacbiBatOTCA A0
3HAYEHUM MO YMONYAHUIO.

B cnyuae, ecnn nnaHupyetcs obHoBneHme c nepexogom Ha OC Astra Linux Special Edition 1.8, 70
noTtpebyetcs nepeyctaHoBka OC n Termidesk.
Torpa ona coxpaHeHus cywecTeytowen b, Hy>kHo:

* BbINoAHUTbL 3kcnopT bl n3 Termidesk npeabigywien sepcmu;
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* BbIMOMHUTb pe3epBHOe KomnupoBaHMe ¢arnoB KoHdurypaumm u 3anycka Termidesk (/1lib/
systemd/system/termidesk-*, /etc/opt/termidesk-vdi/x);

* BbINoAHUTb ycTaHoBKy OC Astra Linux Special Edition 1.8;

* BbIMO/IHUTL YCTAHOBKY M HacTpoiky RabbitMQ cornacHo noapasgenam YcTaHoBKa 6pokepa
coobeHnin RabbitMQ 1 HacTtpoliika 6pokepa cooblieHuii RabbitMQ;

* BbIMNONHUTb YcTaHOBKY M HacTponky CYB[ Postgresql-11 cornacHo noapa3sgenam YcTaHOBKa
CYbA PosrgreSQL v Hactpoitka CYB[, PosrgreSQL;

* BbINOJIHUTb MMMOPT paHee coxpaHeHHow bl;

* BbINONHUTL YycTaHoBKY Termidesk cornacHo nogpasgeny PacnpepgeneHHas  ycTaHOBKa

NporpaMMHOro KoMmnJjekca.

6.2.2 . LWar 1. PepaktnpoBaHue koHpUrypauum 6anaHcupoBLUMKa Harpy3ku gns «LLnosos»

Ha GanaHcupoBLUMKe Harpysku OoTKpbITb U OTpegsakTupoBaTb damn /etc/nginx/sites-available/
sampledomain.ru.conf.

B paHHOM KoHbUrypaumoHHoM danne cnegyeT HauTU OUPEKTUBY daas—-upstream-ws C NEPEYUCSIEHUEM
cnucka « L nto30B», BbIOpaTb NEPBbIM MO CMUCKY, 3aKOMMEHTUPOBATb €ro U COXpaHUTb an.

Mpumep onsa cnmucka 6anaHCMpPOBKU:

& 3pecb n panee npumepsbl |IP-anpecos npueeaeHbl B cootBeTcTBuM ¢ RFC 5737, YkasaHHbie |P-
appeca AOMKHbI OGbiTb 3aMeHEHbl Ha aKTyaslbHble, UCMOJIb3yeMble COMIaCHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKTYpe opraHM3aumu.

upstream daas-upstream-ws {
least_conn;
server 192.0.2.30;
server 192.0.2.31;
server 192.0.2.32;

~No b WwWN R

Lns nckntoveHmsa nepsoro no cnucky «LLintosa» dann npusoguTCcs K BUAY:

1 upstream daas-upstream-ws {
2 least_conn;

3 # server 192.0.2.30;

4 server 192.0.2.31;

5 server 192.0.2.32;

6

7

Mocne nsmeHeHus arina nepesanycTmuTb Beb-cepBep:

sudo systemctl restart nginx
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6.2.3 . LLar 2. PepakTnpoBaHue KOHGUrypaLum ocTabHbIX 6anaHCUpOBLUMKOB Harpy3ku gnis «LLntosos»

Ha Bcex cyLuecTByOWMX BaNnaHCUMPOBLLMKAX Harpy3ku BbiNoaHUTb LLar 1 (see page 67).

6.2.4 . lLaru 3-4. O6HoBneHue «LLino3oB»

Mpouenypa OBGHOBNEHWS MPOBOAMTCA C MOMOLLbLIO YCTAaHOBKM HOBOM Bepcum «Llntosza» Termidesk

noBsepx y>xe umetoLuencs. YcraHoska «LLInto3oe» BeinonHseTcs 13 naketa termidesk-gateway.

A [na ycraHoBku «LLnto3za» cnepyet obpatmTbcs K nogpasgeny YcraHoBka LUnosa nokymeHTa
C/TET.10001-01 90 05 «PykoBoacTBO agMuHUcTpaTopa. HacTpoika komnoHeHTa «LLnto3».

Mocne 3aBepLUEHUS YCTAHOBKM HYXKHO M3MEHUTb HACTPOMKM 3anycka «LLnto3oB» termidesk-gateway:

* npuBectn ann /etc/termidesk/gateway.yaml kK Buay cornacHo noapa3sgeny MapameTpol
KOHOUIrypupoBaHMS  KOMMoOHeHTa  aokymeHTa  CJIET.10001-01 90 05 «PykoBoacTtBo
apMuUHUcTpaTopa. Hactporika komnoHeHTa «LUnto3». 3apaTh akTyanbHble 3HadyeHus |P-appecos
(vnn FQDN) napameTpam:

e url: ${urlCheckToken} - ans obcnyxmBaHua APIl-3anpocos no coctosHuio «LLntoza»;
e url: ${coordinatorUrl} - ans noakntoyeHus k RabbitMQ;

* COXPaHWUTb dal, a 3aTeM Mepe3anyCcTUTb CNyxXKoy:

sudo systemctl restart termidesk-gateway

6.2.5 . War 5. BoccraHoBneHue KoHPUrypaumm 6anaHcMpoBLUMKA Harpysku aas «LUniozos»
Mo 3aBepweHunn obHoeneHuss BCEX «LUnto3o0B» cnucok 6anaHcmpoBku Ha BCEX 6anaHcmpoBLumkax

BOCCTaHaB/INBAETCA OO0 UCXOAHOIO.

PaHee 3aKOMMEHTUPOBaHHbIE CTPOKM HYXXHO PACKOMMEHTMPOBATb, 3aTEM BbINOJHUTL Mepe3arpysky

cnyX0bbl Nginx Ha KaXaoM 6anaHCUPOBLLMKE:

sudo systemctl restart nginx

6.2.6 . LLlar 6. YcraHoBKa 1 HacTpoiika RabbitMQ
LLIar BbinonHseTca B COOTBETCTBUMM C noppasgenamu YcTaHoBka 6pokepa coobuueHuii RabbitMQ wu

HacTpoiika 6pokepa coobiueHuin RabbitMQ ripu oTcyTcTBum paHee yctaHoBneHHoro RabbitMQ.

6.2.7 . War 7. Pe3epBHoe konupoBaHue RSA-kntouei
BbinonHuTb pesepBHoe konmnpoBaHMe RSA-k/toven ¢ 04HOroO M3 y3/10B « YHMBEPCASIbHOrO AMcCreTyepa.

PesepBHble KOMWK KIOYEN MOXKHO CKOMMPOBATb, HAaNpUMep, Ha APYron CETEBOM y3e/l KOMaHAOM:

sudo scp -r /etc/opt/termidesk-vdi/wsproxy localuser@ipaddr_or_fqdn_host:/home/localuser/

roe:
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-r - KJtOY 419 PEKYPCUBHOM (CO BNOXKEHHbBIMU KaTasoraMum) nepenayu;
localuser - MMAa NoOJIb30BaTeENS LENEBOrO Y3/a;
ipaddr_or_fqdn_host - IP-appec unu FQDN ueneBoro y3na;

/home/user - nyTb, Kyda 6yaeT CKONMPOBaAH KaTaslor.

6.2.8 . LLar 8. PepakTupoBaHue koHpUrypauum 6anaHCUMPOBLLMKA Harpy3Kku 415 « YHUBEpCasbHbIX
AucneTyepoB»

Ha 6GanaHcupoBLuMKe Harpysku oTKpbITb M OTpegakTupoBaTb damn /etc/nginx/sites-available/

sampledomain.ru.conf.

B paHHOM koHdUrypaumoHHoM davne cnepyer HauTM  OMpekTuBy daas-upstream-nodes C

nepeymcneHneM  Ccnmcka «YHUMBepCaNbHbIX  AWCMETYEPOB», BblIOpaTb  MEpBbIA MO CMUCKY,

3aKOMMEHTUPOBATb €r0 U COXPaHUTb ans.

Mocne nameHeHus darina nepesanycTuTb Beb-cepaep:

sudo systemctl restart nginx

6.2.9. LWar 9. PepakTpoBaHue kOHGUrypaumum ocTanbHbIX 6aNaHCMPOBLLMKOB Harpy3kKu ans
«YHUBepCcaibHbIX AUuCneT4epoB»

Ha Bcex cyLiecTBytoWmMX 6anaHCUMPOBLUMKAX HAarpy3sku BbiNosHUTL LLlar 8 (see page 69).

6.2.10. WWar 10. O6HoBNEHUE « YHMBEpCaNbHOro aucneTyepa»

Mpouenypa 06HOBNEHNS MPOBOAMTCS C MOMOLLbIO YCTaHOBKM HOBOM BEPCUM MOBEPX YXXE MMELLEeNcs u
He OT/IMYaeTCs OT npolecca, onvcaHHoro B NnyHkTe HeaBToMaTusupoBaHHasa yctaHoBka Termidesk. Mpwu
YCTaHOBKe «YHuMBepcanbHOro gaucnertdyepa» Termidesk HeobxoamMmo BblbpaTb ponb «[lopTan
aAMUHUCTpaTopa» u/mnn «llopTan Nonb3oBaTena» B AMaNOroBOM OKHe rncesaorpaduyeckoro nHTepdenca

MHCTannaTopa.

& KoppekTtuposka darina /etc/apache2/apache2.conf npn 06HOBNEHUN HEe MPOU3BOANTCS.
Mpu pepakTupoBaHuM damna /etc/opt/termidesk-vdi/termidesk.conf pekomeHayeTcs
3a4aTb  OAMHakoBoe  3HadyeHue napametpa «METRICS_ACCESS_KEY» pana  Bcex
y310B « YHUBEpCanbHOro gucrneTyepa.

Mepen 3anyckoM npoLesypbl 0GHOBNEHMS HY)KHO:
* oTpegakTMpoBaTb dann /etc/opt/termidesk-vdi/termidesk.conf wu3amaTe 3HayeHwe a5
napameTtpa «METRICS_ACCESS_KEY», ecnn oHo He 3apaHo;

* OCTaHOBUTb cny>kby Termidesk:
sudo systemctl stop termidesk-vdi

* yoanuTb Kew danna oTBeToB debconf koMaHaaMm:
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1 sudo rm -f /var/cache/debconf/config.dat
2 sudo rm -f /var/cache/debconf/config.dat-old

roe:

-f - KNOY UFTHOPMPOBaAHMSA HECYLLECTBYHOLLMX hanioB.

6.2.11 . LUar 11. BoccraHoBneHue RSA kntouet U3 pesepBHOM KONUKU BNl « YHUBEPCANbHOMO gucneTyepa»
BbinonHWTb KOMMpoBaHWe COXpaHeHHbIX Ha LLlare 7 (see page 68) RSA-kntouer Ha y3en ¢ 06HOBNEHHbIM
«YHUBEpCanbHbIM AUCMETHEPOMY.,

3aTeM nepesarpysuTb y3en:

sudo reboot

Mocne 3arpy3ku y3na NpoBepuUTb COCTOSIHUE CNYXKO:

sudo systemctl -a | grep termidesk

roe:
-a - KJIoY 419 BbIBOAA CMUCKA CYXKO;
grep - yTUAUTA OIS NOUCKA TEKCTA B BbIBOAE MpeablayLlen KOMaHabl.

MpoBepuTb gocTynHOCTbL NopTana Termidesk yepes Be6-6paysep.

6.2.12 . War 12. O6HoBNEHUE cnepytoLero No CnUcKy « YHMBepcanbHOro aucneryepa»

Heobxognmo BbinonHute gencteusa LaroB 8-11 ona cnepytowiero no cnucky «YHMBepcanbHOro
aucneTtyepa.

Mpu BbinonHeHuMn Lllara 8 (see page 69) paHee 3aKOMMEHTUPOBAHHbIM 3MEMEHT OCTAETCA B TOM >Ke

COCTOAHUN, OONOJIHUTENBbHO HY>XHO 3aKOMMEHTUPOBATb CTPOKY C NOC/NeAYHOLWLNM /1IEMEHTOM.

6.2.13 . LWar 13. BoccraHoBneHue KoHpUrypaumm 6anaHCMpoBLLMKA Harpy3Kku ans « YHMBepcanbHbIX
AucneTyepoB»

Mo 3aBeplueHnn obHoBneHna BCEX «YHuBepcanbHbIX AucneTyepoB» cnucok banaHcuposkn Ha BCEX

6anaHCUPOBLLMKAaxX BOCCTAHAB/IMBAETCA 4O UCXO4HOrO.

PaHee 3aKOMMEHTMPOBAHHbLIE CTPOKM HYXXHO PAaCKOMMEHTMPOBATb, 3aTE€M BbIMNOJHUTL Mepe3arpysky

CnyXbbl Nginx Ha KaXaoM 6anaHCUPOBLLMKE:

sudo systemctl restart nginx

BbinonHnTb NpoBepKy AoCTynHocTK nopTana Termidesk yepes Be6-b6pay3ep cHayana obpalieHmnem Ha |P-
appec Kaxkaoro m3 «YHUBepcasbHbIX AUCNETYEpOB», 3aTeM obpalwieHreM Ha IP-agpec 6anaHcMpoBLLmMKa

Harpysku.
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6.2.14 . WWar 14. OcTtaHoB cnyx6 Ha «MeHemkepe paboumx MecT»
Ha ysnax c yctaHoBneHHbIM «MeHemKkepoM paboumx MecT», paboTalolleM B OTKa30yCTOMUMBOM

KoHduUrypauum B pexkume «SLAVE», BbinosHAeTCS ocTaHOB cny>kbbl keepalived kKoMaHOoM:

sudo systemctl stop keepalived

6.2.15 . WWar 15. O6HoBneHne «MeHemkepoB paboumx MecT»

O6HoBneHne «MeHeaykepoB paboumx MecT» Mo CBOeW MOCNea0BaTe/IbHOCTU He OT/IMYAETCSA OT AeUCTBUM
no obHOBNEHUID «YHMBEpPCasbHbIX OUCMETYEPOB», 3a MCK/IHOYEHMEM BblGOpa YCTaHABAMBAEMOW POU:
NMpu YCTaHOBKE HYXXHO BblOpaTb ponun «MeHepkep paboumx mecT» M «MeHemkep paboumx MecT

(ouepenm)» B AManoroBom okHe rcesaorpacdmyeckoro nHTepdenca MHCTannsaTopa.

& Tpu pepakTupoBaHun danna /etc/opt/termidesk-vdi/termidesk.conf pekoMeHayeTcs
ncnonb3oBaTb 3HadYeHWe napameTtpa «METRICS_ACCESS_KEY», 3apaHHoro B LLare 10 (see page
69) ona Bcex « MeHemykepoB paboumx MecT».

Mepen 3anyckoM npouenypbl 0GHOBNEHMS HY)KHO:
* oTpegakTMpoBaTb dann /etc/opt/termidesk-vdi/termidesk.conf wu3amaTe 3HayeHwe A5
napameTtpa «METRICS_ACCESS_KEY», ecnn oHo He 3apaHo;

* OCTaHOBUTb CNy>bbl Termidesk:

sudo systemctl stop termidesk-taskman termidesk-celery-beat termidesk-celery-worker

& Tpu ocTaHoBKe cnybbl Ha «MeHemkepe pabounmx MecT», Haxoaswemcs B pexxume «SLAVE»,
KOMaHAa MOXKET BblAaTb OLUMBKY - 3TO HOPMalbHOE MOBEAEHME.

* yaanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 sudo rm -f /var/cache/debconf/config.dat
2 sudo rm -f /var/cache/debconf/config.dat-old

Mocne ycTaHOBKM HY>XHO UCKOUYUTL CNy>Xby termidesk-taskman M3 aBTOMaTMYeCKOro 3anyckKa:

sudo systemctl disable termidesk-taskman
UckntoueHne cny»kbbl U3 aBTOMAaTUYECKOrO 3anyCcka HEO6X0AMMO, MOCKO/bKY YMpaBiieHUe ee COCTOSIHUEM
NPOU3BOAUTCA CKPUMTAMMU PeXXMMa BbICOKOM AOCTYMHOCTH.

Ha y3ne, Bbl6paHHOM B KayecTBe slave, HY>XHO H€ TOJIbKO UCKJTHOYUTb CJ'Iy)K6y M3 aBTOMaTUYECKOIro

3anycka, HO M OCTaHOBUTb €€ nocne 06HOBNEHUSA:

sudo systemctl stop termidesk-taskman
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6.2.16 . LWar 16. BoccraHoBneHne RSA-knioueli Ha «MeHemkepe pabounx MecT»
BbinonHuTb KonMpoBaHUe coxpaHeHHbIX Ha LLlare 7 (see page 68) RSA-kntouen Ha y3en ¢ 0BHOBMEHHbIM
«MeHemykepoM paboumx MecT».

3aTeM nepe3arpy3uTb y3en:

sudo reboot

6.2.17 . War 17. BoccraHoBneHue cnyx6bl keepalived

BbinonHuTb 3anyck cny>6bl keepalived:

sudo systemctl start keepalived

6.2.18 . LWarn 18-21. O6HoBneHne ocHOBHOro «MeHemkepa paboumx MecT»

O6HoBneHMe ocywecTensieTca aHanoruyHo Waram 14-17.
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7 . YOANEHUE NMPOIPAMMHOIO KOMITJIEKCA
Lna ynaneHus Hy>kHo:
" BbINOJIHUTb:
sudo aptitude purge -y termidesk-vdi

roe:
-y - KJIHOY 419 MPOnycKa NoATBEPXKAEHMS yaaleHUs;

" OYUCTUTb OCTaBLUUNECA 3aBUNCUMOCTU U KOHCI)MI'ypaLI,MMI
sudo aptitude purge ~c -y

KoMaHaa nonHocTbo YANNUT OCTaBLUMeECA HaCTpOVIKVI M 3aBUCUMOCTU YiKe yOaJIEHHbIX NakKeTOB.
Ona yOaneHus b w ponn nonb3oBatenda cnegyet BbiNONIHUTL cnegyrolime ,El,el;ICTBMFI, cTporo CO6J'HOJJ.aﬂ
MX NocnenoBaTesiIbHOCTb:

" MepekarYUTLCS Ha NoNb3oBaTeNs postgres (Yepe3 nonb3oBaTens root):
sudo su postgres

* 3anyCTUTb TepMUHaNbHbIN knneHT CY B[
psql

" MCMNOMb3ys MHTEPAKTUBHbIM MHTEpdenc TepMuHanbHoro knveHTa CY B/, yoanute B
postgres=# DROP DATABASE termidesk;

* yOanuMTb posb nonb3osatens b:
postgres=# DROP ROLE termidesk;

* BbINTM U3 UHTEPAKTMBHOIO MHTepderica TepMuHanbHoro knneHta CY B/
postgres=# \q

* BbIMTM U3 CeaHCa MoMb30BaTENS postgres:
exit

* yOanuUTb OCTaBLUMNCA KaTanor ¢ dannamu, CoaepXKaliuMm nepemMeHHble ona noakatodeHmsa K b,

CepTMCI)MKaT N KNoY:

sudo rm -R /etc/opt/termidesk-vdi
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roe:

—-R - koY ang pekypcmBHOro DENCTBUS. Ey,EI,yT yAaneHbl BCe BJIOXXEHHbIE NMOAKATaNI0ru.
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8 . IMLUEH3UPOBAHUE

8.1 . MNMonyyeHne NULEH3UOHHOrO Kilo4a

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3NPOBAHMUS:
* Termidesk VDI (nopoep)kka coBMeCTUMbIX MAaThopM BUPTyanM3aumMum WM TePMUHANbHbIX
cepBepoB);
* Termidesk Terminal (noppep>xka Tonbko TepMuHanbHbIX cepeepoB anss OC Microsoft Windows m
Astra Linux Special Edition).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIMLLEH3US! NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEOMHEHWUSIM - NINLUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepes CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOIO
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMKM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMWN pecypCcoB MM NPOTOKONAaMM AOCTaBKU, OyAyT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. AuctpnbyTms
npefHasHayeH O1a NpPoOBeAEeHUsI UCMbITaHWUS, 0O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeW. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXET MpefoCcTaBnsTbCs 6e3 3ak/toveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMm
NNLEH3MOHHOrO COrfalleHne C KOHEYHbIM MOJIb30BaTe/IEM MOXHO O3HAaKOMWUTBLCA Ha CamlTe KOMMaHUWU:
https://termidesk.ru/eula.pdf.
LOns nonyyeHus LOMONHUTENbHBIX JIMUEH3UOHHBIX KJTHOYEN C Liebl0 O3HAKOMJIEHMS! MEePenTUn Mo CCbike
https://termidesk.ru/products/#request-key un cchopmMmpoBaTb 3anpoc, 3anosHMB KOPPEKTHBIMU OaHHbLIMU
crnepyroLme 3KpaHHble Mnons:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHtepdence ynpaeneHus «Hactponka

- Jlnuensus - CuctemMa», npumep rnokasaH Ha PUCYHKE (cM. PucyHok 15).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenoctaBuTb B 3anpoce cucteMHble UUID Bcex y3noB C  yCTaHOBNIEHHbIM
KOMMOHEHTOM « YHMBEPCAJIbHbIN AMUCTEeTYEep».

Ons nonyyeHus cuctemubix UUID cnepyer:

" neperdTU Ha BKNagky «JluueHsus» M HaxaTb 3KpaHHyt KHonky [CoxpaHuTb B cain
CBeAeHUs ANsl ULIEH3UM];

* BblOpaTb KaTasior u coxpaHuTb dann. Mo yMonyaHMO OH coxpaHuTca B dopmaTe . tdsk,
KOTOPbIM MOXHO OTKpPbITb MPOCTbIM TEKCTOBbIM pepakTopoM. Danin 6yaeT copepykaTb
CMUCOK MAEHTUPUKATOPOB Y3/10B MHPPACTPYKTYpPbl, COBMNAAAOLLMI C TEM, YTO MEPEUUCIIEH
B nosie «UID Hopgbl» Ha cTpaHuue «MHbpacTpykTypa - duncneTyepbl NOAKAOHEHNIAY.

MHdbopmaumio o cuctemHbix UUID MoxkHO Takyke nonyunTb 13 danna /sys/devices/virtual/
dmi/id/product_uuid, BbINOMHUB Ha KaXXA0OM Y3/e C « YHMBEPCASIbHbIM AUCNETYEPOMY:

sudo cat /sys/devices/virtual/dmi/id/product_uuid

= @ TERM'DESK ® @CHCTEMHHE nonb3oBarens (u) v
=

a 0630p NuueHsua

& KommnoHeHTsl > WNHdopmaymsa o nuLeHsUn

. NuueHzna Cwuctema 3arpyzka
L¥; Hactpoiikn > w
Icwcreerblﬁ UuID: 288634c3-adfa-4e31-897a-3efee73d6608 I
Bepcwa NO: 4.1-rc2
G Paboune mecta > P
Mogynw: HazBaHwe BepcuA
termidesk_vmmprov 41
““I MOHWUTOPWHT > termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 15 - PacnonoxeHnue nHpopmauum o cuctemHom UUID

Mo 3aBepLUEHUM 3aMOHEHMS MOJIeN HaXKaTb 3KpaHHYO KHornKy [OTnpaBMTb 3anpoc Kko4a aKTUBaLMM].
Ona nonyyeHna NUULEH3MOHHOMO K/OYa Ha NPUOBPETEHHOE KOIMYECTBO JIMLIEH3UI CledyeT nepenTu rno
ccbinke https:/termidesk.ru/products/#request-key 1 cdhopmumpoBaTb 3anpoc, 3anosHMB KOPPEKTHbLIMMU
AaHHbIMM CliefytoLLMe SKpaHHble nona:

» «KopnopaTuBHbIn email»;

» «MmMga nnua, 3anpallmnBatoLLEro JINLIEH3UIO;
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* «CuctemMHbin UUID»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

8.2 . Beop nvueH3uu

Lna nobaBneHuns nuueHsnoHHoro kntoda B Termidesk B rpacdmyeckoM MHTepdence ynpaBneHus cnegyeT

nepenTu «HacTporku - Jlnuensus - 3arpyska». Haxas skpaHHyto kHonky [Bbibpatb], ykaszatb nyTb K

hanny ¢ IMLEH3UMOHHBIM KFOUOM (cMm. PucyHok 16), @ 3aTEM HaXKaTb SKPaHHYIO KHOMKY [3arpysuTb].

= @ TERM'DESK ® @CH(TEMHhIﬁ nonb3osatens (u) ¥
—

@ 053[)[3 NueHsuna

& KoMnoHeHTel > WNHdopmaumsa o nuuyeHsnn

NMyeHzna Cucrema 3arpyzka
Cfg Hactpoiiku > 4 Py

NuueHsua Viancume gadina ¢ AuyeHsued... BbibpaTh

( Pa6ouue mecta > Zarpyauts

all Mowvitopumr >

PucyHok 16 — OkHo pobaBneHus danna c nMueH3nen

8.3 . lNpoBepka cBeAeHUA O NULIEH3UM

[Ons npocmoTpa nHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJtoYe CrieayeT nepenTy B rpaduyeckui
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsma - JluueHsma» M NpocMOTpeTb CBEAEHUS B
cnenyroLmMx 3KpaHHbIX Nonax:

* «MMa» — CMCTEMHOE UM YCTPOMCTBA, Ha KOTOPOM dyHKLUMOHUpYeT Termidesk;

» «OpraHusauus» — HaMMeHoOBaHMe OpraHu3auuK, ona KoTopom chopMUpPOBaH NULEH3UOHHbIN KIHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO K/ouYa;

* «KOHKYpeHTHble COEAUMHEHUS» — MaKCMMasJlbHO BO3MOXHOE KOMMYEeCTBO OAHOBPEMEHHbIX

coegmnHeHun c PM;
* «JlocTynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJAEHHOrO BUAA JIULLEH3UM

roctesbix OC.
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9. NEPEYEHb TEPMHUHOB

TepMuH

OnpepeneHne

KoMmnoHeHT « AreHT»

CobupaTtenbHoe Ha3BaHMWE A9 CeRyOLMX KOMMNOHeHToB Termidesk:

* «AreHT BUpPTyasibHOro paboyero MecTa;
* «AreHT y3na BUpTyanusauumny»;

* «CeCcCUOHHbIM areHT»;

= «BupeoareHT»;

* «AreHT BUPTyaslbHbIX CMapT-KapT».

CaMoCTosATENbHbI KOMMOHEHT, OTBEYAIOLLIMIA 33 KOHTpOAupyemyto goctaeky PM, Bzanmopelicteume
C «YHUBepCanbHbIM gucneTyepom» 1 «MeHeakepom paboumx MecT»

KoMnoHeHT «AreHT
BUPTYasibHbIX CMapT-
KapT»

KomnoHeHT Termidesk. YctaHaBnuBaetcs B rocteByto OC npu nozrotoeke 6asosoro BPM.
BbinonHseT nepeHanpaBneHne NOAKIFOUYEHHbIX K MOb30BaTENIbCKOM paboyen CTaHL MM CMapT-KapT
8 BPM

KoMnoHeHT «AreHT
BMPTYasibHOro
pabouyero MecTa»

KomnoHeHT Termidesk. YctaHaBnuBaetca B rocteyto OC npu nogrotoeke 6asosoro BPM.
BbinonHsieT B3auMopencTeue ¢ « YHUBEPCabHbIM AUCMETYEPOMY», KOHPUrypupyet BPM,
duvKcHpyeT AeCTBUS NONb30BaTENS, pean3yeT nepeaady ynpasastoLmMX COOBLLEHUMN

KoMMnoHeHT «AreHT
y3/1a BUPTYanmsaumm»

KomnoHeHT Termidesk. YcTaHaBnvBaeTcs Ha y3en BUPTyann3aLmm, B3aUMOLENCTBYET C
rmnepBmM3opoMm Yepes Mmoaynb Libvirt

basosoe BPM

Tak>ke: 30n0ToM 0bpas, 6a30BbI 06pa3s.

MoppasymeaeT cobon obpas aucka BM c npepyctaHoBneHHbIM npuknagHbiM 10 u
YCTaHOB/IEHHbIM « AFEHTOM BUPTYasbHOrO paboyero mecta». ToT 0bpas aanee byoet
Mcnonb3oBaTbca Ana cosgaHma BPM ana nonb3osaTenen

BbanaHcupoBLmMK CaMoCTOsATENbHbIM KOMMOHEHT, OTBEYAIOLLIMIA 33 pacrpefeneHne Harpy3ku Ha MHOXECTBO
Harpysku «YHMBepcanbHbIX aucnetyepos» u «LLntosos»

KomnoHeHT KomnoHeHT Termidesk. YctaHaenueaetca B rocteryto OC npu nogrotoeke 6asosoro BPM.
«BupeoareHT» BbinonHseT nepeHanpaBneHue BUAeoKaMephbl C MNOJIb30BaTeNIbCKOW pabouelt cTaHuun 8 BPM

BupTyanbHoe pabouee
mecTo (BPM)

PaseepHyTasa Ha BM OC c ycTaHOBNEHHbIM «AreHTOM BUPTYyanbHOro paboyero Mecta» m
HeobxoanmbIM npuknagHbiM 0. MoakntoyeHne k BPM npoucxoamT yepes npoTokosbl
yAaNeHHOro A0CTyna

Pabouee mecto (PM)

lMNocrtesas OC mnun OC, ycTaHOBNEHHAs! HA BbIAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOWM
peanusyeTcs C NOMOLLbIO MPOTOKONA YAANIEHHOMO AOCTYna.

Mog PM noppasymesatotcs kak BPM, Tak 1 TepMUHanbHbIN AOCTYN UK AOCTYN K
ony6MKOBaHHbIM Ha TEPMUHANILHOM CEPBEPE MPUIOKEHMAM

lNoctesas OC

OC, dyHkumoHupytowas Ha BM

«MeHepyxep pabounx
MecT»

OomeH Cnocob npoBepku Cy6beKTOB U UX MOHOMOYUIA
ayTeHTUdUKaLmMm
KoMnoHeHT KomnoneHT Termidesk. OTaensieMbl KOMMNOHEHT NPOrpPaMMHOro KOMIIEKCA, OTBEYAIOLLIMA 33

B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YMPaBAEHUS XXM3HEHHbIM LUKNoM PM, Bkntovas
CO34aHMe, HACTPOMKY, 3aMyCK, OTKJTHOYEHUE U yaaNeHue.

SBnsieTcs 06paboTUMKOM (HOHOBBIX 3a4ay.

YcTaHaBnuBaeTcs U3 naketa termidesk-vdi. HaumeHoBaHWe cnyy6bl nocne yCcTaHOBKMU:
termidesk-taskman.service

KomnoHeHT
«OpkecTpatop»

KomnoHeHT Termidesk. CaMocToATeNIbHbIA KOMMOHEHT, OTBEYAKOLLMIA 338 COrNIacoBaHHYH paboTy
BCEX KOMMOHEHTOB NMPOrpaMMHOM0 KOMMJeKca Npuy AeLeHTpasM30BaHHOM pa3BepTbiBaHUU, 4A
HY>KA, OTKa30yCTOMUMBOCTM U KOMIIEKCUPOBAHMS C 0BM1auHbIMU ClTy>KbamMu

MocTaBLuk pecypcos

OC, nnatdopma BUpTYyanusaumm unm TepMuHanbHbin cepeep (MS RDS/STAL), npepocTaBnsitome
BbIUYMCNTENbHbIE MOLLLHOCTU, PECYPCbl XPaHEHUS AaHHbIX, @ TaKXKE CETEBbIE PecypcCbl A4Nsi
pasmeLleHus doHgos PM
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TepMuH

OnpegeneHuve

MpoTokon poctaBku

MopnepykmBaemsbii B Termidesk npoTokon yaaneHHoro goctyna k PM

CBa3aHHbIN KNOH

Cnocob opraHusauun BPM Ha ocHoBe eamHoro o6pasa ¢ BO3MOXHOCTbIO 3KOHOMUKU ANCKOBOIr0O
NPOCTPAHCTBA 3a CYET TEXHONOMMM KKOMMPOBaHME MPU 3aMnCU» U YCKOPEHMS OMepaumi BO3BpaTa K
6a30BOMY COCTOSIHMIO, YCTaHOBKM aononHuTensHoro MO 1 obHoBneHUM

KoMmnoHeHT
«CecCUOHHbIN areHT»

KomnoHeHT Termidesk. YcTtaHaBnuBaetca Ha TepMuHanbHbil cepeep (MS RDS/STAL), aktueupyeT
BO3MOXXHOCTb MHOXECTBEHHOMO AOCTYra Mofib3oBaTeneit K yaafieHHbIM paboumM cTonam u
NPUNOXKEHUSM

KoMnoHeHT KomnoneHT Termidesk. OTaensieMblt KOMMNOHEHT NPOrpPaMMHOIo KOMIIEKCA, OTBEYAIOLLIMM 33

«YHuBepcanbHbI naeHTUdbMKaumIo nonb3osaTesnen, HasHavyeHne uM PM u koHTpona poctasku PM.

AncneTyep» YcTaHaBnuBaeTca U3 naketa termidesk-vdi. HaumeHoBaHWe cnyy6bl nocne ycTaHOBKMU:
termidesk-vdi.service

®onp PM CoBOKYMHOCTb NOArOTOBEHHbLIX PM ans noCTaBKM MO 0OAHOMY MM HECKOJIbKMM MPOTOKONaM
YAANEHHOMO AOCTYMNa B 3aBUCMMOCTM OT MOJIHOMOYMIA MOb30BaTENEN

La6noH PM MapameTpbl koHbUrypaumm PM ans ucnonssosaHus B poHae PM

KomnoHeHT «LLnto3»

KomnoHeHT Termidesk. CaMocCTOATeNbHbIA KOMMOHEHT, OTBEYAKOLLUI 38 TYHHENIMPOBaHME
NMPOTOKO/IOB AOCTaBKM, MCMOMb3YHLMX TPAaHCMOPTHbIN npoTtokon TCP.

YcTaHaBnuBaeTcsa U3 naketa termidesk-gateway. HaumMeHoBaHWe cny>6bl Nocie yCTaHOBKM:
termidesk-gateway.service

KomnoHeHT «CepBep
TepMuHanos Astra
Linux»

KomnoneHT Termidesk. Takxke: STAL.

O6ecneunBaeT NOAK/IOUYEHME MOSIb30BaTENIbCKMX paboumx cTaHumit K PM ¢ OC Astra Linux Special
Edition yepes ceaHc ypaneHHoro TepMuHana

MopTan
aAMUHUCTpaTopa

MpepocTaBnset Beb6-uHTepdelic ana ynpaeneHmsa Termidesk n nHtepdenc swagger ana gocryna K
OrpaHUYeHHOMY CMMCKY Moaynen JoKyMeHTauumn no komaHaam REST API

MopTtan nonb3osatens

MpenocTtaBnseT nonb3oBaTenbCckunii Beb-nHTepderc Termidesk (6e3 gocTtyna K dyHKUMAM
ynpasneHus) u uHTepdenc swagger Ans 4OCTYMa K OrPaHUYEHHOMY CMIMCKY MOAYNen
[oKyMeHTaumm no komaHgam REST API

MopTan
YHWBEpCaNbHbIN

MpepocTaBnsieT hyHKUMM 060MX BapraHTOB - U «[MopTana agMuUHUCTpaTopa», u «lMopTana
nonb3oBatens». MNpu 3TOM aKTUBUPYETCS JOCTYN KO BCEM MOAY/NISIM JOKYMEHTALMU MO KOMaHAaM
REST API, npegocTtaBnsemMbiM MHTepdENCOM swagger

Kntou MpuMeHsieTcs B kOHTEKCTE danna, He onuumn B koMaHae. [NocnenoBaTenbHOCTb NCEBAOCTYYANUHbIX
ymncen, creHepupoBaHHasa 0cobbiM 0bpasom

Ceptudmkar ApTedakT, coaepykalumin MHGopMaumto o Bnagesble Koda U MoATBEPXKAAOLMNI MPUHALSIEXXHOCTb
K/toYa BRagenbLy

KomnnekcHas YcTaHOBKa OCHOBHbIX KOMMOHeHTOB Termidesk Ha onHOM y3ne

YCTaHOBKa

PacnpeneneHHas YcTaHOBKa OCHOBHbIX KOMMOHeHTOB Termidesk Ha pa3Hbix y3nax

YCTaHOBKa
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10 . MEPEYEHb COKPALLEEHUM

CNET.10001-01 90 01

CokpalueH MosicHeHWe
ue
91} ba3a gaHHbIX
BM BupTtyanbHas MaluuvHa
BPM BupTyanbHoe pabouee mecTo
3NcC 3aMKHYyTasa nporpamMmHas cpeaa
KA KoHTponnep gomeHa
oC OnepaumoHHasa cuctema
MK CB MporpammHbI komnnekc «Cpeactea BUpTYyanusaumm «bpect»
Bbpect
no MporpamMmHoe obecrneyeHne
PM Pabouee mecTo
CYbO Cuctema ynpaeneHust 6a3amu AaHHbIX
aun DneKkTpoHHas umdpoBas NoanNuch
API Application Programming Interface (nporpaMMHbIn nHTepdeNc NpuUNoXxkeHus)
DHCP Dynamic Host Configuration Protocol (npoTokon HasHa4YeHUs ceTeBOro agpeca)
DNS Domain Name System (cuctemMa JOMEHHbIX UMEH)
FQDN Fully Qualified Domain Name (nonHocTbo onpeaeneHHoe MMs JOMEHa)
HTML Hypertext Markup Language (3bIk rMnepTekCTOBOM pa3MeTKu)
HTTPS Hypertext Transfer Protocol Secure (pacumnperne npotokona HTTP pns nopneps>kku wmdposaHms)
ID Identification Data (upeHTUdMKaTOP)
IP Internet Protocol (MexkceTeBoW npoTokon)
KVM Kernel Virtual Machine (BupTyanbHasi MallMHa Ha OCHOBE S4pa, TEXHONOMMS annapaTHOW BUPTYanusaumm)
LDAP Lightweight Directory Access Protocol (nerkoBecHbI IpoTOKON AOCTYMa K CNy>K6aM KaTanoros)
MAC Media Access Control (YHUKanbHbI MAEHTUDMKATOP CETEBOrO YCTPOMCTBA)
MS AD Microsoft Acive Directory (cny>k6a katanoros Microsoft)
mTLS Multiplexed Transport Layer Security (npoTokon, ocHoBaHHbIM Ha TLS ¢ ycuneHHol 6e30nacHOCTbIO)
NTP Network Time Proetwork Time Protocol (npoTokon ceTeBoro BpeMeHM)
ou Organizational Unit (opraHv3auMoHHas eguHULA)
QEMU Quick Emulator (cpepcTtBa amynsLmum annapaTHoro obecneveHms)
RADIUS | Remote Authentication Dial-In User Service (npoTokon, npegocTtaBnstowmii GyHKLMU ayTeHTUdMKaLMM,
aBTOpM3aLMU U y4eTa)
RDP Remote Desktop Protocol (npoTokon ynaneHHoro paboyero cTosna)
REDIS REmote Dlctionary Service (peavaeHTHas CYb[)
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RDS Remote Desktop Services (cny>x6bl yonaneHHoro pabouero ctona Microsoft)
RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX paboumx CTONOB)
RFC Request for Comments (pabouee npepnioskeHne MHTepHeT)
RSA Rivest, Shamir and Adleman (kpunTorpacduyeckui anropuT™ C OTKPbITbIM KJTHOUOM)
SPICE Simple Protocol for Independent Computing Environments (npocTol npoTtokon ans He3aBUCUMOM
BbIYNCAUTENbHOW Cpesbl)
SSL Secure Sockets Layer (kpunTorpacuyeckuit npoTokon)
STAL Terminal Server Astra Linux (cepep TepMuHanoB Astra Linux)
TCP Transmission Control Protocol (npoTokon ynpasneHus nepegayen)
TLS Transport Layer Security (NpoTokon 3almTbl TPaHCMOPTHOIO YPOBHS)
URL Uniform Resource Locator (yHUbMLUMPOBaHHbIN yKasaTeNb pecypca)
uuliD Unique User |dentifier (yH1kanbHbIn naeHTUdbMKaTOp Nofb3oBaTens)
vGPU Virtual Graphics Processing Unit (BupTyanbHbili rpaduyeckmnin npoueccop)
VNC Virtual Network Computing (cuctema ypaneHHoro goctyna K paboyeMy cTony KOMMbroTepa)
VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUPTYanbHOrO pe3epBUPOBaHUS MapLLPYyTMU3aTOPOB.,

npe,u.Ha3HaquHb|17| Ana ysenanyeHusa ,EI,OCTyI'IHOCTM)
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