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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT BnsieTCs BTOPOM YacTbl PYKOBOACTBA agMWHMUCTPATOpa Ha MpPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

Bo BTOpoM uvacTu pykoBOACTBa npuBegeHa HacTpouka Termidesk, paccMoTpeHbl B3aMMogencTBME
KOMMOHEHTOB, pasrpaHuyveHne QYHKUMA N0 agMUHUCTpUpoBaHMto. [na Toro, 4TobObl MOAYyYUTb
MHbOopMaLMo 06 yCTaHOBKE MPOrpaMMHONO KOMMJIeKCa, HEeOBXoAMMO 06paTUTbCS K MEepBOM 4acTu
pykoBoacTBa aaMuHucTpatopa - CJIET.10001-01 90 01 «PykoBoacTtBOo agmMuHuUcTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJIeKca».

1.2 . Tunorpadckue cornawieHus

B HacToawEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

" MOHOWWPWHHLIA  wpn$T — wmcnonb3yeTcs pAAa BblaeneHMs GparMeHTOB TekCTa Mporpamm,
HaMMeHOBaHMW GansioB M MNanokK (OMPEKTOpUI), HAMMEHOBAHMN MAKETOB, MyTEN MepeMELLEHUs,
CTPOK KOMMEHTApMeEB, Pas3fINYHbIX MPOrpaMMHbIX 31eMeHTOB (06bekT, Knacc, TUM, nepemMeHHas,
KOMaHZa, MakpocC U T. A.), @ TakK)Ke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PeXXMMe KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCA A/ 0603Ha4YeHMs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrNoBble CKOBKU> — TEeKCT, 3aK/IHOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs AN HAaMMEHOBaHMUS

KnaBuLl KniaBuaTypbl.
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2. NOJIb3OBATEJIU U KOMIMOHEHTbI TERMIDESK

2.1 . PasrpaHuyeHue pyHKUMIA
MpenycMoTpeHo ciepytolLee pasrpaHuyeHmne dyHKLMK No yrnpasneHmto Termidesk:

* pyHKUMM agMuHUCTpaTopa Termidesk;
* ¢dyHKumm nonb3osartensa Termidesk;

* dyHKuum onepatopa Termidesk.

AamuHuctpatopy Termidesk [OCTynHbI HacTpoWka M ynpaBiieHWME MPOrpaMMHbLIM KOMIIEKCOM Moc/e
YCMELIHOro MPOXOXAEHMSA Mpoueaypbl  uaeHTUGUKauMM U ayTeHTudMkaumm. [lo ymonyaHuo ¢
aAMUHUCTPATOPOM  acCOUMMPYETCS JIOKa/bHbIM  MOMb30BaTeNb  onepaumMoHHon cuctembl (OC) ¢

MONHOMOYMAMU aAMUHUCTPATOPA Ha y3/e C ycTaHoBNeHHbIM Termidesk.

® Termidesk MHTerpMpoBaH CO BCTPOEHHbIM KOMMIEKCOM CPeacTB 3awmTbl MHGopmauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocywectensieTcsa cpeacteamu OC.

Takyke MOALEPKMBAOTCA CNEAYHOLME LEHTPAIM30BaHHbIE CETEBbIE XPAHUAMLLA AAHHbBIX O CyObekTax u
MX MOSTHOMOYUSAX:

* FreelPA;

= ALD Pro;

= SAML;

» |P-ayTeHTUDMKaALMS;

* Microsoft Active Directory (MS AD) unu LDAP;
RADIUS.

Monb3oBaTtens Termidesk ncnonbsyet koMNoHeHT «KnneHT» Ans nonyyeHusa AocTyna K paboyemy mMecTy
(PM).

Onepatop Termidesk 3apaetcs agMuHucTpatopoM Termidesk. Onepatopy Termidesk poctyneH
OrpaHWYeHHbIM agMUHUCTpaTopoM Termidesk cnWcoK MOAHOMOYMM MO AOCTYNy B rpaduyeckmi

NHTepdenc ynpaBneHus.

2.2 . CxeMa B3aMMOAEMACTBUA KOMMOHEHTOB U NPUJIOXKEHU

CxemMa B3aMMOAENCTBUS KOMMOHEHTOB Termidesk M nNpuIoXKeHWU NpeacTaBlieHa Ha PUCYHKE (cwm.

PucyHok 1).
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| Vimsepcatsmsii acmeraep | Ceccuonnnit aremt
H " ' termidesk-session-agent
: termidesk-vai —
- R I A B over b Cépacp vepsananos At Linik
Menexxep pabouero secra | i gt
: PosigreSQL il : — :
termidesic taskman N i R = H
------------ el N ==

HenoaHuTETh OT10&EHHBIX 321249

T

Epokep coobmenmit

i RabbitvQ-server

termidesk-video-agent

termidesk.

2.3 . CxeMa ceTeBOro B3aumonemcTausa komnoHeHTos Termidesk

freerdp-shadow 13
-

Obo3nayenun:

| KoMnOHeHT, He BxonALui & Termidesk

| KownotexT, BxoaAwMA & Termidesk

() vsen verauomon
[ R

~———> OOpawenne k cnyxDe/npunoxeHio

@ VICNONk30BaHME HIMEHOBAHHOD KaHana

PucyHok 1 — Cxema B3aMMOLENCTBUS KOMMOHEHTOB M MPUIOXKEHUI

Cxema B3aMMOENCTBUS MeXAY CETEBbIMMU MOpPTaMM M KOMMNoHeHTaMu Termidesk B knaccuyeckon cxeme

YCTaHOBKMW MNpPefCTaBeHa Ha PUCYHKE (cm. PucyHok 2).

(® Cepeep REDIS, c koTOpbIM B3aMMOAENCTBYET KOMMOHEHT «YAaneHHbI NOMOLLHUKY» (cepBepHas

4yacTb), B TEKyLLeW Bepcumn obpaluaetca Ha localhost.
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——» [Mogknioyenue no TERA ———>» Mogxnmiouetue no LDAP ————>  Toakniuente AMOP/IAMAPS [ K« T, MOZYTTb Ta
— » Toaxmouetue no HTTP/HTTPS Topy no SPICE Moakniouenne STUN : He mozyns Termidesk
—— [logxniouesne no DNS ——> TogkniueHue TFTP MogknioueHne PSQL = B 3aBMCMMOCTW OT NNATHOPMLI U KonwuecTsa BM
——» TMoaxnwuenue no RDP MonknicueHie no DHCP Yaan = KOMMOHEHT NPUCYTCTBYET NPY UCTIONL30BAHM METANOCTaBLMKA
Monesosatens A paTop WHdpacTpykTypa
KnuenT (nogkniouenue qepes Wnio3) Termidesk Live (nogxniouenne yepes llinwoa) I
TP sato — uoP 8788
Vi oy Temiess Cient [ varoo— T e Cren =
——
: \ o
Arperatop v N C -
LNz YHHEepCankLHLIA gucneTiep YHMBepcanHeId gucnerdep | —| MeHemxep pabouux MecT Cepaep DHCP
lrce et0a T’g: fgc?c (ArperaTop nonsL3oBaTens) TC;& (ArperaTtop agMHHHCTPaTOpa) Tch:ana (o4epegm)
WebSocket e Apache e =
L EETTT— e 3 ot
DijangoApp DiangoApp ——Fm SCT’M‘E,’;:%E‘
1 | TCPLDP 380
g J L T X LDAR SSL
C T Y TP e
LDAP BT
r = Topaea
Depma M vi M Tcp a26n
. T e f—/ ‘NaneHHbIn NOMOLLHHK Kerbarns
Termidesk TCP 10000 . S . TePDP 8
Wintoz YHuBEpCanbHeIH AUCNETep [ YHWBEpCANbHLIA AKCTeTHep| Teem ToP 443 e (BN | reras
(nopran nont3osartens) re | (NOpTan agMMHMcTpatopa) | ToRe IOEs ~ » [DNS
Apache 27
p— op oo
\ Cepsep DNS
: [ Guniom e T T B
— - 1
| =
Tcp 872
L 1§ { [ss. Terseg:
K —
MeHnemxep pabo4mx MecT YD;:ZM TCP E100
x ot = Cepasp RabbitMQ
—— | ==
TCP 2633 (K CB BPECT)
PaGouue - MRaT(hopua EUPTYaRM3aLMK & L
MecTa ! REST API i
__XML-RPC Cepeep CYB[
Tee 43900
TCP 31000 TeP eary
__________________________________________ P
iTEpllHHﬂ.l‘thhlﬁ ROP e lo=]| Rl
| cepeep TCP 8814
| (EiRG SPICE
TP a3900- Cepeep REDIS
sz
i Teo1a
"""""""""""""""""" i » .—
e Teel
vCenter TCP 4
[ SoAP ] ¢ Cepeep STUN
Monk3oBatens |
KnueHT (npAamMoe nogknioyeHune) i Live (npaMoe nog )
p |
0P 68
desk Client | Termidesk Client
L | | L Cepsep TFTP
J
\

PucyHok 2 — CxeMa ceTeBOro B3aMMoaencTemusi KOMNoHeHToB Termidesk
O6wui nepeyeHb koMnoHeHTOB Termidesk M MX y310B YCTaHOBKM NpeacTaBieH B Tabanue (cm. Tabnauua 1).

Tabnuua 1 - NepeyeHb y310B 1 KOMMOHEHTOB

KomnoHeHT Y3en ycTaHOBKM HavMeHoBaHKe nakeTa ycTaHOBKM
«YHMBepcanbHbIM ANCHETYEP» OTpenbHbIv y3en ans ycTaHOBKM termidesk-vdi
«MeHepnykep pabounx MecT» OTaenbHbIN y3en ana yCTaHOBKU MM YCTaHOBKA termidesk-vdi

COBMECTHO C « YHMBEPCa/bHbIM LMCMETYEPOM» B
cocTaBe depmbl Termidesk

«LLnto3» OTpenbHbIV y3en ons yCTaHOBKU UM YCTaHOBKaA termidesk-vdi
COBMECTHO C «YHMBepCasbHbIM AMCMETYEPOM»
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KoMnoHeHT

¥Y3en ycraHOBKU

HanmeHoBaHue nakeTa YCTaHOBKU

«AreHT BUpTYyanbHoro pabouero
MecTa»

BupTtyanbHas MawuHa (BM), yctaHoBKa Ha
3Tane noaroToBku obpasa

termidesk-agent

«AreHT y3na BUpTYyanmsaumm»

Y3en BupTyanusaumu (runepsusop)

termidesk-vmsd

«CeCCMOHHbIN areHT»

YcTaHOBKa Ha y3/ie cepBepa TepMUHA/OB:
= OC Microsoft Windows Server c ponbto
«Remote Desktop Services» (nanee - MS
RDS);
= OC Astra Linux Special Edition c
yCTaHOBNEeHHbIM KoMmnoHeHToM «Cepsep
TepMuHanoB Astra LInux» (nanee - STAL)

termidesk-session-agent

«BupeoareHT»

BM, ycTaHoBKa Ha 3Tarne noaroTosku obpasa

termidesk-video-agent

«AreHT BUPTYaNibHbIX CMapT-KapT»

BM, ycTaHoBKa Ha 3Tane noarotosku obpasa

termidesk-pcsc-vscard

«KnueHT» Pabouee MecTo nonb3oBaTens (Nonb30BaTENbCKAS termidesk-client
pabouyas cTaHuus)
«OpkecTpaTtop» OTpenbHbIV y3en afs yCTaHOBKU, MPUMEHSIETCS B termidesk-orchestrator

0651a4HOM KOHbUIrypaumm

«CepBep TepMuHanos Astra Linux»

OTpenbHbIN y3en Afa yCTaHOBKM, BO3MOXHA
YyCTaHOBKa Ha TOM >ke y3/le, rAe yCTaHOBNeH
«YHMBepCanbHbIN ANCHETYep»

stal

«YpaneHHbIn
MOMOLLIHMK» (CepBepHas 4acTb)

OTpenbHbIv y3en ona yCTaHOBKM

termidesk-assistant-server

«YpaneHHbIn
MOMOLLIHUKY» (K/IMEHTCKas YacTb)

Pabouee MecTo nonb3osaTens (Nosib3oBaTeNbCKast
pabouyas ctaHums) unn BM (yctaHoBka Ha aTane
NnoAroToBKM 06pasa)

termidesk-assistant-client

«Termidesk Live»

OTpenbHbIV y3en, TOHKUIM KITUEHT

thinstation (06pas)

«BupTtyanbHbin Mogynb Termidesk»

OTtpenbHas BM. KomnoHeHT no3sonseT 6bicTpo
pa3BepHYTb U UCMOJIb30BaTb « YHMBEPCAJIbHbIN
avcnetyep», «MeHegxep pabounx MecT»,
«LLnto3»

termidesk-virtual-appliance
(obpa3)

2.4 . MNocnepoBaTenbHOCTb CeTEBbIX 3arNpocoB KOMMNoHeHToB Termidesk

MocnenoBaTeNlbHOCTb CETEBbIX 3aMpOCOB C YKa3aHWEM MepeyHs MOPTOB A1 KOMMoHeHToB Termidesk m

3/1EMEHTOB MHMPACTPYKTYpPbI MPeACcTaBieHa Ha PUCYHKE (cM. PucyHok 3).
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W ® & @ ) B [ & D) =] z *
OC Astra Linux  Kanenr b i Cepoep DNS  Vaagemusiii  Cepnep MSAD  Baancuposumi Loy Cepaep Tunepeusop, OC Astra Linux Arent supTyasHoro
—— oMo (cepnep) warpyaxn MS RDS/STAL paGosero weera

SESSION AGENT

TCP, 31000

RPC INFO
Tcp, so4a3 |

<
RPC INTERACTION
‘TCP, 43900-44000

v

_DNS NAME request, __|
AUTHENTICATIONIAUTHORIZATION__~| UDP, 53
request, TCP, 80/443 —

‘____LDAP t,
N TCP, 389/636

Workplace request, | Workpace request,
TCP, 80/443 TCP, 80/443 | Workplace check connection, -
s ROP_direct, v
Workplace connect, TCP, 3389
TCP, 3389
Terminal or APP request,  Terminal or APP
ROP (WS ROSISTAL), (o obest 2
TCP, 801443 Ly

Terminal or APP connect
RDP (MS RDS/STAL)

Workplace request, Workplace request,

(o SPICE_direct, —————""—  SPICE_direct, —>
TCP, 80/443 TCP, 80/443
DNS NAME t,
UDP, 53

Workplace connect,
SPICE_direct,
TCP, 5900+VM_ID

Workplace request,  Workplace request,

ROP_gateway, —————L'— RDP_gateway, —>
TCP, 80/443 TCP, 80/443

DNS NAME t,
UDP, 53

. Workplace check connection,
K— DP_gateway,

TCP, 3389
Workplace connect,  Workplace connect, | Workplace connect,

S
ROP_gateway, ———— y DP_gateway, {— ROP_gateway,
TCP, 801443 TCP, 5099110000 TCP, 3389

Workplace request, Workplace request,
SPICE_gateway, ——————{— SPICE_gateway, —,

—
TCP, 80/443 TCP, 801443

DNS NAME request,

UDP, 53 i
Workplace connect, Workplace conneet, Workplace connect,
SPICE_gateway, 7K. ROP_gateway, f(— SPICE_gateway, —f———————)|
TCP, 801443 TCP, 5099/10000 TCP, 5900+VM_ID

Helper connect, Helper connact, .
TP, 443 ToP 443 v

PMcyHOK 3- HOCﬂe,D,OBaTeJ'IbHOCTb ceTeBbiX 3anpocos

nOCJ'Ie,EI,OBaTeJ'IbHOCTb ceTeBbiX 3anpoCoB C YKa3aHUEM NepedyHda nopToB MNpu ayTeHTMd)MKaLI,MM n

dBTOPU3aL MU NONb30BaTeNA YEPE3 KOMMOHEHT «KnuneHTt» npeacTaB/ieHa Ha PUCYHKE (cm. PucyHok 4).

o] o0
DC‘J S & :
‘Windows 10 Kanent BaaaHcHpoBIIHK ‘VHHBepcaIbHBbIi Cepsep DNS Cepsep MS AD i Windows 10 AreHT BHPTYaJIbHOI0
i HATpy3KH aucneTyep pabouero Mecta

_AUTHENTICATION/AUTHORIZATION___»,
[N request, HTTP/HTTPS, TCP, 80/443 — V'

DNS request,

UDP, 53
AUTHENTICATION/
|~ AUTHORIZATION —
request, HTTP/HTTPS, DNSrequest,
TCP, 80/443 T~ UDR53 v

. IDAPrequest, _} =

— TcR38y |

DNS request,
UDP, 53

kerberos exchange: N
K —UDP 88, 749; TCP 88, 543, 749— |
754, 2105

PucyHok 4 — lNocnenoBaTenbHOCTb CETEBbIX 3aNPOCOB NPU ayTEHTUdUKALMMN U aBTOPM3aLLUM

2.5. lMNepeyeHb ceTeBbIX NOpTOB KOMMNOHeHTOB Termidesk

MepeyeHb ceTeEBbIX MOPTOB, MCMOJIb3YEMbIX KOMMOHeHTaMu Termidesk, npueBeneH B Tabnuue (cm.
Tabnuua 2).
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Tabnuua 2 - MNepeyeHb ceTeBbIX MOPTOB, UCMOJIb3YEMbIX KOMMNOHEHTaMK Termidesk

CNET.10001-01 90 02

Cnyxb6a | Mpotokon | Mopt
«YHUBepcanbHbIiA aucneTyep»
HTTP TCP 80
LDAP TCP/UDP 389
HTTPS TCP 443
LDAP SSL TCP 636
AMQP (RabbitMQ) TCP 5672
AMQPS (RabbitMQ) TCP 5671
POSTGRESQL TCP 5432
VDI (termidesk-vdi) TCP 8000
SESSION AGENT (TermideskSessionAgent) TCP 31000
RPC INTERACTION TCP 43900-44000
DNS ubDP 53
«MeHemxkep paboumx MecT»
POSTGRESQL TCP 5432
AMQP (RabbitMQ) TCP 5672
AMQPS (RabbitMQ) TCP 5671
HEALTH_CHECK TCP 8100
«LWnioz»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
HEALTHCHECK TCP 8101
GATEWAY (termidesk-gateway) TCP 5099
SPICE TCP 5634-6166*
DNS ubDP 53
«AreHT BUpTyanbHoro paboyero mecrta»

HTTP TCP 80
Kerberos TCP/UDP 88
RPC TCP 135
LDAP TCP/UDP 389
HTTPS TCP 443
SMB TCP 445
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Cnyxb6a Mpotokon Mopt
LDAP SSL TCP 636
LDAP GC TCP 3269
RDP TCP 3389
SAM/NetLogon TCP 1024-65535
AGENT (termidesk-agent) TCP 39188
RPC INTERACTION TCP 43900-44000
DNS ubDP 53
DHCP ubDP 67/68

«ATreHT y3na BUpTyanmsaumm»
VMSD (termidesk-vmsd) TCP 17082
MporpamMMHoe obecrieyeHme termidesk-viewer (ycTaHaBAIMBaeTCa C KOMMOHEHTOM «KJIMEHT»)
HTTP TCP 80
HTTPS TCP 443
SPICE TCP 5634-6166*
RDP TCP 3389
«CeCcCHOHHBIN areHT»
SESSION AGENT HTTP/HTTPS (TermideskSessionAgent) TCP 31000
«KnueHT»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
CLIENT (termidesk-client) TCP 49152-65535%**
«BupTyanbHbiin Mogynb Termidesk»
ETCD TCP/UDP 2379, 2380
«OpkecTpaTtop»
HTTP TCP 80
HTTPS TCP 443
«Cepsep TepMuHanoB Astra Linux» (STAL)
RDP TCP 3389
«YpaneHHbIW MOMOLLHUKY

HTTP TCP 80
HTTPS TCP 443
STUN TCP 19302
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Cnyxb6a MpoTokon Mopr
WebRTC TCP/UDP 1024-65535
Memcached TCP 6379
REDIS TCP/UDP 11211

MpumeyaHue:

* akTuyecknin BepxXHWW Mpeaen AvanasoHa MopToB onpenensieTcs naatGopMon BUPTyanmsaumm u
3aBUCUT OT KonnyectBa BM Ha ee y3ne.

** CeTeBOM MOPT, OTKPbIBAEMbIA Y3/IOM-UCTOYHUKOM [J11 YCTAHOB/MEHUSI COEAMHEHWsi, Ha3HavaeTcs
AMHaMUyeckn ns amanasoHa 49152-65535, kotopbirt onpegeneH HacTporikammn cteka TCP/IP B OC. B

cteke TCP/IP OC 371 3HaueHuMs MOryT 6biTb U3MEHEHDI.

& Tpy HeobxogMMOCTU OrpaHUUUTbL MCMoNb3oBaHWE Bcex ceTeBbix noptoB B OC Tonbko Temu,
KOTOPbIe HY>XHbl KOMMOHEHTaM, cneayeT obpaTUTbCs KO BCTpoeHHbIM cpeactBaM OC (Hanpumep,
«bpanamayap» pns OC Microsoft Windows nnu ufw gns OC Linux).

LOns ynpaeneHus ceteBbiMu noptamum B OC Microsoft Windows Hy»kHO:
* MpPOBEPUTb CMMCOK OTKPbITbIX MOPTOB U YMNPaBASOLMX UMUK CNYXKO yepe3s nHTepdenc KoMaHaHOM

CTPOKM:
C:\Windows\system32> netstat -ab

* NS pa3peLleHns Uau 3arpeTa ceTeBoro nopta nepentu «lyck» - «[MapameTpbi» - « O6HOBNEHWE U
6e3onacHocTb» - «besonacHocTb Windows» - «bpaHamaysp u 3awmTa cetu» - «[ononHuTeNnbHble
napameTpbi». 3aTeM nepenTM BOo BkNagky «[llpaBuna Ona BXOAALWMX MOAK/HOUYEHUI», HaAXKaTb
akpaHHyto kHonky [CospaTb mpaBuno] v BbibpaTb TMn npasuna «lopT» (cm. Pucywok 5). Hanee
BblOpaTb HY>HbIK npoTokon (TCP nnn UDP), onpeaenntb Hy>kHbIM NopT (MM HECKONBKO NMOPTOB)
B napaMetpe «OnpeneneHHble JIOKanbHble MOPTbI» M Ha ware «/[encTteme» 3a4aTb MNpaBUIO

pa3peLleHust UK 3arnpeTa NoAK/THOUEHMS.
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Gaiin  [Jedicreve Bua Cnpaeka

e nm = B

4 MowuTop Bpamamayspa auimr DeiicrBua

Mpasuna ANA BXOAALLNX MO, -
3 e o A Mpasrna A1A BXOAALUMX NOAK/IKIHEHN I
&S Npaewna ana ncxopswwero nd

B Mpaswna Gesonackocr nog

Twun npasuna

(%] °

@ Besonacrocts Wi Wi Cospats npaguno..

v v v v

BuiBepiTe THn npasina Bpanamayspa, KOTOpoS TpeByeTCR CO3ARTS

Wanx

» Tunnpasuna Mpasuno kakore TMNa Bbl XoTMTE co3naTL ?

@ [lpoTokon v NopTol
@ [Deicreve O Ins nporpasws:
@ Mpodwme Mpasino, ynpasnaouiee NOAKMIOYEHNAMA ANA MPOTPEMMBI.
@ Wus (® Insa nopra
Mpasuno, ynpasnawiues NoAKMIOYEHWAMIA AnA NopTa TCP unu UDP
O MNpenonpeaenersie
(@FirewallAPI dll,-80200

Mpasuno, yr noax. ana Windows.

() Hactpausaemuie
HacTpaveaemoe npasuno

PucyHok 5 — CospaHue npaBuna gna tuna «lMopt»
LOns ynpaeneHus ceteBbiMu noptamum B OC Linux Hy>Ho:

* MPOBEPUTb CMUCOK OTKPbITbIX MOPTOB Yepe3 MHTEP(ENC KOMaHAHOU CTPOKU:
:~$ sudo ss -tulpn
* ybeauTbCs, YTO BpaHAMay3p aKTUBEH (LoMKeH 0Tobpa3nTbea cTaTyc «Status: active»):
:~$ sudo ufw status verbose
* ecniv bpaHAMayap HeaKTUBEH, BKIKOUYUTb €ro:
:~$ sudo ufw enable
* ON9 pa3peLleHuns onpenesieHHOro CeTEBOro NopTa BbIMOJHUTD:
:~$ sudo ufw allow <HOmep nopTa>
* ON9 pa3peLLleHns OnpenesieHHOro AManasoHa CeTeBbIX MOPTOB BbIMOAHUTD:
:~$ sudo ufw allow <HayanbHbIi HOMEpP MOpTa:KOHeYHbIi HOMep mopTa/mpoTOoKOoa>

Mpumep koMaHabl ans paspeeHuns noptos 6000-6007 ons npotokona TCP:
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:~$ sudo ufw allow 6000:6007/tcp

" Ong 3anpeta CeTeBblX MOPTOB MNOAXOAUT CUHTAKCUC, HpMBeﬂ,eHHbll)'l Bbllle, HO BMeCTO KOMaHAbl

allow ucrnonb3yetca deny.

2.6 . MNepeyeHb paspelsalowmx NpaBuI MEXCETEBOro 3KpaHa, HeobxoauMBbIX aist paboTbl KOMMNOHEHTOB
Termidesk

Ha mexceteBom JKpaHe, ncnonb3yrwemca B OpraHnsaumnnm, HY>XHO 3a4aTb Ceayruime paspellarouime

npaBuna (cm. Tabnuua 3) AN paboTbl KoMNoHeHToB Termidesk.

® B Tabnuue NpuHATLI 0603HaYEHUS:
* «Y3eN-UCTOUHUKY - Y3e, ABMISIOLMIACA MHULIMATOPOM CETEBOrO COEAMHEHUS;

* «Y3en-npmeMHUK» - y3en, aBASHOLLNNCS NPUHUMAIOLLEN CTOPOHOW CETEBOrO COeAUHEHUS;
» «[1poTOKON» - NPOTOKON TPAHCMOPTHOFO YPOBHS MW YPOBHS NPUNOXEHUS, UCNOSIb3YEMbIN
B paMKax COeANHEHUS;
» «[lopT npueMHUKa» - ceTeBOMN MOPT, MPOCIYLLUMBAEMbIN MPUHUMAIOLLLEN CTOPOHOM.
CeTeBoM MOPT, OTKPbLIBAEMbIN Y3/IOM-UCTOYHUKOM [OJ11 YCTAaHOBJIEHUSI COEAMHEHUS, Ha3Ha4YaeTCs

OnHaMmMyeckn 13 guanasoHa 49152-65535, kotopbint onpeneneH HacTporikamu cteka TCP/IP B
OC. B cteke TCP/IP OC 371 3Ha4eHUss MOryT BbITb U3MEHEHDI.

Tabnuua 3 - NepeyeHb NpaBU MEXXCETEBOMO 3KpaHa

Y3en-ucTouHmK Y3en-npueMHuK Mpotokon Mopt OnucaHue
Np1YeMHUKa

«YHUBepCcanbHbIM AnCNeTYep» localhost TCP 8000 Pabota Beb-
cepBepa
«YHuBepcanbHOro
AucneTyepa» ans
0b6cnyXuBaHus
BXOASALLMX
MOAK/TFOYEHUN.
MopT oTkpbIBaeTCA
Ha localhost

KoHTponnepbl gomeHoB TCP/UDP 389 LDAP
ayTeHTUGUKaumMm
TCP 3268 LDAP
TCP 636,3269 | LDAPS
Cepsep DNS uDP 53 DNS
Mnatdopma TCP 80, 443 LOna
BMpPTYyanmsaumm 0b6Cny>KMBaHUS
3anpocoB K
nnatdopme
BMPTYyanmsaumm
MK CB bpect TCP/UDP 2633 Ona
B3aMMOAENCTBUSA C
MK CB bpect
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

«CeCcCMOHHbIN areHT»

TCP

31000

Ona
06cnyXuBaHus
MOAK/IFOUYEHUM K
cepBepaM
TEPMUHANOB, Ha
KOTOPbIX
YCTaHOBNEH
«CecCcUOoHHbIN
areHT»

CYBA,

TCP

5432

Ona
06cnyXuBaHus
3anpocos kK CYB/[],

Cepsep RabbitMQ

TCP

5672, 5671
(TLS)

Ona
06cnyXuBaHus
3anpocoB K
RabbitMQ

«AreHT BUPTyanbHOIrO

paboyero mecTta»

TCP

43900-4400
0

O6cny>kmBaHue
yAaneHHbIX
BbI3OBOB MpoLesyp
(RPC)

«LWno3»

TCP

8102

Ona
06cnyXuBaHus
3anpocos
npoBepoK
coctosiHua (health
check) «LLntoza»

«MeHemkep pabounx
MecT»

TCP

8100

Ona
obcny>KmBaHUs
3anpocos
npoBepoK
cocTosiHua (health
check)
«MeHepxepa
pabounx

MecT» (termidesk
-taskman)

TCP

8103, 8104

Ona
06CcnyXuBaHus
3anpocos
npoBepoK
cocTosiHus (health
check)
«MeHepkepa
pabounx

MecT» (termidesk
-celery-beatun
termidesk-
celery-worker)

Pabouee mecTo agMuHUCTpaTopa
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«YHUBepCcanbHbIn
avcnetyep»

TCP

443

3awmLeHHoe
NOAKIOUYEHME K
noprany
Termidesk
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

«YnaneHHbIn
MOMOLLHUK» (CepBepHas
YacTb)

TCP

80, 443

3awmuieHHoe
NoAK/to4YeHme K
CepBePHOM YacTu
«YnaneHHoro
MOMOLLHMKa»

«MeHepxep pabounx mecT»

localhost

TCP

8100

Ona
06cnyXuBaHus
3anpocos
npoBepoK
coctosHus (health
check)
«MeHep>kepa
paboymx MecT».
MopT oTkpbIBaeTCA
Ha localhost

CybA,

TCP

5432

Ona
0b6cnyuBaHus
3anpocos k CYB[],

Cepeep RabbitMQ

TCP

5672, 5671
(TLS)

Ona
06cnyXuBaHus
3arnpocoB K
RabbitMQ

MK CB bpect

TCP/UDP

2633

Onsa
B3aMMOLENCTBMS C
MK CB bpect

«LWno3»
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localhost

TCP

5099
10000

Ona
06CcnyXuBaHus
BXOOALLMX
MOAK/IFOUYEHUN K
«LWntozy». MopT
OTKpPbIBAETCS Ha
localhost, npwm
pacrnpeneneHHom
ycTaHoBKe - Ha IP-
agpece 0.0.0.0

localhost

TCP

8102

Onsa
06cnyXuBaHus
3anpocos
npoBepoK
coctosiHus (health
check) «LUntoza».
MopT oTkpbIBaeTCA
Ha localhost

Mnepeusop

TCP

5634-6166

Ona
06cnyXuBaHus
NOAKIIHOYEHUI

SPICE k BM.

MakTnuecknin
BEPXHMW Npenen
JAuanasoHa nopTos
onpegensieTcs
nnatdopmMon
BMpPTYanmsaumm u
3aBUCUT OT
konuyectsa BM Ha
ee y3ne
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

Cepeep DNS

ubP

53

DNS

«AreHT BUPTYanbHOro
pabouero mecta»

TCP

3389

Ons
06cnyXuBaHus
MOAK/IFOYEHUM MO
npoTtokony RDP k
BM (npwu
MOAKIOHEHUN
rnonb3oBartens
yepes «LLnto3»)

TCP

43900-4400
0

Ons koppekTHOU
paboThbl
TEXHONIOrMn
efMHOro BXxoaa
(SSO) npu
NOAKITFOYEHUMU
yepes «Lnto3»

TCP

5900

Ona
06cnyXuBaHus
MOAK/IFOYEHUN Mo
npotokony TERA
kK BM (npwu
MOAKIHOYEHUN
nonb3oBartens
yepes «LLlnto3»)

«YHUBepCcanbHbIn
avcnetyep»

TCP

80, 443

3awmLLeHHoe
NOAKItOHYEHME K
noprany
Termidesk

«KnneHt»
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Cepsep DNS

ubP

53

DNS

«YHWBepCcanbHbIn
avcneTyep»

TCP

80, 443

Onsa
06cnyXuBaHus
MOAK/IFOYEHUM K
«YHuBepcanbHOMy
avcneTtyepy»

Mnatdopma
BUPTyanm3auuu

TCP

5634-6166

Onsa
06cnyXuBaHus
NOAKIIHOHYEHUI
SPICE k BM npu
MOAKIOYEHUM K
BPM.

MakTryeckum
BEPXHWUI Npeaen
[AManasoHa NopToB
onpepensieTcs
nnatcdopmom
BMPTYyanmsaumm u
3aBUCUT OT
konunuectsa BM Ha
ee y3ne

BM unu cepeep
TepMUHANoB

TCP

3389

Ona
06cnyXuBaHus
MOAKHOUEHUM
RDP «k BM unu
cepsepy
TepMMHANoB
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

TCP

43900-4400
0

Lns koppekTHOM
paboTbl
TexXHonornm
€AMHOro BXoaa
(SSO) npu npamom
MOAK/HOYEHUN K
BPM (He uepe3
«Llnto3»)

KnueHT Loudplay
(ycTaHaBnvBaeTcs Ha y3en ¢
«KnueHTom» Termidesk)

Cepeep Loudplay

ubP

6970, 6971

[na obMeHa
BWAE0MOTOKOM
MeXay KJIIMEHTOM
Loudplay u
CepsepoM
Loudplay

ubP

6972, 6973

[na obmeHa
ayaMonoToKoM
Mexay KAMEeHTOM
Loudplay u
CepeepoM
Loudplay

ubP

6974, 6975

nsa obmeHa
Mexay KAUEeHTOM
Loudplay u
CepeepoM
Loudplay npwu
MCMNONb30BaHUN
ABYX BUPTYaJIbHbIX
MOHMWTOPOB U ABYX
vGPU

TCP

8554

Ona
06cnyXuBaHus
MOAK/IFOYEHUM K
RTSP-cepgepy

ubp

8555

Ona obmeHa
CoobLLEeHUNIAMMU,
CBSI3aHHBIMU C
KNnaBMaTypou u
MbILLbIO, MEXAY
K/IMEHTOM
Loudplay u
Cepsepom
Loudplay

TCP

8556

Ina obmeHa RPC-
CcOoO0BLLEeHUAMHU
Mexay KAMeHTOM
Loudplay u
CepeepoM
Loudplay

TCP

8557

Ons obmeHa
Mexay KAMeHTOM
Loudplay u
CepeepoM
Loudplay
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CNET.10001-01 90 02

Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

«AreHT BUpPTYyanbHOro paboyero
MecTa»

localhost

TCP

39188

Ona
06cnyXuBaHus
BXOOALLMX
NOAKNHOYEHUN K
«AreHTy
BMPTYaNbHbIX
paboumnx mMecT».
MopT oTkpbIBaeTCca
Ha localhost

«YHMBepcanbHbI
avcnetyep»

TCP

80, 443

[na nogknroyeHms
K
«YHuBepcanbHOMy
AucneTyepy» u
nepezayu
uHdopmaumm o
rotosHocTtu BM

KoHTponnepbl 4oMeHOB
ayTeHTUdUKaumm

TCP

389

LDAP

TCP

3268

LDAP

TCP

636, 3269

LDAPS

TCP

135

RPC

TCP

1024-65535

SAM/NetLogon

TCP/UDP

88

Kerberos

TCP

445

SMB

Cepsep DHCP

TCP

67, 68

DHCP

Cepeep DNS

ubp

53

DNS

Cepsep Loudplay
(ycTaHaBnvBaeTCs Ha y3en C
«AreHTOM BUpTYyasibHOro paboyero
MecTa» Termidesk)

Cepsep
JIMLLEH3MPOBAHMSI
Loudplay

TCP

5555

Ona
06cnyXuBaHus
API-3anpocoB o
JIMLEH3USAX U UX
cTaTyce

TCP

5556

Ona
0b6cnyXuBaHus
3anpocoB K
MOAY/to
JIMLEH3MPOBaHMSA

«AreHT y3na BUpTYyanusaumm»

localhost

TCP

17082

Ona
obcny>KmMBaHUs
BXOOALLMX
MOAK/IFOUYEHUM K
«AreHTy y3na
BUPTYanusaumnm».
MopT oTkpbIBaeTCA
Ha localhost

«Cepeep TepMuHanoB Astra Linux»

Bbinyck ot Hos6psa 2024

Cepeep DNS

ubP

53

DNS

KoHTponnepbl noMeHoB
ayTeHTUDUKaLUK

TCP/UDP

389

LDAP

TCP

3268

LDAP

TCP

636, 3269

LDAPS
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt
np1MeMHUKa

OnwucaHue

Cepeep DHCP

TCP

67, 68

DHCP

«OpkecTpaTop»

«YHuBepcanbHbIn
avcnetyep»

TCP

80, 443

Ons
06cnyXuBaHus
MOAK/IFOUYEHUN K
«YHuBepcanbHoOMy
avcneTtyepy»

Cnyx6a obnayHom
maeHTUdmkauum (cloud
identity service)

TCP

He
onpeneneH

[na noaknroyeHums
K cny>xk6e
obnayHou
naeHTUbMKaunmn c
Lenblo BanMaaLmm
TOKEHa.

MopTt
onpegensietcs
apXUTEKTYpOM
KOHKpEeTHOM
obnayHom
nnaTdopmbl

AreHT obnaka (cloud agent)

«OpkecTpaTop»

TCP

80, 443

Onsa
0bcnyKuBaHus
MOAKIHUYEHUN
MeXay areHTOM
obnaka (He
aBnseTcs
KOMMOHEHTOM
Termidesk) u
«OpkecTpaTopom»

«BwupTyanbHbii Moaynb Termidesk»

«BupTyanbHbii Moaynb
Termidesk»

TCP/UDP

2379, 2380

MoakntoueHne
ETCD gns
XpaHeHUs U
CUHXPOHM3aL MU
KoHUrypauum
Mexay y3namu
«BupTtyanbHoro
Moayns
Termidesk»

«YnaneHHbIn
MOMOLLHUK» (KIMEHTCKas 4acTb)

«YpaneHHbIn
MOMOLLHMKY» (CepBepHas
YyacTb)

TCP/UDP

80, 443

Ona
0b6cnyXuBaHus
MOAKHOUYEHUN K
CepBeEPHOM YacTu
«YnaneHHoro
MOMOLLLHMKA»

Cepeep STUN

TCP

19302

Onsa
06cnyXuBaHus
MOAK/IFOUYEHUM K
cepsepy STUN
(stun:/
stun.l.google.com:
19302)

«YpaneHHbIn
MOMOLLIHMK» (CepBepHas 4acTb)
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«YpaneHHbIn
MOMOLLHUKY» (KTMEHTCKA
9 4acTb)

TCP

1024-65535

Ona
obcny>KmMBaHUs
MOAKIHOUEHUN K
KJIMEHTCKOM YacTun
«YnaneHHoro
MOMOLLIHMKa»
WebRTC
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Y3en-UcTouHnK

Y3en-npueMHukK

MpoTokon

Mopt

npUeMHUKa

OnwucaHue

localhost

TCP

6379

Ona
06cnyXuBaHus
MOAK/IFOUYEHUM K
cepsepy REDIS. B
TeKyLLen Bepcum
nopT OTKPbIBaeTCA
Ha localhost

TCP/UPD

11211

Onsa
obcny>KmBaHus
MOAKIHOUYEHUN K
cepsepy
Memcached. MopT
OTKpPbIBAETCA Ha
localhost

2.7 . MNepeyeHb cepTUDUKATOB U KtoUen Ana KOMMoHeHToB Termidesk

KomnoHeHTbl Termidesk u komnoHeHTbl cpeabl PYyHKLMOHMPOBaHWUS (Hanpumep, Gpokep COOOLLEHUM

RabbitMQ wnn CYBM) mMoryT mcnonb3oBaTb 3alUMLLEHHOE COELMHEHWE O/ B3aUMOLEMCTBUS MeXay

cobou.

MepeyeHb cepTUPUKATOB U  KIIHOYEN,

cxeMe (cMm. PucyHok 6).

[>>  3aronosor JWT-Torera (napawerp AGGREGATOR_ACCESS_TOKEN_TITLE) | |

CepTUtMKaT ANA NonyyeHna JWT-TokeHa

> 3akpLITHIA K04 ANA nognieu JWT-TokeHa

|’ Yanbl «cArperatopas

Mons30BaTENsCEUA CEPTHMNKET + 3aKPLITEI KK ANA NOJKMHUEHUA
no mTLS £ CYE]

Bel-cepaep

CepTUdUKaT CEPEEPa + 3aKDLITHIA KITY

... MoeHTMdWKETOD cepTidUKaTa

MCnonb3yemMbiX pasnnyHbIMU KOMIMOHEHTaMM,

npueeaeH Ha

KomnoHeHT, Mogynk komnoHeHTa Termidesk

: He moayrs Termidesk

|
| |
1 P P y |
| Arperatop agMHMHMCTpaTopa -__I_w | 2 | Arperatop nonn3osartens .\1/‘ ‘ 4 | f> > CYBA | [} ‘ RahbltMQ| 3 ‘ \
! . !
| fermidesk-celery-beat termidesk-vdi postgresql-server 2 |
| Beb-cepsep termidesk-celery- Beb-cepaep ‘
| worker |
| |
| Men: 1,2 Men.: 1,2 |
| 1
N e e e e e e e e e e e e e e e F
’ - - - - ------"7"-""-"-"-"-"""""-""""-"""""-"""""""""»"/""=-""""==""/""-""="»”/-/\"==-""/""/""/\”/\"/\»"=/"»”/w--"=—""=—"=-""="=-"=-"="=""=-"="="="======>"7="7 AN
¢ Yanol hepmel Termidesk “
|
| |
: MNopTan agMUHKCTpaTopa -:?:} MopTan nonL30BaTens w?- E 5 |> MeHe/Kep pabo4Mx MecT .T‘ E Linto3 :
' [ termidesiccelery-bet | ‘
| termidesk-vdi - |
Beb-cepeep fermidesk-celery- |
1 Bed-cepaep f—— |
| WMen.: 7,10 Wen.o 7,10 |
1
|
|
| |
1 ¥ i LWHMK (cepeep) RabbitMQ cyl 14 !
| @ on ‘
| termidesk-assistant- rabbitmg-server postgresql-server !
| server |
|
|
|
|
i
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PucyHok 6 — PacnpepeneHue cepTUhUKATOB U KJTHOYEN MO KOMMOHEHTaM
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3. HAYAJ10 PABOTbI

3.1 . MNMocnepoBaTtensHocTb BBoAa B AevictBue Termidesk VDI

O6was nocnepoBaTenbHOCTL wWwaroB ans Beoga lTermidesk VDI B pencteue BbirnaamT cnepytowmm
obpazom:

* MOArOTOBKA CETEBOM WMHMPACTPYKTYypbl B COOTBETCTBUMM C TpeboBaHMsMK pasgena TpeboBaHus K
cpepe $yHKuMoHupoBaHua aokymeHTa CJIET.10001-01 90 01 «PykoBoacTBO agMMHMUCTpaTopa.
YCcTaHOBKa NPOrpaMMHOrO KOMIJIeKca;

* MOArOTOBKa y3Na BMpTyanusauuMm B COOTBETCTBUM C TpeboBaHuaMM noppasgena TpeboBaHua K
nnat¢opme Buptyanusauum nokymeHTta CJTIET.10001-01 90 01 «PykoBopcTBO agMuHucTpaTopa.
YCcTaHOBKa NPOrpaMMHOro KOMIJIeKca;

* ycTaHoBKa Termidesk B 3aBMCMMOCTM OT BbIOPAaHHOM KOHQUIypauuu: KOMIMIEKCHas Wan
pacnpeaeneHHas (cM. pasgenbl u  nogpasgens  lMogrotoBka cpeabl  (YHKLMOHUMPOBaHUS,
KoMnnekcHass yctaHoBka Termidesk, PacnpepeneHHas ycTaHOBKa NpOrpaMMHOMo KOMIJleKca
pokymeHTa CJIET.10001-01 90 01 «PykoBoacTBO agMMHMCTpaTopa. YCTaHOBKa MpPOrpaMMHOro
Komnnekca»). Beog B gomeH (Npy HeobXoAMMOCTM, COMMlaCHO CXeMe CETEeBOM UHPPaCTPYKTypbl
opraHmsauun);

* YyCTaHOBKa KOMMOHEHTa «AreHT y3Nna BuWpTyanu3auuu» Ha y3en BuUpTyanus3auuu, ecau
ncnonbsyetcs noctaBwuk pecypcoB MK CB bpect (cMm. noppasgen YcraHoBka AreHta YB
pokymeHTa CJIET.10001-01 90 04 «PykoBoacTBO aaMMHMCTpaTopa. HacTponka KOMMOHeHTa
«AreHT»);

* noaroTtoBka 6a3oBoro wabsoHa BM Ha y3ne suptyanusauum (npumep ans MK CB bpect npueeneH
B noapasaene MNMogroroBka 6aszoBoro wabnoHa BM Ha npumepe MK CB bpecr);

* noarotoBka 6asoBoro BPM Ha ocHoBe co3pgaHHoro wabnoHa (cMm. nogpasgen Moarotoeka 6asoBoro
BPM);

(® basosoe BPM - npototun 6yayuimx BPM.
B 6asoBoe BPM Takke MoryT ObiTb YCTaHOBNEHbl KOMMOHEHTbl «BupaeoareHT», «AreHT
BUPTYasbHbIX CMapT-KapT» [ANS aKTUBaLMKM BO3MOXHOCTM MepeHanpasieHus BUAeOKaMepbl U
CMapT-KapTbl U3 NONb30BaTeIbCKOM paboyer cTaHuuu B BPM.

= pobaBneHne HeobxoguMoro [AomMeHa ayTeHTudwukaumm (Npu  HeobxogMMoCTW, ecau B
MHDPACTPYKTYpe  UCMONb3ytoTC  cepBepbl  KatanoroB) (cM.  pasgen  AyTeHTudukauus
nosb3oBaTenen);

* nepexon B rpaduueckut uHTepdernc Termidesk m pobaBneHne HeobXoAMMOro MNOCTABLUMKA

pecypcos B Termidesk (cM. pasgen lNocTaBwmKku pecypcos);
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» co3gaHue wabnoHa PM B Termidesk B nobaeneHHoM nocTaslmke pecypcos (cM. pasgen Pabouune
MecTa);

* pnobasneHne HacTpoek rocteBbix OC ans cospaHHoro wabnoHa BPM (cm. pasgen Ynpaenenue
napametpamm rocteBbix OC);

* co3gaHue u HacTpoika doHaa PM B Termidesk (cm. pasgen ®@oHg, pabounx MecT);

* nobaBneHWe MpoOTOKONOB AOCTaBKM, KOTOPble ByAyT MCMOMb30BaTbCA 4S8 NoakatodeHus k BPM
(c™m. paspen MNMpoTokonbl AocTaBkK);

* Ha3Ha4eHWe rpynn B CO34aHHOM paHee doHae (cM. nogpasgen HasHaweHue rpynn goctyna ¢oHay
PM);

* Ha3Ha4yeHWe MpPOTOKONOB [AOCTaBKM B CO34aHHOM paHee ¢doHae (cM. nogpasgen HasHayeHue
npoTtokonos ¢poHay PM);

* BbIMOSIHEHME NyBanKaumm HacTpoeHHoro ¢doHaa BPM B Termidesk (cm. noppaszaen My6nukauums
doHpa PM).

3.2. MNMocnepoBaTenbHOCTb HACTPOMKM MPU UCMO/Ib30BaHUM TEPMUHANIBHOIO CepBepa

O6was nocnenoBaTeNnbHOCTb LWIAroB Mpuv HEOBXOAMMOCTU MCMOJIb30BaHUS TEPMUHAbHbIX CEpPBEPOB
BbIFNSAUT CneayoLwmM ob6pasom:

* MpU UCMOJIb30BaHMM TepMUHaNbHOro cepBepa Ha 6asze OC Astra Linux Special Edition - ycTaHoBKa
komnoHeHTa STAL (cM. nogpaspen YcraHoBka STAL pokymenta CJIET.10001-01 90 07
«PykoBoacTBo apMuHUcTpaTopa. Hactponka komnoHeHTa «CepBep TepMuHanos»). PekomeHayeTcs
MCNONb30BaTb OTAENbHbIN y3en (hU3MYeckuit Unn BUPTYasnbHbIA) A8 cepBepa TEPMUHANOB U He
COBMELLLATb €ro YCTaHOBKY € cepBepoM Termidesk;

* yCTaHOBKa  KoMMoHeHTa  «CeCCMOHHbIM  areHT» Ha  TepMWHanbHbIM  cepBep  (CM.
noapasaen YcraHoBka ceccuoHHoro AreHTa gokymeHnta CJIET.10001-01 90 04 «PykoBoacTteo
agMUHUCTpaTopa. HacTporika KOMNOHeHTa «AreHT»);

* nepexop, B rpaduyeckun mHTepdenc Termidesk u pnobaBneHme noctaBlmka pecypcoB «Cepsep
TepMuHanos» B Termidesk (cm. paspen Jo6aBneHue TepmuHanbHoro cepeepa (MS RDS u STAL) B
KayecTBe NoCTaBLUMKA peCypcoB);

= pobaBneHne HeobxoguMoro [AomMeHa ayTeHTudwukaumm (Npu  HeobxogMMoOCTM, ecau B
MHDPACTPYKTYpe  MCMOMb3YHTCS  cepBepbl  KatanoroB)  (cM.  paspen AyTeHTudukauums
nosb3oBaTenen);

* co3gaHuve wabnoHa PM  pgna  noctaBwwmka «CepBep TepmuHanoB» B Termidesk (cm.
noapasgen Labnonsl PM ana TepMuHanbHbl cepeepoB);

= nobaBnieHMEe MPOTOKONOB AOCTAaBKM, KOTOpble OyAyT MCMONb30BaTbCs AN NoAKAtoYeHus kK PM
(cm. pazgen MpoTokonbl AOCTaBKK);

= co3faHue u HacTpoirka doHaa PM B Termidesk (cm. paspen ®@oHp, pabounx MecT)
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* Ha3Ha4yeHue rpynn B CO34aHHOM paHee doHae (cM. noapasaen HasHayeHue rpynn gocrtyna ¢oHay
PM);
* Ha3Ha4yeHWe MpPOTOKOJIOB [OCTaBKM B CO34aHHOM paHee doHge (cM. noapasgen HasHaueHue

npoTtokonos ¢poHay PM).

3.3 . MNoaroToeka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr

Mpu co3paHun 6Gazosoro wabnoHa BM B nporpammHoM komnnekce «Cpeactea  BupTyanusaumm

«bpecT» (nanee - MK CB bpecT) HeobxoauMo y4yecTb cnepytoLlee:

* ons cTabunbHoM paboTtbl BM  pekoMeHAayeTcs Ha3HayaTb pecypcbl B COOTBETCTBUM C
MWUHUMaNbHbIMU CUCTEMHbIMWU TPeBOBaHUSIMU, YCTaHOBNEHHbIMU NMpousBoanTenem OC;

" Npwu co3maHum obpasa amcka B naHenu ynpaeneHus MK CB bpecT cnegyeT nepenTtn « XpaHunuue -
O6paz - [llocTosiHHbIM», 3aTeM B none «[llocTosiHHbIM» BbIOpaTb 3HadeHwe «[a». Bo Bpems
yCTaHoOBKM M HacTponkn OC Tun obpasza pomkeH ObiTb MOAK/OYEH KakK MocTosiHHbIM. [locne
yCTaHOBKM M 3aBepueHma HacTponkn OC B none «locTOAHHbIN» BblbpaTb 3HauYeHMe «HeT» (cm.

PucyHok 7);

Bbinyck ot Hos16ps 2024 32



@ TERMIDESK

[UCKpeMOHHEIN PEXMM

N

WHcb. naHens

3K3zemnnApel BM

EM

<2, CepBuchl

>4 BMpT. MapLIpYyTH3...

LWabnoHel
h Bm
[l Cepeucei
>3 BWpT. MapLIpyTU3...

B Mpynnsl BM

XpaHunuwe

B XpaHunuiwa

3 Obpasbl

@ astral’

Pe3epBHLIe KOMW...

'E MarasuHbl npuno...

O6pas 16 testo2

CNET.10001-01 90 02

A BEEZ3N R0

i &
CeedeHunA BM
WHpopmaumna
D
HasgaHue
XpaHunuile

Bpems pervicTpaumm

Tvn

O]
CHWUMKX

16

test02

default

4

10:12:3% 10/02/2023

BEnok gaHHbIX

[MoCTOAHHLIN

HET

Tun chanoBoi CUCTEMBI
Pasmep
CocTodHWe

3anylleHo BM

ATpUbYTBI
DEV_PREFIX

DRIVER

15GB

roTOBO

0

vd

gcow?2

PucyHok 7 — OkHo Bbibopa Tuna noakntodaeMoro obpasa B MK CB bpect

A Echv BM B kadectBe rocteBor OC 6yapetr ucnonb3oBatb OC Microsoft Windows, 1o npwu
YCTaHOBKE Ha AMCK Ha wuHe Virtio po BkatoyeHuss BM HeobxopuMo nmopknoumTb iso-06pas
OUCKa ¢ gpareepamMun Virtio-win.

* npu co3paHum obpasa aucka B naHenn ynpasnenus MK CB bpect cnepyet nepentn « XpaHunuie -

O6pas - PacwimpeHHble HacTporiku», 3aTemM B none «LLnHa» BbIOpaTb 3HaveHue «Virtio», a B none

«@PopmaTt» BbIOpaTb 3HAYEHME KQCOW2» (cM. PucyHok 8);
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YkaxuTe napameTpbl HoBoro obpasa

T
Obpas

Mactep HaCTpOﬁKM PaclumpeqHsId
Hasganme Onucanme
astra
~
Tun KpaEHUNHLLE
OEWMA BNoK SaHHBIX XPaHWNKHLLA v 100: 222 b
ZToT 00pas ABNAETCA NOCTORHKEIM Na v

PacnonoxeHune obpaza

O mymURL O 3akavame @ [ycroii oGpas gucka
Pasmep
e v
# PaciMpeHHBIE HACTPORKMN
Lnka Lienesoe yCTPONRCTED
Virtio hd

dopmat Dalnosas cHCTEMa

qoow2 hd S -

PucyHok 8 — OkHo Ha3HayeHus1 napameTpoB obpasa aucka B [MK CB bpect

& 3HaueHue B none «MopmaT» 3aBUCUT OT TunNa noaktodeHHoro k MK CB bpect xpaHunuwa.

* B HacTpoukax wabnoHa BM cnepyeT:
e nepentn «XpaHunuwe - PacwupeHHble HacTporku», B none «LluHa» BbIGpaTb
3HauveHume «Virtio» (cm. PucyHok 9);
e B none «ID Ob6paza» ykaszatb ngeHtudukatop (ID) noakntoyeHHoro k wabnoHy BM obpaza
AMCKa;
e nona «Mma obpaza» m «Mmsa nonb3osBaTens Bnagenbua 06pasa» OYUCTUTL OT JIODObLIX

3HaUYEHUN;
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Cospatb wa6noH BM

= m MacTep HAaCTPOHKM PaclUMpeHHsIi

=] = & ® = ] - & -~ * s
Obwme XpaHunuue CeTb oCwun Beog/BuiBog Lencramn KouTekct Pacnicanue Ipynna BM MeTiwm NUMA
| MCKo© ® oOspaz O Bpemenkuiii guex
Bl BsGpan creayiowt o5pas o
[s] v Hazeanue Bnapgeney pynna XpaHnnnue Tun Craryc Kon-2o BM
7 bredmin02 brestsdmins defsult BnoK aaHHLIX WCNON3YETCA
16 test02 bradmin02 brestadmins default BnoK AaHHL roToBO 0
0 bragmin02 brestsdmins oc roToeo 0
2 brs brestzoming ENoK AaHHEE UCnN. COXP.
0 Astrs-1.7.3-08.11...  brsdmin02 brestsdmins default CDROM roToBO Q
1 ¥ TMoKazaHL! SNEMEHTE cAMckac Lo Sus 3 1
# PaclmpeHHbie HACTPOHKH
Obpaz
1D O5paza Vs obpasa
2
ID enagensya ofpasa Vimz nonk3osaTena enagensua o5pasa
Lenegoe ycTpoRcTE TonbKo ANA YTEHWA
-
Lina [lvcosent koHTpONNED
Virtic hi v
MeToa AMCKOBOTO pE3epEMpOBaHIA
Thin v
Kaw MonuTiKa BE0Ia-BLIBDAE
Komangen TRIM & UNMAR Pasuep NPy CO3AAHAM SK3EUNNAPA
v B v

PucyHok 9 — OKHO Ha3HayeHUs1 pacLLUMpPEHHbIX NapaMeTpoB AMcKa WwabnoHa BM

e nepentn B «BBoa/BbiBOa», 3aTeM B none «CpeactBa rpacduyeckoro AocTyna» BblbpaTb

3HaveHue «SPICE», a B none «BupeokapTta» BbibpaTh 3HaueHMe «QXL» (cm. Pucymok 10);
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Cospatb wabnod BM

CpencTea rpatpuqeckoro goctyna

Cnywarte Ha | =

Q000

BwgeokapTa

QXL ol
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—

EBeon/Beieoq JedcTeuA

;4

D DL @ SPICE Tun Wra =3

O omyremyer O WNC /WWRC fouac C

KonwdecTso smaeckapt Honw4yecTEC MOHWTOPOE

default v default

IMopT cepeepa Packnagka knasnarypal

Komarga

PucyHok 10 — OkHO Ha3HaveHus cpeacTs rpacdmyeckoro AocTyna wabnoHa BM

e B C/y4yae MHOFOMOHMTOPHOW KOHMbMUIypauumM HeobxoguMo B BbIMagatoleM  Crimcke

«KonnyectBo MOHMTOPOB» BbIOpPaTb COOTBETCTBYHOWEe 3HadeHue ana rocteBon OC Astra

Linux, a B Bbinagatowem cnucke «KonnmyecTso BMAEOKapT» BblOpaTb COOTBETCTBYHOLLEE

3HauveHue gna roctesort OC Microsoft Windows;

e nepentn Bo BKNaaky «OC u LUlM», B none «Apxutektypa CPU» cneayeT ocTaBUTb 3HayYeHue

Nno yMon4aHuto (He MeHsTb);

* B CJ/lyyae, ec/iv HeobxoamMM aBToMaTmMyeckmin 3anyck BM, To nocne cospaHmsa wabnoHa BM B

naHenu ynpasneHus MK CB bpecTt cnenyeT nepeiTv B Co30aHHbIN LWWAbMoH M 3a4aTh 4N

napametpa «CnyxebHass BM» 3HaueHme «[a» (cm. PucyHok 11). Mpu nobaBneHun nocrasLymka

pecypcos MK CB bpecT fnomkeH 6biTb akTUBMPOBaH NMapaMeTp «3amnyck OT UMEHM CyXKe6HOro

nonb3osaTens (cM. nogpasaen [lobaBneHune nocraswmka pecypcoB MK CB bpecr);
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=] o i omooen | Comprah | Krompouer- | & - P2 - | - W]

i ] [
CeeqeHuA LllaGnoH
Wudopmauma

spacial adition

e
| ASTRALINUX

HazzaHue

BhicoKan OCTYNHOCTL

FazpelunTs aETOMaTHYECKYHD MUrpann B

AETO3AMYCHE

CnywedHan BM

3anpeT Ha yoanedHne B

Bpema perictpaumi

PucyHok 11 — PacnonoskeHne napametpa «CnyxebHas BM»

16
testlls
Het

Het

Oa

Het

stre

i

q YA T AT
10:20:12 10/0272023

3.4. MNoproToska 6a3oBoro wabnoHa BM Ha npumepe VMmanager

N & NN

]

Mpun cospaHum 6Gasosoro wabnoHa BM B nnatdpopme ynpasneHus BupTyanusauum VMmanager

HEO6XO,EI.M MO y4eCTb cfiegyroLlee:

A [aHHaa WHCTpyKuMs Mo noaroTtoBke 6a3oBoro LWabnoHa akTyanbHa AN Clydasl, eCnu cepsep
VMmanager yctaHosneH Ha OC Astra Linux 1.7.4.

* Npn pobaeneHun KoHburypauum BM HeobxoguMo YCTAaHOBUTb TEXHOJIOTUIO BUPYTanM3aLmnm

KVM, akTMBMpOBaTb 4eK-00KCbI (cM. PucyHok 12) «Paspewints nogkntoveHus no npotokony SPICE»
n «NHterpauma c TERMIDESK»;

» ans  ctabunbHoM paboTbl

BM pekomeHpyeTcs

Ha3Ha4aTb

pecypcbl

B COoOTBeTCTBMU C

MWHUMa/IbHbIMU CUCTEMHbBIMU TpE6OBaHVIFIMVI, YCTaHOB/IEHHbIMW NMpOU3BOAUTENEM OC,
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#. | Wabnonel > Kondwurypawuu Vi = NoBasnedue kondurypaummn VI
Fgg VM r r
Hob6aeneHne KoHdurypauumn VM

N Bl-'1p'l'}f-3ﬂbeIE MalluHHbBI Texnonorms BHPTYaNN3aLMN

53 Yaro W KvM | @ LXD
o-O e HazeaHne™
5.4 Knactepb
vm-termidesk reHepUpoBaTh
(V] Paspewutb noakntouesna no npotokony SPICE

g LLaBnoHb!

j:| CepunTbl

] Wuterpaumac @& TERMIDESK
MHTerpaumio HeNb3A 0TMEHWTE Ha VIV, co3aaHHoi M3 KoHdKrypawun

Pecypchl
¢ ! Pe3zepBHbIE KOMHA
_ Pecypcb
L, Monbzoearenu 4vCPU /4GB RAM [ 20GB
MzmeHnTb

PucyHok 12 — OkHo pgobasneHus koHburypaumu B VMmanager

* npu co3gaHum BM Heobxoaommo:

e BblbpaTb OC;

& B cnyyvae Bbibopa OC Windows 10 Heobxoammo mcnonb3oBaTb OC Windows 10 RUS GPT gns
KOppeKTHOoM paboTbl aBTOMaTM4eckor Bblaayun |P-agpecos.

e BbIOpaTb CO3AaHHYIO KOHPUrypaLMIO (cm. PucyHok 13) ans paboTbl ¢ Termidesk;
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BUDTyankHsle Maw il ) CO3MEHUE N0 DEKOMEHAVEMOI KOHOUIVDALMM

Hosan BUPTYyaJZibHaA MallnHa

>

[B) wabnous:

I cxpuntor

Pexonienyensie KoHGUrypaLym

Kondurypauyum KVM

andromeda 1vCPU [512MB RAM [ 10Cl

cassiopeia 1 vCP
libra

orion

vm-termidesk

CPU /4GB RAM,/ 20GB

1 anck: 20GB
weorpamienno |, weorpanimento

1024

MapameTtpel

Konnuecteo VMM
1

[ 2

Hazeanue VIM*

vm_termidesk1

_ polaris Sec nenonvaosania /0
£ Pesepenbie ko Bec wenaniaosas i | 500 reHepupoBaTh

sirlus Orparienia nopTos He kacTpoeHo Domer*

O, Nonssosarenn

l@ vm-termidesk 4 vCPU /4GB RA Moapobree vm-termidesk1.example.com

Caos kondurypauna Brageney,
vmmadmin@testers.ru v

MPUAOKEHUA N CKPUATBI

) OmpasnaTs AHcoMo ¢ naponem
BuiBepuTe o W Hecko s 705, KOTOPHIE YCTaHOBAT HEOBXORHHOE SKPYAEHIE MoCne COSgRHIR VI

Mapons Ana AoeTyna k VM*

O e cae

Mpurievanite

Ysen

1 v

PucyHok 13 — OkHo co3paHuma HoBont BM B VMmanager

» B 610Ke HacTpoek «[1punoXxeHMe U CKPUNTbI» YCTaHOBUTb «BE3 CKPUMTa»;
* HaCTpOMUTb Yy3e/, CETb;

e Ha3Ha4yuMTb Ha3BaHMe BM u naponeb.

3.5 . MoarotoBka 6asosoro BPM

3.5.1 . O6s3aTenbHble HaCTPOIKH

Ona noagrotoBkn HeobxoamMMmo:

* B CcOo34aHHOM paHee BM BbinonHuTb HacTporiky rocteson OC;

* BbIMOMHUTb YCTAaHOBKY M HACTPOMKY KOMMOHEHTa «AreHT BUPTyasbHOro paboyero mecta» (cMm.
pa3gen YCTaHOBKa M yaaneHue KoMnoHeHTa nzokymeHta CJIET.10001-01 90 04 «PykoBoacTteo
afAMUHUCTpaTopa. HacTpoika KOMMOHeHTa K AreHT»);

* ona  akTMBauuu  dyYHKUMOHaNa nepeHanpaBneHuss BUAEOKaMepbl M CMapT-KapT BbIMNOJHUTb
YCTQHOBKY M HACTpPOMKY KOMMOHEHTOB «BupaeoareHT» M «AreHT BMPTyasibHbIX CMapT-KapT» (CM.
pa3gen YCTaHOBKa M yaaneHue KoMnoHeHTa nzokymeHta CJIET.10001-01 90 04 «PykoBoacTteo

afAMUHUCTpaTopa. HacTpoika KOMMOHEHTa K AreHT»).
& bazosoe BPM B pgomeH BBOAMTbL He HYXXHO: MPOLECC BBOAA KOHTPOSMPYETCA MapaMeTpamu

rocteBbix OC (cm. noapasnen YnpaBneHue napametpamu rocteBbix OC B Termidesk), koTtopble
yKasblBatoTCs npu cosgaHum doHaa PM (cm. nogpasznen [obaBneHue poHaa PM).
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3.5.2 . Hacrtpoiika rocreBoit OC Microsoft Windows

HacTtpouka roctesor OC Microsoft Windows cBoguTcsa K BbIMONHEHUIO CNEAYHOLWMNX OENCTBUN:

" OTKJIKOYUTb pEXUM FM6epHaLI,MVI;
" OTKJ/IKOYUTb BbIKNKOYEHNE AOUCHNIEA U XKECTKOro AUCKa B AOMNOAHUTEJNIbHbIX MapaMeTpax CXeMbl

31IEKTpoNnUTaHuA,

& YcTaHOBKY npunoxeHun gemu-guest-agent for Windows, spice-guest-tools, spice-
webdavd Hy>HO nponycTuTb, ecin BPM peanuzoBaHo Ha 6a3e nocTaBwuka pecypcos VMware
vSphere, NOCKoNbKY NoakuYnTLCS K TakoMy BPM MoxxHO Tonbko no npotokony RDP.

* YCTAHOBWUTb MPUNIOXKEHUs gemu-guest-agent for Windows (moctyn: https:/fedorapeople.org/
groups/virt/virtio-win/direct-downloads/archive-gemu-ga/qgemu-ga-win-106.0.1-1.el9/) u spice-
guest-tools (mocTtyn: https://www.spice-space.org/download/windows/spice-guest-tools/);

* yCTaHOBUTb MakeT spice-webdavd pgna OC Microsoft Windows (goctyn: https://www.spice-
space.org/download/windows/spice-webdavd/) pns BkOYEHUS BO3MOXHOCTM MepeHanpasBieHus
KaTasora M3 MoJb30BaTe/bCKOM paboder cTaHuum B BPM. [lepeHanpaBneHue KkaTasoros us
nosib3oBaTeNbCKoM pabouyer cTaHumm B BPM c ycTaHoBKoM nakeTa spice-webdavd paboTaeT Tonbko
ana npotokona SPICE;

* BKJ/IKOYUTb BO3MOXHOCTb YAaNeHHOro noakatodeHus no npotokony RDP. Ons BkatoyeHUs gocTyna
no npotokony RDP B meHto «[lMyck» Hy>kHO BbIGpaTb nyTb «[lapameTpbl - Cuctema - YaoaneHHbIn
pabouunii cTon» 1 HaxkaTb 3KpaHHYHO KHomnKy [Bkntountb yaaneHHbIn pabounn cton]. Takxke cHATb
raJliouky B 3KpaHHOM none «PaspewmnTb MOAKAOYEHUS TOSIBKO C KOMMbIHOTEPOB, Ha KOTOPbIX
paboTaeT yaaneHHbIM pabounii CTON C MPOBEPKOM MOAJIMHHOCTU Ha YpOBHE CeTU» (peKOMEHAYeTCS
BbinofHUTL ans OC Microsoft Windows 7, a Takxke npu noakntodeHmun no npotokony RDP ¢
nonb30BaTeIbCkon paboyen ctaHumu Ha ocHoBe OC Linux);

* 019 BO3MOXXHOCTW MepeHanpaB/ieHns MPUHTEPOB M3 MOJb30BaTeNbCKoM paboyen ctaHuum ¢ OC
Microsoft Windows Heobxoanmo ycTtaHoBUTb aApavieBep Microsoft Software Printer Driver. Ons
ycTaHoBkM nepenTtn «lMpuHTEpbl M ckaHepbl - CBomMcTBa cepBepa nedvatu - [panBepbi», HaxaTb
3KpaHHyto KHonky [[lo6aBuTb], nocne BbibOpa TMMa apXUTEKTYPbl HYXXHO yKa3aTb WU3roTOBUTENS
«Microsoft» u BbibpaTb «Microsoft Software Printer Driver»;

* 019 BO3MOXXHOCTW MepeHanpaB/iieHus NPUHTEPOB M3 MOJb30BaTeNbCKoM paboyen ctaHuum ¢ OC
Linux Heobxoammo ycTaHoBUTb AapanBep MS Publisher Imagesetter. Ona ycTaHOBKM nepenTu
«[puHTepbl 1 ckaHepbl - CBorcTBa cepBepa nevatv - [pariBepbi», HaXKaTb 3KPAHHYH KHOMKY
[Ao6aBuTb], nocne BbIGOpa TMNa apXMUTEKTYPbI HY>XXHO yKa3aTb usrotosutens «Generic» 1 BblbpaTb
«MS Publisher Imagesetter»;

* B HAaCTPOMKax BOCCTAHOB/IEHUS (cm. PucyHok 14) cny>b spice-agent (Spice Agent), vdservice

(SPICE VDAgent) u TermideskService (Termidesk Agent Daemon) Ha3sHauuTb 3HayeHue
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«[epesanyck cnyx6» aona pencteun npm cboe. Ona storo nepentu «ducnetyep 3agau» -
«Cny6bi» - «OTKpbITb CNY>K6bI», NPaBOM KHOMKOW MbILLUM Ha)kaTb Ha HY>KHOE HaWMEHOBaHMWE U

nepentn «CBoncTeBa» - «BoccTaHoBneHue».

Ofwwne Bxoa s cuctemy BoccTaHoBneHne 3apucumocty

Oeictere KomnbloTepa, BbinonHaemMoe npw cboe cnyx6bei. Momous npu
HacTpouKe JeWCTBUK MO BOCCTaHOBEHUIO.

Mepsbiit con: Mepesanyck cryx6b o
Bropoii cbon: Mepesanyck cnyx6bi v
Mocneayowwue cBon: Mepezanyck cnyx6bil v
Cbpoc cHeT4mka owmbok Hepes: 0 OH.

Mepesanyck cnyx6bl yepes: 1 MMUH.

BKkniounTe AeACTBUA ANA OCTAHOBOK C OLWNBKaMM.

MapameTpel nepesarpy3xu
BbinonHeHWe nporpammel

O63op...

Honucate B koMaHgHyo cTpoky cueTqnk owmnbok (ffail=%1%)

OK OTtmena MpumennTs

PucyHok 14 — JononHutenbHble cBoncTBa cnyx6 ana OC Microsoft Windows

3.5.3. Hacrpoiika rocresoit OC Astra Linux

HacTtpouka rocteBort OC Astra Linux cBoaMTCS K BbINOJIHEHMIO CNEAYOLMX AEUCTBUN:

* AN BO3MOXKHOCTM nogkitodeHms K PM no npotokony SPICE ycTtaHoBUTbL nmakeTbl gemu-guest-

agent, spice-vdagent, xserver-xorg-video-gx1l:
sudo apt install -y gemu-guest-agent spice-vdagent xserver-xorg-video-gxl

rae:
-y - KJIFOY 419 NponycKa NoATBEPXKAEHUS YCTaHOBKM;
* YCTaHOBWUTb MakeTbl spice-webdavd u davfs2 ana BKAKOYEHUS BO3MOXXHOCTU MepeHarnpasieHus

KaTanora u3 rnosib3oBaTtesibckon paboyen ctaHumm B BPM no npotokony SPICE:

sudo apt install -y spice-webdavd davfs2
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& [na npenocTaBneHMs MONb30BaTeNIAM BO3MOXHOCTWU MepeHanpasneHmMa KaTasora B BPM
HeobXoaAMMO  TaK)Ke BbIMOMHMUTb  HACTPOWKM, YKasaHHble B nogpasgene Hactpoika
nepeHanpaBneHus KaTtasiora U3 nonb3oBaTesibckoi paboyen ctaHuuu B BPM.

® 01 BO3MOXHOCTU NOAKTHOYEHUA K BPM no npoTokony RDP YCTAaHOBUTDb MNMaKeT Xrdp M BbIMOAHUTDb

KOMaHAbl:

1 sudo apt install -y xrdp
2 sudo adduser xrdp ssl-cert
3 sudo systemctl restart xrdp

* [/19 BO3MOXKHOCTM nogktoveHns K BPM no npotokony TERA Hy»Ho:

e MOAKMOYUTL  NOKafbHbIM penosuTopui Termidesk, Kak  3TO  YyKasaHo B
noppasgene MonyyeHne naketoB ycraHoBku B OC Astra Linux Special Edition gokymeHTa
CNET.10001-01 90 01 «PykoBoacTBo agMUHMCTpaTopa. YCTaHOBKA MPOrpaMMHOMO
KOMIneKca»;

* UAN NOAKNOUMTL WHTEpPHEeT-penosuTopmMin, Kak 3TO YKa3aHO B CMpPaBOYHOM LEHTpe
Termidesk: https://wiki.astralinux.ru/pages/viewpage.action?pageld=283928477;

* YCTaHOBMUTb NakeT termidesk-tera:

sudo apt install -y termidesk-tera

e ybeguTbCcs, 4TO MNosib3oBaTesb fly-dm pobaeneH B rpynny sasl. Ecnv nonb3oBaTtens B

rpynmne HeT, TO f06aBUTb ero:

sudo usermod -a -G sasl fly-dm

e ybeanTbcs, uTo B (harne /etc/default/saslathd napameTpy START NMpMCBOEHO 3HAYeHUE

yes. Ecnm 3To He Tak, TO M3MEHUTb 3HAYeHMe U Nepe3anyCcTUTb CNy>Kby saslauthd:

sudo systemctl restart saslauthd

® Cnucok nogaepxkmsaeMbix OC ana yctaHoskmn TERA:
= Astra Linux Special Edition 1.7 (1.7.5);

= Astra Linux Special Edition 1.8 (1.8.1).

Mpu ycTaHoBKe nakeTa termidesk-tera Tak)ke ByayT YCTaHOBMEHbI:
* tera-server - 3aBUCMMAs BMBNMOTEKA, HEOOXOAMMASA AN KOPPEKTHOM paboTbl MPOTOKOJIA
TERA,;
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* tera-vdagent - NakeT MNOAAEPXKU OMHAMUYECKOrO W3MEHEHUSI paspelleHusl 3KpaHa B
33aBMCUMMOCTU OT pa3peLleHns MOHUTOPa NoJb30BaTenNs;

* tera-certificates - nakeT, cogepXxawmn cepTUduKaTbl ANns paboTbl ayTeHTUPUKaLUM
SASL nns npotokona TERA;

* tera-xf86-video-gx1 - gpanBep BUPTYyasbHOW BUAEOKAPTLI;

* tera-audio-service - NakeT NoAAEPXKM BbiBOAA 3BYKa Yepe3 ANHAMUKMU;

* tera-record-service - NakeT NOAAEP>KKM 3aXBaTa 3ByKa C MUKPOOHa.

Mocne ycTtaHoBKM ByaeT 3anyuleHa cnyxkba tera-vdagentd. lMpoBepka coOCTOSHUSA CRyXObl
BbIMOMHSAETCS KOMaHAOM:

systemctl status tera-vdagentd

Mpu HeobxopgumocTu yaaneHms TERA Hy>KHO BbINMONHUTB:

1 sudo aptitude purge -y termidesk-tera
2 sudo apt autoremove

& Pabota npotokona poctaBkm TERA B OC Astra Linux Special Edition rapaHTMpoBaHa Tonbko
npu yctaHoBke B OC ypoBHs 3awmiieHHocTH «Open».

* npuBectu hann /etc/acpi/events/powerbtn-acpi-support K Buay:

1 event=button/power
2 action=/sbin/poweroff

» nns Bo3MoxkHocTu Beoga BPM ¢ OC Astra Linux B someH MS AD ycTtaHoBUTbL nakeT astra-ad-

sssd-client:
sudo apt 1install -y astra-ad-sssd-client

» ans Bo3MoxkHocT BBoda BPM c OC Astra Linux B gpomeH FreelPA ycTaHOBUTbL nakeT astra-

freeipa-client:
sudo apt install -y astra-freeipa-client

* ana Bo3MoxkHocTM BBoga BPM ¢ OC Astra Linux B someH ALD Pro Hy>Ho:
* MOAK/OYUTb HEOBXOAMMbIM PEMNO3UTOPUM COMTACHO [OKYMEHTAuUM Ha MpOrpaMMHbIN
komnnekc ALD Pro;

* YCTAaHOBUTb NakeTbl astra-freeipa-client n aldpro-client:

sudo apt install -y astra-freeipa-client aldpro-client
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& Tpu HeobxogmmocTn pabotbl ¢ VGPU no npotokony poctaBku Loudplay B roctesor OC
LOMOJIHUTENBbHO A0MKHbI ObITh YcTaHOBMeHbI cepBepHble apansepbl NVIDIA n cepsep Loudplay.

* ecniM nnaHupyeTcs ucnonbsoBaHne BPM pnomMeHHbIMM nonb3oBaTensamu, To ybeauTbcs, 4TO B
KOHbUrypaumMoHHoM danne /etc/sssd/sssd.conf napameTrpy use_fully_qualified_names
NPUCBOEHO 3HayeHWe False. Ecnu 370 He Tak, TO M3MEHWUTb 3HAaYEeHWE U Mepe3anycTUTb CAYXOy

sssd:

sudo systemctl restart sssd

Lna roctesont OC Astra Linux Heo6x0aAMMO TakXKe M3MEHUTb CMOCO6 Ha3Ha4YeHUs CEeTEBbIX HACTPOEK:
* OTKAOUUTL (systemctl --now mask) v ypanutb (apt remove) BCTPOEHHYK MNporpamMmy Aajs

ynpaBneHunsa ceTeBbiMU coeanHeHnaMmn NetworkManager:
sudo systemctl --now mask NetworkManager && sudo apt remove network-manager

* BbIMOJSIHUTb HAaCTPOMKY CETEBbIX MHTEPDENCOB MNP MOMOLUM KOHDUIypauuoHHbIX dannos /etc/
network/interfaces.d/<ums wnHTepdeiica>.conf. Heobxoonmo cozpatb KOHGUrypaLUOHHbIE
dannbl M onucatb WX, BOCMOJIb30BaBLUUCL CMpPaBOYHbIM LeHTpoMm Astra Linux: https:/

wiki.astralinux.ru/pages/viewpage.action?pageld=3277370;

& HacTtponka gonkHa 6bITb BbINOMHEHA AN UMEH CETEBbIX MHTEP(ENCOB, a He UX NMCEeBAOHMMOB.

* OTpeaakTMpoBaTb cdamn /etc/network/interfaces, nobaBuB B HEro CneaytoLlyto CTPOKY, eC/u

ee HeT:
source /etc/network/interfaces.d/*
" nocne namMeHeHuna HaCTpoeK BbIMOJIHUTb Nepe3anyck CJ'Iy)K6bI ceTu:
sudo systemctl restart networking

Mpu cTaHpapTHOM HacTpoKMKe ceTeBOM MHMPACTPyKTypbl npeanonaraetcs, 4yto IP-agppec DNS-cepsepa
onpenensietca DHCP-cepeepom. OgHako ecnn 3TO He TakK, HEOB6X0AUMO CKOppEKTMpoBaThb tdann /etc/
resolv.conf Brocteson OC Astra Linux:

* ykasaTb UMs gomeHa u |P-agpec DNS-cepsepa:

echo -e 'domain <uma_gomeHa>\nsearch <uma_pgomeHa>\nnameserver <IP-agpec_DNS-cepsepa>' |
sudo tee /etc/resolv.conf
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» ang 3awmTbl darna  /etc/resolv.conf OT nepesanucu Hy)KHO co3gatb dawmn /etc/dhcp/

dhclient-enter-hooks.d/nodnsupdate:

sudo touch /etc/dhcp/dhclient-enter-hooks.d/nodnsupdate
" OTPenakKTUpoOBaTb €ro coaep>xmmoe, npmueBenda K suay:

1 #!/bin/bash

2 make_resolv_conf() {
3 .

4 1

" COXpaHUTb ana U 3aKpbIThb.

BepHyTb BO3MOXXHOCTb nepesanucu darna /etc/resolv.conf MOXHO, yaanMB paHee CO34aHHbIM dhann

/etc/dhcp/dhclient-enter-hooks.d/nodnsupdate v BbINONHMB Nepe3anyck CeTeBOW Cy»obl:

sudo systemctl restart networking

3.5.4 . Hactpoiika nepeHanpaB/ieH1s KaTanora us nosnb3oBaTeNbckon pabouei ctaHuun B BPM
MepeHanpaBneHue KaTanora us Nonb3oBaTeNbCkoM pabouer ctaHumm B BPM paboTtaeT gna npoTtokonos
SPICE n RDP. OgHako gns Toro 4tobbl y MoMb30BaTeNsl MOSIBUIACb BO3MOXXHOCTb aBTOMAaTU4ECKOro
nepeHanpasneHma katanora B BPM npu noakntoueHum no npotokony SPICE, HyXHO BbIMOAHUTL
[ONoJIHUTENbHYO HacTponky roctesor OC BPM. IOnsa npotokona RDP pononHuTenbHyt0 HacTpouKy
rocteBort OC BPM BbINONHATbL HE HY>HO.

Lna rocteeon OC Astra Linux Special Edition:

* [IO/MKHbI BbITb YCTAaHOBJIEHbI NMAKETbI spice-webdavd, davfs2, autofs:
sudo apt install -y spice-webdavd davfs2 autofs
* fanee CO34aTb KaTanor Ans MOHTUPOBAHUS:
sudo mkdir /media/davfs
» co3paTb pann /etc/auto.master.d/spice-webdav.autofs cnegyowero cogep>kaHus:

1 /- Jetc/auto.master.d/auto.localwebdav.mount

roe:
/- - onuus, yKasbiBalowas yTuamMTe autofs BbIMOMAHATb MOHTMPOBAHME MO CYLLECTBYHOLEMY MYTH
BMECTO aBTOMaTM4Y€eCKOro CO34aHus MOAKATa/IOroB B KOPHEBOM TOUKE MOHTUPOBaHUS;

» co3paTb pann /etc/auto.master.d/auto.localwebdav.mount cneayowero coaep>xaHus:
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1 /media/davfs -fstype=davfs,rw,dir_mode=0777,file_mode=666 :http\://localhost\:98
43

roe:

/media/davfs - kaTanor, B KOTOPbIX OyAeT NPOUCXOAUTE MOHTUPOBAHMUE;

-fstype=davfs,rw - TMN CMOHTUPOBaHHOMN (haMNOBON CUCTEMbI C MpPaBaMU Ha YTEHUE U 3aMUCb B
Hee (rw);

dir_mode=0777,file_mode=666 - npaBa, C KOTOpPbIMW OyayT [OCTYNHbl ¢anabl U KaTanorwu.
PekomMeHayeTcs He MeHSITb YKasaHHble 3HAYEHUS AN WUCKIKOYEHUSt C/Ty4aeB MOHTUPOBAHUS
$alnoBOM CUCTEMbI OT MOJSIb30BaTeNs root M HeaOCTYNMHOCTM (annoB Mpu MOAKIHOUYEHUN Yepes
nporpammy goctaBkn BPM (termidesk-viewer);

* oTpenakTupoBaTtb dann /etc/davfs2/secrets, nobaBmB CTPOKY:
1 "http://localhost:9843/™ """ "n

rpe:

http://localhost:9843/ - MecTo pa3meLLeHUss hanjoBOM CUCTEMDbI, MO KOTOPOMY OMpeaensieTcs
YCTPOWCTBO XpPaHEHMUS AJ11 MOHTUPOBaHUS;

""" - OrMH M Naponb MNosib3oBaTeNs, Mo YMOAYaHUIO NYCTbl A1 YTUINTLI spice-webdav;

" nepe3anyCctuTtb cny>K6y dBTOMaTN4eCKOIro MOHTUPOBaHUA:
sudo systemctl restart autofs

Ons rocteBon OC Microsoft Windows ponxeH ObiTb ycTaHOBAeH nakeT spice-webdavd (pocTtyn:
https://www.spice-space.org/download/windows/spice-webdavd/).

B OC Microsoft Windows ceteBon anck He byaeT aBToMaTuyeckn cMoHTMpoBaH B BPM. ns BkntoueHums
(DYHKUMOHANa HY>Ho:

* onpenennTb UCMonHsembln  dann  (.bat), KoTopbiM OyaeT BbIMNOAHATL aBTOMATUYECKOe
MOHTUPOBaHWE, " NnoMecTUTb ero B KaTanor C:
\Windows\System32\GroupPolicy\User\Scripts\Logon;

" yepes OCHacTKy gpedit.msc nepeonpenenvTb JNOKanbHytO nonuTtuky «KoHdurypaums
nonb3oBatens - KoHdurypauma Windows - CueHapuu (Bx04/BbiXog, W3  CUCTEMbI)»:
oTpefakTMpoBaTb NapameTp «Bxon B cuctemy», nob6aBMB HOBbIM CLEHAPUMA U HA3HAUMB eMY UMS
paHee CO30aHHOro WCMOMHAEMOro danna, HanpuMmep: C:
\Windows\System32\GroupPolicy\User\Scripts\Logon\<ucnonHsaemslii dann.bat>;

" yepes OCHacTKy gpedit.msc nepeonpenenvTb JNOKanbHytO nonuTtuky «KoHdurypaums
KoMnbloTepa - AOMUHUCTpPaTMBHbIE WabnoHbl - Cuctema - pynnoBas nonutuka - HactpouTb
334EPXKKY CLEHapus BXoaa)»: 3aAaTb er 3HaveHne « BknroueHo» n «MUH.:0» ;

* 0BHOBUTb NOJINTUKMU KOMaHOoMm:
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N

C:\Windows\system32\gpupdate /force

3.5.5 . ABTroMaTuueckoe MaciTabupoaHue 3kpaHa B OC Astra Linux
B HekoTOpbIX cny4yasx npu nepexone B MOSHO3KPaHHbLIA PEXUM B MOJIb30BaTEIbCKOM paboyen CTaHLMu

roctesag OC Astra Linux He npon3BoaMT aBTOMAaTM4YeCKOe MacLLTabupoBaHMe 3KpaHa.

A YcnoBueM MacwiTabupoBaHUs ABNSETCS 3anyLUeHHbIM Mpouecc spice-vdagent B ceccum
nonb3oBaTens.

[na HacTponkn aBTOMaTUYECKOrO MaclLUTabMpOBaHUS 3KpaHa HYXHO:
» oTpenakTuMpoBatb dann /etc/udev/rules.d/50-spice-vdagent.rules, co3gaB npasuio gjs

udev:
ACTION=="change", KERNEL=="card@", SUBSYSTEM=="drm", RUN+="/usr/local/bin/x-resize"
* nepe3anycTuUTb CEPBUC udev KOMaHOOM:
sudo systemctl restart udev

* C034aTb OOMH M3 BapuaHTOB ucnonHseMoro damnna /usr/local/bin/x-resize:

© B npumepax ucnonHseMoro daina ykasaHa nepemMeHHasi okpy>keHusi DISPLAY=:0, akTyasibHas
TONMbKO 6€3 aKTMBMPOBAHHOIO MexaHW3Ma eamHoro Bxoga (SSO).
[nsa Toro 4tobbl 3a4aTb ANS Hee MpPaBWUJIbHOE 3HAYeHME MPU aKTUBMPOBaHHOM MexaHusMe SSO,
HY>KHO MPOBEPUTb, KAKOW AUCTINIEN UCMONb3YETCA:

printenv | grep DISPLAY

M panee ncnonb3oBaTb NOSYyYEHHOE 3Ha4YeHMe BMecTo DISPLAY=:0.

e BapuaHT 1 - npocToe MacTabupoBaHue:

#!/bin/sh

PATH=/usr/bin

desktopuser=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) || exit ©
export DISPLAY=:0

export XAUTHORITY=$(eval echo "~$desktopuser")/.Xauthority

xrandr --output $(xrandr | awk '/ connected/{print $1; exit; }') --auto

O ulh WNBRE

e BapuaHT 2 - MaclWTabupoBaHMe KOHKPETHOro MoHMTOpa. B gaHHOM mpumepe ncnonHsemoro

danna BTOpOM MOHMTOP PacrosiaraeTcs cjieBa OT OCHOBHOIO:

1 #!/bin/sh
2 PATH=/usr/bin
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# VMs nonb3oBaTens nosydaeTcs 4yepe3 BbIBOA CNUCKa Mofb3oBaTenein (3aronoBKu
OTK/IOYEHbI) , OT UMEHW KOTOPbIX 3anyueH spice-vdagent | u3 cnucka Bblpe3aeTcs uUmMA
fly-dm (ceccus oTobpaxeHusa BBOAa /IOrMHa-MNapons)
desktopuserlist=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) || exit
0
# MNpoBepeHHOe peleHne, HO paboTaeT TONbLKO ANA WUMEH nonb3oBaTeneli 6e3 gepucos,
npo6enos n T.4.
#desktopuserlist=$(/bin/ps -ef | /bin/grep -oP 'M\w+ (2?=.xvdagent( [$))') ||
exit 0
for desktopuser 1in $desktopuserlist; do
export DISPLAY=:0
export XAUTHORITY=$(eval echo "~$desktopuser")/.Xauthority

#Get active monitors

ACTMONS=$ (xrandr --listactivemonitors | awk '/[[:alnum:]]+ +/ {print $4}' |
sort)
#Get primary monitor

PRIMARYMON=S$ (xrandr --listactivemonitors | awk '/*/ {print $4}')

#Get current and preferred display resolutions
for MON in SACTMONS
do
#Get preferred display resolution
PREFRES=$(xrandr | awk -v monpref="$MON connected" '/connected/ {p = 0} $0 ~
monpref {p = 1} p' | awk '/+/ {print $1;}' | sed -n '2~2p"')
#Get current display resolution
CURNRES=$(xrandr | awk -v moncurn="$MON connected" '/connected/ {p = 0} $0 ~
moncurn {p = 1} p' | awk '/x/ {print $1;}')
if [[ SCURNRES != $PREFRES ]1];
then
if [[ $MON == S$SPRIMARYMON ]];
then

xrandr --output S$SMON --auto
logger -p local®.notice -t ${0##x/}[$S$] "SMON primary display
change resolution to preferred SPREFRES"
else
xrandr --output $MON --left-of $PRIMARYMON --auto
logger -p local@.notice -t ${0##x/}[$$] "$SMON display change
resolution to preferred $SPREFRES and left of $SPRIMARYMON"
fi
else
logger -p local@.notice -t ${0##x/}[$$] "SMON display is already using
preferred resolution $PREFRES"

fi
done
done

" coenatb d)aﬁn MCAOTHAEMbIM:

sudo chmod +x /usr/local/bin/x-resize

Lna MacwTabmupoBaHmMa sKpaHa NPUBETCTBUA BbIMOJIHUTD:
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* 3a6/10KMpOBaTb aBTOCTapT kscreen, NepeMMeHOBAB PacLUMPEHUE UM YOAMB AaHHble dannbl U3
YKa3aHHbIX OVNPEKTOPUI: Jusr/share/fly-dm/autostart/greeter/
kscreend_autostart.desktop, /Jusr/share/fly-dm/preload/greeter/
kscreend_preload.desktop;

* coenatb CUMMBOJIbHYKO CCbIIKY Ha €pAblk AN aBTo3anycka spice-vdagent pns 3kpaHa

NnpuUBeETCTBUA!

1 sudo ln -s /etc/xdg/autostart/spice-vdagent.desktop /usr/share/fly-dm/autostart/
greeter/spice-vdagent.desktop

* nepesanycTuTb npouecc fly-dm koMaHOoM:

sudo systemctl restart fly-dm

& Ecnv dann /usr/bin/fly-monitor-hotplug.sh He 9BNSETCA UCMONHAEMbIM WU yaaneH, TO
Ha 3KpaHe NPMBETCTBUS MacLLUTabMpoBaHME He BbIMOTHAETCS.

3.5.6 . Hactpoiika BbizoBa BUpTyanbHou knasuatypbl B OC Astra Linux
HacTporika no3sonsieT oTtobpaxkaTb BUpTyanbHyt knaBuatypy B rocteBon OC Astra Linux. DTo Hy»HO
ans  cnyyaeB, korga OC He pearvpyeT Ha nepepadyy [aHHbIX C  GM3MYECKOM KNaBMaTypbl

NoNb30BaTe/IbCKOM pa6oqel71 CTaHUUNN.

[ns HacTponku oToBpaXkeHUs BUPTYalbHOM KNaBUaTypbl HY>KHO:
* B rpadmyeckom uHTepdence OC Astra Linux nepentn «3Besga - lNMaHenb ynpasneHus - Pabouni

cTon» W BbIbpaThb ApnbIk «lopsaume knasuwm Fly» (cm. PucyHok 15);
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PucyHok 15 — PacnonoxeHue sipnbika «lopsiume knasuwim Fly»
* B okHe «PepakTop ropsumx knasuw Fly» BbibpaTb cnncok «KnaBuwm ons NpunosKeHU» U HaxkaTb
3KpaHHYO KHOMKY [+] (cm. PucyHok 16);

=
M
Kop3anHa Mo & PepakTop ropaunx knaeuw Fly - keyshortcutrc

KOMMbHITER .
@anwn CnpaBka

@'*\ g . l+rPecmmo(He » 0

E=oaonavaRe Pl NeiicTBre | Tekyllas Knaeuwa | McTo4HUK
Firefox v3o6paxeHn.., oy

— 2~ [eKopaL i OKOH
(5 ?-Manenb 3aga4

2~ 3Hauku paboyero ctona

Kanbkynsatop Oduc

2 KnaewaTypa
Kealc Libreoffice Ve

> MMepeknw4aTens pabo4ux cTonos

"’ 7 MCnonb2oBaHKe NepekniovaTens paboyux cTonoe

@ >~ MaHenb noucka
Meguanneep >~ MeHi0

VLC >~ YnopagoYeHme oKoH

?- PasMeueHve oKoH
> Dokyc
>

MeHe Xep OKOH
kg KnaewWLM LNA NPUNOXEHWA

e
| ASTRA .

BbibepuTte KNaBWLWY ONA aHHOTO AEeACTBIA

@ HasmHauuTb: B8 Ctri+Al+Del [ x| He ucnonszoBath

w 5 [ Maxens ynpasnen... | -0) A~ D L en 13:52

nT, 22 MAP

PucyHok 16 — [lob6aBneHve KoMaHAbl Bbi30Ba BUPTYasIbHOW KNaBMaTypbl
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* B OKHe «Bblbop KoMaHabI» BBECTM KOMaHAY Bbi30Ba BUPTYyasbHOM KnaBuaTtypbl fly-vkbd n HaxkaTb

3KpaHHYo KHonky [[a] (cm. PucyHok 17);

Boibop KoMaHab! b4

KomaHpa: ﬂy—vkbdl I:]

| B || ommena |

PucyHok 17 — Beoa, koMaHAb! Bbi30Ba BUPTYasbHOWM K/1aBUaTypbl
* BblOE/UTb CO34aHHOE AenCcTBMe, B 06/1acT «BbibepuTe knaBuLwy Ans 4aHHOMO AENCTBUS» BbibpaTb
napameTp «HasHaunTb», HaXkaTb coveTaHue knasuw <Win> + <Ctrl> + <O> u HaxaTb 3KpaHHYO

KHonKy [[MpnMerHnTb] (cm. PucyHok 18).

cal
-
& PenakTop ropaunx knaeuw Fly - keyshorteutrc

KOoMMbTep -
dain  Cnpaeka

2y = lsrocmB@+a s

Beb-Gpayzep Penaktop
Firefox n30BpaKeHn..,

JeicTBUE Tekyuwan knaeuwa | MCTOYHMK
p— libreoffice --calc 3nekTpoHHan Tab.. cicTeMa
| (5 fly-fm Obo3peeaTent cucTeMa
é)_ fly-fm ~ [oMalHAR CTPaH... CUCTEMa
Kanbkynatop Oduc thunderbird MoyTa cucTeMa
Kcalc Libreoffice
vic My3bika cncTeMa
"_‘ gwenview H30bpaxeHus cncTeMa
@ fly-find -d Mowck cucTeMa
Meguanneep x-terminal-emulator TepMuHan cncTeMa
VLC Jusr/bin/fly-touchpad-toggle.sh MepeknioyeHre ce.. CMcTeMa
vic Bugeo crcTeMa
fly-videocamera Beb-kamepa cHeTeMa
libreoffice ——writer TeKkcToBbIM pejak... cucTeMa

firefox WWW cucTema
ksysguard --autosu Ctri+Shift+Esc cucTema
fly-vkbd Meta+Ctrl+0 nonb2oBaTent

BoifepuTe KNaeuLly ANA NaHHOMO LEACTEMA

I@ HaaHa!me:I[ﬁ Meta+Ctri+0O ] @ '3':' He ucnonezoeath

i{‘*\f MaHenb ynpasneH.. 6 H]I'qéz-j;dOAP

PucyHok 18 — Ha3HauyeHuMe coyeTaHums KnaBULL BbI30Ba BUPTYasibHOM K1aBMaTypbl

3.5.7 . Hactpoiku gns nepeHanpaBneHus NpUHTEPOB
[ns nepeHanpaBneHus NpUHTEPa AO/HKHbI ObITb BbIMOMHEHbI YC/IOBUS:

* B8 OC nonb3oBaTenbckor paboyert CTaHUMWM [O/MKEH ObiTb [00aBNEeH HYXHbIM MNpUHTEP.
MopnepxuBaeTcs nepeHanpaBieHWe MpPOrpaMMHbIX MNPUHTEPOB (HampuMmep, MNPOrpaMMHbIN
BMpTYyanbHblv NpuHTep PDF/XPS);

* B rocteBon OC BPM pomkeH ObiTb [00aBNeH HY>XHbIM MPUHTEP 4Yepe3 CYLLeCTBYHOLLYHO B

rocteBon OC ocHacTky (Hanpumep, «MeHepxep nedatn Fly» ana OC Astra Linux Special
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Edition). ns BbiOpaHHOrO NpuHTEpa AONXEH OblTb YCTAaHOBMEH ApavBep «generic raw» uau ToT

e aparBep, koTtopbii ucnonblyetcs B OC nonb3oBaTenbckor paboyert CTaHUUM.

[HobGaBneHne npuHTEpa MOXeT ObiTb BbIMNOJHEHO aNbTEPHATUBHLIM CMNOCOOOM (He 4epe3 OCHaCTKYy
rocteBont OC) ans rocteson OC Linux, anga storo:
* OTKpbITb B 6pay3epe URL-agpec: http://127.0.0.1:631/;
" MepenTM BO BKAAgKy «AQMUHUCTpUpoBaHMeE». BbibpaTb nyHKT «[o6aBuTb nNpuUHTEP» WU
aBTOPU30BaTbCS, UCMOIb30BAB JIOFMH U Naponb Ana Bxoaa B roctesyto OC;
* [JOCTYMHble NpPUHTEpPbl OyayT oOToGpakeHbl B cnucke «HanAeHHble ceTeBble MPUHTEPDI» (cM.
PucyHok 19). BbibpaTb npuHTEp ang nobaBneHus;

<« C (0 © 127.0.0.1:631/admin/ < % 0O &

B Astra Linux - Yhn OnepauvoHHbIe

CUPS.org Hauano aViWIEIap Il :ECTISM [pynnsl  Cnpaeka 3agadns  [puHTepsl

[06aBUTb NPUHTEP

[o6aBneHne npuHTepa

YcTraHoBNEHHbIE MPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)

HP Printer (HPLIP)
Serial Port #1
HP Fax (HPLIP)

HaiigeHHble ceTeBble NPUHTEPbI: Canon-MF3010 (Canon MF3010)
Canon-MF3010 @ dbriskii-ThinkPad-T14-Gen-3 (mf3010)
HP LaserJet m109-m112 (HP LaserJet m109-m112, hpcups 3.21.12)
HP LaserJet m109-m112 @ dbriskii-ThinkPad-T14-Gen-3 (HP LaserJet m109-m112)
HP LaserJet M110w (897F27) (HP HP LaserJet M109-M112)

Apyrue ceteBble NpuHTepLl: © Backend Error Handler
Mpotokon uuTepret-neyatn (http)
XocT unm npuHTep LPD/LPR
Mpotokon uHTepHeT-neyam (https)
AppSocketHP JetDirect
TMpoTokon uHTepHeT-neyam (ipp)
TpoTokon uHTepHeT-neyar (ipps)
Windows Printer via SAMBA

| Mpogonxums |

PucyHok 19 — Cnncok HanaeHHbIX CeTEBbIX MPUHTEPOB

» ybeamnTbCa, 4YTo B cTpoke «[loakntoueHme» (cm. PucyHok 20) aapec HaumHaetca ¢ «tdsk-prt»;

& HacTtporika «tdsk-prt» akTyanbHa npm nogkntoveHuu no npotokony SPICE.

< C 0 O 127.00.1:631/admin < % 0O a

B AstraLinux-Yeu.. [ OnepaunonHsie,

CUPS.org Hauano ENINETTaniGEECTEM Mpynnsl  CnpaBka 3agaHna  [puHTEps!

[06aBUTb NPUHTEP

Jflo6aBneHve nNpuHTepa

HP_LaserJet_m109-m112_hpcups_3.21.12 |
(MoXeT coiepkaTh NioGbie CUMBONELI, kpome “/*,"#" 1 npoGena)
O HP LaserJet m109-m112, hpcups 3.21.12 |
(pacwmpenHoe onucaue, Hanpumep, "HP LaserJet ¢ gynnekcHoii neuarbio”)
PacnonoxeHue:

MEeCTOpacnonoxeHue NpuTepa, Hanpumep, "Kabixer 557)
I'Iommuweuue/delenio—ports/ru.lermidesk.Prinler.0/743f92023102b144b467781762120329
CoBMecTHbI AocTyn: (] PaspewwmTs COBMECTHBII AOCTYN K 3TOMY NPUHTEPY
Mpogonxuts

PucyHok 20 - MNMpoeepka URL
* BblOpaTb MOAENb NMPUHTEPA M3 CAMCKA (cm. PucyHok 21) MM MCMONb30BaTh (ain apariBepa NpuUHTepa
PPD;
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<« C (0 © 127.0.0.1:631/admin < % 0O a

B Astra Linux - Yiu OnepauvoHHbie.

ICUPS.org Havano RViWETTwpsllhbECHE Mpynnbl  CnpaBka 3agaHua  [puHTepbl

[06aBUTb NPUHTEpP

Jo6aBneHne npuHTepa

Hassanue: HP_LaserJet_m109-m112_hpcups_3.21.12
Onucanue: HP LaserJet m109-m112, hpcups 3.21.12
Pacnonoxenue:
Moakntoyenwe: tdsk-prt//devivirtio-ports/ru.termide sk.Printer.0/743fe2023102b144b4c7781762120329
CoBMeCTHbIV A0CTYN: HeT COBMECTHOrO 0CTYNa K 3TOMY NpUHTepY
Coapatk: HP | Buspars apyrywo moens |

. [ TEseTTer TpCupS TZETTeTy =
Moaent: (o | - eriet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m109-m112 hpijs, 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)

WK Menonb3oBath (aiin PPD: | Busepite daiin | Paiin He Bui6paH g

PucyHok 21 - Bbibop Moaenu npuHTepa

* 3aBepKTb fobaBneHMe NpuHTepa.

Ecnu cnmncok «HanaeHHble ceTeBble NPUHTEPbI» NYCT:
& HacTtporika akTyanbHa npu nogknatodeHmnn no npotokony SPICE.

* BblOpaTb 3HaveHue «Termidesk Virtual Printer» B cnucke «[pyrve ceTeBble NPUHTEPBI» (cM.
PucyHok 22);

<« C {0 ® 127.0.0.1:631/admin/ < % 0O &

B AstraLinux-Yau.. B OnepauwmoHHsie.

CUPS.org Hauano AHUIEPIaJ7G:ECTE pynnel  CnpaBka 3agaHua  [puHTepbl

[o6aBUTbL NpUHTEP

Jo6aBneHune npuHTepa

YcTaHOBMEHHbIE NPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)
Serial Port #1
HP Printer (HPLIP)
HP Fax (HPLIP)
HaiiieHHble ceTeBble MPUHTEpPbI:

Apyrue ceTeBble NpUHTEPbI: Backend Error Handler

O Npotokon uutepHeT-neyat (http)
XocT nam npuHtep LPD/LPR
Mpotokon uxtepHeT-neyaty (https)
MpoTokon uHTepHeT-neyaty (ipps)
AppSocket/HP JetDirect
MpoTokon uHTepHeT-neyaty (ipp)
Windows Printer via SAMBA

—>» ® Termidesk Virtual Printer

Mpogonxus |

PucyHok 22 - Bbibop gpyroro ceteBoro npuHTepa

" nepenTn K MHTepdency KOMaHAHOM CTPOKU (OTKPbITb NporpaMMy « TepmuHan Fly») u BbINONHUTDL:

1 cd /usr/1lib/cups/backend
2 sudo ./tdsk-prt

* BbIOpaTb aApeC HY>XXHOIO MPUHTEPA M CKOMMPOBaTb ero B none «loakntoueHne» B bpaysepe;
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& C d ® 127.0.0.1:631/admir < % 0O &

B Asvralinux-Yan.. B OnepaunonHsie...

CUPS.org Havano EUTETIaiWLEECIEE Mpynnbl  CnpaBka 3agaHna  [MpuHTepbl

[loGaBuUTb NpUHTEpP

Jo6aBneHue npuHTepa

HDAKIIIO‘leHMeiltdskrpn Il/devlvirtio-ports/ru.termidesk_Printer.0/743fe2023102b144b4c 7781762120329 I -~
Mpumeps!:

http://hostname:631/ipp/
http://hostname:631/ipp/port1

ipp://hostname/ipp/
ipp://hostname/ipp/port1

1pd: //hostname/queue

socket : //hostname
socket : //hostname: 9100

CwmoTpuTe pazgen “CeTeBble NPUHTEPLI” /17 BbIACHEHUA NPABU/LHOTO aApeca Ballero NpUHTepa.

Mpogonxws |

PucyHok 23 — [lobaBneHue agpeca npuHTEpa
* 33BepWUTb [L0DOaBNeHWE MPUHTEPa aHaJIOrMYHO OMMCAaHWIO Bbille, KOrga Cnucok «HanaeHHble

ceTeBble NPUHTEPDLI» Ccoaep>Kan 3anucu.

[ob6aBneHHbIM NPUHTEP AO/MKEH OTOOPasUTbCS B MeHemkepe nedvatu (Hanpumep, «MeHemoykep neyaTu

Fly») rocteson OC.

Mpu nepeHanpaBneHMM NpUHTEPA M3 NONb30BaTeNbCKOM paboyen ctaHumm Ha OC Microsoft Windows B

BPM Ha OC Microsoft Windows gocTynHbl cnepyroLime KOHOUrypaumm opanBeepos:
& HacTtponka akTyanbHa npu nogkntoueHnn no npotokony RDP.

* MCMONb30BaHME HATMBHbIX ApalBepOB: YCTAHOBKA HATMBHbIX APalMBEPOB Ha MO/b30BaTE/IbCKOM
paboyen cTtaHummM M BPM nosgonsetr ucnonb3oBaTe Becb GYHKLMOHaAN nNpuHTEpa, BKJHOYas
[OBYCTOPOHHIOKO ne4vaTb. [N KOPPEeKTHOro mnepeHanpaBneHMs MpUHTEpa BEpPCUM OpanBepoB
[OMKHbI COBMNaaaTh;

" MCNOJIb30BaHME YHMBEpPCasbHOro gpareepa Microsoft Software Printer Driver: yHuBepcanbHbIN
ApanBep no3BosseT nsbexkaTb YCTaHOBKM ApavBepoB 4SS KaXkaoro npuHTepa. MNpu 3Tom apansep

nognep>XmnBaet ToOJIbKO OAHOCTOPOHHKOKO MeYaTb.

Ons  wvcnonb3oBaHMA  YHMBEPCA/IbHOrO JpaviBepa Ha MOJIb30BAaTENIbCKOM  paboyer CTaHuuM C
YCTaHOB/IEHHbIM no Termidesk  Viewer HY)XHO  CO34aTb NnepeMeHHYH OKpY>KeHUS
TDSK_RDP_PRT_UNIVERSAL. [na nepeHanpaBneHus npuHTepa C UCMOSb30BaHUEM HATMBHOMO ApamBepa

nepemMeHHyr HY>XHO yaainTb.
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4. NOCTABLUMUKUN PECYPCOB

4.1 . O6bwue cBepeHUS O NOCTaBLUMKAX pecypcoB

MocTtaBwmk pecypcoe - 310 OC, nnatdopma BupTyanusauumM WM  TEPMUHANIbHLIA  CepBep,
NpeaoCTaBNAOLLME BblUMCIUTEIbHbBIE MOLLIHOCTM, PECYPCbl XPaHEHMS AaHHbIX, @ TAKXKE CETEBbIE pecypchbl

ons pasMelleHus PM.

Moppep>kka HEKOTOPbIX MOCTABLUMKOB PEeCypCcoOB MOXET A00aBNATbCS B PeXMME IKCMEpPUMEHTaNbHbIX
DYHKUMN.
B Termidesk nopnep>kmsatotca cnepytowme nocTaBLMKM peCYpPCOB:

* [1K CB bpecT (Tonbko gns BapuaHTa nmueHsnpoBaHus Termidesk VDI);

* nnatdopma VMmanager (Tonbko ans BapuaHTa nmueH3nMpoBanus Termidesk VDI);

* nnatdopma zVirt (Tonbko ans BapuaHTa nmueH3mMpoBaHus Termidesk VDI);

* nnatdopma oVirt (Tonbko ans BapuaHTa nuueHsnposaHus Termidesk VDI);

* nnatdopma PEL Buptyanusaums (Tonbko ans BapuaHTa nmueHsmMpoanus Termidesk VDI);

* Openstack (Tonbko ans BapmaHTa nuueHsmposaHua Termidesk VDI);

* nnatdopma VMware vSphere (Tonbko ans BapuaHTa nnueHsnpoBaHusa Termidesk VDI);

* aBTOHOMHasa MalUMHa (TOMbKO A5 BapuaHTa anueHsnposaHms Termidesk VDI);

* TepMuHanbHbin  cepeep (MS RDSH wnu  STAL), nogkntoyaembit 4epe3  dbyHKUMOHAN

MeTanocTaBLUMKa (TONbKO Ans BapuaHTa nuueHsnposaHus Termidesk VDI);

* TepMUHanbHble cepBepbl MS RDSH 1 STAL.

Beb-uHTtepdenc Termidesk ¢ yctaHoBneHHou ponbto «[lopTan agMuMHUCTpaTopa» obecrneymBaeT
cnegytoLme onepaumm yrnpasneHus nocTaBLLMKaMN peCypCoB:

» fnobasrieHue;

* pefaKkTUPOBaHME;

* yaaneHue;

= Texobcny>kuBaHwe;

* MPOCMOTpP CBEAEHUN;

* opraHmsauus wabnoHa PM.

Ons pno6asneHma B Termidesk nocTaBwmka pecypcoB agMuHucTpaTopy Termidesk cnepyeT nepenTu
«KoMnoHeHTbI - [ocTaBLLMKKN pecypcoB», 3aTeM HaxkaTb Ha 3KpaHHYto kHonky [Co3patb] 1 BbIOpaTh U3
BbIMaAatoLLEro CANCKa HYy>XKHbIM BapuaHT.

Kaxkabl MNOCTaBLUMK pecypcoB OMWCLIBAETCA MNepeyHeM MapameTpoB, Tpebyembix Termidesk pnns
nonyyYeHuss MAEHTUPUKATOPOB CYObEKTOB U MHbOPMaLMM O nonHomouusix. [poBepuTb KOppeKTHOCTb

YKa3aHHbIX MapaMeTpoB MOXXHO NMpu nomMoLin 3KpaHHOlZ KHOMKU [TECT], paCI'IOJ'IO)KEHHOVI B TOM >Xe OKHe.
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Ons  coxpaHeHWss napamMeTpoB KOHMUrypaumMm HeobXOOMMO UCMOMb30BaTb 3KPaHHYK  KHOMKY
[CoxpaHuTs].
[ns pepakTnpoBaHus MHGOpPMaLMK O CO3AaHHOM MOCTaBLUMKE pecypcoB cnenyeT nepentu «KoMnoHeHTbI
- MocTaBLMKM pecypcoB», 3aTeM BblbpaTb HEOOXOAMMOro MOCTABLLMKA U HaXKaTb Ha SKPaHHYH KHOMKY
[U3meHuTD].
Ons ypaneHus co3paHHOro MocTaBLUMKa pecypcoB crepyeT nepentu «KommoHeHTbl - [MocTaBLumku

pecypcoB», 3aTeM BbIOpaTb HEOBXOAMMOro NMOCTaBLLMKA U HaXKaTb Ha IKPaHHYO KHOMKY [YaanuTe].

A TlocTaBLMK pecypcoB MOXET ObITb yAa/IeH TOJIbKO B TOM C/ly4yae, eC/iM Ha HEM He MPOU3BOAUTCS
pa3MeLleHue ¢poHaos PM.

4.2 . NobaeneHue nocraewmka pecypcos MK CB Bpecr

4.2.1 . MonyueHue n pobaeneHue daiina keytab
Keytab-ainbl ncnonb3yoTca Ans ayTeHTUdMKauMmM B CMCTeMax, UCMoNb3yowmx MexaHusm Kerberos.
Ons nonyyeHus keytab-daina Ha KOHTponnepe AoMeHa W 006aBAEHMS ero Ha cepsep, rae YCTaHOBNeH

Termidesk, HeobxoaMMO BbINONHUTbL PAL, AEUCTBUN.

Lencteua Ha KOHTponnepe goMeHa (Hanpumep, FreelPA):
* MONYYUTb JOCTYN K KOHTPOJINEPY AOMEHA B PEXUME UHTEPdENCa KOMaHAHOM CTPOKM;
* nony4ynTb kerberos-ticket ANna nNonib3oBaTens C NOJHOMOYUSIMU agMUHUCTPATOPa AOMEHA Mpwu

noMoLKnN KOMaHAbl:
sudo kinit admin
® BbINOJIHUTb KOMaHAY ONA ,D,O6aBJ1€HVIFI y3na:
sudo ipa host-add --force --ip-address=192.0.2.30 disp.termidesk.local

roe.

-—force - dnar g NpUHYAMTENIbHOMO CO3AaHUS;
--ip-address - 3agaHue IP-agpeca uenesoro ysna;
192.0.2.30 - IP-agpec cepBepa, roe yctaHosneH Termidesk,

disp.termidesk.local - MHuMbIM FQDN y3na B Tekywem gomeHe (B npumepe termidesk. local)

’

& 3pecb n panee npumepsbl |P-anpecos npueeaeHbl B cootBeTcTBMM ¢ RFC 5737, YkasaHHbie |P-
agpeca AOMXKHbI GbiTb 3aMeHeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMacHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKType opraHM3aLmu.
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MHumMbIi FQDN 03HauyaeT, 4To OH He 00si3aTeNIbHO AO/MKEH ObiTb MPUBSI3aH K AEUCTBUTENIbHO
CYLLECTBYOLLEMY Y311Y.

®" BbINOJHNTb KOMaHA4Y ,EI,O6aBJ'IEHMF| CJ'Iy)K6bI Ang HOBOro CeEpBUCHOINO akKKayHTa:
sudo ipa service-add HTTP/disp.termidesk.local
* co3paTb hann termidesk.keytab Ans cepBMCHOro akkayHTa:

sudo ipa-getkeytab -s freeipa.termidesk.local -p HTTP/disp.termidesk.local -k /home/user/
termidesk.keytab

rpoe.
-s freeipa.termidesk.local - 3agaHne FQDN cepsepa-koHTponnepa nomeHa FreelPA;
-p HTTP/disp.termidesk.local - yka3zaHMe paHee CO30aHHOMO CybobeKTa-Cny>kbbl;

-k /home/user/termidesk.keytab - coxpaHeHue B pann termidesk.keytab;
& HeBaxHo, ons kakoro y3na co3gaH keytab, HeOBGX0AMMO CaMO ero Hanmuue.

* nepegatb  MOJIyYeHHbIM  dann termidesk.keytab Ha y3en Termidesk, Hanpumep,

BOCMOJ/1b30BaBLLUNCb KOMaH,EI,OIZZ
sudo scp termidesk.keytab localuseruser@l92.0.2.30:termidesk.keytab

roe:
localuser - uMMsa NoSb30BaTENS LENEBOrO y3Na;

192.0.2.30 - IP-agpec cepsepa, roe yctaHoBneH Termidesk.

Mocne nepegaun damnna Ha y3ne Termidesk He06X0AMMO BbIMOMHUTL CNEAYIOLLEE:

* nepemMecTuTb hann termidesk.keytab B kaTanor /etc/opt/termidesk-vdi:
sudo mv /home/user/termidesk.keytab /etc/opt/termidesk-vdi/

* cpenaTb BnagenbLeM 3Ttoro danna nonb3osatens termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/termidesk.keytab

" nepe3anycTuTb CNyXxby termidesk-vdi:

sudo systemctl restart termidesk-vdi

4.2.2 . MNepeyeHb NapaMeTpoB Ana AobasneHUs
Ona po6asneHus cneayet nepentn «KomnoHeHTbl - lMocTaBWMKM pecypcoB», Ha)kaTb Ha 3KPaHHYHO

kHonky [Co3paTb] v BbIGpaTh 13 BbinapatoLero cnucka «MK CB bpecT».

Bbinyck ot Hos16ps 2024 57



@ TERMIDESK

CNET.10001-01 90 02

3aTeM 3anonHUTL AaHHble, NepevncneHHble B ctonbue «MapameTp» cneaytoLuent Tabnuupl (cm. Tabnuua 4).

Tabnuua 4 — DanHble ans nobasneHmsa noctaslmka pecypcos MK CB bpect

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYpPCoB
«KoMMeHTapumn» MHbopmaumoHHoe coobLLeHMe, UCMONIb3YyeMOE 4151 ONMUCAHUS Ha3HAYeHUs!

MOCTaBLLMKa PecypcoB

«Bepcusa MK CB bpect»

Bbi6op Bepcuun ycTaHOBNAEHHOM NAaTGopMbl BUPTYanumsaLmm

«Apnpec cepeepa»

IP-apgpec nnu gomeHHoe MM GPOHTaNIbHOM MaLUUHbI NMAaTdOPMbI
BMpPTYyanusaumm

«domeH» UpeHTndukatop obnactu Kerberos ans ayteHTudmkaumm.
Ecnu MK CB Bbpect ucnonb3yeTtcs B CEpBUCHOM peXKMMe, TO MapaMeTp
MOYXHO He 3amnonHATb

«Keytab» MyTb Kk arny c kNOYaMK 4151 CEPBUCHOMO akKayHTa (MONyYeHHbIM paHee
termidesk.keytab, /etc/opt/termidesk-vdi/termidesk.keytab).
Ecnu MK CB BbpecT ucnonb3yeTcs B CEPBUCHOM peXUMe, TO MapameTp
MOXHO He 3ano/HATb

«[lMopT» Homep nopta gna nogxntoueHus k APl nnatdopmbl Buptyanusaumu. Mo

YMONYaHUIO Ucnonb3yeTcs NopT 2633, ecnu Ha nnaTdopme BUPTYyanmsaumm
He 6blNI0 YKa3aHo UHOe

«WMcnonb3oBaTtb SSL»

BkntoueHune ucnonb3osaHms npotokona SSL

«[Mposepka SSL»

BkntoueHune cTporon nposepku SSL

«3anyck BM oT umeHu cnykebHoro
rMoNb30BaTeNsN»

MepekntoyaTens ans 3anycka BM Ha nnatdopme BUpTyanmsaumm ot UMeHU
cnyxebHoro nonb3oBaTensi. Ecnv aaHHbIM NapamMeTp akTUBMPOBaH, TO
napameTpsbl «Jeneraums 3anycka BM», «JloruH penerata», «Maponb
[enerata» HaCTpaMBaTb He HY>KHO.

Mpu akTUBaUMM NapameTpa NpoBepka ayTeHTUbMKaLMK kerberos
(termidesk.keytab) He npon3BoAnNTCSA, NPOBEPSIETCA TOMbKO AOCTYMNHOCTb
NoCTaBLLMKa PECYPCOB M €ro Bepcus

«JlornH» Cy61beKT, MMeloLmiA NOSTHOMOUMS A9 yNpaBneHus nnathopmon
BUPTYanm3auum

«[Maponb» Maponb cybbekTa C MONHOMOUUAMM A9 YMPaBNeHUS NNaThopMoi
BMpPTYyanmsaumm

«TokeH» DNIEKTPOHHbIN KU CyBbekTa C MOHOMOUYUAMM A9 YMPaBNEHUS

naaThopMor BUpPTyanmsaumm, KOTOPbIN HY>KHO CKOMUPOBaTb M3 MHTepdeinca
ynpasneHus nnatdopmon BupTyanusaumu. [lna storo cnepyet 3aitu B
UHTepdelic ynpasneHus nnatdopmMon BUPTYanum3aLmMm C NOMOLLbIO JIOFUHA U
naposis yKasaHHOro Nnonb30BaTens, B rTaBHOM MEeHIO pa3BepHyTb pasaen
«System» u BbIbpaTb cTpoky «Users». B nosBuBLLEMCS OKHe BbibpaTh
yKa3aHHOro Mnonb30BaTens, NepenTun Ha BKNaaKy «Auth» 1 HaxkaTb
3KpaHHyto kHornKy [Manage login tokens], B nosiBuBLuevics popme
CKOMMPOBaTb 3HaYyeHuWe u3 nons « Token»

«[eneraumsa 3anycka BM»

BkntoueHue genervpoBaHus npas Ha 3anyck BM Ha nnatdopme
BMpPTYyanu3aumm ApyroMy rnosb3oBaTesnto

«JloruH generata»

Cyb1bekT, KOTOpoMy Aenernpyetcs npaeo Ha 3anyck BM Ha nnatdopme
BMpTYyanusaumm

«[lMaponb penerata»

Maponb cybbekTa, KOTOPOMY AenernpyeTcs npaeo Ha 3anyck BM Ha
nnatcdopme BUPTYanmn3aLmm
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MapameTtp

OnucaHue

«[Moarotaenueatb BM ogHoBpemMeHHO»

MakcumanbHoe uncno BM, cozpaBaembix anist Bcex GoHAOB NMOCTaBLLMKA 33
OfHY NPOBEPKY NepUOANYHOCTLIO «MIHTepBan NpoBepoK Kalla paboumx
MecT» (cM. nogpaspen Obwme cucteMHble napaMeTpbl Termidesk).
MpumMep: pns nocTaBLUMKa pecypcoB co3faHbl 4 boHAaa, B

napameTpe «lNoarotaenueate BM ogHoBpemMeHHO» 3agaHo «10», B
napameTpe «MHTepBan npoBepok K3La paboumx MecT» 3aaaHo «19». Toraa
3a ogHy nposepky (kaxable 19 cekyHn) 6yneT co3paHo He 6onee agyx BM
Ans Kaxxporo ¢hoHAa (418 pacyeTa HY>KHO BbIMOJIHUTL LeSIOYUCIEHHOE
nenerHve 10 BM Ha 4 doHaa)

«Ypanate BM ogHoBpemMeHHO»

MakcumanbHoe uncno BM, yaansembix ans Bcex hoHA0B NOCTaBLLUMKA 33
OAHY MPOBEPKY MEPUOAMUHOCTbIO «MHTepBan NpoBepku 415 yaaneHums
obbekToB» (cM. noapazgen O6wume cucteMHble napameTpbl Termidesk)

«Bpems oxmaaHua»

MakcumanbHoe BpeEMA OXXMUOaHUA (B CEKyH,EI,aX) OTKNINKa OT I'IJ'IaTd)OprI
BUpPTyanmsauumm

A HeobxoanMo 3apaTb MepeynciieHHble NapaMeTpbl TakMM 06pa3oM, 4Tobbl MCnonb3oBancs Nmbo
3anyck BM ot umeHn cnykebHoro nonb3oBaTens (HasHavaeTcs napameTp «3anyck BM ot
MMEHU CNy>KeBHOro nosb3oBaTensi»), AMbBO 3anyck OT MMEHW MoJib30BaTeNsi-AeneraTa
(Ha3HauatoTca napameTpbl «Oeneraums 3anycka BM», «Jlorun penerata», «lMaponb penerata»).
Mcnonb3oBaTb 04HOBPEMEHHO 06a TMMNa 3amnyckKa 3arnpeLueHo.

Ons ynpasneHmna nnatdpopmon K CB bBpecT cybbekT [omkeH WMeTb NPUBWUIIENMU, YKasaHHble

B Tabnuue (cm. Tabnuua 5).

Tabnuua 5 - MepeueHb npusunerun ana ponu B NK CB bpect

MyTb K NpuBUNErKK

TpebyeMble HaCTPOMKM

«Cucrema - [pynnbi»

Cozpatb rpynny «termidesk», ycTaHOBMB HacTpOMKM:
* Ha Bknaake «[lMpeactaeneHue»:
e OTKJ/IHOUYUTb NPEefoCTaBNEHWNE BCEX NPUBUNETUIA;

* Ha Bkaake «[paBa» NpefoCTaBUTbL NPUBUIETUN:
« BM;
e 0b6pasbl;
e 1WabnoHbI

«Cucrema - NMonb3oBaTenm»

CoznaTb nonb3oBatens «termidesk-tech» n no6asuTb B rpynny
«termidesk»

«XpaHunuwa - Obpasbi»

B pasgene «Bnageneu» Ha3zHauuTb:

* «Bnapeneu» - «termidesk-tech»;
= «[lpynna» - «termidesk»

«LWabnoHbl - BM»

OTpenakTupoBath WabnoH BM:

* nepenTu: « XpaHunuwe - PaclumpeHHble HaCTPOMKM -
O6pas»;

» B cTpoke «MMsa nonb3oBaTens Bnagenbua obpasa» ykasarb
HY>XHOrO Mosb30oBaTens;

* 06HOBUTH WabnoH BM
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4.3 . Nob6aeneHue nnatdopmsbl oVirt/RHEV

Ons pobasneHus cnepyet nepentv «KoMnoHeHTbl - [loCTaBLWMKKM pecypcoB», 3aTeM HaXkaTb Ha
akpaHHyto kHonky [Cosgatb] 1 BbIGpaTh 13 BbinagatoLLero cnucka «lMnatdopma oVirt/RHEV ».
& Tnatdopma oVirt Bepcun 4.0 n Bbile Noaaep>xuBaeT MHTerpaumto ¢ Termidesk 6e3 ycTaHOBKM
LOMONHUTENbHbIX NMaKeTOB.

Lns koppekTHOM MHTerpaummn Termidesk ¢ nnatdopmon oVirt Bepcum Huke 4.0 HY>KHO:
* Ha xocT oVirt Node ycTaHOBUTb [OMOMHUTENbHbIM NakeT termidesk_zVirt_hook-

<BepcuaA>-zvirt.noarch.rpm:
rpm -i termidesk_zVirt_hook-<Bepcua>-zvirt.noarch.rpm
* repe3anyCcTuUTb CepBUC ovirt-engine:
service ovirt-engine restart

* Ha ynpasnswowen BM nnatdopmbl oVirt yéegutbcs, 4To KaHanbl ru.termidesk.PCSC.0,
ru.termidesk.Printer.o, ru.termidesk.RealtimeStreaming.o,

ru.termidesk.tvm.® oToBpa)keHbl B BbIBOJE KOMaHAbI:

ls /dev/virtio-ports

3aTeM 3anonHUTbL AaHHble, nepevncineHHble B ctonbue «lMapameTp» cneaytoLuent Tabnuupl (cm. Tabnuua 6).

Tabnuua 6 — anHHble ana nobasneHmsa nnatdopmol oVirt/RHEV

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMoe /151 ONUCAaHUS Ha3HAYeH st

MOCTaBLLMKa PecypcoB

«Bepcus oVirt» Bbi6op ucnonbsyemor sepcum oVirt
«Appec oVirt» IP-appec unun foMeHHOe UMsi NNaThopMbl BUPTYanusaumm
«JTorun» Cy6beKT, MMerLLMIA MOTHOMOYMS 419 YNpaBneHus nnaThopMon

BUpTyanusaumu. YkasbiBaeTcst B popMmaTe: login@internal

«I'Iaponb» Ha60p CMMBOJIOB, I'IOLI,TBep)Kﬂ,aPOLLI,Mﬁ Ha3Ha4yeHMe NOSIHOMOYMUM

«[Moarotaenueatb BM ogHoBpemMeHHO» MakcumanbHoe uncno BM, cozpaBaemMbix ans Bcex hoHA0B NOCTaBLUMKA
3a 0AHY NPOBEPKY NEPUOANUYHOCTLIO «VIHTepBan NpoBepokK Kalwa paboumx
MecT» (cM. noppasgen O6wme cucteMHble napameTpbl Termidesk).

Mpumep: pna nocTaBLUMKa pecypcoB co3gaHbl 4 dpoHaa, B

napameTpe «[Moarotaenueate BM ogHoBpeMeHHO» 3agaHo «10», B
napameTtpe «MHTepBan NpoBepok K3La paboumx MecT» 3a4aHo «19».
Torpa 3a ogHY npoBepky (Kaxkable 19 cekyHp) byaeT co3naHo He 6onee
AByx BM ans kaxaoro ¢poHaa (ons pacyeta HYXKHO BbINOMHUTb
uenouncneHHoe geneHune 10 BM Ha 4 doHpa)
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Mapametp

OnucaHue

«Ypanate BM ogHoBpemMeHHO»

MakcuManbHoe uncno BM, yaansembix ans Bcex ¢hoHAO0B NOCTaBLUMKA 33
0fHY NPOBEPKY NepUoaNYHOCTbIO « MHTepBan NpoBepKM ANa yaaneHus
ob6bekToB» (CM. nogpasnen O6wue cucteMHble napameTpbl Termidesk)

«Bpems oxmaaHua»

MakcumanbHoe BpeMA OXXUOaHUA (B CEKyH,EI,aX) OTKJIKa OT FU'IaTd)OprI

BUPTYyannsaumum

Lna nnatdopmbl oVirt cybbekT fOMKEH UMETb NPUBUIIENNU, YKa3aHHbIE B Tabauue (cm. Tabnuua 7).

(® B obuwem cnyyae HasHadeHWe ponen BbIFNAAMT Cheaylowmm obpa3om: Ha cepsepe oVirt

CO30aeTCd nonb3oBaTeslb

(Hanpumep, «termidesk»), co3paetca ponb (B pamkax oVirt

ynoTpebnsieTcs TepMuH «posb») («termidesk»). lMonb3oatento «termidesk» BbioaeTca ponb

«termidesk».

Cosmatb ponb «termidesk»

ObiCTpee ¥ nMpolle 4Yepes KOMUPOBaHME CYLLECTBYHOLLEN:

«PowerUserRole» (Heobxoanmo nepenTtun B rpadumyeckoM mHtepderice oVirt B «Administration -
Configure - Roles, BbibpaTb ponb «PowerUserRole» u Haxatb [Copy], MU3MEHUTb HaMMEHOBaHUS
Ha «termidesk»). Co3gaHHyO ponb 3aTeM M3MEHUTb, A06aBMB OTCYTCTBYHOLLME MPUBUIETUU B

COOTBETCTBMU C TabNULEN.

& Ponb «termidesk» ¢ ykasaHHbIMU NPUBMAErUSMU NOAXOAUT TONbKO ANa ynpasneHuss BM, oHa He
MMeeT MpaB AOCTyMa Ha aAMUHUCTpUpoBaHue oVirt.

Tabnuua 7 - lNMepeyeHb npuunerun gna ponv B oVirt

Tun npuBunerui

HavnmeHoBaHWe npuBuneruia

«System»: «Configure System»

«Login Permissions»

«Network»: «Configure vNIC Profile»

«Assign vNIC Profile to VM»

«Template»: «Provisioning Operations» «Create»
«Delete»

«VM»: «Basic Operations» «Reboot VM»
«Reset VM»
«Stop VM»

«Shutdown VM»
«Hibernate VM»
«Run VM»
«Change CD»

«VMpx»: «Provisioning Operations»

«Create»
«Create Instance»
«Delete»

«Disk»: «Provisioning Operations»

«Create»
«Delete»
«Attach»
«Access Image Storage Domains»

«Disk»: «Disk Profile»

«Attach Disk Profile»
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4.4 ., Nob6aeneHwe nnatgopmbl zVirt

Ons pobasneHus cnepyet nepentv «KoMnoHeHTbl - [loCTaBLWMKKM pecypcoB», 3aTeM HaXkaTb Ha

3KkpaHHyto kHornky [Co3paTk] 1 BbIbpaTh 13 BbinagatoLlero cnucka «MNnatdopma zVirt».

& [na koppekTHoM uHTerpauum Termidesk c nnatdopmont zVirt Hy>xHo:
* YCTaHOBUTb Ha BCex xXocTax nakeT vdsm-hook-gemucmdline:

sudo dnf 1dinstall vdsm-hook-gemucmdline
" eC/ih NakeT He Haf/'lﬂ,eH, HY>XHO BbIMOJIHUTb aKTUBaLUUIO:
sudo dnf config-manager --enable "zvirtx"

M NOBTOPUTb YCTaHOBKY.
3aTeM Ha ynpasnsitowen MawmHe («HostedEngine»):

®" BbINO/IHUTb:

sudo engine-config -s "UserDefinedVMProperties=gemu_cmdline=".*S$"

* Ha 3anpoc Bbibopa BepcumM BbibpaTb 4.6 UNU BblLLE;

® BbINO/JHNTb Nepe3anyck CJ'Iy)K6bII
sudo service ovirt-engine restart

Lanee nogrotoBuTb 06pa3 BM, 3aTeM BbINONHUTL 4151 HErO:
" MepevTM B MEHIO peaakTUpOBaHWS CBOMCTB obpasa HaxaB 3kpaHHyt kHorky [Edit]. B

paszgene «Console» akTnBuposatb nyHkTbl « USB Enabled» n «Smartcard Enabled»;
* nepenTtun B pasgen «Custom Properties». B npaBoM MeHI0 Ha)kaTb Ha BbINagaroLLMA CAMCOK
«Please select a key...». Bbibpatb «gemu_cmdline» u B cocenHem none BBeCTU

(obsa3aTeNIbHO C COXpaHEHWEM KBaApaTHbIX CKODOK):

["-device", "dich9-intel-hda",

"-device", "hda-duplex",

"-device", "nec-usb-xhci,id=xhci",

"-device", "usb-host,hostbus=2,hostport=3,id=usb23",

"-spice", "jpeg-wan-compression=always",

"-device", "virtio-serial",

"-chardev", "spiceport,id=WebDavPort,name=org.spice-space.webdav.0",

"-chardev", "socket,path=/tmp/termidesk/
tvmd.sock,server=off,reconnect=1,mux=on,id=ru_termidesk_tvm",

"-device", "virtserialport,chardev=ru_termidesk_tvm,name=ru.termidesk.tvm.0",

"-chardev", "spiceport,id=RealtimeStreamingPort,name=TDSK_STREAM",

Bbinyck ot Hos16ps 2024 62



@ TERMIDESK CJIET.10001-01 90 02

"-device",

"virtserialport,chardev=RealtimeStreamingPort,name=ru.termidesk.RealtimeStreaming.0

n
’

"-chardev", "spiceport,id=PrinterPort,name=TDSK_PRINTER",

"-device", "virtserialport,chardev=PrinterPort,name=ru.termidesk.Printer.0Q",
"-chardev", "spiceport,id=SmardCardPort,name=TDSK_PCSC",

"-device", "virtserialport,chardev=SmardCardPort,name=ru.termidesk.PCSC.0"]

* Ha)xaTb 3KpaHHYo kHomky [OK] n coxpaHuTb n3MeHeHuUs.

3aTeM 3anonHUTbL AaHHble, NepevncineHHble B ctonbue «MapameTp» cneaytoLuent Tabnuupl (cm. Tabuua 8).

Tabnuua 8 — NaHHble ansa nobasneHmsa nnatdopmol zVirt

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAaMMEHOBaHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe A1 ONUCaHUS Ha3HaYeHus

NOCTaBLUMKa PECYpPCOB

«Bepcusa zVirt» Bobi6op ucnonbsyemoi Bepcun zVirt
«Appec zVirt» IP-appec nnu poMeHHoe UMsi NnaThopMbl BUPTYanm3aumum
«JTorun» Cy6beKT, MMeroLUI NOTHOMOUUS A8 YNpaBAeHUs NNaThopMoi

BUpTyanusaumun. YkasbiBaetcs B dopmate: login@internal

«[Maponb» Habop cuMBOnOB, NOATBEP>KAAOLLMIA HAaZHAYEHME MOTHOMOYNIA

«[Moarotaenueatb BM ogHoBpemMeHHO» MakcumanbHoe yncno BM, cozpaBaeMbix ans Bcex hOHA0B NOCTaBLLMKA 3a
OAHY NPOBEPKY NepUoaMYHOCTLIO «MIHTepBan NpoBepok Kala paboumx
MecT» (cM. nogpasaen Obwme cucteMHble napameTpbl Termidesk).
Mpumep: ans NocTaBLUMKa PecypcoB co3aaHbl 4 boHAaa, B

napameTpe «[lMogrotaenneate BM onHoBpeMeHHO» 3agaHo «10», B
napameTpe «MHTepBan NpoBepok K3Lla paboumx MecT» 3agaHo «19». Toraa
3a ogHy npoBepkKy (kaxapble 19 cekyHa) 6yneT co3paHo He bonee apyx BM
NS Kaxaoro doHAa (Ans pacyeTa HY>XXHO BbIMOJHUTb LIeNIOYUCTIEHHOE
nfenerve 10 BM Ha 4 doHaa)

«Ypanate BM ogHoBpemMeHHO» MakcumanbHoe yncno BM, yaansembix gna Bcex ¢hoHA0B NOCTABLUMKA 3a
OZHY NMpPOBEpPKY NepuoanyHOCTbio « MHTepBan NpoBepku AN yaaneHus
obbekToB» (CM. nogpazzsen O6wue cucteMHble napameTpbl Termidesk)

«Bpems oxupaHusa» MakcuManbHoe Bpems oxXunaaHus (B ceKyHaax) oTKIMKa oT naatdopMmbl
BUPTyanm3auuu

4.5 . Nob6aeneHne nnatdopmbl «PEL, Buptyanusaumsa»

Ons pobasneHus cnepyet nepertv «KoMnoHeHTbl - [lOCTaBLWMKM pecypcoB», 3aTeM HaXkaTb Ha

3kpaHHyto kHonky [Co3paTtb] 1 BbIOpaTh U3 Bbinagatowero cnucka «lMnatpopma RED Virtualization».

& [na koppektHon wuHTerpaummn Termidesk c nnatpopmon «PEL BupTtyanusaums» HyxHO
YCTaHOBUTb Ha BCex XOoCTax nakeT vdsm-hook-gemucmdline:

sudo dnf 1dinstall vdsm-hook-gemucmdline
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e
~

3ateMm Ha ynpasnsatowen BM («HostedEngine»):
* BbIMOJIHUTD!

sudo engine-config -s "UserDefinedVMProperties=gemu_cmdline=".x$"

* Ha 3anpoc Bbibopa Bepcum BbibpaTh 4.6 UK BbiLLE;

* BbIMOJHUTbL Nepe3anycK Cayobl:
sudo service ovirt-engine restart

Hanee nogrotoBuTb 06pa3 BM, 3aTem BbINONAHUTL 419 HErO:
" NepenTW B MEHIO pefakTUpOBaHWS CBOMCTB obpasa HaxaB 3KpaHHyk kHorky [Edit]. B

paszene «Console» aktuemposatb NyHKTbl «USB Enabled» n «Smartcard Enabled»;
* nepentn B pasgen «Custom Properties». B npaBoM MeHIO Ha)kaTb Ha BbINaaatoLWmMn CIIMCOK
«Please select a key...». Bbibpatb «gemu_cmdline» u B cocegHeM none BBeCTU

(obsi3aTenbHO C COXpaHEeHMEM KBaJpaTHbIX CKODOK):

["-device", "ich9-intel-hda",

"-device", "hda-duplex",

"-device", "nec-usb-xhci,id=xhci",

"-device", "usb-host,hostbus=2,hostport=3,id=usb23",

"-spice", "jpeg-wan-compression=always",

"-device", "virtio-serial",

"-chardev", "spiceport,id=WebDavPort,name=org.spice-space.webdav.0",

"-chardev", "socket,path=/tmp/termidesk/
tvmd.sock,server=off,reconnect=1,mux=on,id=ru_termidesk_tvm",

"-device", "virtserialport,chardev=ru_termidesk_tvm,name=ru.termidesk.tvm.0",
"-chardev", "spiceport,id=RealtimeStreamingPort,name=TDSK_STREAM",

"-device",
"virtserialport,chardev=RealtimeStreamingPort,name=ru.termidesk.RealtimeStreaming.0

n
)

"-chardev", "spiceport,id=PrinterPort,name=TDSK_PRINTER",

"-device", "virtserialport,chardev=PrinterPort,name=ru.termidesk.Printer.0",
"-chardev", "spiceport,id=SmardCardPort,name=TDSK_PCSC",

"-device", "virtserialport,chardev=SmardCardPort,name=ru.termidesk.PCSC.0"]

" HaXaTb 3KpaHHYt kHomnky [Ok] n coxpaHUTb M3MeHeHMs.

3aTeM 3aMnoNHUTb AaHHble, NepevmcineHHble B cTonbue «MapameTp» cneaytoLuent Tabnuupl (cm. Tabuua 9).

Tabnuua 9 — HaHHble ana nobasneHus nnatgopmbl PEL

Mapametp OnucaHue
«HasBaHue» TexcToBOE HavMeHOBaHWe MOCTaBLUMKA peCypCcoB
«KommeHTapumn» NHbopMaumoHHOe COOBLLEHME, UCMOMBb3YEMOE AN ONUCAHMA Ha3HAYeHUs

MoCTaBLLMKa pecypcoB

«Bepcua REDVirt» Bbi6op ucnonbsyemorn sepcum REDVirt
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Mapametp OnucaHue
«Appec REDVirt» IP-agpec unun noMeHHoe uMs NnaThopMbl BUPTYanusaumm
«JlornnH» Cy6beKT, MMEIOLLMIA MOMHOMOUMSA ANS yrpaBieHus naathopMon

BMpTyanusaumu. YkasbiBaeTcs B popMaTe: login@internal

«[Maponb» Habop cruMBonoBs, nogTBepy>KAatoLLMIA Ha3Ha4YeHWe NOJIHOMOUUI

«[lMoprotaenueate BM ogHoBpeMeHHO» MakcumanbHoe uncno BM, cozpaBaeMbix ans Bcex GoHA0B MOCTaBLUMKA
3a O4HY MPOBEPKY MEPUOAMYHOCTLIO «VIHTEepBan NpoBepoK Kawwa paboumx
MecT» (cM. nogpasaen Ob6wme cucteMHble napaMeTpbl Termidesk).
Mpumep: pna nocTaBLUMKa pecypcoB co3naHbl 4 doHaa, B

napameTpe «[oarotaenueate BM ogHoBpeMeHHO» 3aaaHo «10», B
napameTpe «MHTepBan NnpoBepokK K3La paboumx MecT» 3agaHo «19».
Torpa 3a ooHy NpoBepky (kaxkaple 19 cekyHn) byaeT co3paHo He bonee
AByx BM pna kaxporo doHaa (415 pacyeTa Hy>KHO BbINOMHUTb
uenoyncneHHoe generHve 10 BM Ha 4 doHaa)

«Ynanate BM ogHoBpeMeHHO» MakcumanbHoe uncno BM, ynansembix ans Bcex hOHAOB NOCTaBLUMKaE 33
OfHY MPOBEPKY MEPUOANYHOCTbLIO «MHTepBan NpoBepku Ana yaaneHus
obbekToB» (CM. nogpasaen Obwye cucTeMHble napameTpbl Termidesk)

«Bpemsa oxungaHua» MakcrManbHoe BpeMsi oxkuaaHus (B ceKyHAax) OTKMKA OT naaTtdopMmbl
BMPTYyanmsaumm

4.6 . [lo6aBneHue nocraswmka VMmanager

Ona pobaeneHus cnepyet nepentn «KomnoHeHTbl - [locTaBWmMKKM pecypcoB», 3aTeM HaxkaTb Ha

akpaHHyto kHonky [Cospatb] 1 BbIGpaTh 13 BbinadatoLLero cnucka «lMnatdopma VMmanager».

3aTeM 3anoNHUTb AaHHble, NepeyncsieHHble B cTonbue «lapameTp» cnepytrollen Tabnumubl (cm. Tabnmua 10).

Tabnuua 10 - daHHble gna nobaBneHus nocraswmka pecypcos VMmanager

MapameTp OnucaHue
«HaszBaHue» TekcToBoe HauMeHoBaHUe NnocCTaBLWMKa pecypcoB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLLeHMe, UCMOb3YeMOE Asi ONUCAHUS Ha3HaYeHMUs

NnocCTaBLWMKa pecypcoB

«XocT» IP-apgpec unu nonHoe nomMeHHoe nMs cepsepa VMmanager

«[lMopT» Homep nopta ana nogkntoveHms k VMmanager. o ymonyaHuto
ucnonbsyetcs nopt 443, ecnu Ha nnatdopMe He HACTPOEH ApYrom

«Jlorun (an. noyta)» Cy6beKT, MMeroLmi NOTHOMOUUS A8 YrpaBneHUs NnaThopMoi
BMpTyanusaumm VMmanager

«[Maponb» Habop cMMBOnOB, MOATBEP>KAAIOLLMIA HazHAYeHME NOJIHOMOUNIN CyBbeKTa
«Mcnonb3osaTtb SSL» BkntoueHune ncnonb3osaHus npotokona SSL
«[lMpoBepaTtb SSL» BkntoueHune cTporom nposepku SSL
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Mapametp

OnucaHue

«[Moarotaenueatb BM ogHoBpemMeHHO»

MakcumanbHoe uncio BM, cospasaembix ans Bcex hoHAOB MOCTaBLUMKa 33
OAHY MPOBEPKY MNEPUOAMUYHOCTLIO «MHTepBan NpoBepok KaLwa paboumnx
MecT» (cM. noppasaen Obwme cucteMHble napaMeTpbl Termidesk).

MpumMep: ans NnocTaBLUMKa PecypcoB co3aaHbl 4 boHAaa, B

napameTpe «[lMogrotaenneate BM onHoBpeMeHHO» 3agaaHo «10», B
napameTpe «VHTepBan NpoBepok K3Lla paboumx MecT» 3agaHo «19». Toraa
3a ogHy npoBepky (kaxaple 19 cekyHa) 6yneT co3paHo He bonee apyx BM
Ans kaxxporo ¢hoHAa (418 pacyeTa HY>XHO BbIMONHUTb LEIOYUCTIEHHOE
nenerve 10 BM Ha 4 doHaa)

«Ypanate BM ogHoBpemMeHHO»

MakcumanbHoe uncio BM, ynansembix ang ecex poHA0B NOCTaBLLMKA 33
OAHY MPOBEPKY NEPUOAMYHOCTbLIO «MHTepBan NpoBepku ansa ynaneHus
0bbekToB» (cM. nogpasaen O6wme cucteMHble napameTpbl Termidesk)

«TanmayT (cek)»

MakcumanbHoe BpeMA OXXMOaHUA (B ceKpr,ax) OTKNINKa OT I'IJ'IaTCbOprI
BUPTyannsauumm

4.7 . Do6aeneHune nnatpopmbl VMware vSphere

Ons pobasneHus cnepyet nepentu «KoMnoHeHTbl - [lOCTaBLWMKM pecypcoB», 3aTeM HaXkaTb Ha

skpaHHyto kHonky [Cosparb] 1 BbIbpaTh U3 Bbinagatowero cnucka «lMnatdopma VMware».

& Tpu B3anmogericteum Termidesk ¢ nnatdbopmon VMware Heobxopmmo Hanmume BM ynpaenerHus
(vCenter). HaunHasa ¢ Bepcum Termidesk 4.1 noppep>kmBaetca paboTa Kak C KnacTepaMu AaHHbIX
B KQYeCTBe CUCTEMbI XPaHEHMS, TaK U C 06bIYHbIMKU XpaHunuwamu (Datastore).

Danee 3anonHUTb faHHbIE, NepeuncieHHble B ctonbue «lMapameTp» cneayrowen Tabnumubl (cm. Tabnuua 11).

Tabnuua 11 — OaHHble ang pobaBneHus nocrtaBmka pecypcoB VMware vSphere

MapameTp OnucaHue
«HassaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PeCypCcoB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCrob3yeMoe A1s ONUCAHUS Ha3HaYeHus

MOCTaBLUMKa PECypCoB

«Bepcua nnatdopmbi»

Bbibop ucnonb3yemMoin Bepcuu naaThopmel BUPTYanmsaumm

«Apnpec cepeepa»

IP-appec unu pomeHHoe umst BM ynpaeneHus nnatcdopmon BUpTyanmsaumm
VMware (vCenter)

«[MopT»

Homep nopta ana noakntoueHms k API

«WMcnonb3oBatb SSL»

®opcupoBaTb UCMoNb3oBaHWE NpoTokona SSL

«JlornH» Cy6beKT, MMeroLWmi NOTHOMOUUS A8 yrpaBaeHUs nNnaThopMoi
BMpTyanusaumm VMware
«[Maponb» Habop cMMBonoOB, NOATBEP>KAAIOLLMIA Ha3HAYEHME NOIHOMOUNIN CyBbeKTa
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Mapametp

OnucaHue

«BbibpaTb pecypcbl nnathopMbI»

AKTUBMPOBaTb MCMONb30BaHWE pecypcoB naatdopmbl Ana pasmelleHus BM.
Mocne akTnBaumm B napameTpax «Knactep pecypcos», «Knactepb! gaHHbIX»,
«CeTu» cTaHeT AoCTyneH BbIGop pecypcoB, Moy4YeHHbIX OT MaaTdopMbl
BUPTYanM3aLmm

A Tepen akTMBaumer napamMeTpa  HYXHO  3amMofHUTbL  MONs
«HazBaHue», «Appec cepsepa», «[lopT» (Npy HeobxoanMocTH),
«Jlornn», «lMaponb» 1 HaxaTb 3KpaHHYto kHonKy [TecT].

Heobxoammo obsizaTenbHo 3agath 3TOT napameTp!

«Knactep pecypcos»

MpeHTubMKaTop pecypcoB XpaHEHUS], UCMOMb3YEMbIN 4151 Pa3MELLEHUS
dannos BM, Bxopsawmx 8 doHa BPM. [ocTynHble 3Ha4eHUs NonyYeHbl OT
nnatgopMbl BUPTYyanusaumm

A Heobxopumo obsizaTenbHO 3aaaTb 3TOT napameTp!

«KnacTtepbl aHHbIX»

MaeHTudmKaTop KNacTepa pecypcoB XpaHEHUs, UCMOb3yeMblid A/
pasMelleHms dannos BM, exoaawmx B doHa BPM. JocTynHble 3HaveHMs
nony4eHbl oT NaaThopMbl BUPTYannsaLmm

A Heobxopumo obsizaTenbHO 3aaaTh 3TOT NapameTp!

«CeTtun»

Bbi60p 0gHOM MM HECKONBKMX CETEN, CO3AaHHbIX Ha naatdopme
BUpTYyanusauuun VMware, agpeca 13 KOTopbiX MOryT BbITb Ha3HauyeHbl BM u3
¢onga BPM

& Heobxonmmo obsizaTenbHO 3a4aTh 3TOT NnapameTp!

«[Moarotaenueatb BM ogHoBpeMeHHO»

MakcuManbHoe uncno BM, cosgaBaembix gna Bcex ¢hoHA0B MOCTaBLLMKA 33
OLHY MpOBepKY NepuoanyHOCTbIO «MHTepBan NpoBepok Kala paboumnx
MecT» (cM. nogpasgen Obwme cucteMHble NnapameTpbl Termidesk).
MpumMep: ana nocTasLMKa pecypcoB co3aaHbl 4 poHaa, B

napameTpe «[lMogrotaenneate BM onHoBpeMeHHO» 3apaHo «10», B
napameTtpe «MHTepBan npoeepok KaLa paboumx MecT» 3agaHo «19». Torga
3a ofHY npoeepky (kaxable 19 cekyHa) byneT co3gaHo He 6onee apyx BM
NS Kaxaoro doHAa (415 pacyeTa HY>XXHO BbIMOMHUTL LIENIOYUCIEHHOE
nenerve 10 BM Ha 4 ¢doHza)

«Ypanate BM ogHoBpeMeHHO»

MakcumansHoe uncno BM, ypansembix ans Bcex GoHAOB NOCTABLUMKA 3a
OAHY MPOBEPKY NEepMoANHHOCTbIO «MHTepBan NpoBepku 4N yaaneHus
obbekToB» (CM. nogpasnen O6wue cucteMHble napameTpbl Termidesk)

CyOBbeKkT go/IKEH UMETb MPUBUJIENNU, YKA3aHHbIE B TabnnLe (cm. Tabnuua 12).

® B obwem cnyyae HasHaueHWe ponen BbIrNaaMT creaytolwmM obpasoMm: Ha cepsepe vCenter
co3paeTca nosb3oBatenb (Hanpumep, «termidesk»), cospaetca rpynna («Termidesk Group») u
knacc (B pamkax vCenter ynotpebnserca TepMuH «posib») («Termidesk»). CosgaHHOM rpynne
«Termidesk Group» Bblaaetcs ponb « Termidesk».
Ponb «Termidesk» coctouT u3 codeTaHust BcTpoeHHow rpynnbl «Virtual machine power user
(sample)» n «VMware virtualization environments(Citrix)».
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Tabnuua 12 - MNMepeyeHb npusunerum ansa ponm B VMware vCenter

Tun npuBunerun

HavmeHoBaHWe npuBunerui

«Datastore» «Allocate space»
«Browse datastore»
«Low level file operations»
«Global» «Cancel task»
«Network» «Assign network»
«Resource» «Assign virtual machine to resource pool»

«Scheduled task»

«Create tasks»
«Modify task»
«Remove task»
«Run task»

«Virtual machine»: «Change Configuration»

«Acquire disk lease»
«Add existing disk»

«Add new disk»

«Add or remove device»
«Advanced configuration»
«Change CPU count»
«Change Memory»
«Change Settings»
«Change resource»
«Modify device settings»
«Remove disk»
«Rename»

«Reset guest information»
«Upgrade virtual machine compatibility»

«Virtual machine»: «Edit Inventory»

«Create from existing»
«Create new»
«Remove»

«Virtual machine»: «Interaction»

«Answer question»
«Configure CD media»
«Configure floppy media»
«Connect devices»
«Console interaction»
«Pause or Unpause»
«Power off»

«Power on»

«Reset»

«Suspend»

«Virtual machine»: «Provisioning»

«Clone virtual machine»

«Create template from virtual machine»
«Deploy template»

«Mark as template»

«Virtual machine»: «Snapshot management»

«Create snapshot»
«Remove snapshot»
«Rename snapshot»
«Revert to snapshot»
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4.8 . Nob6aeneHve TepMuHanbHoro cepeepa (MS RDS u STAL) B kayecTBe nocTaBLUMKa pecypcoB

Ons pobaeneHusa cnepyet nepenitn «KomnoHeHTbl - MOCTaBLWMKM peCcypcoB», 3aTEM HaXkaTb 3KPAHHYO

kHonky [Co3paTb] v BbIGpaTh M3 BbinapatoLlero cnucka «Cepeep TepMUHANOB [3KCNepUMEHTaNbHbIN]».

& [ns B3auMomencTBus c TepMuHanbHbiM cepeepom (MS RDS wnm STAL) Heobxoammo
YCTAaHOBUTb KOMMOHEHT «CeCCMOHHbIM areHT» B COOTBETCTBMM C MNonpasgenoM YCTaHOBKa
ceccuoHHoro AreHTta pokymeHta CJIET.10001-01 90 04 «PykoBoacTtBO aaMWHUCTpaTopa.
HacTpoirka koMnoHeHTa « AreHT».

PaboTta ¢ MS RDS noaaep>knBaeTcsl TONbKO MpU YCI0BUU Pa3BeEPHYTOM MOMHO(YHKLUOHAIbHOM
nHobpacTpyktypol MS RDS, npu 31oM ponb «Remote Desktop Gateway» pomkHa 6biTb
pa3sBepHyTa, HO He JO/KHa wucnonb3oBaTbca. Ecnu  Takon WHbpacTpykTypbl HeT, TO
pekoMeHayeTcs BOCMO/b30BaTbCS peLLeHmneM, OCHOBaHHbIM Ha MOCTaBLLMKe
PecypcoB «MeTarnoCTaBLLMKY.

TepmuHanbHbin cepeep ana OC Astra Linux peanusyetca komnoHeHToMm «CepBep TepMMHanoB
Asta Linux» (STAL) Termidesk, koTopbih MO)eT OblTb YCTaHOBMEH Ha Yy3e/ll COBMECTHO C
Termidesk, B cooTBeTcTBUM C Nogpasaenom YctaHoBka STAL pgokymenta CJZTET.10001-01 90 07
«PykoBoacTBo agMUHUCTpaTopa. HacTponka komnoHeHTa «CepBep TEpMUHANOBY».

© CnepyeT Ucnonb30BaTb OTAE/bHbIE YCTAHOBKM TEPMUHA/bHbBIX CEPBEPOB: Ha 0AHOM cepeepe MS
RDS wnu STAL - nybnukauus Tonbko npunoxeHun, Ha apyrom MS RDS wnmu STAL - Tonbko
TEPMUHANbHbIX CECCUM.

Lanee 3anonHUTb faHHbIE, MepeuncieHHble B ctonbue «lMapameTp» cnegyrowen Tabnuubl (cm. Tabnuua 13).

Tabnuua 13 — daHHble gna nobaeneHus cepeepa TepMUHANOB

Mapametp OnwucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdopmaumoHHoe coobLueHME, UCNONb3yEMOE 415 ONMUCAHUS HazHaYeHus

MOCTaBLUMKa pecypcoB

«AQpec CeCCMOHHOro areHTa» FQDN yzna, Ha koTopoM ycTaHoBneH «CecCMOHHbIV areHT» Termidesk

A [Ons vHbpactpyktypel MS RDS B 3ToM napameTpe ob6s3aTefibHO
HY>KHO yKa3biBaTb He |P-agpec, a FQDN y3na.
Ona STAL MoxHo ykaszaTb BHewHwun |IP-agpec ysna. Ecam STAL

yCTaHOBNEH Ha ogHOM y3ne ¢ Termidesk, HY>KHO Takye yKa3blBaTb
BHewHun |P-apgpec y3na.

Mepen usmeHeHnem FQDN wunu [P-agpeca STAL Heobxoanmo
3aBepLUMTb BCe akTuBHble ceccuun. Mocne cmeHbl FQDN wnun [P-
appeca STAL akTuBHble ceccumn, CcBA3aHHble ¢ npeabiaywmm FQDN
unu IP-agpecoM, cTaHOBATCS HeLOCTYMHbIMWU. [N BOCCTaHOBEHUS
poctyna k STAL HeobxoguMo ymanuTb Mpeaplaylime Ceccuu u
BbIMOMHUTb HOBOE MOAK/OYeHMe

«[lMopT ceccMoHHOro areHTa» Homep nopta «CeccroHHoro areHta» Termidesk. Mo ymonyaHuto Homep
nopta 31000
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Mapametp

OnwucaHue

«[omeH»

HavmeHoBaHWe foMeHa AN1S MOAKHOUEHUS] K TEPMUHANIbHOMY CepBepy

«JlornnH»

Cyb6beKT, UMeroLLMIA NOIHOMOYMS A/19 YPaBNEHUS TEPMUHAbHbIM
cepBepomMm.

Lns nookntoueHna STAL B nomeHe MS AD Heob6xoaMMo yKasbiBaTb NOMMH
nokanbHoro agMuHucTpatopa OC y3na, Ha koTopoM ycTaHoBneH STAL. B
WHOM CJ/lyyae TeCT COeaMHeHUs A8 MOCTaBLUMKa MOXKET NMPOUTU YCMeLwHOo, HO
wabnoH PM npu 3tom no6aBMTbL He NonyunTcs

«[Maponb»

Habop cuMBonoB, noaTBep)KAatOLLMIA Ha3HAaYEHWE MOSTHOMOYMUIA

«TanMayT CECCMOHHOrO areHTa»

Bpems oxxmpaHus (B cekyHaax) oTkamnka ot «CecCMOHHOMO areHTa»

«Wcnonbsosatb HTTPS»

Bbi6op ncnonb3oeaHus npotokona HTTPS gna 3anpocoe k «CeccMoHHOMY
areHTy». 1o yMONYaHUIO BbIKIHOHYEHO.

Mpw BKNtOYEHUU NapaMeTpa Ha cepBepe TEPMUHANOB AOMKHbI BbITh
[o6aBneHbl BanuaHble cepTUGUKATbI U yCTaHOBNEHa onuusa USE_HTTPS B
3HauyeHue True B KOHDUrypaunoHHoM dainsie «CecCMOHHOro areHTa».

B cnyuae HeobxoanMocTu ncnonb3oeatb NpoTokos HTTP HY>KHO OTKAHUYUTD
[JaHHbIV MapaMeTp U YCTaHOBUTb onuuio USE_HTTPS B 3HayeHue False B
KoHurypaunoHHoM darine « CecCMOHHOMO areHTa»

«Banugaumsa ceptudmkara»

Bbi6op npoBepku Noa/IMHHOCTH cepTudmKaTa Npm 3anpocax K
«CeccroHHOMY areHTy». o yMonyaHuto BbIK/IlOUEHO

A B vHdpacTpykType fomKHa 6bITh CeTeBasi CBA3aHHOCTb MeXAY KOMMOHEHTaMU « YHMBEpPCabHbIN
ancnetyep» n «CeccnoHHbIM areHT» no |IP-agpecy. Ecnu Ha y3ne «YHuBepcanbHOro aucnertyepa»
ncnonbsyetrcs VPN ¢ TyHHenupoBaHueM, @YHKLUMOHAN OMOBELLEHUS W  pPerucTpaumm,
NPUBEAEHHDBIN HUXKE, MeXAY 3TUMU KOMMOHEHTaMM paboTaTb He Byaer.

Mocne pobaeneHusi cepepa TepmuHanoB B Termidesk 6ymeT 3apermctpupoBaH MAC-agpec y3na, Ha

KOTOPOM YCTaHOBJIEH «CeccuoHHbIN areHT». B To e BpeMda HenocpeacTBeHHO «CeCcCUOHHbIN areHT»

coxpaHuT IP-agpec «YHuMBepcanbHOro gmucneTtyepa», KOTopbiv oTnpaBua emy 3anpoc. [Nockonbky MAC-

appec HyXKeH AN perncTpaumm cCobbiTUM, TO B C/lydae ero M3MeHeHUs «YHUBEPCANbHbIW AMCMETYEP»

nepecrtaHeT NMpmMHMMaTb cobbiTna oT 3toro «CeccuoHHOro areHTa», ogHakKo nogkayeHue npu 3ToM

OyneT paboTarts.

Lna vcnpaenenus cutyaumm, korga MAC-agpec 6bin M3MeHeH U oT «CeccMOHHOro areHTa» nepecTtanm

PErUCTPUPOBATLCS CODLITUS, HY>KHO:

* IM60O OTKPbITb MOCTABLUMK PECYPCOB WM HaxaTb 3KpaHHble kHonku [Tect] u [CoxpaHutb] Ans

nepepernmcrtpauunm «CeccmoHHoro areHTa»,

* 1nbo co30aTb HOBbIN NMOCTaBLUK peCypCoB C YKa3aHUEM HY>XXHOIro «CeccuoHHoro areHTa»,

* 160 BbINOMHUTb Ha y3ne cC «yHMBepcaﬂbelM AncneT4yepom» KoMaHAabl:

1 sudo -u termidesk bash

2 /opt/termidesk/sbin/termidesk-vdi-manage tdsk_refresh_ssa
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(® VYkaszaHHble KOMaHAbl BbIMNONHAKOTCA Takxke ana perncrpaumn «CecCMOHHOro areHTa» B Ciaydae,
€CJ/IN KOMMOHEHT « YHUBepCanbHbIN AUCHeTYep» Bbl1 OOHOBMEH paHbLLE HEro.

& Ecnv nocne nonbITKM NpoBepuTb BBeAEHHble AaHHble 3KpaHHOW KHomkou [TecT] nosensatoTcs

coobuieHns 06 owmnbke, To NpU co3aaHnKn WwabnoHa PM byneT 610KMpOBaTLCA BO3MOXXHOCTb €ro
coxpaHeHus (co3paHus).
LOna KoppekTHOro noakfouyeHMs uyepe3 KOMMOHeHT «KnueHT» K cepBepy TepMMHaNoB
HeobxoaMMo 3aaaTb napameTp «MexaHu3M obecneveHns 6esonacHocTU Ha ypoBHe ceTu (RDP)»
B MOAUTMKaAX KOHKpeTHoro c¢oHaa BPM («Paboume mecta - DoHAbI») B COOTBETCTBUM C
BblGpaHHbIM CEPBEPOM:

* «TLS» nnn «RDP» - pna noaxknroueHunsa k STAL;
= «NLA» - nna nogkntoyeHmna kK MS RDS.

4.9 . [lo6aBneHne TepMUHANIbHOIO cepBepa (MeTanocTaBLUMKa) B Ka4eCTBe MoCTaBLUMKa pecypcoB

49.1 . MNpenBapuTenbHasa HacTpoiMKa Ans [obaBneHUs TepMUHANBHOIO cepBepa MeTanocTaBLMKa
ANropuT™M  NOArOTOBKM AN O0GaBleHUS TepMMHANbHOMO CepBepa METanocCTaBLMKa  BbIrNaauT
cnenyroLmMM 06pasom:

* Ha nnatdopme BUpTyanusaumm cospaetca BM TepmuHanbHoro cepeepa («30/50TOM 06pas») c
rocteBon OC Microsoft Windows Server (2016 u Bbiwe) (ans TupaxupoaHua OC Microsoft
Windows) nnu OC Astra Linux Special Edition (Server) (ans tupaxuposaHus OC Astra Linux
Special Edition);

» B rocteByto OC ycTaHaBAMBaeTCS M HACTPaMBAETCA KOMMOHEHT «AreHT BMPTyasbHOro paboyero
MecTa» M KOMMNOHeHT «CeccMoHHbIM areHT» (cM. aokymeHT CJIET.10001-01 90 04 «PykoBoacTeo
agMUHUCTpaTopa. HacTporika KOMNOHEHTa K AreHT»);

" 19 TUPAXKMPOBAHUSA MPUNOXKEHUN U TepMUHanbHbix ceccun B rocteByto OC Microsoft Windows
Server ycTaHaBnMBaeTCa posnb cepBepa nybnmkaumm npunoxxeHmii «Remote Desktop Session Host»
n3 coctaBa «Remote Desktop Services», BbinonHseTcs akTuBauus ponu yepe3 «CecCMOHHObIN
areHT» (cM. nogpasgen AkTtuBauma ponu TepMuHanbHoro cepsepa B OC Microsoft Windows
Server pokymerta CJTET.10001-01 90 04 «PykoBoacTBO agMmnHUCTpaTopa. HacTponka koMnoHeHTa
«AreHT»). Ecnin OC Microsoft Windows Server He BBoauTca B gomeH, To B OC cnepyeT co3patb
Monb30BaTeNa C NpaBaMu AOCTYyNa K yaaneHHoMy paboyeMy cTony;

" O/19 TUPAXKMPOBAHUS MPUNOXKEHUN U TepMUHanbHbiX ceccum B rocteByto OC Astra Linux Special
Edition ycrtaHaBnuBaetca STAL. [Ons yctaHoBku STAL cnemyet obpaTtvTbCcs K OOKYMEHTY
CNET.10001-01 90 07 «PykoBoactBo apmuHucTpatopa. Hactporika komnoHeHTa «CepBep

TepMUHANoB»);
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" HeobxoaMMble MPUSIOXKEHUS OOMKHbI ObiTb BpYUHYO onybnmnkoBaHbl, anga MS RDS ucnonbayetcs
ytunnta RemoteApp Tool. Ons STAL ocHoBHOM cnucok npunoxkeHui, npepnaraeMbin OC Astra
Linux Specsial Edition, yxe poctyneH k nybnukaumm. [Npu HeobxoommMocTu ony6rMKoBaTb
HeCTaHOAPTHOE MPUNOXKEHMe cneayeT obpatutbca kK gokymenTy CJIET.10001-01 90 07
«PykoBoacTBo agMuHUCTpaTopa. HacTporka komnoHeHTa «CepBep TEpMUHANOBY;

®" Ha 3TOM 3Tane NoAroToBkKa 3aBepLUEHa, BM BbikntovaeTcs.

© He ponyckaetca BMmewatenbctBo (rnepeyctaHoBka «CeccuoHHoro areHTta», ygpaneHve bl
«CeccroHHOro areHTa» 1 ap.) B y>ke GYyHKLMOHMPYIOLLYO HOAY TEPMUHANIbHOIO CepBepa.
O6HoBneHne wunu nepeyctaHoBka «CeCCMOHHOrO areHTa» BbINOJHAETCS Tonbko Ha BM
TEPMUHANBHOIO CepBepa, KoTopas ABAAETCA «30/10TbiIM 06pa3oM» AO/i9 HOA TEPMUHAIbHOMO
cepBepa MeTanocTaBLUMKa.

® B roctesoin OC gomkeH 6bITb HACTPOEH BCTPOEHHbI MEXCETEBOM 3KpaH /18 A0CTYMa no nopram
npoTtokona RDP.

[anee Hy>kHO 106aBUTbL COOTBETCTBYOLLME 0ObEKTLI B B Be6-UHTepderice Termidesk:

* CO34aTb MOCTAaBLUMK pecypcoB C ToW niaThopMor BUpTyanM3aumm, Ha KOTOPOM CO34aHa
noarotosneHHas BM tepmunHanbHoro cepsepa (cm. pasgen lNocTraBwmku pecypcos);

" B MOCTaBLUMKE pPECYpPCOB C€O34aTb HYXXHbIM wWwabnoH PM pna BbibpaHHOM nnaThopMmbl
BUpTyanusaumm (cM. paspen Paboume Mecta). B napametpe «basosas BM» BbibpaHHOro wabnoHa
yKasaTb noarotossneHHyto BM TepmMuHanbHoro cepsepa;

* co3patb cepBucHbIM ¢oHa PM pna wabnoHa PM (cm. noppaspen Hob6aeneHue ¢poHpa PM). B
cepBUCHOM (DOHAE HE YKa3blBatOTCS MPynnbl Nofb30BaTeNEN, MNOMAb30BaTENM, MPOTOKObI A4OCTABKM
(Mx MOXXHO ypanuTb nocne cospaHma doHaa). CepBUcHbIM HOHA [OMKEH MCNOML30BaTb Kew 1-ro

YPOBHS$ (KeLl 2-ro YpOBHSI HE UCMO/b3YyeTCs);

& [na cepsucHoro ¢oHaa PM o6sa3aTenbHO HY>XHO NPOBEPUTHL MCMOb3YeMOe 3HaYeHME MOUTUKU
«Oencteue npm Bbixoge nonb3osatens ns OCx» (cM. nogpasgen Monutnkm doHpa PM).
XoTs 66l ogHO PM ponykHO nonyumnTb ctaTyc «[encTBUTENbHbIM» BO BKIaake «Paboune mecta»
co3paHHoro doHAa, MHaye Bce JafbHENLINE fencTBus byayT 3aBepLluaTbes ownbkon «He yoanocb
HaWTX MNOAXOASALLYO A1 NMOAKITFOYEHNS MALLMHY ».
Mpu noHukeHnn konuyectea BM B kewe 1-ro ypoBHS cepBucHoro doHpa Te BM, Ha koTopbix
€CTb aKTMBHbIE CECCMM METAMNOCTaBLUMKA, He ByayT yaaneHbl.

* no6aButb noctaBwmk «CepBep TepMuHanoB MeTanocTtaBwmk» (cM. nogpasgen [lepeyeHb
napaMeTpoB 419 fo6aBneHUs TEPMUHANILHOMO CepBepa MeTarnoCTaBLLMKa);

* co3gatb wabnoH PM ang storo noctaBwumka, BbIGpaB TMM B 3aBUCMMOCTM OT TOrO, YTO HYXKHO
onybnuKoBaTb - TEPMMHA/bHYIO Ceccuio unam npunoxerHue (cM. noapasgens: LWabnon pns

ny6nukauum npunoxenui nnm LLlabnoH ans TepMUHaNbHBIX CECCUN);
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» nobaeutb doHs PM pna metanoctaBwmka (cM. nogpasgen Jo6asneHue ¢oHpa nyb6naukauuu

CcNyx6 «MeTanocTaBLUUKa).

4.9.2 . MNepeyeHb NapaMeTpoB A/ A0baBNeHNUs TEPMUMHAJILHOIO CEpBEpPa METarNoCTaBLUMKa

Ons BO3MOXHOCTM [obaBneHus nocTaBlwmka pecypcoB «CepBep TepMMHanoB (MeTanocTaBLUMK)»

HeobxoaMMo

BKJ/TKOYNTb

3KCMEPUMEHTAJIbHbIN napameTp

experimental.metasessions.provider.enabled B cooTBeTCTBUM C nogpasgenom YnpaeneHue

3KCrnepyMMeHTaNbHbIMK NapameTpamu Termidesk.

3atem cnepyeT nepenTtn «KoMnoHeHTbl - [lOCTaBLUMKM pecypcoB», 3aTeM HaXaTb Ha 3KPaHHYHO

kHonky [Co3patb] v BbIbpaTh 13 BbinagatoLLero cnucka «Cepeep TepMuHanoB MeTanocTaBLUMK».

Lanee 3anonHUTb faHHbIe, MepeuncieHHble B ctonbue «lMapameTp» cnegyrowen Tabnuubl (cm. Tabnuua 14).

Tabnuua 14 - NaHHble gns nobaBneHUs TepMMHaNbHOro cepeepa (MeTanoCcTaBLLMKa)

Mapametp OnucaHue
«HasBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYpPCOB
«KoMMeHTapumn» MHbopmMaumoHHoe coobLueHme, UCMOob3yeMOe A8 ONMCaHUs

Ha3Ha4yeHMAa NocCTaBLMKa peCcypCcoB

«[lMopT ceccMoHHOroO areHTa»

Homep nopta «CeccroHHoro areHta» Termidesk. Mo ymonuaHuto Homep
nopta 31000

«[JomeH» HavMeHoBaHWe goMeHa A5 MOAKIOYEHUS K CEpBEPY TEPMMHAMOB

«JlornH» CybbeKT, UMeloLLMIA MNOIHOMOYUS 415 YNPaB/EHUs CEPBEPOM
TEpMUHAN0OB

«[Maponb» Habop cruMBonoBs, noaTBepy>KAatoLLMIA Ha3Ha4YeHWe NOJIHOMOUUI

«®@oHa» Bbibop cepBucHOro poHAa A5 pasMeLLeHus

«TanMayT CeCCMOHHOIO areHTa»

Bpems oxupaaHus (B cekyHaax) oTknmka oT «CeccMOHHOro areHTa»

«WMcnonb3osate HTTPS»

Bbi6op ncnonbsoeaHua npotokona HTTPS gna sanpocos k
«CeccrMoHHOMY areHTy». 10 yMONYaHUIO BbIK/THOYEHO.

Mpu BKkNtOUEHMM NapaMeTpa Ha cepBepe TEPMUHANOB AO/MKHbI BbITb
[o6aBneHbl BannaHble cepTUGUKaTbl U yCcTaHOBNEeHa onuua USE_HTTPS B
3HayeHue «True» KoHbUrypaumoHHoM darine «CeCCMOHHOrO areHTa».

B cnyuvae HeobxoanmocTu ncnonb3osaHus npotokona HTTP HyxHo
OTKJIFOUYNTb AaHHbIW NapaMeTp U YCTaHOBUTb onumio USE_HTTPS B
3HauveHue «False» B koHduUrypaumoHHom danne «CeccMOHHOro areHTa»

«Banupauus ceptudmkata»

Bbi6op npoBepku NogIMHHOCTK cepTuduKaTa nNpm 3anpocax K
«CeccroHHOMY areHTy». o yMonyaHuio BbIK/OYEHO

«Councrnonb3oBaHME CECCUM»

Bbl60p MeTOoAa 6aﬂaHCMpOBKM, OCHOBAHHOINO Ha COBMECTHOM
MCNOJIb30BaHUN CECCUUN NMPUNOXKEHUAMMU.

Ecnu napameTp BbiktOYEH, TO MOAKAIOUYEHWE MOSIb30BaTeNs ByaeT
NpoucxoamTb Ha Ntobyto Hoay (MepBytO BO BHYTPEHHEM CMMCKe).
Mpu akTWBauum 3TOro NapameTpa ByAeT NPOU3BOAUTLCS MOUCK U YyYeT

aKTUBHOM ceccum nonb3oBatens. Ecnm Takasa ceccua HanaeHa,
npunoXxeHue ByaeT 3anyLLeHo Ha TOW Xe Hoae
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Mapametp OnucaHue

«banaHcmMpoBka No MeTpukam» Bbi6op MeTopa 6anaHCMPOBKM, OCHOBAHHOMO Ha MOYYEHHbIX MeTpUKax,
perynsipHo npucblnaeMbix oT «CecCMOHHOrO areHTa», yCTaHOBIEHHOIo
Ha meTanocTaswwmke (MS RDS mnnu STAL). OnucaHue mexaHu3Ma
6anaHcMpoBKM NpuBeaeHo B noapasaene banaHcMpoBka nogkntodeHUin Ha
OCHOBe 3arpy3ku TepMUHabHbIX CEpBEPOB METanoCTaBLUUKA.

Bo3MoskHble 3HaueHus:

» «[a» - ans 6anaHCUPOBKM ByAET PacCUMTBLIBATLCS Harpyska Hoapbl
MeTanocTaBLumKa. [Monb3oBaTento 6yaeT BblaaHa ANS NOAKIHOYEHWS
Ta HoAa, KOTOpas MMeeT B MOMEHT 3arnpoca HauMeHbLLee 3Ha4YeHue
Harpysku;

= «HeT» - MeTopn, 6anaHCUPOBKM MO METPUKAM UCMO/b30BATLCS HE
6yneTt. B atom cnyuae napameTp «[pegnounTaTsh coMCnonbL30BaHUe
ceccuii BMeCTo 6anaHCMpPOBKU» He NpoBepsieTcs

MoBeneHme Npu GanaHCUPOBKE TakyKe 3aBUCUT OT 3HAYEHUI APYTrmUX
napaMeTpoB:
= ec/iM aKTUBUPOBaHbl «banaHcMpoBKa Mo MeTpukam»,
«Coucnonb3oBaHue ceccui», «lMpeanoyntatb COMCMNoNb30BaHME
ceccur BMecTo 6anaHCUMPOBKU», TO HOBasi CECCUS MOb30BaTeNS
ByneT HanpaBieHa Ha Ty >Ke HOAY MEeTamnoCTaBLLMKa, Ha KOTOPOM Y
Nosb30BaTeNs ecTb XOTs Bbl OHa ceccus. 3Ha4YeHUE Harpy3KM HoAbI
ByneT NpOUrHOPUPOBAHO;
= eC/iM aKTUBUPOBaHbl ToNbKO «banaHcupoBka No MeTpukam» m
«Coucnonb3oBaHWe ceCCUIi», TO ByAET NPOBEPEHO 3HAYEHME
Harpysku Hopgpbl. Ecnu Harpyska = 10000, To HoBasi ceccus byaeT
Hanpas/ieHa Ha HaMMeHEee 3arPy>KEHHYIO HoAy.

3HaueHune Harpyskun HoAbl paCCYMUTbIBa€TCA Ha OCHOBAaHUM 3Ha4Ye€HUA
MHAOEKCa Harpysku, BblYNCNgemMoro U3 MMeroLmxcsa rnokasarenem MEeTpUK.

B cnyuae, ecnu HeCKONbKO HOL, UMELOT OAMHAKOBOE HaMMEHbLLIEE
3Ha4YeHWe HarpysKu, TO NOAK/IFOYEHUE MOXKET BbITb BbINOJHEHO Ha
nobyro Hooy.

& MexaHn3M onoBelleHMsI WM CBSI3aHHBIA C HUM  MEXaHW3M
6anaHCcUpoBKU no MeTpuKaMm nepepaet IP-appec
«YHuBepcanbHoro pucnetyepa» Ha «CeCCUOHHbINA areHT»,
NMo3TOMY B MHGPACTPYKTYpe AOMKHA BbiTb CETEBAsA CBA3aHHOCTb
Mexay 3TMMM KoMmnoHeHTamu no |P-agpecy. Ecnn Ha y3ne
«YHuBepcanbHoro aucrietyepa»  ucrnonbsyetca VPN ¢
TYHHeNMpoBaHMeM, GyHKLMOHAN 6anaHCMPOBKM MO METpUKaM
paboTaTb He byaer.

OueHka Harpysku npu Bblbope 3Toro MeToga 6anaHCMPOBKM NPOUCXOAUT
Ha OCHOBaHWW NapameTpoB (MeTpUK 6aNaHCUPOBKM), 3aAAHHBIX HUXKE.
MepuoanyHOCTb OTNPaBKM METPUK OMNPEAENSETCA HACTPONKaMK,
3afaHHbIMKU Ha cTpaHuue «HacTponkun - CucTeMHble NapaMeTpsbl -
MeTpuku» (cM. nogpasgen HacTtpoiika oTnpaBku MeTpuK ans
«CeccHuoHHOro areHTa»)

«[MpumeHnTb "YTHnusnauma LIMN"»
@ Mcnonb3oBaHMe BO3MOXHO TMpW  aKTMBaLUMW  MapameTpa
«banaHcMpoBka No MeTpuKam».

YnpaBneHue UCMONb30BaHNEM METPUKU MPU pacyeTe Harpysku.
3HayeHue No yMonyaHuio: «[da» (MeTprka UCNonb3yeTcs)
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Mapametp

OnucaHue

«YTunmnsauma LIM»

@ Mcnonb3oBaHne BO3MOXHO MpM  aKTMBaUMM  napamMeTpa
«banaHcuposka no MeTpukam». [na dopmuposaHua Kelua
METPUK, Ha OCHOBaHWW KOTOpbIX OyaeT MNpoOUCXOAMTb
6anaHCMpoBKa, HY>XXHO aKTMBMPOBaTb HACTPOMKY «[puUMeHUTb
"Ucnonb3osaHme LIM"».

MapameTp 3afaeT Npeaen 3arpy>keHHOCTM NMPOLLeCccopa HoAbl
MEeTanoCTaBLUMKa B NMPOLEHTaX.

M3meHeHMe npumMeHseTca Ha koMnoHeHTe « CeCCMOHHbIN areHT» cpasy.
IunanasoH 3HaueHun: ot 1 oo 100.
3HauyeHue no ymonyaHuto: «100»

«MpumMeHnTb "UcnonbsosaHme O3Y"»

@ Mcnonb3oBaHue BO3MOXXHO npu adKTuBauumn napameTpa
«Ea}'laHCMpOBKa Nno MeTpUkKamM»,

YnpaBneHue UCNONb30BaHNEM METPUKU MPU pacyeTe Harpysku.
3HayeHue No yMonyaHuio: «[a» (MeTpmka Ucnonb3yeTtcs)

«WcnonbsosaHmne O3Y»

() MWcnonbsoBaHMe BO3MOXHO MpWM  aKkTUBALMKM  MapameTpa
«banaHcupoBka no MeTpukam». [Ina  cdopMupoBaHus  Kelua
MeTPUK, Ha OCHOBaHMM KOTOpbIX OydeT npouCxXoauTb
6anaHCMpOBKa, HYXXHO aKTMBMPOBaTb HAaCTPolKy «[puMeHUTb
"Ucnonb3oBaHue O3Y"».

MapameTp 3afaeT Npeaen 3arpy>KeHHOCTM ONepaTUBHOM NaMATU HOAbI
TEPMUHANBHOIO CEPBEPA B NPOLIEHTAX.

M3meHeHWe npuMeHsieTcs Ha KoMMoHeHTe « CeCCUOHHbIM areHT» cpasy.
[unana3oH 3HaveHun: ot 1 oo 100.
3HayeHue no yMonyaHuto: «100»

«Ceccun Bcero»

() MWMcnonb3oBaHMe BO3MOXHO MpW  aKTWBaLWWM  MmapameTpa
«BbanaHcMpoBka No MeTpuKam».

MapamMeTp 3agaeT Npenen YMcaa NOAKJIHOYEHUI MoNb3oBaTeslen K Hoae
MeTanocTasLumKa. Mpu 4oCTUXKEHUM 334aHHOIO IMMUTA HOBblE
NOAKJTOYEHUS BYAYT NPOUCXOANTL K APYrOM AOCTYMHOM Hofe. Tekylume
MoMb30BaTENN, Y)KE UMEIOLLIME OTKPbITYHO CECCUIO Ha HoAe, ByayT
NMOAKJIOUEHbI K HEN XKe, C/IM B HACTPOMKaxX MeTanoCTaBLLMKa
akTMBMpoBaH napameTp «Comcrnosib3oBaHME CECCUM».

M3MeHeHMe NpuMeHsieTcs Ha KOMMOHeHTe «CeCCUOHHbIN areHT» Cpasy.
Iunana3oH 3HaveHun: ot 1 go 181.

3HayeHue no yMonyaHuto: «181»
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Mapametp OnucaHue

«BnusHue BXoA0OB B CUCTEMY Ha Harpysky»
() MWMcnonbsoBaHMe BO3MOXHO MpWM  aKTUBaLMKM  MmapameTpa
«banaHcMpoBKka No MeTpukam».

MapameTp onpenensieT, Kak CUbHO BAMSIET MNPOLECC BXOAA MONb30BaTeNs
B OC Hogbl Ha NPOU3BOAUTENBHOCTbL HOAbI METanoCTaBLLMKa.
Mcnonb3syeTca Ans npepaoTBpaLLeHms Neperpyskmn HoLbl B MOMEHT
6anaHCUMpPOBKU.

Yem MeHee Npoun3BoAMTENbHA HOLA, TEM CU/IbHEE Ha Hee BAWSIET YUCIIO
MOAKHOYMBLLMXCS MOMb30BaTeNEelN U TeM BbllLie ByaeT Harpyska Ha Hee.
[ns cHWXKeHWs HarpysKku cefyeT HasHauWTb Bonee BbICOKYHO CTeMNeHb
B/IMSIHUS HA NMPOV3BOAUTENIbHOCTb.
M3meHeHWe npuMeHsieTcs Ha KOMMoHeHTe « CeCCUOHHbIV areHT» cpasy.
Bo3MoXHble 3HaYeHus:

= «3kcTpemanbHoe (Extreme)»;

» «Bbicokoe (High)»;

* «Bbiwe cpegHero (Medium-High)»;

= «CpepgHee (Medium)» (no ymon4yaHuio);

* «Hwxe cpegHero (Medium-Low)»

«[lMpennounTaTb CONCNONb30BaHUE CECCUM
BMeCTO 6aNaHCUPOBKU» () MWcnonbsoBaHue BO3MOXHO NpWM  akTUBaLMKM  napameTpa
«banaHcMpoBKa Mo MeTpuKam».,

MapameTp nepeonpenensetT MexaHM3M 6afaHCMPOBKU MPU MOHOM
3arpyske HOZbl MeTanocTaBLLUMKa: ByeT UCNONb30BaTLCA MEXaHU3M
COMCMOMNb30BaHUA CECCUM, a He BanaHCMPOBKa Mo MeTpUKaM y3na

® MakcmManbHoe YMCNo NOAKAOYEHUA K Hode (OA4HOM) MeTanoCTaBLUMKa, €C/IM HE UCMOJb3YeTCs
«banaHcupoBka nMo MeTpukamM», MOXHO 33afaTb KOMaHpou termidesk-vdi-manage,
npeaBapuUTesibHO NepekIFoYMBLUMNCH Ha NOJib3oBaTens termidesk:

1 sudo -u termidesk bash

2 /opt/termidesk/sbin/termidesk-vdi-manage tsdk_config set --section
Experimental --key experimental.metasessionsprov.maxConnectionCount --
value <3HauyeHue>

B cnyuyae, ecnu wucnonb3yetca «banaHcMpoBka no MeTpukamM»  MaKCMMAJIbHOE  YMCNO
noaxtoyYeHmnn 3agaeTtca nonutukom «Ceccum scero».

Mocne pobaBneHus MeTanocTtaBwmka B Termidesk 6ynmet 3apeructpuposaH MAC-agpec ys3na, Ha
KOoTopoM ycTaHoBneH «CeccuoHHbIM areHT». B To ke Bpems HenocpencTBeHHO «CeCCUMOHHbIM areHT»
coxpaHuT |IP-agpec «YHMBepcanbHOro gucnetyepa», oTnpaBusLLero emy 3anpoc. MNockonbky MAC-agpec
HY)KEH [N PperncTpauum CcobbiTUi, TO B C/ly4ae ero M3MeHeHUs «YHMBepCasbHbIM aucrneTyep»
nepecTtaHeT MPUHUMATL COBbLITUS OT 3Toro «CeccMOHHOro areHTa», OQHAKO MOAK/HOYEHME MPU 3TOM
byneT paboTaTb.
LOns ucnpaeneHmsa cutyaumm, korga MAC-agpec 6bin naMeHeH M oT «CeCCMOHHOroO areHTa» rnepecTanu
PEermcTpmMpoBaTbCs CODLITUS, HY)KHO:

* IM60 OTKPbITb MOCTAaBLUMK PECYpCcoB WM HaxaTb 3KpaHHble kHonku [Tect] u [CoxpaHutb] Ans

nepeperucTpaummn «CecCMOHHOro areHTa»;
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* 1nbo CO34aTb HOBbIM MOCTaBLUNK pecypcoB C yKa3aHMeM HY>XHOIro «CeccuoHHoro areHTa»,

* 160 BbINOMHUTb Ha y3ne cC «YHMBepcaﬂbelM AncneT4yepom» KoMaHAabl:

1
2

sudo -u termidesk bash
/opt/termidesk/sbin/termidesk-vdi-manage tdsk_refresh_ssa

(® VYkaszaHHble KOMaHAbl BbIMNONHAKTCA Takxke ana perncrpaumm «CecCMOHHOro areHTa» B ciydae,

€CJIM KOMIMOHEHT « YHUBEpPCaJIbHbIN AUCNETYEP» Obl1 OOHOBMEH paHbLLE Hero.

4.9.3 . banaHcupoBKa NOAK/IIOYEHUI Ha OCHOBE 3arpy3Ku TEPMUHAJIbHbIX CEPBEPOB METAMNOCTaBLLMKA

Ons 3cdbdekTUBHOro pacnpeneneHus pecypcoB TePMUHAJIbHbIX CEPBEPOB METANOCTAaBLLMKA peasiM30BaHa

nognep>kka 6af|aHCVIDOBKI/1 I'IO,EI,KJ'II-O‘—IeHVIl;i Ha OCHOBE METPUK, KOTOpPblE OTMNpaBnadaeT «CecCcnoHHbIN

areHT».

© banaHcupoBka noaxaodeHMin ByaeT paboTaTb TONMbKO Mpu Bblibope npoTokona gocTasku «RDP

(TepMuHanbHbIM pocTtyn)». bonee paHHMe NPOTOKONbI AOCTABKU HE NOALEPXKUBAKOTCS.

Mpouecc 6anaHCMPOBKU BbIMNSAMT CNEAYHOLLMM 06pa3oM:

» «CeccHOoHHbIN areHT», yCTaHOBHEHHbIVI Ha HOAbl MeTarnocCTaBLlUKa, CO6VIp3€T MEeTPUKKN y3na "

XpaHUT ux B ceoen b/l;

. «YHMBepcaanOMy auncnetyepy» nepegaroTca cpegHne 3Had4eHna MeTpuK HOAbl, MoACHET KOTOPbIX

3apaeTca yepe3 napameTp «Pa3mep kewa» (cM. nogpaszen HacTpoiika oTnpaBku MeTpUK Ans

«CeCcCMOHHOIo areHTa»);

* Ha OCHOBE MOJIyYEHHbIX METPUK «YHMBEpPCaNibHbIM [AUCMETYEP» PACCUMTLIBAET Harpysky Ha

KaXkayt Hody MeTanocTaBlmka. PacyeT Harpysku xpaHutcs B Tabnuue B[ «YHuBepcanbHoro

ancnertyepar»,

" Mpu 3anpoce nosb3oBaTtend Ha noaknr4YeHne MeTanoCTaBLLUMK!

e MpoBepsieT, YCTAaHOB/EH M B ero cBoucTBax napameTtp «Coucnonb3oBaHue ceccum» (CMm.

nogpasgen [lepeyeHb napametpoB ana  pobaBneHuss  TepMUHaNbHOrO  cepBepa
MeTanocTaBwmKa). Ecnm napameTp akTMBMPOBAaH M Yy MONb30BATENsl YXKE €CTb aKTMBHas
ceccus, TO METanoCTaBLUMK BEPHET afpec MOAK/IHOYEHUS TOWM HOAbl, Ha KOTOPYHO
TEPMUHUPOBAHA ceccus;

NnpoBepsieT, aKTUBMPOBaH M napameTp «banaHcupoBka no MeTpukam». Ecnv napameTtp
aKTMBUPOBAH, TO METAMOCTABLUMK MONYYUT CMMCOK BCEX HOA U BbIMOMHUT 6anaHCMpOBKY
NMOAK/IHOUYEHUS, BEPHYB MOMb30BATENIO HOLY, MMEIOLYH MUHUMAJbHYK Harpysky wau
Ntobyto, eC/IN HECKOJIbKO HOZ, UMEKOT OAMHAKOBO HaMMeHbLLee 3Ha4yeHue Harpy3ku. Mpu sTom
BO BpeMs 6anaHCMpoBKM OyoyT MPOBEPEHbl YCNOBUS KaK MOMYYEHUSI METPUK, TaK U WX

dKTYya/ibHOCTMU.
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& Ecnv aktuBmpoBaHbl oba napameTtpa «banaHcupoBka no MeTpukam» u «Coumcrnonb3oBaHue
ceccun», TO npoBepseTca napametp «[llpeanoyvTaTb COMCMOSIb30BaHWE CECCUMIA  BMECTO
6anaHcMpoBku». B 3aBMCMMOCTUM OT ero 3HauyeHWs HoBas ceccus NMBO ByaeT Hampas/ieHa Ha Ty
e HoAy, MMBO Ha HaUMeHee Harpy>eHHYyHo.

® Ecnm MeTpukuM € Kakon-nmMbo M3 HOA, He MOMYYeHbl AW CTanu HeakTyaNlbHbl, Takas Hoga byaeT
rnepeBefeHa B PEXXMM TEXODCNY>XMBaHUS, @ COOTBETCTBYHOLLIEE COObITUE 06 3TOM ByaeT OTpakeHo
B YKypHase « YHUBepcanbHoro aucnetyepa» /var/log/termidesk/termidesk. log.
Cnepytowime cobbiTUS, CBSI3aHHble C  MEXaHM3MOM GanaHCUPOBKMK, PErucTpupytoTcs B
YKypHane ¢oHAa MeTanoCTaBLUMKa:

" AOCTUXKEeHUe MaKCMMaﬂbHODI Harpysku HOAbI: (<3Ha‘—IEHVIe MHOEKCA Harpyskum pOoCcTturno
npegena B 10000 slv. Y3en <IP-agpec> He b6yneT NpUHMMaTb HOBbIX MOMb30BaTeNEN A0 TEX
nop, NoKa Harpyska He CHU3UTCA»;

* BblOOp HaMMeHee 3arpy>keHHor Hoppl (cobbiTve perucTpupyetcs ona ypoHs DEBUG):
«[Nonb3oBatenb 6yneT nepeHanpaBneH Ha 3ToT y3en: <IP-agpec>, T.K. OH HauMeHee
3arpy>KeH»;

* BXOA, nosib3oBaTens Ha Homy: «[llonb3oBaTens <Ums nonb3oBaTens> ycrnewHo BOLen B
cuctemy». OrpaHuyeHue: B >kypHane PM  oTpaxatoTcs cobbiTus Bxoga BCex
nonb3oBaTenen, AobaBneHHbIX B (OHA METanoCTaBLUMKA WM MOAKIHOUMBLLUUXCA K OOHOM
Hoge. Hanpumep, ecnu B doHA fobaBneHa rpynna C nonb3oBaTensaMu «userl» u «user2»,
TOrga, HeCMOTPS Ha TO, YTO MOMb30BATENM MOAYyYaT pa3Hble PM npu nogkntouveHun K
ofHOM Home (Ha3HayeHHon BM), cobbiTme nopkntoveHus «user2», NMPUCOeAMHUBLLErOCS
no3xe, Tak)Ke 3aperncTpupyertcsa B xypHane PM «userl».

7! oyepegm 6aﬂaHCVIpOBKM UCKNHOYaTCA NOCTaBLLUKUKKU pecypCcoB U d)OH,EI,bI, Haxoasduineca B
pexxume TeXO6CJ'Iy)KVIBaHMFI.

4.10 . Jo6aBneHMe aBTOHOMHOM MaLUMHbI KaK MOCTaBLUMKa pecypcoB

ABTOHOMHas MalUMHa - 3TO MawwuHa (dbu3nyeckas UNM BUPTYanbHasl), KOTOpas SBNSIETCS MOCTOSIHHOM
(cTaTMueckor) M He nepecosfaeTcs AJs Monb3oBaTeNen. To eCTb NONb30BaTeNM BCErAa MNOAKIKYAETCS K
OAHOM N TOM e MallMuHe.
[ns nogkntoyeHns K aBBTOHOMHOM MalLIMHE MOTYT UCMONb30BaTbCs MPOTOKONbI:

= RDP;

* TERA;

* Loudplay.

® [Ona paboTbl noakntoueHns B8 BPM pomkHbl 6biTb YCTaHOBMEHbI COOTBETCTBYIOLLME MAKETDI
noaaep>kku (cm. nogpasaen Mogroroska 6asosoro BPM).
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PaHee NOCTaBLUMK aKTUBMPOBANCS yepes 3KCMNEPUMEHTANbHbIN
napameTp experimental.provider.physmachine.enabled, o0gHako, HayuMHas C BepcUmn
Termidesk 5.1 akTnBauma gaHHOro napaMeTpa He TpebyeTcs.

A B OC aBTOHOMHOM MalUMHbl OO/MKEH ObiTb YCTAaHOBMEH KOMMOHEHT «AreHT BMPTYyasbHOro
paboyero MecTa» ans pernctpaunn PM B Termidesk.

LOns pobaeneHus nocTaBlmKa pecypcoB cneayeT nepentu B «KoMnoHeHTbl - [NocTaBLmMKM pecypcoB»,
3aTeM HaXkaTb Ha 3KpaHHyto kHonky [CospaTb] v BbIOpaTb U3 BbiMajatoLlero crncka «ABTOHOMHbIE
MALLUUHbI».

Lanee 3anonHUTbL faHHble, NepeuncneHHble B ctonbue «lMapameTp» cnepytowen Tabnmubl (cm. Tabaua 15).

Tabnuua 15 - daHHble pna nobaBneHUs aBBTOHOMHOM MalLMHbI KakK MOCTaBLLMKa PecypcoB

Mapametp OnucaHue
«HazBaHue» TekcToBOE HauMeHoBaHMe NnocCTaBLMKa pecypCcoB
«KomMMmeHTapuii» MHdopmaumoHHOe coobLLeHME, MCMONb3YEMOE A5 ONUCAHWUS HazHaYeHNs
nocCTaBLWMKa pecypcoB

4.11 . No6aeneHune nocraswwmka Openstack

Ons  BO3MOXHOCTM pobGaBneHus nocTaBwmka pecypcoB Opencstack HeobxoaMMo  BKAKOUUTL
3KCMNepUMeHTaNbHbIM NapaMeTp experimental.openstack.provider.enabled B COOTBETCTBMU C

noapasaenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.

3atem cneayetT nepenTtn B «KomnoHeHTbl - [MocTaBWMKM pecypcoB» M HaxkaTb Ha 3KPAHHYH KHOMKY
[Co3patb], BbIOpaTh U3 BbiNnapatowero cnucka «OpenStack Platform».

Lanee 3anonHUTb aaHHbIe, NepeuncieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 16).

Tabnuua 16 — JaHHble ans nobasneHmsa noctaslmka pecypcos Openstack

Mapametp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHWe MOCTaBLUMKa PECYPCOB
«KoMMeHTapuii» MHdopmaLmMoHHOe coobLLEeHME, NCMONb3yEMOE A/19 ONMUCAHWUA Ha3zHaYeHus

NoOCTaBLLMKaA PecypcoB

«Mms xocTa» IP-appec unn FQDN cepsuca ayTeHTUbMKauum
«[MopT» MopT ans nogkntoueHms k Openstack, no ymonyanuto 5000
«MyTb» OnumoHanbHaga coctasnatowaa URI
«Mcnonb3osaTtb SSL» BkntoueHme ncnonb3oBaHma npotokona SSL
«[lMpoBepaTtb SSL» BkntoueHune cTporom nposepku SSL
«WNHTepdelic goctyna» NpeHTndukatop nHtepderica goctyna Openstack
«JdomeH» MaoeHTndukatop gomeHa Openstack
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Mapametp OnucaHue
«[MNonb3oBaTenb» Cyb6bekT, nmeroLwmii nosiHoMoums ana ynpaeneHus B Openstack
«[Maponb» Habop cumBonoB, NoATBEpPsKAAOLLMIA HazHAYeHME MOHOMOUNIA

«KonnuecTso ogHOBpeMEHHO CO34aBaEMbIX
BM»

MakcuManbHoe uncno BM, cospgaBaembix ona Bcex hoHAOB NMOCTaBLLMKA 33
OfHY MPOBEPKY NEPUOANHHOCTLIO «MHTepBas NpoBepoK Kalwa paboumx
MecT» (cM. nogpasgen O6wue cucteMHble napameTpbl Termidesk).
Mpumep: ana nocTaBLMKa pecypcoB cosaaHbl 4 dpoHaa, B

napameTpe «lNoarotaenueate BM ogHoBpeMeHHO» 3aaaHo «10», B
napameTpe «MHTepBan npoBepok K3Lwa paboumnx MecT» 3agaHo «19». Toraoa
3a ofHY npoBepky (kaxkable 19 cekyHn) byaeT co3paHo He 6onee asyx BM
Ans Kaxaoro doHAa (4ns pacyeTa HYXKHO BbINOMHUTL LENIOYUCIEHHOE
nfenerve 10 BM Ha 4 ¢oHaa)

«Konunuectso ogHOBpeMeHHO yaansemMbix
BM»

MakcumansHoe uncno BM, ynansembix ans Bcex ¢hoHAOB NOCTaBLUMKA 3a
OfHY MPOBEPKY NEPMOANYHOCTbIO «HTepBan NpoBepKu Ana yaaneHus
obbekToB» (CM. nogpasaen Ob6wme cucTeMHble napameTpbl Termidesk)

«TanmayT»

MakcrManbHoe Bpems oxxmnaaHus (B cekyHaax) oTkaumka ot Openstack

4.12 . PexkuM Texobcny>kKuBaHUsA NOCTaBLUMKa PECYpPCOB

Pe>kuM Texobcny>kKMBaHUS MpeAHasHayeH A1 NPOBEAEHUSI MAHOBbLIX PErNIAMEHTHbIX MW aBapUMHbIX
paboT nocTaBwuKka pecypcoB. B pexume TexobcnykmBaHust Termidesk He MCMosb3yeT MNOCTaBLUMKA

pecypcoB ansa pa3smelleHus poHagos PM.

[Ons nepeBofa MOCTaBLUMKA PECYPCOB B PEXUM TEXOOCNY>XMBaHUS cnepyeT nepenTu «KoMMnoHeHTbI -

MocTaBLUMKM pecypcoB» U HaXaTb 3KpaHHYH KHonky [TexobcnykuBaHue] ¢ BbIGOPOM M3 BbINaaatoLLero

CrMCKa 3HavyeHna « BKNrounTb» (cm. PucyHok 24). 3aTeM NOATBEPAUTL BKIKOUYEHUE PEXXMMA (cM. PucyHok 25).

@ TERMIDESK

® @ CuCTeEMHBIFA Nosb3osatens (admin123) v

@R 06z0p

MocTaBLWKK pecypcoB

& KoMmnoHeHTI > MocTaBLWKM pecypcoB

ﬁ: HacTpoiiku > Co3patb ~ M3MeHUTb | | Yaanutb TexobcnyxuBaHue v
HassaHve ~ Texo6ClyxWBaHWe — Tun I BKMH0UUTE Ia
Brikn Tb
g Y
G Eafai s > brest Bhlknto4eHo MK CB bpect
meta BbIKNHYEHD Cepseep TepMynHanos MeTanocTaBLLmK 0 0
stal Boikno4eHo Cepsep TepMUHanos [BKCNepyMeHTanbHbIA] 1 1
--l|| MoHuTOpUHF > test BblkMHo4eHD Cepeep TepMUHaNos MeTanocTaBLLmk 2 0
15 v | Haap. 1-4un34 <« < 1 m31 > 4

% WHbpacTpykTypa >

PucyHok 24 — BkntoueHue pexkxnma Texobcny>KmBaHMsl MOCTaBLLUMKa peCcypcoB
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BrnrounTte pexnm rexoﬁcnyxmsaﬂ wna

PEXMM TEXOBCTYKMBAHUA BYAET BKIOHEH AN1R NOCTABLLMKE PeCypCos: brest.
Tun nocTasiymka: MK CB BpecT.

OTMEHNTb BrAoO4YMTL

PucyHok 25 - lMopTBepykaeHMe BKITFOYEHUS peXXMMA TEXODCTY>XMBAHUS
CocTosiHMe pexuma Texobcny>kmpaHus OyneT oTobpaxkeHO B cTonbue «Texobcny>kmBaHue» CAMCKa
MOCTaBLLMKOB pecypcoB.
LOns oTkntoueHUs pexxnuMa TexobCcnyKMBaHUS HY>KHO BblOpaTb MOCTaBLUMKA PECYPCOB, HaXKaTb IKPAHHYHO
kHonky [Texo6cny>xuBaHue], a 3aTeM BbIGpaTh 13 BbINaAAOLLErO CMUCKA 3Ha4YeHWe « BbiknounTby.
Mo 3aBeplieHUM TexobCNyXXKMBaHUS MOCTABLUMK pPECYpCOB MOXeT OblTb CHOBa WCMOMb30BaH Ans

pasMmeLleHus doHzos PM.
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5. AYTEHTUOUKALIMA MONIb3OBATEJIEN

5.1. O6wue cBepeHUA 0 AOMEHaxX ayTeHTUPUKaLmum
JoMeH ayTeHTUDUKALUM - UICTOYHUK CBEAEHWUM O CYObEKTaX U UX MONHOMOUUSX.

B Termidesk nopnep>knsarotca cnepytowme 4oMeHbl ayTeHTUdUKaumm:
* FreelPA;
* ALD Pro;

SAML;

» |P-ayTeHTUDUKaLMS;

MS AD vnu LDAP;

RADIUS;

OIDC.

Moppep>kka HEKOTOPbIX AOMEHOB ayTEHTUDMKALMM MOXKET A00ABNATLCSA B PEXKMME IKCMEPUMEHTabHbIX
DYHKUMN.

Ons po6aeneHusa B Termidesk pomeHa ayteHTUdMKauum B rpaduyeckoM uHTepdernce ynpasieHuUs
cnepyeTt nepentu «KomnoHeHTbl - JloMeHbl ayTeHTUdUKALMM», 3aTeM HaxkaTb 3KPaHHYH KHOMKY
[Co3paTb] v BbIOpaTh M3 BbINaAAOLLErO CNNCKA HYXXHbIM AOMEH ayTeHTUdUKaLMK.

Kaxapii foMeH ayTeHTUdMKauuM OMnUCbIBaeTCS MepevyHeM MapaMeTpoB, TpebyembiX AN MonyyYeHus
naeHTUPUKaTopoB CcybbLEKTOB M MHDOPMauuu o nosHoMouusx. poBepuTb KOPPEKTHOCTb YKa3aHHbIX
rnapamMeTpoB MOXHO MpW MOMOLUM 3KpaHHOW KHonku [TecT], pacrnonoxeHHor B TOoM e okHe. [ns

COXpaHeHUsi NapamMeTpPoOB KOHOUIYpaLMKN HYXKHO MCMONb30BaTb 3KpaHHYHO KHomnKy [CoxpaHuTb].

& Cnepyer npepycmoTpeTb, 4YTO B Lensx 6e30MacHOCTM Yy4yeTHas 3anucb Aaa OWHAOMHra
(NoakntoYeHUs) K AOMEHY HE AO/MKHA UMETb MpaB Ha yAaJIEHUE WU U3MEHeHWe obbekTa Tuna
«r0JIb30BaTEbY.

Co3paHHbIM fOMEH ayTeHTUdUKALUMM MOXKHO OTpeaakTupoBaTb. [na aToro B rpacdmyeckom mMHTepdence
ynpasneHus cnepyet nepentn «KomnoHeHTbl - [loMeHbl ayTeHTUdMKaLMmM», 33aTEM TMOMETUTb

HeobXoAUMbIN AOMEH ayTEHTUDMKALUU U HAXKaTb S3KPaHHYHO KHOMKY [U3MeHUTb] (cm. PucyHok 26).
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@ TERM'DESK ® @CucremuuﬁnonbsnBaTenb(admimZS)v
@ O06s0p [JoMeHbl ayTEHTUGNKALIMK
& KomnoHeHTbI > [JomeHbl ayTeHTUGMKaLMn
4}3 Hacrpoiikn > Mouck Q Cosgate v ] WM3MeHWTb || Yaanutb
m PaBoune mecTa > NpwopwTeTt ~ HasBaHue Tun Monb3oBatenn KoMMeHTapn
100 BcrpoeHHsIf BCTpOeHHIA 1
15 ~ | HacTp. 11wzl o« < 1Mum31 | > »
all MoruTopunr >

% WHppacTpykTypa >

PucyHok 26 — OkHo BbibOpa AoMeHa ayTeEHTUPUKALUM A9 pefaKTUPOBaHMS

Co3paHHbIM AOMEH ayTeEHTUDMKALMM MOXKHO Npu HeobxoanmocTu yaanuTb. Ons aToro B rpadumyeckom
nHTepdence ynpasneHus cnepyet nepentm «KoMnoHeHTbl - [loMeHbl ayTeHTUDUKALMIM», 3aTEM NOMETUTb

HY>XHbIV AOMEH ayTeHTUbUKaLMM M HaXaTb SKpaHHYto KHOMKy [YaanuTs].

5.2 . [o6aeneHune ayteHTUdMKaumum yepes Freel PA

& TMpu HeobxoammocTh BBoaa B aoMeH Freel PA, paseepHyTbin Ha OC Astra Linux Special Edition,
BPM c ppyron roctesor OC Linux, HeobxoaMmo BHeCTU u3MeHeHusi B dann /usr/lib/

python3.6/site-packages/ipalib/constants.py (cMm. noagpasgen [Moarotoeka 6asoBoro
BPM).

Ona pob6aeneHua ayteHTUbukaumm uyepes FreelPA apmuHucTpatopy Termidesk cnepyet nepenTu
«KoMnoHeHTbI - [JoMeHbl ayTeHTUdMKaLMUM», 3aTeM HaxkaTb 3KpaHHYto kKHonky [Co3paTb] v BbiOpaThb M3
Bbinadatollero cnucka «FreelPA».[lanee HeobxoaMMo 3amofiHUTL AaHHble, Mepeync/ieHHble B CTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabamua 17).

(® Termidesk nopmepxvBaeT aBTOPU3AUMIO  MOMb30BAaTENEN, HAXOAALMXCA BO  BJIOXKEHHbIX
AoMeHHbIX rpynnax Freel PA.

Tabnuua 17 - daHHble pna nobaeneHus ayteHTUdbmkaumm vyepes Freel PA

MapameTp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBAHME AOMEHa ayTeHTUDMKaLUK
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCMOob3yeMoe 4151 ONMCAHUS Ha3HaYeHMs
WCTOYHUKA CBELEHUM O CyObeKTaxX U UX MOJHOMOYUSAX
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MapameTtp OnucaHue

«[MproputeT» MpenMyLLECTBO MCNONBb30BaHMSA LOMEHA ayTEHTUdUKALMM NMPU NPOBepKe
cybbekTa 1 ero nNosHOMo4MUi

«MeTka» MHbopmaumoHHoe none, UCNOb3yeMoe Anst UAEHTUDMKALUM 06beEKTA BO
BHYTPEHHEN CTPYKTYpe AaHHbIx Termidesk.

HauunHas ¢ Termidesk Bepcun 5.1 none MoxkeT cocTosiTb U3 ByKB
naTuHckoro andasuTa, undp, 3HaKoB «-» (aeduc) u «_» (nogyepkmBaHue)

«CepBUCHbIV aKKayHT» HaseaHue cepBUCHOro akkayHTa, CO34aHHOro rnpu aobasneHum
NMoCTaBLLMKa pecypcoB

«OomeH» NpeHntudukaTtop obnactn Kerberos ans ayteHTudmkaumm

«Keytab» MyTb Kk arny c kNOYaMK AN CEPBUCHOIO akkayHTa (npumep
dopmuposaHus daiina npueepeH B nogpasaene MonyyeHune u pobaBneHue
danna keytab). Kaxxpas reHepaums keytab gomkHa nporsBoanTbCS B
HoBbIM darin. MNpr HeobxoAMMOCTN NOBTOPHOIO UCMONb30BaHMS UMEHN
davina cywecTeytowmin dain obsa3aTeNIbHO LOMKEH BbITb yaaneH nepea,
reHepaumen.

HesaxkHo, ans Kakoro y3na cosfaH keytab, He06X0AMMO CaMO ero Hannume

«Cepsep Freel PA» FQDN pecypca, 9BngtoLLerocst UICTOYHUKOM CBELEHUM O CyBbEKTax U UX
MoAHOMOUMAX
«[Mpoeepka SSL» Mposepka ncnonbsosaHmna SSL

® Mpu pobaeneHMM BTOPOro AOMeHa ayTeHTUPUKALMM HEOBXOAMMO CO34aTb HOBbIN dain keytab u
3a4aTb EMY UMS, OT/IMYHOE OT YXKe CYLLEeCTBYHOLLErO.
[ob6aBneHne BTOpOro AoMeHa ayTeHTUDUKALMKU He OTIMYaeTCs OT fobaBeHUs NepBoro.

Ons  BO3MOXHOCTM noakntoveHus  ABYX(daKTOpPHOW ayTeHTUdMKaumm (2FA)  HYXHO BKIKOYUTb
3KCMEPUMEHTASbHbIN napameTp experimental.2fa.enabled (c™m. nogpasaen  YnpaeneHue
3KCrnepMMeHTaNbHbIMK NapaMeTpamu Termidesk).
Mocne BkAtoYeHMs napameTpa npu nepexoge «KoMnoHeHTbl - [JoMeHbl ayTEHTUGMKALMU» U HaXKaTUS
akpaHHou kHonku [Co3paTb] nosBaTcs HOBble JOMeHbI Ay TEHTUhUKALMK:

» «FreelPA (2FA, 3kcnepuMm.)» - no3BonsieT BCEM MOJIb30BAaTENSIM MPOXOAUTb ABYX(DAKTOPHYHO

ayTeHTUDMKaLUIO;
» «FreelPA (2FA, HaTUBH., 3KCNepuM.)» - Nonb3oBaTeNsiM TpebyeTcs Bpy4YHYyto oTnpaBnaTb QR-kopa,

ON191 HACTPOMKM ABYX(PaKTOPHOM ayTeHTUDUKaLMN.

LByxdakTopHas ayTeHTUbMKaLMS OOCTYMNHA TOMbKO NMpu Bxoge B Termidesk yepes Be6-nHTepdenc. Ons
€e MNPOXOXKAEHUS HEeobX0AMMO YCTaHOBUTb NpunokeHMe FreeOTP Authenticator Ha MobunbHbie

YCTPOMCTBA NoJiIb30BaTeENEN.
® Termidesk He peanusyeT HenocpeacTBEHHO MeXaHW3M ayTeHTMdMKaumu. Ha koHTponnepe

nomeHa FreelPA pomkHa 6biTb mogktoveHa AByxdakKToOpHas ayTeHTUdUKauMa, TONbKO Moc/e
3Toro ee HeobxoguMo fobaBuTb B Termidesk, kak npuBeaeHo BbiLLE.
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5.3 . No6asneHune ayTeHTUMKaumm yepes ALD Pro

Ona nobaBneHus ayTeHTUdUkaumm uepes ALD Pro agmuHucTpatopy Termidesk cnepyetr nepentn
«KomnoHeHTbl - [JoMeHbl ayTeHTUbMKALMM», 3aTEM HaXKaTb 3KpaHHYt kHonky [Co3paTtb] v BbIGpaTh 13
BbiNagatowwero cnucka «ALD Pro». [lanee Heo6xoAMMO 3amnoNHUTbL AaHHbIe, MEPEYUCTIEHHbIE B CTONBUE

«[lMapameTp» cnepytoler Tabnuubl (cm. Tabnuua 18).

Tabnuua 18 — aHHble ans nobasneHms ayteHTUdUKaumm yepes ALD PRO

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HaMMEHOBAHME AOMEHa ayTeHTUbMKaLUK
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNOIb3YyeMOE A1 ONMUCAHUS Ha3HaYeHUs!

MCTOYHMKA CBeAEHUN O CyBbeKTax U UX MOIHOMOYMAX

«[MpuoputeT» MpenMyLLECTBO UCMONb30BaHMA AOMEHA ayTEHTMhMKALMM NP NMPOBEpPKe
cybbeKkTa 1 ero NosIHOMOo4YMM

«MeTka» NHdopmaLmoHHOe none, ncrnonblyemoe ANs UaeHTUdUKaLUM 06beKTa BO
BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk.

HauuHas ¢ Termidesk Bepcun 5.1 none MoxkeT cocTosiTb U3 BYKB TATUHCKOIO
andasuTa, undp, 3HakoB «-» (Aeduc) u «_» (NnoguepkmBaHue)

«CepBUCHbIN aKKayHT» Ha3BaHuWe cepBUCHOrO akkayHTa, CO34aHHOr0 Npu fo6baBneHUN NOCTaBLLMKA
pecypcos

«domeH» NpeHTndpukatop obnactu Kerberos ans ayteHTudmkalmm

«Keytab» MyTb K banny c kNYaMKU LS CEPBUCHOMO akkKayHTa (Npumep hopMupoBaHUs

daiina npuseaeH B noapasaene MonyyeHne u nobasneHune daina keytab).
Kaxpaa reHepaumsa keytab fonxHa Npov3BoaMTbLCA B HOBbIN darn. Mpu
HEeo6X0AMMOCTU NOBTOPHOIO MCMO/b30BaHMS MMEHU dalina CyLLEeCTBYHOLLMI
daiin 0ba3aTeNnbHO foMKeH BbITb YAaneH nepes reHepalumen.

HeBaykHo, A9 Kakoro y3na co3gaH keytab, He0BX0AMMO CaMO ero Hanuuue

«Cepsep ALD Pro» IP-apgpec unn FQDN pecypca, aBnsitoLLerocs UICTOYHUKOM CBEAEHWUI O
Cy6BbEKTaX U UX MOTHOMOUMSIX.

MoKHO yKa3aTb A0 NATU PecypcoB, pa3aeneHHbIX CUMBOJIOM «;». Pecypchbl
6yAyT MCNONb30BaThCS B YKa3aHHOM ropsiaKe: obpalleHue K crefyroLLemMy
OyneT BbIMNOMHATLCSA NPY HEAOCTYMHOCTU NpeablAyLLEro

«[Tposepka SSL» Mpoeepka ncnonb3oBaHus SSL

® MMpu pobaeneHMM BTOPOro AOMeHa ayTeHTUGUKALMM HEOBXOAMMO CO34aTb HOBbIN dain keytab u
330aTb €My WMs,, OTIMYHOE OT YXe cyuwecTBytowero. J[lobaBneHne BTOpOro AoOMeHa
ayTeHTUDMKaLMM He OTnYaeTCs OT fobaBeHUsl NepBoro.

Termidesk nopaep>XMBaeT aBTOPM3ALMIO MONMb30OBATENEN, HAXOOALUMXCS BO  BJIOXKEHHbIX
foMeHHbIx rpynnax ALD Pro.

5.4 . No6aeneHune ayTeHTUdMKaumm yepes ALD

Ons pob6asneHusa ayteHTudukaumm 4vepes Astra Linux Directory (ALD) agmunHuctpatopy Termidesk
cnepyet nepentn «KommnoHeHTbl - [JoMeHbl ayTEHTUGUKALUMM», 3aTEM HaXKaTb ISKPAHHYH KHOMKY

[Cospatb] 1 BbIOpaTL 13 BbiNapatoLLero cnucka «Astra Linux Directory».
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,El,anee HEO6XOJJ,MMO 3aMnoJIHUTb AaHHble, nepevyncneHHbIe B CTOJ16LI,e «I'IapaMeTp»
cne,u,yrou.l,eﬁ Tabnuubl (see page 0).

Tabnuua 19 — JaHHble gns nobasneHms ayTeHTUdUKaumm yepes ALD

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKauum
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe 4151 ONUCaHUS Ha3HaYeH s

WUCTOYHUKA CBEAEHMM O CyObEKTAX U UX MOSHOMOYMAX

«[MpuoputeT» MpenMyLLECTBO MCMOJIb30BAHMS AOMEHA ayTEHTUDMKALMK NPU NPOBEpKe
cybbekTa 1 ero nNosIHOMouMi

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe ana UAEHTUGUKALUKM 06BEKTA BO
BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk.

HaunHasa ¢ Termidesk Bepcuu 5.1 none MoxeT cocTosnTb U3 Byks
naTuHcKoro andasuTa, undp, 3HaKoB «-» (aeduc) u «_» (nogyepkmMBaHue)

«CepBUCHbIM aKKayHT» HaseaHwue cepBUCHOro akkayHTa, CO34aHHOro rnpu AobasneHum
NMoCTaBLLMKa pecypcoB

«OomeH» NpeHntudukaTtop obnactn Kerberos ans ayteHTudmkaumm

«Keytab» MyTb Kk darny c kNOYaMK AN CEPBUCHOIO akkayHTa (npumep
dopmuposaHus daiina npueepeH B nogpasaene MonyyeHune u pobaBneHue
danna keytab). Kaxxpas reHepaums keytab gomkHa nponsBoanTbCS B
HoBbIM darin. MNpn HeobxoAMMOCTN NOBTOPHOMO UCMONb30BaHMS UMEHN
davina cywecTeytowmin dan obga3aTeNlbHO LOMKEH BbITb yaaneH nepea,
reHepaumen.

HeBaxxHo, anisi Kakoro ysna cosgaH keytab, He06xoaMMoO caMo ero Hanuuune

«Cepsep LDAP (ALD)» JoMeHHOe MMs pecypca, SBASHOLLEr0Cs MCTOYHUKOM CBEAEHUM O CYyObeKTax
U UX MOSHOMOYMAX

«TarMayT NoaK/ItoHeHU» Bpems oxxmpaHus (B cekyHAax) oTBeTa pecypca, SABASIOLLErocs
WUCTOYHUKOM CBEAEHUMN O CyBbeKTaxX U UX MOIHOMOYMSAX

«Base DN» KopeHb noucka B gomMeHe ayTeHTUdUKaLMM

5.5 . No6aeneHue ayTeHTUMKaumm yepes SAML

MpoBanoep SAML - 370 eamMHaa Touka BXoda Mosib30BaTesier B pacnpeneneHHON CUCTEME, MO3BOJIAOLLEN
ayTEHTUDULMPOBATECS B Pa3HbIX M HECBSA3HbIX MeXAy COOOM 4acTax CUCTEMbl MOCPENCTBOM Beb-
6paysepa. HesaBucumo oT TOro, Kakom wucnonbsyetcs Tun 6uHamHra (binding), Bcerma npoucxoouT

nepeHanpae/ieHUE Ha CTpaHULy ayTeHTUdMKaumm «lpoeangep SAML».

Ona pobaeneHus ayteHTUdUKaumm depez SAML agmuHucTpatopy Termidesk cnepyet nepentn
«KomnoHeHTbl - [JoMeHbl ayTeHTUbUKaLMM», 3aTEM HaXKaTb 3KpaHHYt kHonky [Co3paTtb] v BbIGpaTh 13
BblnagatoLlero cnmcka «SAML».

3aTeM HeobXxoOMMO 3aMofIHUTL [JaHHble, MepevyncneHHble B cTonbue «[lapameTp» cnegytoLLen

Tabnuupl (cm. Tabnuua 20).
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Tabnuua 20 — JaHHble ans nobaeneHms ayTeHTUdMKaumm Yyepes SAML

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKauum
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMOob3yeMoe 4151 ONUCAHUS Ha3HaYeH s

WUCTOYHUKA CBEAEHMM O CyObEKTAX U MUX MOSHOMOYMAX

«[MpuoputeT» MpuopuTEeT MCNOMBb30BaHUA OMEHA ayTEHTUMBUKALMM MPU MPOBEPKE
cybbekTa 1 ero nNosIHOMouMi

«MeTka» MHdopmaumoHHoe none, cnonbsyemoe ana UAEHTUGUKALUKM 06BEKTA BO
BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk.

HaunHasa ¢ Termidesk Bepcuu 5.1 none moxeT cocTosnTb U3 Byks
naTuHCKoro andasuTa, undp, 3HaKoB «-» (aeduc) u «_» (nogyepkmuBaHue)

«ID knueHTa» YHUKanbHbI UAEHTUDMKATOP KIIMEHTA Ha CepBuCe ayTEHTUDUKALUK
SAML

«URL MeTagaHHbIx» URL pns nogkntoueHus K cepBucy ayteHTudumkaumm SAML

«[Mpoeepka SSL» Crporas nposepka SSL-ceptudurkaros

«Tun BuHANHTra» Cnocob otnpaBku oTBeTa cepucoM SAML Ha 3anpoc ayTeHTUdMKauuu.

MoppepskmeatoTcs cnepyrowme tunbl: HTTP-Redirect, HTTP-POST

«Response Binding Type» Bbi6op T1na 6uHamMHra ons obpatHoro nepeHanpasneHns B SAML-
3anpoce. Moaaepyxueatotca cneaytowme tunol: HTTP-Redirect, HTTP-
POST

«[puBaTHbIN KNOY» Habop cumBonoB npueatHoro kitoya ans noanucn SAML-3anpocos

«®opmat Name ID» ®MopMaT conocTaBneHus naeHTUdmkatopos nMeH SAML y nocTaBLmKkoB

YAOCTOBEPEHUM U NMOCTABLUMKOB YCNYT

«Group Attr Name» Twun aTpnbyTa nonbsosatens (06bIYHO B 3TOM MOJIe YKa3bIBAETCS
3HaueHue «Group»)

«Tanmayt» Bpems oxxmpaHus oteeTa oT SAML, B cekyHAax

LOna paboTbl c cepTMdMKaTaMu MpU MNOJYYEHUM METALAHHbIX OT [HAOMeHa ayTeHTudukauum SAML
HeobXoAMMO YCTAaHOBUTb KOPHEBOM cepTUdUKAT LEHTpa cepTUdMKauMM M HacTpouTb Termidesk Ha

paboTy c cepTudmkaTamm (cM. nogpasnen YCTaHOBKa KOPHEBOro cepTudmKaTa LeHTpa cepTudukaumm).

5.6 . Nob6aeneHue ayteHTudukaumm OIDC

OIDC - 3T0 MexaHu3M, MO3BOJIIIOLMIKA TMPUSIOXKEHUIO CBSI3aTbCA CO cnykbon wmpeHTUdbmkaumm |dP,
nosy4ymTb OaHHble O MOJIb30BaTe/Nle U BEPHYTb MX 0OpaTHO B npunoxeHue. Takum obpasom OIDC
obecneymBaeT ayTEHTUDMKALMIO aAMUHUCTPATOPOB U MOb30BaTeNen 6e3 HEOBXOAMMOCTM BBOAA JIOTMHA
“ napons.

Cnyxb6a upeHtudukaumm |IdP (Hanpumep, keycloak) pomkHa ObiTb MpeaBapuUTENbHO HAcTpoeHa B

WMH}PaACTPYKType opraHnsaumm ass BO3MOXXHOCTU ucnosnb3oBaHusa OIDC kak noMeHa ayTeHTUdDMUKALUM.

Lna nobaenenus ayteHTudmkaumm OIDC cnepyet nepentu «KoMnoHeHTbI - [JoMeHbl ayTEHTUhMKALUN Y,
3aTeM HaxaTb 3KpaHHyto kHonky [Cospatb] u BbibpaTh M3 Bbinagatowero cnucka «OIDC

ayTeEHTUDMKALUS».
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Lanee 3anonHUTbL AaHHble, nepeyncieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 21).

[na coxpaHeHWs napameTpoB KOHbUIypauum UCrosb30BaThb 3KpaHHY KHorky [CoxpaHuTb].

Tabnuua 21 — JaHHble ans nobasneHms ayTeHTUdMKaumm yepes OIDC

Mapametp OnwucaHue
«HazBaHue» TekcToBOE HAMMEHOBAHME AOMEHa ayTeHTUbMKaLum
«KomMeHTapumn» MHdopmaumoHHoe coobLueHMe, UCNONb3yeMOe A5 ONUCaHUs
Ha3Ha4yeHUa UCTOYHUKaA CBEAEHMVI o Cy6'bEKTaX N NX NOJTHOMOYUAX
«[Mpuoputer» MpropuTeT MCNONb30BaHMS AOMEHA ayTEHTUDMKALLMM NPU MPOBEpKe
cybbekTa 1 ero nNosIHOMouMi
«MeTka» MHdopmaumoHHoe none, ucnonb3yemoe ana naeHTUbUKaLmMm obbekTa

BO BHYTPEHHEN CTPYKTYype AaHHbIX Termidesk.

Haunnasa ¢ Termidesk Bepcun 5.1 none MoxeT cocTonTb U3 Byks
NaTuHCKoro andasuTa, umMdp, 3HaKoB «-» (nedwuc) u

«_» (nogvepkuBaHue)

«Client ID»

YHUKanbHbIV UAEHTUDUKATOP NPUITOXKEHMS, NONYYEHHbIN OT CNY>KObI
naeHTudbmkaumm IdP.

Mpumep: «openid-test-cl»

«Client secret»

Kntou npunoxxeHus, Nony4YeHHbIN oT cnybbl naeHTudmkaumm IdP

«Authorization endpoint»

URL-agpec aBTopusaumu cnyx6bl uaeHTudmkaumm IdP.

Mpumep: «http://192.0.2.2:8080/auth/realms/domain.local/protocol/
openid-connect/auth»

«Token endpoint»

URL-agpec nony4yeHust TokeHa cnyx6bl naeHTudbukaumu I1dP.

Mpumep: «http://192.0.2.2:8080/auth/realms/domain.local/protocol/
openid-connect/token»

«Userinfo endpoint»

URL-appec nonyyeHns nHcbopMaLmm 0 Nosib3oBaTesie OT CY>KBbI
naeHTubukaumm IdP.

Mpumep: «http://192.0.2.2:8080/auth/realms/domain.local/protocol/
openid-connect/userinfo»

«JWKS URI»

URL-agpec nonyyeHus ceptudukaToB cny>xbbl naeHTndmkaumm IdP.

Mpumep: «http://192.0.2.2:8080/auth/realms/domain.local/protocol/
openid-connect/certs»

«Scope»

Habop obnacTen foencTBUS, NOAAEP>KUBAEMbIN B Cly>Xbe
naeHTudbmkaumm IdP.

O6nactu gerictena onpeaenatoTcs cneundukaumen npotokona OAuth
2.0.

HenonHbIM cnMCcoK BO3MOXHbIX 3HAYEHUN (YKa3blBatOTCS Yepes npoben):

= «openid» (obs3aTenbHoe 3Ha4eHue ans OIDC) - 3anyck
ayTeHTUdUKaumm ¢ ncnonssosaHmem OIDC;

= «profile» - pocTyn k Nnpodwmnto nonb3osaTens;

* «email» - JOCTYyN K aapecy 3NeKTPOHHOW MOYTbI NOb30BaTENS;

= «offline_access» - obHoOBNeHWe TOKeHa AocTyna 6e3 HeobxoanMocTU
NMOBTOPHOW ayTeHTUbMKaLUW;

= «groups» - JOCTYN K CMMCKY posie Nosib30BaTensi.

3HaueHue no ymonuyaHuto: «openid email profile groups».

Ecnu Hy>XHO yKa3aTb Apyroi Habop 3Ha4eHui, creayeT yoeauTbCs, 4To
OH MOAJEP>KMBAETCS UCMONb3yeMon cnyxbon naeHtudmkaumm |dP

Bbinyck ot Hos6psa 2024

88



@ TERMIDESK C/IET.10001-01 90 02

Mapametp OnwucaHue

«ATpMBYT MMeHW Nonb3oBaTens» Mmsa aTpnbyTa, B KOTOPOM XPaHUTCS UMS Nosb3oBaTens (J10rmH) B
cnyx6e noeHtTudukaumm IdP.

3HayeHMe no ymonyaHuto: «email»

«[Tposepka SSL» MpoBepka ncnonb3oBaHuns SSL

5.7 . Do6aeneHue |P-ayteHTUdMKaLmm

LDomeH «IP ayTeHTUbMKaumsa» no3BonseT onpenensiTb Ha3Ha4YeHMe NpaB Ha OCHOBe CeTeBbIX aapecos. [ns
pob6aeneHus |P-ayteHTUdMKaumMm agmMuHuctpatopy Termidesk cnepyetr nepentn «KoMMoHeHTbl -
HdomeHbl ayTeHTUdMKauumn», 3aTeM HaxaTb 3KpaHHyto kHonKy [Co3paTb] v BbibpaTb U3 BbiNagaroLLero

cnucka «IP ayteHTUdUKauus».

,EI,anee HeO6XO,EI,MMO 3aMnoJIHUTb OaHHbIE, nepevyncneHHbIe B CTOJ'I6LI,e «I'IapaMeTp»
cneayrowemn Tabnmubl (cm. Tabnuua 22).

Tabnuua 22 - OaHHble pna nobasnenus |P-ayteHTUdMKaLMM

Mapametp OnwucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHWE JOMeHa ayTeHTUdUKaLUK
«KoMMeHTapumn» MHbopmaumoHHoe coobLLeHme, UCMOob3yeMoe Asl ONUCaHUS

Ha3Ha4YeHMs JoMeHa ayTeHTUbMKauum

«[Mpuoputer» MpenMyLLECTBO MCMOIb30BaHMSA AOMEHa ayTEHTUDMKALMK MpPU NPoBepKe
cybbeKkTa 1 ero NosHOMo4YUi

«MeTka» MHdbopmaumoHHoe nosne, MCNonb3yeMoe anst MaeHTUdUKaumm obbekTa
BO BHYTpPEHHeW CTPYKType AaHHbIX Termidesk.

HaunHasa ¢ Termidesk Bepcuu 5.1 none moxeT cocTosnTb 13 Byks
natuHckoro andasuTa, Lmdp, 3HakoB «-» (peduc)

«_» (nogyepkmBaHue)

«Pa3pelunTb NpoKcMpoBaHUeE» PaspeinTb cybbekTam poctaBky PM, HaxomsLmxcsa 3a npokcu-
cepBepom

5.8 . No6asneHue ayTeHTUPUKauum yepes MS AD (LDAP)

Ona nobasneHus ayteHTudpukaumm MS AD (LDAP) agMuuHuctpatopy Termidesk cnepyeT nepeunTtwn
«KomnoHeHTbI - [loMeHbl ayTeHTUbUKaLMU», @ 3aTeM HaxkaTb 3KpaHHYo kHornky [Co3paTtb] 1 BbIGpaThb 13
BbiNnagatoLlero cnucka «MS Active Directory (LDAP)».

3aTem HeobxoauMo 3aNofHUTL  JaHHble, NnepeyYncsieHHble B cTonbue «[NapameTp»

crnepyowemn Tabnmubl (cm. Tabnuua 23).

Tabnuua 23 - JanHble pns nobasneHus ayteHTudmkaumm yepes MS AD (LDAP)

MapameTp OnucaHue

«HaseaHue» TekcToBOE HaMMEHOBaHUe AOMEHa ayTEHTMCbVIKaLI,MVI
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Mapametp OnwucaHue
«KoMMeHTapumn» MHdbopmMaumoHHoe coobLueHme, UCMOoNb3yeMoe 4151 ONMCaHUS Ha3HaYeHMs JOMEHa
ayTeHTUbMUKaLum
«[Mpuoputer» MpenMyLLLECTBO MCMONb30BaHMSA LOMEHA ayTEHTUdMKaALMM NPU NpoBepKke CybbekTa U ero
MONHOMOYUN
«MeTka» MHdbopmaumoHHoe none, UCronb3yemoe Ans MAeHTUdMKauum ob6bekTa BO BHYTPEHHEN

CTPYKTYype AaHHbIX.

MapameTp ncnonb3yeTcs 4N NoMcKa aHaforMYHOro JoMeHa « YHUBEPCAIbHOMO AMCMEeTYepa,
MO3TOMY JOJIXKEH BbITb 0AMHAKOBbLIM Kak Ha nopTtane «Arperatop» (Npu ero UCMosib30BaHUK),
TaK U Ha « YHMBEPCaNbHOM JMCrneTyepey.

Mone MoXeT cocTosATb 13 ByKB NaTMHCKOro andasuTa, undp, 3HakoB «-» (aeduc) u

«_» (nopyepKMBaHUe)

«Cepsep LDAP»

IP-agpec unun nomMeHHoe UMs cepBepa CNyXbbl KaTanoros, ABASOLLENOCS UCTOYHUKOM
CBeAeHuIn 0 CybbeKkTax U UX MOTHOMOYUAX

«[MopT»

TCP-nopT, Ha KOTOPOM 3anyLLeHa cny>Kba KaTanoros.
Bo3MoyHble CTaHAapTHbIE 3HAYeHUs:

* «389» (no ymonuaHuto). Mcnonb3yeTcs, ecnu focTyn K cnyxbe KaTasoros peannsosaH
ocyuecTtsaseTcs no npotokony LDAP;

* «636». Micnonb3yeTcs, ecnu JOCTYN K Cy>Kbe KaTanoros peasv3oBaH OCYLLECTBASETCS MO
npotokony LDAPS;

* «3268». AnbTepHaTuBHbIM NopT. Mcnonb3yeTcs, ecnn JOCTyn K cnyxbe KaTanoros
peanun3oBaH ocyulecTsaseTcs no npotokony LDAP;

» «3269». AnbTepHaTUBHbIN NopT. Micnonb3yeTtca, ecnm 4OCTYN K Cnyxbe KaTanoros
peanu3oBaH ocyLuecTeaseTcs no npotokony LDAPS.

[ns yckopeHusa noucka nNonb3oBaTesien B Cyx6e KaTasoroB peKoMeHAyeTCs yKasbiBaTb
anbTepHATMBHbIN NOpPT

«WMcnonb3osatb SSL»

Mcnonb3oBaTb 3almuieHHoe coegmnHeHune npum B3aMMO,EI,ef;1CTBMM co Cﬂy)K60171 KaTanoroe

«YyeTHas 3anucb»

YyeTHas 3anuck B dopmate Distinguished Name (DN) B pomene MS AD (LDAP),
ncrnonbayemas 41 NOAKJIOUEHUA K Cly>Kbe KaTaoros.

Mpumep: «CN=admin,OU=user,DC=test,DC=desk»

«[Maponb yyeTHOM 3anmcm»

Habop cumMBonOB, NOATBEP>KAAOLLMIA MOMHOMOYMS 0BbEKTa AJ19 MOAKIHUEHUA K CnyxKbe
KaTasioros

«TanmayT»

Bpems oxxmpaHus (B cekyHAax) OTBETa OT CNY>KObl KaTaforos.
3HayeHue No yMonyaHuio: «10»

«Base DN»

KopeHb noucka B cnyxbe katanoros B dpopmate DN. MapameTpy cnenyeT 3apaBaTb 3Ha4YeHwMe,
COOTBETCTBYHOLLEE 3aMMCK BEPXHErO YPOBHS B MepapXmm cy>kbbl kaTanoros (6e3 ykasaHusi
ou).
BBoaunMoe 3HaueHue He LOMKHO cofepykaTb npobenos:

* B HayaJie U KOHLE CTPOKMU;

" pSAoOM C pasgenuTensMu (3ansaTbiMu);

* B 3anemeHTax nytu (Hanpumep, «DC=company name,DC=de»).
Mpumep: «DC=test,DC=desk»

«Mmsa knacca
nonb3oBaTensa»

ATpubyT Knacca nonb3oBaTenisi B C/y>Kbe KaTanoros.
[ns KOppeKTHOro 3anoHeHWsi AaHHOTO Mo HEOBXOAMMO YKa3aTb 3HAYEHWNE KPErson»
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Mapametp

OnwucaHue

«ATpUbYT npeHTUdMKaTopa
nonb3oBaTens»

ATpUBYT YHUKaNbHOIO UMEHU UM UAEHTUMKATOPa NOMb30BaTENS B C/Y>KHe KaTasoros.
[ns KoppekTHOro 3anoNHeHWsi AAHHOTO MoNs HE0OBX0AMMO YKa3aTb:
* 3HauYeHWe «name», eciv akTuBMpoBaH napameTp «Mcnonbzosats PKINIT»;

A ATpubyT npeHtubmkaTopa nonb3oBaTens 3a4aeTcs C YYETOM TOro, Kakow LwabnoH
MCMonb3oBasaca npu Bblgade ceptudumkata nonb3osatens. Hanmpumep, 3HaueHwue
«name» ans MexaHusMa ayTteHTudukaumm Kerberos PKINIT ykasbiBaetca B TOoM
cnyudae, ecniv cepTudMKaT ANa NOAK/OUYEHUS BblAaH Ha UMS MOJIb30BaTeNs.

* 3HauveHWe «SamAccountName» B oCTanbHbIX ClyYasnx

«Cnucok aTpmbyTos
nosib3oBaTens»

Cnmcok anM6yTOB, co,u,ep>Ka|.|.|,V|17| YHUKaNbHbI€ JaHHbI€ NMOb30BaTeENA, Pa3gesieHHble
3anaTbIMU.

LOna KOPPEKTHOro 3ano/IHeEHUA AaHHOIo nongd HEO6XOLI,VIMO YKa3aTb 3Ha4yeHne «name»

«Nmsa aTpubyTa rpynnbi»

ATpM6yT NMPUHAONEXHOCTU K rpynne B cny>K6e KaTaJioros.
,D,J'IFI KOPPEKTHOIo 3anoJIHEHUA AaHHOIo nongd HEO6XO,EI,MMO YKa3aTb 3Ha4YeHUue «group»

«ATPUBYT UMEHU rpynMbi»

ATpubyT naeHTudbmMKaTopa rpynnbl, K KOTOPOM OTHOCUTCS CYOBLEKT B CNy>Kbe KaTanoros.
[ns KoppekTHOro 3anoNHeHUst AAHHOIO Mo HEOBXO0AMMO YKa3aTb:

* 3HauyeHue «distinguishedname», ecnu BkAtoUeHbl NapameTpbl «Mcnonb3oBaThb
PEKYPCUBHbINA MOUCK Fpynn» uan «Mcnonb3oBaTh 06paTHbIM NOPSAOK MPOBEPKM YNIEHCTBA
rnosb3oBaTenem»;

* 3HAYeHWe «name», eCnu aKkTMBMpoBaH napameTp «Mcnonb3osatb PKINIT»;

A ATpubyT MMeHM rpynnbl 3343ETCS C YYETOM TOrO, KaKoW LabaoH MCMoNb30Bancs npu
Bblaade cepTudukaTta nonb3oBaTens. Hanpumep, 3HaueHWe «name» Ans MexaHW3Ma
ayteHTndukaumm Kerberos PKINIT ykasbiBaetcs B TOM cnydvae, ecnm ceptudmkart
ON19 NOAKHOYEHUS BblOaH Ha UMS NONb30BaTenNsl.

" 3Ha4deHue «Cn» B OCTaJibHbIX Ciy4aax.

Ecnu ncnonbsyetca 3HadeHue «distinguishedname», To npu nobaBneHUmM rpynnbl B AOMEH
ayTeHTUdUKaumm no nyTn «KomnoHeHTbIl - [loMeHbl ayTeHTUDMKauuu - HaumeHoBaHue
JoMeHa - [pynnbl» HY)KHO YKa3blBaTb A/IMHHbIE MMEHa rpynm,

Hanpumep: «CN=RootGroup,CN=Users,DC=test,DC=desk». Ecnu ncnonbsyetcs 3HaueHue
«CN», TO HY>XHO YKa3blBaTb KOPOTKWE UMEHA Fpynm.

Ecnu napameTp « ATpubYT UMEHU TpyNMbl» Gbl1 U3MEHEH, TO HEOBXOAMMO 3aHOBO J06aBUTL

rpynnbl, UCMOMb3ysi COOTBETCTBYHOLLME UMEHA FPYNM: A/ KCN» - KOPOTKUE MMEHa, AJIS
«distinguishedname» - afIMHHbIE MMEHa

«ATpubYT YneHcTBa B
rpynne»

MpeHTudurkaTop rpynnbl Ans Ha3HaYeHUs) MOJIHOMOYUI CYOBEKTY.
[ns KoppeKTHOro 3anosiHeHWsl AaHHOTO Mo HEO6XOAMMO yKa3aTb 3Ha4YEHWe «member»

«ATpubyT rpynn ans
LDAP-3anpocoB»

ATpubyT, onpeaenstoLLMiA FPYMMbl NONb30BaTENs MPU 3aMpocax K Cy>xbe kaTanoros.
Bo3smoxkHble 3HaveHms: «objectClass», «objectCategory»

«WMcnonb3oBaTb
PEeKYpPCUBHbIV MOUCK
rpynn»

Mpw 3anpoce rpynn nonb3oBaTens 6yayT yUYTeHbl Er0 POAUTENBCKME FPYIbl, B KOTOPbIX OH
COCTOUT HesIBHO.
Ecnu pononHutensHo BkAoUeH napameTp «Mcnonb3oBaTb 06paTHbLIM NOPSAOK MPOBEPKU
UYNIEeHCTBa NoJsib30BaTeNien», To napameTp «Mcrnonb3oBaTb PeKYPCUMBHbBIM MOUCK IPYMM» MOXKHO
He BKJIHOYaTb.
Bo3MOXHbIe 3HaYeHUS:

» «[Ja» - nCNonb30BaTb PEKYPCUBHbBIN MOUCK;

* «HeT» (No ymMon4aHuto) - He UCMOMIb30BaTb PEKYPCUBHbIV MOUCK

Bbinyck ot Hos6psa 2024

91




@ TERMIDESK C/MET.10001-01 90 02

Mapametp OnwucaHue

«Mcnonb3oBaTb 06paTHbIM | [poBepka COOTBETCTBUS YNIEHCTBA MOJb30BaTeNs B FPYNMax C/y>kbbl KaTasioros Y1eHCTBY B
nopsifoK NpoBepKu rpynnax fomMeHa ayTeHTUdMkaumnn. Ans pabotsbl byHKUMOHAN HEOBX0AMMO, YTODbI Bbl 3aaH
UNeHCTBa Nosb3oBaTtener» | napameTp « ATpUBYT MMEHU rpynnbl».
DTOT NapaMeTp HY>KHO BK/IOYUTL NpU HOMbLLOM KONWMYECTBE rpynn HEMOCPEACTBEHHO Ha
cnyx6e katanoros MS AD. B 3tom cnyuyae cHadana 6yaeT npoBepsATbLCA BXOXAEHME
nonb3oBaTens B rpynnbl 4OMeHa ayTeHTUdMKaumm (B TOM YMC/ie peKypCUBHO), 3aTeM bByaeT
NpouCcxXoamMTb NPOBEpKa HaWAeHHbIX rpynn B ciyxbe katanoros MS AD.
Mpu BbIKAOYEHUM ITOMO NapaMeTpa NPUMEHAETCA HACTPOMKa Bbibopa « ATpMBYT rpynn ans
LDAP-3anpocoB»: «objectClass» nnu «objectCategory».
Mpw BKNtOYEHUM 3TOrO NapaMeTpa BCEraa NPUMEHSAETCA HacTPoKiKa Bbibopa « ATpubyT rpynn
ans LDAP-3anpocoe»: «objectClass».
Bo3MoXHble 3HaYeHUs:

* «[la» - ncnonb3oBaTb O6PaTHbLIN NOPSAOK;

* «HeT» (No ymMon4aHuto) - He UCMOb30BaTb OBPaTHbLIM MOPSAOK

«Mcnonb3osatb PKINIT» Mcnonb3oBatb MexaHu3M ayTeHTUdumkaumm Kerberos PKINIT npu ayteHTudmKaumm
nonb3osatens. PKINIT - MmexaHn3M, no3Bonsowmii Mcnosib3osaTtb cepTudmkaTbl X.509 B
KayecTBe MeTofa ayTeHTUbUKaLMK.

Mpennonaraetcs, 4To MexaHu3M ayTeHTUdMKaummn Kerberos PKINIT HacTpoeH B
WHbPaCTPYKTYpe OpraHM3aLmMmn 1 Nob30BaTENHO BblAaHbl COOTBETCTBYHOLLME CEPTUDUKATBI U
KHOYM N1 NOAKAOYEHUS (MepCoHaNbHbINM CepTUdUKAT, 3aKPbITbIN KOY K HEMY U KOPHEBOM
ceptudumkat LIC, Ha KOTOpPOM BbIMYLLEH NEPCOHaNbHbIN cepTUbUKaT).

Mpw akTnBaumm MexaHusma ayteHTudukaumm Kerberos PKINIT Hy>kHO yKa3aTb akTyanbHbIN
nopt B napameTpe «MopT PKINIT», a TakxKe yKazaTb HY>KHble 3HaYEHUS NapamMeTPoOB
«ATPUBYT MMeHU rpynnbi» U « ATpUBYT naeHTUbMKaTOpa NONb30BaTENS».
Bo3MOXHble 3HaYeHus:

* «[la» - NICNONb30BaTb MEXaHU3M;

* «HeT» (no ymMonuyaHu1to) - He UCMONbL30BaTb MEXaHW3M

«MopTt PKINIT» TCP/UDP nopTt, Ha koTopoMm 3anyuieHa cnyxba Kerberos.
3HayeHMe No ymonyaHuto: «88»

5.9 . HNo6asneHne npoMeHa ayTeHTUPUKaumm RADIUS

Ons pobaeneHuss gomeHa ayTeHTUdukaumm RADIUS HeobxoguMo BKAKOUUTH 3KCMEPUMEHTAsbHbIN
napamMeTp experimental.radiusauth.enabled B COOTBETCTBMM C nogpasgenom YnpaBneHue

3KCnepuMeHTanbHbIMK NapameTpaMu Termidesk.

lMocne BKAKOYEHUS 3IKCMEPUMEHTANIBHOIO MapamMeTpa aaMuUHUCTpaTopy Termidesk cnegyeT nepenTu
«KoMnoHeHTbl - [loMeHbl ayTeHTUbMKaLMU», 3aTeM HaxaTb 3kpaHHY kHonkKy [Co3paTb] v BbIGpaTh U3
BbiNnagatoLero crnmcka «Radius».

3aTeM HeobOXOOMMO 3aMoNHUTL [JaHHble, MNepevynciieHHble B cTonbue «[lapameTp» cneaytoLlen

Tabnuubl (cm. Tabnuua 24).

Tabnuua 24 - JaHHble gna nobaeneHus ayteHTudmkaumm Radius

MapameTp OnucaHue
«HasBaHue» TekcToBoe HanMeHoBaHMe AOMEHa ayTEHTVIdJVIKaLI,MVI
((KOMMEHTEpMﬂ» MHCbOpMaLI,MOHHOE COO6IJ.L€HME, ncnosibsyemMoe gna onmcaHmsa HasHavdeHua

MUCTOYHUKaA CBe,EI,EHVIVI (o} cy61>eKTax N NX NONTIHOMO4YUAX

«[MpuopuTteT» MpenMyLLECTBO MCMOMb30BaHMSA AOMEHA ayTeHTUdMKALMM NPpK MpoBepke
CybbekTa 1 ero NOHOMOUMIA
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MapameTtp OnucaHue

«MeTka» MHbopmaumoHHoe none, UCNob3yeMoe Anst MAEHTUDMKALUM 06beKTa BO
BHYTPEHHEN CTPYKTYpe AaHHbix Termidesk.

HauunHas ¢ Termidesk Bepcun 5.1 none MoxkeT cocTosiTb U3 BYKB
naTuHckoro andasuTa, undp, 3HaKoB «-» (aeduc) u «_» (nogyepkmBaHue)

«Radius cepsep» IP-appec unun foMeHHOe UMS pecypca, SBASIOLLEroCs UCTOYHUKOM
CBeAeHuM o cybbekTax U ux nonHomoumsix (cepeep RADIUS)

«AyTEHTUPUKALMOHHBIN NMOPT» MopT ana 06paboTKM 3aNpoCcoB Ha ayTeHTUDMUKALMIO

«CekpeT» Habop cumBonoB (Maposb), NOATBEPXKAAOLLMUI NOAKITFOYEHME K CEPBEPY
RADIUS

«TanmayT» MakcuManbHoe BpeMsi oxxmaaHus (B ceKyHAax) oJis yCTaHOBKM
coefMHeHUs

Banupauma 3apaHHbIX NapamMeTpoB 3KpaHHOW kHomkou [TecT] npoBepsieT KOppPeKTHOCTb 3af4aHHOMO
uMeHn cepeepa (BO3MOXHOCTb nonyuntb |P-agpec, wucnonbsys DNS), poctynHocTb cepBepa
(koppekTHbIV NopT, paboTocnocobHocTb cepeepa RADIUS).

Mocne pnobaBneHus pomeHa ayteHTUdMkaunm RADIUS Heobxoammo nepenTu B CO34aHHbIA OBBEKT U
yKa3aTb aKTyaslbHbI/ CIMCOK FPYIM, NOJIb30BAaTENM KOTOPbIX MOryT Npou3BoauTh Bxod B Termidesk.

Mpu panbHerwen 3kcnnyatauum cepBep Termidesk, obpabaTbiBas 3anpoc Ha ayTeHTUhMKaALMUIO,
MONy4YaeT aKTyasbHbIKM CMUCOK rpynn Mosb30BaTeNsl U CPaBHUBAET CO CBOeW KoHdurypaumen. Ecnm Hu

OOHOro coernageHUda He o6Hapy>KeHo, TO NOS1b30BaTEJNHO 6y,u,eT OTKa3aHO B O0CTyne.

A KoHowurypaumsa cepsepa RADIUS pomkHa yunTbiBaTh Mepenady Cnuvcka rpynn nosib3oBaTens B
aTpubyTe ¢ kntouoMm 25 (Class) B oTBeTe co cTaTycoOM aBTOpU3aLUMN.

Lna koppekTHoro nonydeHus cnmcka rpynn Ha Termidesk cepep RADIUS MoxxeT 6biTb HacTpoeH

cnenyrowmm obpasom:
& TMpumep HacTponkn npuseaeH ana cepsepa freeRADIUS.

» dann /etc/freeradius/3.0/mods-enabled/ldap fOMKEH COQEPXKATb KOHCTPYKLMIO BUAA:

1 ldap {

2 ce

3 update {

4 ce

5 reply:memberOf += 'memberOf’
6 }

7 ..

8 }

* B dann /etc/freeradius/3.0/dictionary HeobxoaMMoO f06aBUTbL CTPOKY:

ATTRIBUTE memberOf 3001 string
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*» B (panne /etc/freeradius/3.0/sites-enabled/default HeobXxoAMMO HaUTU CEKLUUIO post-
auth n 006aBUTbL perynsipHoe BblpaXkeHue, hUNbTPYIOLLEE Ha3BaHME TPyMMbl U3 MOMY4YaeMbIX OT

cepBepa aTp1byTOB:

1 foreach &reply:memberOf {

2 if ("%{Foreach-Variable-03}" =~ /CN=([",=]+)/) {
3 update reply { Class += "%{1}" }

4 }

* B danne /etc/freeradius/3.0/mods-enabled/exec ykas3aTb g/ napameTpa wait 3HavyeHue

yes:

wait = yes

5.10 . [lo6aBneHue ayTeHTUDMKaLmm Yepe3s BHYTpeHHIoO Bl

& HauunHas ¢ Termidesk Bepcum 5.1 ncnonbsoBaHue dbyHKUMOHANa, NOAKAKOYAEMOro Yepes MiaruH
pacLLUMpPeHUs, UCKITHOYEHO.

5.11. [leicTBMA Hag rpynnaMu B JOMEHe ayTeHTUDMUKaLUK

Mpynnbl — NnepeyeHb OO6BLEKTOB AOMEHa ayTEHTUDMUKALMU, ONpPEeaENaOLLMX pa3peLleHnst Nonb3oBaTeNlen Ha
poctyn k ¢doHpam BPM. lMepeueHb rpynn, aocTynHbiX ans gobasneHus B Termidesk, 3anpawimBaeTcs y
[OMeHa ayTeHTUdUKaumu.
JocTynHbl cnepytowme [eUCTBUS Haf rpynnaMm JOMEHa ayTeHTUDUKALMK:

* co3paHue - fobaBneHMe CyLLEeCTBYOLLEN B CNy>be kaTanoros rpynmnbl B Termidesk;

* penakTUPOBAHME;

* yaaneHue;

* MPOCMOTP CBeAeHWnn Tabnunupbl «Mpynnbi».

(® PepakTupoBaHue M yganeHuMe rpynn B AoMeHe  ayTeHTudukaumm B «[lopTane
agMuHUCTpaTopa» Termidesk He MpMBOAUT K KaKMM-MGO M3MEHEHUSIM OObeKTa B CJyXbe

KaTaJZioros.

Ons pob6asneHua rpynnbl cnepyet nepentn «KomnoHeHTbl - [JoMeHbl ayTeHTUdMKaLuMm», 3aTeM B
ctonbue «HasBaHue» cBOgHOM Tabnuubl HaXkaTb Ha HaMMeEHOBaHWE [AOMeHa ayTeHTudukauuu. B
OTKpbIBLLUEMCS OKHe B Tabnuue «[pynnbi» HaxaTb a3kpaHHyto kHorky [CospaTe]. Ans nobasneHus byoyTt
LOCTYMHbI ABa TWUNa rpynn:

» «[pynna» (cm. Pucywok 27) - CTaHZApTHas rpynmna, Co3daHHasi B cnykbe katanoroB u Oyaer

pobaeneHa B Termidesk;

Bbinyck ot Hos16ps 2024 94



TERMIDESK C/ET.10001-01 90 02

* «MeTarpynna» (cm. Pucyrok 28) - rpynna, O6beaMHSAIOLLAs HECKOJIbKO CTaHAAPTHbIX rpynn B

Termidesk.

Co3naTh HOBLIWA 06BLeKT (Fpynna)

Ipynna brestadmins

KommeHTapuii

Cratyc AKTUBHLIA

Twvn yueTtHoR MNonbsosatens

sanwmcKk

Ponwn Hwuuero ne smibpano

OtmennTe Coxpannto

PucyHok 27 — OkHo nobaBneHus rpynmnbl AOMEHA ayTEHTUDMKALUN

[Ons pobaBneHus rpynnbl agMMHUCTpaTopy Termidesk HeobxoaMMo 3anofHUTL AaHHbIe, NepeYncieHHble
B cTonbue «MMapameTp» cneaytoLen Tabnmubl (cm. Tabnuua 25).

Tabnuua 25 - JaHHble gna nobaBneHus rpynnbl 4OMEHA ayTEHTUDUKALUK

Mapamertp OnwucaHue

«[pynna» HaviMeHoBaHwWe rpynnbl, MoNy4YeHHOe OT AoMeHa ayTeHTudmkaumu. [ns sbibopa
rpynnbl U3 CAMCKa JOCTYMHbIX HEOBXOAMMO HayaTb BBOA €€ HaMMEHOBaHUS

«KoMMeHTapumn» MHdopmaumoHHoe cooblLLeHMe, UCNONb3YEMOE AS1 ONMUCAHUS FPYMbl

«Cratyc» XapakTepuCcTUKa COCTOsIHMSA CyBbeKkTOB rpynnbl Npu goctyne K doHay BPM.
LocTynHble 3HaveHus:

* «AKTUBHbIN» - CyOBEKTbI FPYMMbl MOryT ayTeHTUbMLMpoBaTbecs B Termidesk;

* «HeakTuBHbIN» - Cyb6bEKTbI FPYNMbl HE MOTYT ayTeHTUOULMPOBATLCS B
Termidesk;

= «BpemeHHo 3a610KMpPOBaH» - CyBbeKTbl FPYMMbl HE MOTYT
ayTeHTUbUUMpoBaTbes B Termidesk. CtaTyc npuceamnBaeTcs TakxKe no
MCTEYEHUM NOMbITOK ayTeHTUDMKALMK, ONpPeaeneHHbIX B MapaMeTpax
«MakcuMyM nonbIToK BXxoga AgMUHUCTPATOPOB», «MakCMMyM MOMbITOK
Bxona MepcoHana», «MakcumyM nonbiTok Bxoaa lMNonb3oBaTenern» Ha
cTpaHuue «Hactponku - CucteMHble napameTpsbl - besonacHocTb» (cMm.
nogpaszen Mapametpbl 6e3onacHocTu Termidesk)
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Mapamertp OnucaHue

«Tun y4yeTHOM 3anmcm» Cny»xebHble hyHKLMM Cy6BEKTOB rpynnbl Npu goctyne K Termidesk.
HocTynHble 3HaueHUs napameTpa:

» «[lMonb3oBaTenb» - CyGbeKTbI rpymnMnbl He ByAyT UMETb JOCTYN K NopTany
aaMuHucTpaTopa. MNpu BbIGope 3TOro 3HaYeHUs napameTp «Ponu» Bynet
nycTbiM;

» «[lepcoHan» - cybbekTbl rpynnbl ByayT MMeTb AOCTYN K cTpaHuue «0630p» n
ByayT obnagatb HabOpOM paspeLLeHUI, ONpeaeneHHbIX CyXXeOHbIMM
dyHkumuamu. MNpu BbiIGOpe 3TOro 3HaYeHUs1 B napameTpe «Ponb» MoXHO
BbIBpaTb OAHO MM HECKOJIbKO 3HAaYEHWUM K1acCoB afMMHUCTPATOPA,
CO3[aHHbIX Ha cTpaHuue «HacTporku - YnpaeneHue ponsMm» (CMm.
noppaszen HasHaueHue cnyxebHbiX GyHKLMIA agMUHUCTPATOpaM);

* «AOMUHUCTPATOP» - CYObEKTbI rpynnbl ByAyT MMeTb MOMHbIV AOCTYN K
noptany agMuHucTpatopa. [pu Bbibope 3Toro 3HaveHus napameTp «Ponun»
OyneT NycTbiM

«Ponu» HasHauyeHue cnyyebHbix dyHKLUM NoNb30BaTeNSM FpynMbl.

JocTynHocTb BbibOpa 3HaYEHUI 3aBUCUT OT NapaMeTpa « TUM yYeTHOM 3anucu» m
TOro, co3aaHbl 1M ponu Ha cTpaHuue «HacTponku - YnpasneHue ponamms»

Co3faTk HOBBIA 06LeKT (MeTarpynna)

Ipynna

Tun coenageHuna

KommerTapwmit

Cratyc AKTMEHBIA

Ipynnet brestadmins

OtmenuTe

PucyHok 28 — OkHo gobaBneHus MeTarpynnbl AOMEHa ayTeHTUDUKaLUK
Ons pobaBneHuss MeTarpynnbl  agMuHUCTpaTopy Termidesk Heob6xogMMO  3amONHUTL  AaHHble,
nepeyncrieHHble B cTonbue «lMapameTp» cnepytrouen Tabamubl (cm. Tabnuua 26).

Tabnuua 26 — daHHble gna nobaBneHus MeTarpynnbl 4OMeHa ayTeHTUbMKauMm

MapameTp Onucanue

«lpynna» HaumeHoBaHuWe rpynnsbl
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Mapametp OnwucaHue

«Tun coBnageHus» Bbi6op cnocoba onpeneneHms NpuHaaNeXXHOCTU Fpynnbl K MeTarpymnne.
JocTynHble 3HaveHUs:

» «Jltobor» - nobas U3 rpynn, nepevmcieHHbIX B napameTpe «pynnbi»;
* «Bce» (3HaueHWe No yMonyaHuio) - BCe rpynrbl, NEPeYUCTIEHHbIE B
napameTpe «[pynnbi»

«KoMMeHTapumn» MHbopmaumoHHoe coobLueHMe, UCMONb3YEMOE A/1S1 ONUCAaHUS METArpynnbl
«CraTtyc» XapaKTepucTuka CoCTOAHUS CyBbeKTOB MeTarpynnbl Npu 4ocTyne K hdoHAy
BPM.

Iﬂ,OCTyI‘IHbIe 3Ha4vyeHua:

* «AKTUBHBIN» - CyObEKTbI METArpynnbl MOryT ayTeHTUDULMPOBATLCS B
Termidesk;

* «HeakTuBHbIN» - CybbEKTbI METArpynmnbl He MOryT
ayTeHTUbUUMpoBaTbes B Termidesk

«[pynnbi» HaumeHoBaHus rpynn, K KOTOPbIM A0MKHA NPUMEHUTBLCS MeTarpynna

LOna pepakTupoBaHus rpynnbl cnepyeT nepenTty «KoMnoHeHTbl - [JoMeHbl ayTeHTUdUKALMM», 3aTEM B
ctonbue «HasBaHWe» cBogHOM Tabnuubl HaXkaTb HAa HaMMEHOBaHME [OMeHa ayTeHTudukaumm. B
OTKpbIBLLEMCA OKHe B Tabnuue «[pynnbi» BbIAENUTbL CTPOKY C WMMEHEM TMONb30BaTeNs M HaXkaTb
3KpaHHyto KHomky [M3MeHuUTb]. B pexxnme peaakTMpOBaHWS HEBO3MOXXHO WM3MEHUTb UAeHTUbUKaTop
rpynmnbl AOMeHa ayTEHTUDUKALUM, MOCKOSIbKY OH MOJIyYEH aBTOMATMYECKU OT CNYy>KObl KaTasloros..

[ns yaaneHus rpynnbl ucnonb3yeTcs 3KkpaHHas KHonka [YaanuTtb].

A Tpynna mMoxeT ObITb yaaneHa TOMbKO B TOM Ciy4vae, eCiiv B Heu HeT rnonb3oBaTenen. [ns
yAaneHus rpynnel cneayeT nNpeasapuTeNibHO YAaauUTb U3 Hee BCeX NOoJib30BaTeNen.

5.12 . [leicTBMA Hap NONb30BATENSIMU B JOMEHE ayTEHTU(DUKALMM

Monb3oBaTenn — nepevyeHb OOLEKTOB, MMEKLLIMX B paMKax [OOMeHa ayTeHTUdUKauuu CcnyxkebHble

dyHKUMM Ha ncnonb3oBaHue poHaos PM.

(® CospaHue y4yeTHoOM 3anucu nonb3osatens B Termidesk BbiNonHsETca nocne ero nepsou
aBTOpu3auumM Ha nopTtane Termidesk.

AOMUWHUCTPATOPY [AOOCTYMHbl  ChnegyltouiMe OEUCTBUS  Hag MONb30BaTeNsMM  BHYTPUM  OOMEHa
ayTeHTUdUKaLMm:

" peaakTUpOBaHMeE;

* yAaneHue;

" MPOCMOTP CBEAEHMUN.
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(® B koMnoHeHTe «YHMBEpCaNbHbIA AMCReTYep» MpeayCMOTPeHa BO3MOXHOCTb aBTOMaTUYECKOM
perucTpauum  nosb3oBaTenei, 3anpoCcMBLUMX OMYBNMKOBAaHHbIE Pecypcbl  4Yepe3  nopTar
«Arperatopa». [Ins 3Toro Hy>Ho, YTO6bl UAEHTUYHbIE FPYNNbl BblIM AO0BABNEHBI KaK B JOMEHaX
ayTeHTUdMKaumMm noptana «Arperatop agMUHUCTpaTopa», Tak U B AOMEHaX ayTeHTUdUKaumu
«lMopTana agMuHucTpatopa» Termidesk. Ecnv nonb3oBaTenb COCTOMUT B yKa3aHHbIX rpynnax, To
nocne Bxoga Ha nopTtan «Arperatopa» M 3arnpoca PecypcoB ero y4yeTHas 3anucb OyaeT
aBTOMAaTUYECKM  3aperucTpuvpoBaHa  [Afis  KOMMOHEHTa  «YHMBEpCaNbHbIM  AMCMEeTYep»,
ncronb3ytowerocs B pepme Termidesk.

PenakTupoBaHuWe M yoaneHWe nosib3oBaTesNsi B AOMEHE ayTEHTUDUKALMM B YKa3aHHbIX MopTanax
Termidesk He NpMBOAUT K KAKMM-TIMOBO U3MEHEHMAM 0OLEKTA B C/y>KOE KaTasloroB..

Termidesk xpaHUT WHbOPMaUMIO O Ha3HayeHUM MpaB nonb3oBaTens B b, noatomy B ciyuae,
€CNU MONb30BaTeNb AO/MKEH ObiTb MCKIKOYEH M3 rpynnbl aaMUHUCTpUpoBaHus Termidesk, To
HeobXoAMMO yAaNMTb MOMb30BaTeNsl M3 TPynMnbl HENMOCPeACTBEHHO B [OMEHHOW CNyXbe
KaTanoros 1 Ha ctopoHe Termidesk ogHoBpeMeHHoO.

Ona oTobpaxeHus cnucka nonb3oBaTenen cnepyet nepentn  «KomnoHeHTbl - [JOMeHbI
ayTeHTUdMKauum». OCHOBHbIE NapaMeTpbl CMCKa NpUBeAEHbI B Tabnuue (cm. Tabnuua 27).

Tabnuua 27 — MNMapaMeTpbl crvcka NoJib30BaTesen

Mapametp OnucaHue
«JlornH» MaeHTudmrkaTop nonb3osaTtens B JOMeHe ayTeHTUdUKaumm
«Uma» OTobparkaeMoe nMs nonb3oBaTenst B Termidesk
«KoMMeHTapuii» MHdopmaumoHHoe coobLLeHME, UCNONb3YEMOE /151 ONMUCAHUS Ha3HAYeHUs
rnonb3oBartens
«Tun nonb3oBartens» Tun cny>kebHbIX GYHKLMNA, Ha3HAYEHHbI NOJIb30BaTEIO
«CocTosiHMe» XapaKkTepucTrKa coCcTosiHUS cybbekTa npu goctyne K ¢poHay PM
«[MocnegHnit Bxoa» BpemeHHasa MeTKa, OTpaykatoLas MOMEHT MOCieAHEN aBToOpM3aLmMm

Ons pepakTupoBaHus uHdOpMauMm O rnosb3oBaTene cneayeT B cTonbue «HasBaHWe» HaxaTb Ha
HaMMeHOBaHWE JOMeHa ayTeHTU(dMKALMM U B OTKPbIBLUEMCS OKHe B Tabnuue «lMonb3oBaTenn» BblaeNUTb

CTPOKY C MMEHeM Mosb30BaTeNsl, HaXKaTb 3KPaHHYO KHOMKY [U3MeHUTb] (cm. Pucyrok 29).
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JomeHbl ayTeHTnduKaumm freeipa

Monew3oBarenn

Norvn ~ Mma

badmin badmin

15 v |Hacrp.

KommeHnTapuid

Q Cospate MzmeHuTs Yoanate
Twvn none3ceaTtena CocToRHMe MocneaHuid exog
AgMuHucTpaTop AKTUEHBIA 03.05.2024, 12:58:04
AgMUHWCTpaTOP AKTUEHBIA 03.05.2024, 11:01:10

1-2m3 2 1 uz1

PucyHok 29 - PepakTupoBaHuMe nonb3oBaTens AoMeHa ayTeHTUdUKaumum

Ons pepakTMpoBaHWs nonb3oBaTens agMuUHUCTpaTopy Termidesk Heo6xoguMO 3anMoONHUTL AaHHbIe,

nepeyncrieHHble B cTonbue «lMapameTp» cnepytroLen Tabamubl (cm. Tabnuua 28).

Tabnuua 28 — [aHHble gis pefakTUpPOBaHMS MOb30BaTeNs AOMEHa ayTeHTUDMKaL MK

Mapametp Onucanue
«JlornH» MpeHTudmrkatop cybbekTa B cy>xbe kaTtanoros
«Uma» OTobparkaeMoe nMs cybbekTa B Termidesk
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNONb3YEMOE /1S ONMUCAHUS Ha3HAYeHUs
nonb3oBartens
«CraTtyc» XapaKTepucTuka CoCTossHUS cybbekTa npu goctyne K dpoHay PM.

JocTynHble 3HaveHUs:

* «AKTUBHbIN» - CyOBLEKT MOXKET ayTeHTUdULUMpoBaTbCs B Termidesk;

* «HeakTuBHbIN» - CyObEKT He MOXET ayTeHTUdMLMpoBaTbes B Termidesk;

» «BpemMeHHO 3a6110KMpPOBaH» - CyObEKT He MOXKET ayTEHTUDULMPOBATLCS B
Termidesk. CTaTyc np1cBanBaeTCs TakXKe Mo UCTEYEHUM MOMbITOK
ayTeHTUbUKaL MK, onpeseneHHbIX B napaMeTpax « MakcMMyM MonbITOK BXOZ4a
ALMUHUCTpaTOpoB», «MakcMMyM nonbiTok Bxoaa MepcoHana», «Makcnumym
nonbiTok Bxoaa Monb3oBatenei» Ha cTpaHuue «Hactporiku - CucteMHble
napameTpsl - besonacHocTb» (cMm. nogpasaen MapameTpbl 6e3onacHOCTy
Termidesk).

Bpemsa 6nokupoBku onpenensetcs napameTpoM «Bpemss 6nokmMpoBkM Bxoaa» Ha
cTpaHuue «Hactpoiiku - CucteMHble napameTpbl - Obwme» (cMm. nogpasgen
O6wue cucteMHble napameTpbl Termidesk)
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Mapamertp

OnucaHue

«Tun yyeTHOM 3anmcu»

CnyyebHble pyHKLMM cybbekTa npu goctyne K Termidesk. 3HaueHune
HacnenyeTcs OT rpynnbl, B KOTOPYO BXOAMT Mosb3oBaTesnb. [pu 3Tom no
YMONYaHWIO TUM YYETHOW 3aMMCK YCTaHaBIMBAETCA B 3HaYeHUe C 6osiee BbICOKUM
YPOBHEM Npas.

Mpumep: ecnn nonb3osaTenb OAHOBPEMEHHO COCTOUT B rpynrne C TUMOM y4eTHOM
3anucn «AIMUHUCTpaTop» U rpynne ¢ Tunom «lonb3oBaTtenb», To No
YMONYaHUIO Af19 NoNb30BaTeNst byaeT yCTaHOBAEH TUM YYETHOM 3anucK
«AQMUHUCTpaTOP».

JocTynHble 3Ha4eHUs napameTpa:

* «[lonb3oBaTenb» - cybbekT He ByaeT MMeTb AocTyn K «[MopTany
agMuHucTpaTopa». [pu Boibope 3Toro 3HaueHus napametp «Ponu» Byaet
nycTbIM;

= «[lepcoHan» - cybbekT ByaeT MMeTb AoCTyn K cTpaHuue «O630p» 1 byaeT
061aaatb HabOpPOM paspeLleHUit, ONpeaeNeHHbIX CAYXEBHbIMU DYHKLUAMMU.
Mpwu BbIGOpE 3TOrO 3Ha4YeHMs B NapameTpe «Ponb» MoXXHO BbIBpPaTb OAHO UK
HEeCKO/bKO 3HAa4YeHUI KIacCoB agMMHUCTPATOPa, CO34aHHbIX Ha CTpaHuLLe
«HacTpoWnku - YnpasneHue ponsmu» (cM. nogpasaen HasHaueHue
cny>kebHbIX GYHKLMIA aAMUHUCTpaTopam);

* «AOMUHUCTpaTOP» - CyBbEKT ByAeT UMETb MONHbIN AOCTYN K «[MopTany
agMuHucTpaTopa». [pu Boibope 3TOro 3HaueHus napametp «Ponu» Byaet
nycTbiM

& Ecnv nonb3oBatens coctouT B rpynne agMuHUcTpaTopoB Termidesk, To
eMy aBTOMaTM4ecku OyaeT MNpWCBOEH TWUM  YYETHOM  3amnucwu
«ALMUHUCTpaTOp» NoOC/e NepBOM aBTOpM3aL MM Ha nopTtane Termidesk.
Ons Toro uTtobbl nonb3oBaTesb He 06/1agan agMUHUCTPATUBHbLIMMU
npaBaMu, HY>KHO U3MEHUTb ANS HEero napaMeTp « Tun y4yeTHOW 3anmMcu»
W yBanuTb ero U3 rpynnbl agMUHUCTPATOPOB (IMBO W3MEHUTH TUN
rpynnbl) Termidesk (cMm. nogpasnen [eAcTBua Hag rpynnaMu B AOMeHe
ayTeHTUbUKaLmm).

«[pynnbi»

HaumeHoBaHus rpynn, UCronb3yeMbix AJis ONpefeneHust pa3peLleHmnii No
poctyny K doHaam PM.

Cnivcok rpynn nonb3osatens 6yaeT NoayyeH aBTOMaTUUYECKM OT CY>Kbbl
KaTasioros

«Ponn»

HazHaueHue cnyxxebHol hyHKLUMM YKazaHHOMY MO/b30BaTeNto.
JocTtynHocTb BbibOpa 3HaYEHUI 3aBUCUT OT NapaMeTpa « TUM yYeTHOM 3anucu» m
TOro, Co3AaHbl 1M PoONn Ha cTpaHuue «HacTponku - YnpasneHue ponamm».

HasHaueHune napameTpa «Ponu» 6yneTt oocTynHo, ecnm « Tun y4yeTHOM 3anmcm»
cooTBeTcTBYeT «[lepcoHan»

[Ona ynaneHus nonb3oBatens u3 goMeHa ayTeHTUdUKaumm cnepyeT nepentu B «KoMnoHeHTbl - [JoMeHbI

ayTeHTUdMKauum», B ctonbue «HasgaHne» cBogHOM TabAMubl HaXaTb Ha HaWMEHOBAaHWE [OOMEHA

ayTeHTUdMKaummn. B oTkpbiBlueMcs okHe B Tabnuvue «[lonb3oBaTenu» BblAENUTb CTPOKY C MMEHEM

MONb30BaTeNs M HaXKaTb IKPaHHYHO KHOMKY [YAanuTb].

5.13. YnpaBneHue ayTeHTUdMUKaALMENA HA OCHOBE aApecoB CeTU

AyTeHTUDUKALMA Ha OCHOBE agpecoB CETU MUCMOJIb3YeTCA Aas MpefocTaBneHms poctyna K PM,

6asupyacb Ha |P-agpece nctovHMKa, C KOTOPOro NPou3BoOAMTCS 3anpoc K doHay PM.
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Lna nobaeneHusa amanasoHa cetn agMuHUcTpaTopy Termidesk cnegyeT nepentn «KoMnoHeHTbl - CeTu»,
HaXkaTb 3KpaHHYyto KHonky [Co3aaTb], 3aTeM 3anoNHUTL AaHHbIE, NepevncieHHble B cTonbue «lMapameTp»
cnepytowler Tabnumubl (cm. Tabnuua 29).

Tabnuua 29 — JaHHble ans nobasneHMs ayTeHTUGMKALMKM Ha OCHOBE aApecoB CETU

MapameTp Onucanue
«HasBaHue» TekcToBOE HaMMEHOBaHWE MCTOYHUKA CBEAEHMI O CyBbeKTax U MX MOIHOMOUMAX
«dnanazoH» [unanasoH ceTeBbix agpecos, KOTopble ByayT MCMOb30BaTLCA AJ1A
MAeHTUDMKauUmM cybbekTa

Co3paHHble TakMM 00pa3oM AuManasoHbl MOXHO OTPeAaKTUMpPOBaTb, AN 3TOMO HY)KHO TMOMETUTb
»Kenaemblu AMana3oH afpecoB, a 3aTeM HaXKaTb IKPaHHYHO KHOMKy [A3MeHUTb].
LOns ynaneHus co3maHHOro Amana3oHa HeobxoauMMO MOMETUTb XKeNlaeMbli OMarna3oH aapecoB, a 3aTeMm

HaXkaTb 3KpaHHYH KHOMKy [YaanuTb].

& [nanas3oH ceTeBbIX agpecoB MOXET ObiTb yAaNeH TOIbKO B TOM Cly4Yae, eC/IM OH HE UCMOJb3yeTCs
doHgom PM.
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6 . PABOYUE MECTA

6.1 . Obwpme ceeaeHus o PM

PM B obwem cnyyae npeactaenser cobon rocteByto OC unm OC, ycTaHOBNEHHYIO Ha BblAENEHHOM
KOMMbloTepe, OCTYMN K KOTOPOW peasin3yeTcs C MOMOLLbO NPOTOKO/A YAANEHHOrO 4OCTYNa.

CokpaieHure BPM otHocuTcs k TexHonornu VDI, noaTomMy B paMkax AOKYMeHTauMm NpuHsaTo, 4yto BPM
- 3T0 pa3BepHyTas Ha BM roctesas OC c ycTaHOB/NEHHbIM «AreHTOM BUPTYaJibHOrO paboyero MecTa» m
HeobxoauMbIM npuknagHeiM MO, HOCTyn K KOTOpPOM peanusyeTcsl C MOMOLLbO MPOTOKONA YAaNeHHOro

poctyna. CokpalieHue ByoeT UCMoNb30BaTbCS TaM, e ONMcaHMe OTHOCUTCS HeMocpeacTBeHHo K BPM.

® BPM - 370 yacTHbiit cnyyan PM. TepMuHanbHbIM AOCTYN MAM AOCTYN K OMYBAMKOBaHHbIM Ha
cepBepe TEPMUHANOB MPUJIOXKEHMAM - 3TO TaK)Ke YaCcTHbIM cydan PM.
Termidesk BbinonHseT nogrotoeky PM Ha ocHoBe 3agaHHbIX WabsioHoB. B cnyyae ¢ noarotoekowm
BPM Termidesk co3paeT wabnoH c npedumkcom «TDSK», a He U3 ncxoaHbIX WwWabnoHoB 6a30BOro
BPM, HacTpoeHHbIX agMMHUCTPATOPOM Ha MOCTaBLLMKE PECYPCOB.

Kaxkabl MOCTaBLUMK pecypcoB MOAAepXKMBaAeT CBOM Habop Tunos wabnoHos PM. MNoppepykmBaeMbin B
Termidesk cnncok TMNoB LWabfoOHOB NPUBEAEH HUXKE:

* WwabnoH Ha OCHOBE CBSA3AHHOIO KJIOHA (TONIbKO A1 BapuaHTa nvueH3MpoBaHus Termidesk VDI) -
npeanonaraet cosgaHne BPM wu3 6asoBoro obpasa Ha nnatdopme BMpTyanusauuu B pexume
WHKPEMEHTHOIO KOMMPOBaHUS;

* WwabnoH Ha OCHOBE MOMHOrO KJjoHa (TONMbKO Ans BapuaHTa nuueH3mposaHusa Termidesk VDI) -
npeanonaraet cosgaHne BPM wu3 6asoBoro obpasa Ha nnatdopme BMUpTyanusauuum B pexume
MOSIHOIO KOMUPOBaHUS;

* CBA3aHHbIM KJIOH Ha 6as3e cHanwoTa (Tonbko ANs BapuaHTa nuueHsuposBaHus Termidesk VDI) -
npeanonaraeTt cosgaHve BPM Ha ocHOBe CHMMKa BMpPTYasibHOMO XeCTKoro aucka 6asosor BM. B
3TOM c/ly4ae Ha nyatdopMe BUPTyanm3aumm 4OKHa bbiTb pa3BepHyTa HenocpeacTeseHHO BM;

* WabnoHbl CepBepoB TEPMWUHANOB - MNpednonaratoT co3gaHue PM Ha ocHoBe TepMMHasIbHOIO
[OCTyrMa UM JOCTyna K onyb6/MKoBaHHbIM Ha TEPMUHANIbHOM CEPBEPE MPUTOKEHUSIM;

* WabnoH Ha OCHOBE aBTOHOMHbIX MalUWH (TONbKO AN BapuaHTa nueH3mpoBaHma Termidesk VDI) -
npeanonaraet cosgaHne BPM Ha ocHoBe wabnoHa «ABTOHOMHbIE MALLWHbI», CO3AaHHOrO A4S

aBTOHOMHOM MaLUUHbI.

Ons nobaeneHus wabnoHa B Beb-nHTepderice Termidesk cnepyet nepenTtu «KomnoHeHTbI - [ocTaBLmKy
pecypcoB», B cTonbue «HassaHne» cBoAHOM TabnumLbl HaXXaTb Ha HaMMeHOBaHMe MNOCTaBLLUMKA PecypCcoB.
Janee B OTKpbIBLUEMCS OKHE CneayeT HaXkaTb Ha 3KpaHHYto kHonky [Co3paTb], a 3aTeM 13 BbinagatoLlero

cnuncka BblibpaTb Noaaeps>kmBaembiri B Termidesk cnocob dopmMmposaHma WwabnoHa PM.
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Co3aaHHble WwabnoHbl MOXKHO:

pefakTMpoBaTb, A/ 3TOro HeobxoaMMO BblOpaTb LWABMOH, a 3aTeM HaxaTb Ha 3KPaHHYH
kHonky [smMeHuTb];
yoanuTb, [Ans  3Toro HeobxoAMMO BblOpaTb LWAbNOH, a 3aTeM HaXaTb Ha 3KPaHHYo

KHonky [YmanuTb)].

LLlabnoH MoxkeT BbITb YOaNEH TONbLKO B TOM Cly4yae, eC/IM OH He ucrnonbayetcs ¢poHaom PM.

6.2 . OtobpaxeHue cnucka PM us Bcex poHaoB

6.2.1 . OtobpaxeHue cnucka PM

Ons 6onee acddekTnBHOro agMmHUCTpupoBaHus Termidesk npegycmoTpeHo oTobpaxkeHne PM u3 Bcex

$hoHAoB, B TOM Uncie HasHavyeHHbIX PM, a Takye co3aaHHbIX U pa3MeLLEeHHbIX B KeLlle.

LOns nonyuyeHus cnucka Heobxoammo nepentn «Paboune mMecta - MHauBMAYanbHble paboyune MecTa» (cm.

PucyHok 30) MM meperuTM no ccbiike «Paboume mecta» u3 dyHkumm «0630p» (cm. Pucyrok 31). [lo

YMONYaHWUIO 3anucKU B MPeaCcTaBNEHHOM CMMCKE (cM. PucyHok 32) ByayT ynopsiioveHbl COrlaCHO cTonbuy

«Jlata co3paHua» no ybbiBaHMIO.

®

a

MoopobHas wHdbopmauma 06 ynpaBneHuM coctosHueM BM u ee mMHOouKaumMm copepkutcs B
nogpasgene YnpaeneHme BM B HasHauyeHHOM ¢oHae PM, uHdbopmaums no HasHayeHuto
Bnagenbua PM npueepeHa B nogpasaene HasHavyeHue Bnagensbua PM.

TepMuHanbHble ceCCUM TakKe MOTYT ObITb yAaneHbl 3KpaHHOW KHonkou [YaanuTb].

OTobparkeHWe cnucka ByaeT [OCTYMNMHO onepaTopy, eC/iM y Hero ecTb paspewleHue «[lpocmoTp
$hoHA0B paboumx MecT».
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PucyHok 30 - lMepexog k cnncky PM yepes «Paboumne mecta - UHauBMAayanoHble paboyme mecTta»
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PucyHok 31 - Mepexop, k cnncky PM uepes dyHkuuto «O630p»
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standalone-
tdsk-astra-
175 keep

BrestProvider
v3 5_1_0ul

PucyHok 32 - lNMpumep oTtobparkeHus cnmcka PM

3anucK B CNUCKe MOALEPYKMBAOT (YHKLMIO MHOMXECTBEHHOrO BblObOpa M BbIMOMHEHUSI onepauui Hag,
HEeCKO/IbKMMU 06bEKTaMW OQHOBPEMEHHO. BbIMoNHUTL omnepaumio Hag, HECKOIbKUMM 06BEKTAaMU MOXKHO
TO/IbKO TOrAa, KOr4a OHa A0oMycTUMa A1 BCeX BblbpaHHbIX 0ObEKTOB.
CyuiecTBytoT BapuaHTbl Bblibopa 3anucen Tabnaumubl, 4OCTYMHbIE Yepe3 BbiMafatoLmii CMIMCOK 3KPaHHOM
kHorku [BbibpaTh CTpOKM], @ UMeHHO:

* BblAE/IMTb BCE CTPOKM Tabnuubl, akTMBMpPOBaB «BbibpaTb BCe»;

* BblOE/UTb BCE CTPOKM Ha TeKYLLEM CTpaHuLe Tabnmubl, aKTUBMPOBaB «BbibpaTb Bce Ha CTp.»;

* COpOCUTL BblaeNeHUEe CTPOK, akTUBUpoBaB «CHPOCUTL».

® [na MHOXeCTBEHHOrO BblAeNeHMs 3anucein MOXKHO 3aXkaTb M yaep>kmeaTb knasuwm <CTRL> uau
<SHIFT>. [Ona cb6bpoca MHOXECTBEHHOrO BbIAENEHUS HY>KHO aKTMBUPOBaTb (YHKLMIO
«CbpocnTb» 3KpaHHOW KHOMKW [Bbl6paTb CTPOKM] MM HaxkaTb Ha MPOM3BOJSIbHYK CTPOKY
Tabnuupl.

A B cnyyae wu3MeHeHMs LWIMPWHBI CTONBLOB WMAM UMX nMopsiaka npousonaetr cbpoc paHee
BbINO/IHEHHOIO BbIAENEHUS.
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- o c
[Ons o6bHOBNEHMA 3HaYeHUM Tabnuubl UCNOb3YeTCs rpadrUYecKUn 3neMeHT . na 3apaHusa nepuopa
OOHOBNEHUS WAN €ro OTKJIIOYEHUS CreayeT WCMOoMb30BaTh BbIMAZAOLMIMA CAMCOK (cM. PucyHok 33) €O

3Ha4eHUAMU NHTEpBaJsla B MUHYTaX, paCI'IOJ'IO)KEHHbIﬁ pAagooM C yKa3aHHbIM 2/1EMEHTOM.

I C || 10 MuH ~ BoibpaTb cTpokn | ~ HacTtpoutk Bug

PucyHok 33 — O6HoBNEeHWEe 3HaYeHMIM TabnuLbl
BHewwHun Bua Tabnuubl cnncka PM moxHo MoauduumposaTb, M3MEHUB:

* CMWUCOK OTOBpaXkaeMbixX CToN6uoB. [N M3MEeHeHMs ChMCKA HYXKHO BOCMO/b30BaTbCS 3KPAaHHOM
kHonkon [HacTpouTb BMA] M  OTMETUTb  HaMMEHOBaHWS CTONOLOB (cM.  PucyHok 34), KOTOpble
OyayT oTODparkeHbl, MW CHATb OTMETKY C HAaMMEHOBAHWM, KOTOPbIE AO/MKHbI OblTb CKPbIThbl U3
oTobpaxkeHusi. [Ons npuMeHeHWs U3MeHeHUM HaxaTb 3KpaHHyto kHonky [CoxpaHuTb]. [Mpu
nonbiTke ybpaTb BbIOOp CO BCex NMyHKTOB 3kpaHHas kHonka [CoxpaHuTb] GyneT 3abnokupoBaHa.
LOns Bo3BpaTa K WMCXOOHOMY COCTOSIHUIO OTODpPaXKeHUs CneayeT BOCMOJIb30BAaTbCA 3KPaHHOM

kHonkon [CopocuTb BUAY;

Hactpouts BUA X

CKpoliTe nnn oTobpasute KoNOHKM Tabaunubl

KonoHka

a

CocTosfiHVe NUTaHUA

[laTa co3gaHusa

(<<

Pespakuwns
YHUKansHbI U/,
IP-agpec

HasBaHue

(<< R <

YpoBeHb Kella

(<<}

BPeMﬂ rnocneaHero 0rMHa

DoHA

| a

Cratyc

a

CraTyc obHoB/eH

<]

Mcnonb3syeTtca

C6pocnTb BUA 3aKpbITb

PucyHok 34 — Bbibop cTonbuoB a/1s oTobparkeHus!

* MOpsAAOK C/eaoBaHMA CTonbuoB. [na M3MeHeHWa nopsaka ClefoBaHMSA HYXXHO 3axXBaTUTb JIEBOM
KHOMKOWM MbIlIM 3arofoBOoK CcTonbua, W, He OTMnyckaa ee, TepeHecTM €ero B HYXXHoe
pacrosioXKeHue (cm. Pucyrok 35). [na BO3BpaTa K MCXOAHOMY COCTOSIHUIO OTOBpakeHus creayet
BOCMO/Ib30BaTbCs 3KpaHHOM kHonkor [C6pocuTb NOpSAOK KONMOHOK], KOoTopas CTaHOBUTCS

[OCTYMHa TOMbKO MOC/E U3MEHEHMS NOpsAKa CNeaoBaHUs CTONOLOB M ByaeT CKpbiTa nocne cbpoca;
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larta Pepakuwns YHnkaneHeia N4
co3Aanuns ) Pepgakuyws

08.11.2023, 1 4:99:09:55
12:06:34

PucyHok 35 — N3meHeHMe nopsapka cnegoBaHUs CTON6LOB
" LWMPUHY CTONOLOB. N9 U3MEHEHUS LUMPUHDBI HYXKHO HaXXaTb U yAepXKMBaTb NIEBYHO KHOMKY MbILLN
Ha rpaHuue CToNbLOB, nepemMeLlas ee B CTOPOHY PAaCLUMPEHUS UM CYXKEeHMs CTonbua (cm.

PucyHok 36).

farta Pepakuwns YHunkaneHeia N4

co3gaHnsg g |+

08.11.2023, | 1
12:06:34

02:00:D4:99:09:55

PucyHok 36 — MiameHeHUWe LWMpUHbBI cTONBLOB

® [Onsa cbpoca paHee BbIMNOMHEHHbIX M3MEHEHUI BHELLHEro BMAa Tabnvubl HEOBXOAMMO HaXkaTb
3KpaHHYto kHorky [COpocUTb NOpAAOK KONOHOK].

OcHoBHble napaMeTpbl cnncka PM npueeneHbl B Tabnuue (cm. Tabnuua 30).

Tabnuua 30 — OcHoBHble NapameTpbl cnucka BPM

Mapametp

OnucaHue

«[aTta co3paHua»

BpemeHHas MeTka BbINonHeHMs nybnmkaumm PM

«Pepakumns»

MopsakoBbIft HOMep BepcuuM NybankKaumm

«YHUKanbHbIN NO»

YHukanbHbI naeHTUdukatop PM: MAC-agpec nnm Homep ceccum

«IP-appec»

IP-appec, Ha3HayeHHbIN PM

«HazBaHue»

HaumeHoBaHue PM u ccbinika Ha ero xypHan

«YpoBeHb KeLa»

YpoBeHb KeLla, Ha KOTOpoM HaxoauTcs PM

« BPEMﬂ nocnegHero 1orMHa»

BpemeHHasi MeTka nocnenHer ycnewHom ayTeHTUduKaLmm
nosib3oBarens

«®DoHp»

HanmeHoBaHue doHaa PM u ccbinka Ha Hero

«Cratyc»

®nar ncnonbzosBaHua nybaukauum PM us dpoHpga PM

«Crartyc obHoBNEH»

BpemeHHas MeTka 06HOB/IEHUA CTaTyCa
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MapameTp Onucanue

«Mcnonbayetca» ®nar HazHaveHus PM. 3HaueHmne «HeT» cBMaeTeNbCTBYET O TOM, YTO
PM HaxoauTca B Kelie

«XOCT UCTOYHUKA» HaumeHoBaHue nHMUMaTopa Bblgaun PM

«IP ncTouHuka» IP-appec HnumaTopa Bblgaum PM

«Bnapeneu» Cyb6bekT, 3anpocmBLuni Bbigady PM

«Bepcus areHTa» Bepcusa koMnoHeHTa «AreHT», ycTaHoBneHHoro B roctesoit OC PM

[ns oTnpaBkM coobLyeHMs BO BCe Ha3HayeHHble nosib3oBaTensaM PM doHaa, K kKoTopoMy nMpuHaanexuT
BblOpaHHast B crnincke PM, Hy>xHO HaxaTb 3KkpaHHyt KHonky [CoobweHue]. OtnpaBka coobiieHus
BO3MOXHa, ecnu napameTtp «Cratyc» nmeeT 3HadeHue «[encteutensvHbii» unm «logrotoka». BM npu
3TOM Heobsi3aTeNIbHO [0J/IKHA HAaXOAUTbCS B COCTOSAHMM «BkntouyeHa» (Hanpumep, BM MoxkeT 6biTb B

cocTosiHMM «lMpuocTaHoBNEHa»).

6.2.2 . ®unbrpaums cnucka PM

Ons cnucka PM pocTyneH mMexaHu3M dunbTpaumm (cm. PucyHok 32). DunbTpaums ocyLLeCcTBASETCS NyTem
334aHMS 3HAYEHUI ANs NapaMeTpoB «ATpUBYT», « YCNoBUE» N «3HAYEHUE».

Onsa pobasneHwns pononHUTeNbHOro GuAbTpa CreayeT HaxaTb 3KpaHHYto kHonky [+]. [na yaaneHus
dunbTpa HY>XHO MCMOb30BaTh IKPaHHYIO KHOMKY [-] B COOTBETCTBYIOLLIEN CTPOKE.

YT0o6bl MPUMMEHUTb YCTAHOBJIEHHbIE MapaMeTpbl GUALTPALMKM, ClefyeT HaXKaTb 3KPaHHYH KHOMKY
[HawTu].

JkpaHHas kHornka [OuncTuTb] BO3BpaLlaeT napaMeTpbl GUNLTPa K UCXOAHOMY COCTOSIHUIO: YAQNSOTCS
OOMONHUTENbHbIE CTPOKKU (pUNbTpa, BCe 3HaYeHus1 cbpacbiBatoTca, nonga «YcnoBue» U «3HavyeHue»
GnokupytoTcs.

MoapobHoe onucaHue MexaHM3Ma GuUAbTpauum cnucka PM npuseaeHo B Tabnuue (cm. Tabnuua 31).

@ [pu pyuyHom BBOAE AaHHbIX B none dbunbTpa «3HavyeHne» AoMYCKaeTC MOAHbIA UAN YaCTUYHbIN
BBOZ, TO/IbKO OAHOMO NapaMeTpa hunbTpaLmu.

& Tpy NpUMEHEHUN HECKONIbKUX OAMHAKOBbIX (GUNBTPOB K CMUCKY GUAbTPaLMs BbIMOMHAETCS C
YYETOM TO/IbKO NOCAEAHENO 334aHHOro ¢uabTpa.

Tabnuua 31 - MNMapameTpbl hdunbTpaumm

Atpubyr Ycnosus 3HaueHune
«[lata co3paHua» ®opmuposaHue cnvcka PM no spemeHu = «MuHyTa»;
co3gaHus: * «5 MUHYT»;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MPOMEXKYTKE; » «1 yacw;
* «He B npegenax» - nckaoyan yKkasaHHbIN = «12 vacos»;
BPEMEHHOM NMPOMEXKYTOK " «24 vaca»;
= «CerogHs»;
= «3JTa Hepena»,;
= «ITOT Mecau»
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Atpubyr Ycnosus 3HaueHune

«Pepakumna» ®opmMuposaHue cnmcka PM: PyuHor BBOA,

= «SlBnAeTca» - BK/IOYaa yKasaHHYO pefaKLuumio;

» «He aBnaetca» - ncknovaa ykasaHHyro
penaxkumio

«YHuKanbHbIM NO» ®opmuposaHue cnmcka PM: PyuHol BBOZ,

» «SlBnseTca» - No ykazaHHOMY
naeHTubUKaTopy;

» «He aBnsetca» - UCkNtoYas ykasaHHbIN
naeHTudbuKaTop;

* «HauunHaeTcs c» - MO Ha4YaNbHOM YacTn
naeHTUbMKaTopa;

» «OkaHuYMBaeTCs Ha» - MO KOHEYHOM YacTu
naeHTudbukKaTopa;

» «CoaepxuT» - BK/HOYaa yKasaHHYH 4YacTb
naeHTUbMKaTopa

«IP-appec» ®opmMuposaHue crnvcka PM: PyuHor BBOA,

» «SBngetca» - no ykasaHHomy IP-agpecy
WHULMaTOopa Bblgaum PM;

» «He aBnseTca» - ncknroyas ykasaHHbin |P-
afpec nHuumartopa Bblgaum PM;

» «HauunHaeTca c» - no HayanbHoOM Yactu IP-
afpeca MHMumaTopa Bbigaum PM;

» «OkaHuMBaeTCca Ha» - Mo KOHeYyHou YacTtu |P-
afpeca uHuumartopa Bblgaum PM;

» «Copep>XuT» - BK/ItO4as yKasaHHyto YacTb IP-
afpeca uHuumaTtopa Bblgaum PM

«HaszBaHue» ®opmMuposaHue cnmvcka PM: PyuHou BBog,
» «SlBnaeTca» - No ykasaHHOMY HaUMEHOBaHMIO
PM;

» «He aBnaetca» - ncknovaa ykasaHHoe
HauMmeHoBaHue PM;

* «HauuHaeTca c» - Mo HayaNbHOM YacTu
HauMeHoBaHus PM;

= «OKaHuYMBaeTCS Ha» - MO KOHEYHOM YacTu
HauMeHoBaHua PM;

» «ConepXuT» - BK/IFOYas yKazaHHYH 4YacTb
HanMeHoBaHua PM

«®oHp» ®opmuposaHue cnmcka PM: PyuHol BBOZ,
» «SBnsieTcs» - No yKkasaHHOMY HaUMEHOBaHUIO
¢oHpa PM;

» «He aBnseTca» - ncknroyaa ykasaHHoe
HauMeHoBaHue dpoHaa PM;

* «HaumHaeTcs c» - No HayaNbHOM YacTn
HauMeHoBaHuA poHaa PM;

= «OkaH4YMBaeTCa Ha» - MO KOHEYHOM YacTun
HaMMeHoBaHus ¢doHaa PM;

» «CoaepxuT» - BK/HOYaA yKasaHHYH 4YacTb
HauMmeHoBaHus poHza PM

«CraTyc» ®opmuposaHue cnvcka PM: » «[lMoaroToBka;
* «SlBnseTcsa» - No ykasaHHOMY cTaTycy PM; * «[leiicTBUTENbHBINY;
* «He sBnsieTCs» - MCKKOUas yKasaHHbIKA cTaTyc | * «YdaneHue»;
PM * «YpanseTca»;

= «YpaneH»;

= «Owmnbka»;

= «OTmeHseTca;
= «OTMeHeHOo»
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Atpubyr Ycnosus 3HaueHune
«CTaTyc 06HOBNEH» ®opmuposaHue cnvcka PM no spemeHu = «MuHyTa»;
0BHOBNEHMS CTaTyca: * «5 MUHYT®;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MPOMEXKYTKE; » «1 yacw;
* «He B npegenax» - nckaovan ykasaHHbIN = «12 vacos»;
BPEMEHHOM NMPOMEeXKYTOK " «24 vaca»;

= «CerogHs»;
= «3JTa Hepena»;
= «ITOT Mecau»

«Ncnonb3yetca» ®opmuposaHue cnvcka PM: = «[a»;
» «SlBnsieTcs» - no ucnonbsyemoiM PM; * «Her»
* «He aBngetca» - ncknoyaa ncrnonblyemolie
PM
«XOCT MCTOYHUKA ®opmMuposaHue cnmvcka PM: PyuHou BBog,

» «SlBnaeTca» - MO ykasaHHOMY HaUMEHOBaHMIO
WHULMaTOpa Bblgadn PM;

» «He aBnaetca» - ncknovaa ykasaHHoe
HaMMeHOBaHWe MHMLUMaTOpa Bblaaum PM;

* «HauunHaeTca c» - Mo Ha4YyaNbHOM YacTu
HaUMEHOBAaHMWS MHUUMATOPa Bblgaun PM;

= «OKaHuYMBaeTCs Ha» - MO KOHEYHOM YacTu
HaMMEHOBaHMA MHUUMATOPa Bblaaun PM;

» «ConepkuT» - BK/IFOYas yKazaHHYH 4YacTb
HaMMeHOBaHUS MHULUMATOpPa Bblgadn PM

«IP nctouHuka» ®opmuposaHue cnmncka PM: PyuHor BBOA,

= «SlBnsieTcs» - no ykasaHHomy |P-appecy
WHUUMaTOopa Bblaaum PM;

* «He aBngeTca» - nckntovas ykasaHHbii |P-
afpec uHuumartopa Bblgaum PM;

* «HauuHaeTca c» - no HayanbHOM YacTu IP-
afpeca MHuumartopa Bblgaum PM;

» «OkaHuMBaeTCca Ha» - Mo KOHeYyHou YacTu |P-
afpeca MHuumaTopa Bblgadm PM;

» «CoaepxuT» - BK/IHOYaa yKasaHHY YacTb |P-
afpeca uHuumaTopa Bblzaum PM

«Bnapeneu» ®opmMuposaHue cnmvcka PM: PyuHot BBOA,

» «SlBnserca» - No ykazaHHOMY Cyb6beKTY,
WHULMMpPOBaBLLEro Bblaady PM;

* «He aBngeTca» - ncknovas ykasaHHbIN
Cy6bEKT, MHULMNPOBABLLErO Bblgady PM;

* «HaumHaeTcs c» - No Ha4YaNbHOM YacTn
cybbekTa, MHULMMpoBaBLLEero Bblgady PM;

= «OkaH4YMBaeTCca Ha» - MO KOHEYHOM YacTun
cybbekTa, MHMLMUPOBaBLUero Bblaady PM;

» «Copep>XuT» - BK/ItOUas yKa3aHHYHO YacTb
cybbekTa, MHULMMPOBABLLErO Bblgavyy PM

«Bepcusa areHTa» ®opmuposaHue cnvcka PM: PyuHou BBop,

» «SBnsieTca» - No ykasaHHoM Bepcuun AreHTa;

» «He aBnseTca» - uckroUan ykasaHHYO
Bepcuio AreHTa;

* «HauunHaeTca c» - No HayanbHOM YacTu
Bepcumn AreHTa;

= «OkaH4YMBaeTCa Ha» - MO KOHEYHOM YacTun
Bepcun AreHTa;

» «ConepXuT» - BK/IHOYasa yKazaHHYH 4YacTb
Bepcum AreHTa
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Atpubyr Ycnosus 3HaueHune
«CocTosiHMe» ®opmuposaHue cnvcka PM: * «BbikntoueHa»;
* «SBnseTcsa» - No yKazaHHOMY COCTOSIHWUIO - «BK“'O”E{Ha»?
BM; = «Cnawmmn pexxum»;
= «He aBnaetca» - UCKNOYas yKasaHHoOe * «HeussecTHo»

coctosiHne BM

«YpoBeHb KeLa» ®opmuposaHue cnvcka PM: = «0»;
* «SlBngeTca» - Mo yKa3saHHOMY YPOBHIO KeLa; * «ly
» «He aBnseTca» - UckNtoYas ykasaHHbIM " «2»

YPOBEHb Kella

«Bpemsi nocnepHero normHa» ®dopmMurpoBaHMe CnMcKa No BPEMeHW NocnesHero * «MuHyTa»;
3anycka PM: * «5 MUHYT»;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MpOMeXyTKe; » «1 yacw;
* «He B npegenax» - ncknovan ykasaHHbIN * «12 vacos»;
BPEMEHHOM NMPOMEeXKYTOK " «24 vaca»;

= «CerogHs»;
= «3JTa Hepena»,;
= «ITOT Mecau»

6.2.3 . Ha3HaueHue Bnagensua PM
B Termidesk npegycmMoTpeHa BO3MOXHOCTb Ha3HadeHusi Bnagenbua PM  pana rapaHTMpoBaHHOMO
3aKpernJsieHns 3a nosib3oBaTeneM KoHkpeTHor BM. B atom cnyyae nonb3oBaTenb Bceraa byaet nony4yartb
oaHY U Ty >xe BM npu nogkntoueHumn k doHay PM.
HazHaueHue Bnagenbua BO3MOXKHO NpU COBTIOAEHUMN CNEeAYHOLWMX YCIOBUN:

* PM HaxoauTca B cTaTyce «[logrotoBka» nnm «encTBUTENbHbIN®;

* PM HaxoguTca B kewe 1-ro ypoBHs;

* ans gaHHoro PM oTcyTcTByeT HasHauveHHbIM Nonb3oBaTtesb B cTonbue «Bnageneu» cnncka PM.

LOna HasHaueHus Bnagenbua cnepyet nepentn «Paboume mecta - PoHAbI», 3aTeM BbIOPaTb HYXXHbIN
dboHa, nepenTn BO BKJIaAKy «Paboume mecta». BbibpaTb HyxHoe PM, koTopoe HaxoamuTcs B Tabnuue
«Kew», n HaxaTb 3kpaHHYyt kKHonKy [Bnageneu] (cm. Pucynok 37). B oTkpbiBwemcs okHe «Bnapeneu»
BblOpaTb [OMEH ayTEHTUDMKALUMM U MNOSb30BaTeNsl, KOTOPOMY OyaeT Ha3HadeHo PM. BbibpaHHbIn
noJsib30BaTeNb aBTOMaTUUeckn gobaeutca B doHa PM 1 ByneT oTobpakeH Bo Bkiagke «[lonb3oBatenu m

rpynnbi».
& HazHayeHue Bnagenbua byaeT AOCTYMHO TO/IbKO B TOM Cly4dae, eC/iv NoJib30BaTeslb XOTs 6bl 0OauH

pas ocywecTtsun Bxof B «[llopTan nonb3osatensa» WAM MNOAKAOYMACA K «YHUBEpPCaibHOMY
ancnetyepy» vyepes KOMNOHeHT «KnneHT» nop cBoen yyeTHOM 3aMUChHO.
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PucyHok 37 — HasHaueHue Bnagensua PM Ha cTpaHuue ponpa PM

HasHaunTtb Bnagenbua PM MoxHO Takxke nepenps «Paboume ™Mecta - UHamBMAyanbHble paboune

MecTa» (cm. PucyHok 38).
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PMC)/HOK 38 — HazHaueHue Bnaaenbua B CNMCKe MHANBUAYanbHbIX PM
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6.3 . LWWa6noxbl BPM ans MK CB bpect

6.3.1 . LLlabnoH Ha ocHoBe cBa3aHHOro 1 nonHoro kioHa ana MK CB bpect
Ons pobasneHns wabnoHa cneayet nepentn «KomnoHeHTbl - [locTaBWMKKM pecypcosB», B
cTonbue «Ha3sBaHue» cBogHOM Tabnuubl HaXkaTb Ha HavMMeHoBaHuWe nocTaBlimka pecypcos MK CB

bpecr.

[anee B OTKPbIBLLUEMCS OKHE HY>XHO HakaTb Ha 3KpaHHyto kHonky [Co3paTbk], U3 BbiNagatoLero cnucka
BblbpaTb 0anH U3 wabnoHos «[MonHbin knoH BM MK CB «bPECT» nnn «CesasanHbi knoH BM MK CB
«BPECT», 3aTeM 3ano/IHUTb AaHHble, NepeuncieHHble B ctonbue «llapameTp» cnegytowen Tabnmupl (cm.
Tabnuua 32).

Tabnuua 32 — JaHHble ans nobaeneHums wabnoHoB Ha ocHoBe kyioHoB gns MK CB bpect

Mapametp OnucaHue

«HazBaHune» TekcToBOe HaMMeHOBaHWe LWabnoHa

«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMoe 4151 ONMUCAHUS Ha3HAYeH st
wabnoHa

«XpaHunuwe» MpoeHTudrKaTop pecypcoB xpaHeHUs, NpeacTaBAeHHbIX B niatdopme
BMPTYanusaumm, UCNonb3yemMbiX ana pasmelleHuns darnos BM, Bxoaawmx B hoHA,
PM

«ba3oBbIv WabnoH» EnvHbIN 6a30BbIM 06pas, UCMONb3yeMbll A1 CO3AaHUSI TOYHOM KOMuK (penivku),

u3 koTopown bynyT co3paBaTbcst BPM. ba3oBbivi 06pa3 cocTaBnsieT 6a308biN WabnoH
BM, nozroTtoBneHHbIl B NiaThopMe BUPTYanu3aL MM COBMECTHO C BbIMONHEHHbIMU
B roctesort OC HacTpoikamu (cM. nogpasgens Moarotoeka 6azosoro wabnoHa
BM Ha npumepe MK CB Bpect 1 MoaroToska 6azosoro BPM)

«basoBoe nmsa» HeusmeHsieMas YacTb TEKCTOBOrO HaMMEHOBaHUS, UCMONb3yeMas B
naeHTubmkaTope kaxxgoro BPM. basoBoe nMsa nonHO Ha3HayaTbCcs B
cooTBeTcTBUM ¢ RFC 953: 0HO MOXET cocTosATb M3 BYKB NTaTUHCKOro andaBuTa
(TonbKo CTpOUHbIX), UMdpP ¥ 3HaKa «-» (aeduc)

«dnuHa cybdurkca [nvHa nopaakoBoro HomMepa HaMMeHOBaHUSA, UCMOJb3yeMas B naeHTUdUKaTope
kaxxgoro BPM

«Tun cybdukca» MapameTp, 3apatowmin hopMat NopsAKOBOro HoMepa HaMMeHOBaHUA B
naeHTubmrkaTope kaxgoro BPM:

» «0-9» - uncnosor bopMaT NOPSAKOBOrO HOMEPA;

" «a-z» - CUMBO/bHbIV hOpMaT NOPSAKOBOro HOMepa

6.3.2 . LLlabnoH Ha 6aze cHanwota ans MK CB bpecr
Ons pobasneHuss wabnoHa cneayet nepentn «KomnoHeHTbl - [locTaBWMKM  pecypcoB», B
cTonbue «Ha3ssaHme» cBogHOM Tabnuubl HaXaTb Ha HauMMeHOoBaHMe nocTaBwmka pecypcos MK CB

bpecr.

Hanee B OTKpbIBLUEMCS OKHE Ha)kaTb Ha 3KpaHHYo kHonky [Co3paTb], 13 BbinaaatoLLero cnmcka BblbpaTb
wabnoH «CsasaHHbiM knoH 6asoso BM MK CB «BPECT» Ha 6ase cHanwoTa», 3aTeM 3anosiHUTb

[JaHHble, NepeymnciieHHble B cTonbue «lNapameTp» cnegytoulent Tabnumubl (cm. Tabnuua 33).
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Tabnuua 33 — [aHHble ans nobasneHms wabnoHa Ha 6a3e cHanwoTa ansa MK CB bpect

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HaMMEHOBaHMWe LaboHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLLeHMe, UCMOIb3YEMOE A5 ONMUCAHUS Ha3HAYeHUs!
wabnoHa
«XpaHunuwe» NpeHTUdUKaTop pecypcoB xpaHeHUs, NpeACcTaBleHHbIX B naaTtdopme

BUPTYaNM3aumm, UCNonb3yeMbIX ana pasmelleHus dannos BM, Bxoasawimx B hoHA,
PM

«bazoBas BM»

BM, Ha 6a3e koTopol 6yayT co3paBatbca doHabl PM

«bazoBoe nma»

HeunsmeHsieMas 4acTb TEKCTOBOro HaMMEHOBaHWSI, UCMONb3yeMas B
naeHTudmkaTope kaxxaoro BPM. bazoBoe MMsi fo/mKHO Ha3HaYaTbCs B
cootBeTcTBMM ¢ RFC 953: 0HO MOXKeT cocTosiTb U3 BYKB laTUHCKOrO andasuTa
(ToNbKO CTPOUHBIX), LMbp M 3HaKa «-» (aedwnc)

«dnvHa cyddmkcar

[/ivHa NopsaKoBOro HoMepa HaMMeHOBaHMS, UCMOJb3yeMast B MAEHTUdUKaTope
kaxxporo BPM

«Tun cydbdukca»

MapameTp, 3agatoLmii hopMat NOpsALKOBOro HOMEPa HAUMEHOBAHMS B
naeHTudmKaTope Kaxgoro BPM:

= «0-9» - uncnosor bopmat NOPAAKOBOrO HOMEPa;
" «a-z» - CUMBOJIbHbIM popMaT NOPsAAKOBOIrO HOMepa

6.4 . LLWa6noHbl BPM ans nnardopmbl oVirt/RHEV

6.4.1 . LLIabnoH Ha ocHoBe cBsizaHHOro KnoHa ans oVirt/RHEV

Ons pobaBneHua wabnoHa cnenyeT nepenTtu «KomnoHeHTbl - [locTaBLWMKM pecypcoB», 3aTeM B

cTonbue «HaseaHWe» cBOAHOM Tab/MLbl HAXKaTb HA HAMMEHOBaHME MOCTaBLLMKa PecypCcoB.

[anee B OTKpbIBLLEMCS OKHE HaXkaTb Ha 3KpaHHYto KHomky [Co3aaTtb], 13 BbiNasatoLero cnmcka BbibpaTb

wabnoH «CeasaHHbin knoH OVir/RHEV», 3ateM 3anonHUTb [aHHble, MepeyuciieHHble B CTosbue

«[MapameTp» cnenytoLLlen TabnunLbl (cm. Tabnauua 34).

Tabnuua 34 — JaHHble gna gobasneHns WwabnoHa Ha OCHOBE CBA3aHHOro kyoHa ans oVirt/RHEV

Mapametp Onucanue

«HazgaHue» TekcToBOE HaUMeHOBaHWeE LWabioHa

«KomMMmeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNob3yeMOoe /151 ONMUCAHUS Ha3HaYeHUs
wabnoHa

«Knactep» NpeHntudukaTtop knactepa Ha nnatdopme oVirt/RHEV, ucnonbsyemein ansa
pa3MeLlleHus doHgos PM

«XpaHunuie» MpoeHTudurkaTop pecypcoB XpaHeHWsl, MCNONb3YeMbIN ANS pa3MeLLeHns
darinos BM, exopawux B poHg PM

«MecTo» MuHUManbHO HeobX0AMMOE AUCKOBOE NPOCTPAHCTBO Ha 06bekTe

«XpaHunuwe» gna pasMelleHus dannos BM, exopawmx B doHg PM

«bazoBas BM»

EnvHbIM 6a30BbIM 06pa3, UCMOb3yeMbli A1S1 CO30aHUSI TOYHOM KOMUU
(pennuku), ns koTopon ByayT cospaHbl hoHabl PM

«Mamatb»

O6bemM onepaTMBHOM NamMsATH, BblaenseMbii BPM
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Mapamertp

OnucaHue

«[l"apaHTMpoBaHHas NamMsATb»

MWuHUManbHbIM 06beM OMepaTUBHOM NaMATH, pesepeupyembin ans BPM

«USB»

Monutuka paspelueHus goctyna k USB-noptam

«Oducnnen»

Mcnonb3yeMbi npoTokon yaaneHHoro goctyna kK BPM

«bazoBoe nma»

HeunsmeHsieMasi YacTb TEKCTOBOIO HaMMEHOBAHUS, UCMOJIb3yeMast B
naeHTUbMkaTope kaxkgoro BPM. basoBoe nma nonykHO HaszHayaTbCs B
cooTBeTcTBUMU ¢ RFC 953: 0HO MOXeT cocToaTb U3 ByKB TATUHCKOrO
andasuTa (TONBKO CTPOUHBIX), UMdp 1 3HaKa «-» (aeduc)

«OdnuHa cydpdukca»

[nvHa nopsinKoBoro HoMepa HaMMeHOBaHMSI, UCMOJb3YEMOTO B
naeHTudukaTope kaxxgoro BPM

«Tun cyddukca»

MapameTp, 3apatowmin hopmat NopsaKoBOro HoMepa HaMMEHOBaHWS B
naeHTudmKaTope kaxgoro BPM:

* «0-9» - yuncnosor bopMaT NOPsAKOBOro HOMEPA;

* «a-z» - CUMBOJIbHbIN opMaT NOPSLKOBOro HOMepa

® BM, 13 KOTOpOI NNaHWpyeTca co34aTh LIABMOH, MOXET OTOBpaXkaTbCA C HEKOTOPOW 3aAep>KKOW,
cnenyeT HEMHOIMO MOAOXAATh ee nosBneHus B napaMeTpe «basosas BM».

6.4.2 . LLlabnoH Ha ocHoBe cTtaTuuHo BM gna oVirt/RHEV

& HaunHaa c Termidesk sepcum 5.1 atoT wabnoH mcknwoueH. Ona nobasneHus cTtaTuuHbix BM
cnenyeT BOCMOb30BaTbCA NMOCTABLUMKOM PecypCcoB M LWAabNOHOM A1 aBTOHOMHbIX MaLUMWH.
LLlabnoHbl, pobaBneHHble B paHHUX Bepcusax Termidesk, [OCTYMHbI OAS W3MEHEHUS WU

yhaneHus.

6.5 . LWa6bnoHbl BPM pna nnardopmbl zVirt

6.5.1 . LLlabnoH Ha ocHoBe cBsi3aHHOro KNoHa ans zVirt

Ona ,EI,O6aBJ'IEHMﬂ wabnoHa cnenyet nepeﬁTM «KomnoHeHTbl - [locTaBLMKM pecypcoB», 3aTeM B

CTOJ'|6LI,e «Ha3BaHne» cBogHOM Ta6J'IVILI,bI Ha>XaTb Ha HaMMEHOBaHMeE NOCTaBLWWMKa peCypCoB.

Hanee B OTKpbIBLWEMCA OKHE HY>XHO Ha 3KpaHHYHK KHOMKY [COBAaTb], M3 BbiNagakoLLLErO CrCKa BbI6paTb

wabnoH «CBaA3aHHbINA K/OH zVirt», 3aTeéM 3ano/IHUTb OaHHble, NepevyncneHHble B CTOJ'I6LI.E «I'IapaMeTp»

cneayowemn Tabnmubl (cm. Tabnuua 35).

Tabnuua 35 — JaHHble gna gobasneHuns WwabsoHa Ha OCHOBE CBA3aHHOMO KJfioHa ana zVirt

Mapametp

OnucaHue

«HasBaHue» | TekcToBoe HaMMeHoBaHMe LWabioHa

puin»

«KoMMeHTa MHd)OpMaLI,VIOHHOE COO6LLI,EHVIe, ncnosibsyemoe and onncaHnsg HasHa4deHus wabsoHa

«Knactep» | MoeHTudurkatop knactepa Ha nnatdopme zVirt, ucnonbayembin ans pasmerteHust poHgos PM

Le»

«XpaHunu | UpeHTudumkaTop pecypcoB xpaHeHUs, MICNoNb3yeMbl ANist pasMmelleHus darnos BM, Bxoaswmx B doHa PM
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Mapametp OnucaHue

«MecTto» MWHUMaNbHO HeOBbXoaMMOe ANCKOBOE NMPOCTPAHCTBO Ha 06beKTe « X paHuAuLLEe» Ansa pasMelleHus dannos
BM, Bxoaswwmx B poHg PM

«bazoBas EauHbIv 6a30BbI 06pas, MCMoNb3yeMblld 4JiS CO34aHUSI TOYHOM KOnuu (peninku), u3 KoTopon ByayT co3aaHsl
BM»» $ongpl PM

«Mamate» | O6bEM onepaTMBHONM NamaTH, Bbigensemoii BPM

«[apaHTrpo | MUHUManbHbIM 06bLEM ONepaTUBHOM NamMaTH, pesepeupyemsbiin ans BPM
BaHHas
namaTb»

«USB» MonuTtuka paspeweHuns goctyna k USB-noptam

«ducnnen» | Mcnonbsyemblii NpoTOKON yaaneHHoro goctyna k BPM

«bazoBoe HeunsmeHsiemas 4acTb TEKCTOBOrO HaMMEHOBaHUS, UCMONb3yeMasi B naeHTudukatope kaxkgoro BPM. basosoe
UM » MUMS$ JONXKHO Ha3Ha4vaTbesa B cooTBeTCcTBUM ¢ RFC 953: 0HO MOXET COCTOATh M3 ByKB NaTMHCKOro andasuTa
(Tonbko CTPOUHBbIX), undp 1 3HaKa «-» (aeduc)

«OnuHa LOnvHa nopsaakoBoro HomMepa HaMMeHOBaHUSA, UCMOJIb3YEMOTr0 B MAeHTUdMKaTope Kaxaoro BPM
cyddukca»
«Tun MapameTp, 3apatowmin hopmaT NopsAKOBOro HOMepa HaMMeHOBaHUS B MAeHTUdMKaTope Kaxkaoro BPM:

cybdukea» | a «0-9» - uncnoBoi HOpMAT NOPSAKOBOrO HOMEPA;
" «a-z» - CUMBOJIbHbII hOpMaT NOPSAKOBOrO HOMepa

6.5.2 . LLIabnoH Ha ocHoBe cTtatTuyHo BM pnsa zVirt

& HauunHasa c Termidesk Bepcum 5.1 3ToT WwabnoH mckntoveH. Ons pnobaeneHua ctatuyHbix BM
cnenyeT BOCMOb30BaTbCA NMOCTABLUMKOM PecypCcoB M LWabaoHOM A1 aBTOHOMHbIX MaLUMH.
LLlabnoHbl, pobaBneHHble B paHHMX Bepcusax Termidesk, [OCTYMHbI 415 U3MEHEHUS WU
yaaneHus.

6.6 . LLlabnoHbl BPM pans nnardopmbl «PELL Buptyanusauus»

6.6.1 . LL1abnoH Ha ocHOBe CBs3aHHOrO KNoHa ans nnatgopMbl «PEL Buptyanusauma»
Ons pobaBneHus wabnoHa cnepyeT nepenTty «KomnoHeHTbl - [locTaBWMKM pecypcoB», 3aTeM B

cTonbue «HaseaHWe» cBOAHOM Tab/MLbl HAXKaTb HA HAMMEHOBaHME MOCTaBLLMKa PecypCcoB.

Hanee B OTKpbIBLLUEMCS OKHE HaXkaTb Ha 3KpaHHYto kHonky [Co3aaTk], 13 BbinaaatoLLero cnmcka BbibpaTh
wabnoH «CeasaHHbIM knoH REDVirt», 3ateM 3anofHWUTb [AaHHble, Mepe4ynciieHHble B cTosbue
«ﬂapameTp» cnep,yrou_l,el?l Tabnuubl (cm. Tabnuua 36).

Tabnuua 36 — aHHble ans nobasneHms WabnoHa Ha OCHOBE CBA3aHHOMO KioHa Ansa nnatdopmbl «PELL

BupTtyanuzauma»
Mapametp OnucaHue
«Ha3BaHue» TekcToBoe HanMeHoBaHMe WwabnoHa
«KomMmeHTapuin» MHdopmaumoHHoe coobLueHme, CMob3yeMoe 4151 ONUCAHUS HazHaYeHUs
wabnoHa

Bbinyck ot Hos16ps 2024 116



@ TERMIDESK

CNET.10001-01 90 02

Mapamertp OnucaHue
«KnacTtep» MpeHTudukaTtop knactepa Ha nnatdopme «PEL BupTtyanusaums»,
ucnonb3yeMblin ansa pasmelleHust doHaos BM
«XpaHunuiie» NpoeHTudmrkaTop pecypcoB XpaHeHuUsl, UCNONb3YeMbIN AN pa3MeLLeHns
darnos BM, exoaauwux B doHg BM
«MecTo» MuHMManbHO HEOBXOAMMOE AUCKOBOE NMPOCTPAHCTBO Ha 06bekTe

«XpaHunuwe» gna pasmelleHus damnnos BM, exogawmx B poHg BM

«bazoBas BM»

EovHbI 6a30BbI 06pa3s, MCMOob3yeMbli 4151 CO30aHUS TOYHOM KOMUKU
(pennuku), n3 kotTopor byayT cozpaHbl hoHabl BM

«lMamMaTb»

O6bem onepaTuBHOM NaMATH, BblaenseMbii BPM

«[l"apaHTMpoBaHHas NamMsATb»

MuHUManbHbIN 06beM OMepaTUBHOM NaMATH, pesepeupyembin ans BPM

«USB»

MonuTuka paspewenus goctyna k USB-noptam

«Ouncnnen»

Mcnonb3yeMblii NpoTokon yaaneHHoro goctyna k BPM

«bazoBoe nma»

HeunsmeHsieMas yacTb TEKCTOBOIO HAMMEHOBAHUS, UCMOJIb3yeMas B
naeHTUdmkatope kaxaoro BPM. bazoBoe nMsa LOMKHO Ha3Ha4yaTbCs B
cootBetcTBMM ¢ RFC 953: 0HO MOXeT cocTosTb M3 ByKB NaTUHCKOMO
andasuTa (TONbKO CTPOUHBIX), LUbP M 3HaKa «-» (aeduc)

«dnvHa cydbdmkcar»

[nvHa nopsaKoBOro HoMepa HauMEHOBAaHWS, MCMONb3YEMOrO B
naeHTudukaTope kaxxgoro BPM

«Tun cydbdukca»

MapameTp, 3agatowmii popmaTt NopsAKOBOro HOMEpPa HAMMEHOBAHUS B
naeHTudmKaTope kaxagoro BPM:

* «0-9» - uncnosort hbopmaTt NOPAAKOBOro HOMEPa;

* «a-z» - CUMBOJ/bHbIM hopMaT NOpPALKOBOro HoMepa

6.6.2 . LLIabnoH Ha ocHoBe cTatuyHoii BM ana nnatdopmbl «PEL Buptyanusauma»

& HauunHasa c Termidesk Bepcum 5.1 3ToT WwabnoH mckntoveH. Ons nobaeneHus ctatuyHbix BM
cnenyeT BOCMOb30BaTbCA NMOCTABLUMKOM PecypCcoB M LWabNoHOM 419 aBTOHOMHbIX MaLUMWH.
LLlabnoHbl, pobaBneHHble B paHHUX Bepcusax Termidesk, [OCTYMHbI 41 W3MEHEHUS WU

yAaneHuda.

6.7 . LWa6noHbl BPM pgns VMmanager

6.7.1 . WWa6bnoH Ha ocHoBe 06pa3za BM gns VMmanager

Ons pobaeneHus wabnoHa cnenyet nepenTtu B «KomnoHeHTbl - [ocTaBlwimMKM pecypcoB», B cTonbue

«Ha3BaHue» cBogHOM Tabnuubl HaXKaTb Ha HAMMEHOBaHWE NOCTaBLUMKA PeCypCoB.

[anee B OTKPbIBLLEMCS OKHe C/ieflyeT HaxkaTb Ha 3KpaHHYto kHorky [Co3aaTb], 13 BbinagatoLLero cnmcka

BblOpaTb WabnoH «BM u3 obpasa», 3aTeM 3ano/iHUTb AaHHble, NepeduncrieHHble B ctonbue «lapametp»

cnepyrower Tabnunubl (cm. Tabauua 37).

® [Ona pobasneHua wabnoHa Ha OCHOBE CBS3aHHOro KaoHa ang VMmanager HeO6X0AMMO CO3AaThb
wabnoH «BM wu3 obpasa», B KOTOPOM BKJOUUTbL nepekntodatens «Co3natb Kak CBSI3aHHbIN

KJIOH»,
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Tabnuua 37 — JaHHble gns nobasneHms wabnoHa Ha ocHoBe obpaza BM

MapameTp Onucanue
«HaszBaHue» TekcToBOE HaMMeEHOBaHMe LWabnoHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe A1s ONUCAHUS Ha3HaYeHus
wabnoHa
«Knactep» MaoeHTudurkatop knactepa Ha nnatdpopme VMmanager, ucnonbsyemMbin ans

pasMewleHmns doHgos PM

«06pas BM»

EnuHbI 6a30BbIv 06pas, MCMONb3yeMbIl AJ1S CO3AaHMS TOYHOM KOMUK
(pennwuku), n3 koTopon ByayT cozaaHbl hoHabl PM

«Konnyectso LLMTY»

KonnyecTtBo npoueccopos, Bbiaensiembix BM

«O6beM namMaTu, Meé»

O6beM onepaTMBHOM NaMaTH, BblaensemMoii BM

«06bem ancka, M6»

Pasmep gucka, Boigensembin BM

«[Myn ip-appecos»

MaoeHTudukatop nyna IP-agpecos, ucnonbsyemoint anis BM

«[lMonb3oBaTeNbCKUM CKPUMT»

Bbl60p BbIMOJIHAEMOr0 MOJIb30BaTE/IbCKOro CKpMnTa

«[Maponb root»

Ma ponb nonb3osaTtens root

«[loMeHHOE nMa»

Mma nomeHa ans BM (onumoHanbHo)

«bazoBoe nma»

HeunsmMeHsieMasi 4aCTb TEKCTOBOrO HaMMEHOBaHMs, UCMOJb3yeMas B
naeHTudmkaTope kaxxaoro BPM. bazoBoe MMs fomKHO Ha3HaYaTbCs B
cootBeTcTBMM € RFC 953: 0HO MOXKeT cocTosiTb U3 BYKB NaTUHCKOMO
andasuTa (TONbKO CTPOYUHBIX), UMbP M 3HaKa «-» (feduc)

«AnvHa cyddmkcar

LnvHa nopsakoBoro HoMepa HaMMeHOBaHMS, UCMO/b3YEMOrO B
naeHTudbmkaTope kaxagoro BPM

«Tun cyddukca»

MapameTp, 3agaroLmii hopMaT NOpPSAKOBOrO HOMepa HaMMeHOBaHUS B
naeHTUdbmKaTope Kaxagoro BPM:

= «0-9» - uncnosoit bopmat NOPAAKOBOrO HOMEPA;
" «a-z» - CUMBOJIbHbIM popMaT NOPSAKOBOIrO HOMepa

«Co3aaTb KakK CBA3aHHbINA KIIOHY

Mepekntouatens 49 yrnpaeneHus cosgaHvem BM B pexkume cBsizaHHOro
KJI0Ha

6.7.2 . LLlabnoH Ha ocHoBe cTtatu4Hoi BM onsa VMmanager

& HauunHaga c Termidesk Bepcum 5.1 3ToT WwabnoH mckntouveH. Ons nobaeneHua ctatuyHbix BM
cnenyeT BOCMOb30BaTbCA NMOCTABLUMKOM PeCcypCoB M LWabnoHOM A1 aBTOHOMHbIX MaLUMH.
LLlabnoHbl, pobaBneHHble B paHHUX Bepcuax Termidesk, [OCTYMHbI AN W3MEHEHUS WU

yAaneHua.

6.8 . LLa6noHbl BPM ans VMware vSphere
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6.8.1 . LLIabnoHbl Ha OCHOBE CBA3aHHOIO UK MOJIHOO KoHa ansa nnatdopM VMware vSphere
Ona pobasneHms wabnoHa cneayet nependtn «KomnoHeHTbl - [lMocTaBwimkM pecypcoB», 3aTeM B

CTO}'I6LI,e «Ha3BaHuMe» cBogHOM Ta6]'IVILI,bI Ha>XaTb Ha HAUMEHOBaAHUE NOCTaBLLUKA peCypCoOB.

Hanee B OTKPbIBLLEMCS OKHE HaXkaTb Ha 3KpaHHY KHorky [Co3aaTtb], 13 BbinafatoLLero cnmcka BbibpaTb
OOMH M3 AOCTYMHbIX WabnoHoB «[onHbIM KNOH» nan «CBA3aHHbLIA KIOH», 3aTEM 3amno/IHUTb OAHHbIE,
nepeuncreHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 38).

Tabnuua 38 — [aHHble ans nobasneHms wabnoHa gns VMware vSphere

MapameTp Onucanue
«HaszBaHue» TekcToBoEe HaMMeHOBaHMe LwaboHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCrob3yeMoe As ONMCaHUS Ha3HavyeHus WabnoHa
«[JaTaueHTp» MaeHTudmrkaTop BUPTYanbHOMO LIEHTPa 06paboTKM AaHHbIX, UCMOMb3YeMbI A8

pa3melleHms BM

«KnacTep pecypcos» MaeHTudmMKaTOp KnactTepa pecypcoB XpaHeHMs, UCMOb3yeMbli 415 pa3MeLLEeHMs
dannos BM, exoasawmx B doHA,

A Heobxopnmo obsizaTenbHo 3aaatb 3TOT NapameTp!

«KnacTtep gaHHbIX» MaeHTudMKaTop pecypcoB XpaHeHUs, UCMOMb3YyeMbll Ans pasmelueHus dannos BM,
BXOAALWMX B hoHZ,

A Heobxopnmo obsizaTenbHoO 3aaatb 3TOT NapameTp!

«[yn pecypcos» MpeHTudmrkaTop nyna pecypcos, UCMOMb3yeMbli Ans pasmelleHus BM

& HeobxoanMo obsizaTenbHO 3a4aTh 3TOT NapameTp!

«Pa3melueHme BM» MpeHTudmrkaTop kaTtanora pasmelleHus co3gaBaeMbix BM
«MecTo (['6)» MuHMManbHbIM pa3mep CBOGOAHOIO NPOCTPAHCTBA 4J/1s pa3MelleHms BM
«bazoBas BM» EnvHbIM 6a30BbIM 06pa3s, MCMOMb3YeMbI ANSi CO30aHUS TOYHOW KOnuu (pensinku), us

KOTOpOW ByayT co3aaHbl GoHAbI

«CeTtun» Bbi6op 0aHOM UM HECKONBKUX CeTel, KOTopble ByayT MCMONb30BaTbCS 419 Ha3HaYeHUs
co3gasaeMbiM BM.

Cnucok AOCTYMHbIX CeTel onpeaenseTcs 3HayeHusMu napametpa «CeTu», 3aaHHOIO B
napameTpax nocTasLumka pecypcoB («KomnoHeHTb! - [MocTaBLLmMKM pecypcoB»).

Mpu cozpaHumn Hoeon BM Termidesk npoBepsieT 4OCTYNHOCTb yKa3aHHbIX ceTen (no
nopsiAKy CneagoBaHus) M Hanuume B HUX cBobopHoro IP-appeca

& Heobxonmmo obsizaTensHO 3a4aTh 3TOT NapameTp!
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MapameTp Onucanue
«MakcrumManbHoe Konm4ecTso Bbi6op MakcrMManbHoro konmyectsa BPM gna nogkntoueHuns K Kaxkaon cetu, 3a4aHHOM
BPM, nogkntoyaeMbix K kaxxgon | B napametpe «CeTu».
BbIGpPaHHOM CeTU NOCTaBLLMKA Mpu poCTUXEHUU NpefenbHOro KoNMYecTBa NoaKoYaeMbix kK cetu BPM BHoBb
pecypcos» cospaBaeMble npu nybnukauum BPM BynyT oTobpaxkatbes ¢ owmbkor «No available

network found».

MpepenbHoOe KonMYecTBO NoaK/toHaeMbiX K ceT BPM - a31o konnuecteo cetent,
Bbl6paHHbIX B NapameTpe «CeTu», yMHOKEHHOE Ha 3HaYeHWe napaMeTpa
«MakcumanbHoe konnyectso BPM, noakntouaeMbix K Kaykaomn BblOpaHHOM ceTn
NMOCTaBLLMKa PeECYpPCOB».

A Tpn pobasneHmn doHaa PM ana nocraBwmka pecypcoB VMware vSphere
CyMMapHOe Koln4yecTBo cosgaBaeMbix BPM B kewwe 1-ro ypoBHS He AO/MKHO
MpeBbILWaTh YCTaHOBIEHHOE 3HaYeHue AaHHOro napaMeTpa

«basoBoe nma» HeunsmeHsieMasi YacTb TEKCTOBOIO HaMMEHOBAHUS, UCMOJIb3yeMast B MAEHTUUKATOpe
kaxxgoro BPM. basoBoe nma ponykHo HasHadaTbca B cootBeTcTBUM ¢ RFC 953: oHo
MOYKET COCTOSITb U3 BYKB NaTUHCKOro andasuTa (TONbKO CTPOUHbIX), UMdP U 3HaKa
«-» (nedwvc)

«dnnHa cydbdumkca [OnvHa nopsaakoBoro HomMepa HaMMeHOBaHUS, UCMOJIb3yeMas B MAeHTUGUKaTope
Kaxxgporo BPM

«Tun cyddukca» MapameTp, 3agatowmin popMaT NopsLKOBOro HoOMepa HaMMEHOBaHUSA B MAEHTUbMKaTope
Kaxkporo BPM:

* «0-9» - uncnosor bopMaT NOPsIAKOBOro HOMepa;

" «a-Z» - CUMBOJIbHbIV hOpMaT MNOPSALKOBOro HoMepa

6.8.2 . Co3paHue cHumMka BM gna VMware vSphere
Ona cospaHms cHumka BM (cHanwota) cnepyet nepeitn «KomnoHeHTbl - MocTaBlwmKM pecypcos»,

3aTeM B CTOJ'I6LI,e «Ha3BaHuMe» cBogHOM Ta6J'IMLI,bI Ha>XaTb Ha HAMMEHOBaHUE NOCTaBLMNKa peCcypCoB.

© MMepen cospmaHvem cHuMmka BM, cocTosiHMe KOTOpPOWM HYXXHO 3aMKCMpOBaTb, AO/MKHA bObITb
BblK/IrOUYeHa!

[anee B OTKpbIBLUEMCS OKHE HY>KHO Ha)kaTb Ha 3kpaHHYto kHonky [Co3paTb], 13 BbiNajatoLLero crnmcka
BblbpaTb «CHaNLWOTbI», 3aTEM 3aMONIHWUTb AaHHble, NepedncneHHble B cTonbue «lMapaMeTp» cnenyroLLen
Tabnuupl (cm. Tabnnua 39).

Tabnuua 39 — JaHHble ans nobasneHma cHumka BM gns VMware vSphere

MapameTtp OnucaHue
«HazBaHue» TekcToBOE HaMMeHOBaHWe CO3a4aBaeMoro cH1uMka BM
«LLlabnoH» Bbi6op wabnoHa ana noctaswmka VMware vSphere, nns kotoporo 6yaet caenaH
cHuMoK BM.

LLla6noH ansa noctaewmka VMware vSphere gonkeH CyLLecTBoBaTb K MOMEHTY
co3gaHusa cHMMKa BM

«KomMMeHTapumn» MHbopmMaumoHHoe coobLueHme, UCMOob3yeMOe 415 ONUCAHUS Ha3HAYeH s
co3gaBaeMoro cHMMka BM
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6.9 . LWa6noHbl PM gna TepMuHanbHbIX cepBepoB

6.9.1 . LLabnoH gns poctyna K TepMuHanbHoMy cepeepy MS RDS
Ons pobasneHns wabnoHa cneayet nepentn «KomnoHeHTbl - [locTaBWMKKM pecypcosB», B

CTO}'I6LI,e «Ha3BaHuMe» cBogHOM Ta6J'IVILI,bI Ha>XaTb Ha HAUMEHOBaAHUE NOCTaBLLUKA peCypCOB.

Hanee B OTKPbIBLLUEMCS OKHe CnefyeT HaxkaTb 3KpaHHyt kHornky [Co3paTb], U3 BbiMagaroLero crnucka
BblbpaTb wabnoH «RDS Terminal Service», 3aTeM 3anonHWUTb OaHHble, Mepe4vuc/ieHHble B cTosbue
«[NapameTp» cnepyroulent Tabnumubl (cm. Tabnuua 40).

Tabnuua 40 — JaHHble ans nobaeneHms WwabnoHa gns 4ocTyna K TepMuMHanbHoMy cepeepy MS RDS

Mapametp OnucaHue
«Ha3BaHue» TekcToBOE HavMeHOBaHMe LabnoHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCaHUS Ha3HaYeHUs!
wabnoHa
«TepMuHan» HavumeHoBaHuMe cywiecTytolero TepmMmHana MS RDS

6.9.2 . LLlabnoH gna poctyna K ony6imMkoBaHHbIM npunoxxeHusam MS RDS
Ona pobaBneHuss wabnoHa cnepyetT nepentn «KomnoHeHTbl - [locTaBWMKM pecypcoB», B

CTOJ'I6LI,e «HazBaHune» CBOAHOM Ta6}'IVILI,bI Ha>XaTb Ha HAUMEHOBaAHUE NOCTaBLLUKa peCypCOB.

Hanee B OTKPbIBLLUEMCS OKHe CnefyeT HaxaTb 3KpaHHyt kHornky [Co3paTb], 13 BbiMmagatoLero crnucka
BblbpaTb WwabnoH «RDS Remote App Service», 3aTemM 3anofIHUTb OaHHble, MEPEYMC/IEHHbIE B CTosbLe
«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabnumua 41).

Tabnuua 41 — JaHHble ans nobaeneHms WwabnoHa gns 4octyna K npunoxxeHusam MS RDS

MapameTp OnucaHue
«HasgaHue» TekcToBOE HavMeHOBaHMe LWabnoHa
«KommeHTapumn» NHbopmaumoHHOoe coobLueHMe, UCNonb3yemMoe As ONMCaHUs HasHavYeHUs WabnoHa
«RDS konnekums» HazeaHue cywecTsytoLen B MHdpacTpykType MS RDS konnekuumn onybimMkoBaHHbIX
NMPUNOXKEHWUN
«YnaneHHoe HaumeHoBaHWe ony6iMKOBaHHOMO B KONNEKLMM NMPUNIOXKEHUS
NpUNoXKeHe»

6.9.3 . LLlabnoH gna poctyna K TepMmuHanbHoMy cepeepy STAL
Ona pobaBneHuss wabnoHa cnepyeT nepentn «KomnoHeHTbl - [locTaBWwMKM pecypcoB», B

cTtonbue «HaseaHWe» cBOAHOM Tab/MLbl HAXKaTb HAa HAMMEHOBaHME MOCTaBLLMKa PeCcypCoB.

Hanee B OTKPbIBLLUEMCS OKHe CnefyeT HaxaTb 3KpaHHyt kHornky [CospaTb], U3 BbimagatoLero crnucka
BblbpaTb wabnoH «STAL Terminal Service», 3aTemM 3amonHWUTbL OaHHbIE, MepeyvnUCsieEHHble B CTosbLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabnuua 42).
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Tabnuua 42 — JaHHble gns nobasneHms wabnoHa gns 4ocTyna K TepMuHansHoMy cepepy STAL

Mapametp OnucaHue
«HazBaHune» TekcToBoe HaMMeHOBaHMe LWaboHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCAaHUS Ha3HAYeHUs!
wabnoHa

6.9.4 . LLlabnoH ans poctyna K onybnmMkoBaHHbIM npunoxxeHusm STAL
Ona pobaBneHmnss wabnoHa cnepyet nepentu «KoMnoHeHTbl - [locTaBwuku pecypcoB», B

cTonbue «HasBaHme» cBogHOM Tabnuubl HaXKaTb HA HAMMEHOBAHME MOCTABLLMKA PECYPCOB.

Hanee B OTKpbIBLUEMCS OKHe CrefyeT HaXxaTb 3KpaHHyt kHornky [Co3paTb], U3 BbiMajatoLero crmcka
BblbpaThb WwabnoH «STAL Remote App Service», 3aTeM 3ano/IHUTb [aHHbIe, NEPEUYMCIIEHHbIE B CTONGLE

«[MapameTp» cnenytoLLen TabnunLbl (cm. Tabnuua 43).

Tabnuua 43 — JaHHble gns nobaeneHms wabnoHa gns goctyna K npunoxkeHusm STAL

Mapametp OnucaHue
«HazBaHue» TekcToBOE HauMeHOBaHMWe LWab/oHa
«KoMMmeHTapuii» NHbopmaumoHHOe coobLLeHME, UCMONb3yeMOE A8 ONMCaHUA Ha3HavyeHUs WabnoHa
«YnaneHHoe HaumeHoBaHMe ony61MKOBAHHOMO B KOIEKLMW MPUIIOXKEHUS
NpUnoXxxeHue»

6.10 . LWabnoHbl PM pnsa metanpoBaigepa

6.10.1 . LWa6noH ans nybnmMkaumMm NpunoXkeHnn
Ons pobaBneHuss wabnoHa cnepyet nepentn «KomnoHeHTbl - [locTaBwMKM pecypcoB», B
ctonbue «HaseaHue» cBOAHOM TabnMubl HaXKaTb Ha HauMMeHOBaHWE MocTaBlwmka pecypcoB «Cepsep

TepMUHanoB MeTanocTaBLLMK».

Hanee B OTKpbIBLLUEMCS OKHe CrefyeT HaxaTb 3KpaHHyto kHornky [CospaTb], U3 BbimajatoLero crnucka
BblbpaTh WabnoH «Meta Remote App Service», 3aTeM 3anonHUTb AaHHble, NepevynciieHHble B CTosbLe
«[MapameTp» cnenytoLLen TabnaunLbl (cm. Tabnuua 44).

Tabnuua 44 - daHHble pna nobaBneHus wabnoHa Ny6amnKaumMm NpUNoXeHUM 4ns MeTanoCcTaBLLMKA

Mapametp OnucaHue
«HazBaHue» TekcToBOE HauMeHOBaHMWe LWab/ioHa
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, UCMoNb3yeMoe 419 onucaHmus

Ha3HayeHus WabnoHa

«Yp,aneHHoe npunoXxxeHue» HaumeHoBaHue 0I'Iy6ﬂl/IKOBaHHOFO npunoXxeHua
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6.10.2 . LLa6noH pns TepMUHaNbHBIX CECCUi
Ons pobasneHns wabnoHa cneayet nepentn «KomnoHeHTbl - [locTaBWMKKM pecypcosB», B
cTonbue «Ha3BaHue» cBogHOM Tabnuubl HaXkaTb Ha HaMMeHOBaHMWe nocTaslmKka pecypcoB «Cepsep

TEPMUHANOB MeTaI'IOCTaBLLI,MK».

Hanee B OTKPbIBLLUEMCS OKHe ClefyeT HaXaTb 3KpaHHyt kHornky [Co3paTb], U3 BbiMagatoLero crnucka
BblbpaTb wWabnoH «Meta Terminal Service», 3aTemM 3anofHUTbL OaHHble, MNepedYnCeHHble B CTosbue
«[NapameTp» cnepytroulent Tabnumubl (cm. Tabnuua 45).

Tabnuua 45 - OaHHble gna nobasneHuns wabnoHa TepMUHaNbHbIX CECCUIM A1 METANOCTaBLUMK

Mapametp OnucaHue
«HazBaHune» TekcToBoe HaMMeHOBaHMe LWaboHa
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCaHUS Ha3HaYeHUs!
wabnoHa

6.11 . LLlabnoH PM ana aBTOHOMHOM MaLLUUHbI

Ona pobaeneHus wabnoHa cnepyetr nepentn B «KoMnoHeHTbl - [locTaBwimkM pecypcoB», B

cTonbue «HassaHne» cBogHOM Tabnuubl HaXKaTb HA HAMMEHOBAHME MOCTABLLMKA PECYPCOB.

A B OC aBTOHOMHOM MalUMHbl OO/MKEH ObiTb YCTAaHOBMEH KOMMOHEHT «AreHT BMPTYyalbHOro
paboyero MecTa» ansa pernctpaunm PM B Termidesk.

Hanee B oTKpbIBLLUEMCS OKHe CnedyeT HaXkaTb Ha 3KpaHHYto kHornky [Co3aaTb], U3 BbinaaatoLLLEro Crnmcka
BblOpaTb wWabnoH «CTaTuyeckue MallUHbI», 3aTEM 3arofIHUTb JaHHble, MepPedYnCcsieHHble B CTON6LE
«[MapameTp» cnenytoLLen TabnunLbl (cm. Tabnunua 46).

Tabnuua 46 — JaHHbie anga nobasneHms WabnoHa ANg aBTOHOMHOM MalUUHbI

Mapametp OnucaHue

«HaszeaHue» TekcToBOE HaMMeHOBaHUe LaboHa

«KoMMeHTapumn» MHdbopmaumoHHoe coobLieHme, UCMOob3yeMoe 415 ONUCAHUS Ha3HAYeHMUs
wabnoHa

«IP MawinH» IP-agpec unu IP-agpeca nobaensemoro xocta. MoxeT 6bITb yYkasaH oauH |P-
agpec, ananasoH |P-apgpecos, nepeueHb |P-agpecos.
Mpumep:

= «192.0.2.1»;

= «192.0.2.1,192.0.2.1, 192.0.2.7»;

» «192.0.2.1,192.0.2.2-192.0.2.7, 192.0.2.10%;

* «192.0.2.2-192.0.2.253»

6.12 . LLlabnoHbl BPM pgnsa Openstack

6.12.1 . LLla6bnoH Ha ocHoBe obpasa BM pgna Openstack
Ons pobaeneHus wabnoHa cnenyet nepenTtu B «KomnoHeHTbl - [ocTaBlwmMKM pecypcoB», B cTonbue

«HazBaHue» cBogHOM Tabnuubl HaXKaTb Ha HAMMEHOBaHWE NOCTaBLUMKA PECYpCoB.
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,El.anee B OTKpPbIBLLUEMCA OKHE CneayeT HaXXaTb Ha 3KPAaHHYH KHOMKY [C03,anb], M3 BblMNagakoLWwero Crnmcka
BblGpaTh WabnoH «BM u3 obpasa», 3aTeM 3aMnonHUTbL AaHHble, nepevncieHHble B ctonbue «lMapametp»

cnepyrowen Tabnunubl (cm. Tabnuua 47).

Tabnuua 47 — HaHHble ans nobasneHms wabnoHa Ha ocHoBe obpaza BM ana Openstack

MapameTp Onucanue
«HazBaHune» TekcToBoe HaMeHOBaHMe LwabioHa
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMob3yeMoe A1s ONUCAaHUS Ha3HaYeHus
wabnoHa
«PervoH» MaoeHTudurkatop knactepa Ha nnatdpopme VMmanager, ucnonbsyembiin anis
pasMewleHmns doHgos PM
«[lMpoekT» EnuHbI 6a30BbIv 06pas, MCNONb3yeMbIl A1 CO3AaHMS TOUHOM KOMUK

(pennwuku), n3 koTopon ByayT cozaaHbl hoHabl PM

«30Ha JOCTYMHOCTU»

Bbi6op 30HbI gocTynHocTu BM

«O6pa3 gucka»

Bbi60op 6a3oBoro o6pasza AncKa, orpaHUYEH 30HOW JLOCTYMHOCTU

«CeTb»

Bbibop ceTn, B koTopon ByneT pacnonoxeHa BM

«Twun amcka»

Twun ancka BM

«Pa3mep amcka»

Pasmep gucka BM, B b

«KoHburypaumsa BM»

Bbi6op koHdurypauum BM, cozpaHHom B Openstack

«[pynna 6e3onacHoCcTu»

Bbi6op rpynnbl 6esonacHocTu, co3gaHHom B Openstack

«bazoBoe nma»

HeunsmMeHsieMasi 4aCTb TEKCTOBOrO HaMMEHOBaHMS, UCMOJb3yeMasi B
naeHTudmkaTope kaxxgoro BPM. bazoBoe MMs fomKHO Ha3HaYaTbCcs B
cootBeTcTBMM € RFC 953: 0HO MOXKeT cocTosiTb U3 ByKB NaTUHCKOMO
andasuTa (KaK CTPOYHbIX, TaK U MPOMNUCHBIX), LUdP U 3HaKa «-» (peduc)

«AnvHa cyddmkcar

LnvHa nopsakoBoro HoMepa HaMMeHOBaHMS, UCMO/b3YEMOrO B
naeHTudbmkaTope kaxagoro BPM

«Tun cydbdukca»

MapameTp, 3agaroLmii hopMaT NOpPSAKOBOrO HOMepa HaMMeHOBaHUS B
naeHTUdbmKaTope Kaxaoro BPM:

= «0-9» - uncnosoii bopmat NOPAAKOBOrO HOMEPA;
" «a-z» - CUMBOJIbHbIV hopMaT NOPSAKOBOIrO HOMepa

«CocTtosaHre BM B kewe 2 ypoBHa»

Bbi6op cocTtosHma BM no yMonuaHuio B Kelle 2-ro ypoBHS

«MeTapaTa»

MHdopmauus o MeTagaHHbIX

«Cloud-init ckpunT»

CkpunT cloud-init, BbINONHAEMBIN Npu cozpaHum BM

6.12.2 . LLla6noH Ha ocHoBe cTtatuyHoi BM ansa Openstack

& HauunHasa c Termidesk Bepcum 5.1 3ToT WwabnoH mckntoveH. Ons pnobasneHus ctatuyHbix BM
cnenyeT BOCMOb30BaTbCA NMOCTABLUMKOM PecypCcoB M LWabnoHOM A1 aBTOHOMHbIX MaLUMH.
LLlabnoHbl, pobaBneHHble B paHHMX Bepcusax Termidesk, [OCTYMHbI 41 W3MEHEHUS WU

yAaneHua.
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6.13 . Hacrpoiika nepeHocumbix npodunen gna OC Astra Linux Special Edition

6.13.1 . O6wue cBeaeHMs O NepeHOCUMBbIX NPOGUNIAX
MepeHocuMble NpoduamM - 3TO CPEACTBO AN COXPAHEHMA HACTPOEK M AOKYMEHTOB MO/b30BaTENs MEXAY

ceaHcaMu paboTbl B BPM.

© ®DyHkumoHan nepeHocumbix npodunenn bynet pabortath Tonbko ang OC Astra Linux Special
Edition («Open»).

HasHaueHune nepeHoCnMbIX (BTOpOG Ha3BaHWe - OT,EI,eJ'IFIEMbIX) npod)mneﬁ 3aK/1lo4aeTcd B TOM, 4YTO ONA
Ka>goro noJsib30BaTesid aBTOMaTU4eCKNn M no Mmepe HEO6XO,EI,MMOCTM co3paeTcAd o6pa3 ANCKa, KOTOprlZ

noakntoyaetca K BPM.

LericTBua No HacTporke NEPEHOCUMbIX NPOdUIen CBOAATCS K CeAyoLLeN NOCeA0BaTENbHOCTU:
1) co3paHue 6a3oBoro obpasa amcka ana npodunen B MK CB bpecT;
2) 3apaHue co3gaHHOMY 0bpa3y aTpubyTa TDSK_SHARED_TYPE co 3HadeHMeM PRIVATE;
3) HacTporka Moaynsa PAM (pam_tdsk) B 6aszoBom BPM;
4) akTMBaLMa MexXaHU3Ma nepeHocuMblIx npodunen B Termidesk;

5) akTuBaums nonnTtukun «OTAENSEMBIN NONB30BATENBCKMA NPOPUIb».

6.13.2 . Co3snaHue 6a3oBoro obpasa amcka B [MK CB bpect
[Ons co3paHus nepeHocumoro npoduns (aucka) Ha nnatdopme MK CB bpecT Hy>HO:
* CO34aTb MOCTOSAHHbIM AUCK TpebyemMoro pasmepa U noakatounTb ero Kk BM c yctaHoenenHon OC
Astra Linux. MNpu cospaHum BbIGpaTth WwnHy SCSI (DEV_PREFIX=sd) uam Virtio (DEV_PREFIX=vd)
(cM. nogpasaen MoproTtoBka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr);

& Tpu co3paHum obpasza Ha wuHe Virtio MoXeT nosiBuUTbCA coobuieHme 06 owmbke «Error attaching
new VM Disk: Could not attach /var/lib/one/datastores/0/248/disk.2 (vdb) to one-248» npwu
noakntoveHum amcka B MK CB bpect Bepcum 2.9.

B cnyyae BO3HMKHOBEHMS TaKOM OLUMOKM HYXKHO M3MEHWUTb aTpmbyT DEV_PREFIX B CBOMCTBax
obpaza gucka.

* CO34aTb TEKCTOBbIN ann /tmp/sfdisk.gpt v NpuBecTu ero K BUaYy:

label:gpt
type=773f9lef-66d4-49b5-bd83-d683bf40adl6

& BaxHo: TMn pasgena gonkeH 6biTb 773f91ef-66d4-49b5-bd83-d683bf40ad16.

* BHECTM U3MEHeHWsi B Tabnuuy paspenoB Ha AMCKE B COOTBETCTBUM € dannom /tmp/sfdisk.gpt

npu nomMowy ytunutbl sfdisk :
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sudo sfdisk /dev/sdb < /tmp/sfdisk.gpt

® B npumepax ucnonbsyeTtca obo3HadeHme aucka /dev/sdb. YTobbl y3HaTh, Kakoe o603HauYeHue
NPUCBOEHO AUCKY, HEOBXOAMMO BOCMOJIb30BaTbCA YyTUAMTOM Lsblk.

* npeobpa3oBaTb HOBbIM pa3aen AMcka B hopMar ext4:
sudo mkfs.ext4 /dev/sdbl

" NpoBeEpPUTb YCNEWHOCTb CO30aHMNA AMCKA:
sudo lsblk -JO0 /dev/sdbl

roe:

-J0 - K/toY Anga BbiBoAa Bcex ctonbuos B dopmaTe JSSON.

6.13.3 . 3apaHue aTpnbyToB CO30aHHOMY AUCKY
[ns 3apaHusa aTpnbyToB CO30aHHOMY paHee AUCKY HYXHO:
* BbIKOYUTE BM 1 oTKNOUMTL AUCK OT Hee;
* B CBOMCTBaX AMcKa fobaBuTb aTpmbyT TDSK_SHARED_TYPE co 3HayeHweM PRIVATE. 3anoMHMUTb

naeHTudwmkatop (ID) ancka (cm. Pucyrok 39).
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Image 29 share_home

o & o]
Info Vs Snapshots
Information
I 1D 29 I
MName share_home
Datastore default
Register time 12:06:40 27/04/2021
Type os
Persistent yes

Filesystem type =

Size 1GB

State READY

Running VMS ]

Attributes

DEV_PREFIX hd
DRIVER qocow2
TDSK_SHARED_TYPE PRIVATE

PucyHok 39 — OkHo npocMmoTpa ID gucka B MK CB bpect

6.13.4 . Hactpoiika Mmopyns PAM B 6asoBom BPM
LOns HacTponku mopyns PAM B rocteBor OC 6a3oBoro BPM HyxHo:

CNET.10001-01 90 02

* BbIMOMHUTbL NoaroToBKy 6asosoro BPM (cm. nogpaszen MNMoprotoeka 6aszosoro BPM);

* co3paTtb hann /usr/share/pam-configs/pam_tdsk co cnefytowmm conep>KMMbIM:

1 Name: Termidesk session

2 Default: yes

3 Priority: -1

4  Session-Interactive-Only: yes
5 Session-Type: Additional

6 Session:

7 required pam_exec.so

mod=700 --uid-ext-range 65536-2000000000

/usr/bin/pam_tdsk --autofs --skel=/etc/skel --ch

A TapameTp --uid-ext-range [OMKEH MMeTb MUHUMaNbHOE 3HadeHue 65536, MakcMManbHoe

3HaueHwue 4000000000.

MakcrMManbHasi rpaHMuUa AuanasoHa 3aBMCUT OT MCMOMb3yEMOro AOMEHa B CeTM, OT HacTpoek
OTOBpaXKeHUs UAEHTUPUKATOPOB MONb30BaTeENEN AOMEHa B MAEHTUDUKATOPbI MOJSb30BaTENIEN

BPM.
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& TpuoputeTt Priority: -1 3agaH Ans TOro, 4tobbl AoMawHuW Katanor (dawn /usr/share/
pam-configs/mkhomedir, Priority: ©0) Obln co3gaH npexae, 4YemM OyaeT BbIMOJHEHO
noaKtoueHue aucka.

* BbINOJHUTb 06HOBNEHME Npodunen PAM:
sudo pam-auth-update
» ybeauTbcs, UTO B arne /etc/pam.d/common-session NOSBUIACk CTPOKa C Moay/neM pam_tdsk:

1 session required pam_exec.so /usr/bin/pam_tdsk --autofs --skel=/etc/
skel --chmod=700 --uid-ext-range 65536-2000000000

6.13.5 . AktuBauma MexaHu3Ma nepeHocuMbIx npoduneis B Termidesk

Lna akTuBauum MexaHM3Ma NepeHOCUMBbIX NMpodunen Hy>KHo:

* 334aTb B KOHGMUIypaumMoHHOM danne /etc/opt/termidesk-vdi/termidesk.conf B napameTpe

TDSK_AUTOFS_IMAGES_ID cnucok ID auckos, Hanpumep:

1 # Cnncok ugeHTudnkaTopoB 06pa30B AWCKOB [AN1S XPaHeHWs OTAensieMblX MOofb30BaTesbCKUX
npoéunen. MoxeT ObITb 3aaHO HECKO/IbKO 3Ha4yeHui, 4yepe3 3anATyiw.
2 TDSK_AUTOFS_IMAGES_ID=29

A I'IpM HaIn4Ynm HeCKOJIbKUX ANCKOB Tp86yETCﬂ NEPEYUCTIUTb UX YEPES 3anATYHO.
* nepe3anycTuTb CNyXxby termidesk-vdi:

sudo systemctl restart termidesk-vdi
. y6e,£I,VITbC9I, 4yTOo HGO6XOJJMMa$I nepeMeHHasa yCtaHoOBJ/1E€Ha:

ps eanxww | grep TDSK_AUTOFS

BbIBO,EI| KOMaHAbl AO0JDKEH BK/TKOYaTb YCTAaHOBNEHHYIO nepemMeHHyto, HanpuMmep

TDSK_AUTOFS_IMAGES_ID=29.

6.13.6 . AktuBauumsa NnonuTUKK B uHTepdeiice Termidesk

Ons aktuBauuu nonntukm «OTaensemMbl Nonb3oBaTeNnbCkui npodunb» B «lMopTan agMMHUCTpaTopa»
Termidesk cnepyet nepentn «HacTtporiku - [nobanbHble nonnTukmM», 3atem napametpy «OTaensembin
NoJsib30BaTeNbCKMN NPOdUb» MPUCBOUTDL 3HaYeHUe «BknroueH».

6.14 . Hactpoiika nepeHocumbix npodunen gna OC Microsoft Windows

Lencteua no HaCTpOﬁKe nepeHoCnMbIX npod)mneﬁ CBOAATCA K cne,u,yrou.l,eﬁ nocnenoBaTe/ibHOCTU!
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1) noprotoBka CeTeBOro XpaHWAWWA, B KOTOPOM npodwunuv nonb3oBaTenen OyayT XpaHUTbCS
LeHTpaNnU30BaHHO, MNO3BOJAS MOJIb30BATENO MOMYYaTb AOCTYMN K OAHOMY U TOMY e npodunto Ha
BCEX CepBepax y3/1a CeaHCOB YAaseHHbIX pabouMx CTOMOB, HACTPOEHHbIX Ha MCMONb30BaHMeE 0bLLEero
CeTeBOro pecypca ans npoduien nonb3oBaTeneu;
2) BkAtoyeHMe B HacTporkax ¢doHpa PM nonutuk «Mcnonb3oBaTb 06s3aTenbHble nNpoduan Ha
cepBepe y3na ceaHca yaaneHHbIx paboumx ctonoB (RDP)» u «YkasaTb nyTb Ans nepemeLLaemMoro
npoduna nonb3oBatens cny>k6 ypaneHHoro pabouero ctona (RDP)» (cm. nogpaspen Monutukum
doHpa PM);
3) nybnukaumsa doHpa PM.
Mpodunn nonb3osaTener OyoyT COAEPXKATbCS BO BOXKEHHbIX KaTasorax Ha YKa3aHHOM B MONUTUKE
«YKazaTb NyTb AN9 NepemeLlaeMoro npoduns nonb3osatens cny>6 yaaneHHoro paboyero ctona (RDP)»
ceteBoM pecypce. Katanoru 6yayT co3paHbl aBTOMaTM4eCKM MOCAE MOAK/IHOYEHMSI MONMb30OBaTenen W

Ha3BaHbl MO MMEHU y‘-IETHOIZ 3anucK KaXkgoro nonb3oBatens %USERNAMES.

6.15 . lNepeHanpaeneHue BuaeoKamepsl

I'IepeHanpaBneHme BMAEOKaMepbl NMO3BONIAET NepenaTb No CETU CKaToe aiIrOPpUTMOM KOOMNPOBaHUA BULOEO
oT yCTpOVICTB Bnaoeo3saxBarta, NMNOAKMHOYEHHbLIX K USB-wuHe NeEpPCOHaNIbHOro KOMMNbOTEPA, Ha yaaJlIEHHOE

YCTPOMCTBO, Takoe kak BPM unn TepMuHanbHbIN cepeep.

BupTyanbHas BuAaeokaMepa OMNpenensieTcss Kak BWAEOYCTPOMCTBO BebG-bpay3epamu, nporpaMMamm
BUAEOKOH(MEPEHLCBA3M, AUATHOCTUYECKUMU YTUAUTAMU M UHBIMW MpOrpamMmamMu, paboTaloWMMK C
YCTPOMCTBaMM 3axBaTa BUAEO.

Ons  peanusaumm  ¢dyHKUMOHANa nNepeHanpaBieHUs BUAEOKAaMepbl MONb30BaTENO  HeobXoauMo

MCMONb30BaTh CMELNANM3MPOBaAHHbIN KNMeHT nogktodeHm - MO Termidesk Viewer.

& Bo3MoXHOCTb nepeHanpaBneHUs BUAEOKaMepbl onpeaenseTcs nonutukon «llepeHanpaeneHue
BMaeokamepbl B npotokone poctasku "SPICE (vdi-viewer, akcnepum.)”, RDP» (cM. noapaspen
Monutukn donpa PM).

B roctesyto OC PM ponxkeH 6bITb yCTaHOBNEH KOMMOHEHT «BuaeoareHT».

6.16 . MNepeHanpaBneHue cMapT-KapTbl

MepeHanpaBneHMe CMapT-KapTbl MO3BONSIET MepefaTb noakatodeHHyr kK USB-wwnHe nepcoHanbHoro

KOMMbIOTEPA CMapT-KapTy Ha yaoaneHHoe YCTPOMCTBO, Takoe kak BPM unu TepmuHanbHbIn cepsep.

BupTyanbHas cMapT-kapTa OMpeaensieTcs AMarHOCTUYECKMMU YTUAUTAMM U UHbIMKM MporpaMMamu,

paboTaoLWwmMMmM C YCTPOMCTBaMM NogobHoro Tmna.
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Ona peannusaumnm CI)yHKLI,MOHaJ'Ia nepeHanpaBneHUa CMapT-KapT NOJ1Ib30BaTENHO HEO6XO,EI,MMO MCMNOJ1b30BaTb

cneumManmnanpoBaHHbIn KNMeHT nogkntodeHnn - MO Termidesk Viewer.

& Bo03MOXHOCTb NepeHanpaBneHUs CMapT-KapT onpeaensietca nonutukon «llepeHanpaBneHue
cMapT-KapT B npoTtokone poctaBku “"SPICE (vdi-viewer, akcnepum.), RDP"» (cM. nogpasgen
Monutukn ponpa PM).

B rocteByto OC PM ponxkeH 6bITb YCTAaHOBNEH KOMMOHEHT «AreHT BUPTYaslbHbIX CMapT-KapT».

6.17 . Hactpoiika TexHonorum egMHoro Bxoaa

6.17.1 . Hactpoiika TexHonorum eamHoro exoga B roctreso OC BM

6.17.1.1 . O6bwme cBegeHUA O TEXHONOMUU

HaCTpOﬁKa TEXHONIOrMN eanHOro Bxoda (SSO) NO3BOIAET aBTOMAaTUYECKKM aBTOPU30BaATbCA B FrOCTEBYHO

OC BM npwu noakntouyeHnn nonb3osaTens no npotokony SPICE.

& HaunHaa c Termidesk Bepcum 4.3 OOCTAaTOUYHO TONIbKO BK/IKOUMUTb MEXaHW3M aBTOMAaTM4ECKOM
aBTopm3sauum B roctesyto OC.

6.17.1.2 . BknroyeHMe MexaHM3Ma aBTOMaTU4eCKOU aBTOpU3aLUm

MexaHun3m aBToMaTuyeckomn aeTopmsaumm B OC Linux MOXeT ObITb BK/IKOYEH ABYMS criocobamu:
1) yepes 3apaHue nepemeHHoM DM_LOGIN_AUTOMATION co 3HayeHueM 1 B daunne /1ib/systemd/
system/fly-dm.service. [Npumep danna:

[Unit]
Description=The FLY login manager

#replaces getty
#Conflicts=getty@ttyl.service
#After=getty@ttyl.service

#replaces plymouth-quit since it quits plymouth on its own
#Conflicts=plymouth-quit.service
#After=plymouth-quit.service

O oo~NOoOULh WNBKE

(-
[SNG)

12 After=rc-local.service plymouth-start.service dbus.service systemd-user-
sessions.service libflygetexe-bin.service

13

14 #tresposible for plymouth stopping, so if fails then make sure plymouth still
stop

15 OnFailure=plymouth-quit.service

16

17 [Service]

18 ExecStartPre=/bin/bash -c /usr/bin/fly-dm-prepare.sh
19 ExecStart=/usr/bin/fly-dm vt7

20
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21  IgnoreSIGPIPE=no

22

23 EnvironmentFile=-/etc/default/locale
24 Environment="DM_LOGIN_AUTOMATION=1"
25

26 [Install]

27  Alias=display-manager.service

2) [DOMONHUTENbHO K MEepBOMY CMOCOBY 3aAaTb nepeMeHHy DM_LOGIN_AUTOMATION cO 3Ha4YeHWeM
1 B davne /etc/default/locale. Mpumep danna:

1 # File generated by update-locale
2 LANG="ru_RU.UTF-8"
3 DM_LOGIN_AUTOMATION=1

& [aHHbiV cnocob (BTopoK) SBNSeTCs NpeanoyYTUTENbHbIM.

lMocne BkAKOYEHMA aABTOMATUYECKOM aBTopmsaummn OOHMM U3 NepeyvynCneHHbIX Bbllle cnoco6bos

HeobX0AMMO BbIMOAHUTL Nepe3anyck KOHMUIypaumm 3arpy>KeHHbIX MOAYEN:

sudo systemctl daemon-reload

3aTeM BbIMONHUTbL Nepe3anyck cayobl:

sudo systemctl restart fly-dm

Ons pabotbl MexaHuama SSO B OC Microsoft Windows HeobxoaMMo yCTaHOBUTb MakeT NMepeHOCUMbIX
6ubnmnoTek 13 coctasa Visual Studio C++ B roctesyto OC: https://aka.ms/vs/17/release/vc_redist.x64.exe.
MexaHmnsam SSO ynpasnsetca nonutukon ¢oHaa PM  «ABTOMaTMYeckui BXoL B CUCTEMY Mpu

noakntoveHun kK BPM» (cm. Monutnkn poHpa PM).

® AxTuBaums MexaHusma SSO enusieT Ha HaCTPOMKY aBTOMATMUYECKOro MaclUTabupoBaHUs 3KpaHa.
MosToMy nocne akTMBaLUMKM 3TOrO0 MEXaHM3Ma HY)KHO MPOBEPUTHL 3HAYEHUE MepPeMEHHOM
oKpy>keHusi DISPLAY m ckoppekTupoBaTtb dann /usr/local/bin/x-resize, ykazaB NpaBUIbHOE
3HayeHne ana Hee (cM. noppasgen ABToMaTuyeckoe MacwwiTabuposaHue 3kpaHa B OC Astra
Linux).

6.17.2 . AKTuUBaUMA TEXHONOrMKU eQUHOro BXoJa Ha TepMUHanbHoM cepeepe MS RDS

Ons skntoueHns SSO Ha MS RDS HeobxoaMMo BbINOAHUTD C/IeAYHOLLLYO NOCAeA0BaTeIbHOCTb LUAroB:

* Ha KoHTponnepe gomeHa MS AD cospatb rpynnoByto NOAUTUKY € HasBaHMeM SSO;
* B CO34aHHYHO rpynroBYytO NOJIUTUKY BHECTU CNeaytoLme U3MEHEHUS:
e B pegaktope rpynnoBoW nonuTukm  nepentn  «KoHdurypaumsa  KomnbroTepa -
ALMUHUCTPaTMBHble WabnoHbl - CuctemMa - [lepegada y4yeTHbIX [aHHbIX», BblOpaTb

napamMeTp «PaBpeLLIMTb nepegavyy y4eTHbIX AOdHHbIX, YCTAHOBJIEHHbIX MO YMOJYaHUKO» U
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NPUCBOUTbL €My 3HauyeHWe «BkntoueHo». 3aTeM HaxaTb 3KpaHHyk KHonky [Hob6aBuTb
cepBepbl B cnucok] v 3aaatb 3HadeHne « TERMSRV/disp.termidesk.local» (cm. Pucyroxk 40), roe
disp.termidesk.local - ums y3na c «YHuMBepcanbHbiM gucneTtyepom» Termidesk. Lanee

HakaTb akpaHHble kHonku [OK] n [MpuMeHuTb];

A PazpelwnTs nepesauy yUETHLIX A3HHEIX, YCTAHOBAEHHbIX MO YMOMYAHMIO O >
F=] PaspewnTs nepeaaqy yYeTHbIX AHHbIX, YCTAHOBAEHHBIX NO YMOAHAHUIO
MNpeawiaywmii napametp Creayrowmii napametp

(O He saaaHo KonmmeHTapwia:

(®) Braouero

(O OrkaroueHo

TpeGosaHus k sepcun: He Huxke Windows Vista

MNapameTpes Cnpaexa:

o
JoBaeuTe cepEepr! B CNIMCOK: Il Buisoa coaepxanna O bt

CeazaTe HECTPOIHICH CHCTEME! NO YMONYaHWIO C

003BWTE CEpBEpRI B CIMCOK:
BEE4eHHBI M pEHEE ﬂ

3Ha4eHue

s TERMSRW:Iis.p.T.ermidesk.Icca‘

oK Otmena

OK Otmena Opumeruts

PucyHok 40 — PepakTupoBaHue napameTpa «PaspelunTb nepegady yyeTHbIX AaHHbIX, YCTaHOBAEHHbIX MO
YMOTYaHUIO» FPYMMOBbIX MNOAUTUK

* B 3TOM >Xe CMMCKe BblbpaTb napameTp «PaspewnTb nepegady HOBbIX YYETHbIX AAHHbIX C

NMpoBepkoM Moa/IMHHOCTM cepBepa «Tonbko NTLM» u  npucBouTb eMy 3HadyeHue

«BxntoueHo». 3aTeM HaxaTb 3KpaHHY KHonky [[lo6aBuUTb cepBepbl B CNUCOK] v 3aaatb

3HaueHne «TERMSRV/disp.termidesk.local» (cM. Pucyrok 40). [lanee Ha)kaTb 3KpaHHble

kHonku [OK] u [[MpuMeHnTs];
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* B pegaktope rpynrnoBoW  noauTukm  nepentn  «KoHdwurypaumsa  KomnbroTepa -
ALMUHUCTpaTUBHbIE WabnoHbl - KomnoHeHTbl Windows - Cny»6bl yaaneHHbIX pabo4ymx
ctonoB - KnueHT nogkntoyeHuss K ydaneHHoMy paboyemMy cTony», BblbpaTb MapameTp
«3anpawmnBaTb YYETHbIE JAaHHbIE Ha KJIMEHTCKOM KOMMbIOTEPE» U MPUCBOUTb EMY 3HAYEHUE

«OTKNOUEHO».

Mo yMonyaHuiO BpeMsi rapaHTUPOBAHHOIMO aBTOMATMYECKOrO MPUMEHEHUSI M3MEHEHUW COOTBETCTBYET
nHtepeany 90 — 120 MuHyYT nocne obHoBneHMa (haliIoB rpynnoBbiX NOJMTUK HA KOHTPOJIIEPE AOMEHa.
Ecnn Heobxoommo dopcupoBaTb MPUMEHEHWE MOMUTUKM, TO Ha KOHTpossiepe gomeHa, MS RDS wu

paboumnx cTaHUMAX NoNb30BaTeNen He0b6XoaMMO BbIMOMHUTL KOMaHAy gpupdate /force.

6.18 . Hacrpoiika ayteHTudmKaumm nonbsosareneis BPM uepes dain

6.18.1 . O6wue cBepeHns 06 ayTeHTUMKaumm nonbsoearenein BPM uepes daiin
LencTBma no HacTponke ayTeHTUdUKauMm nonb3osatenen BPM uepes dann ceBogsatcs K cnenytoLlen

nocnenoBaTesIbHOCTU LLAroB, BblMOJIHAEMbIX B rocteson OC:

* 33gaHue danna ans xpaHeHus naposen B moayne PAM;

* BKJ/IIOYEHME MEXaHM3Ma aBTOMaTUUYECKOM dBTOpuM3aLnn B rocTtesyro OcC.

® Termidesk nHTerpnpoBaH co BCTPOEHHbLIM KOMMIEKCOM CPeAcTB 3alumTbl uHGopMauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKaums, a TakxkKe  3awmTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocywecTensieTcs cpeacteamu OC.

6.18.2 . Hactpoiika Mmopyns PAM
Ons 3apaHusa danna xpaHeHuss naponen B Moayne PAM Heobxoammo oTpepakTvpoBatb ¢ann /etc/

pam.d/fly-dm, no6aBMB cnefytoLLyto CTPOKY nepen cekumner @include common-auth:

1 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd

roe /etc/htpasswd - NyTb K anny c NapamMm «IOrMH:NAposib» NMoMb30BaTENEN, UMEIOLLIMX MPaBO Ha
aBTOMaTMYECKUIN BXOA, B CECCUIO.

Mpumep danna /etc/pam.d/fly-dm:

1 2%PAM-1.0

2 auth required pam_parsec_mac.so

3

4 auth requisite pam_nologin.so

5

6 auth required pam_env.so readenv=1

7 auth required pam_env.so readenv=1 envfile=/etc/default/locale

8 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

@include common-auth
—auth  optional pam_gnome_keyring.so
—auth optional pam_kwallet5.so

session required pam_parsec_mac.so unshare_root_only
session required pam_limits.so
session required pam_loginuid.so

@include common-account

account required pam_parsec_mac.so labelselect=appset
@include common-session

session required pam_parsec_cap.so

session required pam_parsec_aud.so

session required pam_parsec_mac.so

-session optional pam_gnome_keyring.so auto_start
-session optional pam_kwallet5.so auto_start
@include common-password

6.18.3 . BknoueHne MexaHu3Ma aBToMaTuyeckom asropusaumm B OC Linux

MexaHn3M aBTOMaTUYeCKOU dBTOPpU3aunn BKIKOHAETCA aAHA/IOTMYHO MYHKTY BknioueHne MexaHM3Ma

aBTOMaTU4eCcKoi aBTopm3sauum nogpasgena Hacrpoiika TexHonoruu eguHoro exoga B roctesoii OC BM.
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7 . YNPABNEHUE NAPAMETPAMU TOCTEBBIX OC

7.1 . O6wme cBepeHus o napameTpax rocteBbix OC

MapameTpbl rocteBbix OC No3BONSIOT NPOM3BECTU aBTOMATMYECKYH U UAEHTUYHYHO HACTPOMKY OAHOM
nnu Heckonbkux rocteebix OC ang ncnonbsosaHua B poHae PM.

Beb-nnTepdenic Termidesk ¢ yctaHoBneHHom ponbto «[MopTan agMUHUCTpaTopa» obecneynBaeT
cnepyoume onepaumm ynpasneHus napameTtpamm roctesbix OC:

» nobasrieHue;
* pefakTUpOBaHWE,;
* yaaneHue;

* MPOCMOTpP CBEAEHUM.

Ons pobasneHusa napameTpoB koHdurypaumm rocteBon OC cnepyet nepentn «KOMMOHEHTbI -
MapameTpbl rocteBbix OC», 3aTeM HaxaTb 3KpaHHYtO kHorky [Co3paTb] u BbiOpaTh U3 BbiNagaroLLEro
cnncka Tvn OC.

Co3paHHble KOHOUrypaumMm MOXKHO peaakTUpoBaTb, AJiI 3TOrFO0 HYXHO TMMOMETUTb HeobxoauMble

napameTpbl OC, a 3aTeM HaXkaTb 3KpaHHY KHoMnKy [3MeHUTb].

Co3paHHble KOHPUIrypaLmMmM MOXHO YAa/IUTb, 411 3TOrO HY>KHO NMOMETUTb HeobxoauMmble napameTpbl OC,

a 3aTeM Ha)kaTb 3KpaHHY0 KHonky [Yaanutb].

& TMapameTtpbl koHdUrypaumm rocteBort OC MoryT 6bITb yaaneHbl TONbKO B TOM C/y4ae, eC/iM OHU
He ncnonb3ytoTcs hoHaoM PM.

7.2 . NMapameTpbl rocteBon OC Microsoft Windows

7.2.1 . KoHdurypauus 6e3 pomeHa
Ons nobaeneHus B Termidesk napameTpos roctesor OC Microsoft Windows 6e3 BBoga B AOMeH cieayeT
nepenTtn «KomnoHeHTb! - MNapameTpbl rocteBbix OC», Aanee HaxkaTb Ha 3KpaHHYyto kHonky [Co3paTs], n3

BbiMagatoLlero cnucka Bblbpate «OC Windows».

3aTeM 3anoNHUTb AaHHble, NepeyncsieHHble B cTonbue «lapameTp» cnepytroluen Tabnumubl (cm. Tabnuua 48).

Tabnuua 48 — OaHHbie ang roctesont OC Microsoft Windows 6e3 BBoga B JOMeH

Mapamerp OnucaHue
«HaszBaHue» TekcToBoe HauMeHoBaHMe napameTpos rocteson OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, CMob3yeMoe 419 ONUCaHUA Ha3HaYeHus
napameTpos rocteson OC
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7.2.2 . Koudurypauus npm Beoge B nomeH MS AD

Lna nobaenenmsa B Termidesk napameTtpos rocteBort OC Microsoft Windows ¢ BBogoM B AOMeEH cnenyeT
nepenTtn «KomnoHeHTbl - MapameTpbl rocteBbix OC», fanee HaXkaTb Ha akpaHHYto kHonky [Co3paTs], 13
BbiNagatoLero cnucka Bblibpatb «OC Windows (B nomeHe MS Active Directory)».

3aTeM 3anonHUTbL AaHHble, nepevncieHHble B ctonbue «MapameTp» cneaytollen Tabnnupl (cm. Tabnuua 49).

Tabnuua 49 — OanHble gns rocteBort OC Microsoft Windows npu Beoge B gomeH MS AD

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesort OC
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCAaHUS Ha3HAYeHUs!

napameTpoB. rocteson OC

«domeH» LomeHHoe umsa cnyxkbbl kaTanoros MS AD

«AKKayHT» MpeHTudukaTop cybbekTa, MMeoLMi nonHoMouus no fobasneHuto PM B
JIOMEH

«[Maponb» Habop cuMBOOB, MOATBEPXKAAOLLMIA Ha3HAYEHWME MOTHOMOYNIA

«OU» MpoeHTudurkaTop opraHM3aLMOHHOM efMHULbI, B KOTOPYHO ByayT fob6aBneHbl
PM

7.2.3 . KoHdurypauus OC Windows npu ncnonb3osaHMmM aBTOHOMHOM MaLLUHbI

Ons pobasneHus B Termidesk napametpos OC aBTOHOMHOW MalMHbI cneayeT nepenTy « KoMMoHeHTbI -
MapameTpbl rocteBbix OC», nanee HaxkaTb Ha 3KpaHHyto kHonky [Co3paTh], 13 BbinagaroLlero crnmcka
Bbl6paTb « ABTOHOMHbIe MalnHbl Windows».

3aTeM 3anonHUTbL AaHHble, nepevncieHHble B ctonbue «MapameTp» cnepyrowlen Tabnunupl (cm. Tabnmuua 50).

Tabnuua 50 — Oanubie ans OC Windows npu ncnonb3oBaHUM aBTOHOMHOM MalUMWHbI

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLLeHME, UCMONb3yeEMOE 419 ONMUCAHUA Ha3zHaYeHus
napameTpos rocteson OC

7.3 . NMapameTpbl rocteBon OC Linux

7.3.1 . KoHdurypaumsa 6e3 nomeHa

Lna pobaenenus B Termidesk napameTpos rocteBon OC Ha 6aze GNU/Linux 6e3 BBOoga B JOMEH cnenyeT
nepenTn «KomnoHeHTbl - MNapameTpbl rocteBbix OC», Aanee HaxkaTb Ha 3KpaHHYto kHonky [Co3paTs], n3
BblNagatoLlero cnmncka Boblbpatb «OC Linux»

3aTeM 3anonHUTb AaHHble, NepeYncieHHble B cTonbue «MapameTp» cnepytowen Tabnnupl (cm. Tabnuua 51).

Tabnuua 51 — JanHbie anga roctesont OC Linux 6e3 BBoga B AOMEH

Mapametp OnucaHue

«HaszBaHue» TekcToBOe HauMeHoBaHMWe napameTpos roctesor OC
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Mapametp OnucaHue

«KomMmeHTapuii» NHbopMaumoHHOe CO0bLLEHME, UCMOMb3YEMOE AN ONMUCAHMA Ha3HaYeHUs
napameTpoB. rocteson OC

7.3.2 . KoHdurypauus npu Beoae B agoMeH MS AD

Ons nobasneHmsa B Termidesk napameTpos roctesor OC Ha 6a3e GNU/Linux npu BBoge B someH MS AD
cnepyet nepentn «KomnoHeHTbl - [lapameTtpbl rocteBbix OC», panee HaxaTb Ha 3KpaHHYHO
kHonky [Co3paTb], 13 BbinagatoLero crnvcka Bblopath «OC Linux (B someHe MS Active Directory)».

3aTeM 3anoNHUTb AaHHble, NepeyvncsieHHble B cTonbue «lapameTp» cnepytollen Tabnumubl (cm. Tabnuua 52).

Tabnuua 52 — OanHble ans roctesort OC Linux npu BBoae B agomeH MS AD

MapameTp OnucaHue
«HaszBaHue» TekcToBOe HanMeHoBaHKe napameTpoB rocteson OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHme, UCMob3yeMoe 419 ONUCAHUA Ha3zHaYeHus

napameTpos rocteson OC

«domeH» MNpeHtndukatop gomeHa MS AD

«AKKayHT» MpeHTudmkatop cybbekTa, MMeroLwmi noHoMouus no gobasneHuto PM B nomeH

«[Maponb» Habop cuMBonoB, NnoaTBep)KAAMOLLMIA Ha3HAYEHWE MOSTHOMOYUI

«OU» MpeHTudmrkaTop opraHM3aLMOHHONW efMHULbI, B KOTOpYIO ByayT nobasneHsl PM
(onumoHanbHoO).

CnegnyeT yuecTb, uTo npu BBoae roctesori OC B fomeH MS AD:

* ec/iu y4yeTHas 3anuck PM HaxoauTcs He B cTaH#apTHOM KaTasore
«Computers», To napameTtp «OU» gomkeH npuHMMaTh 3Ha4eHUa BUaa:
«OU=Computers,DC=domain,DC=local», T.e. He fo/I>KEH NCNONb30BaTLCA
Common Name (CN);

* ecnu y4yeTHas 3anuck PM HaxoamTcs B cTanmapTHom katanore « Computers»,
To napametp «OU» gonskeH npMHUMaTb 3HaYeHMs BUAA:
«CN=Computers,DC=domain,DC=local», T.e. gonxeH ncnonb3oearbcs
Common Name (CN)

& [na seoga PM c OC Astra Linux B gpoMeH MS AD Heobxogmumo B roctesyto OC ycTaHOBUTH
nakeT astra-ad-sssd-client.

7.3.3 . KoHdurypaums npu Beoge B aomeH Freel PA

Lna nobaeneHusa B Termidesk napametpos rocteson OC Ha 6a3e GNU/Linux c BBogoM B aoMeH FreelPA
cnepyet nepentn «KomnoHeHTbl - [lapameTpbl rocteBbix OC», panee HaxkaTb Ha 3KpaHHYHO
kHonky [Co3paTb], 13 BbinaaatoLLero cnucka Boibpate «OC Linux (B someHe FreelPA)».

3aTeM 3an0/IHUTb JaHHble, NepevnciieHHble B cTonbue «lMapameTp» cnepytoLen Tabnumubl (cm. Tabnmua 53).

Tabnuua 53 — Oanuble anga roctesort OC Linux npu BBoae B soMeH Freel PA

Mapametp OnucaHue
«HaszeaHue» TekcToBoe HanMeHoBaHKWe napameTpoB rocteson OC
«KoMMeHTapumn» MHdopmaumoHHoe coobLueHMe, UCNoNb3yeMoe 4151 ONUcaHus
Ha3HadeHuWs napameTpos rocteson OC

Bbinyck ot Hos16ps 2024 137



@ TERMIDESK C/IET.10001-01 90 02

Mapametp OnwucaHue
«JloMeH ayTeHTUbMKaLUN MpoeHTudmrkatop gomeHa Freel PA
«AKKayHT» MpoeHTudurkatop cybbekTa, MMeloLmMi NofHoMouus no gobasneHuto PM
B AOMeH
«[Maponb» Habop cuMBonoB, NnoaTBep)KAAMOLLMIA Ha3HAYEHWE MOSTHOMOYMI

& [na seoga PM c OC Astra Linux B gomeH FreelPA Heobxoanmo B roctesyto OC ycTaHOBUTH
nakeTt astra-freeipa-client.

7.3.4 . KoHdurypaums npu Beoge B aomeH ALD Pro

LOna pobaenenusa B Termidesk napameTpoB rocteBor OC Ha 6a3ze GNU/Linux c BBogom B gomeH ALD
Pro cnepyet nepentn «KoMnoHeHTbl - [MapameTpbl rocteBbix OC», panee HaxkaTb Ha 3KPaHHYHO
kHonky [Co3paTb], 13 BbinagatoLero cnucka Boibpatb «OC Linux (B someHe ALD Pro)».

3aTeM 3aMnonHUTbL AaHHble, nepevncieHHble B cTonbue «MapameTp» cnepytowlen Tabnnupl (cm. Tabnuua 54).

Tabnuua 54 — OanHble gns rocteBon OC Linux npu Beoge B foMeH ALD Pro

Mapametp OnucaHue
«HazBaHue» TekcToBoe HauMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNONb3yeEMOE AS ONUCaHUS

Ha3Ha4yeHus napameTpos roctesor OC

«JloMeH ayTeHTUbUKaLUU» MaoeHTudurkarop aomeHa ALD Pro

«AKKayHT» MpeHTudmrkatop cybbekTa, MMetoLMi NoHoMouus no fobasneHuto PM
B JOMEH

«[Maponb» Habop cuMBonoB, noaTBep)KAatoLLMIA Ha3Ha4YeHWE MOSHOMOYMI

& [na seoga PM c OC Astra Linux B gomeH ALD Pro Heobxoammo B rocteByto OC ycTaHOBUTB
nakeTbl astra-freeipa-client n aldpro-client.
Lna koppekTHoro Beoga PM B nomMeH HY>XHO 0b6ecneunTb KOPPEKTHOE pa3peLleHNE UMEH Y3/10B B
pgomeHe ALD Pro.

7.3.5 . KoHdurypauus npu Beoge B someH ALD

LOna pobaeneHusa B Termidesk napameTpoB rocteBor OC Ha 6a3ze GNU/Linux c BBogom B gomeH ALD
cnepyet nepentn «KomnoHeHTbl - [lapameTtpbl rocteBbix OC», panee HaxaTb Ha 3KpaHHYHO
kHonky [Co3paTb], 13 BbinapatoLero cnucka Boiopath «OC Linux (B nomeHe ALD)».

3aTeM 3anonHUTbL AaHHble, nepevncieHHble B ctonbue «MapameTp» cneayrowlen Tabnnupl (cm. Tabnuua 55).

Tabnuua 55 - OanHble ans roctesort OC Linux npu Beoae B agomeH ALD

Mapametp OnwucaHue

«HazBaHue» TekcToBoe HauMeHoBaHMe napameTpos roctesort OC
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Mapametp OnwucaHue

«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, CMob3yeMoe A5 ONMCaHUs
HasHayeHus napameTpos rocteson OC

«JloMeH ayTeHTUbUKaLMU» NpeHtudukatop nomeHa ALD

«AKKayHT» MpeHTudurkatop cybbekTa, MMetoLmM NoiHoMouus no pgobasneHuto PM
B AOMEH

«[Maponb» Habop cuMBonoB, NnoaTBEp)KAAMOLLMIA Ha3HAYEHWE MOSIHOMOYUI

7.3.6 . KoHdurypaumsa OC Linux npu ncnonb3osaHumM aBTOHOMHOM MalLMUHbI

Lna nobaBneHns B Termidesk napameTpoB OC aBTOHOMHOM MalIUHbI cnegyeT nepenty «KoMnoHeHTbI -
MapameTpbl rocteBbix OC», nanee HaxaTb Ha 3kpaHHyto kHorky [Co3paTb], 13 BbiMagaroLlero crmncka
BblGpaTb « ABTOHOMHbIE MalUMHbl Linux».

3aTeM 3aMnonHUTbL AaHHble, NepeYncieHHble B cTonbue «MapameTp» cnepytowen Tabnnupl (cm. Tabnuua 56).

Tabnuua 56 — OanHble gns OC Linux npy Mcnonb3oBaHMM aBTOHOMHOM MaLLMHbI

MapameTp OnucaHue
«HazBaHue» TekcToBoe HanmeHoBaHKWe napameTpos OC
«KommeHnTapumn» NHbopMaumoHHOe CO0BLLEHME, UCMOMBb3YEMOE ANS ONUCAHMA Ha3HAYeHUs
napameTtpos OC

7.4 . [eiicTBue npu Bbixoae nonb3osatens u3 OC

Termidesk nopnep>kmBaeT HasHauyeHWe gencTeumM ¢ PM npu Bbixoge nonb3oBaTens U3 CeECCUU B MONIUTUKE
«[encTeue npu Boixoge nonb3osatens u3 OC» (cm. nogpasaen Moautukm ¢poHpa PM).
CoBMecTHO c nonuTtukom «[erictBue npu Bbixoge nonb3oBatena M3 OC» npuMeHsieTCca NOMAUTUKA

«YpnaneHue paboyero Mecta nocne».
7.5 . UsMeHeHue n3o6pakeHus rocteBbix OC

Mpadmueckue nzobpaxkeHuns B Termidesk npumeHatoTcs ans Bu3yanbHOM MAEHTUDUKALUM UCMOMb3YEMbIX

roctesbix OC B doHaax PM.

Ons nobaeneHus rpaduyeckoro msobpakeHus cnepyeT nepenTu «HacTponku - [anepesa» u HaxaTb
akpaHHyto kHonky [CospaTtb].
B okHe pobaBneHust M306paXkeHUs1 HY>KHO 3aMOJIHUTb HaMMEHOBaHWE A06aBNsieMOro obbekTa, a Takxke
n06aBUTb CaMo M306parkeHWe, HaxaB 3KpaHHY0 KHOMKY [Bbibepute usobparkeHue].
TpeboBaHUA K M306paXKeHUIO:

* pa3mep: oT 16x16 no 256x256 nukcenein;

* COOTHOLLEHMe cTopoH: 1:1;

* noppepykmBaemble dopmatel: .ico, .jpeg, .jpg, - png.
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Mocne pobaBneHua wuzobpaxkeHnn rocteBbix OC B Termidesk nonbsoBaTenb, MNOAKMAHOUMBLUMCE K

«YHuBepcanbHoMy aucnetyepy» Termidesk uepes komnoHeHT «KnuneHT»,

nHTepdence (cm. PucyHok 41).

YBUOUT UX B CBOEM

7 Termidesk Client - 4.1.1.23171-rc2

O vdi-demo.termidesk.ru

b

ALSE 1-7-3

I’.
\

EazoBbiii - 476 O3Y

@ TERMIDESK

Tpynna pabounx mect  Bce H N

ﬁ Wcnonbayercs * Wcnoneayetca

ﬁ Astra Linux CE

Orel2.12 - 276 03Y ro al - 476 O3Y

Windows 10

Termidesk Client
v4.1.1.23171-rc2

termidesk1 E

&

PucyHok 41 — OTobparkeHMe HazHaYeHHbIX N306paXkeHUI B ceaHCe Nosb30BaTens
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8. ®OHA PABOYUNX MECT

8.1 . O6wue ceepeHus o poHge PM

®oHp PM - 3T0 CcOBOKYMHOCTb MOAroTOB/EeHHbIX PM pona poctaBkM nMo OgHOMY WMAM HECKOSIbKUM
NPOTOKOJIaM yAaIeHHOro AOCTYMa B 3aBUCMMOCTM OT MOJIHOMOYMI MOJIb30BATENEMN.

LOns otobpaxeHus cnvcka ¢doHpoB PM cnenyet nepentn «Paboume mecta - DoHabi». OcHoBHble
napamMeTpbl CUCKa NpUBeAeHbl B Tabauue (cm. Taénuua 57).

Tabnuua 57 — MapameTpsbl cnucka ¢poHO0B

Mapametp OnucaHue
«@oHg, pabounx MecT» HaumeHoBaHue doHpa PM
«Crartyc» CocTosiHue rotoBHOCTM poHaa PM
«MecTta» O6uwee konuyectso PM B doHae
«[oToBaTca» Konnuectso nogrorasnmeaeMbix PM
«Bbl60op npoTokona» ®nar BOSMOXXHOCTM BblGOpa NOb30BaTENEM NMPOTOKOSA AOCTAaBKM MpU

paboTe c ¢poHaom PM.

3HaueHue onpegensietTcs nonntukon porHza PM «Bbibop nonb3osaTtenem
npoToKona JOCTaBKU»

«[pynna pabounx mecT» MpuHapnexHocTs doHpa rpynne PM
«LLlabnoH» LLlabnoH PM, npumeHeHHbIV B poHAae
«KomMMmeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNONb3yeEMOE /151 ONUCaHUS

Ha3HaveHus ¢poHga PM

Ons nobasneHus HoBoro doHaa PM cnepyet nepentn «Paboune mMecta - DoHAbI» M HaxKaTb 3KPaAHHYHO
kHonky [Co3patb].
CospaHHble hOHAObI MOXHO:
* pefakTUpOBaTb, A/ 3TOMO HYXHO MOMETUTb Ha3BaHMe GOHAA, a 3aTeM HaXKaTb 3KPaHHYHO
kHonky [sMeHuTb];
" yOoanuTb, AN 3TOFO0 HYXHO TMOMeTUTb Ha3BaHMe ¢GOHAA, a 3aTeM HaXaTb 3KPaHHYHO

kHonky [YmanuTb].

JkpaHHas kHonka [MMonuTtuku], poctynHas npu Bbibope HasBaHWa GOHAA, OTKPbIBAET MNapameTpbl
BblbpaHHOro ¢oHaa. CoBOKYMHOCTb MapaMeTpoB aHanoruyHa npeactaBneHHon B «Hactponku -

CnobanbHble NOAUTUKN.

Mocne nobaeneHuna cdoHaa PM MoOXHO nepenTu K ero AetanbHOMY MpocMoTpy. [ns 3Toro B CBOAHOM
Tabnuue okHa «MDoHabi» B cTonbue «HassaHme» cnenyeT HaXkaTb Ha HauMeHoBaHMe dhoHaa PM.
Ha oTkpbiBLIENCA CTpaHuuUe ByayT NpeacTaBfieHbl CNeayroLLmMe pasaenbl:

» «Paboumne Mecta» — cnucok BM u uHdbopmauma o noarotoBneHHbix PM, ucnonbsyeMbix

cybbekTamu;
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» «[lMonb3oBaTenn u rpynnbi» — MMeHa NoJsb30BaTeNeN U HaUMMEHOBAHME FPYIM, UCMONb3yeMble ANS
onpeneneHuns paspeLLeHuit No aocTyny K doHaam PM;

» «[lMpoTokonbl AoCTaBKM» — [AOCTYMHbIE MPOTOKOMbI YAANEHHOrO AO0CTyMa, MCMOMb3yeMble Mpwu
pocTaske PM;

» «[lybnukaumm» — akTyanbHaa MHbopMauus o cosgaHHoM doHae PM. Pasgen ByneTt oTcyTCcTBOBaTb,
ecnu GOHA, UCMONb3yeTCs AN NybavKauuu MPUNOXKEHUA WAM AN OOCTYNa K TePMUHAJbHbIM
ceccuam;

- «)KypHan» — CUCTEMHDbIE COO6LLI,eHM9I, CBA3aHHbI€ C )XU3HEHHDbIM LUMK/IOM dJOH,EI,a PM.

Hactponka oTaenbHbiX rnobanbHbiX MapamMeTpoB Mo ynpasneHuto ¢doHgamm PM  (Hanpumep,
«MakcuMManbHoe KONMMYeCcTBO paboumx MecCT, yAaNsieMbIX €AMHOBPEMEHHO M3 GoHAa paboumx MecT»)
[OCTYMHa B 06LMX CUCTEMHbIX napameTpax Termidesk (cm. nogpasgen Obwme cucteMHble napaMeTpbl
Termidesk).

8.2 . OobaeneHne poHpoa PM

8.2.1 . AobaeneHue poHpa PM
Ona pobaeneHuna cdoHoa PM cnepyet nepentn «Paboume Mecta - DoHAObI» M HaxXKaTb 3SKPaHHYH

kHonky [Co3spaTb], BbIOpaTh TMN MacTepa Ny6amkaumm « BuptyanbHbie MalLmHbI».

OTkpoeTtcsa MacTep nybnukaumm dboHAa (cm. Pucyrok 42). HeobxoauMMo 3anoHUTbL NapaMeTpbl, yKa3aHHbIE B
Tabnuue, (cm. Tabnuua 58) M HaXkaTb 3KpaHHyto kHonky [[anee]. lMpu HaxkaTum 3KpaHHOM KHOMKM
[OT™MeHUuTB], Mnn knaBuwmn <Esc>, unu nkoHku «Kpectuk», Ha ntobom K3 3TanoB paboTbl NpousonaeT

3aKpbITUE MacTepa be3 COXpaHEHUNA HACTpPOEK.

MacTtep ny6nukayumu doHaa X

BasoBble HacTpoiikn GpoHAa

HasBanue

KommenTapuii

Wma ny6nnkayun
Wabnon brest\astra ~

MakcMansHoe KoNMYecTBo -0 -

pabounx mect

OTMEHUTE fanee >

PucyHok 42 - basoBble HacTponku poHaa B MacTepe nybnmkaumm
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Tabnuua 58 — bazosble HacTpolku poHAaa

Mapametp OnucaHue

«HazBaHue» BeecTu TekcToBOE HaMMeHoBaHWe doHaa. HarMeHoBaHWe MoXeT
cofepy>kaTb TONbKO NaTUHCKMe ByKBbI, LMdpPbI, Npoben, aeduc n HUXHee
nofyepKuBaHue.

I'IapaMeTp obszarTeneH AN4a 3an0NIHEHUA

«KoMMeHTapumn» BeecTun nHdbopmMaumoHHoe coobLLeHME, UCMONb3YEMOE /151 ONUCAHUS
Ha3HayeHus poHaa

«MMa nybaumkaumm» BeecTtu TekcToBoe HaMMeHoBaHWe nybankaumn. MNapameTp npuMeHseTcs
[Na reopacnpenesieHHon YCTaHOBKU M MO3BONISIET OTOBpaXkaTb
oaHoobpasHble poHabl PM B BUae eguHOro apnbika B KOMMNOHEHTE
«KnueHt». [na 3Toro Ha KaXk4on 13 yCTaHOBOK KOMMOHEHTa
«YHuMBepcanbHbIM agucneTyep» B 6a3oBbiX HacTporkax hoHaa cnenyet
3aaBaTb MAEHTUYHOE 3HaYEeHMe napameTpa.

MapameTp oba3aTeneH ANs 3aN0NHEHNs

«LLlabnoH» BbibpaTb U3 cnvcka wabnoH, KoTopbiv ByAeT UCMob30BaTbCS MpU
co3gaHun

«MakcmmanbHoe Konmn4yecTBo paboumx MecT» | 3aaaTh MakcMManbHoe konmyectso PM B doHae.

MakcumanbHoe uncno PM He MOXeT 6bITb MeHbLLE 3HA4YeHMSs, YKa3aHHOIo B
napameTpe «Keww pabounx MecT 1-ro ypoBHSI» Ha CliefyHOLLEM Luare
macTepa

® Ecnu obssaTenbHoe none He GbIIO 3aMONHEHO MW eCTb OLIMBKA NpU 3anoNHEHUKU, OHO ByaeT
NMoACBEYEHO KPacHbIM LBETOM WM ByneT BbiBeAEHO COObLLeHMe 06 olMBKe (cMm. PucyHok 43) mocne
Ha)kxaTusi 3kpaHHou kHonku [[anee]. MHankaums uBeTOM M COOGLUEHWE He WMCYe3HYT nocne
3aMosHeHus noss.

MacTep ny6nukaumn ¢oHga X

basoBble HacTpoiiku GoHAa

HasBaHue | *nat_valid@name!

HassaHue (i.-O‘I,i‘B MOXET COAepKaTh TONMbKO NAaTUHCKKE 6‘)"\f52\‘ JL’q-pb\‘ T‘]Cf‘&ﬂ‘ Thpel(-)u

noAvepkusaHiae ( _)

KommeHnTapuii
Wa6nox brest\astra ~
MakcumansHoe KONU4ecTEo -|0 b

pabounx mect

OTMeHWUTL flanee >

PucyHok 43 - NMpumep coobLyeHmsa 06 owmnbke

Lanee 6yneT BbINOMHEH Mepexon Ha ClefyHLWMM War HAaCTPOMKM (cm. PucyHok 44) MacTepa nybnukauum
doHIa, B KOTOPOM HYXXHO 3aMOJIHUTb MapaMeTpbl, yKa3aHHble B Tabnuue (cm. Tabnuua 59). lMockonbky BO

BpeM4a nepexona BbliNOJHAETCA OTNpaBKa AaHHbIX Ha cepBep, BO3MOXHa CUTyauud, 4To Npn BO3BpaLLEHUN
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Ha NMpeablayLMiA War nosaBMTCca cooblueHne 06 owmnbke, ecnm napaMeTp «MpoTokonbl 4OCTAaBKU» He Bbln

3anoJIHEH. OTI'IpaBKa AdHHbIX Ha CepBep nNpoucxoauT BCerga npu nepexoae Mexany uwaramum, Kpome

nepexona Hasag C 3aBepLuakoliero stTana.

URL noaaepxku

W3o6paxeHne

pynna

MNapameTpsi roctesoin OC

npOTUKOﬂb\ AOCTaBKK

Keww pabounx mecT 1-ro
YPOBHA

Keww pabounx mecT 2-ro
YPOBHA

Pexum oTnagku

PaspewunTs pesepBHble
Konun

MacTtep ny6nukaumm ¢oHaa

[JononHuTeNbHbIe HacTpoiiku doHAa

Default v

OcHoBHas -

Astra_NODomain o

OTMeHUTb < Hazapg DNanee >

PucyHok 44 — JononHuTenbHble HacTporkun doHaa Mactepa nybnmkaumm

Tabnuua 59 — JononHutenbHble HaCTponkK GoHAa

Mapametp

OnucaHue

«URL nopnep>kkum»

Beectn URL ons cBS3u € TeEXHMYECKOW NOAAEPIKKOM

«M306paxkeHne»

BbibpaTtb rpacdmyeckoe npeactasneHue hoHaa

«[pynna»

BbibpaTb rpynny pabo4mx MecT, B KOTopon ByaeT oTobpaykaTbca
CO30aHHbIN OHA,

«[MapameTpbl rocteson OC»

Bbi6paTb napameTpbl koHbUrypaumm rocteson OC, koTopble ByayT
MCMOJIb30BaHbl NpY co3paHum PM

«[MpoTokonbl [OCTaBKU»

Bbi6paTb 04MH MAU HECKOMIbKO MPOTOKONOB AOCTaBKM, KOTOpble ByayT
LOCTYMHbI Ans hoHaa

«Keww paboumx mMecT 1-ro ypoBHs»

3a4aTb KOMIMYECTBO CO34aHHbIX, HACTPOEHHbIX M 3anyLeHHbIX PM B
doHae

A NMapametp He 3agaetcs, ecnu cosgaetcs doHn PM  pans
TEPMUHANbHbIX CEpBEpPOB.
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MapameTtp OnucaHue

«Keww paboumx MecT 2-ro ypoBHs» 3a[aTb KONIMYECTBO CO3AAHHbIX, HACTPOEHHbIX 1 BbIK/HOYEHHbIX PM.

[nsa ncnonbsoBaHuMs Kewa paboumx MecTa 2-ro ypoBHsa Heobxoammo,
4yTobbI B NapameTpe «Keww paboumx mMecT 1-ro ypoBHs» 6bIn0 3a4aHO
xoT4 6b1 ogHo PM

A Mapametp He 3apaetcs, ecnu cospaetcs doHn PM  pans
TEPMUHANbHbIX CEPBEPOB.

«Pe>xxum otnagku» AkTuBauma 6onee nogpobHoM aeTanmsaumm ioroe ana doHaa, no
YMOJTYAHUIO PEXXMM OTKJIHOUEH.

Mpwu BkntoueHun pexknma Termidesk nepectaet yaanate BM B doHae

«PazpewnTb pesepeHble KOMMM» AKTMBaUMSA pexkMma pesepBHOro konunposaHusa BM donga npu
ucnonb3oBaHuKM cucteMbl Rubackup.

Mo yMonyaHuIo pexxuM oTKNoYeH

Mocne 3anonHeHUs NnapamMeTpoB HaXkaTb 3KpaHHYO kHorKy [danee].

B cnepytoleM okHe 3aBepLUMTb HAaCTPOMKY doHAA, HaXKaB 3KpPaHHYO KHomMKy [3aBepwmTb]. Nanee 6ynet
OTOBpaXKEHO BPEMEHHOE OKHO C 3ab/IOKMPOBAHHbIMU 3KPaHHbIMM KHomMkamu. lMpu ycnewHom cosgaHum
doHIa B 3TOM >Ke OKHE A0JI)KHO MOSIBUTLCA COOBLLEHME (cM. PucyHok 45) «@DoOHA, ycnewHo co3aaH!», okHO

6yp,eT dBTOMaTHU4YeCKU 3aKpbITO MO NCTe4YeHNn 3 CeKyHA.

MacTtep ny6nukauymmn ¢poHga X

3aBepLUeHNe HacTpoiikK GoHaa

@ PoH/, YCNeWHo co34aH! X

PucyHok 45 - YcnelwHoe 3aBepLueHMe HAaCTpOMKM Nybnukaumm doHaa

8.2.2 . [ob6aeneHue poHAa nybnmkaumm ciykb «MeTanocTaBLUMKa»
Ons pobasneHus doHaa cnepyet nepertn «Paboune mecta - DOHAbI» U HaXaTb 3KPAHHYK KHOMKY

[CozpaTb], BbIGpaTL TMN MacTepa nybnukaumm «lybnukaums cny>x6 MetanocTasLumka.

© CepsucHbIl doHA ang MeTanocTaBLUMKa A0/KeH BbITb NpeasapuTenbHO co3aaH (CM. noapasaen
MpepBapuTenbHas HacTpoiKa ans AobaBneHUs TEpMUHAIbHOIO cepBepa MeTanoCTaBLUMKA).
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XoTta 6bl ogHo BPM u3s cepsucHoro ¢oHza [omKHO nonyymTb cTatyc «encTBUTeNbHbIM» BO
Bknaake «Paboune mecTta».

OTkpoeTcs MacTep nybnukaumm doHaa. HeobxoanmMo BbiGpaTh TMMN NYBAMKALMK (cM. PucyHok 46):
» «YnaneHHbIn paboyni cTon» - Ans Ny6amMkaumm TEpMUHANIBHOW CECCUM;

» «YpaneHHoe npunoXxxeHue» - onga I'Iy6ﬂMKaLI,MM npunnoXxeHu4.

3aTeM HaxaTb 3KpaHHyl KHonky [[anee]. SkpaHHas kHonka [OTMeHuTb], KnaBuwa <Esc>, mkoHka

«KpecTuk» Ha ntoboM M3 3TanoB paboTbl 3aKPbIBAET MacTep 6e3 COXpaHEHWUS HACTPOEK.

MacTtep ny6nukaunm ¢poHga X

Tun nybavkaumn

BuiGop nyGnukauum: YaaneHHoe NpunoxeHne v

YaanerHeli pabounii cton

YpanerHoe npunoxeHue

PucyHok 46 — Beibop Tvna nybnunkauumm
[anee HY>XHO BbIGpaTb (cM. PucyHok 47) mocTaBWMK pecypcoB ¢ Tunom «Cepeep TepmuHanos
MeTanocTtaBwmk» gns nybnukaumm. Ecnm oH He Obin co3paH paHee, BblbpaTb «HOBbIM MocTaBLUMK

pecypcoB» M 3aNO/IHNTb NapaMEeTpPbl ANnd ero cosgaHuA.

MacTep ny6nukauum ¢poHaa X

MocTasmk

NocTasuwmk ans nybnarkaumum: HoBbIiA NOCTaBLIMK pecypcos v

STAL metaprovider

HoBhIiA NOCTaBLMK PECYPCOB

OTMEeHUTb < Haszapg

PucyHok 47 — Beibop MeTanocTaBwuKa s nybankaumm
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Ha cnepytowem Lwiare (cm. PucyHok 48) 3a4aTb HaMMEHOBaHWE MPUOXEHUS U BblOpaTb NPUIOKEHME ANS
nybnukaummn (ecnu paHee 6bi1 BblIOpaH TuN nybnukauuu «YaaneHHoe MPUNIOXKEHUE»), WUAW 33aaTb

HaMMeEHOBaHWE TEPMUHANIBHOM CECCUM (eCNIM paHee Bbin BbIBpaH TUM Ny6aMKaumm «YaaneHHbl pabounia

cTon»).
MacTtep ny6nmkaumn doHpa X
Mpunoxexne
Hassanue name
~ ) ﬂDCTyI'IHhIE NpUAOXeHNA Ha
KommeHTapuii oMmeHMapul 019 00be cnyxebHom dponge
MNpunoxeHus BeG-6paysep Firefox "
3arpyzurk GRUB2 -
Be6-6paysep Firefox
WpndTel
YeeaomneHus
Okular
Okular
Okular -
OTmeHUTH < Hasap

PucyHok 48 — Beoa, HauMeHOBaHUsI ceCCMm UK NPUSTOXKEHUS
Danee OypeT BbIMONHEH Mepexod Ha CNeayroLWMMA  Liar HAaCTPOMKKM MacTepa nybnukauum ¢doHaa, B

KOTOPOM HY>XHO 3arno/IHATb NapaMeTpbl, yKa3aHHbIE B Ta6m/|u,e (cm. Tabnuua 60).

MacTtep nybnukaynm ¢oHaa x

Hactpoinkwn ¢oHga

HazBanue Kcalc
KommeHTapwia
Published name kealc

URL noggepxkm

WzobpaxeHue Default v
Tpynna OcHoBHaA v
MakcimanbHoe KONMYecTso -3 +

pafoumnx MecT

OTMEHWTL < Hazag Janee >

PucyHok 49 — HacTpowka doHza nybnmkaumm cnyxo MeTanocTaBLimKa
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Tabnuua 60 — HacTpoiku doHaa nybnmkaumm cny>k6 MeTanocTaBLLMKA

Mapametp OnucaHue
«HazBaHue» BeecTu TekcToBOE HauMeHoBaHWe hoHaa
«KommeHTapuii» Beectu nHdopmaLmoHHoe coobLueHME, UCMONb3YeMOe AS OMMCaHuUs

HasHayeHus boHaa

«MMs nybnukaumm» BeecTu TekcToBOE HaMMeHoBaHWe Nybnukaumu. MNapameTp NnpuMeHseTcs
NS reopacnpeneneHHon YCTaHOBKM M MO3BONSIET O0TOBPaXkaTb
oaHoobpasHble doHabl BPM B Buae eqnHoro sipnbika B KOMMNOHEHTE
«KnueHT». [ng 3TOro Ha KaXkAoM 13 yCTaHOBOK KOMMOHEHTa
«YHuMBepcanbHbIl gucneTyep» B 6a3oBbiX HAacCTporikax hoHAa cnesyet
3a4aBaTb MOEHTUYHOE 3HaYeHMe napameTpa.

I'IapaMeTp obsasarteneH ANa 3anosIHEHUA

«URL nopnep>xxku» Beectn URL ans cBasu c TeXHUYeCKOM NOALEPIKKOM
«MN306paxkeHne» Bbi6paTh rpaduueckoe npeacTtasneHue dhoHaa
«[pynna» BbibpaTb rpynny PM, B koTopor 6yneT oTobparkaTbCsl CO3AaHHbIN hOHA,

«MakcrManbHoe KoNM4ecTBo paboumx MecT» | MakcumanbHoe konuyecteo PM B doHpe.

an AOCTUXXEHUUN YKa3aHHOrro npeaena BPM HoBble nonb3oBaTenu He
CMOTyT NOAKJTHOYUTLCA K CbOH/J,y

Ha cnepyroweM ware (cm. PucyHok 50) 3a4aTb AOMeEH ayTeHTMdJMKaLI,MM n rpynny I'IOJ'Ib3OBaTEJ'Iel71,
BXOAALWYHO B 3TOT AOMEH, KOTOPbIM 6y,EI,ET A0CTyneH CI)OH,EI,. War onumoHaneH: napamMmeTpbl MOXHO
,D,O6aBMTb nocne 3aBepLieHuda pa6OTbI MacTepa I'Iy6J'IMKaLI,MM, B CO34aHHOM CbOH,EI,e Ha CTpaHuue «Paboune

MecTa - DoHAabI».

MacTep ny6nukaumm ¢poHga X

JobaeuTe rpynny nonssosateneit 8 poHA

Ipynnbl nonb3oBarenei B

- BbibpaHHOM AoMeHe
Aomen ayTenTudukayum BcTpoeHHbIi

ayTeHTUUKaLMm

Fpynna BcTpoeHHbIA ~

FJ‘;H"\S nonb3oBaTenei He BI:I':.:\PSH&

BcrpoeHHblit

OTMeHUTE < Hasapg

PucyHok 50 — Bbibop aoMeHa ayTeHTUdUKALMM 1 rpynnbl NOfb30BaTeNen

3aTeM BbIGpaThb (cM. PucyHok 51) MoMb30BaTeNs AOMeHA ayTeHTudwmkaumn. Lar onuuoHaneH: napameTpbl
MOXXHO [00aBUTb Mocne 3aBepLUeHUs paboTbl MacTepa nNybnvkaumm, B CO3paHHOM GOHAE Ha CTpaHuLe

«Paboune mecta - DoHAabI».
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MacTep ny6nuvkauum ¢poHaa X

JlobaBuTb Nonkb3osatens B GoH/,

Monb3oBateny B BuiGpaHHOM
[AomeH ayTeHTUdUKaLMN FreelPA sa.loc AOMEHe ayTeHTIUKALIN v

MonbszoBaTens ‘ MonbsoBartenb He BbIBpaH v

OTMEHUTE < Hasap

PucyHok 51 — Bbibop nonb3oBaTtenen

Danee BbIOpaTb (cM. PucyHok 52) MPOTOKON AOCTaBKM, KOTOpbIM ByaeT aoctyneH ans ¢oHaa. Ecam oH He
6bln1 co3aaH paHee, BblopaTb «RDP (TepMUHaNbHbIM AOCTYN)» M 3aNOAHUTbL NapaMeTpbl AN ero CO34aHUs
(cM. paHHble ans nobasneHus B noppasaene MopknoveHune no npotokony RDP ans pocrtyna Kk pecypcam
cepBepa TepMuHanoB). [MpoTokon AOCTaBKM MOXHO [006aBUTb U (MAKM) U3MEHUTL MOC/E 3aBepLUEHUS

paboTbl MacTepa Nybnvkaumm B co3gaHHoOM doHae Ha cTpaHuue «Paboune mecta - DoHabI».

Mactep ny6nukaunmn ¢oHaa X

[lobaBrTb NPOTOKON AOCTABKW B GOHA
,ﬂocryngle MpOTOKONbI AOCTABKA

MpoTokon gocTaBkn | RDP (TepmuHanbHeIid gocTyn) v

OTMEHWNTB < Hasap

PucyHok 52 — Bbibop npoTokona AoCTaBKU

B cnepyrolwemM OKHe 03HAaKOMMUTBLCS (cM. PucyHok 53) C napameTpamu byayuiero ¢oHAa M 3aBepLUUTb
HaCTpOWMKY, HaXkaB 3KpaHHyl KHonky [3aBepwutb]. [anee 6GyneT oTOOGpaXkeHO BpPEMEHHOE OKHO C
3a6/10KMPOBAHHbIMU 3KPAaHHbIMKU KHOMKaMu. MNpu ycnewHoM co3paHumn ¢hoHAa B 3TOM XKE OKHE A0MXKHO
nosiBUTLCS coobLueHne «PoHA, ycnewHo co3aaH!», okHO ByaeT aBTOMaTUUECKM 3aKPbITO MO UCTEYEHUN 3

CeKyHA.
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MacTep ny6nukauvmn poHaa X
3aBepLUeHUe HaCcTPONKK GpoHAa

MocTaBLyMK: HazeaHue noctaewwmka: STAL metaprovider
KommerTapwii:
MopT SSA: 31000
TepMuHanbHbIi poHg: ALSE STAL VMs
Wcnonbsosarts https: HET
Banugauns ceptnénkara: HET
MoauduumposaHHan 6anarcuposka: A

LWabnok: BeibpaHa cxema wabnoHa: Meta Remote App Service
Mpunoxexue: 3arpysunk GRUB2

Dong; HassaHue doHaa: test
KommeHTapuii:
Monb3oBatens: test
pynna nonb3oBaTenei: BcTpoeHHbIA

MpoTtokon gocrasku: RDP (tepmuHansHbii goctyn) (RDP (TepmuHansHblii goctyn))

-

PucyHok 53 - 3aBepLueHune HacTporku doHaa

Mocne ycnewHoro 3aBeplueHMs paboTbl MacTepa nNybnaukaumm MHbOpMauus o cozfdaHuu ¢oHaa,
[06aBNEHHbIX MOMb30BaTENAX U MX Tpynnax, MPOTOKONaX AOCTaBKU OydeT OoTOOpakeHa B >KypHase (cm.

PucyHok 54) doHAa. [Ins npocMoTpa »KypHana HY>XHO MepenTu Ha cTpaHuuy «Paboune mecta - DoHAOpbI»,

BblIOpaTb HauMeHoBaHWe HOoHAA 1 NepenTn BO BKNAAKY «XKypHan».

@ TERMIDESK ® @CMCT&MHHF‘ nons3oBarens (admin123) v
.
a 0630p PoHgE > test
& KomroHeHTsl > DoHg test
PaBoune MecTa MNons30Bareny 1 rpynnsi MpoToKoNLl AOCTABKK KypHan
Q: HacTpoiiku > Py P P
KypHan
m Paboune mecta >
C |10cek ~
ll Moruropurr > lata . YpoBeHb = MCTOMHWMK — CoooblueHWe
24.04.2024, 18:06:29 INFO service B doHa AobaBneH nonbsosatens "adminl 23"
— 24.04.2024, 18:06:29 INFO service B ¢poHA gobaBneHa rpynna nonb3osateneid "BCTpoeHHLIR"
= MHopacTpykTypa > oHA A Py p
24.04.2024, 18:06:29 INFO transport B ®oHA A06aBNeH NpoTOKON AocTaek "rdp_direct”
24.04.2024, 18:06:29 INFO service MpunoxeHue "12" onybnvkosaHo
15 ~ | Hacp. 14K34 & | < 1m31 | > »

PucyHok 54 - XXypHanupoBaHue gencTeum npu pabote Mactepa nybavkaumm

8.2.3 . [lobaBneHue poHAa aBTOHOMHbIX MalUMUH
Ons pobaBneHus GoHAa aBTOHOMHbIX MalUMH cnepyeT nepentn «Paboume mecta - DoHAObI» M HaXKaTb

aKpaHHyto kHonky [Co3paaTb], BbIGpaTh TN MacTepa Nyb6nvkauum «KABTOHOMHbIE MaLLIUHbI».
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(DOH,EI, dBTOHOMHbIX MalWlKUH UCNONb3YyeTCA AON14 I'Iy6J'IMKaLI,MM CIJOH,EI,a, OCHOBAHHOro Ha LwWabnoHax

aBTOHOMHbIX MawwuH (cM. nogpasaen La6noH PM pns aBTOHOMHOM MalluMHbI).

OTkpoeTcs MacTep nybnmkaumm hoHAa (cm. PucyHok 55). HeobxoamMMo 3anonHUTbL NapaMeTpbl, YKa3aHHbIE B

Tabnuue, (cm. Tabnumua 61) M HaxaTb 3KpaHHyto kHonky [[anee]. lMpu HaxkaTum 3KpaHHOM KHOMKM

[OT™MeHuTB], nn knaBuwmn <Esc>, unu nkoHku «Kpectuk», Ha ntoboM U3 3Tanos paboTbl NpomnsonaeT

3aKpbIiTUE MacTepa be3 COXpaHEHUNA HAaCTpOEK.

& Tpu co3pgaHmm doHAa aBTOHOMHbIX MallMH HY>KHO cnepoBaTb npasuny «OauH WwabnoH - oguH
doHa». Co3paHune hoHAOB C OAMHAKOBbLIMM LLABNOHAMM He fOMYyCKaeTcs.

MacTtep ny6nukaunm doHga

basosble HacTpoiku goHAa

Hazgarwne
KommenTapuia
Vima ny6nmkagmn

LaGnox

L] m

PucyHok 55 - bazoBbie HacTponku hoHaa B MacTepe nybnukaumm

Tabnuua 61 — bazoBble HacTporku poHAaa

MapameTp OnucaHue
«HazBaHue» BBecTu TekcTOBOE HaMMeHOBaHWe GoHAa.
MapameTp obsi3aTeneH Ans 3anonHeHUs
«KommeHTapuii» Beectu nHdopmaLmoHHoe coobLLeHME, UCMONb3YEMOE A1 OMMCAHUS Ha3HAYeHUs!

doHaa

«MMs nybnukaumm»

BeecTu TekcToBOE HanMeHoBaHWe nybnunkaumu. MNapameTp npuMeHseTcs ans
reopacnpefeneHHon yCTaHOBKM M NMO3BO/SIET 0TobpakaTb 0aHO06pasHble hOHAbI B
BUAE €ANHOrO Apnblka B KOMMoHeHTe «KnuneHT». g 3TOro Ha KaXkaom us
YCTaHOBOK KOMMOHEHTa « YHWBepCabHbIM ancneTyep» B 6a30BbIX HACTPOMKax
dboHpa cnepyeT 3a8aBaTh MAEHTUYHOE 3HAYEHWE MapaMeTpa.

MapameTp obszaTeneH Ans 3anonHeHUs

«LLla6noH»

BbibpaTb U3 cnucka WwabnoH aBTOHOMHbIX MaLLUWH, KOTOPbI ByAeT UCNONb30BaTbCS
npu cosgaHmm poHaa. Bbibop wabnoHoOB, He OTHOCALMXCSA K CTaTUYECKUM
MalLMHaM, He JoMycKaeTcs.

I'IapaMeTp obsasaTeneH ANa 3anoSIHEHUA

® Ecnu obssaTenbHoe nose He 6bIIO 3aMONHEHO MW eCTb OLIMBKA NpU 3anofHEHUKU, OHO ByaeT
MOACBEYEHO KPACHbIM LIBETOM W OyOeT BbIBEAEHO COOOLLEHME 06 OLIMOKE MOC/Ae HaxkaTusi
3kpaHHou kHonku [Hdanee]. WMHaukaums uBeTOoM U coobLieHMe He UCYe3HYT nocne

3anoJIHEHUA nons.
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Lanee 6yneT BbINOMHEH MEpPeXon Ha CAeAYHLMA LWar HAacTPOMKM (cm. PucyHok 56) MacTepa nybnaukaumm

dJOH,EI,a, B KOTOPOM HY>XHO 3arnoOJIHUTb NapaMeTpbl, YKa3aHHbIE B Ta6J'IVILI,e (cm. Tabnuua 62).

MacTep ny6ankaynm ¢poHga X

JononHWTensHble HACTPOkK doHAa

URL nogaepsici
WsobpakeHune Default v
Ipynna OctoBHan v
MNapametpei rocresoin OC

MpoTokonsl gocTaskK

OTmeHnTE ¢ Haszag Lanee »

PucyHok 56 — [lononHuTenbHble HacTponkn doHaa Mactepa nybnmkauum

Tabnuua 62 — ononHuTenbHble HACTPOMKK hoHaa

Mapamertp Onucanue
«URL nopnep>xxku» Beectn URL ans cBA3M c TeEXHUYECKOM MOALEPIKKOM
«U306parkeHme» BbibpaTtb rpadumueckoe npeacrtaeneHue doHaa
«[pynna» Bobibpatb rpynny PM, B koTopon byneT oTobparkaTbCs CO3aaHHbIN hOHS,
«[MapameTpbl rocteson OC» Bbi6paTb napameTpbl koHbUrypaumm rocteBot OC aBTOHOMHbIX MalLWH,

KOTOpble 6y,u.yT MCNOJIb30BaHbl MpU CO30aHUNN d)OHLI,a.

Bbi6op napameTpos rocteBont OC, He OTHOCALLMXCS K aBTOHOMHbIM
MalUWHaM, He AOMyCcKaeTcs

«[poTokosbl AOCTaBKU» BbibpaTb 0AMH MM HECKOMIbKO MPOTOKO/IOB AOCTaBKM, KOTOpble 6yayT
[OCTYnNHbI Ans doHaa

Mocne 3anonHeHUs NnapameTpoB HaXkaTb 3KpaHHYO kHonky [danee].

B cnepytowemM oOkHe 3aBepliMTb HAcTpowmky (oHAa, HaxaB 3KpaHHyt KHonky [3aBepwmtb]. Mpu
YCMNEWHOM CO3AaHUU (OHAA B 3TOM >KE OKHE [OJHKHO MOSBUTLCS COOBLLEHME (cM. PucyHok 45) «MDoHA

ycnewHo CO3,EI,aH!», OKHO 6y,£|,eT dBTOMATU4Ye€CKU 3aKpbITO MO UCTE4YEHUU 3 CeKyHA.
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MacTtep ny6nukaumm poHga X

3aBeplUeHNe HacTpoiiki GoHpa

@ PoHy, ycnewHo co3aan! X

OTMEHUTL Hasap 3aBepLunTh

PucyHok 57 — YcnewHoe 3aBepLueHne HacTponkun nybnnkaumm doHaa

8.3. MNonutukm poHpga PM

[ns ynpaeneHus noctynom u pecypcamum B poHaax PM ucnonbsyrotca cnepyrowme BUAbl MOAUTUK:

* rnobanbHble - NpUMeHaOTCA Ko BceM doHaaM PM u ycTaHaBnuBatoT 06LImMe HaCTPOMKKM JOCTyna M

MCNO/b30BaHMA PpecypcoB MoJsib3oBaTendamum PM. Ona peaakKTMpoBaHUA rnobanbHbIX MOAUTUK

cnenyeT nepenTtn «HacTporku - MobanbHble NOUTUKUY, BbIBpaTb MNOUTUKY M HaXKaTb IKPaHHYHO

kHonky [3sMeHuTb];

" mHaomMBumayasbHble - nepeonpenendroT HaCTpOl;iKM rnobanbHbIX MOAUTUK U YCTaHaBIMNBaOT

MHOunBUAOyalibHblE HaCTpOIZKM AO0CTyrna U ncnonb3oBaHMA pPECYPCOB MOJb30BaTeENAMU KOHKPETHOIO

doHaa PM. [Ins penakTMpoBaHMa MHOMBUAYANbHbLIX NONUTUK cnedyeT nepenTtu «Paboune mecTa -

®DoHabI», BbIOpaTb HY>KHbIN hoHA, PM, HaxaTb akpaHHYto kHonKy [[lonnTuku], BoibpaTe NonuTuKy

M HaXKaTb 3KpaHHY KHonky [U3meHuTb).

HacTporikn BbIGpaHHOM MOMUTUKM MOXHO COPOCUTb A0 3HAYEHUM MO YMOMYaHMIO MpU MOMOLLM

3KpaHHoM kHonku [COpocuT].

06HOB/IEHUMSI Ha HOBYHO BepCUIO BCex y3n1oB Termidesk.

[na TepMrHanbHOro cepBepa nepesarpyska obsizatenibHa!

© Hauunasa c Termidesk Bepcun 5.0 nsmeHeH cnocob paboTbl M xpaHeHus nonutuk GoHaa PM. Bo
BpemMsi OOHOBNEHWSI pacnpefeneHHOM WM OTKa30yCTOMUMBOM KOHUIypaumm YCTaHOBKU C
Termidesk Bepcun 4.X Ha Bepcuto 5.X M3MeHeHME MOMUTUK HYXHO MPOBOAUTL MocCse

Ecnn Ha BPM ecTb ceccuss nonb3oBaTensi, 70 NoMTUKa NPUMEHUTCA nocse nepesarpy3kn BM.

Bbinyck ot Hos6psa 2024

153



@ TERMIDESK C/MET.10001-01 90 02

® AOMUHUCTpaTOp [OONMXEH BKAKOYMTb  COOTBETCTBYKOLIME MNOAUTUKM  doHaa PM  ang
rnepeHanpaBieHus pecypcoB, ecau npu noakatodeHun kK PM nonb3oBatens ucnonbsyet 10
Termidesk Viewer. lNpu nopkntoyeHnn nonb3osatens no npotokony RDP u3 komnoHeHTa
«KnueHT» MoryT mcnonb3oBaTbCs CTaHAapTHble yTunutbl OC, B 3TOM c/lyy4ae BO3MOXKHOCTb
rnepeHanpaBieHWs peryMpyeTcs Ha ypoBHe NPOTOKOa AOCTABKU.
Monntuku, npumeHumble K npotokony RDP, 3anpawwuBatoTcs KOMMNOHEHTOM  «AreHT
BMPTYaJIbHOrO paboyero mMecta» nepen Moakato4YeHMeM nonb3oBaTens kK BPM no ykasaHHomy
npoTtokony u obHoenatoTca B peectpe OC B cnyyae, ecnm 370 rocteBass OC Microsoft Windows.

Cnincok AOCTYMNHbIX NOJIMTUK NpencTaB/iEH B Ta6J'IVILI,e (cm. Tabnuua 63).

Tabnuua 63 — NepeyeHb AOCTYMHbIX NOAUTUK doHaa BPM

HassaHune nonutnkm OnucaHue
«ABTOMaTUYECKUI BXOA B CUCTEMY NMPU MOAKITHOUYEHUM K MonuTuka onpenenseT, [OMHKEH N NONb30BaTe b BBOAUTH
BPM» norvH 1 naponb Ha PM npwu 3anycke pabounx cTonos.
MpuMeHUMOCTb:

= BPM (SPICE, RDP);
* aBTOHOMHbIe MawwuHbl (RDP).

B OC PM npu 3ToM gosnykHa 6biTb BbINMOSHEHA HACTPOMKA
TEXHONOrMWN €AUHOTO BXOZa.
Bo3MoXHble 3HaueHus:
* «BbIk/toYeH» (M0 YMONYaHUIO) - yYeTHble JaHHble ByayT
3anpalumBaTbCs;
* «BkntoueH» - 3anpoc yyeTHbIX AaHHbIX HE MPOUCXOAUT

«bydep obmeHa B npoTokonax goctasku "RDP" n "SPICE | YnpaeneHue ncnonb3oBaHmem bydepa obMeHa B MpoTokonax
(vdi-viewer, skcnepum.)"» RDP u SPICE.
MpuMeHnMoOCTS:

= BPM (SPICE, RDP);

* aBTOHOMHbIe MawwurHbl (RDP);

* TepMUHanbHble ceccun MS RDS;

= onybnunkoBaHHble npunoxeHus MS RDS;

= TepMuHanbHble ceccum STAL;

* onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHasbHble ceccumn MeTanocTaswmka MS RDS;

* 0ony6aMKOBaHHbIE NMPUNIOXEHWUS MeTanocTaBLwmka MS

RDS;
* TepMUHasbHble ceccum MeTanocTaslmka STAL;
* nyb6AMKOBaHHbIE MPUNOXKEHMS MeTanocTaBwmka STAL.

Bo3MoxkHble 3HaueHua:

» «BbIkntounTb NnepeHanpasneHue bydepa»;

» «[1BycTOpOHHee nepeHanpasneHue bydepa» (no
YMONYaHu1Io);

= «[lepeHanpasneHue bydepa TONbKO OT CepBepa KIMEHTY»;

» «[lepeHanpaBneHue Bydepa TONbKO OT KIIMEHTa CepBepy»

«Bblbop nonb3oBaTeneM NpoToKosa 4OCTaBKU» OnipenensieT, MOXeT /i1 NMOJIb30BaTe b BbIGpPaTb MPOTOKOS
[OCTaBKM ana nogkatodeHus K PM. MonuTtuka npumeHseTtca
TO/IbKO MpUY NOAKJIFOYEHMM MONb30BaTeNs Yepe3 Beb-6pay3ep.
Bo3MoxkHble 3HaueHus:

» «Pa3peweHo» (no ymonyaHuo);

* «3anpeLeHo»
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HasBaHue nonntuku

OnucaHue

«[JlericTeme npu Bbixoge nonb3osatens ns OCx»

OnpepnensieT nencTeme nocse Bbixoaa nonbsosatens us OC.

Lns cepsucHoro ¢doHaa PM nocTaBwmka pecypcos
«MeTanoCTaBLUMK» LOMIXKHO BbITb OCTABEHO 3HaYeHWe Mo
YMOJTHaHMIO.

MpuMeHnMoOCTS:

= BPM (RDP, SPICE, TERA);

* TepMUHasbHble ceccum MeTanocTaswmka MS RDS;

* ony6anKoBaHHbIE NPUIOXKEHNA MeTanocTaBLmka MS
RDS.

Bo3moykHble 3HaueHus:

= «HeT» (no ymMonyaHuio);

* «YpanaTtb paboyee MecTo»;

» «He coxpaHaTb nsMeHeHua» - BM 6yaert BosspalueHa K
paHee CO34aHHOMY CHUMKY. 3HauyeHMe NOAUTUKM
NpUMeHMMO A9 GoHL0B, OCHOBaHHbIX Ha LWabnoHax
«CaazaHHbIN kKnoH oVirt/RHEV », «CBa3aHHbIN KNOH» Unun
«MonHbi knoH» VMware vSphere.

Mpyu NnpMMeHeHUU NocnegHUxX ABYX 3HAYEHUI B
WMHAMBUAYaNbHbIX NonuTukax doHaa PM MoxeT 6bITb
BbiBEAEHO yBeaomieHue «JlaHHOe 3HaYeHWe NONUTUKM He
NPUMEHUMO K BbIBpaHHOMY OHAY», €CNIN Y MOCTaBLLMKA
pecypcoB ¢oHga PM HeT BO3MOXHOCTU co3paBaTb CHUMKKM BM

«3aBep|.|.|aTb CeaHC Npun AOCTUXKEHUUN NTUMUTa BPEMEHU»

MonuTtuka onpeaenseT, ByaeT M ceccus Nonb3oBaTens
3aBepLUeHa Mo 334aHHbIM B ApYrUX MNOAUTUKAX IMMUTAM
BPEMEHMU, a He oTKJtoueHa. MNonuTtuka aencteyet Ha OC
Microsoft Windows.

Ecnv nonutuka nmeet 3HaveHune «He 3agaHo», To oHa He BygeT
NPUMEHATBLCS, TAKUM 06pa3oM aAMUHUCTPATOP COXPaHSET
BO3MOXHOCTb YrpaBieHWsl NapaMeTpaMm MoAKIHOUEHUS
CpefcTBaMU KOHTpOepa AOMEHa.

MpuMeHnMoOCTS:
= BPM (RDP);
= aBTOHOMHbIe MawwunHbl (RDP);
* TepMWHasbHble ceccum MeTanocTaswmka MS RDS.

Bo3MoxHble 3Ha4eHus:

= «He 3apaHo»;
* «BbikntoyeHo» (no ymonyaHuio);
= «BkntoueHo»

«VHTepBan MOHUTOPUHIa KeLla nepeMeLLaemMbix npodunen
nonb3osatener (RDP)»

MonuTuka No3BONSIET OrpaHUUYUTL MHTEPBAN MOHUTOPUHTa (B
MUHYTax) pa3Mepa Kella nepemeLlaemMblx npodusen
nonb3oBartenen ansa npotokona RDP. MonuTtuka gencreyeT Ha
OC Microsoft Windows.
MonuTuka onpeaensieT, Kak YacTo MNPOBEPSIETCS pa3Mep BCEro
Kella nepemMeLLaeMbix Npodunen nonb3oBaTesen, ykasaHHbIN B
nonntuke «OrpaHNMYMUTL pasmep NMONHOro KeLa
nepemellaembix npodwunen nonbsosatenent (RDP)».
Mpu nameHeHUn nonuTukK TpebyeTcs nepesarpyska BM mnnu
TEPMUHAJbHbIX CEPBEPOB.
MpuMeHnMoOCTS:

= BPM (RDP);

* aBTOHOMHbIe MawwurHbl (RDP);

* TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* onyb6anKoBaHHbIE NPUIOXKEHUS MeTanocTaBLwmka MS
RDS.

Bo3moxkHble 3HaueHus (B MuHyTax): oT 15 no 10080.
3HayeHue no ymonyaHuto: «900»
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HasBaHue nonutukm OnucaHue

«Mcnonb3oBaHne MexaHmnama RemoteF X (RDP)» MonuTtuka akTneBaumm MexaHnsMa RemoteF X ansa npotokona
RDP. Ecnm HeobxoaMMo aKTUBMPOBaTb BO3MOXHOCTb
nepeHanpasneHms USB-ycTponcTB 13 nonb3oBaTeNIbCKoM
paboyen cTaHuuK B PM, HY>XHO YCTaHOBUTb MONAUTUKE
3HaveHue «BknroueH».

MpuMeHUMOCTb:

= BPM (RDP);
* aBTOHOMHbIe MawwuHbl (RDP).

Bo3moykHble 3HaueHus:

» «BbiktoueH» (Mo yMonyaHuo);
* «Bkntouen»

«Mcnonb3oeaTtb ob6si3aTenbHble Npoduan Ha cepeepe y3na | MonuMTuka No3BonseT ykasaTtb, MCMOMb3YHOT NN CY>KObl
ceaHca yaaneHHbIx pabounx ctonos (RDP)» yAaNneHHbIX pabounx CToNOB 06a3aTesbHbIM Npodub 418 BCeX
nosb3oBaTesnen, yaaeHHO MOAK/HOUAOLLIMXCS K CepBepy y3na
ceaHca yaaneHHbIx paboumx cTonos. MNonutrka AencTByeT Ha
OC Microsoft Windows.

Mpwy BKNHOYEHUU NOAUTUKM CNYXKObI yaaneHHbIX pabo4umx
CTONOB UCMOJb3YHOT NYTb, YKa3aHHbIN B NOAUTHKE «YKazaTb
nyTb ANs1 NepemMeLLaeMoro nNpoduns nosib3osBatens Cy>xb
ypaneHHoro pabouero ctona (RDP)», B kauecTBe KOPHEBOIO
KaTasnora anisi obsizatenbHoro npoduns nonbsosatens. Bce
nosib30BaTeNu, yaaNeHHO NOAK/oYatoLLMeECs: K CepBepy y3na
CEaHCOB yJaleHHbIX paboynx CTONOB, UCMONb3YOT OAWH U TOT
e npodunb Nonb3oBaTens.

Mpu oTKNHOUYEHUM NONUTUKU 0BsI3aTeNbHble Npoduau
nonb3oBaTesiel He ByAyT UCNONb30BaTLCS MOMNb30BATENSIMU,
yAaNeHHO MOAK/IOHAIOLWMMUCS K CEPBEPY y3a CeaHca
YAANEHHbIX paboynx CTONOB.
Mpu nameHeHU nonuTUKK TpebyeTcs nepesarpyska BM mnnu
TEPMUHaNbHbIX CEPBEPOB.
MpuMeHnMoOCTS:

= BPM (RDP);

= aBTOHOMHbIe MawwunHbl (RDP);

* TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* 0onybAMKOBaHHbIE NPUIOXKEHUS MeTanocTaBLmka MS

RDS.

Bo3MoyHble 3HaueHus:

= «BbikntoueHo» (Mo yMon4aHuio);
* «BkntoueHo»
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«JIUMUT BpeMeHU /19 aKTUBHbIX CEAHCOB CNYX6
yAaneHHbIx paboumnx ctonos (RDP, SPICE, n T.4.)»

Monutuka 3adaeT MakKChMaJibHOe BpeMs, No UCTe4eHnn
KOTOpOro aKTMBHbIN ceaHc 6y,D,ET OTKJIHO4YEH.

Monutuka pacnpoCcTpaHAEeTCA Ha KOMMOHEHT «AreHT
BUPTYaJibHOro pa6oqero MecCTa».

MonuTtuka pericteyet kak ansg OC Microsoft Windows, Tak 1
ans OC Astra Linux Special Edition:
= ana npotokona SPICE - gna BPM c ykasaHHbiMu OC;
= pna RDP - kak ons TepMUHaNbHbIX CECCUM U NMPUNOXKEHUI
MeTanocTaBLLMKa, Tak 1 ansg BPM c ykazaHHbiMu OC.

(® Ons BPM c OC Microsoft Windows nonutuka
NPUMeHSeTCS B MOMEHT aBTOpU3aLMM NONb30BaTeNS B
OcC.

B Bepcusix Termidesk Huxxe 4.3 napameTp 3aaBancs npu
HacTporike rocteBbix OC («KoMnoHeHTbI - MapameTpbl
rocteBbix OC»). Mpu Bo3BpaTe k Bepcusam Termidesk Huxke 4.3
napameTp ByaeT BbICTAB/EH B 3HAYEHUWE MO YMOJTHAHMIO.

Ecnu nonutmka nmeet 3HayeHune «He 3apaHo», To oHa He byaeT
NPUMEHSTLCS, TAKUM 06pa3oM agMUHUCTPATOP COXPaHSET
BO3MOXHOCTb YrpaBieHWsi MapaMeTpaMu MOAKIOHEHMUS
cpeacTBaMum KoHTposnepa goMeHa MS AD.
Bo3MoXKHble 3HaYeHUs:
* «HeT orpaHunueHun» (No ymonyaHuio; ceccum byayT
0CTaBaTbCs aKTUBHbIMU 63 OrpaHUYEHUIA MO BPEMEHU);
= «He 3apgaHo»;
= BbI6op: «1 MUH», «5 MUH», «10 MUHY», «15 MUH», «30
MUH», «1 Yyac», «2 yaca», «3 yaca», «6 YacoB», «8 4acoB»,
«12 yacoB», «16 yacoB», «18 uacoB», «1 aeHb», «2 OHA»,
«3 gHa», «4 aHa», «5 gHen»

«JluMuT BpemMeHu g Bbixoaa us ceaHcos Remote App»

MonuTrka No3BonsieT ykasaTb, Kak AOIO CEaHC NMONb30BaTeNs
npu ucnonb3osBaHun RemoteApp (yaaneHHoe NpuUIoxeHWe)
ByLeT 0CTaBaTbCA aKTUBHbLIM NMOC/IE 3aKPbITUA BCEX MPOrpamMmm
RemoteApp.

Ecnu B TeueHue yKazaHHOrO BpeMeHU MOMb30BaTeNb He
3anyckaeT apyroe npunoxeHue RemoteApp, To ceaHc
3aBpeLuaercs.

MonnTrKa pacnpocTpaHAETCA Ha KOMMOHEHT «AreHT
BUPTYaNnbHOro paboyero MecTa» U AeACTBYET ANS
noakstoueHunii no npotokony RDP k TepMuHanbHOMY cepBepy
MeTanocTaswmka MS RDS.

Ecnu nonutuka nmeet 3HaueHune «He 3apaHo», To oHa He byaet
NPUMEHSITbCS, TakUM 06pa3oM aIMUHUCTPATOP COXPaHSieT
BO3MOXHOCTb YNpaBieHWs NapamMeTpaMm NoaKIHOYEHUS
cpefcTBaMu KoHTponnepa gomeHa MS AD.

Ecnu 3apaHbl apyrve noanTUKM C IMMUTaMM BPEMEHMU, TO
Oy[eT MCMonb30BaTbCs Ta, B KOTOPOM 3aaaH 6osiee KOPOTKUM
nepwvoa.

Bo3MoxkHble 3HaueHus:

» «Hwukorga» (No yMon4aHuIo; Npu 3aKpbITUX NPUTOXKEHUS
ceaHc byaeT OTKJIOYEH, HO He 3aBepLUeH);

= «Cpasy»;

= «He 3apgaHo»;

* BbI6op: «1 MUH», «5 MUH», «10 MUHY», «15 MUH», «30
MUH», «1 yac», «2 yaca», «3 Yaca», «6 YacoB», «8 yacoB»,
«12 yacoB», «16 yacos», «18 vacos», «1 geHb», «2 OHAY»,
«3 pHAa», «4 gHa», «5 oHen»
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HasBaHue nonntuku

OnucaHue

«JTIUMUT BpeMeHU oS OTKJTFOYEHHOM CECCUU»

MonuTtuka 3aaaeT MakCUMasbHbI BpeMs, B TEYEHME KOTOPOro
ceccus ByOEeT CUMTATLCS OTKJIFOYEHHOM, @ He 3aBEPLUEHHOM.

MonuTrka pacnpocTpaHNeTCs Ha KOMMOHEHT «AreHT
BMPTYanbHOro paboyero Mecta» u AeUCTBYET ANS
noakntoveHun no npotokony RDP kak ana TepMuHanbHbIx
ceccunt MetanocTaswmka MS RDS, tak u ana BPM.

PaboTaeT coBMeCTHO C MONUTUKOM «3aBepLUaTb CeaHC npu
JOCTUXEHUWN IMMUTA BPEMEHMY.

Ecnv nonutuka nmeet 3HaveHune «He 3agaHo», To oHa He 6Gyget
NPUMEHSATBLCS, TAKUM 06Pa3oM aAMUHUCTPATOP COXPaHSET
BO3MOXHOCTb YMpaBleHUsi NapaMeTpaMm MOAKIHOUEHMUS
cpeacTtBaMum KoHTposiepa aoMeHa MS AD.

Bo3MoykHble 3HaueHus:

» «HeT orpaHunueHui» (No yMon4aHUIO; CECCUS OCTAHETCS
He3aBepLUeHHOM 6e3 orpaHUYeHns Mo BPEMEHW);

= «He 3apaHo»;

= BblGOp: «1 MUHN, «5 MUH», «10 MUHY», «15 MUH», «30
MUH», «1 yac», «2 yaca», «3 yaca», «b6 yacos», «8 yacos»,
«12 yacoB», «16 yacoB», «18 yacoB», «1 neHb», «2 AHA»,
«3 gHa», «4 gHa», «5 nHen»

«MacwwTabupoBaHue 3kpaHa ans npotokona RDP»

MonuTtuka ynpaeBneHus MacluTabupoBaHWEM 3KpaHa ANsi
npotokona RDP.

MpuMeHnMoOCTS:

= BPM (RDP);

* aBTOHOMHbIe MawwuHbl (RDP).
Bo3MoXHble 3HaYeHUs:

= «BbikntoueHo» (Mo yMon4aHuio);
* «BkntoueHo»
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«MexaHn3m obecnevyeHms 6e30MacHOCTU Ha YPOBHE CETU
(RDP)»

MonuTtuka ynpaeneHus obecrneveHremM 6e30MacHOCTM Ha
ypoBHe ceTu ansa npotokona RDP.

[na nopkntoueHusa k STAL HeobxoaMMo MCMONb30BaTb
3HadeHune « TLS» nnmn «RDP».

Ona nogkntoueHua k MS RDS HeobxoauMo MCrosb3oBaThb
3HaueHue « NLA».

Ecnu nonb3oBaTtesnb MCMonb3yeT B Ka4eCTBE NPOrpamMmbil
poctaeku MO Termidesk Viewer, cnepyeT yyecTb
orpaHuYeHus:
= 0049 nogknaroyeHma nonssosatensa ¢ OC Windows k BPM
OC Astra Linux Special Edition Heobxoanmo
MCMNONb30BaTb 3Ha4eHUs « ABTocornacoBaHme» mnm « TLS»;
= ans nogkntoveHus nonb3osaTtens ¢ OC Astra Linux Special
Edition k BPM OC Astra Linux Special Edition
HEeobXoAMMO UCMOMb30BaTh 3HAYEHNA
«ABTocornacoBaHue», unn «RDP», nunun « TLS».

Monutnka MoxkeT BbITb 3a4aHa AN KOHKpeTHoro ¢doHaa PM Ha
cTpaHuue camoro ¢doHaa PM.
MpuMeHnMoOCTS:

= BPM (RDP);

* aBTOHOMHble MawuHbl (RDP);

* TepMUHanbHble ceccum MS RDS;

= onybnunkoBaHHble NpunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

* onybnunkoBaHHble npunoxkeHus STAL;

* TepMUHa/bHble ceccum MeTanocTaswmka MS RDS;

* onybAMKOBaHHbIE NPUIOXKEHUS MeTanocTaBLmka MS

RDS;

* TepMUHasbHble ceccum MeTanocTaslmka STAL;

= ony6nnKoBaHHbIE MPUNOXeHUs MeTanocTaBwmka STAL.
Bo3MoykHble 3HauyeHus:

* «ABTOCOrNacoBaHue» (Mo yMon4aHu1Io);

= «RDP»;

= «TLS»;

= «NLA»

«OrpaHnumnTb pasmep uHdopMauuu, nepesaBaeMomn
bydepom obmeHa knveHTa (RDP, SPICE, TERA)»

MonuTtuka no3sonsieT orpaHUYUTL pasMep bydepa obmeHa,
[OCTYMHbIW B 06€ CTOPOHbI (OT KJIMEHTA K CEpBEPY U OT
cepBepa K K/MEHTY). 3HayeHUe yKa3bIBaeTcs B KunobamTax.
Ecnu pasmep nepefaBaeMbIX AaHHbIX MPeBbILIAET 334aHHbIM
IUMUT, TO ByeT nepeaaH ToNbko 06beM JaHHbIX,
COOTBETCTBYHOLUUIN YCTAHOBIEHHOMY JIUMUTY.

[ns coBMECTUMOCTM C NpeaployLLMMU BEPCUSIMU MPOrpaMMBbl
poctaeku MO Termidesk Viewer ncnonbsyetcs 3HayeHUe no
YMOJTYaHMIO.

MpuMeHUMoOCT:

= BPM (RDP, SPICE, TERA);

= aBTOHOMHble MawuHbl (RDP, TERA);

* TepMuHanbHble ceccun MS RDS;

= ony6nunkoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

= onybnunkoBaHHble npunoxeHus STAL;

* TepMUHa/bHble ceccum MeTanocTaswmka MS RDS;

* 0onyb6nMKOBaHHbIE MPUIOXKEHUS METANOCTaBLWMKa MS
RDS;

* TepMUHasbHble ceccum MeTanocTaslmka STAL;

= ony6nnKoBaHHbIE MPUNOXEHUsT MeTanocTaBwmka STAL.

3HauveHue no ymonyaHuto: «0» (6e3 orpaHUueHMI)
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«OrpaHM4MTbL pasmep MOSHOMO Kellia NepeMeLLaeMbIxX
npodunen nonbzosatenen (RDP)»

MonuTuka No3BoONSET OrpaHMUUTL PasMep BCEro Kella
nepemeLLaeMbix Npoduien Nonb3oBaTeNen Ha JIOKabHOM
avcke. MonuTtuka percteyet Ha OC Microsoft Windows.

[Ons nonuTMkn HeobxoaMMO yKas3aTb MakCUMasbHbIW pa3mep (B
rurabaiiTax) A8 BCEro Kella nepeMeLLaemMbix npoduen
nonb3oBatenen. Korpa pasmep BCero Kelua nepemMeLLaemMbixX
npocduneit Nonb3oBaTeNen NPeBbICUT YKa3aHHYIO BENUYUHY,
caMble laBHME MO BPEMEHU UCMOJIb30BaHUS

nepemeLlLlaemMble Nonb30BaTeNen ByayT yoanaTbCs 40 TeX nop,
noka pasmep BCEro Kella nepeMeLLaemMblx npodunen
Nnosnb30BaTesie He CTaHeT MeHbLLE 3TOr0 MakCUMaslbHOro
pasmepa.

Mpu nameHeHUn nonuTuKK TpebyeTcs nepesarpyska BM mnnu
TEPMUHAJIbHbIX CEPBEPOB.

3aBUCUT OT MOAUTUKM «MHTepBan MOHUTOPUHIa KeLla
nepemMellaembix npodwunen nonbsosartenet (RDP)».
MpuMeHUMoOCTS:

= BPM (RDP);

* aBTOHOMHble MawuHbl (RDP);

* TepMWHasbHble ceccumn MeTanocTaswmka MS RDS;

* onyb6AMKOBaHHbIE MPUIOXKEHWUS MeTanocTaBLmka MS

RDS.

Bo3moxkHble 3HaueHus (B rurabarTax): ot 5 no 10000.

3HayeHue no ymonyaHuio: «600»

«OrpaHnumTb paspelueHHblie hopmaThbl NepesaBaeMble
bydepom obmeHa knveHTa (RDP, SPICE, TERA)»

MonuTrkKa No3BoNSET OrpaHUUUTL paspeLleHHble GpopmaThbl
3anucu B bydep obMeHa «KnueHTa», camu dpopmaTbl 3a43at0TCs
B nosiMtuke «PaspelueHHble hopmaThl NnepesaBaemble bydhepom
obmeHa knueHTa (RDP, SPICE, TERA)».

Ecnv nonutuka nmeet 3HaveHune «He 3agaHo», To oHa He GygeT
NPUMEHATbLCS, TaKUM 06pa3oM agMUHUCTPATOP COXPaHAET
BO3MOXXHOCTb YMpaB/ieHWsa napamMeTpaMm NMoaKIHYHeHUs
CpefCcTBaMU KOHTpoOSiepa AOMEHa.

[na coBMECTUMOCTM C NpeabliayLLMMU BEPCUAMM MPOrpaMMbl
poctaeku MO Termidesk Viewer ncnonbsyerca 3HayeHUe no
YMOJIYaHUIO.
MpruMeHUMOCTB:

= BPM (RDP, SPICE);

= aBTOHOMHbIe MawunHbl (RDP);

* TepMUHanbHble ceccum MS RDS;

* onybnunkoBaHHble Npunoxenuns MS RDS;

* TepMWHanbHble ceccum STAL;

= onybnunkoBaHHble NpunoxkeHus STAL;

" TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* onyb6AMKOBaHHbIE NPUIOXKEHUS MeTanocTasLmka MS

RDS;
* TepMUWHasbHble ceccum MeTanocTaelmka STAL;
= onybnnKoBaHHbIE NpUIoXeHUs MeTanocTaswmka STAL.

Bo3MoykHble 3HaueHus:

* «He 3apaHo» (Mo yMonyaHuio);
= «BbikntoueHa»;
* «BkntoueHa»

«OThensemMbl NONb30BATENBCKUA NPObUIbLY»

Mcnonb3oBaHWe OTAeNsieMoro Nob30BaTeNIbCKoro Npoduns B
BPM.

Monutuka npumeHseTcsa npu ctapte BPM.
MpumeHumocTts: BPM (RDP, SPICE, TERA).
Bo3MoykHble 3HauYeHus:

* «BbikntoueH» (Mo ymonuaHuio);
* «Bkntouen»
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HasBaHue nonutukm OnucaHue
«[Mepepaya ¢darinos B npotokone pocrasku "SPICE (vdi- YnpasneHue nepenaden darnoe B npotokone SPICE n TERA.
viewer, skcnepum.)"» MpumenumocTs: BPM (SPICE, TERA).

Bo3MoxHble 3Ha4eHus:

» «PaspewweHa» (No ymonyaHuio);
* «3anpeleHa»
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«[MepeHanpasneHune USB yctporicts no VID/PID»

Bbinyck ot Hos6psa 2024

YnpasneHue napameTpamu nepeHanpaeneHna USB-ycTponcTs
C BO3MOXKHOCTbIO MX uabTpaumm no napamerpam: «Vendor
ID» (VID), «Product ID» (PID), knacc yctpovicTsa, ero
Bepcus.

MprMeHUMOCTB:

= BPM (RDP, SPICE);

* aBTOHOMHble MawuHbl (RDP);

* TepMuHanbHble ceccun MS RDS;

* ony6nunkoBaHHble NpunoxeHuns MS RDS;

* TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* ony6aMKOBaHHbIE NPUIOXKEHUA MeTanocTasLmka MS
RDS.

Bo3moykHble 3HaueHus:

= «0» (no ymMonuaHu1to) - 3anpeLLeHo nepeHanpaBneHne BCex
YCTPOUCTB;

* «1» - pa3peLueHo nepeHanpaeneHne BCex YCTPOUCTB;

* «A,B,C,D,E|.....R,S,T,U,V» - nepeHanpaBneHve ycTpomncTs
B COOTBETCTBUM C hunbTpoM. Kaxkable NaTb NapameTpos,
pasfeneHHbIX CUMBOJIOM «|», COCTABNSAOT OAUH DUNLTP.
Yucno Takmx GpunbTpoB MOXKET 6bITb MPOU3BObHbIM.

MpaBuna coctaBnerus dunbrpa USB-ycTponcTs:

* MapaMeTpbl pa3genatoTca 3anaTeiMu (6e3 npobenos);

* nepsbit NnapameTp (A) - knacc USB-ycTporictea. MoxeT
YKa3blBaTbCA KaK B LUECTHAALATEPUYHOM, TaK U B
pecatuyHoM dopmate. Hanpumep:

¢ «0x01» (wecTtHag.), «01» (mecaTmy.) -
ayAMOyCTpOMUCTBa;

e «0x02» (wecTtHag.), «02» (mecaTuy.) - ycTponcTea
CBS13U, KOMMYHUKauuu. Hanpumep: Mogewm;

¢ «0x03» (wecTHag.), «03» (mecaTny.) - ycTponcTsa
B3auMopmeincTeumsA. Hanpumep: knaematypa, Mblillb;

¢ «0x06» (wecTHag.), «06» (AecaTuy.) - ycTponcTBea
noJsiyyYeHUs CTaTUYHbIX M306parkeHmi. Hanpumep:
cKaHep;

e «0x07» (wectHag.), «07» (BecaTuy.) - NpuUHTEpbI;

¢ «0x08» (wecTHag.), «08» (mecartmy.) -
3anoMuHaloLLMe yCTporcTea. Hanpumep: BHeLLHUI
YKECTKUI ANUCK, dnew-HakonuTeNb;

¢ «0x09» (wecTtHag.), «09» (mecartmy.) -
KOHLLEHTpATOPbI;

e «0x0b» (wecTHag.), «11» (gecatmy.) - cMapT-
KapThbl;

¢ «Ox0E» (wecTHaga.), «15» (pecatuy.) -
BMEOYCTPOMCTBA;

= BTOpou napameTp (B) - noeHTudbUKaTop NponssoguTens,
VID. MoxeT yKa3blBaTbCs KaK B LUECTHAALATEPUYHOM, TaK
W B AecATUYHOM dopMaTe;

= TpeTtuii napameTp (C) - naeHTUdUKaTOp NpopykTa, PID.
MoykeT yKasblBaTbCA KaK B LLIECTHAALATEPUYHOM, TaK U B
AecaTuYHoM cdopMarTe;

* yeTBepTbi NapameTp (D) - Bepcusa npopykTa. MoxeT
YKa3blBaTbCA KaK B LLUECTHAALATEPUYHOM, TaK U B
AecaTuYHoM cdopMarTe;

* naTbiv napameTp (E) - paspewnTsb («1») nnu 3anpetuTb
(«0») nepeHanpaeneHne USB-ycTporicTsa.

Lna Bcex NapaMeTpoB, KpoOMe nocsieaHero:

* MOAJEPXKMBAETCS UCNONb30BaHWe «-1» - paspeLueHo ntoboe
3Ha4yeHUWe 415 NapameTpa;
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HaszeaHue nonutukm OnucaHue

* paspsaAHOCTb YMcen orpaHuyeHa 16 6utamu.
Mpumep 3amaHMs NpaBuna Ans AByX GUNLTPOB: paspeLleHue
ay[MOYCTPOMCTB NtOBbIX BEHAOPOB, NPOAYKTOB U BEPCUN U
3anpeT NpuHTepa C onpeaeneHHbIM NaeHTUDUKATOPOM
Npou3BoAUTENS:
«0x01,-1,-1,-1,1|0x07,0xffff,-1,-1,0»

«[MepeHanpaBneHue BuaeoKaMepbl B NPOTOKOME AOCTaBkM | YnpaeneHuWe nepeHanpasieHMeM BUaEOKaMepbl Aist
"SPICE (vdi-viewer, akcnepum.)", RDP» npotokonos RDP, SPICE n TERA.

MpuMeHnMoOCTS:

= BPM (RDP, SPICE, TERA);
* aBTOHOMHble MawuHbl (RDP, TERA).

Bo3MoxHble 3Ha4eHus:

» «Pa3peweHo» (no yMonuaHuio);
* «3anpeLyeHo»

«[NepeHanpaBneHne cMapT-KapT B MNPOTOKO/E AOCTaBKM YnpasneHue nepeHanpasieHMeM CMapT-KapT 4SS MPOTOKO/I0B
"SPICE (vdi-viewer, skcnepum.), RDP"» RDP, SPICE, TERA.

PaHee B Bepcun Termidesk 5.0 pna npotokona RDP
CyLLecTBOBaNa OTAebHas nonuTuka «lMonutuka ynpasneHus
nepeHanpaeneHnem cMapt-kapT (RDP)», B Bepcum Termidesk
5.1 oHa 6bl1a 3aMeHeHa Ha obLuyto ans npotokonos SPICE m
RDP nonutuky.

MpuMeHnMoOCTS:

= BPM (RDP, SPICE, TERA);

= aBTOHOMHble MawuHbl (RDP, TERA);

* TepMUHanbHble ceccun MS RDS;

= onybnunkoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

* onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHasbHble ceccum MeTanocTaswmka STAL;

* onybanKoBaHHbIe MPUIOXKEHUS MeTanocTasLmka STAL.

Bo3MoykHble 3HaueHus:

= «PaspewweHo» (Mo ymMon4yaHuio);
* «3anpeLyeHo»

«[NopkntoveHne C OTAUYHBIM MMEHEM MOJIb30BaTeNs» MonuTtuka ynpaBneHws noakatodeHneM nonb3osatens K BM.
MpumeHsieTca B cnyyae, ecnv BBoaMMbIN B BM noruH otamnyeH
OT JIOrMHa Ha3HayYeHHoOM MalumHbl B Termidesk.
Bo3MoXHble 3HaueHUs:

» «PaspeLueHoy;

» «3anpeweHo» (Mo yMon4aHuo)

«[Moka3biBaTb 060K paboyero ctona» YnpaeneHue oTobpakeHneM oboes pabouyero ctona PM ansa
npotokona RDP.
MpuMeHUMoOCTS:

= BPM (RDP);

* aBTOHOMHble MawwuHbl (RDP);

* TepMUHanbHble ceccun MS RDS;

* TepMWHasbHble ceccum MeTanocTtaswmka MS RDS.
Bo3MOXKHble 3HaYeHus:

= «Paspewntb» - 060m ByayT 0TOBpaXkeHbI;

* «3anpeTuTb» (N0 yMON4YaHUto) - obou He ByayT

0TODBpaXkaTbCs
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HasBaHue nonntuku

OnucaHue

«MonuTtuka npoctos paboyero MecTa»

Pa3peLueHHoe BpeMs MpocTost paboyero MecTa B CEKyHAaX.
3HayeHue «-1» 03Ha4aeT HeorpaHUYeHHOEe BPEMS NMPOCTOSI.
MonnTuka pacnpocTpaHseTcs Ha KOMMOHEHT KAreHT
BMPTyanbHOro paboyero MecTa».
MprMeHUMOCTB:

= BPM (RDP, SPICE);

* aBTOHOMHble MawuHbl (RDP).
3HayeHuWe No ymonyaHuio: «-1»

«MonuTrka ynpasneHns asTonoaKNO4EHNEM YCTPOMCTB
(RDP)»

YnpaBneHue BO3MOXHOCTbIO aBTOMAaTUYECKM MEpeHanpaBnsTb
ycTpoucTea ans npotokona RDP.
MpuMeHUMOCTb:
= BPM (RDP);
* aBTOHOMHbIe MawuHbl (RDP).
Bo3MoykHble 3HaueHus:

= «He ucnonblyetca» (No yMon4yaHuio);
* «Pa3pelunTb aBTONOAKNIOYEHNE;
* «3anpeTuTb aBTOMOAK/IHOYEHUEY

«[MonuTuka ynpaeneHus rnybuHon useta (RDP)»

YnpaeneHne MakcMManbHO AOMYCTUMbIM KOJIMYECTBOM LIBETOB,
oTobpaxkaeMbix 3kpaHoM PM, ana npotokona RDP.
Ecnu nonutmka nmeet 3HayeHune «He 3apaHo», To oHa He byaeT
NPUMEHATbLCS, TaKUM 06pa3oM agMUHUCTPATOP COXPaHAET
BO3MOXHOCTb YNpaB/ieHWs NapamMeTpaMm NoaKIHYEHUS
cpeacTBaMM KOHTpOJIepa AOMeHa.
Ona nopkntoyveHns k STAL yepes CTaHAAPTHYO YTUIUTY
Windows mstsc He0bxoaMMO MCMOoNb30BaTh 3HavYeHmne «32
onT».
MpuMeHUMoOCTS:

= BPM (RDP);

* aBTOHOMHble MawwuHbl (RDP);

* TepMUHanbHble ceccun MS RDS;

= onybnunkoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

= onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHasbHble ceccum MeTanocTaBwmka MS RDS;

= 0ony6nMKOBaHHbIE MPUIOXEHUS MeTaNoCTaBLWmKa MS

RDS;

* TepMWHasbHble ceccnm MeTanocTtaBwmka STAL;

= ony6nMKoBaHHbIE MPUIOXEHUss MeTanocTaBwmka STAL.
Bo3MoykHble 3HaueHus:

= «15 6uT»;

* «16 6UT» (N0 yMONYaHUIO);

" «24 6UT»;

"= «32 6UTY;

= «He 3apaHo»

«lMonnTuka ynpaesneHuns komnosunumein paboyero ctona
(RDP)»

YnpaBneHue oTobpaXKeHMEM XyLOXKECTBEHHbIX 3ddeKkToB
paboyero cTona.

[ns KoppeKTHOro 0TOBpaXKeHUsI XyA0XKeCTBEHHbIX 3¢deKToB B
napameTpe «[Monutunka ynpasneHus rnybuHon useta (RDP)»
TpebyeTcsa yCTaHOBUTb 3HaYeHMe «32 buTax.

MonuTuka NPUMEHSIETCA TOMBKO NPY NOAKAKOHEHUN MO
npotokony RDP k rocteson OC Microsoft Windows.

MpuMeHUMOCTB:

= BPM (RDP);

* aBTOHOMHbIe MawuHbl (RDP).
Bo3MoXHble 3HaueHUs:

» «Pa3spewinTb KOMMNO3ULMION;
* «3anpeTuTb KOMMO3ULMIO» (MO YMOMYaHUIO)
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HaszeaHue nonutukm OnucaHue
«[MonuTunka ynpaeneHnUs MHOrOMOHUTOPHbLIM PEXUMOM YnpaBneHne MHOrOMOHUTOPHbBIM PEXXMMOM MPW MOAKIHOUEHUN
(RDP/SPICE)» kK PM no npotokonam RDP, SPICE, TERA.

MonuTtuka BNMSIET Ha BO3MOXHOCTb MOJIb30BaTENs
MCnosb3oBaTh 3kpaH PM Ha Heckonbkux pusmyeckmx
MOHMUTOpax.

MpuMeHUMoOCTB:

= BPM (RDP, SPICE, TERA);

= aBTOHOMHble MawuHbl (RDP, TERA);

* TepMWHanbHble ceccumn STAL;

* TepMuHanbHble ceccum MS RDS;

* TepMUHa/bHble ceccum MeTanocTaswmka MS RDS;
* TepMWHasbHble ceccnm MeTanocTaswuka STAL.

& Mpu nopknioyeHun k STAL uepes cTaHAApTHYHO
ytunuty OC  Microsoft Windows (mstsc.exe)
BKJ/IKOYATb MOJIUTUKY HE PEKOMEHAYETCS.

Mpu nogkntoueHnm k BPM ¢ OC Astra Linux Special
Edition nan k STAL uepe3 cTaHZapTHYH YTUAUTY
OC Linux (xfreerdp) pekoMeHAyeTCs UCMOMIb30BaThb
MOHMWTOPbI C OAMHAKOBbIM pa3peLleHneM 3KpaHa.

Mpu nogkntoueHun «k STAL  pexkomeHpyeTcst
UCMONb30BaTb  KOHOWUrypauuio, Npu  KOTOpOW
OCHOBHOM  MOHMTOP  pacrofioXeH  cneea  OT
OCTasNbHbIX.

Bo3MoxHble 3HaueHus:

» «PaspewnTtb» - ByaeT noanep>XMBaTbCs BOSMOXHOCTb
BbIBOAA 3KpaHa PM Ha HeckonbKuMx AOMONHUTENbHbIX
du3mMyecknx MoHMUTOpax (eCnU OHKM NoaktodeHbl). [Mpu
3TOM BapMaHT MCMO/b30BaHMSA 3KPaHa MOXET BbiTb
passinyeH B 3aBUCUMOCTU OT JOMOJHUTENbHbIX HAaCTPOEK
nporpamMMmbl goctaeku (cM. nogpaszen Boibop MoHUTOpa
nokymeHTa CJIET.10001-01 92 01 «PykoBoacTBO
nosib3oBaTesnisi. YCTaHOBKA M 3KCMJyaTaLms KOMMOHEHTA
«KnueHT»): nybnvpoBaHue, pacTs>keHue 3KpaHa 1 ap.;

* «3anpeTuTb» (N0 yMoON4aHuUto) - akpaH PM BypeT BbiBeaeH
TO/IbKO Ha OCHOBHOM (hM3UYECKOM MOHUTOPE, BapUaHT
MCMONb30BaHMNA KOTOPOIro MOXET BbITb pa3/iyeH B
3aBUCMMOCTM OT AOMONHUTENbHbIX HACTPOEK MapaMeTpoB B

ocC
«[MonuTunka ynpasneHus napaMeTpamu nepeHanpasneHus | YnpaeneHue nepeHanpasneHMeM NpuHTEPOB. MoXHO
NpUHTEPOB» 3anpeTUTb NepeHanpasieHue, PaspeLlnTb NepeHanpasnaTb BCe
NPUHTEPbI UM TONBKO BblBpaHHbIE NOMb30BATENEM.
MpuMeHUMoOCTS:

= BPM (RDP, SPICE, TERA);

* aBTOHOMHble MawuHbl (RDP, TERA);

* TepMUHanbHble ceccun MS RDS;

= onybnunkoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

= onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHasbHble ceccum MeTanocTtaBwmka MS RDS;

= 0ony6nMKOBaHHbIE MPUIOXEHUS MeTaNoCTaBLWwmKa MS
RDS;

* TepMWHasbHble ceccnm MeTanocTaBwmka STAL;

= onyb6nnKoBaHHbIE MPUIOXeHUs MeTanocTaBwmka STAL.

Bo3MoxHble 3Ha4eHus:

* «He nepeHanpasnaTb» (N0 yMon4aHuo);
» «[lepeHanpaBnaTb BCe»;
» «[lepeHanpaBnaTb BbIGpaHHbIe MNOb30BaTENIEM»
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HasBaHue nonutukm OnucaHue

«[TonnTunka ynpasneHuns nepeHanpasieHneM ANCKOB U YnpasneHue nepeHanpasneHneM MCKOB U KaTaloro..
nanok» MpumeHnMocTb:

= BPM (RDP, SPICE, TERA);

* aBTOHOMHble MawuHbl (RDP, TERA);

* TepMuHanbHble ceccun MS RDS;

* onybnunkoBaHHble NpunoxeHuns MS RDS;

* TepMuHanbHble ceccumn STAL;

= onybnunkoBaHHble npunoxenus STAL;

* TepMWHanbHble ceccum MeTanocTaswmka MS RDS;

* 0onybnMKOBaHHbIE MPUIOXKEHUS METANOCTaBLWMKa MS
RDS;

* TepMUHasbHble ceccum MeTanocTaslmka STAL;

= onybnnKoBaHHbIE MPUNIOXEHUsT MeTanocTaBwmka STAL.

Bo3MoxkHble 3HauyeHus:

» «Pa3pewnTb nepeHanpaeneHue»;
* «3anpeTuTb nepeHanpaBneHune» (Mo YMONYaHWIo)

& B Termidesk Bepcun 5.1 nepeHanpaBneHne AUCKOB U
KaTasoroB BbIMOMHSAETCS BCEraa.

«[MonuTunka ynpaeneHus nepeHanpaeneHnem 3syka (ayano | YnpaeneHue nepeHanpasneHMeM 3ByKa B npotokosne RDP.

v MukpodoH) (RDP)» MpuMeHnMoOCTS:

= BPM (RDP);

* aBTOHOMHbIe MawwunHbl (RDP);

* TepMUWHanbHble ceccum MS RDS;

= onybnukoBaHHble npunoxeHus MS RDS;

* TepMUHanbHble ceccum MeTanocTaswmka MS RDS;

* onybAMKOBaHHbIE NPUIOXKEHUS MeTanocTaBLmka MS
RDS;

* TepMUHasbHble ceccum MeTanocTaslmka STAL;

= 0onyb6nnKoBaHHbIE MPUNOXEHUss MeTanocTaBwmka STAL.

Bo3MoxHble 3HaueHus:

* «He ucnonbsyetca» (Mo yMonyaHwmio);
» «Pa3spewnTb nepeHanpaBneHme»;
* «3anpeTuTb NepeHanpasneHne»

«[MonuTuka ynpaeneHus nepeHanpaeneHmem YnpaBeneHue nepeHanpasaeHUEM MOC/IeA0BaTE/bHbIX MOPTOB
nocnenosaTesibHbix noptos (RDP)» ans npotokona RDP.
MpuMeHUMoOCTS:
= BPM (RDP);

* aBTOHOMHble MawwuHbl (RDP).
Bo3MoyHble 3HaueHus:

* «Pa3pelwnTb NnepeHanpasneHve»;
* «3anpeTuTb NnepeHanpasneHune» (Mo yMONYaHUIO)
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HasBaHue nonntuku

OnucaHue

«[MonuTuka ynpaeneHus crnaxusaHuem wpudros (RDP)»

YnpaBneHue crnaxusaHueM LIpUGTOB, 0TOBpaXKaeMbIx
akpaHoM PM, nna npotokona RDP.
MpuMeHUMOCTb:

= BPM (RDP);

= aBTOHOMHbIe MawunHbl (RDP);

* TepMUHanbHble ceccum MS RDS;

* onybnunkoBaHHble Npunoxenuns MS RDS;

* TepMWHanbHble ceccumn STAL;

= onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* ony6aMKOBaHHbIE NPUIOXKEHUA MeTanocTasLmka MS

RDS;
* TepMWHasbHble ceccum MeTanocTaelmka STAL;
= onybnnKoBaHHbIE NpUIoXeHUs MeTanocTaswmka STAL.

Bo3moykHble 3HaueHus:

» «Pa3pewnTb crnaxuBaHue» (Mo yMonyaHuio);
* «3anpeTuTb CrnakmusBaHve»

«[Monutuka ynpaeneHus cxkatuem (RDP)»

YrpaBieHne MCMob30BaHUEM CXKATMS AaHHbIX Npu
B3anmogencTenm ¢ PM no npotokony RDP.

Ecnv nonutuka nmeet 3HaveHune «He 3agaHo», To oHa He ByaeT
npuMeHaTbea Ha PM, Takum o6pasom agMUHKUCTpaTOp
COXPaHSAET BO3SMOXKHOCTb YMNpaBneHus napameTpamm
NOAKIOYEHUS CPEACTBAMM KOHTpPO/Iepa JOMeHa.
MpyuMeHUMOCT:

= BPM (RDP);

* aBTOHOMHble MawuHbl (RDP);

= TepMuHanbHble ceccun MS RDS;

* onybaunkoBaHHble NpunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

= onybnunkoBaHHble Npunoxenus STAL;

* TepMUHanbHble ceccum MeTanocTaswmka MS RDS;

* onybAMKOBaHHbIE NPUIOXKEHUS MeTanocTaBLmka MS

RDS;
* TepMUHasbHble ceccum MeTanocTaslmka STAL;
= 0onyb6nnKoBaHHbIE MPUNOXEHUss MeTanocTaBwmka STAL.

Bo3MoxHble 3HaueHus:

* «BkntoueHo» (No ymonyaHuio);
= «BbikntoueHo»;
= «He 3apaHo»
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HasBaHue nonntuku

OnucaHue

«[MonuTtuka ynpasneHus tunom cetu (RDP)»

YnpaBneHue TUNOM CETEBOIO MOAK/HOUYEHUS, UCMOJIb3YEMOr0
npuv noaxntoveHmn Kk PM no npotokony RDP.
MpuMeHUMOCTB:

= BPM (RDP);

= aBTOHOMHbIe MawunHbl (RDP);

* TepMUHanbHble ceccum MS RDS;

* onybnunkoBaHHble Npunoxenuns MS RDS;

* TepMWHanbHble ceccumn STAL;

= onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHa/bHble ceccum MeTanocTaswmka MS RDS;

* ony6aMKOBaHHbIE NPUIOXKEHUA MeTanocTasLmka MS

RDS;
* TepMWHasbHble ceccum MeTanocTaelmka STAL;
= onybnnKoBaHHbIE NpUIoXeHUs MeTanocTaswmka STAL.

Bo3moykHble 3HaueHus:

= «Mopem»;

* «HW3KOCKOPOCTHOE LLUMPOKOMOIOCHOE MOAKIHOUEHMEY;
* «LlnpokononocHoe noakntoveHme»;

* «BblcokockopocTHOE LLMPOKOMONAOCHOE MOAKITOYEHMNEY;
= «[nobanbHag ceTb»;

» «JlokanbHas ceTb»;

= «ABTO» (NO yMONYaHuo)

«[Monutnka ynpasneHus yposHem cxkatusa (RDP)»

YnpaBneHue ypoBHEM CXaTusi AaHHbIX, NPWY B3aUMOAENCTBUU C
PM no npotokony RDP.

Ecnv nonutuka nmeet 3HaveHune «He 3agaHo», To oHa He 6GygeT
NPUMEHATbLCS, TaKUM 06pa3oM agMUHUCTPATOP COXPaHAET
BO3MOXHOCTb YMpaBneHUsi MapaMeTpaMm MOAKIHOUEHMUS
cpeacTBaMuM KOHTpoOJiepa AOMeHa.
MpuMeHnMoOCTS:

= BPM (RDP);

* aBTOHOMHbIe MawwurHbl (RDP);

* TepMUWHanbHble ceccum MS RDS;

= onybnukoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

* onybnunkoBaHHble npunoxkeHus STAL;

* TepMWHasbHble ceccumn MeTanocTaswmka MS RDS;

* 0ony6AMKOBaHHbIE MPUIOXKEHWUS MeTanocTaBLmka MS

RDS;

* TepMWHasbHble ceccum MeTanocTaswmka STAL;

* onybAnKoBaHHbIe NPUIOXKEHUS MeTanocTaBLwmka STAL.
Bo3MoykHble 3HaueHua:

= «0»;

* «1» (no ymonuyaHuio);

= «2»;

= «He 3apaHo»

«[MonHo3akpaHHbIM pexxum (SPICE, TERA)»

YnpaeneHue paboTon B MOAHOIKPAHHOM peXxxnume ans
npotokonoe SPICE n TERA.

MpumenumocTs: BPM (SPICE, TERA).
Bo3MoyHble 3HaueHus:

= «BkntoueH» (Mo ymMonyaHuio);
* «BbikntoueH»

«Pa3spelueHne BMaeOKaMepbl B NPOTOKOSIE AOCTaBKM
"SPICE (vdi-viewer, akcnepum.)", RDP»

JonycTumble paspelueHus Buaeokamepsl B npotokonax RDP,
SPICE, TERA.

MpuMeHUMoOCT:

= BPM (RDP, SPICE, TERA);
= aBTOHOMHble MawwuHbl (RDP, TERA).

3HaueHue no ymonyaHuto: «320-2560x240-1440»
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HasBaHue nonntuku

OnucaHue

«Pa3pelueHHble hopmaTbl Nnepesasaemble bydhepom obMeHa
knnenTa (RDP, SPICE, TERA)»

MonuTtuka onpenensieT paspeLleHHbIN GopMaT 3anucent B
bydepe obMeHa. B 3aBUCMMOCTM OT HanpaBneHUs nepeaaqu
nepez, oTNpaBKOW UKX NMOC/e NoNyYeHus AaHHbIX U3 bydepa
06MeHa 3anpaLLmMBaeTCsS UX TUM U COMOCTABNSETCS C
paspeLleHHbIMKU 3Ha4YeHnsaMU. B 3aBrucMMocTM OT TUna
nepeaaya faHHbIX pa3peLlaeTcs UM 3anpeLuaeTcs.

[Ons coBMecTuMocTu ¢ npeapiayimmm sepcusimm MO
Termidesk Viewer ncnonb3yeTca 3HaYeHUE MO YMOMHAHMIO.
MpuMeHUMoOCTS:

= BPM (RDP, SPICE, TERA);

* aBTOHOMHble MawuHbl (RDP, TERA);

* TepMuHanbHble ceccun MS RDS;

= ony6nunkoBaHHble npunoxeHus MS RDS;

* TepMuHanbHble ceccum STAL;

= onybnunkoBaHHble npunoxenus STAL;

* TepMUHasbHble ceccum MeTanocTaswmka MS RDS;

* 0ony6nMKOBaHHbIE MPUIOXKEHUS METANOCTaBLWMKa MS

RDS;
* TepMUHasbHble ceccum MeTanocTaslmka STAL;
= onyb6nMKoBaHHbIE MPUNOXEHUsT MeTanocTaBwmka STAL.

Bo3MoxkHble 3HaueHus:

= «Jltoboi» (No yMonyaHuio);
= «TekcT 6e3 hopMaTMpoBaHUS»

«YpaneHuve paboyero Mecta nocne»

MonuTtuka onpenensiet cobbiTMe, NOCIE KOTOPOro byaeT
npouvsseneHo yaaneHue PM. PaboTaeT cOBMECTHO C MOAUTUKON
«[JlencTteure npu Bbixome nonb3osatens ns OC».
MpuMeHUMoOCTS:
= BPM (RDP, SPICE, TERA);
* TepMWHasbHble ceccum MeTanocTaewmka MS RDS;
* ony6aMKOBaHHbIE NPUIOXKEHUA MeTanocTasLmka MS
RDS.
Bo3MoykHble 3HaueHua:
= «[locne cobbiTua Bbixona nonb3osatens u3s OC» (no
YMONYaHUIO);
= «[lMocne cobbITUA 3aBEPLLEHUSA CUHXPOHM3ALMM NpodUNa»
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HasBaHue nonntuku

OnucaHue

«YKasaTb NyTb 4115 NepeMeLlaemMoro npobuns
nonb3oBaTtens cny>6 yaaneHHoro pabouero ctona (RDP)»

Mo yMonyaHuto cny>k6bl yaaneHHbIX paboumx CTONOB XPaHAT
BCE Npoduan Nonb3oBaTesNen I0KaJibHO Ha CepBEpE y3a
ceaHca yaaneHHbIX paboyumx ctonos. MonuTtuka gencreyeT Ha
OC Microsoft Windows.

MonuTtuka ncnonbayeTtcs ANs yKasaHWs obLLero ceTeBoro
pecypca, B KOTOPOM Npodurv Nosib3oBaTeNien MoryT
XPaHWUTbCS LEHTPaIn30BaHHO, MO3BO/AS MNOb30BaTENIO
nosnyyaTb AOCTYN K OAHOMY U TOMY e nNpoduto Ans ceaHcoB
Ha BCEX CepBepax y3/a CeaHCOB YAaleHHbIX paboynx CTO/OB,
HACTPOEHHbIX Ha UCMOb30BaHWe 0BLLErO CETEBOrO pecypca
Ans npodunen nonb3oBaTesnen.

an 3a4aHNN 3HaYeHUda ong NONUTUKH, CJ'Iy)K6bI yp,a.l'leHHbIX
pabounx cTonoB ByAYT NCNONb30BaTb YKa3aHHbIN NYTb B
KayecTBe KOPHEBOro KaTtasora ana scex npodunei
nonb3oBaTenen.

HenocpeacTteeHHo npodunn 6yayT coaepyaTbca BO
B/IOXKEHHbIX KaTaslorax, Ha3BaHHbIX MO UMEHU YYETHOM 3anncm
Kakaoro nosb3osaTens %USERNAMEY%, KOTOpble NOSIBATCS Ha
CeTeBOM pecypce aBTOMaTUYeCKM NOC/e NOAK/IHOYEHMUS
nosnb3oBarens.
Mpwu n3mMeHeHUM NonnuTUKKU TpebyeTca nepesarpyska BM unu
TepMMHaJIbHbIX CEPBEPOB.
3aBUCKT OT NONUTUKK «Mcnonb3oBaTb 0ba3aTesibHble NpodUIm
Ha cepBepe y3Na ceaHca yaaneHHbIx paboymx ctonos (RDP)».
®opMaT ykasaHus ceTeBoro pecypca (npumep): \
\UmMsA_KomnbloTepa\uvsa_obwero_pecypcal.
MpuMeHUMoOCTB:

= BPM (RDP);

* aBTOHOMHble MawwuHbl (RDP);

* TepMWHasbHble ceccum MeTanocTaBwmka MS RDS;

* 0onyb6AnKOBaHHbIE NPUIOXEHWUS MeTanocTaBLwmka MS
RDS.

3HaueHue no YMON4YaHUIO: «He 3a4aHO»

RDS (RDP)»

«YCTaHOBUTb AOMALLHMIA KaTaslor NOb30BaTeNsa Cyx6

MonuTtuka ykasbiBaeT, ByayT nm ciy>xbbl yaaneHHbIx paboumx
CTO/IOB MCMONb30BaTh YKa3aHHbIN CETEBOI PECYPC UK NMYTb K
NOKaNIbHOMY KaTaslory B Ka4eCcTBe KOPHEBOro KaTasiora
[LOMaLLHero KaTanaora nosb3oBaTens s ceaHca Cnyx6
yAaneHHbIX paboumnx ctonos.. MNonutuka aencreyet Ha OC
Microsoft Windows.

®opmaT ykasaHus ceTeBoro pecypca (npumep): \
\UmMsA_KomnbloTepa\uvsa_obwero_pecypca\.

Mpu “3MeHeHMM NONUTUKM TpebyeTca nepesarpyska
TepMUHasbHbIX CEPBEPOB.

MpuMeHUMOCTb:

* TepMUHasbHble ceccum MeTanocTaswmka MS RDS;
* onyb6aMKOBaHHbIE NPUIOXKEHUA MeTanocTasLmka MS
RDS.

3HaueHue no YMON4YaHUO: «He 3a4aHO»

8.4 . O6beanHeHue ¢oHaoB B rpynnbi PM

Mpynnbl PM oTobpaxkatoTcs Kak caMoCTosTeNbHblE pa3fesbl B MHTepdence nonb3osatens. [pynnel PM

ABNAKOTCA NOrM4YeCKUM MpuU3HakKoMm, no KOTOPOMY MOXXHO O6'be,EI,MH9ITb 0T06pa>KeHv1e CI)OH,EI,OB PM ana

rnosib3oBaTeneu.
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Ons nobaBneHus rpynnbl aaMuHUCTpaTopy Termidesk cnepyet nepentn «HacTtporiku - Mpynnbl paboumx
MeCT» M HaxaTb 3KpaHHyt kHornky [Co3parb], 3aTeM 3anonHWUTbL AaHHble, NepevyncieHHble B cTonbue
«[MapameTp» cnenytroLler Tabaumubl (cm. Tabnuua 64).

Tabnuua 64 — HaHHble ans obbeamHeHms doHgoB BPM B rpynnbi

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HaMMeHoBaHMe rpynnbsl PM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCAaHUS Ha3HaYeHUs!
rpynnesl PM
«[MproputeT» MpenmyiecTBo ncnonb3osaHus rpynnbl PM B «[lopTane nonb3osatensa»

LOna pepaktupoBaHusa rpynnbl PM B Termidesk Hy)KHO nomMeTuTb HeobXoOMMYIO Tpynmny M Ha)kaTb
3KpaHHY KHoMKy [U3mMeHuTb].
LOna ynanenusa rpynnel PM B Termidesk Hy>kHO MOMeTUTb HEOBXOAMMYIO TPYMNYy M HaXkaTb 3KPAHHYHO

KHoMKy [YmanuTb).

8.5 . My6nukauma poHaa PM

My6bnukaums doHoa PM noseonsetr coszmate PM BHyTpu ¢oHOa B COOTBETCTBUMM C 33a4aHHbIM B
HaCTpOMKax KOMMYECTBOM MU OBHOBUTbL yxXe umerowmecs BHYTpu cdoHaa PM u noarotoButb ux ans

OaNbHENLLErO NCNONb30BaAHMUS.

Ona nybnukaumm doHaa PM cnenyet nepentn «Paboume mecta - PoHabl» M B cBOgHOM Tabnuue B
ctonbue «HasBaHne» BbIOpaTb HAMMeEHOBaHMe GoHAaA.

Ha oTkpbiBlwenca cTpaHuue B pasgene «lybnukaumm» HaxaTb 3KpaHHyt kHonky [Co3paTtb]. B okHe
NoATBep)KAeHUA NybankKaumm nocne BBoAA OMNUMOHANIbHOIO TEKCTOBOINO KOMMEHTapUsi HaXkaTb 3KPaHHYH

kHonky [Ony6nukoBaTtb] ans 3anycka 3aaauv obHoBneHus doHaa PM.

® [Ona ¢doHOoB, CO30aHHLIX Ha OCHOBE MOCTaBWMKOB pecypcoB VMware vSphere, oVirt, npu
ny6nvKauumn Takxxe AoCTyneH Bbibop cHMMKa BM (cHanwoTa), koTopbiv ByaeT MCNonb30BaH Ans
dbopmuposaHua PM.
My6bnukauma doHga PM npumeHuma Takxke K ¢OHAY aBTOHOMHbIX MalWH (CM. noapasgen
[ob6aeneHne ¢oHAa aBTOHOMHbIX MawuH). Mpu nepenybnmkaumMm ¢doHAa aBTOHOMHbIX MalUMH
Ha3Ha4YeHHbIe MalUMHbI He ByayT yaaneHbl.
Mpu nybnukauum doraa PM ByneT poctyneH BbiI6op AENCTBUS, MPUMEHMMOIO K YYETHOM 3amnuncu
PM. OnucaHne pencteui npuBeneHo B napameTtpe «[lelcTBue C y4eTHOWM 3anmMcbio paboyero
mMecTa» nogpasgena Obwue cucteMHble napaMeTpbl Termidesk.

HaxaTtune skpaHHon kHonku [OTMeHUTB] He Bbi3biBaeT 06HoBNeHUs dhoHaa PM.
Mporpecc BbiMonHeHMs nybnavkauum bGyaeT oTobpaxkeH B 3TOM e pasgene. MHamkatop nporpecca
OTHOCMKTCA TONbKO K co3gaHuio BM B kewe (BM, nogaep>kvBaeMbix B OnpeaeneHHOM COCTOSIHUM) U He

oTobpaXkaeT GakT nony4veHus nosnbsoBaTtenem PM.
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CyLLecTBYOT HECKONBbKO COCTOSIHUI NyBnnKaumm, oTpaxaemMbix B ctonbue «lMporpecc»:

» «MpeT cospaHne BM», nHamMkaumsa cepbiM LUBETOM (cM. PucyHok 58) - Ha4anio npouecca nybankauuu;

» «MpeT cospaHve BM», MHAMKaumMs CUMHUM UBETOM (cM. PucyHok 58) - HEMOCPEACTBEHHO MpoLecc
BbINOJIHEHUSI MYBAMKauuM, NpU KOTOPOM BbIMOMHSAETCA obpalieHMe K MOCTAaBLUMKY pPecypcoB M

co3gaHue BM;

(® Yactota 0bHOBNEHMS Mporpecca 3aBUCUT OT 3HAYEHUS MHTEpBana OBHOBMNEHMS ANa Tabnuubl
«Mybnukaumm». OTOOpaXKaeMbIM LIBET U TEKCT 3aBUCAT OT COCTOSIHUS NyBnnKaumm.

Paboune mecTa Monb3oBatenu v rpynnel [MpoTokonbl AoCTaBKW My6ankaymn Kypran
MNy6nnkauwnn
CUll10ceny.- CosgaTtb OTMeHUTL
Pepgakumsa . [fata nybavkaummn CocTtoaHne Mporpecc MpuunHa
2 21.06.2023, 17:41:31 MoaroToBka

WMaéT cozganne BM...

MawwH B nporpecce: 0 us 2

1 21.06.2023, 17:18:54 JelicTBUTENBHBIR
WMpaéT cozgadme BM...

MawwH B nporpecce: 1 us 2

15 v | HacTp. 1-2u32 AN

PucyHok 58 - MHaukauma nporpecca BbINoNAHeHUs nybamnkaumm co ctatycoM «MpeT cozgaHmne BM»
» «[lybnukauus ycnewHo 3aBepLleHa», MHAMKAUMSA 3eMEeHbIM LBETOM (cMm. PucyHok 59) - mybnuMkaums
BM B kewwe 3aBeplieHa. MNpu Bbigadye PM 13 kewwa nporpecc BHOBb BEPHETCSA Ha Hayano npouecca

nyo6nMkaumu;
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Pabouume mecTa MNone3oBatenu v rpynnol [MpOTOKONBI AOCTaBKM Myenankaumm HKypHan
Myé6nnkaunmn
C| 10cek ~ Cosgatb OTMEeHWTBL
Pepakuns . fAaTa nybnukaunn CoctoAHne Mporpecc MpuunHa
1 21.06.2023, 17:59:29 JefcTEMTensHbIR
My6nukaLms ycrnewHo 3asepLueHa o

MoToBo MawmH: 1 K3 1

15 ~ |HacTp. 1-1m31 il 1\m3l | > | >

PucyHok 59 — MHaukaums nporpecca BbiNosHeHUs nybankauum co ctatycoMm «lybnmnkaums ycnewHo
3aBepLUeHa»
* «Bo Bpems nybnukauuM BO3HMKNA OLIMOKa», WMHAMKALMUA CEPbIM LBETOM C MUKTOrpaMMomn
KpacHOro uBeTa (cM. PucyHok 60) - MpoLecc NybsvKauMy 3aBepLunfics C OLIMOKOM, TEKCT OLIMOKMU

oTobpasuTcs B ctonbue «lMpuumHa;

Pabouue mecTa Mone3oBateny v rpynmnel MpoTokonbl 40CTaBkK Myénukaumm KypHan
Nybnnkaumm
CliDiceca Cozgatb OTMEHWTbL
Pepakuwa  fata nybnukauum CocToAHWe Mporpecc Mpu4nHa
1 14.06.2023, 17:04:33 YananeH
Mybnwikauna yaaneHa
3 21.06.2023, 16:22:56 Owwbka OpenNebula error
Bo BpemA ny6AvKaLMK BO3HNKNa ownbka @ 16384: "

[one.template.clone]
loToBo MawwH: 0 n3 1 Error allocating a
new virtual machine
template. NAME is
already taken by

TEMPLATE 52."
2 21.06.2023, 16:20:47 JelcTBnTensHbIA
NpéT cozgaHune BM...
|
MawwH B nporpecce: 1 us 1
1-3us3  « < 1 w31 i

15 v |HacTp.

PucyHok 60 — MHaMKauns BOSHUKHOBEHUSI OLLMBKM NpU Nybamnkauum
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» «lMybnukauma ypaneHa», 6e3 uWHAMKAUMKM - WHGDOPMUPOBAHME O 3aBEPLUEHUWN YyOANEHUS
nyénvkauuu. MonyumTb faHHOE COCTOSIHME MOXKHO MPU MHULMMPOBAHMM HOBOW Mybnavkaumu (B
TaKOM C/lyyae cTapasi nybnvkaumsa yaansertcs);

» «[lMybnvkauma yacTMyHO yganeHa», 6e3 MHAMKAUUKU - MHPOPMMPOBAHUE O YAaCTUUYHOM YyAANEHWUU
npeablaywen nybnukaumm. B 3To cocTosiHve nybnukauumsi nepexopuT, ecniv B ¢OHAE €CcTb
Ha3Ha4yeHHasa 1 ucronbsyemasa BM, n napametpy «Cpok aencteus yctapesiuen nybankauum» (cm.
noapasaen O6wme cucteMHble napameTpbl Termidesk) 3agaHo 3HaueHme «-1»;

» «HeT mawuH B Kewe 1-ro v 2-ro ypoBHen», 6e3 MHAMKaUMK - MHHOPMMPOBaHME 06 OTCYTCTBUM
BM, noppep>xuBaeMbix B Kewe 1-ro v 2-ro ypoBHen. DTO O3HaA4aeT, YTO B HacTpoMhkax (oHaa
napameTpbl «Kew pabounx MecT 1-ro ypoBHa» u «Kew paboumx MecT 2-ro ypoBHA» He 3adaHbl

(&ns HUX BbIOpaHO 3HauveHMe «0»).

& CocrosiHne «HeT MawuH B kewwe 1-ro 1 2-ro ypoBHen» He 0TobparkaeTcs ans hoHAA aBTOHOMHbIX
MaLLUWH.

[Ons oTMeHbl cywecTBytowen nybnmkaumm ponaa PM cnepyet nepentu «Paboune mecta - @oHapi» U B

cBoaHoM Tabnuue B ctonbue «HasBaHMe» BbIGpaTb HauMeHoBaHWeE GoHAa.
A OTMeHa nybnvkauum Bo3MOXKHa, ecnmn nybankaumus He HaxoaMTca B cTatyce «JenCcTBUTENbHbINY.

Ha oTkpbiBlwenca cTpaHuue B pasgene «[ybnnkauum» Hy>XHO HaXaTb 3KpaHHYt KHonky [OTMeHUTD].

OTmeHa nybnukauuum ypanset PM us poHaa, a Takke napameTpbl KoHPUrypaumm doHaa us Termidesk.

8.6 . HasHaueHue nonb3oBatene poHgy PM
®oHpy PM MOXHO Ha3Ha4yaTb Nonb3oBaTeNien, KOTOPbIM 3TOT hOHA, ByaeT AOCTYMEH.

Ons nobaeneHuns HoBoro nonb3osatens kK GoHay PM cnepyet nepentu «Paboune mecta - @oHapi» 1 B
cBoaHoM Tabnuue B ctonbue «HasBaHue» HaxaTb Ha HaMMeHoBaHWe doHaa. Ha oTKpbIBLLENCSA CTpaHULe
B pasgene «[lonb3oBaTenu W rpynnbl» HaaTb Ha 3KpaHHyk kHonky [Co3patb] B 06Gnactu

«[Tonb3oBaTenn».

& [obasneHve nonb3oBaTens AoMeHa OyaeT AOCTYMHO TOJIbKO B TOM CJlyyae, eciu MoJib30BaTesb
XOTS1 Obl 0OAMH pa3 ocyLlecTBu BXog B «[MopTan nonb3oBaTens» nog CBOeM y4YeTHOM 3arucChbio.

8.7 . HasHaueHue rpynn goctyna ¢oHgy PM

®oHay PM MOXKHO HasHayaTb rpynnbl MOMb30BaTeNEN AOMEHA ayTEHTUPUKALMU, KOTOPbIM 3TOT OHA

OyOeT [OCTYMeH.
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Lna nobaesneHumsa HoBou rpynnbl K doHay PM cnenyet nepentn «Paboume Mecta - @oHAbI» U B CBOAHOM
Tabnuue B ctonbue «HaseaHMe» HaXkaTb Ha HaMMeHoBaHMe doHaa PM.

Ha oTtkpbiBwenca cTpaHuue B pasgene «[lonb3oBaTenyM M rpynnbi» HYXXHO Ha)XaTb 3KPaHHYHO
kHonky [Co3paTb] B 0bnactu «pynnbi». B okHe nobaBneHns obbekTa 13 BbiNadatoLLEero cnmcka BbibpaTb
HEeobXoANMbIM AOMEH ayTEHTUMMKALMK, a 3aTEM TPEBYEMYIO AN HEFO Fpynny.

Onsa ynaneHus rpynnbl u3 hoHAa MCNONb3yeTcs 3KpaHHas KHonka [YaanuTb).

& [obaeneHuwe rpynnbl nosb3oBaTeniel AoMeHa OyaeT BO3MOXHO TOJSIbKO B TOM CJlyyae, eciu

yKa3aHHas rpynna cyliecTsyeT B Cny)kbe kaTanora u nobaeneHa B AOMEH ayTeHTUdUKaUMK B
Termidesk.

8.8 . HasHaueHue npoTtokonos ¢poHay PM

®oHay PM Mo)KHO Ha3HadaTb AOCTYMHbIE AJ1S HEFO MPOTOKOJIbl 4OCTaBKM KaK Ha 3Tare HacTPOWKKU Mpu
nomowm «Mactepa nybnmkaumm dboHaa», Tak U nocne.

[na nobaBneHuss HoBoro NpoTokona goctaBku doHay PM cnenyet nepenitn «Paboume mecTa - @oHAabI» m
B CBOAHOM Tabnuue B ctonbue «HasBaHMe» Ha)kaTb Ha HaMMeHoBaHWe GoHAa.

Ha oTkpbiBwenca cTpaHuue B pasgene «[1poTokonbl [OOCTaBKU» HYXXHO HaXaTb 3KpPaHHYH
kHonky [Co3patb]. B okHe pob6aBneHusi obbekTa W3 BbIMAAAMOLLErO CrMCKa BblbpaTb HEOBXOAMMBIN

NMPpOTOKO1 OCTaBKMW.

& [obasneHve npoTtokona pgoctaBkn B ¢doHa BPM 6GymeT mocTynHO TONbKO B TOM Ciy4vae, eciu
HaCTPOeH XOoTa bbl 0OAUH NPOTOKON A0CTaBKU B «KoMnoHeHTbI - [poTokobl AOCTaBKM».

8.9. YnpaBnenue PM

8.9.1. YnpaeneHue TepMUHAJILHBIMU CECCUSAMU B Ha3HaueHHOM ¢oHae PM

B rpaduueckom uHTepdernice ynpaeneHus Termidesk npegycMoTpeHa BO3MOXHOCTb MPOCMOTpPaA
MHbOPMALLMU U YNPABNEHNS TEPMUHAJIbHBIMU CECCUAMM NONb30BaTENEN B Ha3HaYeHHOM doHae PM.

Ons npocMoTpa OCHOBHbIX CBEAEHWUW O CECCUMSX MoMb3oBaTesnen B HasHavyeHHoM doHze PM cnepyer

nepentn «Paboume mecta - MoHAbI», 3aTeM BbIOpaTb HYXHbIM GOHA, NepenTy BO BkAaaky «Pabouue

MecTa» (cm. PucyHok 61).
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E @ TERMI DESI‘( @ @Cmcremﬂuﬁ nonb3osarens (admin123) v

& O0630p

&% KomnoHeHTbl >

£ Hactpoiiku >

= PaGoune mecra »

all MonuTopurr >

E WHbpacTpykTypa >

DoHAB stal

$oHg stal

PaGouue mecTa Monb3oBatenu 1 rpynnel MpoTOKONbI AOCTaBKA KypHan

HasHaJyeHHble MaLLWHbI

C || 10cek ~ CoofieHve || Yaanutb TexobcnyxusaHue v
data Pepakuma = YHukanbHeld | IP-agpec HassaHue  CraTyc CraTyc Wcnonbayetca | Xoct
co3gaHus - na oBHoBNEH WCTOYHWMKA

26.03.2024, UNKNOWN 10.100.254.74 | Unknown AeicTeuTensHblid | 26.03.2024, DESKTOP-

15:55:41 15:55:41 1C2D7FE

15 ~ |[HacTp. 1-1us1 £ | < Tuatl | > >

PucyHok 61 — NMpocMoTp cBeaeHU o0 ceccuax nosib3oBaTenen B HazHadyeHHoOM doHae PM

,DJ'IFI M3MEHEHUS COCTOAHUSA MOAKITHOUYEHMI npeanycMOTpPEHbI 3N1EMEHTbI YNpaBfeHUs (cm. Tabnnua 65).

Tabnuua 65 — DneMeHTbl ynpaBieHUs COCTOSSHMEM TEPMUHANIBHOIO CepBepa

AneMeHT OnucaHue
ynpae/ieHus
«TexobcnyxusaH | MNepesoa BM TepmMuHanbHoro cepeepa B pexkxuM TexobcnyxmsaHus (3HadeHme « BknounTb» B
ne» BbIMNafatoLLEM CMMCKE) UM BbIBOA U3 Hero (3HaveHue «BbikntounTb»).
Pexxnm Texobcny>kmBaHUS - 3TO 3aMpeT Nob30BaTENSM MOAKIHOYATLCS (CO3A4aBaTh HOBYHO Ceccuio) u/
WM NEPENOAKIIOYATLCS NMOBTOPHO B CECCUIO HA TEPMUHANIbHOM CepBepe.
Ecnu y3en HaxognTcs B pexxnMe TeXOBCNYXXMBaHUS, TO:
* MONb30BaTENN MOTYT MOAKIHOYATHCS K CYLLECTBYHOLLMM CeaHcaM, HO He MOTYT 3anyckaTb HOBble
CeaHcbl;
" B CYLLECTBYHOLLEM aKTUBHOM CEAHCE, KOTOPbI Bbla CO34aH A0 BKKOUYEHUS pexxmnma
TeX06CNy>KMBaHUS, MOb30BaTElb MOXET 3aMyCKaTb HOBbIE NMPUIOXKEHMWS HA 3TOM TEPMUHANTBHOM
cepBepe
«YpanuTb» OTkntoueHMe BbIBpaHHOM ceccun Ang TepMUHaNbHbIX NoakntoveHuin. OTobpaykeHue cTaTyca « YoaneH»
B cTonbue «CraTyc» cBUAETENbCTBYET 06 YCMELHOM yaaneHUU CECCUMN.
TepMUHabHble CECCUM TaKXKe MOFYT BbITb YAaNneHbl Ha cTpaHmue «Paboune mecta - MHaneuayanbHble
paboune mecTa»

& Tlocne HaxaTus akpaHHOW KHOMKWU [YAanuTb] NpUHYAUTENbHbIN LITATHBIW BbIXOZ, NONb30BaTeNS
13 OC PM npouzonget B TeueHme 30 cekyHa.
Ceccus nonb3oBaTens Takxke OyoeT aBTOMAaTUYECKU U MPUHYAMUTENbHO 3aBeplLUeHa, ec/u
nonb30BaTesb Obl1 yaaneH WavM AOMeH ayTeHTUUKALMU, B KOTOPbIM BXOAWUT 3TOT MOJIb30BaTENb,
OblN OTK/IFOYEH WU YOANEH.
SkpaHHas kHorka [CooblieHune] He BbI3bIBaeT OTMPaBKY COODLLEHMS B TEPMUHANIbHYHO CECCUIO.
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® [Ona TepMMHaNbHbIX CECCUMM MOXET BO3HWKHYTb CMTyauus, MpU KOTOPOWM CTaTyC Ceccum
oTobpaxkeH KakK «J[encTBUTENbHbIN®, HO WAEHTUDUKATOP €N He Ha3HaveH. Takue ceccum
CUMTAIOTCS HEAKTMBHbIMU U YOANAOTCS MEepUoAMYEecKOM 3afayer, KoTopasi CpabaTbiBaeT C

nHTepsanom 240 cekyHa,.

OcHoBHble NapaMeTpbl Ceccui nepeymcneHbl B ctonbue «[llapameTp» cnegytowen Tabavubl (cwm.

Tabnuua 66).

Tabnuua 66 — OcHOBHblE MNapaMeTpbl CECCUM B Ha3zHaYeHHOM ¢doHae BPM

MapameTtp

OnucaHue

«[aTta co3paHuna»

BPEMEHHaﬂ MeTKa CO34aHnsa ceccum

«Pepakumna»

MopsapkoBbIi HOMep BepcUM ceccum

«YHUKanbHbIN NO»

YHUKanbHbIN MAEHTUDMKATOP ceccum

«|P-apgpec»

IP-appec TepMUHanbHOro cepeepa, K KOTOPOMY YCTaHOBNEHO
MoAK/OYEHUE ceccum

«HaszBaHue»

HOMep ceccuu, Bbl,ﬂ,aHHOﬁ NMoNb30BaTENHO U CCbIJIKa Ha ee XXypHan

«Cratyc»

®nar ncnonb3oBaHMAa ceccum

«CraTtyc obHoBNEH»

BpeMeHHaﬂ MeTKa 06HOBNEHUS CTaTtycCa

«Mcnonb3yeTtca»

Mnar Ha3HayeHUs ceccum

«XOCT UCTOYHMKA»

HanmMeHoBaHune MHULMaTopa ceccnm

«IP ncrtouHmka»

IP-appec vHMumnaTopa ceccum

«Bnapeneu»

Cyb6bekT, MHULUMUPOBABLUUK BblAAYy CECCUU

«Bepcusa areHTa»

Bepcusi koMnoHeHTa « AreHT», YCTaHOB/IEHHOMO Ha TEPMUHAJIbHOM
cepBepe

8.9.2 . YnpaeneHue coctossHnem BM B HazHayeHHOM ¢poHae PM

Termidesk nopnepkvBaeT ynpaBneHMe COCTOSIHMEM HasHadeHHbix BM pgna PM, cospaHHbIX pns

cnenyroLmx NoCTaBLUMKOB PeECYpPCOB:

* [1K CB bpecT (0b6s3aTenbHas ycTaHOBKa KOMMOHEHTa «AreHT y3na BUPTYyanunsaumm»);

= zVirt;

* PE[ BupTtyanusauus;
» OpenStack;

= oVirt;

= VMware vSphere.

[na npocMoTpa cnucka un ynpaeneHus coctosHnem BM B doHoe PM Heobxoomnmo nepentn «Paboune

MecTa - @oHabI», 3aTeEM BbIbpaTb HY>XKHbIN hoHA BO BKnagke «Paboune Mecta» (cm. PucyHok 62).
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A OTobpaxkeHne cnmucka OyoeT A[OCTYMHO oOnepaTtopy, €C/iM Yy Hero ecTb MoJb30BaTeslbCKoe
pa3pelueHue «l1pocmMoTp hoHA0B paboumx MecT».
YnpaeneHune coctosHveM BM 6yneT AOCTynHO onepaTtopy, €Civ Yy HEro ecTb MoJb30BaTeIbCKOe
paspeLueHue « YnpasneHue nutaHMeM hoHA0B paboumx MecT».

) TERMIDESK ®

@ CucTemMHBIN Nonb3osaTens (Isadmin) v

&k 0630p

Dorgsl Fond1

& KOMMOHEeHTHI > ®oHg Fond1
- Pabouwe Mecta Monb3oBatenn 1 rpynnsl MNpoToOKOAbI AOCTABKW MyGnnkaumm KypHan
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PucyHok 62 — CTpaHuua yrnpaBieHUs COCTOIHMEM Ha3Ha4veHHbix BM

Kaxkaas 3anmcb cnmncka conpoBoXAaeTcsa MHAUKaLMen cocTosHua BM.

Tabnuua 67 — Mugukauma coctoaHua BM

NHpamkaumsa OnucaHue

(2,

CocTosiHue HeuseecTHo. CTaTyc nosiensieTcs, Korga coctosiHue BM He nogxoout noa
npvBeneHHble HUXKe. Takoe COCTOSIHUE TakKe MOXET CBUAETENIbCTBOBATb, UTO B oHAE,
KOTOpOMY MpuHaanexuT PM, He noaaepxvMBaeTcs yrnpasieHue cocTosHreM BM.
SkpaHHble kHonkw [3anyck], [Maysa], [Bbikn (6e3onacHo)], [MepesarpysuTb
(6e30nacHo)] 6ynyT HeAOCTYMHbI AN UCMOIb30BaHUS

BM BknoueHa

>

BM HaxoguTca B crisiLeM pexume

BM BbiksitoueHa

Ons mn3mMeHeHus coctosHMa BM npenycMOTpeHbl 3neMeHTbl ynpaBneHus (cm. Tabnuua 68). YNpasneHue

coctosHem BM 6ypeTt pocTynHo paxke npu nepesoge BM, doHaa PM unm nocrtaBwwmka pecypcos B
PEXXUM TEXOOCNYXXUBAHUS.

Tabnuua 68 — DneMeHTbl ynpaBneHus coctosHem BM

DneMeHT OnucaHne
ynpaBneHus
«3anyck» MHuummpyeT npouecc ctapta BM
«[Mayza» MpuocTaHasnunBaeT paboty BM, c coxpaHeHMeM TeKyLLEero cocTosiHuS
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OneMeHT OnucaHue
ynpaefeHus
«Bbikn MHuummpyeT npouecc 6e3onacHoro oTkatoveHnss BM, c 3aBepLUeHMEM aKTUBHbIX MPOLLECCOB U
(6e3onacHo)» COXpaHEHWEM JaHHbIX.
[ ns 6esonacHoro oTkntoveHns BM, pasmeleHHon Ha VMware, Hy)KHO LOMONHUTENIbHO YCTaHOBUTb
ytunutbl (VMware Tools) B roctesyto OC.
[ns npuHyauTenbHoro BbikatoveHns BM B packpbiBatoLLeMca CMCKe 31eMeHTa yrpaBaeHus cieayeT
HaxkaTb 3KpaHHYO KHOMKY [BbikaounTb]
A TpuHyauTenbHoe BbikatodeHe BM MoxeT npuBecTu K notepe HECOXPaHEHHbIX AAHHbIX UK
nospexxaeHuto roctesomn OC.
«[epesarpysunTtb MHuummpyeT npouecc 6esonacHon nepesarpysku BM, npumeHsas nsmeHeHus B KOHGUrypaumm unm
(6e3onacHo)» rocteson OC.
[ns 6esonacHom nepesarpysku BM, pasmelueHHor Ha VMware, Hy>XHO JONONHUTENBHO YCTaHOBUTb
ytunutbl (VMware Tools) B roctesyto OC.
[Ons npuHyauTenbHon nepesarpysku BM B packpbiBatoLLeMcs cnucke afnemMeHTa yrnpaBieHus crneayet
HaxkaTb 3KpaHHYto kHonky [[epesarpysutb]
A TpvHyauTenbHas nepesarpyska BM 3aBepiaet akTuBHble ceccum rocteBor OC 1 MoxkeT
NPUBECTM K MOTEPE HECOXPAHEHHbIX AaHHbIX.
«CoobLueHne» OTnpaBka coobuieHus nonb3oeatensm PM. OTnpaeka coobLieHUs BO3MOXHa, ecniv napameTtp «Cratyc»
numeeT 3HadyeHue «encTeuTtensHbin» unmn «lMogrotoeka». BM npu 3Tom HeobsazaTenbHO A0MKHa
HaxXxoAamMTbCs B COCTOsIHMU « BintoueHa» (Hanpumep, BM MoseT BbITb B cocTosiHMKM «puocTaHoBneHa»)
«BoccTaHoBUTL» | DNEeMeHT JOCTYMeH TObKO A5 nocTaBLmkoB pecypcos zVirt, oVirt, VMware vSphere. NMpoussogut
Bo3BpaT BM Kk cHUMKY (CHanwoTy), CO34aHHOMY Ha 3aBepLUAtOLLEN CTaaMmM noarotoBku PM, To ecTb k
COCTOSIHUIO J0 MOMeHTa 3aTpeboBaHma PM nonb3osatenem.
BoccTaHoBneHME MOXET 6bITb MPUMEHEHO, EC/TM ECTb CHUMOK, K KOTopoMy BM MoxeT 6biTb
BO3BpaLlEeHa.
[ns maccosoro BoccTtaHoBneHust BM cnenyeT BbiGpaTh Heckonbko cTpok ¢ BM, ynoeneTeopsitoLmx
nepeyncineHHbIM YCOBUSIM, M BOCMONb30BaTbCsl YKa3aHHbIM 3/1EMEHTOM YMpaBeHUs.
@ BoccTtaHoBneHne MOXET 6biTb MPUMEHMMO M ANs HeHasHadeHHbix BM. [na nocrtaBlimka
pecypcoB VMware vSphere BoccTaHoBneHne BM ocywecTtBnsetcs uepes npouenypy
«BbIKJTFOUUTbY», @ HE KMPUOCTAHOBUTBLY («suspend»),
®yHkumoHan BoccTaHoBneHus BM  6ymeT poctymeH onepatopy, €CiM Y HEro ecTb
Nnosib30BaTeNbCKoe paspelueHune «BoccTaHoBneHWe paboumx MecT».
Mpw nosTopHoi nybnukaumm poHza PM Bo3BpaT K CHUMKY Afig paHHUX Nybnaukaumi dypeTt
HEBO3MOXEH
«TexobcnykmsaH | MNepesos BM B pexxum Texobcnyr>kmaHus (3HadeHne « BkntounTb» B BbiNaaaroLLEM CMIUCKE) UK BbIBOJ,

ne»

U3 Hero (3HaueHue «BbiknounTb»).

Pexxnum obcnyskmeaHua BM - 3To 3anpeT nonb3oBaTeNisiM NOAKAOYATLCA /MK NepenoaKIoYaThca K
BM. TekyLume noakNtOUEHMS OCTAKOTCSA A0 TEX MOP, NMOKa NOJIb30BATENM HE OTK/KOYATCS UM HE BbINAYT
n3 OC camocToaTeNlbHO UK NPU YNpaBAstoLLEM BO3aencTBUM (akTuBaumm nonntukm dorHga PM munu
[eCTBMU alMUHUCTPATOPA).

BM, HaxopsLwanca B pexxnume TexobCny>KmMBaHma:

* He Ha3Ha4yaeTCcsl No/Ib30BaTENtO;

" He ypanaeTcs, ecnu 3aBUCa;

* He MOXeT ObITb NepeBefeHa B ApYyroe COCTosHME U3 MHTepdenca noptana Termidesk;

* He 06HOBNAET MH(POPMALMIO O CBOEM COCTOAHUM;

" He MepexoamT 13 Kella BTOPOro YPOBHS B MEPBbIN;

= MOXeT 6bITb yAaneHa, OAHAKO ee yaaneHue NpousonaeT nocne Bbieoga BM us pexxuma
Texobcny>KmMBaHua
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KOHdUrypaumu.
Mpu yoaneHnn BM uz poHpa oTobpasutca okHO « Yoanutb 0b6bekT». B packpbiBatoemcs cnmcke
OKHa HY>XHO BbI6paTb AeNCTBUE, KOTOPOE ByLeT NPOM3BEAEHO Had yUYeTHOM 3anucbio PM B cnyxbe
KaTasnoro.:
* «YpanuTb» (N0 yMon4YaHuto) - npu yaaneHum PM us doHpa yueTHas 3anuch ByaeT yaaneHa us
cny>6bl katanoros. MNpumeHnmocts: MS AD, FreelPA, ALD PRO;
= «C6pocuTb Nnaponb» - Npu yaaneHnn PM us poHza y yueTHom 3anumcu byaeT cbpolueH
naponb. MpumeHumocTs: MS AD;
= «BbiknounTb» - npu yaaneHun PM us poHza yyeTHas 3anuch 6ynet oTkntodeHa. MprMeHnMocTb:
MS AD;
* «XpaHUTb» - Npu yaaneHnn PM us poHaa yyeTHas 3anmcb ByfeT coxpaHeHa B CNy>kbe KaTasoroe.
MpumenumocTe: MS AD, FreelPA, ALD PRO.

neMeHT OnucaHue
ynpaBneHus
«YoanuTtb» MHnummpyeT npouecc nonHoro yaaneHus BM, Bkitouasa Bce cBA3aHHbIE C Held AaHHbIE U

OcHoBHble napameTpbl cnucka BM B HasHayeHHOM ¢doHae PM nepeuncnenbl B ctonbue «lMapameTp»

cne,u,yrou.l,eﬁ Tabnuubl (cm. Tabnuua 69).

Tabnuua 69 — OcHoBHble NapameTpbl cnucka BM B Ha3HaueHHOM doHae PM

Mapametp

OnucaHue

«[aTta co3paHua»

BpemeHHasi MeTKa BbINoNHeHUs nybnvkaumm PM

«Pepakumna»

MopsiakoBbIM HOMEp BEpcUM NybnnkaLmm

«YHUKanbHbIn NO»

YHukanbHbIn nageHtudmkatop PM: MAC-agpec nnm Homep ceccum

«|P-appec»

IP-agpec, Ha3HayeHHbIN PM

«HazBaHune»

HanmeHoBaHue PM u ccbiika Ha ero >xypHan

«Cratyc»

®nar ncnonbsosBaHua nybamkauum PM ms dpoHga PM

«CraTyc 06HOBNEH»

BpeMEHHaﬂ MeTKa 0bHOBNEHMUSA CTaTycCa

«McnonbsyeTca»

®nar Ha3zHauyeHuss PM. 3HaueHune «HeT» cBMaeTensCcTBYET O TOM, 4To PM

HaxoAuUTCq B KeLle.

& 3HaueHve «HeT» Takxke MOXET CBUAETENbCTBOBATb, 4TO CECCUSI
nosib3oBartesnisl 6blia 3aBepLUeHa HEKOPPEKTHO: Hanpumep, Nob3oBaTteib
3aKpblil OKHO MporpamMmbl 4ocTaBku PM 6e3 3aBeplueHms ceccum, 3atem
NMOAKNIOUMACS Yepe3 CeaHC YAANeHHOro MoAakKayeHus (Hampumep, no
npotokony SSH) 1 3akpbin NoaKItOYeHME.

Takon cueHapur He aBnseTcs LWTaTHbIM ana Termidesk, noatomy
OTOBpaXKeHWe KOPPEKTHOrO 3HAa4YeHWs MapaMeTpa B TakoM Cly4ae He

rapaHTupyetcs.

KoppekTHoe 3aBepLUeHMe CeCCUM BbIMOHSIETCS Yepe3 BCTpoeHHble B OC
cpencTBa, HanpuMmep, yepes «lMyck» - «3aBeplueHue paboTbi» - «Bbixos,

n3 ceccmmn»

«XOCT UCTOYHUKA»

HanmeHoBaHMe MHMUMaTOpa Bblgdaun PM

«IP nctounmka»

IP-appec uHuumaTopa Bbigaum PM

«Bnapeneu»

Cy6beKT, MHMUMMPOBaBLLNIA Bblaady PM

«Bepcusa areHTa»

Bepcus komnoHeHTa « AreHT», ycTaHoBneHHoro B roctesor OC PM
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8.9.3. YnpaeneHue COCTOSHUEM aBTOHOMHbIX MalLUMH B Ha3HaY4eHHOM ¢oHae

B rpaduueckom uHTepdernice ynpaeneHus Termidesk npegycMoTpeHa BO3MOXHOCTb MPOCMOTpPaA
MHbOPMaLMK U YNPaBAeHUS aBTOHOMHbIMW MalLMHAMW B Ha3HAaYeHHOM (OHAE.

[Ons npocMoTpa cnvcka v ynpaBfieHUs COCTOSIHUEM aBTOHOMHbIX MalUMH B OHAE HEOBXOAMMO MEPENTM

«Paboumne mecTa - PoHabI», 3aTeEM BblbpaTb PoOHA, NEpenTU BO BKNaaKy «Paboume mecTa».

& OTobpaxkeHne crnvcka byaeT AOCTYNHO aAMMHUCTPATOPY, €C/IM Y HEro ecTb MoJb30BaTeSIbCKoe
pa3pelieHmne «l1pocmoTp PpoHAOB paboumx MecT».

[na namMeHeHUa cOCTOAHUSA aBTOHOMHOW MaLLUHbI npeaycMOTpeHbl 3N1EMEHTbI yNpaB/ieHNs (cm. Tabnuua 68).

Tabnuua 70 — DneMeHTbl ynpasieHus hUaM4ecKUMMU MalLMHAMM

neMeHT OnucaHue
ynpaBneHus
«CoobLueHne OTnpaeka coobieHnsa nonb3osatensam PM. OTnpaBka coobLueHMsa BO3MOXKHa, ecniv napameTp «CraTyc»

uMeeT 3HadyeHue «encTeutenovHbii» Unu «logrotoska»

«TexobcnyxwueaH | MNepeBoa aBTOHOMHOM MalUMHbI B PEXXMM TEXOBCNYXXMBaHUSA (3HaveHWe « BkaounTb» B BbinagatoLlem
ne» CMUCKe) UK BbIBOA, U3 Hero (3HadeHue «BbiknounTb»).

PexkuM TexobcnyykmBaHUs - 3TO 3anpeT Nosb30BaTeNsAM MOAKAOYATLCSA U (MIM) NepenoaKnoYaTbCa K
PM. Tekywime nogknoueHMsa 0CTaloTCa 40 TeX Nop, Noka Nosb30BaTeNn He OTKIOYATC MU He BbINayT
n3 OC caMoCTOATENIbHO UM NMPU YNPaBSOLLEM BO3AENCTBUM (aKTUBALMKM NOAUTUKM POHZA UK
[eNCTBUM agMUHUCTpaTopa).

PM, HaxopsiLasicsa B pexkuMe TexobcnyKMBaHUS:

* He Ha3Ha4yaeTCs MoJIb30BaTESIO;

* He ydansieTcs, eCM MallMHa 3aBUCNa;

" He MOXEeT OblTb NepeBeAeHo B Apyroe COCTosHWE U3 MHTepderca noptana Termidesk;

* He 06HOBAsIET MHGOPMALMIO O CBOEM COCTOSIHUU;

* He NepexoAuT M3 Kella BTOPOro YPOBHS B NMepBbIii;

" MOXeT 6bITb yAaNeHo, 04HaKo ero yaaneHue NpoM3onaeT Nocse BbIBOAA U3 peXMUMA
TeXobCNy>KUBaHUs

«Ynanutb» MHuummpyeT npouecc nonHoro yaaneHus PM, Bkntoyas Bce CBA3aHHblE C HUM AaHHblE U KOHbUIypaumm

OcHoBHble MapaMeTpbl CMMCKa MalMH B Ha3HayeHHOM ¢doHAe nepeyumncneHbl B ctonbue «[llapameTp»
cnep,yrou_l,eﬁ Tabnuubl (cm. Tabnuua 71).

Tabnuua 71 — OcHOBHble NapaMeTpbl CrMcka GU3MYECKMX MaLLMH

Mapametp OnucaHue
«[OaTa cozpaHus» BpeMeHHasi MeTka BbINONHeHUs NybavKauum
«Pepakuma» MopsakoBbI HOMep BepCcUM NYGAMKaLMM
«YHukanbHbii UO» YHuKanbHbIM naeHTudmkatop PM: MAC-agpec aBTOHOMHOW MaLUMHBI.

B cnyuae, ecnv ycTaHOBNEHHbIM Ha aBTOHOMHOM MalUMHe «AreHT BUPTYasbHbIX
paboumnx mMecT» 3anyckaetcs Ha VPN-coeanHeHum unm ceteBom apganTtepe bes
MAC-agpeca, TO OH HEe CMOXXET 3apermcTpMpoBaTbCs Ha « YHUBEPCAIbHOM

avcnetyepe»
«IP-appec» IP-anpec aBTOHOMHOM MaLUMHbI

«HaszeaHue» HaumeHoBaHMe PM u ccbiika Ha XXypHan
«CraTtyc» ®nar ucnonb3oBaHus nybankaumm ns boHaa
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MapameTtp OnucaHue
«CraTtyc obHoBNEH» BpemeHHas MeTka 0bHOBNEHUS cTaTyca
«McnonbsyeTca» ®nar HasHauveHust PM. 3HaueHne «HeT» cBupeTenbcTByeT 0 ToM, 4To PM

HaxoOMTCA B Kelle

«XOCT UCTOYHMKA» HaumeHoBaHMe nHMumaTopa Bblgaun PM

«IP ncTtouHuka» IP-appec uHmMumaTopa Bblgaun PM

«Bnageneu» Cy61beKkT, MHUUMUPOBaBLUMK Bblaady PM

«Bepcusa areHTa» Bepcus koMnoHeHTa « AreHT BMpTYyanbHOro pabo4yero MecTa», yCTaHOBIEHHOMO

B OC aBTOHOMHOW MalUUHbI

8.9.4 . Ha3HaueHue Bnagensua PM
B Termidesk npegycmMoTpeHa BO3MOXHOCTb HasHayeHus Bnagenbua PM  pgna rapaHTupoBaHHOro
3aKpensieHns 3a nonb3oBaTesieM KOHKpeTHou BM. B 3Ttom cnydyae nonb3oBaTenb Bcerga byaeT nony4yatb
ofHY M Ty xe BM npwu nogkntoueHnn k doHay PM.
Ha3sHaueHune Bnagenbua BO3IMOXHO Npu COBOAEHUM CeaYHOLLMX YCIOBUNA:

* PM HaxoguTca B cTaTyce «[logrotoeka» nnm «encTBuTenbHbIN®;

* PM HaxoamTcs B Kewe 1-ro ypoBHs;

* ana gaHHoro PM oTcyTcTByeT HazHauYeHHbIM nonib3oBaTenb B ctonbue «Bnageneu» cnmucka PM.

Ons Ha3HaueHus Bnagenbua cnepyeT nepentn «Paboume mecta - PoHAbI», 3aTeM BbIOPaTb HYXXHbIN
¢doHa, nepenTn BO BKIaaky «Paboume Mecta». BbibpaTb HyxxHoe PM, koTopoe HaxoauTcs B Tabnuue
«Kew», n HaxkaTb 3KpaHHYt KHoOMKy [Bnagmeneu] (cm. Pucynok 37). B oTkpbiBlweMcs okHe «Bnapeneu»
BblIOpaTb AOMeH ayTeHTUdUKauMM M MoNb30oBaTensl, KOTOpoMy OyaeT HasHavyeHo PM. BbibpaHHbIM
nosib3oBaTeslb aBTOMaTu4eckn nobasutcs B doHa PM u Bynet otobpaxkeH Bo Bkiaake «[llonb3oBatenu u

rpynnbi».
& HasHayeHuve BnagenbLa 6yneT AOCTYMHO TONbKO B TOM Clly4ae, eC/U Nonb30BaTeNb XOTs Obl 0OAMH

pa3 ocywecTtBun Bxon B «[lopTan nonb3oBaTens» WAM MOAKMOYMUACA K «YHMBEPCANbHOMY
ancretyepy» vyepes KOMMNoHeHT «KnneHT» nog, cBoen yyYeTHOM 3anmcChio.
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PucyHok 63 — HasHaueHue Bnagensua PM Ha cTpaHuue poHpa PM

HasHaunTtb Bnagenbua PM MoxHO Takxke nepenps «Paboume ™Mecta - UHamBMAyanbHble paboune

MecTa» (cm. PucyHok 38).

TE RM'DESK @ @CmcreMthﬁ nonb3osatens (adming03) v
@ Obz0p VIHAVBUAYa/bHbIE PaGouUe MecTa
& KomnoHeHTe! > VHaneugyanbHbie paGouve mecta
ﬂ Hacrporiku > ATPUGYT Yenosme 3HaueHue

Huyero He Bbi6paHo v Huuero He BbiBpaHo ~ Beedume 3rHavetiue +|(| = Haiitn | | C6pocuTb

[d Paboune mecra >

C || 10MuH v bIGpaTh CTPOKN | HactpouTb B1ga | | C6pOCHTL NOPS0K KOMOHOK p3anyck | BllNaysa | | M Boikn (6e3onacko) | ~
C'MNepesarpysutb |  CooflieHne | YaanuTb

all MoruTopunr >

Aata PefakuMa | YHUKaNbHbINA IP-aapec HasBaHWe = YpoBeHb  Bpewms ®oHg, Cratyc Bnapeney Cratyc Vicnonbsyetca
% NHdpacTpykTypa > co3paHnA - wa Kelua nocneaHero obHoBneH

norvHa
Il | 15.04.2024, 1 56:6F8F:6E:00.00 10.100.252.203 | ALSE- 2 01.07.1972, ALSE_WP | [JleAcTBMTE/NbHBIA 15.04.2024,  Het
15:118:32 cLoo 03:00:00 1520016

19.03.2024, -6F:8F: : L JeAcTBUATENbHBIA

1

> 26022024, | 1 56:6F:8F.6E:00:E5 | 10.100.255.19 ALSE- ) 16.04.2024, ALSE_WP = [leAcTBMTEMbHBIA | BCTPOEHHbIA- | 07.03.2024, | Her

144742 CLo02 11:03:08 user1 18:09:11
« 1 ,
15 v | Hacip. 1-3m33 | « < 1m31 > »

PucyHok 64 — HasHauyeHuMe Bnagenbua B CMcke MHAMBUAYaNbHbIX PM
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8.10 . YnpaeneHue ceccussMm noakIlodeHHbIX K poHay PM nonb3osateneit

8.10.1 . YnpaBneHue aKTUBHbIMU CECCUSMM NOJIb3OBaTeNIen
B rpaduueckom uHTepderice ynpaeneHus Termidesk peanvsoBaHa BO3MOXHOCTb MPOCMOTpPaA

MHbOPMALMK U YNPaBIEHNS TEKYLLMMU aKTUBHbIMU CECCUSIMU NONb30BaTeNen B poHaax PM.

LocTynHbl cnegyroLLmMe BO3MOXHOCTU MO YNpPaBieHUO0 CECCUEN:

* OTKNOYeHMe ceccum nonb3osatensa. Cnepgyet nepenTtn «Paboune mecta - Ceccum», noMeTuTb
CECCUIO MONb30BaTeNsl U HaxaTb 3KpaHHyk kHonky [OTkniouuTb]. lMocne HakaTms 3kpaHHOM
KHOMKKU [OTKAOUUTB] NPUHYAUTENbHBINM WTATHbIN Bbixod nonb3osaTens u3 OC BPM npousonget B
TeyeHre 30 cekyHa. Takxke ceccuss nonb3oBaTens 6yaeT aBTOMAaTUYECKM W MPUHYAUTENbHO
3aBepLUeHa, eciM OH OblN ydaneH WAM OOMeH ayTeHTUdMKALMKU, B KOTOPbIM BXOAMT 3TOT
NoJib30BaTe b, Obl/1 OTK/IHOUEH UMM YAANEH;

* cbpoc ceccum nonb3osatensa. Cnegyet nepentn «Paboume MecTta - Ceccum», NMOMeTUTb CECCUIO
MoNib30BaTeNs U HaXaTb 3KpaHHYto kHonky [CopocuTs];

* noak/toveHMe K ceccum nonb3osatensa. Cneagyet nepentn «Paboume Mecta - Ceccum», NnoMeTUTb
CeCccuio Mosb30oBaTens U HaxaTb 3kpaHHyt kHonky [[MoMowHuk]. Ons paboTbl nopkntoyeHus
HeobxoaMMo, YTObbI:

e B rocteBort OC 6bl/1 yCTaHOBMEH KOMMOHEHT « YAANE€HHbIA MOMOLLHUKY» (KIMEHTCKaa 4acTb);
e B CeTeBOM MHGPACTPYKType OpraHM3auMu CyLLeCTBOBa/ Yy3e/l C YCTaHOBJ/IEHHbIM
KOMMOHEHTOM « YIaNeHHbIM MOMOLLUHUK» (CepBepHasl 4acTb) M OH Obln JOCTYNeH Ans

B3aMMO,£I,EI7ICTBMﬂ Cc «yHVIBepcaJ'IbeIM ancnetTyepom».

A ODyHKumMoHan ynpaBneHUs ceccusiMM Monb3oBaTens U3 cTpaHuubl «Pabouve mecta - Ceccum»
HeLOCTYMNeH ANs TEPMUHANbHbIX CeCcCUA. BO3MOXHOCTM MO yrnpaBneHUO TakMMW CECCUSAMMU
npuBeLeHbl B noapasaene YnpaBneHUe TepMUHAJIbHbIMU CECCUAMU B HasHa4eHHOM ¢oHae PM.

© He pexkomeHayeTca yCcTaHaBIMBaTb KOMMOHEHT «YaaneHHbI MOMOLLHMKY» (CepBepHas 4acTb) Ha
y3el C YCTaHOBNEHHbIM KOMMOHEHTOM «YHMUBEPCANbHbIA AMCMNETYEp», MOCKONAbKY 06a
KOMMOHEHTa BHOCAT M3MeHeHUS B KOHbUrypaLmto Beb-cepBepa apache.

[na npocmMoTpa OCHOBHbIX CBeaeHMM 06 aKTMBHbLIX Ceccusx nonb3oBaTtenen B doHpgax PM cnepyer

nepentn «Paboume mecta - Ceccum», NOCe YEro OTKPOETCA CBOAHAs Tabauua (cm. PucyHok 65).
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PucyHok 65 - NMpocmoTp cBeaeHU 06 akTUBHbIX Ceccusix nonb3oBatenen B doHaax BPM

3anMcK B CNMCKe MOALEPXKMBAOT (PYHKLMIO MHOXECTBEHHOro BblOOpa WM BbINMOMHEHUS OMepauui Hap
HEeCKONbKMMU 06beKTaMW OAHOBPEMEHHO. BbIMonHUTL onepaumio Had, HECKOIbKUMU 0OBEKTaMU MOXKHO
TOJIbKO TOrAa, KOrAa OHa A0onycTUMa AJisl BCeX BbIOpaHHbIX 0ObeKTOB.
CyuwiecTBytoT BapuaHTbl Bblbopa 3anmcen Tabnuubl, AOCTYMHblE Yepe3 BbiMafatoWwmi CIIMCOK 3KPaHHOM
KHonku [Bbi6paTb CTPOKMU], @ MMEHHO:

* BblAEUTb BCE CTPOKM TabnumLbl, akTUBMPOBaB «BbibpaTb Bce»;

* BblAEUTb BCE CTPOKM Ha TeKYLLEM CTpaHuLe Tabnumubl, akTUBMPOBaB «BbibpaTb Bce Ha CTp.»;

* COpPOCUTb BblaeNIEHNE CTPOK, akTUBMpPOBaB « COpOCUTb».

® [0 MHOXKECTBEHHOMO BbIAENEHMS 3aMMCEN MOXKHO 3aXKaTb M yaepxxumeatb knasuiwm <CTRL> mau
< SHIFT>. Ona c6bpoca MHOXECTBEHHOrO BbIAENEHUS HYXXHO aKTUBUPOBaTb (YHKLMIO
«CbpocuTb» 3KpaHHOM KHomnku [Bbl6paTb CTpokM] unu HaxkaTb Ha MPOM3BO/BbHYIO CTPOKY
Tabnuupl.

A B cnyyae wu3MeHeHMs LWIMPWUHBI CTONBLOB WMAM UMX nopsiaka npousongetr cbpoc paHee
BbIMO/IHEHHOO BblAENEHUS.

- ” C
LOns obHOBNEHMA 3HAYEHMN TabnMLbl UCNOb3YeTCs rpacdUYecKmUin 3neMeHT . na 3apaHusa nepuopa
OBHOBNEHUS MNW €ero OTKJIKOYEHUS CNneayeT WCMOob30BaTb BbIMAZAMOLWIMM  CMUCOK (cM. PucyHok 66) CO

3Ha4eHUAMUN NHTEpBasla B MUHYTaX, paCI'IOl'IO)KEHHbIﬁ pAagoM C yKa3aHHbIM 2/1EMEHTOM.

I C || 10 MuH ~ BoibpaTk cTpoKK |~ Hactpoutk BUA

PucyHok 66 — O6HOBNIEHWE 3HAYEHNIN TabnKULbI
BHewHW B1A, Tabnmubl cnmvcka akTUBHbIX CECCUM MOYKHO MOANDULIMPOBATb, U3MEHUB:
" CNUCOK OTOBparkaeMbix CTONOLOB. [N U3MEHEHUSI CMMCKA HY)KHO BOCMOJIb30BaTbCS 3KPAHHOM

kHonkou [HacTpoutb BMA] M OTMETUTL HaMMeHOBaHUSA CTONBLOB (cM. PucyHok 67), KOTOpble OyayT
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OTOOPaXKEHbI, WM CHATb OTMETKY C HaMMEHOBaHWW, KOTOPble [OMKHbI ObiTb CKPbITbl U3
oTobpaxkeHusi. Ing NpUMeHeHUs U3MEHEHUI HYXKHO HaXkaTb 3KpaHHYo kHonky [CoxpanuTb]. MNpu
nonbiTke ybpaTb BbIGOp CO BCex MyHKTOB 3kpaHHas kHonka [CoxpaHuTb] GyneT 3abnokupoBaHa.
Ons Bo3BpaTa K WMCXOOHOMY COCTOSIHUIO OTODpaKeHWs crefyeT BOCMOMb30BaTbC 3KPaHHOM

kHonkoi [C6pocuTb BUA];

HactpouTb BUA X
CkpoliTe nnn oTo6pasuTe KOAOHKM TabanLp!
KonoHka
lNaTa
Monb3oBaTens
IP-agpec
XocT
MecTo
IP MecTa
A Mecta
®oHA
C6pocnTb BUA, 3aKpbITb

PucyHok 67 — Bbibop cTonbu0B o151 0TobparkeHUs!

* MOpsSiAOK CnefoBaHWs cTonbuos. [ns u3MeHeHWs nopsinka CNeaoBaHWS HY)KHO 3axXBaTUTb JIEBOM
KHOMKOWM MbILIKM 3arofioBOK CcTonbua, M, He OTNyckas KHOMKY MbIlIKW, MEpPeHECTU €ro B
HY>XHOE pacrosIoXXeHMe (cM. PucyHok 68). [nsi BO3BpaTa K WMCXOAHOMY COCTOSIHUIO OTOGpaXkeHus
cnepyeT BOCMOMb30BaTbCA 3KpaHHOW KHomnkor [C6pocuTb NOpSAOK KOMOHOK], KOTopasi CTaHOBUTCA

AOCTYMHa TOJIbKO Nocne UaMeHeEHNA nopsagka cineagoBaHuUsA CTOJ'I6LI,OB n 6y,£l,€T CKpbITa nocne C6pOC3;

Oata . NonbsoBatens | XocTt

25.01.2024, 18:06:57 BcTpoeHHsblii-admini23 ﬂo@msa‘rgnb
PucyHok 68 — N3meHeHMe nopsaaka cnegoBaHUst CTONGLOB
" LWMPUHY CTONBLOB. [Ns U3MEHEHUS LUMPUHBI HYXKHO HaXKaTb U YAEPXKUBATb JIEBYHO KHOMKY MbILIN
Ha rpaHULUE CTO/IOLIOB, MepeMeLlasl €e B CTOPOHY PacCLUMPEHUs WM CY>XXEHUS CTonbLua (cm.

PucyHok 69).

fAata . XocT |+ NonbsoBatens

25.01.2024, 18:06:57 DESKTOP-1C2D7FE BcTpoeHHelii-adminl 23

PucyHok 69 — MameHeHUWe WMpUHBI CTONbLOB

Bbinyck ot Hos16ps 2024 186



@ TERMIDESK

OcHoBHble napaMeTpbl

CNET.10001-01 90 02

ceccuit nepeuncneHbl B cTonbue «[MapameTp» cneaytowen Tabauubl (cm.

Tabnuua 72).
Tabnuua 72 — OcHOBHble NapaMeTpbl CECCUM MONb30BATENEN

MapameTtp OnucaHue
«[HaTta» [ata v BpeMa Bxoaa nosb3osatens Ha PM
«[Nonb3oBaTenb» Mms nonb3osaTtensi, KOTOpoMy 6b1s10 BblgaHo PM

«IP-appec»

IP-appec HMumnaTopa ceccum

«XocT»

HanmeHoBaHMe MHULMaTopa ceccum

«MecTo»

HaumeHoBaHue PM, BbligaHHOro nosb3osaTesnto

«IP MecTa»

IP-appec PM, BblgaHHOro nonb3oBaTento

«WN [ MecTta»

MaoeHTudurkatop PM, BbliaHHOro nosib3oBartesnto

«®MoHa»

HaszeaHue doHAa, B cocTaBe KOTOPOro HaxoaAmMTCa BblaaHHoe PM

® 3anucu B cnivcke Noaaep>KMBatoT GYHKLMIO MHOXXECTBEHHOrO Bbi6Opa M BbIMOSHEHUS OMepaLmi

Hag HeCKONbKUMU
0bbeKTaMU MOXKHO

06bEKTAaMW OOHOBPEMEHHO. BbINONHUTL onepaumio Hag HECKOTbKMMMU
TONbKO TOrAa, Korga OHa AOMyCTMMa A/ BCeX BblOpaHHbIX 0bbekToB. [ns

BbIOOpa HECKONbKMX 3aMMCen HYXKHO 3axaTb U yaepxusaTb knasuwmn <CTRL> vnun < SHIFT>.

8.10.2 . DunbTpaumMsa cNUCKa akTUBHbIX CECCUIA

Ha cTpaHMue €O CMUCKOM aKTUBHbIX CECCUM [OCTYMEeH MeXaHW3M GUAbTpaLmm (cm.  PucyHok 65).

®unbTpauma OCyLLECTBNSETCA MyTeM 33a4aHUSI 3HAYEHUM A8 MapaMeTpoB «ATpubyT», «YcnoBue» wu

«3HaueHue».

Ons pobaBneHws pononHUTENbHOro GUAbTPa CreayeT HaxkaTb 3KpaHHYto kHonky [+]. [na yaaneHus

dunbTpa HYXXHO WMCMONbL30BaTb 3KpaHHYK KHOMKy [-] B cooTBeTcTBylOLWEen cTpoke. MakcumanbHO

AonycTMMoe uucno dunbtpos - 15.

Y100bI MPUMEHUTL YCTAHOBNEHHbIE MAapaMeTpbl GUAbTPaUMKU, CNesyeT HaXKaTb 3IKPAHHYH KHOMKY

[HaiTu].

OkpaHHas kHonka [OuucTuTb] CbpacbiBaeT Bce GUALTPbI, BO3BpaLLAs 3HAYEHUS K UCXOAHOMY

COCTOAHUIO. YyAandaroTCA

3Ha4yeHuMsa cbpacbiBatoTc,

[OMONHUTENbHbIE CTPOKM unbTpa (OCTaeTcs TONbKO OAHAa CTpOKa), BCe

nonsa «Ycnosme» n «3HavyeHne» BNOKNPYOTCS.

MoapobHoe onncaHue MexaHU3Ma hUNLTPALMKN CIUCKA CECCUMN MPUBEAEHO B Tabnuue (cm. Tabnuua 73).

® [Mpu pyyHom BBOAE

JaHHbIX B nose GpuabTpa «3Ha4yeHWe» [OMYCKAeTCs MOJIHbIA UAM YaCTUYHbIN

BBOZ, TO/IbKO OAHOr0 napameTpa punbTpaumm.

A Tpy NpYMeHeHNN HEeCKONbKUX OAMHAKOBbLIX (UALTPOB K CMUCKY, GUAbTPaLMs BbIMOMHAETCS C
Yy4eTOM TOMbKO NOCNeAHEro 3afaHHOro GpuabTpa.
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Tabnuua 73 - NapameTpbl dunbTpaymm cnmucka PM

Atpubyt Ycnosus 3HaueHue
«Hata» ®opMupoBaHUe CNMCKa CECCUN: = «MuHyTa»;
* «B npegenax» - B ykazaHHOM BPEMEHHOM = «5 MUHYT»;
NpoMeXxyTKe; = «30 MUHYT»;
* «He B npenenax» - UckNto4as yKasaHHbIN * «1 vacy;
BPEMEHHOM NMPOMEXYTOK * «12 vacos»;

" «24 yaca»;

= «CerogHsa»;

= «3JTa Hepena»,;
= «ITOT Mecau»

«[lMonb3oBaTenb» ®opMumpoBaHKMe cnmncka Ceccum: PyuHor BBOA,

= «SlBngetca» - no YKa3aHHOMY UMEHU MONb30BaTenNs,
= «He aBnsaeTtca» - ucknovas YKa3aHHOe nmqa

Nnonb30BaTens;
* «HaunHaeTcs c» - No HayaNbHOM YacTU UMEHMU
nonb3oBaTens;
- «OKaHLWIBaeTCﬂ Ha» - MO KOHEYHOW YaCTU UMEHU
nosib30BaTens;
» «CopepXuT» - BK/tOYas YKazaHHYH YacTb MMEHU
nonb3oBaTens
«IP-appec» ®opmMupoBaHMe cnmncka ceccum: PyuHou BBOg,

= «SBnsieTca» - no ykasaHHomy |P-agpecy
MHULUMATOPa Ceccuu;

* «He sBnseTca» - ucknrovas ykasaHHbl |P-agpec
WHWLMaTOpa ceccuu;

» «HaunHaeTca c» - no HayanbHoM YacTu |P-appeca
MHUUMATOpa ceccuu;

= «OkaH4yMBaeTcsa Ha» - Mo KOHeYHou YacTtu |P-
agpeca MHULMaTopa CeCcCum;

= «CopaepxuT» - BK/ItOYas yKasaHHYH YacTb IP-
aapeca MHULMATOPa Ceccum

«XocT» ®opMmpoBaHKMe cnmncka Ceccum: PyuHov BBOA,

= «SlBngeTca» - N0 yKazaHHOMY HaUMEHOBaHMUIO
MHUUMATOpa Ceccuu;

» «He asnaeTca» - uckntovas ykasaHHoe
HaMMeHOBaHWe MHMLMATOPa CECCUM;

= «HaunHaeTca c» - No HayanbHOM YacTu
HaMMEHOBaHMS MHULMATOPa CECCUM;

= «OkaHuMBaeTca Ha» - N0 KOHEYHOW YacTu
HanMMeHOBaHUS UHULMATOPa Ceccuu;

» «CopepXMT» - BKIHOYAa YKa3aHHYH 4acTb
HaMMEHOBaHWS MHULMATOPa CECCUN

«MecTo» ®opMupoBaHUe CNMcKa CECCUN: PyuHoli BBOZ,

* «SlBnsgeTcsa» - MO yKazaHHOMY HauMeHoBaHuo PM,
BblAAaHHOIO MONb30BaTEN!O;

= «He siBnseTca» - ucknrovas ykasaHHoe
HavMeHoBaHWe PM, BblAaHHOrO NOMb30BATENIO;

* «HaunHaeTcs c» - No HavasbHOM YacTu
HanmeHoBaHusi PM, BblgaHHOro Nonb3oBaTento;

= «OKaH4YMBaETCa Ha» - MO KOHEYHOW YacTu
HanmeHoBaHusi PM, BblgaHHOro Nonb3oBaTento;

» «CoaepXuT» - BK/ItOYas YKasaHHYHO YacTb
HavMeHoBaHus PM, BblAaHHOroO nonb3oBaTesto
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Atpubyt Ycnosus 3HaueHue

«IP MecTa» ®opMupoBaHUe CNMCKa CECCUN: PyuHoli BBOZ,

= «SlBnsetca» - no ykasaHHomy IP-agpecy PM,
BblJaHHOMO MO/b30BaTeNto;

» «He aBnseTca» - uckntoyas ykasaHHbi |P-agpec
PM, BbigaHHOro nonb3oBartesnto;

» «HauuHaeTca c» - no HayanbHoM YacTu |P-appeca
PM, BblaaHHOro rnosb3oBaTesnto;

= «OkaHumBaeTca Ha» - Mo KOHeuHon yacTu |P-
appeca PM, BbigpaHHOro nonb3oBaTento;

» «CopepXuT» - BK/tOYas yKazaHHYo YacTb IP-
aapeca PM, BblgaHHOro Nonb3oBaTento

«MN 0 MecTa» ®opmMupoBaHMe CnmMcKa Ceccui: PyuHou BBoOp,

* «SlBngeTca» - NO yKasaHHOMY MAaeHTUdUKaTOpy
PM, BbigaHHOro nonb3oBartesnto;

» «He sBnseTca» - Ucktoyas ykasaHHbIM
maeHTudbmkaTop PM, BblgaHHOrO Nosib3oBaTesto;

= «HauuMHaeTca c» - Mo Ha4aNbHOM YacTu
uaeHTudmkaTopa PM, BbigaHHOro nosb3oBaresnto;

= «OkaH4YMBaeTCs Ha» - MO KOHEYHOM YacTu
naeHTudbmkatopa PM, BblgaHHoro nosb3oBaresto;

* «CopepykuT» - BKIHOYAs YKa3aHHYH 4YacTb
umaeHTubmkaTopa PM, BblgaHHOroO nonb3oBaTeso

«®oHa» ®opMupoBaHUe CrmMCKa CECCUM: PyuHol BBOZ,

» «SlBnsieTca» - No yka3aHHOMY HaMMEHOBAHUIO
dboHaa, B KOTOpOM Haxoamntcs PM;

= «He asnaeTca» - uckntovas ykasaHHoe
HanMMeHoBaHWe PoHZa, B KOTOPOM HaxoguTcs PM;

= «HaunHaeTca c» - Mo HayaNbHOM YacTn
HaMMeHOBaHMA GoHAa, B KOTOPOM HaxoauTcsa PM;

= «OKaH4YMBaeTCa Ha» - MO KOHEYHOM YacTu
HaMMeHoBaHUs GoHAa, B KOTOPOM HaxoamTcs PM;

» «CopepX1T» - BKIKOYAa YKa3aHHYH 4acTb
HaMMeHOBaHMs PoHAA, B KOTOPOM HaxopuTcs PM

8.11 . HacTpoiika aBTOMaTuuyeckoro nogknioveHus K ¢ponay PM

8.11.1 . AsToMaruyeckoe nogkntoveHue K poHay PM

ABTOMaTMyeckoe noakntodeHre k doHay PM noseonsieT kKoMnoHeHTY «KnneHT» BbIMOAHUTbL MOWUCK B
CETU KOMMOHEHTa «YHMBEpPCaNbHbIA OUCMETYEP» U peann3oBaTb aBTOMaTMUYECKOe MOAK/oYEHME K
onybn1MkoBaHHbIM hOHAAM.

LOns aBTOMaTMyeckoro noakntodeHus Kk dpoHay PM nocne HacTporikyu aBTOMaTM4YeCKOro nmomcka cepsepa
MOAKIHOYEHUM Ha Yy3ne C ycTaHoBneHHbIM Termidesk cnepyet nepevitn «HacTtporiku - CucteMHble
napameTpbl - O6wime», aKTUBMPOBaTL MapamMeTp «ABTO3amyCcK paboyero MecTa» M HaXkaTb 3KPAHHYIHO

kHonKy [CoxpaHuTb].
& [ns aBTOMaTMyecKoro noakatoueHus K poHay PM Hy»KHO HacTpouTb rpynnbl 4oCcTyna K GoHAaM

Tak, yTO6bLI MONb30BaTENSAM U3 KaXkaom rpynnbl Obin AOCTyneH TOJIbKO OAUH CbOH,EI,. Ecnun
nonb30BaTeNlb ABNAETCA YNEHOM HECKOJIbKUX rpynn, U KaXKAoW U3 3TUX rpynn npegocrtaBsieH
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poctyn K otoenbHomy doHay PM, To nonb3osatenb nony4vaeT AOCTYN K HECKONbKUM (POHAAM
ofHoBpemMeHHO. B Takom cny4yae, aBTOMaTWyeckoe MNOAK/IOUYEHWE HeBbIMOAHUMO. [1py 3TOM
BO3MOXXHOCTb PYYHOIO MOAKJTFOYEHUS COXPAHSAETCS.

[Ons KoppekTHOM paboTbl aBTOMAaTMYECKOro NoakatoueHus K doHay PM HeobxoamMMo BbINOAHUTL
HacTpounky cny>xbbl DNS.

8.11.2 . HacTpoiika aBToMaTu4ecKkoro noucka B cetTu cepeepa Termidesk

ABTOMAaTMYECKUIM MOUCK CepBeEpPa MOAKJIHOUYEHUIN MO3BOSIIET KOMMOHEHTY «KAMEHT» BbIMOAHUTL MOUCK B

CETM KOMMOHEHTA « YHMBEPCA/bHbIN AMUCTIETUYEPY.

Lna storo Ha DNS-cepBepe aonkHa bbITb BHECEHA OfiHA U3 3arnunCen:

812.

nmbo 3anucb daas TMna TXT ¢ URL-agpecom cepsepa Termidesk, HanpuMmep: https://
termidesk.domain.local;
nmbo  3anmcb vdi TMRa TXT ¢ URL-agpecom cepeepa  Termidesk,  Hanpumep: https://

termidesk.domain.local.

Pexxum TexobcnykuaHus ¢oHaa PM

8.12.1 . Pexxum TexobcnyxusaHus ¢poHaa ans BPM

Pexxum TexobcnykmaHua ¢oHpa ona BPM - 3710 3anpeT nonb3oBaTensM nopkntoyaTbCs (Co3paBaThb

HOBYO CECCUIO) UMM NepPenoaKIKYaTLCS MOBTOPHO B CYLLIECTBYHOLLYO ceccuto poHaa PM. D1oT pexxum

npegHasHayeH Ana MNpoBeAeHUS MNAHOBbIX PErnaMeHTHbIX WAM aBapUMHbIX paboT, Hanpumep, Koraa

HY>KHO MPUMEHUTb 0B6HOBNEHMA UK ucnpaeneHus ans rocteBbix OC nnn BM un Tpebyetca BpemMeHHO

NpeKpaTUTb HOBbIE NOAKJIOYEHUS K (POHAY.

®

Pexxum TexobcnyXmMBaHUS MOXKET NMPUMEHATBCS U K oTAenbHbIM BM B BbibpaHHOM doHae (cM.
noppaszen YnpasneHue coctosHueM BM B HasHaueHHOM ¢doHae PM).

Ons nepesoga doHZa B pexkum TexobcnykmaHusa cnepyeT nepentu «KomnoHeHTbl - [locTaBLymku

pecypcoB» M HaxkaTb 3KpaHHYH KHorky [TexobcnykuBaHue] ¢ BbIGOPOM M3 BbiMafatoLLEro Crmcka

3HaYeHMa «BknounTb» (cm. PucyHok 70). 3aTeM MOATBEPAUTL BKJIHOYEHME peXxxMMa.
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-l Monwropunr > Hastra AKTWBHIA 3 4} Het OcroBHan astra

W meta3 AKTVBHBIA JiF] OcHoBHas meta3

OcHoBHaR stal

o o o
I
o

0
- sial AKTVEHBII 1
0

= Wndpactpyktypa > ™ test AKTVBHbI Jif] OrHoBHas 12

15 v | HacTp. 14us4  « < 1us1 | > »

PucyHok 70 - lMNMepeBon ¢poHaa BPM B pexkum Texobcny>kmBaHuUs
CocTosiHme pexkmma Texobcny>kmBaHus ByaeT oTobpaxkeHo B cTonbue «CraTyc» cnucka poHOoB.
LOna oTknoueHUs  pexkxmMa  TeXObCNYy>KMBAaHUSI  HY)XKHO  BblbpaTb  ¢GOHA, HaXkaTb 3KPaHHYHO
KHonky [TexobcnyxuBaHue], a 3aTeM BbiOpaTb M3 BbINAAAOLLEro CrMcKa 3HaveHue «BbikntounTb». Mo

3aBepLUEHUN TeX0BCNYXKMBaHUS (POHL MOXKET BbITb CHOBA MCMOMb30BaH 41 pasMelleHns PM.

8.12.2 . PexxuM Texobcny>xusaHus ¢hoHAa TEPMUHANBHOIO cepBepa

Pexxum Texobcny>kmBaHma hoHAa - 3TO 3anpeT Noib30BaTeNsIM MOAKIOYATbCA (CO34aBaTb HOBYHO CECCUIO)
W/MNN NepenoaKIoYaThCs MOBTOPHO B CYLLECTBYHOLLYH Ceccuio GOHAA TEPMUHANbHOIO cepBepa. DTOT
PeXXMM MpefHa3HayeH ANs NMPOBEAEHUSI MIAHOBbLIX PErNIAMEHTHbIX WM aBapuMHbIX PaboT, HanpuMmep,
KOrga HY>KHO MPUMEHUTb OBHOBNEHUSI UAW UCMPABNEHUS AN TEPMUHANbHOIO CepBepa M TpebyeTcs

BPEMEHHO MPEKPATUTb HOBbIE MOAKIHOUEHUS K HOHAY.

@ PexxnuMm Texobcny>KMBaHUS MOXET MPUMEHATLCA U K OTAE/bHOMY TepMUHANbHOMY CepBepy B
BblGpaHHOM doHae (cM. noapassen YnpasneHue TePMUHANIbHbIMU CECCUSMU B Ha3HAYEHHOM
doHpe PM).

Lnsa nepeeoga dhoHAa B pexxuM Texobcny>knBaHusa cnepyeT nepenTu «KoMnoHeHTbl - DoHAbI» M HaXKaTb
3KpaHHyto KHorKy [TexobcnyxuBaHue] ¢ BbIGOPOM M3 BbiNaJatoLLEro CINCKA 3HaYeHUst « BKniountb» (cm.

PucyHok 71). 3aTtem noaoTeBepauUTb BKAKOYHEHUE peXXMMa.
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ﬁ OBzop @oHfbI
& KomnoHeHTbI > DoHakl pabounx mecT
ﬁg HacTporiku > C | 10cek ~ MonuTuKK Co3path v | | MBMEHWTb | | YaanuTb Texo6cnyKuBaHUe ~
4 Pa6ouve mecta > S -
@oHp, paGouux MecT ~ Cratyc MecTa FoToBATCH BbiGop npoTokona Ipynna pa6oumnx mect LLla6nox KommeHTapuia
f— -
..lII MOHMTDPMHF > astra AKTWBHbIA 3 o] Het OCHOBHaRA astra
™ meta3 AKTUBHBIA 0 0 fa OcHOBHaA meta3
n stal AKTWBHbIA 1 ] Aa OcHoBHan stal
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PucyHok 71 - NMepeBopn poHAa TEPMUHANBHOIO CepBeEpPa B PEXXUM TEXODBCNY>KMBAHMUS
CocTosiHWe pexxnma Texobcny>kmpaHus byaeTt oTobpaxkeHo B ctonbue «CtaTyc» cnmucka GpoHAoB.
Ons oTkNtoveHUs pexkuma TexobCNy>XMBaHUS HYXXHO BblOpaTb (OHA TEPMUHANBLHOIO CepBepa, HaXaTb
3KpaHHyto KHOMKy [TexobcnykuBaHue], a 3aTeM BbIGpaTb W3 BbINAJAIOLWErO CMUCKA 3HAYeHWe

«BbiknounTb». Mo 3aBepLieHnn TEXO6CJ'Iy)KVIBaHM$I CbOH,EI| MOXXEeT BbITb CHOBA MCMO/b30BaH.

8.13. YnpaeneHue pacriucaHueM 3aaa4

PacnucaHue no3BonsieT cocTaBUTb rpaduk 3a4ay, KOTOpble A0KHbI BbITb BbINOHEHbI 418 doHaoB PM.
LOna oTobpaxkeHus cnmcka 3adady cnepyeT nepentn «Paboume mecta - PacnucaHus». OcHOBHble
napaMeTpbl CNUCKA NMpUBELEHbI B Tabanue (cm. Tabnuua 74). CopTMpoBKa CNKMCKa BbIMOMHSAETCA MO CTON6LY
«Ha3BaHue».

Tabnuua 74 — NapaMeTpbl cNXCKa pacnvcaHum

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHME 3a4a4M
«dencrtemne» LencTeue, BbINONHSAAEMOE B paMKax pacnmcaHus
«@DoHapI» Cnucok ¢hoHOOoB, K KOTOPLIM ByeT NPpUMEHEHA 3aja4ya
«BkntoueHo» OT0b6parkeHNe COCTOSIHMS 3afa4u
«KomMmeHTapumn» MHdopmaumoHHoe coobLLEHME, UCMONb3YEMOE /151 ONMUCAHUS HazHaYeHUs

334aum

«[aTta akTnBaumum»

[aTta akTuBauum 3a0aum

«Bpems Hauana»

BDEMﬂ Ha4ana o4yepegHoro Ll,el;iCTBVIFI 3ajayu

«lMosTop»

nepMO,D,MHHOCTb BbIMOMHEHUA 3a4a4MN

«dnutenbHoOCTb»

OnutenbHoCTb (B MUHYTaxX) BbIMOMIHEHUS 334a4M C MOMEHTA, 334aHHOrO B
napameTpe «Bpems Hauana»

Hap co3paHHbIMM 3a4a4aMM MOXKHO BbIMOMHUTD ClieAytoLLmMe OeNCTBUS:

" OTPEeJaKTMPOBATb, A1S STOr0 HaXKaTb 3KPaHHYO KHOMKY [M3MeHuUTb];

Bbinyck ot Hos6psa 2024

192



@ TERMIDESK C/MET.10001-01 90 02

" YOanUTb, AN 3TOFO HaXkaTb 3KpaHHYyto kHonky [Ymanutb]. lMpu nonbiTke ynaneHus akTUBHOM
3afaum byaet oTobpaxkeHo cooblieHue: «Bbl yBepeHbl, YTO XOTUTE yAanuTb pacnucaHue, KOTOpoe
ncrnonbsyeTca?». YaaneHue akTMBHOM 3a4a4M NPOM3BOAMUTCA Be3 yyeTa ee TEKYLLEro BbIMOSHEHUS;

" M3MEHWTb COCTOSIHWE 3afdayu, AN 3TOr0 HaXaTb 3KpaHHYyH KHonky [AkTuBauma] v BbiGpaTb
COOTBETCTBY UMM MYHKT:

* [BkawouunTb] - akTUBMpPOBaTH 334a4y;

 [BbiknounTb] - feakTMBMPOBATb 33a4y.

na noucka 3agaum npegycmotpeHo nosne «Mouck». MpeaycMoTpeH nouck no napametpam «HassaHue,
«DoHabI1», «KoMMeHTapuimn».

[Ons nobasBneHus 3apaum B packpbiBatoLLeMcs crincke akpaHHon kHonku [Cospatb] cnenyeT BbibpaTh TUN
[EeNCTBUSA, KOTOPOE BYAET BbIMOMHATLCS MO PAaCMUCAHUIO:

» «3anyck» - BKatouyeHne BM, peanusyeTcs yepes runepeusop;

» «[epe3arpyska» - nepesarpyska BM, peanusyetcs yepes runepsusop;

= «[lepe3arpyska (6esonacHas)» - nepesarpyska BM, peanusyetcs yepes runepsusop. B BM pomxeH
6bITb  yCTaHOBNEH MakeT WHCTpyMeHToB «Guest tools», koTopbli  npegocTaBnseTca
NpOU3BOAUTENIEM FUMEPBU30PA;

= «[Maysa» - npuoctaHoB BM, peanusyetca yepes runepsusop;

» «OcTaHoB (Hebe3onacHbIN)» - BbiktoueHUe BM, peanusyeTtcsa uepes runepsusop;

* «BbikntoyeHne (6esonacHoe)» - BbikatodeHne BM, peanunsyetcs vepes runepsusop. B BM pomxkeH
6bITb  yCTaHOBNEH MakeT WHCTpyMeHToB «Guest tools», koTopbli  npedocTaBnseTca
NpOU3BOAUTENIEM FUMEPBU30PA;

* «BoccTaHoBneHme» (OTKaT K CHanwoTy) - BoccTaHoBneHne BM u3 6asoBoro cHMMKa (cHanwoTa),
peaniM3yeTcs Yepes rmrnepeusop;

» «TexobcnykmBaHMe» - oTnpaBka BM Ha TexobcnyykmBaHuMe.

® [OenictBua, peanusyemble Yepe3 rMNepsM3op, MOryT ObiTb YCMELIHO BbIMNOMHEHbI TONbKO Ha
rMnepBu30pax, NOALEPXKMBAIOLLMX YKa3aHHbIE KOMaHAbI.
LencTtene «BoccTaHoBneHme» ByaeT AOCTYMNHO OnepaTopy, €C/IM Yy HEero ecTb MoJb30BaTesIbCcKoe
paspelweHne «BoccTaHoBneHWe paboumx MecT».

© [Ona koppekTHoW paboTbl pacnucaHuidi ans ysnoe Termidesk pomkHa 6bITb HacTpoeHa
CUHXpOHM3auMa BpeMeHU (cM. noapasgen TpeboBaHMS K CMHXPOHM3ALMKU BPEMEHMU LOKYMEHTa
CJTIET.10001-01 90 01 «PykoBoacTBO afAMMHUCTpaTOpa. YCTAaHOBKA MPOrpaMMHOI0 KOMIIEKCa»).

LocTynHbie ans 3anonHeHWss NapaMeTpbl NepevmcieHbl B ctonbue «lMapameTp» cnenytowen Tabnmupl (cm.

Tabnuua 75). [Ins coxpaHeHus KOHPUIypaLMmn HYXXHO MCNONb30BaTb 3KpaHHYO kKHomnky [CoxpaHuTb].
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Mapametp

OnucaHue

«BkntoueHo»

YnpaeneHune coCTOSHMEM 3a4auMn.
Bo3MoxHble 3HadyeHus:

* «Jla» (no ymMonuyaHuio) - 3a4a4a akTUBMPOBaHa;

* «HeT» - 3apava neakTMBMpOBaHa.
Ecnu 3apaya yrke ycnena akTUBMPOBATbLCS, TO NMPU €€ BbIK/IHOYEHUU
(3HaueHme «HeT» nepekntoyaTens napaMeTpa) AeUCTBUE ByaeT
MPUMEHEHO B 3TOT Pas, HO He B CJIEAYHOLLMMA

«Ha3BaHune»

TekcToBOE HAMMEHOBAHUE cosp,aBaeMoﬁ 3a4ayun

«KommeHTapumn»

MHbopMaumoHHOE coobLLEeHME, UCMONIb3YEMOE AJ/1S1 ONMUCAHUS Ha3HAYeH WS
3a4a4m

«MDoHabI»

Bbi6op ogHOro unu Heckonbkmx GOHAOB, K KOTOPbIM ByAeT NpUMeHeHa
3ajava

«,El.aTa dKTUBaUunM pacnmcaHua»

,El.aTa dKTuBauunm 3agayum no pacnmncCaHuro

«Bpems Hauana»

Bpema Hauana oyepenHOro AeMCTBUS 3a4a4m No pacrnmcaHuio

«dnutenbHOCTb»

OnvTtenbHocTb (B MUHYTaX) BbIMOMHEHMWS 334a4M C MOMEHTA, 33AaHHOr0 B
napameTpe «Bpems Hauana».
Bo3MOXHble 3HaYeHUS:

= «1 MUH.»;

= «5 MuH.»;

* «15 MuUH.» (Mo yMonyaHuto);

= «30 MUH.»;

= «60 MUH.»;

= «180 MUH. (3 4.)»;

" «360 MUH. (6 4.)»

«[loBTOp»

Bbi6op neproanyHocTM 3anycka 3a4aym.
Bo3MoykHble 3HaueHua:

= «[HU Hepenu»;
= «JlHK Mecaua»

«dHn Hepenn»

Bbi60p ogHOrO MM HECKOMBbKMX AHEN Hedenu, B KOTOpble byneT
3anyckatbca 3agava. [locTyneH npu Bbibope 3HauyeHus «H1 Hegenu» B
napametpe «[MoBTOp».
Bo3MoxkHble 3HaueHua:

» «[lMoHenenbHUK»;

* «BTopHMk»;

= «Cpepa»;

= «YeTsepr»;

= «[MaTtHunua»;

= «Cyb660Tav»;

» «BockpeceHbe»

«dHn Mecaua»

YKazaHwve AaTbl Unun JaT (Yepes 3ansTyto), B KOTopble ByaeT 3anyckaTbes
3afava exemecsayHo. MNapameTp gocTyneH npu Bblibope 3HaveHUs «dHu
Mecsiua» B napameTtpe «[losTop».

[JonyckaeTca ncnonb3oBaHWe CreumanbHOro 3HadYeHns «*» - Bce gHU
Mecsua.

Mpumep: «10,20,30»
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Mapametp OnucaHue
«BkntoyeHue Bcex HazHauyeHHbIX paboumx YnpaBneHue cocTosiHMeM HasHadeHHbIx PM. [locTyneH npu Bbibope
MecT» [encTBus «3anyck» B PacKpbIBatOLLEMCS CIUCKE SKPAaHHOW KHOMKM
[Cosnatb].

Bo3MoykHble 3HaueHus:

= «[a» (no ymonuyaHuio) - BM HasHaueHHbIx PM ByanyT BK/ItOYEHDI;
* «HeTt» - BM HasHaueHHbIx PM He ByayT BK/IOUYEHDI

«BkntoyeHWe HeHazHa4yeHHbIX pabounx MecT» Bbi6op Toro, kak 6yayT yuntbiBaTbcst BM, koTopble 6binu 3anyLueHbl 0
aKTUBALMM 334a4M 1 He BblnM HazHaYeHbl Nosib3oBaTtento. [JocTyneH npu
Bbl6ope AencTBUA «3anyck» B pacKpbIBatOLLEMCA CMMCKE SKpaHHOM
kHonku [CospaTtb].

Bo3MoykHbIe 3HaueHus:

= «[lpoueHT oT obLiero uncna» (Mo yMonyaHuo);
= «ABCONOTHOE YMUCIO»

«BbikntoueHne paboumnx mecT» Bbi6op Toro, kak 6yayT yuntbiBaTbcst BM, koTopble 66111 3anyLueHbl 0
akTuBaumm 3agaun. JoctyneH npu Boibope aerictemna «OcTaHoB
(Hebe3onacHbIN)» B pacKpbIBatOLLEMCS CMIUCKE SKPaHHOM

kHonku [CozpaTtb].

Bo3moykHble 3HaueHus:

= «[lpoueHT oT 06LLero uncna;
* «ABCOMOTHOE YMCNO» (MO YMONYaHMUIO)

«[MpoueHT oT obLuero uncna» MpoueHT 3anyckaeMbix UK BbikatodaeMbix BM, paccuntbiBaeTcs ot
obuero umcna BM B doHae. JocTyneH npu Bbibope AeNCTBUSA «3amnyCcK»
unu «OcTaHoB (Hebe3onacHbIi)» B PacKpPbIBaOLLEMCS CMIUCKE SKPaHHOW
kHonku [CospaTtb].

MapameTp no3BonsieT perynMpoBaTh A0 3aMyCKaeMbIX AN
Bblk/Ito4aeMbix BM B TeueHne BpeMeHMU, 3aJaHHOIO B NapameTpe
«dnnTenbHoCTb».

Hanpumep, ecnu obee uncno BM cocrtaensiet 100, v ans napameTpa
«[MpoueHT oT 06LLEero YMCna» YCTaHOBEHO 3HadveHue «30», a ons
napameTpa «dnuTenbHOCTb» YCTAaHOBNEHO 3HaYeHMe «15 MUH.», To B
TeueHume 15 muHyT 30 BM 6yayT 3anyckaTbcs UM BbIKAKOYATLCS MO 2
MaLLMHbI KXKAYH MUHYTY.

@ CooTHoweHne napameTpoB «dnutenbHocTb», «[lpoueHT oT
obuwero umcna» U «ABCOMOTHOE  YUCNO»  MO3BONSET
ONTMMM3UPOBATb HAarpy3Ky Ha naaThopMy BUPTyanmsaLmm.

Mo yMonuaHuio ans AencTBus «3anyck»: «20».
Mo ymonuaHuio ans pericteust «OcTaHoB (Hebe3onacHbIn)»: «1»

«ABContoTHOE YNCIION» Yucno 3anyckaeMbix unum BbikaovaeMbix BM. [loctyneH npu Boibope
pencTeus «3anyck» unm «OcTtaHoB (Hebe3onacHbIN)» B pacKpbiBatoLLEMCS
crmcke akpaHHol kHonku [CospaTs].

MapameTp No3BoNSIET peryanpoBaTb KOJIMYECTBO 3anyCKaeMblX UK
BbIk/to4aeMbix BM B TeueHne BpeMeHwU, 3afaHHOrO B napameTpe
«AnutenbHOCTb».

Hanpumep, ecnv ans napametpa « ABCONMOTHOE YMUCI0» YCTAHOBNEHO
3HaueHue «30», a ana napameTpa «AAnTeNbHOCTb» YCTaHOBNEHO
3HaveHue «15 MUH.», To B TedeHue 15 MUHYT ByayT 3anycKkaTbCst UK
BbIKJIHOHATbCS MO 2 MALLUMHbI KXKAYH MUHYTY.

Mo ymMonuaHuto ana gencreus «3anyck»: «20».

Mo ymonuanuto ans pencrems «OcTaHoB (HebesonacHbIn)»: «1»
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9. NMPOTOKO/1bl AOCTABKMU

9.1. O6wue cBeaeHUs 0 NPOTOKONaX AOCTaBKU

MpoTokon pocTtaBkM — 3TO noppepykmBaeMblt B Termidesk npoTtokon ymaneHHoro poctyna k PM.
MpoTokonbl aocTtaBkM obecrieumBaloT noakntodeHne K BPM, a Takyke K TepMUHanbHbIM ceccuaMm W

NPpUNOXEHUAM, N MOT'YT BbINOJIHATb AO0CTaBKYy PM kak Hanpamyro, Tak U 4epe3 KOMIMOHEHT «Wno3».

Ona oTobpaxkeHus cnmvcka [L00aBMEHHbIX MPOTOKOJIOB LOCTaBKWM cnenyeT nepentn «KOMMOHEHTHI -
MpoTokonbl poctaBkm». OCHOBHble MapaMeTpbl CMNMCKa MNpuBedeHbl B Tabnuue (cm. Tabnuua 76). [na
nobaBneHNs MpoTokona [OOCTaBKWM CrefyeT HaaTb Ha 3kpaHHyto kHonky [Cospatb] v BbiGpaTb w3
BbIMaAatoLLEro CNMCKa Noaaep>XKMBaeMbIA MPOTOKON M CMOCOD AOCTaBKM.
LobaBneHHble NPOTOKOJIbl MOYKHO:
" penakTmnpoBaTb, ana 3TOoro HY>XHO NMOMEeTUTb npoTokKon n Ha)>XaTb Ha OKpPaHHYHIO
KHonKy [M3MeHUTBb] (cm. PucyrHok 72);

* yAaNnuTb, AN1S 3TOMO HYXKHO MOMETUTb MPOTOKON M HaXaTb Ha IKPaHHYHO KHoMKy [YaanuTb).

& [lpoTokon [OCTaBKM MOXeT ObiTb yAaneH TONbKO B TOM C/ly4yae, eC/iM OH He WMCMonb3yeTcs

doHgom BPM.
Tabnuua 76 — MNMapameTpbl CriMcka NPOTOKOMOB AOCTaBKMU
Mapametp OnucaHue
«MpuoputeT» MpuopuTeT 0TOBPaskeHMs B CNMCKE NPOTOKOIOB JOCTABKM AN Nosb30oBaTens
«HazBaHue» TekcToBOE HaMMEHOBaHME NPoToKona AocTaBku B Termidesk
«[MpoTtokon» Twn npoTokosa LOCTaBKM
«Ucnonbsyercax XapakTepucTuka UCMonb30BaHMA NMPOTOKONA AOCTaBKM B KaKOM-Mb60 doHae
«KommeHTapum» UHbopmMaumoHHoe coobLueHue, UCNosb3yeMoe /i ONMCaHWUsA Ha3HaYeHUs
MpOTOKONa AOCTAaBKM
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HF}OTDKDJ’IbI A0CTABKM

MpoToKonbl AOCTaBKA

Cospate ~ HMasmeHuTb Yaanutb

Mpwoputer =  Hassanwue MpoTokon Wcnonesyerca KommeHTapun
1 rdp-stal RDP (repmuHansHbIA gocTyn) Aa
1 RDP (HanpamMyrz) RDP (Hanpamyz) Aa
SPICE SPICE (vdi-viewer, akcnepum,) Aa
15 ~ | Hacrp. 1-3m33 1) 131

PucyHok 72 — PepakTupoBaHMe NpOTOKONA AOCTaBKM

Termidesk nopaep>xuBaeT creaytroLLmMe NPOTOKO/IbI YAaseHHOro 4oCTyna:

» SPICE, noppepykmBaeTcs, B TOM uncne, npu goctaeke BPM uepes HTML5-knueHT;

= TERA (3kcnepuMeHTanbHO), NOAAEPXKUBAETCS, B TOM uucne, npu goctaske BPM yepes HTML5-

KJINEHT;

* VNC (Tonbko yepe3s HTML5-knueHT);
= RDP;

* Loudplay.

CpaBHMTEJ’IbHaﬂ Ta6ﬂMLl,a beHKLI,VIOHaJ'IbeIX BO3MOYXHOCTEM NMpoTOKOJIOB AO0CTaBKKM nMpuBeaeHa B

cnpaBo4dHoM LeHTpe Termidesk: https://wiki.astralinux.ru/pages/viewpage.action?pageld=338007913.

9.2 . MNpotokon aoctasku RDP

9.2.1. lNpsamoe noaxnoyeHue no npotokony RDP

Ons pobaeneHws npsiMoro nogkntodeHuss no npotokony RDP cnepnyet nepentn «KOMMOHEHTbI -

MpoTokonbl AocTaBKM», HaxaTb Ha 3kpaHHyto KHonky [Cospartb], BbibpaTb «RDP (Hanpsimyto)» wu

3aMo/IHUTb AaHHbIe, NepeYmcieHHble B cTonbue «lMapameTp» cneaytoulent Tabnuubl (cm. Tabnuua 77).

Tabnuua 77 — OaHHble gns nobasneHMs NpsMoro nogkstodeHms no npotokony RDP

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HaMMeHOBaHWe MPOTOKO/IA AOCTABKM
«KoMMeHTapumn» MHbopMaumoHHoe coobLueHme, UCMob3yeMOoe A9 ONMCaHus
Ha3HaYeHUa NPOTOKOa A4OCTaBKM
«[MpuopuTteT» MpropuTeT oTOBpaXkeHna B CMCKE NPOTOKOJIOB AOCTaBKM A/s
nonb3oBarens
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Mapametp

OnucaHue

«[MycTble yyeTHble AaHHblE»

Mcnonb3oBaHMe TEXHONOMMU €AMHOMO BXOAA.
Bo3MOXKHble 3HaYeHUS:
* «[la» - He UCNoNb30BaTb YYeTHbIE AaHHble B MONax «JloruH» u
«[Maponb» npu nogxntoveHun no npotokony RDP;
= «HeT» - ucnonb3oBaTh yYeTHbIE AaHHbIe B nonsax «JloruH» u
«[Maponb» npu noaxkntodeHnn no npotokony RDP

«JlornnH» CybbeKT, MMeloLLMIA MOJIHOMOYMS 415 NMOAKIOUYEHUs o npoTokony RDP
k BPM
«[Maponb» Habop cumBonoBs, noaTBep >KAatoLLMIA NONHOMOYMNS

«bes3 pomeHa»

Mcnonb3oBaHue naeHTndukatopa sgomeHa MS AD npu npoeepke
MOTHOMOYMM CyObeKTa.
Bo3MoXHble 3HaueHus:
= «[a» - He ncnonb3oBaTb MaeHTUdUKaTop aomMeHa MS AD B none
«JloMeH» Mpu NogKIto4eHUM;
* «HeTt» - ucnonbsoBatb aeHTUdGMKaTOp someHa MS AD B none
«JloMeH» npu NoaKItoUYeHUN

«domeH»

NpeHntudukatop nomeHa MS AD npu npoBepke nonHoMouni cybbekTa

«[opT»

Bbi6op nopTa ana noaxkntodeHus. Mo yMonyaHuoo ncnonbsyeTcs nopt
3389

«Pa3pelwnTb cMapT-KapTbi»

PaspewnTb naeHTUbMKaumuto cybbekToB Ha OCHOBE CMapT-KapT

«Pa3pelwmTb NpuHTEPDI»

PaspelunTb nepeHanpasneHue ycTpomncTs nevatu no npotokony RDP

«PazpelwnTb guCKn»

PaspelunTb nepeHanpaBneHne yCTponcTB XpaHeHus no npotokony RDP

« Pa3peuJ UTb NocsieaoBaTesibHbIE MOPTbI»

PaBpeLIJMTb nepeHanpasaeHMe NocnenoBaTesibHbIX MOPTOB MO NPOTOKONY
RDP

«lMokasbiBaTb 060U

PaspelunTb oTobparkeHMe HOHOBOro M306parkeHmsl, HACTPOEHHOTO Ha
paboueMm cTone

«Pa3pelwnTb KOMMNO3uMLMIO paboyero cTona»

PaspelunTb oTobparkeHme TeMbl paboyero ctona

«CrnaxuvBaHue wpudToB»

Mcnonb3oBaTb TEXHONOMMIO CrAaXKMBaHUS LWpUQTOB

«MNonaepxxka CredSSP»

Mcnonb3oBaTb TEXHOMOMMIO €AMHOMO BXOAA C MOMOLLBIO YCYT
6e3sonacHocTu Credential Security Service Provider

«Mcnonb3osate ALSA»

Mcnonb3oBaTb NporpaMMHbI MUKLLEP AN MepefaYm 3ByKa

«[MapameTpbl NpuHTEpa»

YkazaTb KoHbUrypauuio nepeHanpaenseMoro npuHTepa

«[MapameTpbl cMapT-KapTbI»

YKkazaTb KOHOUrypaLumio MaeHTUbUKALMM N0 CMapT-KapTam

«[ocTyn u3 ceTen»

OrpaHunyeHue oocTyna 4 yKa3saHHOro AMana3oHa ceTen.
Bo3MoykHble 3HaueHus:

* «[a» - npoTokon ByAeT pa3peLleH TONbKO AN MePeYUCNEHHbIX B
napameTpe «CeTu» aMana3oHoB ceTen (peanmsaums «b6enoro»
cnucka goctyna);

* «HeT» - npoTokon ByaeT 3anpeLLeH ANs NepeUncneHHbIX B
napameTpe «CeTu» AMana3oHOB CeTeN (peanmsauns K4epHOro»
crnucka AocTyna)

«CeTtun»

BbibpaTb AManasoH ceTeBbiX aflpeECOB, U3 KOTOPbIX BYAET pa3peLleHo
WAN 3anpeLLEeHo UCMob30BaHMe NPOTOKONA A1 noakaoveHna Kk BPM.
YKazaHHble AnanasoHbl AOSXKHbI 6bITb co3aaHbl B «KomnoHeHTbl - CeTu»
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Mapametp

OnucaHue

«Pa3pelueHHble ycTpoicTea»

YkazaTb ngeHtndmkatopbl OC, koTopble MOryT 6biTb MCMOJIb30BaHbI NpU
noakntoveHun no npotokony RDP k BPM

Ons npoBepkyM NpaBUALHOCTWU 3aMoONHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOMb30BaTb 3KPAHHYHO

kHonky [TecT].

9.2.2 . MNMopxntoveHue Yepes koMnoHeHT «LLinto3» no npotokony RDP

Ons pobaBneHus nopkntoveHns no npotokony RDP uepes komnoHeHT «LLnto3» cnepyer nepenTu

«KoMnoHeHTbI - [poToKobl 4OCTaBKU», HaXkaTb Ha 3kpaHHYto kHornky [Co3paTb], BbibpaTh «RDP (4epes

BEOCOKET LUMO3)» W 3aMONHUTb [AdHHble, MNepevyncsieHHble B cTonbue «[llapameTp» cnepytouen

Tabnuubl (cm. Tabnuua 78).

Tabnuua 78 — daHHble pna nobasneHus noakntodeHms no npotokony RDP vepes «LUnto3»

Mapamerp OnucaHue
«HaszBaHue» TekcToBOE HaMMeHOBaHMe MPpOTOKONa AO0CTaBKU
((KOMMEHTEpMﬂ» MHd)OpMaLI,MOHHOE COO6LLI,EHME, ncnonbsyemoe and onncaHusa
Ha3Ha4yeHW1a NPOTOKOMa AO0CTaBKU
«[MproputeT» MpuopuTeT oTOBpaXkeHUs B CNUCKE NPOTOKOMOB AOCTAaBKU AJiS

noJib3oBaTens

«URL wntoza»

Agnpec «LLnto3a», obecneunsatoero hbopMmpoBaHue 1 nogaepxaHue
coeguHeHuns, B dopmate ws(s)://<IP-agpec>:<nopT>.
Mpotokon WS (WebSocket) ucnonssyetcs, ecnm «LLnto3» He HacTpoeH
Ha 3alMLLeHHOoe coeamHeHue, npoTtokon WSS ncnonbsyetcs, ecnm
BbIMOMHAETCA 3aLUMLLEHHOE NoaKatoUeHue K «LLntosy».
Mo ymonuanuio «LLnto3» ncnonbsyet noproi:

= 5099 - nna HesalULLEHHOro NOAKIHOUYEHNS;

= 10000 - gns 3aWMLLEHHOrO NOAKIOYEHUS.
AILMUHUCTPATOP MOXET 334aTb HY>KHOE 3Ha4eHWe NopTa, ecnu
WCMONb3yeTcs HECTaHAAPTHbIM NOPT B HacTponkax «LLinto3za»

«Bpems oxkmaaHus coegmMHeHUs»

Bpemsi oxxmpaHus (B cekyHAax) OTKAMKa LUO3a

«[lycTble yyeTHble faHHble»

Mcnonb3oBaHMe TEXHONOMMU e4MHOMO BXOAA.
Bo3MoXKHbIe 3HaYeHUsI:
* «[Jla» - He UCNO/Ib30BaTb YYETHbIE JaHHbIE B NONSX «JIOrMH» 1
«[Naponb» npu noaxkntodeHnn no npotokony RDP;
= «HeT» - ncnonb3oBaTb y4eTHble AaHHble B nonax «JloruH» u
«[Maponb» npu noaxntoveHun no npotokony RDP

«JToruH» Cy6beKT, MMerLLMIA NOTHOMOYMS 418 NOAK/UYEHMs no npotokony RDP
k BPM
«[Maponb» Habop cumMBonoB, NOATBEP>KAAOLLMIA MONHOMOYMS

«be3 nomeHa»

Mcnonb3osaHue naeHtudukatopa gomeHa MS AD npu nposepke
NoJIHOMOYMI CyBbekTa.

Bo3MoskHble 3HaueHus:
= «[la» - He ucnonb3oBaTb naeHTUdUKaTop aomMeHa MS AD B none
«JloMeH» npu NoaKNtoYeHUM;
* «HeT» - ncnonbsoBatb naeHTUdUKaTop gomeHa MS AD B none
«[JoMeH» npu NogKIto4eHUU
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Mapametp OnucaHue
«[JomeH» MpeHTudukatop gomeHa MS AD npu npoeepke nonHoMoumni cybbekTa
«[MopT» Bbi6op nopta ang noagxkntodeHus. Mo ymonyaHuo ncnonbsyeTcs nopt

3389

«Pa3pelwnTb cMapT-KapTbi»

PaspewnTb naeHTUbMKaumuto cybbekToB Ha OCHOBE CMapT-KapT

«PaspewwmTb NpuHTEPDLI»

PaspelunTb nepeHanpaBneHue ycTpomncTB nevatu no npotokony RDP

«PazpelwmTb gucku»

PazpelinTb NnepeHanpaBneHne yCTpoMCTB XpaHeHus no npotokony RDP

«Pa3pelwnTb nocnepoBaTeNibHble MOPTbI»

PaspewwmTb nepeHanpasieHne NoC/ieA0BaTENbHbIX MOPTOB MO MPOTOKOY
RDP

«[Moka3biBaTb 060U

OTobparkaTb hoOHOBOE M306paXkeHMe, HACTPOEHHOEe Ha paboyeM cTose

«Pa3pemv1Tb KOMMNO3uyuro pa60L|ero CToNa»

PaspewwnTb TeMbl paboyero ctona

«CrnaxwueaHue WwWpudTOB»

Mcnonb3oBaTb TEXHOMOMMIO CrNaXKMBaHUSA LIJpMCbTOB

«MNopnnep>xxka CredSSP»

Mcnonb3oBaTb TEXHONOIrMIO €AMHOMO BXOAA C MOMOLLIBIO YCNyT
6e3onacHocTu Credential Security Service Provider

«Mcnonb3oBate ALSA»

Mcnonb3oBaTb NporpaMMHbIA MUKLLIEP ANS Nepefayu 3ByKa

«[MapameTpbl NpuHTEpa»

YKazaTb KOHUrypauuio nepeHanpasnsieMoro npuHTepa

«[MapamMeTpbl cMapT-KapTbI»

YkazaTb KoHbUrypaumio naeHTMdmKaLmMm no cCMapT-KapTam

«JocTyn u3 ceten»

OrpaHuyeHne gocTyna 4na ykasaHHOro AManasoHa ceTen.
Bo3MoykHble 3HayeHus:

* «[la» - npoTokon ByaeT paspeLLeH TONbKO A/t MEPEYUCSIEHHBIX B
napameTpe «CeTu» gnanasoHoB ceTen (peanmsaums «b6enoro»
crnvcka JocTyna);

* «HeT» - npoTokon ByaeT 3anpeLeH 418 NepeyYnciieHHbIX B
napameTpe «CeTu» fManasoHOB ceTen (peanmsaumsa «4epHoro»
crnvcka AocTyna)

«CeTun»

BbibpaTb AManasoH ceTeBbiX afpecoB, U3 KOTOPbIX ByAeT paspeLLeHo
WX 3anpeLLeHo UCMob30BaHMe NPOTOKONA 418 NoakatodeHus kK BPM.
YKa3zaHHble AnanasoHbl A0MKHbI 6bITb co3aaHbl B «KoMnoHeHTbl - CeTu»

«PazpeLueHHble ycTponcTea»

YkazaTb unaeHtndmkatopbl OC, koTopble MOryT 6bITb UCMOIb30BaHbI MNpU
noaxntoyeHun no npotokony RDP k BPM

Ons npoBepkyM NpaBUALHOCTU 3aMoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOMb30BaTb 3KPAHHYHO

kHonky [TecT].

9.2.3. MNoakntoueHue no npotokony RDP gns pocryna Kk pecypcaM TepMUHanbHOro cepeepa

Ons pobaeneHus nogkntoveHuns ans poctyna Kk MS RDS wnn STAL cnepyet nepentn «KOMNOHEHTHI -

MpoTokonbl AOCTaBKM», HaxaTb Ha 3kpaHHyto kHonky [Cospatb] v BbibpaTb «RDP (TepMuHanbHbIN

[ocTyn)».

3aTeM 3anoNHUTb AaHHble, NepeyncsieHHble B cTonbue «lapameTp» cnepytrollen Tabnumubl (cm. Tabnuua 79).
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Tabnuua 79 — daHHble ana nobasneHus npsMoro NoaKJ4YeHUs K cepBepaM TEPMMHASIOB

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MPOTOKOMA AOCTABKM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCNoNb3yeMoe A5 ONUCaHUS
Ha3HaYeHWsi NPOTOKONA AOCTaBKM
«[MproputeT» MpuopuTeT 0TOBpaXkeHUs B CNMUCKE NPOTOKOIOB AOCTABKU AJiSl

noJsib3oBaTens

«URL wntoza»

Agnpec «LLnto3a», obecneumsatoiero bopMmpoBaHue 1 NoaaepxaHue
coepguHeHus, B dopmate ws(s)://<IP-aapec>:<nopT>.
Mpotokon WS (WebSocket) ucnonbsyercs, ecnm «LLnto3» He HacTpoeH
Ha 3aLLmMLeHHoe coeguHeHue, npotokon WSS mcnonbsyertca, ecau
BbIMOHAETCS 3aLUMLLEHHOE NoaKtoUeHue K «LLntosy».
Mo ymonuanuto «LLnto3» ncnonbsyeT nopToi:

= 5099 - png HesaWwMLEeHHOro NoAKIOYEeHUS;

= 10000 - onga 3aWmLLEeHHOro NOAKIHOUEHUS.
AOMUHUCTPATOP MOXET 334aTb HY>KHOE 3HaYeHne nopTa, ecu
MCMOMb3yeTCs HeCTaHAAPTHbIMA NOpT B HacTporkax «LLntosza»

«Bpemsa oxxungaHus coegmHeHUa»

Bpems oxxmpaHus (B cekyHaax) oTknamka «LLnrosa».

Mpw npsiMom coeamHeHnn (He vepes «LLnto3») MOXXHO ocTaBUTb
3HaAYeHME Mo YMONYaHMIO, T.K. MapaMeTp He ByaeT OKasbliBaTb BIUSHUS
Ha NOAKJOYEHUE

«[TopT»

Bbibop nopta ans nopkntoveHus. Mo ymonuaHuio ncnonbsyercs nopt
3389

«PaspewnTb cMapT-KapTbi»

Pa3pemMTb MAEHTVICbVIKaLI,MIO Cy6'bEKTOB Ha OCHOBE CMapT-KapT

«Pa3pelwmTb NpUHTEPDLI»

PaspelunTb nepeHanpaeneHe yCTponcTB nevatr no nportokony RDP

«Pa3pelwmnTb gucku»

PaspelunTb nepeHanpasneHune ycTponcTB XpaHeHus no npotokony RDP

« Pa3pem UTb NocnenoBaTeibHbIE MNOPTbI»

PaBDELIJMTb nepeHanpasneHMe NocnenoBaTe/ibHbIX MOPTOB MO NPOTOKONY
RDP

«[lMoka3sbiBaTb 06OU»

OTo6paxkaTb poHOBOE M306paXkeHUe, HACTPOEHHOE Ha paboyeM cTone

«Pa3pelwmTb kKOMMNo3umLMIo paboyero crona»

PazpeLunTb TeMbl paboyero ctona

«CrnaxuvBaHue wpudToB»

Mcnonb3oBaTb TEXHONOMMIO CrAaXKMBaHUA LWPUQTOB

«Moppep>xka CredSSP»

Mcnonb3oBaTb TEXHOMOMMIO €AMHOMO BXOAA C MOMOLLBIO YCYT
6e3sonacHocTu Credential Security Service Provider

«Mcnonb3osate ALSA»

Mcnonb3oBaTb NporpaMMHbI MUKLLEP AN MepefaYm 3ByKa

«[MapaMeTpbl cMapT-KapTbI»

YkazaTb KoHbUrypauuio naeHTMdbmKaLmMmM no CMapT-KapTam

«Bce npuHTEpbI»

BbinonHUTbL NepeHanpasneHne BCeX YCTPOMCTB MeyaTu no npoToKony
RDP. MNpu BbikNtoueHHOM NapameTpe «PaspelnTb NPUHTEPbI» AaHHbIN
napamMeTp UrHopupyetcs

«RemoteF X»

Mcnonb3oBaTtb TexHonoruto RemoteFX

«Bce RemoteFX ycTporicTea»

Mcnonb3osatb Bce RemoteFX ycTponctea
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Mapametp OnucaHue

«JdnHaMmyeckoe paspeLueHue» PaspelunTb nepegayy AMHaMMUYECKOro paspeLleHuns ana sKkpaHa
pabouero ctona

A TapameTp ponyeH BbITb OTK/IOYEH MPU peanmsaumm AoCTyna K
STAL c pabouen ctaHumm nonb3osatens Ha OC Microsoft
Windows 11

«[ocTyn u3 ceten» Mpwn BbIGOPE 3HauYeHUs «[la» npoTokon ByaeT paspeLleH TOMbKO A8
nepeyncneHHbix B napameTpe «CeTu» ananasoHOB ceTen (peanmsaLms
«6enoro» cnMcka focTyna).

Mpwu BbIGOPE 3HaYeHMs «HeT» NnpoTokon ByneT 3anpeLLeH ans
nepeyncneHHbix B napameTtpe «CeTu» guanasoHoB ceTer (peanusaums
«YepHOro» cnucka JocTyna)

«CeTtu» BbibpaTb AnanasoH ceTeBbIX aipeCOB, U3 KOTOPbIX OyAeT paspeLueHo
WNIM 3aMpeLLEHO UCMOb30BaHWE NPOTOKONA AN NoaK/todeHus K PM.
YKazaHHble AMana3oHbl JOMXHbI BbiTb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3peLueHHble yCTpoOCTBa» YkazaTb ngeHtudmkatopbl OC, koTopble MOryT 6biTb UCMOJIb30BaHbI NpU
nopkstoyeHum no npotokony RDP k PM

Ons npoBepkyM NpaBUALHOCTWU 3anoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMONb30BaTb 3KPAHHYHO

kHonky [TecT].

9.2.4 . MNMopxntoveHune no npotokony RDP gns poctyna k pecypcam TepMUHanbHOro cepeepa Yepes
KOMMOHeHT «LLinto3»
HaunHaa ¢ Termidesk Bepcum 5.0 nookntouyeHue K pecypcaM TepMuHanbHOro cepsepa 4vepes «LLnto3»

HacTpauBaeTcs npu Bblbope npoTokona «RDP (TepMuHanbHbIM gocTyn)».
9.3. MpoTokon poctaBku SPICE

9.3.1 . MNopkntoueHme no npotokony SPICE uepes vdi-viewer
Ons nookntodeHuss nonb3osatens no npotokony SPICE umeHa y3noB nnatdopmbl BUpTyanusauuu
[OMKHbI KOpPEKTHO pa3peluatbes B |P-agpeca aTux y3nos.
LOns nogkntoueHmsa no npotokony SPICE Hy»Ho:
* Ha y3n1ax nnatdopMbl BUPTYaIM3aLMM BKIOYUTL onTuMmM3aumto gaa npotokona SPICE;
* Ha NONb30BaTeNbCKYO pabouyto cTaHumio ycTtaHoBUTb MO Termidesk Viewer cornacHo fokymMeHTy
C/TET.10001-01 92 01 «PykoBoacTBO agMuHMCTpaTopa. HacTporika M 3KcnayaTaums KOMMOHEHTA

«KnneHT»).

Ons pnobasneHua nogkntoveHus no npotokony SPICE cnepyet nepentu «KomnoHeHTbl - [MpoTokonbi
[OCTaBKM», HaxaTb Ha 3kpaHHyt kHonky [Cozpatb], Bbibpath «SPICE (vdi-viewer, skcnepum.)» wu
3aMnofIHUTb AaHHbIE, NepeYnceHHble B ctonbue «lMapameTp» cneaytowen Tabnuupl (cm. Tabnuua 80).

Tabnuua 80 — HaHHble ans nobasneHmsa noakatodeHus no SPICE yepes vdi-viewer

MapameTp OnucaHue

«HazBaHue» TekcToBOE HAMMEHOBAHUE NMpPOTOKO/1la AOCTaBKU
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Mapametp OnucaHue

«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMOe ANS ONUCAHMS Ha3HaYeHuUs
NpoTOKONa AOCTaBKM

«[MpuopuTteT» MpuopuTeT oTOGpPaXKeHNa B CMCKE NPOTOKO/IOB AOCTAaBKW A/is
nonb3oBsaTens
«URL wnto3za» Agnpec «LLnto3za», obecneumearoiero hbopMmpoBaHue 1 NoanepxKaHue

coefuHeHus, B dopMaTe ws(s)://<IP-agpec>:<nopT>.
Mpotokon WS (WebSocket) ucnonbsyetcs, ecnm «LLnto3» He HacTpoeH Ha
3alUMLLEHHOE coefmHeHue, npoTokon WSS ncnonb3yetca, ecnu
BbIMOJIHAETCA 3aLUMLLEHHOE NoAK/toUYeHMe K «LLntozy».
Mo ymonyaHuto «LLnto3» ncnonbsyeT nopToi:

= 5099 - ona He3alMLLEHHOro NOAK/IHUYEHNS

= 10000 - o9 3aLMLLEHHOMO MOAKIHYEHMS.
ALMUHUCTPATOP MOXKET 334aTb HY)KHOE 3HAaYEHUE NopTa, eCU
MCMONb3YeTC HeCTaHAAPTHbIM NOpT B HacTpoiikax «LLntosa»

((BpEMﬂ OXXUOaHUNAa coeguHeHna» BpeMﬂ OXXnaaHua (B CEKyH,EI,aX) OTKJIUKa LWNHO3a

«CepTudumkar» MHdopmaumsa o nybnmyHom katove ans AocTyna K nnatdopme
BMpPTYyanusaumm (OnNLMOHaNbHO)

«JocTyn u3 ceTen» Mpu BbIGOpe 3HaueHus «[Ja» NpoTokon ByaeT paspeLLeH TONbKO Ans
nepeyvmcneHHbix B napametpe «CeTu» nMana3oHoB ceTel (peanmnsaums
«6enoro» cnucka focTyna).

Mpu BbIGOPE 3HaUeHUs «HeT» npoTokon ByaeT 3anpeLLeH ans
nepeumncnieHHbix B napametpe «CeTu» gmanasoHoB ceTen (peanusaums
«YepHOro» CnMcKa AocTyna)

«CeTtu» Bbi6paTb AMana3oH ceTeBbiX aApecoB, U3 KOTOPbIX ByAeT paspeLleHo Uau
3anpeLLeHo UCMoJb30BaHWE NPOTOKONA A5 noakaoveHus Kk BPM.
YKa3zaHHble Anana3oHbl JONXHbl 6bITb co3aaHbl B «KoMnoHeHTb! - CeTu»

«Pa3peLueHHble ycTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT ObITb UCNOJIb30BaHbI MpU
nopxntoveHuu no npotokony SPICE k BPM

,D.J'Iﬂ npoBepKn MNpaBUIbHOCTU 3aMOJIHEHUSA CI)OprI NnoAKMHYEHNUA MOXXHO MCNOJIb30BaTb 3KPaAHHYHO

kHonky [TecT].

9.3.2.. MopkntoueHune no npotokony SPICE uepes HTMLS5 (nokanbHbi npokcu)
& HauunHas ¢ Termidesk Bepcum 5.1 ncnonbsoBaHue dbyHKUMOHaANa, NOAKIKOYAEMOro Yepes niaaruH

pacwmpenus, uckntoveHo. [na HacTpomku noakntodeHus no npotokony SPICE uepes HTMLS
(nokanbHbIM NpoKcK) cnenyeT obpatuTbes K nogpasaeny Mporokon goctaBkn HTMLS.
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9.4 . Nopxntouerne no npotokony VNC yepes HTML5 (nokanbHbi npokcu)

© Mpotokon VNC uepes HTML5 He nopaepxusaetcs koMnoHeHToM «KnueHT» 1 npuseaeH ans
CMpaBKM.

Ons pob6asneHua noakntodeHuss no npotokony VNC uyepes HTMLS5 (nokanbHbi npokcu) cnepyet
nepentn «KomnoHeHTbl - [MpoTokoNbl AOCTaBKU», HaxaTb Ha 3KpaHHyt kHonky [CospaTb], BbiGpaThb
«VNC (HTMLS5, 4yepe3 nokanbHbiA MPOKCM)» W 3aMONHUTb [aHHble, MEpeyYncneHHble B CcTonbue

«[MapameTp» cnepytoLLen TabnunLbl (cm. Tabamua 81).

Tabnuua 81 — NaHHble ana nobasneHma noaknatodeHmsa no VNC yepes nokanbHbIN NPOKCH

MapameTp OnucaHue
«HasBaHue» TekcToBoe HauMeHoBaHUe NPOTOKONa AOCTaBKU
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHMe, UCMOb3YeMOE Asi ONUCAaHMS Ha3HaYeHUs

NPOTOKONAa AOCTaBKU

«[MpuopuTteT» MpuopuTeT 0TOGPaXkeHNs B CMCKE NPOTOKOJIOB AOCTaBKM As
nosnb3oBaTens
«URL wnroza» Agppec «LLnto3a», obecneunsatoero popmMmpoBaHme 1 NopaepxaHme

coefuHeHus, B dopMaTte ws(s)://<IP-agpec>:<nopT>.
Mpotokon WS (WebSocket) ucnonbsyetcs, ecnm «LLnto3» He HacTpoeH Ha
3alMLLEeHHOe coeamHeHme, npotokon WSS ucnonbsyetcs, ecnum
BbIMOJIHAETCA 3aLLMLLEHHOE NOAK/toUYeHWe K «LLnto3y».
Mo ymonuaHuto «LLnto3» ncnonbsyeT nopbl:

= 5099 - ona He3alULLEHHOro NOAK/IHUEHNS

= 10000 - gns 3aWMLLEHHOrO NOAKIOYEHUS.
ALMMHUCTPATOP MOXET 33faTb HY>KHOE 3Ha4YeHMe nopTa, eciu
WCMONb3YyeTCs HECTAaHAAPTHbIM NOPT B HacTporikax «LLintoza»

«BDEMFI OXXUOaHUNAa coeguHeHna» BDEMFI OXXnaoaHuma (B CEKyH,ﬂ,aX) OTKJIMKa LWHO3a

«JocTtyn u3 ceTen» Mpu BbIGOpe 3HaYeHus «[a» npoTokon ByaeT paspeLUeH TONbKO Ans
nepeuncneHHbix B napameTpe «CeTu» aManasoHoB ceTen (peanusaums
«benoro» cnvcka gocTyna).

Mpu BbIGOPE 3HaueHus «HeT» npoTokon ByaeT 3anpeLLeH ans
nepeuncineHHbix B napameTpe «CeTu» gManasoHoB ceTen (peanusaums
«YepHOro» CnMcKa AocTyna)

«CeTtu» BbibpaTb AMana3oH ceTeBbIX aapecoB, U3 KOTOPbIX ByAeT paspeLLeHo Uau
3arpeLLeHo MCMob30BaHWE MPOTOKONA ANs NofakatoyeHus K BPM.
YKaszaHHble AnManasoHbl AOMKHbI BbITb co3aaHbl B «KomnoHeHTbI - CeTu»

«Pa3peLueHHble ycTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT ObITb UCMOJIb30BaHbI MpU
noakntodeHmm no npotokony VNC k BPM

LOna npoBepkyM NpaBUNALHOCTWU 3anonHEHMs GOPMbl MOAKAKOYEHUS MOXHO MCMOMb30BaTb 3KPaHHYH

kHonky [TecT].
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9.5. MNpotokon pocrtasku TERA

9.5.1. MopgxntoueHune no npotokony TERA

Mpotokon TERA o6ecneunBaetr npsmoe nogkntodeHne k rocteeon OC PM  HeszaBucumo ot
ncnonbsyemom nnatdopmbl BupTyanusaumm. TERA noppep>kvBaeT 6e30macHyt ayTeHTUPUKALMIO
NMonb30BaTeNs Mo JIOTMHY M Maposto, NepesaBaeMoro B npeobpas3oBaHHOM Buae. [ns 6esonacHowm
ayTeHTUdMKALMM MO YMOTHAHUIO MCMOMb3YHOTCS CaMMNONOANMUCaHHble CepTUDMKATDI.

ToHkasa HacTpovka napameTpoB npotokona TERA ocywecTensetcs yepe3 KOHbUrypaumMoHHble darinbl,
cM. nogpa3sgen Hacrtpoiika napameTtpoB npotokona TERA.

Ona noakntoueHunss no npotokony TERA B rocteBont OC Astra Linux Special Edition 6asosoro PM
HY>KHO:

* focne BbIMNOMHEHMS o0bs3aTesibHbIX HAcTpoek (cM. noppasaen ObssaTenbHble HACTPOMKM)
yCTaHOBUTb MakeT termidesk-tera B rocteByto OC, kak 3To npmuBeaeHo B nogpasaene Hacrporika
roctreson OC Astra Linux;

* Ha Mob30BaTENbCKYO pabouyto cTaHumio yctaHoBuTb 10 Termidesk Viewer cornacHo 4OKyMeHTY
C/NET.10001-01 92 01 «PykoBoacTBO agMuHUCTpaTopa. HacTpolika 1 akcniyataums KOMMOHEHTA

«KnueHT»).

® Cnucok nogaep>xusaembix OC ana yctaHosku TERA:
= Astra Linux Special Edition 1.7 (1.7.5);

= Astra Linux Special Edition 1.8 (1.8.1).

IOns BocnpousBeneHus 3Byka Heobxogumo, 4tobbl B rocteBon OC (BPM wunu aBTOHOMHOM
MalLMHbI) CyLLECTBOBasa 3ByKOBas KapTa.

Ons wcnonb3oBaHus npotokona TERA B KkayecTBe npoTokona AOCTaBKM HeoBXOAMMO BKIKOYUTb
3KCNepuMeHTanbHbIM MapamMeTp experimental.tera.transports.enabled B COOTBETCTBUMM C
noapasaenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.

Ons pobaeneHus nogkntodeHuss no npotokony TERA cnepyet nepentn «KomnoHeHTbl - [MpoTokonbi
[OCTaBKM», HaXKaTb Ha 3kpaHHyt kHonky [Co3patb], BbiGpaTh «TERA [3kcnepvMeHTanbHbIA]» W

3aMoNIHUTb AaHHble, NepeYmcineHHble B ctonbue «lMapameTp» cneaytollent Tabnuubl (cm. Tabnuua 82).

Tabnuua 82 — JaHHble ona nobasneHusa nogkaroveHmnsa no TERA

Mapametp OnucaHue
«HazBaHue» TekcToBOE HauMeHoOBaHUe NMpPOTOKO/1la AOCTaBKH
«KOMMEHTapVIl;'I» MHCbOpMaLI,VIOHHOG COO6LLI,EHVIe, ncnosibsyemoe ond onncaHnga HasHadeHus

MPOTOKO/1la AOCTaBKHU

«npl/IOpVITET» anOpMTET OTO6pa)KEHVIﬂ B CMMCKe NPOTOKON0B AOCTaBKU ONg
nonb3oBaTtend
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Mapametp OnucaHue

«URL wnroza»
& Pabota npotokona TERA uepes «LLnto3» B Termidesk Bepcum 5.1
He rapaHTupyeTcs.

Agnpec «LLnto3a», obecneumsatowiero hbopMmpoBaHme U NoaLepXKaHue
coepgnHeHus, B dopmate ws(s) ://<IP-agpec>:<nopT>.
Mpotokon WS (WebSocket) ucnonbsyetcs, ecnu «LLnto3» He HacTpoeH Ha
3almLLeHHoe coeguHeHune, npotokon WSS mcnonbsyetcs, ecnm
BbINO/IHAETCS 3alUMLLEeHHOE noaktoyveHue K «LLntosy».
Mo ymonuaHuto «LLinto3» ucnonbsyeT nopTsbi:

= 5099 - nng HesaWMLEHHOro NOAKIOYEeHUS;

= 10000 - ang 3aWmLLEeHHOro NOAKIHOUEHUS.
AOMUHUCTPATOP MOXET 334aTb HY)KHOE 3HaYeHue nopTa, ecim
MCMONb3YyeTCA HeCTaHAAPTHbIM NOpT B HacTpoiikax «LLntosa»

«Bpems oXXunaaHus coeauHeHns» Bpems oxxmpaHus (B cekyHAax) OTKAMKa LLUk03a

«[MopT» MopT nopkntoyenus. MNo ymonyaHuto nocne yctaHosku TERA
ucnonbsyetca TLS-nopT ans noakntouyeHums.

PekomeHayeTcs MU3MEHUTb 3HAYEHUE MO YMOJTHAHUMIO B 3TOM MapaMeTpe Ha
Kakoe-HUbyab apyroe, Hanpumep, 5901.

3HayeHue no ymonyaHuio: «5900»

«TLS nopT» TLS-nopt ons noakntodeHns k TERA.

CnepyeT U3MeEHUTb 3Ha4YeHMe B 3ToM napameTpe Ha 5900, nockonbky nocne
yctaHoBkn TERA ucnonb3yetca TLS-nopT ans noakntoyeHums.

3HaueHue No yMonyaHuio: «-1» - He ucnonb3osatb TLS

«[Maponb» Habop cuMBonoB, noaTeep>kaatowmin nogkntodeHune. Ecnv naponb He
3a/laH, OH HE UCMOJIb3YETCS ANS MOLK/IHOYEHMS.

B TEKyLLI,eﬁ BepCUU NapaMeTp HE OKa3blBa€T B/IMAHUA Ha NOAKJTFOYEHUE

«JocTyn u3 ceTen» Mpu BbIGOpe 3HaueHus «[Ja» NpoTokon byaeT paspeLleH TONbKO Ans
nepeumncneHHbix B napametpe «CeTu» amanasoHoB ceTen (peanmsaums
«6enoro» cnmcka goctyna).

Mpu BbIGOpE 3HaueHUs «HeT» npoTokon ByaeT 3anpeLleH ans
nepeuncneHHbIx B napameTpe «CeTu» aMana3oHoB ceTen (peanmsaums
«YepHOro» cnucka JocTyna)

«CeTtu» Bbl6paTb AMana3oH ceTeBbiX aApecoB, U3 KOTOPbIX ByAeT paspeLleHo Unu
3anpeLLeHO UCMOJIb30BaHUE NPOTOKONA ANs MOAKIYeHUS K PM.
YKazaHHble AMana3oHbl J0MXKHbI 6bITb co3aaHbl B «KoMmnoHeHTbl - CeTu»

«Pa3peLueHHble yCTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT BbITb UCMOJIb30BaHbI MpU
noakarouveHnn K PM

Ona npoBepkKn nNpaBUAbHOCTU 3aMOJIHEHUSA CbOprI NnoAKNHYEHNA MOXHO WMCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.5.2 . Hacrpoika napametpos npotokona TERA
Ona HacTpolku napaMeTpoB noaxatoueHus no npotokony TERA ucnonbsyeTca KOHPUrypauMOHHbIN

dann /usr/share/X11/xorg.conf.d/30-spicegxl.xorg.conf.
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M3MEeHEHUU
pekoMeHOYyeTCqa WU3MEHATb CeKUuUun:
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KOH(UIrypauMoHHbIX MapameTpoB daina

Device, InputDevice, Monitor, Screen, Displa

ServerlLayout. [NapameTpbl AaHHbIX CEKLIMK aBTOMATUYECKM YNPaBASOTCS cepBepom Xorg.
Mocne n3aMeHeHUs NapamMeTpoB KOHMUIYypaL MM HYXKHO BbIMONHUTL nepe3anyck rocteson OC PM.

MepeveHb

napameTpoB,

3a4aroLWmMxca yepes dann Jusr/share/X11/xorg.conf.d/

spiceqgxl.xorg.conf, npuBeneH B Tabnuue (cm. Tabnuua 83).

Tabnuua 83 — NMNapameTpbl koHDUTYypHupoBaHus npotokona TERA

30-spiceqgxl.xorg.conf He

Y,

30-

Mapametp | 3HauyeHue no OnucaHue
YMOTHaHUIO
CeTeBble HaCTPOMKMU U HAaCTPOMKKU Be3omnacHOCTU
SpiceDisa True YnpaBneHue MEXaHU3MOM ayTeHTUDMKALUM Yepe3 TUKETbI MPU MOAKIHOUYEHUN K TOCTEBOM
bleT1icket OcC.
mng Bo3MOXHbIe 3HaYeHUS:
* True - pa3peLUnTb NOAKAHOUYEHWE Be3 NPefoCTaBNEHMS TUKETA ayTEHTUDMKALUK;
* False - 3anpeTuTb NoaK/tOHMEeHUE 6e3 NpefoCTaBNEHMS TUKEeTa ayTeHTUDMKauUK
SpicePass He 3apgaHoO
word () MWcnonb3oBaTb NapaMeTp He peKOMEHAYETCS.
3agaHue napona ans noakntoveHus k roctesor OC.
Mo yMonyaHuto napaMeTp He UCMoNb3yeTcs (3aKOMMEHTUPOBaH)
SpiceSasl True YnpaBneHue UCnonb3oBaHUMEM MexaHu3Ma ayTeHTudukaumm SASL. Mo ymonyaHuio nocne
ycTaHoBku TERA 3TOT MexaHM3M ayTeHTUdMKaLUKU UCMONb3yeTcs.
Bo3MoxxHble 3HaueHus:
* True - pa3pelwunTb ayTeHTUdUKaumo SASL;
* False - 3anpetutb ayTeHTUbMKauuo SASL
TeralLogFi /var/log/ |3amaHue nyTtu K danny xypHana
lename termidesk/
tera-
server.log
TeraDebug False YnpaBneHue UCnosib30BaHWEM OTaL0YHOMO peXxXxuma.
Bo3MOoXHbIe 3HaYeHUsI:
* True - UCNONb30BaTb OT/IAAOYHbIN PEXXMM MPU XKYPHATMPOBAHUU COBbITUI;
* False - He MCMONb30BaTb OTNAA0UYHBIV PEXXMUM MPU XKYPHAIUPOBAHUMN COObITUN
SpicePort 5900 MopT ans nopkntoveHus no npotokony TERA.
Mo yMonyaHuIo NapaMeTp He UCMONb3yeTcsl (3aKOMMEHTUPOBAH)
SpiceTlsP 5900 MopT ans 3awmiLeHHOro noakaroueHus no npotokony TERA
ort
SpiceX509 /etc/ MyTb K KaTanory, B KOTOPOM PasMeLLAKTCA CepTUDMKATbI U 3aKPbITbIE KKOUM, UCMONb3YEMbIE
Dir termidesk/ |.Ana 3awmileHHoro coeguHenma TLS.
tera/sasl Mo yMonuaHuto camonoanucaHHble CEPTUPUKATBI U 3aKPbIThIE KITHOUM K HUM MOSIBAISIFOTCS B
KaTanore /etc/termidesk/tera/sasl/ aBToMaTudecku nocne yctaHoskn TERA
SpiceCace He 3agaHo MyTb Kk ariny kKopHeBOro cepTudukata ana coeamHeHms TLS.
rtfFile

Mo YMONYaHUIO NapaMeTp He UCMONb3YEeTCA (BaKOMMEHTMpOBaH)
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Mapametp | 3HauyeHue no OnucaHue
YMOTHaHUIO
SpiceX509 He 3apaHo MyTb K barny kntova ans coenmHeHus TLS.
KeyFile Mo ymonyaHuto napaMeTp He Ucnonb3yeTcsl (3aKOMMEHTUPOBAH)
SpiceX509 12345678 Maponb N8 4oCTyNa K 3aKpbITOMY KJto4y cepTudukaTa.
KeyPasswo Mo ymonuaHMio nocne ycTaHOBKM 3aaH Naposib AOCTYNa K 3aKPbITOMY KJTHO4Y,
rd pa3MeLLeHHOMY B KaTasnore /etc/termidesk/tera/sasl/
Spicex509 He 3apaHo MyTb K barny ceptudmkaTta ons coepuHenHms TLS.
CertFile Mo yMonyaHuio napaMeTp He UCMoNb3yeTcs (3aKOMMEHTUPOBaH)
SpiceDhFii He 3agaHo MyTb k danny c knrovammn Quddu-Xennmara ons coegmHenuns TLS.
le Mo yMonyaHuIo napaMeTp He UCMOoNb3yeTcs (3aKOMMEHTUPOBaH)
SpiceTlsC| He 3agaHo MyTb K barny c anropuTMom npeobpazoBaHuii ans coeamHeHus TLS.
iphers Mo ymonyaHuto napaMeTp He Ucnonb3yeTcsl (3aKOMMEHTUPOBAH)
SpiceAddr 0.0.0.0 AJpec NpocnyLMBaHNSA BXOAALLMX NMOAKITHOUEHUIN
SpiceIPV4 True YnpaBneHue NpocayLIMBaHUEM BXOASLLMX MOAKIOHEHUIM Tonbko Ha |Pv4-aapecax.
Only Bo3MOXHble 3Ha4eHUs:
* True - NnpocnywmBeaTtb Tonbko |Pv4-anpeca;
* False - npocnywwusatb IPv4 n IPv6-appeca.
Mo yMonyaHuto napaMeTp He UCMoNb3yeTcs (3aKOMMEHTUPOBaH)
SpiceIPV6 False YnpaBneHue NpocnyLIMBaHUEM BXOASLLMX MOAKIOMEHUI Tonbko Ha IPv6-appecax.
Only Bo3MoXHbIe 3HaueHUsI:
* True - NnpocnywmeaTtb Tonbko |Pv6-anpeca;
* False - npocnywwusatb IPv4 n IPv6-appeca.
Mo yMonyaHuto napaMeTp He UCMoNb3yeTcs (3aKOMMEHTUPOBaH)
SpiceExit True YnpaeneHue cepeepom TERA npu oTkNOUYEHUM KAMEHTA.
OnDisconn Bo3MOXHble 3Ha4eHUs:
ect * True - cepBep TERA 3aBepLuMT ceccuto, U BCe CBA3aHHbIE C HEN pecypcbl ByayT
0CBOBOXAEHbI;
* False - cepeep TERA npoponxut paboty, n 6yaeT LOCTYNEH 419 NOAKIHUYEHUS AaXKe
Nnocsie OTK/TIOYEHUSI BCEX TEKYLLUX KIIMEHTOB.
Mo yMonyaHuto napaMeTp He UCMONb3yeTcs (3aKOMMEHTUPOBaH)
HacTporiku ayamno
TeraAudio opus Bbi6op ayamokoaeka, MCNosib3yeMoro A/ KOAMPOBaHUS U AeKOAMPOBaHMUS ayAMOnoToKa.
Codec Bo3MOXHble 3HaYeHUs:
* opus;
" pcm
TeraAudio 2 YnpaBneHue KoNMYeCcTBOM ayaMOKaHaoB.
Channels Bo3MOXHble 3HaueHUus: 1,2
TeraAudio 0 YnpasneHue yactoton amckpetmsaumm (o).
SampleRat BO3MOXHbIE 3HaUEHWSI:
e

* [na ayauokogeka opus: 0, 8000, 12000, 16000, 24000, 48000;

* 0119 ayauokKogeka pcm: 0, 2000, 4000, 6000, 8000, 12000, 16000, 24000, 44100.
Ecnu pna napameTpa Mcnonb3yeTcs 3HaYeHWe 0, TO K/HOUYEBbIM MapaMeTPoOM KOAMPOBaHUS
CTaHOBMUTCA BUTpENT
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MapameTtp | 3HaueHue no OnucaHue
YMOM4YaHUIO

TeraAudio 0 3apaHue butpenta (Kbut/c) Ha oamH KaHan.

Bitrate Bo3MOXHble 3HaueHus: 0, 8, 12, 16, 24, 32, 48, 64, 128.
Ecnu pna napameTpa Mcnonb3yeTcs 3Ha4YeHMe 0, TO UCMOSb3yeTCs BUTPENT, NoAAepPKMBAEMbIN
ayAMoKO4EKOM

TeraAudio True YnpaBneHuWe ncnonb3oBaHWEM cpeaHero (nepeMeHHoro) butpenta (K6ut/c) ayamonoToka Ha

VBR OOMH KaHan.

Bo3MoykHble 3HaueHus:

* True - UCNONb3YETCS CpeaHee 3Ha4YeHWe bUTpenTa 4ns ayamMonoToKa;
* False - 3HaueHMe BUTpeNTa 3a4aeTca napamMeTpoM TeraAudioBitrate

HacTporiku MHOroMOHUTOpHOW KOHDUIypauuu

NumHeads 2 YnpaBneHWe KOIMYECTBOM BMPTYasibHbIX MOHUTOPOB, AOCTYMHbIX N5t roctesor OC

HacTpoliku nponyckHom cnocobHOCTU NpoToKoNa

SpiceZlib always YnpaeneHue c>kaTMeM SaHHbIX 415 ONTUMM3aLMU NPOMNYCKHOM CNOCOBHOCTU CeTM.
GlzWanCom Bo3MOKHble 3HaueHus:
ression
P * auto - aBTOMaTUYeCKOe yrpaB/ieHue C)KaTUeM AaHHbIX B 3aBUCUMOCTU OT COCTOSIHUS
ceTu;

" never - OTKJIHOYEHUE CXKATUSA AaHHbIX. [TapamMeTp MOXeT NpUBECTU K YBEUYEHUIO
obbeMa nepesaBaeMol MHdOpMaLLMK U 0BecnedmnTe MUHUMAsbHYIO 334epXKKY Mpu
nepeaaye JaHHbIX;

* always - BK/JIKOYEHME CKATUS faHHbIX. [1apaMeTp MOXET NPUBECTU K YMEHbLLEHWUIO
obbeMa nepenaBaeMon MHGOPMaLIMM U 0BeCneYnTs BbICOKYH CKOPOCTb Nepeaayn AaHHbIX
B YC/IOBUAX OrPaHUYEHHOM NPOMYCKHOM CMOCOBHOCTU CETU

SpiceJpeg always YnpaBneHue cxkaTuem U30bparkeHus.
WanCompre Bo3MOXHble 3HauYeHUs:
sSSsi10n

* auto - aBTOMAaTUYECKOe YrpaBieHME CXKaTUEM U306paXkeHUsI B 3aBUCUMOCTU OT
COCTOSIHUS CETU;

" never - OTKJIHOYEHUE CXKATUA AaHHbIX. [TapamMeTp MOXeT NpUBECTU K YBENUYEHUIO
obbema nepepaBaeMor MHdOpMaUUKM U obecnevnTb MaKCMMabHOE KayeCcTBO
n306parkeHus;

* always - BK/JIKOYEHME CKATUS faHHbIX. [apaMeTp MOXeT NPUBECTU K YMEHbLLEHWNIO
KayecTBa U306parkeHMsl 1 06ecneynTb BbICOKYH CKOPOCTb Nepeaayn n3obpaxkeHus B
YCIOBUAX OrPaHNUYEHHOM MPOoMnyCKHOM CNOCOBHOCTM CeTH

SpiceImag auto_glz YnpasneHune anropMTMoM OKaTus n306paxkeHus.
eCompress BosmoxxHble 3HaueHus:
ion

* off - OTK/IOUNUTL ANFOPUTM CXKATUA AAHHbIX;

* auto_glz - aBTOMaTUYECKOE YNpPaB/EHUE AITOPUTMOM OKaTus glz;
* auto_lz - aBTOMaTMYeCKoe yrpas/eHue aaropuTMoM oxxatua lz;

* quic - UCMONb30BaHME aNropuUTMa CXKaTus AaHHbIX quick;

* glz - UCMONb30BaHWE aNrOPUTMa CXKATUA AaHHbIX glz;

* 1z - UCNONb30BaHUE AITOPUTMA CXKATUA AaHHbIX |z

SpiceDefe 10 YnpaBneHue 4aCcTOTOM OT/IOXKEHHOW Nepefayn Kaapos (B CEKYHAY) BUAEOM306paXKeHUs.
rredfPs MapameTp no3BonsieT crnaguTb BU3yasibHOE NPeacTaB/EHNE, UCMOMb3YS OT/IOXKEHHbIE Kagpbl.
SpiceStre all Bbi6op pexkvma nepegayum BUAEOU306paXKEHUS B PEXKMME PEASIbHOrO BPEMEHMU.

amingVide Bo3MoykHble 3HaueHus:

o

* off - OTK/IOUNTb MOTOKOBYIO Nepeaady BMAeo. [apaMeTp CHWMKaAeT HarpysKy Ha CeTb, HO
YBEMYMBAET 3a4€PXKKY MPU OTOBPaXKEHNN BULEON30BPAKEHUS;

* filter - nepenaya BUAEOU30BPAXKEHUS C MPUMEHEHUEM PUNBTPOB AJIS YNYULLEHUS
KayecTBa M306parkeHuns;

* all - BKJIOUUTb MOTOKOBYIO Nepeaady BUAeo 6e3 orpaHuyeHun. MNapameTp obecneuvBaeT
HaunyuJllee Ka4yeCTBO BUAEOU306paXKEHUS.

Mo ymonyaHuto napaMeTp He UCMoNb3yeTcsl (3aKOMMEHTUPOBAH)
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MapameTtp | 3HaueHue no OnucaHue
YMOTHaHUIO
SpiceVide | gstreamer:h2 | Bbibop BUAgOKOAEKA, UCMOSIb3YEMOIO A/1S1 KOAMPOBAaHUS 1 LEKOAMPOBAHMUSI BUAEONOTOKa.
oCodecs 64 Bo3MOXHble 3HaYeHMs:
* mjpeg;
= vpS§;
* h264.
Mo yMonyaHuto napaMeTp He MCMoNb3yeTcs (3aKOMMEHTUPOBaH)
EnableIma True YnpaBneHue K3LWNpoBaHMEM U306paXKEHUH.
geCache Bo3MoXHbIe 3HaueHUsI:
* True - BKJIOYUTb K3LLMPOBAHUE U306paXKEHUI;
* False - OTK/JHOUUTb K3LLMPOBaHME M306paXkeHM
EnableFal True YnpaBneHue pe3epBHbIM KILLMPOBAHUEM.
lbackCach Bo3MoXHbIe 3HaueHUsI:
e * True - BKJIOYUTb PE3EPBHOE K3LLMPOBAHUE;
* False - OTK/IOYUTb pe3epBHOE K3LLMPOBaHUE
EnableSur True YnpaBneHue 06HOBNEHWEM OBNacTelr 3KpaHa.
faces Bo3MoXHbIe 3HaueHUsI:
* True - BKJIIOYUTb OBHOBNEHME 0BnacTer skpaHa. [lapamMeTp no3BonseT oNTUMMU3MPOBATb
OoTOBpaXkeHWe CIOXKHOM rpaduKmM 1 yCKOPSIET OTPUCOBKY, K3LLUMPYS 0ObeKTbl Ha
KJIMEHTCKOM CTOPOHE;
* False - OTK/HOUYUTb OBHOBNIEHWE 0bBlacTen sKpaHa
HacTporiku 6ydepa obmeHa
SurfaceBu 512 YnpaeneHue MakcMManbHbIM pasmepom bydepa (B MerabainTax) o/t XpaHEHUS! OBHOBNEHHbIX
fferSize obnacTtei 3KkpaHa
CommandBu 512 YnpaeneHue MakcMManbHbIM pasmepom bydepa (B MerabanTax) 4/ XpaHEHUS! KOMaH[,
fferSize BUAeonpaBepa
FrameBuff 64 YnpaeneHue MakcMManbHbIM pasmepom bydepa (B MerabainTax) 4/ XpaHEHUS KaApoB rnepes,
erSize WX OTMPaBKOWM C cepBepa Ha KJIUEHT
HacTpoliku nsmeHeHus paspeLueHms 3KpaHa
Spicevdag True YnpaBneHue B3auMOLENCTBUEM BUAEOApaNBEPA C CEPBUCOM tera-vdagentd.
entEnable Bo3MoXHblie 3HaueHUsI:
d * True - pa3peLUnTb B3aMMoaencTBME € cepBmcoM. [apameTp No3BosisieT MCMONb30BaTh
AMHaMUYecKoe M3MeHEHMe paspeLLeHms 3KpaHa, bydep obmeHa c rocteson OC;
* False - 3anNpeTnTb B3aMMOAENCTBME C CEPBUCOM
SpiceVdag| /tmp/xtera- |[lyTb K BUPTyasibHOMY YCTPOMCTBY Vvirtio Ans B3aMMOAENCTBMSA cepBUca tera-vdagentd ¢
entVirtio virtio rocteson OC
Path
Spicevdag| /tmp/xtera- |[lyTb K ycTpoWcTBY uinput, MCNONb3YEMOMY CEPBUCOM tera-vdagentd Ans OTNPaBKM
entUinput uinput CUIHaNoB KnaBuaTypbl 1 Mol B rocteyto OC
Path
SpiceVdag 0 MapameTp He ncnonbsyetcs
entUid
SpicevVdag 0 MapameTp He ncnonbsyetcs
entGid
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MapameTtp | 3HaueHue no OnucaHue
YMOTHaHUIO
SpiceAgen True YnpaBneHue onpeneneHUEM abCoNMOTHBIX UM OTHOCUTENbHBIX KOOPAMHAT MbILLM.
tMouse OTkNtoYeHME NapaMeTpa PEKOMEHYETCS B CNyYasX, KOrAa Kypcop MbILUU M10X0
MO3ULIMOHUPYETCS B MPUSTOKEHUSX.
Bo3MoXHbIe 3HaueHUsI:
* True - UCNONb30BATb OMNMpeseneHne abCoNMOTHbBIX KOOPAMHAT MbILLW;
* False - NCNONb30BaTb ONpeaeneHne OTHOCUTESNIbHbIX KOOPAMHAT MbILUN
HacTpoliku nponyckHoM cnocobHOCTU NOTOKOBbLIX AaHHbIX
SpiceDisa False YnpasneHue 6ycdepom obMeHa a9 nepefadm aaHHbIx Mexay roctesort OC u y3nom
bleCopyPa rnonb3oBaTtens.
ste Bo3MoXHbIe 3HaueHUsI:
* True - pa3peLUnTb UCMONb30BaHWe bydepa 06MeHa;
* False - 3anpeTnTb Mcnonb3oBaHue bydepa obMeHa
SpiceSmar /tmp/ MyTb Kk dariny, KOTOpbIM UCMONbL3YETCS AJ1S B3aMMOAENCTBUS CO CMapT-KapTaMu.
tCardFile| spice.pcsc.c | o ymonyaHUIO NapaMeTp He UCMOMb3YeTCs (3aKOMMEHTUPOBAH)
omm
Cekumsa ServerFlags
AutoAddDe False YnpaBneHue aBToMaTU4eCKUM gobasneHmeM yctponcTs B rocteByto OC npu nogkntoueHmm
vices no npotokony TERA.
Bo3MOXHble 3HaYeHUS:
* True - pa3peLnTb aBTOMaTUYECKOe J06aBNEHNE YCTPONCTB;
* False - 3anNpeTnTb aBTOMATUYECKOe A0baBNEHUE YCTPOMCTB

Ons HacTponku ayTeHTUdUKaumm npoTtokona TERA wucnonbsyetcs KoHbUrypauuoHHbi dann /etc/

sasl2/tera.conf.

MepeyeHb nNapaMeTpoB, 3adatolUnxca 4depe3s dann /etc/sasl2/tera.conf, npuBeaeH B Tabnuue (cm.

Tabnuua 84).

Tabnuua 84 — MNapameTpbl kKoHDUTrypupoBaHua cny>kbbl SASL ans npotokona TERA

Mapamer | 3HayeHue no OnucaHue
5] YMOJTHaHUIO

mech_11 plain 3apaHue MexaHW3Ma 3anpoca napons.

st 3HaueHue no yMonyaHuio: plain - Nnaposb B BUAE TEKCTA.
TERA vcnonb3yeT 3alumiieHHoe noakntoveHue vepes TLS ang ayteHTUdUKauumn nonb3osarens,
NMo3TOMY Maponb nepeaaeTcs B npeobpasoBaHHOM BUIE

log_lev 7 YnpaBneHue ypoBHEM PErnMcTpaLmnm cobbITUNA.

el 3HaueHwe Mo yMoMYaHuio: 7

pwcheck saslauthd 3apaHue KOMMNOHEHTA ayTEHTUDUKALLMW, UCMONb3YEMOIO NSt MPOBEPKU NMaponen.

_method 3HaueHMe No ymMmonyaHuio: saslauthd - ucnonblyetcs koMmnoHeHT Saslauthd

auxprop pam 3apaHue Moayns ayTeHTUdUKALMU, UCMONb3YEMOrO AJ/1s1 KOMMOHEHTA, 33laHHOr0 B NapaMeTpe

_plugin pwcheck_method.
3HayeHMe Mo YMONYaHMIO: pam
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9.6 . Mpotokon pgocraeku Loudplay

9.6.1 . MNMpamoe nogkntoueHue no npotokony Loudplay

[Ons Bo3MoxKHOCTM pobaeneHus npoTokona AoctaBku Loudplay HY>XHO BKAHOUMTb 3KCNEPUMEHTaNbHbIN
napamMeTp experimental. loudplay.transports.enabled.

Mpouecc akTWBaLMM NPOTOKONA AOCTaBKU U MapaMeTpbl, AOCTYMHbIe AN ero HaCTPOMKMW, NPUBEAEHbI B

noapasaene YnpaeneHue sKkCrnepMMeHTanbHbIMKU NapaMeTpamm Termidesk.

® [Ona noakntoueHns k PM no npotokony goctasku Loudplay Hy>kHO:
" Ha MOMb30BATENIbCKYHD Paboyyrd CTaHUMIO HYXHO AOMNONHUTENbHO YycTaHoBuTb [10

LoudPlay-client, koTopoe He BxoguT B cocTaB Termidesk;
» B8 OC PM Hy)XHO gononHuTenbHo ycTaHoBuTb cepBepHble apamBepbl NVIDIA u cepsep

Loudplay.

Mocne BKIOYEHUSI SKCMEPUMEHTA/IBHOIO NapameTpa nepenTu B «KoMMNoHeHThI - MpoToKonbl LOCTaBKU»,
a 3aTeM HaxaTb Ha 3kpaHHyt kHornky [CospaTb] u BbIGpaTb M3 BbiMapatowero cnucka «Loudplay
(HanpsiMyto, 3KCMEPUM.)».

LOna pobaBneHns npoTokona AOCTaBKM agMUHUCTpaTopy Termidesk Heo6xogMMO 3anofHUTL OaHHbIE,

nepeumcieHHble B ctonbue «MapameTp» cnepyrowien Tabnmubl (cm. Tabnuua 85).

Tabnuua 85 — [aHHble gns nobaBneHMs NpsMoro nogkJstodeHms no npotokony Loudplay

Mapametp OnucaHue
«HasBaHue» TekcToBOE HAMMEHOBAHME MPOTOKONA AOCTaBKM
«KoMMeHTapumn» MHbopMaumoHHoe coobLieHme, UCNob3yeMOEe A9 ONUCaHKUS

Ha3Ha4yeHMAa NpOTOKONAa A0CTaBKU

«[MpuopuTteT» MpuropuTeT oTOBpaXKeHUs B CNMCKE NPOTOKO/IOB AOCTaBKU As
nons3oearens
«[poTokon nepegauv Buaeo» Bbi6op npoTokona ana nepenayv BUALOMOTOKA.

3HauyeHue no ymonyaHuto: « TCP»

«TexHonorma 3axsara» Bbibop TexHonornu saxeaTta M3obparkeHus.
3HauveHue no ymonyaHuto: «FFmpeg DDA»

«YpoBeHb lorupoBaHus knveHTa LP» Bbi6op kaTeropuu coobLueHnin, koTopble ByayT 3aNMCbIBaTbCS B
»KypHan knueHTa Loudplay.

3HauveHue no ymonyaHuio: «DEBUG»

«YpoBeHb nlormpoBaHus moayns npobpoca USB» Bbi6op kaTeropuu coobLueHnin, KoTopble ByayT 3aNMCbIBaTbCS B
»KypHan knueHTta Loudplay npu nepeHanpaeneHumn USB-ycTpolicTs.

3HauveHue no ymonydaHuto: «INFO»

«MakcumanbHas YacToTa KapoB BUAEO» MapameTp no3BonsieT 3aAaTb MakCMMaslbHO BO3MOXHYHO YacToTy
CMeHbI KafpoB (B CEKYHAY) BUAEOMOTOKaA.

IunanasoH 3HaveHun: ot 1 go 120.
3HauveHWe No ymonyaHuto: «30»
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Mapametp

OnucaHue

«CkopocTb Bugeonotoka (Kbit/s)»

MapameTp nossonseT 3a4aTb MaKCMMasibHO BO3MOXHYH CKOPOCTb
BuaeonoTtoka (Kbit/s).

[wnana3oH 3HaveHun: ot 50 oo 100000.

3HayeHue no ymonyanuto: «5000»

«ABTOMaTUYECKOE U3MEHEHUE CKOpOCTH
BMOEONMOTOKa»

YnpaeneHne aBTOMaTUYECKUM M3MEHEHMEM CKOPOCTU BUAEOMOTOKA.
Bo3MoxHble 3HadyeHus:
= «[a» - pa3pewnTb aBTOMaTUYECKOE U3MEHEHME CKOPOCTH
BUOEOMNOTOKA;
= «HeT» - 3anpeTnTb aBTOMATUUYECKOE U3MEHEHME CKOPOCTHU
BME0MNOTOKA

«AnnapaTHoe ycKopeHue»

MUcnonb3oBaHue BbIUMCIMTENbHBIX PECYPCOB rpachuyeckoro
npoueccopa (GPU) ans 06paboTku BUAEONOTOKA.

Bo3MoskHble 3HauYeHus:

= «,El,a» - pa3spewinTb MCNOTb30BaHUE BbIYUCINTENIbHbBIX PpeCypCcoB
GPU;

= «Het» - 3anpeTuTb NCNONb30BaHME BbIYUCTNTENIbHbBIX pecypCcoB
GPU

«Bbibop MoHUTOpa Ha cepBepe»

Bbi6op NpMOPUTETHOrO MOHUTOPA AN MOAK/OHYEHWS B
MHOFOMOHMTOPHOM KOHdUIrypaumm cepeepa.

Bo3MoykHble 3HaueHus:

= «0» - BbIBOA M306paXkeHNsa Ha NepBbli MOHUTOP;
* «1» - BbIBOA M306paXKeHNs Ha BTOPOM MOHUTOP.

3HayeHue no ymonyaHuio: «0»

«Bbibop MoHMTOpa nonb3osaTenbckoro MK»

Bbi6op npropuTeTHOrO MOHUTOPA Ha MO/b30BaTENLCKON paboyen
CTaHuMK ans otobparkeHus knmneHTa Loudplay.

Bo3MoxHble 3HauyeHus:

* «0» - BbIBOA, M306paXkeHUs1 Ha NePBbIA MOHUTOP;
* «1» - BbIBOA M306pakeHNsi Ha BTOPO MOHUTOP.

3HayeHue No yMonyaHuio: «0»

«[MpoTokon nepenaym CUrHaa0B KaBMaTypbl U
MbILLIW»

Bbi6op npoTokona ans nepeaayn CUrHanoB KAaBuaTypbl U MblLLM.
3HayeHue no ymonyanuto: «UDP»

«[lomexoycToM4YMBOE KOAMPOBAHME

Mcnonb3oBaHue pexxmmMa I'IOMeXOyCTOf/‘I‘-WIBOI'O KOOMpOBaHUA.

Mpu ucnonbv3oaHmm 3HaueHms « UDP» B napameTpe «[1poTokon
nepegavv BUAEO» PEXXUM MOMEXOYCTOMUYMBOIO KOAMPOBAHMS
obecneymBaeT HeNpepbIBHYHO Nepeaadvy BUAEOU306paXKeHUs Ha
KaHanax c notepamu no 30%.
Bo3MoXHbIe 3Ha4eHUs:
= «[Jla» - pa3pelunTb NCMONb30BaHME MOMEXOYCTONYMBOIO
KOAMPOBaHUS;
* «HeT» - 3aNpeTuTb MCNONb30BaHME MOMEXOYCTONYMBOIO
KOAMPOBaHUS

«JocTtyn u3 ceten»

Mpu BbIGOpE 3HaueHMs «a» npoTokon ByaeT paspeLueH TOMNbKO ANS
nepeyncneHHbix B napametpe «CeTu» anana3oHOB ceTen (peanmsaums
«6enoro» cnucka focTyna).

Mpu BbIGOpE 3HaYeHMs «HeT» npoTokon ByaeT 3anpewieH ans
nepeuncieHHbiX B napametpe «CeTu» aManasoHoB ceTen (peanmsaums
«YEPHOro» CrmcKa JoCTyna)

«CeTtun»

BbibpaTb AnanasoH ceTeBbIX alpeECOB, U3 KOTOPbIX BYAET pa3peLleHo
WAN 3anpeLLEeHO UCMOob30BaHWE NPOTOKOMA A1 NoaKatoveHUs K PM.
YKa3zaHHble aurana3oHbl 4OMXKHbI BbITb co30aHbl B «KOMMOHEHTbI -
Cetu»
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Mapametp OnucaHue
«Pa3peLueHHble yCTpoCTBa» YkazaTb ngeHtndmkatopbl OC, koTopble MOryT 6bITb MCMOMIb30BaHbI
npuv noaxntoveHun no npotokony Loudplay k PM

9.6.2 . MopkntoueHune yepes kKOMNOHeHT «LLinto3» no npotokony Loudplay
PaboTta c npotokonom Loudplay nopnepxuBaeTcs TONbKO MpW NPSMOM MOAK/HOYEHUN, AN A06GaBNEeHUS

MPpOTOKONAa HY>XXHO 06paTuTbCs K nogpaszeny MpsmMoe noaknoveHme no npotokony Loudplay.

9.7 . NMpotokon aoctaskn HTML5

MpoTtokon poctaBku HTMLS5 nossonser nonyuutb nonb3osatento PM u paboTtatb € HUM u3 Beb-
bpay3epa, He yCTaHaBAMBasi KOMMNOHEHT «KnneHT» Ha Nonb3oBaTenbCKyt pabouyto cTaHumio. MpoTokon

[LOCTaBKM MOXHO HacCTpouTb Kak ans noakntoyeHus no npotokony SPICE, Tak n ana nogkntoyeHus no
npoTtokony TERA.

& [na «koppekTHoM paboTbl npotokona poctaBkm HTMLS pexkomeHayetca uvcnonb3oBaTb
koMnoHeHT «LLnto3» Bepcnu 0.7.0 n BbiLwe.

® MWcnonb3osaHue npotokona aoctasku HTMLS aenseTca skcrnepuMeHTanbHbIM.,

Ons  akTuBaumm  npoTokona  AOCTAaBKM  HY)KHO  BKJIKOUMTb  3KCMEpPUMEHTaNIbHbIM  MapameTp
experimental.html5.transports.enabled B COOTBETCTBUU of noapasgenom YnpasneHue
3KCrnepMMeHTaNbHbIMK NapameTpamu Termidesk.

Lnsa nobaeneHuna npoTtokona AOCTaBKM cnepyeT nepenTy «KomMnoHeHTb! - MpoToKobl AOCTaBKM», HaXaTb
Ha 3KkpaHHYyto kHonky [Co3paTb], BbIGpaTh «HTML5» 1 3anonHUTL faHHble, NepeyncneHHble B cTonbue
«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabnauua 86).

Tabnuua 86 — HaHHble ans nobasneHms npotokosa HTML5S

MapameTp OnucaHue
«Haz3BaHue» TekcToBOE HaMMeHOBaHWe MPOTOKOMA AOCTaBKM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLieHMe, UCMOb3yeMOe 415 ONUCAHMSA Ha3HaYeHUs
npoToKona LOCTaBKU
«[MpuopuTteT» MpuopuTeT 0TOGpPaXKeHNa B CMMCKE NPOTOKO/IOB AOCTaBKU AN1s
nonb3oBaTens
«Cnocob noakntoueHua» Bbi6op npoTokona, KoTopbin ByaeT MCNONb30BaTLCA A9 NMOAKIIOUEHMS.

Bo3MOoXXHble BapuaHTbI:

» «SPICE (hypervisor)» - nogkntoueHue no npotokony SPICE
NPOUCXOAMT K rMMepBr3opy NaaTthopMbl BUPTYanusaumm;

= «TERA (host)» - nogkntoveHue no npotokony TERA npoucxogut
HenocpeacTeeHHo kK BM, obpaweHmem Ha IP-agpec unm no uMmeHu ysna
(hostname).

() Dna pabotbl nopkntoveHus B roctesyto OC [OMKHbI BbiTh
YCT@HOBMEHbl COOTBETCTBYIOLLME MakKeTbl MOAAEPXKKM  (CM.
noapasaen Moarotoeka 6asosoro BPM).
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Mapametp

OnucaHue

«URL wnto3za»

Agnpec «LLnto3za», obecneumsatoiero bopMmpoBaHme 1 NoaLepKaHue
coenuHeHus, B dopmate ws(s) ://<IP-agpec>:<nopT>.

Mpotokon WS (WebSocket) ucnonbsyetcs, ecnm «LLnto3» He HacTpoeH Ha
3aLLMLLEeHHOE coeamHeHue, npoTokon WSS ncnonb3yetca, ecnu
BbIMONHSAETCA 3aLlMLLEHHOE NoakatodeHme K «LLntosy».

Mo ymonyaHuto «LLnto3» ncnonbsyeT nopToi:

* 5099 - ana He3alWMLLEHHOro NOAKJ/IHOUYEHNS

= 10000 - ang 3alWmLLIEeHHOro NOAKIHUEHUS.
ALMMHUCTPATOP MOXET 3a4aTb HY>KHOE 3Ha4YeHue nopTa, eciu
MCMONb3YeTC HeCTaHAAPTHbIM NOpT B HacTpoiikax «LLntosa»

& [Ona pabotbl npotokona HTML5 no 3awmiieHHoMy coefMHeHMIO
co «LLlntozom» Heobxopumo ybeanTbes, UTo:

» «lllnto3» HacTpoeH cooTBeTCTBYHOLWMM o0bpasoM  (CMm.
nopgpasgen HacTpoiika 3aWwuLueHHOro MOAKIOYEHUS K
Wnwo3y pokymenTta CJIET.10001-01 90 05 «PykoBopcTtBO
apMuHucTpaTopa. Hactponka koMnoHeHTa «LLnto3»);

* Ha y3ne «LUnw3a» ycTaHoBneHbl BanuaHble cepTUdUKaTbI
(HenocpencTeeHHO cepTudukat SSL n kopHeBol cepTudukar
K HeMy).

MapameTp obsizaTeneH o 3arno/iHeHUs

« BDEMﬂ OXXUOaHUNAa coeguHeHna»

Bpems oxkmpaHus (B CekyHax) OTKJIMKaA LLHO3a

«[ocTyn un3 ceten»

Mpu BbIGOPE 3HauYeHMs «[la» NpoTokoN ByAeT paspeLleH TONbKO Ans
nepevncneHHbIx B napametpe «CeTu» nMana3oHoOB ceTel (peanmnsaums
«6enoro» cnvcka goctyna).

Mpwu BbIGOPE 3HaUeHUs «HeT» npoTokon ByaeT 3anpeLLeH ans
nepeuncneHHbIX B napametpe «CeTu» aManasoHoB ceTel (peanusaums
«YepHOro» CnMcKa AocTyna)

«CeTtun»

BbibpaTb AMana3oH ceTeBbIX aapecoB, U3 KOTOPbIX ByAeT paspeLLeHo Uau
3anpeLLeHo UCMoib30BaHWe NPOTOKONa AN MOAKIoYeHMs K PM.
YKa3aHHble AMana3oHbl AOMKHbI BbITb co3gaHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLueHHble ycTporcTBa»

Ykazatb naeHtndukatopbl OC, koTopble MOryT ObITb UCNOJIb30BaHbI MpU
noakartoyeHnn K PM

Ons npoBepku npaBUABHOCTU

kHonky [TecT].
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10 . CUCTEMHDbIE HACTPOMKMU

10.1 . MapameTpbl KOHPUrypUPOBaHUA KOMIMOHEHTOB « YHUBEpPCaNbHbIA aucneTyep», «MeHemkep paboumx

MecT»

Ona HacTponku «YHuBepcanbHoro Aaucnetyepa», «MeHemkepa paboumx MecT» UCMNONb3yeTcs

KOHUrypaumoHHbIn dann /etc/opt/termidesk-vdi/termidesk.conf.

® [Mpu ycTaHoBke nakeTa termidesk-vdi BO3MOXHO aKTMBMPOBAaTb PEXXMM OTNAAKMN MHCTaNNaTopa
rnepeMeHHyr okpy>eHuna TDSK_PKG_DEBUG=1.

MepeyeHb napaMeTpoB, 3agarolmMxca 4epe3 dann, npmuBedeH B Tabnuue (cm. Tabnuua 87). YKasaHHble
napamMeTpbl MOXXHO MOMEHATb TakXke udepe3 yTuauty termidesk-config (cM. nogpasgen YTunura
termidesk-config).

MepeyeHb NapamMeTpoB, UCMOJIb3YEMbIX B APYrUMX KOMMOHEHTaX MpPOrpaMMHOr0 KOMrJekca, NpuBeaeH B

COOTBETCTBYIOLLMX UM JOKYMEHTAX.

Tabnuua 87 — MNapaMeTpbl KOHGUTYpPUPOBaHUA « YHMBEPCANIbHOIO AUCMeTYepa»

Mapametp | 3HaveHue OnucaHue
no
yMonuaHu
10
TDSK_AUTO He MapameTp MOXeT 6bITb 33AaH Ha y3nax « YHUBEpPCaNbHOro AUCneTyYepas».
FS_IMAGES | 3aAaHO | Mcnonb3yeTca Ans HaCTPOMKM LIaBNOHOB NepeHoCUMbIX Npoduneii. B kauecTse 3HaueHMs
_1D MCNONb3YHTCH MAEHTUDUKATOPLI ANCKOB.

Mpumep: TDSK_AUTOFS_IMAGES_ID=xx[,yy[,zz[,...]1]]

DBHOST He MapameTp obsa3aTeneH 1 3apaeTca Ha y3nax « YHuUBepcanbHOro amcnertyepa», «MeHemkepa paboumx
3afaHo | MecT», «MeHepykepa pabounx MecT (odepeam)», «Arperatopa».
Onpegnenset IP-agpec unu FQDN CYB[ PostgreSQL.

HauanbHoe 3HauyeHe 3a4aeTCs Ha dTarne NMoAroToBKe cpeabl GYHKLMOHMPOBAHMSA U YCTaHOBKM
Termidesk

DBPORT 5432 MapameTp oba3aTeneH v 3agaeTcs Ha y3nax « YHMBepcasibHOro gucnetyepa», « MeHemykepa paboumx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», « Arperatopa».

OnpepensieT NopT coeamHeHus ¢ cepsepom b1,

DBSSL He MapameTp oba3aTeneH v 3agaeTcs Ha y3nax « YHMBepcasibHOro gucnetyepa», « MeHemykepa paboumx
3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepeam)», «Arperatopa».

OnpepensieT NnpoTokon noakntoueHus K B/,
Bo3MoykHble 3HaueHus: Disable, TLSv1.2, TLSv1.3.
HauanbHoe 3HayeHuWe 3anaeTcsa Ha 3Tane ycTaHoBku Termidesk

DBNAME He MapameTp obsa3aTeneH v 3agaeTcs Ha y3nax « YHMBepcasibHOro gucnetyepa», « MeHemykepa paboumx
3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepeam)», «Arperatopa».

Onpepenset uma b/.

HauanbHoe 3HauyeHWe 3a4aeTCs Ha 3Tane NMoAroToBkM cpeabl GYHKLMOHMPOBaHMS rnepes yCTaHOBKOM
Termidesk
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MapameTp | 3HaueHue OnucaHue
no
YMONYaHu
10
DBUSER He MapameTp obszaTeneH 1 3a4aeTcs Ha y3nax « YHMBepCcasibHOro gucneTtyepa», « MeHenykepa paboumx
3ajaHo | MecT», «MeHenyepa pabounx MecT (ouepenm)», «Arperatopa».
OnpepensieT Ma nonb3oBaTens, UMetoLLero foctyn kK b/,
HauyanbHoe 3HayeHWe 3a8aeTcs Ha 3Tane NoAroToBKM cpeabl GYHKUMOHUPOBAHMWS Nepes, yCTaHOBKOM
Termidesk
DBPASS He MapameTp obsizaTeneH 1 3apaeTca Ha y3nax « YHMBepcanbHOro amcnetyepa», «MeHemkepa paboumx
3afaHo | MecT», «MeHepykepa paboumnx MecT (odepeam)», «Arperatopa».
OnpepnenseT naponb Nonb3oBaTens, uMetroLero goctyn kK b,
HauyanbHoe 3HayYeHWe 3a43aeTCs Ha 3Tane NOAroTOBKWU cpefabl PYHKUUMOHUMPOBAaHMS BO BPeMS
ycTaHoBkM Termidesk 1 xpaHnTca B KoOHbUrypaumoHHoM daine /etc/opt/termidesk-vdi/
termidesk.conf B npeobpa3oBaHHOM BUIE.
A B cTaHAapTHbIX YCTaHOBKaX 3Ha4YeHUsl MEHSTb He cneayer.
YT06bI NONYyUYNTH NPeobpazoBaHHOE 3HAYEHUE NaAPONS, CeayeT BOCMOb30BaTbCA YTUIUTON
scramble:
* ONS NONYYEHUS 3HAYEHUS MO CTaHOAAPTHOMY anropuTtMy: /opt/termidesk/bin/scramble --
value <naponb> --type AES256;
* [N NONYYEHUS 3HAYEHUS C YBEJIMUYEHHBIM YMUC/IOM UTepaLmMi NpeobpasoBaHus: /opt/
termidesk/bin/scramble --value <naponb> --type AES256_V2.
YTunuta scramble Ucnonb3yeT B Ka4eCTBe BEKTOPA Npeobpa3oBaHUs 3HaYeHUe us danna /etc/
opt/termidesk-vdi/termidesk.cookie. 3HaueHWe reHepupyeTcs aBTOMaTUYECKM Ha 3Tane
ycTaHoBkM Termidesk
DBCERT He MapamMeTp MOXET BbITb 3a4aH Ha y3/1ax « YHUMBEPCaNbHOMO aucnetyepa», «MeHemykepa paboumnx
3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepeam)», «Arperatopa».

OnpepenseT nyTb k ceptudukaty mTLS gna 3awmiieHHoro nogxkntodeHus Kk b/,

A mMTLS - meton obecneyeHus 3alimLieHHOro coeauHeHuns c¢ Bl uepe3 ABYCTOPOHHIOHO
ayTEHTUDUKALMIO C UCMOSIb30BaHUEM CEPTUDUKATOB.

,D,J'IFI MCNONIb30BaHUA CepTVICbVIKaTa HY>XHO!

= CKOMnupoBsaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3HauYuTb BRagenbLeM daina nonb3osaTens termidesk:

sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_o¢aiiny>.crt
" W3MEeHWUTb Npasa Ha dann:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.crt

* ycTaHoBUTb KopHeBor cepTudukaT LLC (cM. nogpasnen YcTraHOBKa KOpHEBOro ceptudukaTa
LeHTpa cepTudUKaLmm)
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@ TERMIDESK CJIET.10001-01 90 02

MapameTp

3HaueHue
no

yMosYaHu
10

OnucaHue

DBKEY

He
3ajaHo

MapamMeTp MOXET BbITb 3a4aH Ha y3/1ax « YHUMBEPCANbHOMO aucneTyepa», «MeHemykepa paboumnx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», «Arperatopa».

OnpepenseT nyTb K kntody mTLS anga 3awmweHHoro nogkntodeHus K b/,

Kniou moxkeT nmeTb NapoJibHYH 3alLUUTY. ﬂ,.ﬂ‘;l MCMNOJIb30BaHUA Knko4a HY>XHO npeo6pa3OBaTb ero K
Ha4ya/IbHOMY 3HAY€HUHO:

openssl rsa -in <nyTb_K_o¢ainy_knio4ya>.key -out
<Ny Tb_COXpaHeHusa_npeobpa3oBaHHOro_knw4ya> . key

[na ncnonb3oBaHUs KtoUa Takxke HY>XHO!

= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4uTb BnagenbLem darina nonbsosartens termidesk:

sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_o¢aiiny>.key
* M3MEHWUTb NpaBa Ha dann:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.key

* ycTaHoBWUTb KopHeBol cepTudmkaT LLC (cM. noppaszznen YcTaHoBKa KOpHeBOro ceptudukara
LeHTpa cepTudUKaumm), eciv paHee OH He Bbln YCTaHOBIEH

DBCHAIN

He
3agaHo

MapameTp MoXeT BbITb 33aH Ha y3nax « YHUBEpPCanbHOro aucreTtyepa», «MeHemkepa paboumx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», « ArperaTtopa.

OnpepenseT NyTb K NPOMEXYTOYHOMY cepTudukaty mTLS ana sawmiieHHoro nogkntodeHus k b/,
Lna ncnonb3oBaHus cepTudmKaTa HYXKHO:

= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4YuTb Bnagenblem darina nonbsosartens termidesk:

sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_o¢aiiny>.pem
* M3MEHWUTb NpaBa Ha dann:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_kK_o¢ainy>.pem

= ycTaHOBWUTb KopHeBon cepTudukat LIC (cM. nogpaspen YcTaHOBKa KOPHEBOro cepTudukarta
LeHTpa cepTUdUKaLMK), eCliv paHee OH He Bbin yCTaHOBMEH

DJANGO_SE
CRET_KEY

He
3agaHo

MapameTp oba3aTeneH v 3agaeTcs Ha y3nax « YHMBepcasibHOro gucnetyepa», « MeHemykepa paboumx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», « ArperaTtopa».

Mcnonb3yeTca ana npoBepku AaHHbIX, MePechbiNaeMbiX Mexxay KoMrnoHeHTamm Termidesk. 3HaueHue
reHepupyeTcs npu yctaHoBke Termidesk u 8O/MKHO 6bITb OAMHAKOBLIM 4151 BCEX Y3/10B NpU
pacrnpeneneHHOM YyCTaHOBKe

RABBITMQ_
URL

He
3ajaHo

MapameTp ob6s3aTeNeH U1 3343eTCs Ha y3nax « YHMBepCasibHOro gucneTtyepa», « MeHemykepa paboumx
MecT», «MeHenykepa paboumx mecT (ouepenm)», « Arperatopa».
Onpepenser URL-appec nogkntoueHus k cepeepaM RabbitMQ. MoxHo noakntounts fo Tpex
(BKNHOUMTENBHO) CEpBEPOB.
Maponb nopxntoueHus K cepsepy RabbitMQ, ykasaHHbIM B RABBITMQ_URL, XpaHUTCS
B KOHdUrypaunoHHoM davine /etc/opt/termidesk-vdi/termidesk.conf B npeobpasoBaHHOM
BUAE.
YT106bI NONYUNTH NPeobpazoBaHHOE 3HAYEHWE Napons, CefyeT BOCMONb30BaTbCA YTUIUTON
scramble:
= ONS NONYYEeHUS 3HAYEHUS NO CTaHAAPTHOMY anropuTtMmy: /opt/termidesk/bin/scramble --
value <naponb> --type AES256;
* [N19 NONYYEHUS 3HAYEHMUS C YBEJIMYEHHBIM YMC/IOM UTepaLLMi NpeobpasoBaHus: /opt/
termidesk/bin/scramble --value <naponb> --type AES256_V2.
[ns ncnonbsoBaHus NpeobpasoBaHHOMO 3HaYEHUA cnepyeT ykasaTb ero B RABBITMQ_URL u
BbINOJIHUTb Mepe3anyck cyx6.

HauyanbHoe 3Ha4yeHne RABBITMQ_URL 3a4aeTcsa Ha 3Tane yCTaHOBKMU
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@ TERMIDESK

CNET.10001-01 90 02

MapameTp

3HaueHue
no

yMosYaHu
10

OnucaHue

RABBITMQ_
SSL

He
3ajaHo

MapamMeTp MOXET BbITb 3a4aH Ha y3/1ax « YHUMBEPCANbHOMO aucneTyepa», «MeHemykepa paboumnx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», «Arperatopa».

OnpepensieT npoTokon noakntoyeHus K RabbitMQ.
Bo3MoykHble 3HaueHus: Disable, TLSv1.2.
HauyanbHoe 3HayeHWe 3a8aeTcs Ha 3Tarne YCTaHOBKM

NODE_ROLE
S

He
3agaHo

MapameTp obs3aTeneH 1 3a4aeTCs Ha 3Tare YCTaHOBKM.
OnpepenseTt TMn ponu, c KoTopon byaeTt ycTaHoBneH Termidesk. Bo3MoXHble 3Ha4eHuMA:

= ADMIN - ponb «[lopTan agMuUHUCTpaTOpa»;

* USER - ponb «[lopTan nonb3oBatensa»;

* TASKMAN - ponb «MeHemykep paboumx MecT»;

* CELERYMAN - ponb «MeHepykep paboumnx MecT (ouepenm)»;
* AGGR_ADM - ponb «Arperatop aiMMHUCTpaTopa»;

* AGGR_USR - ponb «Arperatop nosib30BaTesnisi».

@ YcTaHoBKa ponent «Arperatop aAMWHUCTpaTopa» W/Mnu «Arperatop nosb3oBaTeNs»
[O/DKHa Mpou3BOAMUTLCS Ha Yy3ne, OoTAMYHOM oT «[lopTana agMuHUCTpaTopa» w/wvnu
«[MNopTana nonb3oBatensa», «MeHemkepa paboumx MecT».

Mpw nepeycTaHoBKe 3Ha4YeHWe NapameTpa B KOHPUrypaLMOHHOM daline ByaeT nepesanucaHo

LOG_LEVEL

INFO

MapameTp obs3aTeneH 1 3a4aeTCsa Ha y3nax « YHMBEPCabHOro amcnetyepay, «MeHemkepa paboumx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», «Arperatopa».

OnpepensieT ypoBeHb XXYPHANIMPOBaHUS COOBLLEHWA.
Bo3MoskHble 3HaueHma: DEBUG, INFO, WARNING, ERROR, CRITICAL

LOG_ADDRE
SS

/
dev/log

MapameTp oba3aTeneH v 3agaeTcs Ha y3nax « YHMBepcasibHOro gucnertyepa», « MeHemykepa paboumx
MecT», «MeHemkepa paboumx MecT (ouepeamn)», « Arperatopa».

OnpepenseT agpec oTNpaBKM 3anmncer B CUCTEMHbIN XypHan. O6biuHo 310 /dev/log ana Linux-
cucteM. Bo3moxkHo ykazatb |P-agpec v nopt

LOG_FACIL
ITY

local3

MapameTp obsizaTeneH 1 3apaeTca Ha y3nax « YHMBepcasbHOro aucnetyepa», «MeHemkepa paboumx
MecT», «MeHenykepa paboumx mMecT (ouepenm)», « Arperatopa».

OnpepnenseT kaTeroputo coobLueHun syslog.

KaTeropus nonxkHa coBnagatb C HACTPoOMKaMu B KOHOUIypaunoHHoM danne /etc/syslog-ng/
conffirst.d/termidesk.conf

HEALTH_CH
ECK_ACCES
S_KEY

He
3a4aHo

MapameTp obsizaTeneH 1 3ajaeTcs Ha y3nax « YHMBepCaibHOro aucnetyepa», «MeHemxepa paboumx
MecT», «MeHenykepa paboumx mecT (ouepenm)», «Arperatopa».

Onpepnenset TokeH goctyna k APl npoBepku cocTosiHus cepeepa. HauvanbHoe 3HaueHue
reHepupyeTCsl Ha 3Tarne yCTaHOBKM.

Mpu 3apaHnm 3HaYeHUs NapameTpa CleayeT PpyKOBOLCTBOBATLCS MPAaBUIIOM, YTO:

* pasMmep pomkeH coctaenaTb ot 0 no 64 cumBona;
* [OMXKHbl MCNONb30BaTbCS CUMBOSbI B LLECTHaauaTepuyuHon cucteme (0-9, a-f).

3HauyeHMe TakKe MOXEeT BbITb CreHepMpoBaHO Yepes openssl:
openssl rand -hex 32
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@ TERMIDESK

CNET.10001-01 90 02

MapameTp | 3HaueHue OnucaHue
no
yMon4aHu
o
METRICS_A He MapameTp obszaTeneH 1 3a4aeTcs Ha y3nax « YHMBepCcasibHOro gucneTtyepa», « MeHenykepa paboumx
CCESS_KEY | 3apaHo | MecT», «MeHemkepa pabounx mecT (ouepenm)», « Arperatopa».
OnpepensieT TokeH goctyna k APl nonyyeHus meTpuk cepeepa. HavanbHoe 3HaueHue
reHepupyeTCs Ha 3Tarne yCTaHOBKM.
Mpu 3apaHnM 3HaYeHUa NapamMeTpa CleayeT PpyKOBOLCTBOBATLCSA MPAaBUIOM, YTO:
* pa3mep pomkeH coctaensTb oT 0 no 64 cumBona;
* [OJIKHbI UCMONb30BaTbCS CMUMBOJIbI B LLECTHaauaTepuyHon cucteme (0-9, a-f).
3HayeHMe Tak)Ke MOXKET BbITb CreHepUPOBaHO Yepes openssl:
openssl rand -hex 32
HEALTH_CH He MapamMeTp MOXeT BbITb 3a4aH Ha y3/1ax « YHUBEpCcanbHOro gucnetyepa», «MeHemoykepa paboumnx
ECK_CERT 3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepenm)», «Arperatopa».
OnpenenseT nyTb k cepTudukaty SSL/TLS anga 3awmieHHoro noaxntoveHus K APl nposepku
COCTOSIHUSA CcepBepa.
[ns ncnonbsoBaHus cepTUdmMKaTa HyXHO:
= CKOMupoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4uTb BRagenbLeM daina nonb3osaTtens termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.pem
* W3MEeHWUTb Npaea Ha dain:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.pem
* ycTaHoBUTb KopHeBol cepTudmkaT LLC (cM. noppasznen YcTaHoBKa KOpHeBoro ceptudukata
LeHTpa cepTUdUKaLUK), eCiv paHee OH He Bblal YCTaHOBNEH.
M3HauyanbHO napaMeTp 3aKOMMEHTUPOBAH (MCMONb3YyeTCsl 3HaYEHWE MO YMONYaHUIO)
HEALTH_CH He MapamMeTp MOXET BbITb 3aaH Ha y3/1ax « YHUMBEPCabHOMO aucneTyepa», «MeHemykepa paboumnx
ECK_KEY 3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepenm)», «Arperatopa».
Onpepenset nyTb K kntody SSL/TLS ang sawmwieHHoro noakntoveHms Kk APl nposepku cocTosiHuS
cepeepa.
Kntou MoxkeT MMeTb naponibHyto 3awmTy. 19 Mcnonb3oBaHMs Katoua HY>KHO Npeobpas3oBaTh ero K
HayasbHOMY 3HaYeHWIo:
openssl rsa -in <nyTb_K_o¢ainy_knio4va>.key -out
<MNyTb_COXpaHeHusi_npeobpasoBaHHOro_K/va> . key
[lns Mcnonb3oBaHMs KAKOYa TaKXKe HYXXHO:
= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4uTb BnagenbLem darina nonbsosartens termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_oainy>.key
* M3MEeHWUTb Npaea Ha dain:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.key
* ycTaHoBUTb KopHeBon cepTudukat LIC (cM. nogpaspen YcTaHOBKa KOPHEBOro cepTudmKkaTa
LeHTpa cepTUdUKaLMUK), eCiv paHee OH He Bblal YCTaHOBNEH.
M3HauyanbHO napaMeTp 3aKOMMEHTUPOBAH (MCMONb3YyeTCs 3HaYEHWE MO YMONYaHUIO)
TASKMAN_H 8100 MapameTp obsi3zaTeneH 1 3a8aeTcs Ha y3nax C YCTaHOBMIEHHbIM «MeHepkepoM paboumnx MecT».
EALTH_CHE OnpepnensieT nopT, Ha KOoTOpoM paboTaeT Beb-cepeep ansa obcnyxusaHus APl nposepku cocTosHUS
CK_PORT KOMMOHeHTa «MeHemkep paboumx MecT».
M3HayanbHO napaMeTp 3aKOMMEHTUPOBAH (MCMONb3YyeTCsl 3HaYEHWE MO YMONYaHUIO)
TASKMAN_H | 0.0.0.0 | MapameTp obsizaTeneH 1 3a8aeTcs Ha y3nax C yCTaHOBMEHHbIM «MeHeakepoM paboumnx MecT».
(E:QLIE_CHE Onpenenset IP-agpec, c kKoTopbiM cnyx6a termidesk—taskman perucTpupyeTtcsa B nogcucteme

NpOBepPKU COCTOsIHMA Ha cTpaHuue «MHdpacTpykTypa» Termidesk. Onpoc cocTosiHMa cy>6Bbl
6yaeT npoeoaMTbCs Nno 3ToMy aapecy. Ecam IP-agpec He 3agaH, To ByneT MCNoNb30BaTbCA UMS
(hostname) nnn FQDN y3na.

M3HavanbHO napaMeTp 3aKOMMEHTUPOBaH (VICI'IOJ'IbByeTCFI 3Ha4veHue no yMonanmo)
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@ TERMIDESK C/ET.10001-01 90 02

MapameTp | 3HaueHue OnucaHue

no
yMon4aHu
10

CELERY_BE 8103 MapameTp obazaTeneH 1 3343eTCA Ha y31axX C YCTaHOB/EHHbIM «MeHeaykepom paboumx mecTt

AT_HEALTH (ouepenm)».

_CHECK_PO OnpepnensieT NopT, Ha KOTOPOM paboTaeT Beb-cepeep Ans obcny>xuneaHus APl nposepku cocTosiHUS

RT KOMMoHeHTa «MeHeakep pabounx MecT (ovepeam)».

M3HayanbHO NapaMeTp 3aKOMMEHTUPOBaH (MCMOJb3YETCS 3HAYEHME MO YMOMYAHUIO)

CELERY_BE | 0.0.0.0 [[MapameTp obs3aTeneH 1 3a0aeTcs Ha y3nax C yCTaHOBNEHHbIM « MeHemykepoM pabounx mecT

AT_HEALTH (ouepenm)».

_CHECK_TIP Onpepenset IP-agpec, c koTopbiM cnyx6a termidesk-celery-beat peructpupyercs B
noacucTeMe NpoBepKM cocTosHMa Ha cTpaHuue «MHdpacTpykTypa» Termidesk. Onpoc cocTosHus
cny>k6bl ByaeT NpoBoaMTbLCSA Mo 3ToMy agpecy. Ecnu IP-agpec He 3aaaH, To ByeT MCMoNb30BaThLCS
ums (hostname) nnn FQDN yzna.

M3HayanbHO NapaMeTp 3aKOMMEHTUPOBaH (MCMOJb3YETCS 3HAYEHME MO YMOMYAHUIO)

CELERY_WO 8104 MapameTp obs13aTeNeH 1 3343ETCS Ha y31aX C YCTaHOBMEHHbIM «MeHepykepom paboumx mecTt

RKER_HEAL (ouepenm)».

TH_CHECK_ OnpepnensieT NopT, Ha KOTOpoM paboTaeT Beb-cepeep ans obcnyxunsaHus APl nposepku cocTosHMS

PORT KOMMoHeHTa «MeHemkep pabounx mMecT (ouepeam)».

M3HavanbHO napaMeTp 3aKOMMEHTUPOBaH (MCMOb3YEeTCS 3HAYEHME MO YMOMYaHMIO)

CELERY_WO | 0.0.0.0 [[NapameTp obs3aTeneH u 3a0aeTcst Ha y3nax C yCTaHOBNEHHbIM « MeHenykepoM paboumnx mecT

RKER_HEAL (ouepenn)».

TH_CHECK_ Onpenenset |P-agpec, c koTopbiM ciyba termidesk-celery-worker perucTpupyercs B

Ip NnoacuUCcTeMe MPOBEPKM COCTOSAHUSA Ha cTpaHuue «MHbpacTpykTypa». Onpoc cocTosiHUa Cy>Kbbl
OyneT npoBoaMTbCS Mo 3ToMy agpecy. Ecnm IP-agpec He 3apaH, To ByaeT MCMONb30BaTLCS UMS
(hostname) nnu FQDN y3na.

M3HayanbHO napaMeTp 3aKOMMEHTUPOBaH (MCMOb3YETCS 3HAYEHME MO YMOMYAHMIO)

REQUESTS_ He MapamMeTp MOXeT BbITb 3a4aH Ha y3/1ax « YHUBEpCcanbHOro gucnetyepa», «MeHemykepa paboumx

CA_BUNDLE | 3agaHo | MecT», «MeHemkepa pabounx MecT (ouepenm)», « Arperatopa».

OnpenenseT nyTb K ainny c 4OBEPEHHLIM KOPHEBbLIM CEPTU(UKATOM, 33JaETCA AN HACTPONKU
paboTbl ¢ cepTudmkaTammu cobecTeeHHbIX LLC.
Mo ymonyaHuto napaMeTp He UCNoNb3yeTcsl (3aKOMMEHTUPOBAH)

EULA_ACCE He MapameTp MOXET BbITb 3aaH Ha y3/1ax « YHUMBEpPCaNbHOrO aucneTyepa», «MeHemykepa paboumnx

PTED 3ajaHo | MecT», «MeHenykepa paboumnx MecT (ouepenm)», «Arperatopa».

OnpepensieT NpUHATHUE IMLLEH3MOHHOMO COrNaLleHus npu yctaHoeke. B cnyyae
aBTOMaTM3UPOBAHHOM YCTAaHOBKU HasnM4ymMe napaMeTpa obsizaTeslbHO

AGGREGATO He MapameTp MoxeT BbITb 33aH Ha y3nax « YHMBEPCA/IbHOro AUCneTYepa», UCNosb3yoLMXCS B

R_JIWT_SSL | 3agmaHo |depmax, noakatoyaemblix K « Arperatopy». ObasaTeneH onsa 3anosHeHUs B Ciyyae, eCiu B

_CERT MHDPACTPYKTYpe TakxKe UCMoNb3yeTcs « Arperatop».

OnpenenseT nyTb K cepTUGUKATY ANs nonyyeHus 3HadeHus JWT-TokeHa « Arperatopa»

AGGREGATO He MapameTp MoxeT BbITb 33faH Ha y3nax « YHMBEPCAJIbHOrO AUCNETYEPa», UCMOJIb3YIOLLMXCS B

R_IWT_SSL | 3agaHo | depmax, NoaKAHHYaEMbIX K «ArperaTtopy». O6sg3aTeneH 419 3ano/HEeHUS B cnyyvae, echm B

_CERT_SEC MHbPACTPYKTYpe TakxKe nucrnonblyeTcs « Arperatop».

OND OnpepensieT NyTb K pe3epBHOMY cepTUdUKaTy A1 nonyyeHus 3HadeHms JWT-TokeHa
«ArperaTtopa».

Ecnu ceptudmkar, 3aaaHHbi B AGGREGATOR_JWT_SSL_CERT, cTaHeT HeBa/MAHbLIM, TO OyaeT
MCMOJIb30BaTbCA CEPTUPUKAT, YKazaHHbIM B AGGREGATOR_JWT_SSL_CERT_SECOND

AGGREGATO He MapameTp 0b6s3aTeNeH 1 3343ETCS Ha Y31aX C YCTaHOBMEHHbIM « Arperatopom» (noptan «Arperatop

R_JWT_SSL | 3agaHo |nonb3oBaTens»).

_KEY

OnpenenseT nyTb K kntouy ana noanucu JWT-TokeHa « Arperatopa»
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@ TERMIDESK CJIET.10001-01 90 02

MapameTp | 3HaueHue OnucaHue
no
yMOn4aHu
0

AGGREGATO | Termide | MapameTp obsizaTeneH n gonxeH 6biTb 04MHAKOBbIM Ha BCEX Y3/1aX, PabOTatoLLMX COBMECTHO: Ha
R_ACCESS_| sk JWT |«Arperatope» (mopTtan «Arperatop nonb3oBaTensa»), Ha « YHMBepCcabHbIX AUCMeTYepax»,
TOKEN_TIT| Title |nomknto4aeMbix K «Arperatopy».

LE 3apaet 3aronosok JWT-TokeHa, npefHa3Ha4yeHHbIM A1 HACTPOMKU B3aMMOLENCTBUS MEXAY
«Arperatopom» 1 « YHUBEpCanbHbIM AUCMETHEPOM»

AGGREGATO 600 MapameTp ob6a3aTeneH 1 3a4aeTCs Ha y31ax C YCTaHOBNEHHbIM « Arperatopomy».

R_ACCESS_ OnpenensieT BpeMeHW u3HK (B cekyHaax) JWT-TokeHa, moanmMcaHHoro «Arperatopom»
TOKEN_TTL

_SECONDS

AGGREGATO | 672 | lMapameTp obsizaTenieH 1 334aeTCs Ha y31ax C yCTaHOBAEHHbIM «Arperatopom».

R_IMAGE_C OnpezenseT BpeMsl >ku3HM (B Yacax) kelua ukoHok doHaos PM. Mo nctedeHnn atoro BpemMeHn
ACHE_LIFE MKOHKa OBHOEBNAETCS

TIME_HOUR

S

SECRETS_S He MapameTp obsizaTeneH 1 3a8aeTca Ha y3nax « YHMBEpCaabHOro aucnetyepa», «MeHemkepa paboumx
TORAGE_ME | 3apaHo | MecT», «MeHemyepa paboumx mecT (ouepeam)», « Arperatopa».

THOD OnpegensieT cnocob xpaHeHus naponei noakntodeHns k CYBM, u RabbitMQ:

* config - naponu 6yoyT XpaHUTbCS B Npeobpa3oBaHHOM Buae B darne /etc/opt/termidesk-
vdi/termidesk.conf;

* openbao - o9 XpaHeHUs1 Naposien ByLeT UCMONb30BaTbCs XpaHunuLle naponer OpenBao
(XpaHunuLLe [OMKHO BbITb 3apaHee CO34aHO U HACTPOEHO).

& Xpanvnuwe naponert OpenBao pomkHO 6bITb peannsoBaHO B OTKa30yCTOMYMBOM
BapuaHTe, nHade Termidesk He ByneT paboTaTb B nepuoa npocTos y3nos OpenBao.

HayanbHoe 3HaueHUWe 3a4aeTcs Ha 3Tane YCTaHOBKU

SECRETS_O He MapameTp MoxeT BbITb 33Z1aH Ha y3nax « YHMBepcanbHOro gucnetyepa», « MeHemkepa paboumx
PENBAO_UR | 3agaHo |MecT», «MeHemkepa paboumx mMecT (ouepeam), «Arperatopa».
L Onpepenset IP-appeca unvu FQDN y3na 1 nopTta ¢ yctaHoBneHHbIM XpaHunuiwem OpenBao.

MapameTp 3apaeTtcs, ecnm ans SECRETS_STORAGE_METHOD 3aaaHo 3Ha4yeHMe openbao.

Mopmar: http://<IP-agpec unu FQDN>:8200. MoagkntoueHne MOXKET BbIMOMHATLCA MO
npotokony HTTPS, echn OpenBao HacTpoeH cooTBeTCTBYOLWMM 06pasoMm.

HayanbHoe 3HaueHUWe 3aaaeTcs Ha 3Tane YCTaHOBKU

SECRETS_O He MapamMeTp MOXET BbITb 3aaH Ha y3/1ax « YHUMBEPCabHOMO aucneTyepa», «MeHemykepa paboumnx

PENBAO_TO | 3agaHo |MecT», «MeHemkepa paboumx mMecT (ouepeam), «Arperatopa».

KEN Onpepensiet TokeH (Initial Root Token), chopMMpoOBaHHbIA NPK MHULMAAM3ALMM XPaHUIULLA
OpenBao.

MapameTp 3agaeTtcs, ecnu ana SECRETS_STORAGE_METHOD 3aaaHo 3HayeHue openbao.

HauyanbHoe 3HayeHWe 3a8aeTCs Ha 3Tane YCTaHOBKU U XPaHUTCS B KOHGUIypaLMOHHOM daine /
etc/opt/termidesk-vdi/termidesk.conf B npeobpa3oBaHHOM BUIE.

[ns npeobpasoBaHus 3HaYeHUs NapameTpa, 3a4aHHOMO BPYYHYHO, C/iefyeT BOCMOb30BaTbCS
yTUAnTOM scramble:
= ONS NONYyYeHUs 3HAYEHUS MO CTaHOAAPTHOMY anropuTtMmy: /opt/termidesk/bin/scramble --
value <naponb> --type AES256;
* [N19 NONYYEHUS 3HAYEHMS C YBEIMYEHHBIM YMC/IOM UTepaLLMi NpeobpasoBaHus: /opt/
termidesk/bin/scramble --value <naponb> --type AES256_V2.

SECRETS_O He MapameTp MoxeT BbITb 33f1aH Ha y3nax « YHMBepcanbHOro gucnetyepa», « MeHemkepa paboumx
PENBAO_DB | 3agaHo |MecT», «MeHemkepa paboumx mMecT (ovepeam), «Arperatopa».
_PATH OnpepnenseT nyTb, HacTpoeHHbIN Ha OpenBao ans xpaHeHus napona CYB[.

MapameTp 3apaeTtcs, ecnm ans SECRETS_STORAGE_METHOD 3aaaHo 3Ha4yeHMe openbao.
HayanbHoe 3HaueHWe 3a4aeTCs Ha 3Tarne yCTaHOBKMU
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SECRETS_O He MapamMeTp MOXET BbITb 3a4aH Ha y3/1ax « YHUMBEPCANbHOMO aucneTyepa», «MeHemykepa paboumnx

PENBAO_DB | 3agaHo | MecT», «MeHemkepa pabounx MecT (ouepenn), «Arperatopa».

_ROLE_NAM OnpenensieT ponb, HacTpoeHHyto Ha OpenBao 1 umetowyto goctyn k naponto CYBA.

E MapameTp 3apmaeTcs, ecnv ans SECRETS_STORAGE_METHOD 3aAaHo 3HaueHUWe openbao.
HauyanbHoe 3HayeHWe 3a8aeTcs Ha 3Tarne YCTaHOBKM

SECRETS_O He MapameTp MoxeT 6bITb 334aH Ha y3nax « YHMBepCcaibHOro gucneTtyepa», « MeHemykepa paboumx

PENBAO_RA | 3agaHo |MecT», «MeHemxkepa paboumx mMecT (ouepeam), «Arperatopa»».

BBITMQ_PA Onpepgensiet nyTb, HacTpoeHHbIn Ha OpenBao ans xpaHeHus napons RabbitMQ.

TH MapameTp 3apaeTtcs, ecnu ans SECRETS_STORAGE_METHOD 3aaaHo 3HayeHue openbao.
HauanbHoe 3HaueHWe 3a4aeTcs Ha 3Tane yCTaHOBKMU

SECRETS_O He MapamMeTp MOXET BbITb 3aaH Ha y3/1ax « YHMBEPCANbHOMO aucneTyepa», «MeHemykepa paboumnx

PENBAO_RA | 3ajaHo |MecT», «MeHemkepa paboumx mMecT (ovepeam), «Arperatopa».

BBITMQ_RO OnpenensieT ponb, HacTpoeHHyto Ha OpenBao 1 umetoLLyto gocTyn k naponto RabbitMQ.

LE_NAME MapameTp 3apaeTtcs, ecnu ans SECRETS_STORAGE_METHOD 3agaHo 3HayeHue openbao.
HauanbHoe 3HayeHWe 3a4aeTCs Ha 3Tane yCTaHOBKMU

SECRETS_O He MapamMeTp MOXET BbITb 3a4aH Ha y3/1ax « YHUMBEPCaNbHOro aucnetyepa», «MeHemykepa paboumnx

PENBAO_CL | 3agaHo |MecT», «MeHemkepa paboumx mMecT (ouepeam), «Arperatopa».

IENT_CERT OnpepnenseT nyTb Kk cepTudukaty SSL/TLS ana 3awmiueHHoro noaxkntoueHusi K OpenBao. OpenBao
[O/MKEH BbITb HACTPOEH COOTBETCTBYHOLMM 06pa3oM. [Npumep koHpurypaumm OpenBao npueesneH
nocne Tabnuubl.

[ns ncnonb3oBaHus cepTudmKaTa HyXHO:
= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4uTb Bnagenbuem darina nonbsosartens termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_o¢aiiny>.crt
* M3MEHWUTb NpaBa Ha dann:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.crt
* ycTaHoBWUTb KopHeBol cepTudmkaT LLC (cM. nogpasznen YcTaHoBKa KOpHEBOro ceptudukara
LeHTpa cepTudmkaumm).
M3HavanbHO NapaMeTp 3aKOMMEHTUPOBaH (MCMOJb3YETCS 3HAYEHME MO YMOMYAHMIO)

SECRETS_O He MapameTp MoxeT BbITb 33flaH Ha y3nax « YHMBepCcaibHOro aucnetyepa», « MeHemkepa paboumx

PENBAO_CL [ 3apgaHo | MecT», «MeHemxkepa pabounx mMecT (ovepeam), «Arperatopa».

IENT_KEY

Onpenenset nyTb K kntouy SSL/TLS ang sawmweHHoro nogkntodeHms k OpenBao. OpenBao
[O/MKeH BbITb HACTPOEH COOTBETCTBYHOLWMM 06pas3oM. MNpumep koHpurypaumm OpenBao npueeaneH
rnocne Tabnuubl.

Kntou MoxKeT UMeTb naponbHyto 3awmTy. [ns ncnonb3oBaHus katoya B Termidesk Hy>kHO
npeobpa3oBaThb €ro K Ha4asbHOMY 3HauYeHUIO:

openssl rsa -in <nyTb_K_o¢ainy_knio4va>.key -out
<NyTb_COXpaHeHnsa_npeobpa3oBaHHOro_knwya> . key

,D.J'IFI MCMOJIb30BaHUSA K/1HO4Ya TakK>Ke HY>XHO!

= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3Ha4uTb Bnagenblem darina nonbsosartens termidesk:

sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_k_oaiiny>.key
* M3MeHWUTb npasa Ha daiin:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_k_o¢ainy>.key

= ycTaHOBUTb KopHeBon cepTudukat LIC (cM. nogpaspen YcTaHOBKa KOPHEBOro cepTudukara
LeHTpa cepTUdUKaLMm), eCv paHee OH He Bbl YCTaHOB/IEH.

M3HavanbHO napaMeTp 3aKOMMEHTUPOBAH (MCMONb3YyeTCsl 3HAaYEHWE MO YMONYaHMUIO)
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SECRETS_O He MapameTp MoxKeT BbITb 3a4aH Ha y3/1ax « YHMBEPCaNbHOMO aucnetyepa», «MeHemykepa paboumnx

PENBAO_SE | 3agaHo | MecT», «MeHemkepa pabounx MecT (ovepeam), «Arperatopa».

RVER_CERT OnpegenseT nyTb K NpoMexyTouHoMy cepTudukaty LLC SSL/TLS pnga sawmiueHHoro
nogkntoyeHust kK OpenBao. OpenBao nonkeH BbITb HACTPOEH COOTBETCTBYHOLLMM 06pa3oM. [Npumep
koHourypauumn OpenBao npuseseH nocne Tabnuubl.

[ns ncnonbsoBaHusa cepTudmKaTa HYXHO:
= CKOMMpoBaTb ero B Katanor /etc/opt/termidesk-vdi/;
* Ha3HauuTb BragenbueM daina nosnb3oBaTens termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/<nyTb_x_o¢aiiny>.pem
* M3MEHWUTb NpaBa Ha dann:
sudo chmod 600 /etc/opt/termidesk-vdi/<nyTb_K_o¢ainy>.pem
= ycTaHOBWUTb KopHeBon cepTudukat LIC (cM. nogpaspen YcTaHOBKa KOPHEBOro cepTudmkaTa
LeHTpa cepTUdUKaLMUK), eciv paHee OH He Bblal YCTaHOBNEH.
M3HavyanbHO NapaMeTp 3aKOMMEHTUPOBaH (MCMOb3YyEeTCS 3Ha4YeHME MO YMOMYaHMUIO)

SECRETS_O He MapameTp MoxeT BbITb 33aH Ha y3nax « YHMBepcanbHOro gucnetyepa», « MeHemkepa paboumx

PENBAO_TE | 3agaHo |MecT», «MeHemkepa paboumx mecT (ouvepeam), «Arperatopa».

RMIDESK_P OnpepensieT NyTb, HacTpoeHHbI Ha OpenBao ans xpaHeHus naponeii Termidesk.

ATH MapaMeTp 3anaeTcs, ecnu aAns SECRETS_STORAGE_METHOD 3afaHo 3HaueHue openbao.
HauanbHoe 3HaueHWe 3a4aeTcs Ha 3Tane yCTaHOBKMU

SECRETS_O He MapameTp MoxeT BbITb 33f1aH Ha y3nax « YHMBepcanbHOro gucnetyepa», « MeHemkepa paboumx

PENBAO_TE | 3agaHo |MecT», «MeHemkepa paboumx mMecT (ovepeam), «Arperatopa».

RMIDESK_R OnpepensieT ponb, HacTpoeHHyto Ha OpenBao 1 uMetoLLyto gocTyn k naponam Termidesk.

OLE_NAME MapaMeTp 3anaeTcs, ecnu Ans SECRETS_STORAGE_METHOD 3afaHo 3HaueHue openbao.
HauanbHoe 3HauyeHWe 3a4aeTcs Ha 3Tane yCTaHOBKMU

SECRETS_O 1 MapameTp MoxeT BbITb 33ZlaH Ha y3nax « YHMBepcaibHOro gucnetyepa», « MeHemkepa paboumx

PENBAO_KV MecT», «MeHemkepa paboumx MecT (ouepeamn), « Arperatopa».

_VERSION McnonbayeTcs ans ykasanus sepcumn API OpenBao.

MapameTp 3apaeTtcs, ecnm ans SECRETS_STORAGE_METHOD 3aaaHo 3HayeHMe openbao.
Bo3MoXkHbIe 3HaueHus:

* 1 (no yMon4yaHuto);

= 2.
HauanbHoe 3HayeHWe 3a4aeTCs Ha 3Tane yCTaHOBKMU

SECRETS_O 5 MapameTp MoxeT BbITb 331aH Ha y3nax « YHMBepcanbHOro gucnetyepa», « MeHemkepa paboumx

PENBAO_CA MecT», «MeHemkepa paboumx mMecT (ouepeam), « Arperatopa».

CHE_LIFET OnpepnensieT BpeMs (B CeKyHax) XpaHeHus napons, nonyuyeHHoro ot OpenBao, Bo BHyTpeHHen

IME namsTu. No3BonsieT coxpaHUTb NosyyeHHbIM oT OpenBao naposnb Ha HEKOTOpPOE BpeMSsI B Kelle s
COKpaLLeHUs KonmyecTsa obpatleHmit k OpenBao.
MapameTp 3agaeTtcs, ecnu ans SECRETS_STORAGE_METHOD 3aaaHo 3Ha4yeHMe openbao.
HavanbHoe 3HauyeHWe 3a4aeTca Ha 3Tane yCTaHOBKU

FLUENTD_C 15 MapameTp MoXKeT BbITb 3a4aH Ha y3/1ax « YHUMBEPCA/IbHOMO gucreTyepa.

ACHE

OnpepnensieT Bpems (B CeKyHAAX) KeLUMPOBaHUSI NapaMeTpOB MOAKIIOUEHUS K Y3y
«PeTpaHcnsTopa».

Mo YMON4YaHUIO nocsie YCTaHOBKU BpeM4 KeLlnpoBaHUA COCTaBNAaAeT 15 CekyHaA,.

B cnydae, eC/ivt HY>KHO U3MEeHUTb 3Ha4eHune, cnegyet paCKOMMEHTUPOBaTb NapaMeTp U 3a4aTb EMY
HOBOE€ 3Ha4veHune
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FLUENTD_T| logs |[[lapameTp MoxeT BbITb 33ZiaH Ha y3nax « YHMBEPCaNbHOro AMCneTYepa».

ABLE Onpepensiet Tabnuuy xpaHeHus cobbITui depMbl Termidesk.

Mo yMonuaHuIo nocnie yCTaHOBKM « YHMBEpCabHbIM gucneTyep» obpawaeTca kK Tabnuue «logs» B/,
«PeTpaHcnaTopa».

B cnyuae, ecnu B B, «PeTpaHcnsiTtopa» pns xpaHeHust COBbITUIM MCNONb3yeTCs apyras Tabnuua,
cnepyeT paCKOMMEHTUPOBaTb NMapameTp U yKasaTb HOBOE UMS Tabnuubl

WSPROXY_T 20
ICKET_TIM © Npu wratHom dyHKUMOHUPOBaHWK Terrmidesk MeHsITb mapamMeTp He peKOMeHAYeTCs.

EOUT

MapameTp MoxeT BbITb 33/1aH Ha y3n1ax « YHMBEpPCaNbHOro AMcreTyepas.

OnpepnenseT BpeMs oXKnaaHus oTkAuka «LLnto3a» n npuMeHseTcs 4N pelleHus HeLTaTHbIX
CUTYyauuin, HanpuMep: eciiv napamMeTp «Bpems oxkmaaHma coeguHeHMa» No KakMM-1mbo npuymMHam
He MCMoNb3yeTcs B MPOTOKO/Ie AOCTABKM, UM ecin 3anpoc K «LLnto3y» BbINONHSAETCS AOAMO U
MoAKItOYEHWE NOMb30BaTENS HE YCTaHaBNUBaETCs.

Mo ymMonyaHuio nocne ycTaHOBKM BpeMs oxkuaaHus coctaenseT 20 cekyHa,

B cnyuae, eciv HY>KHO U3MEHUTb 3HaYeHWe, CieayeT paCKOMMEHTUPOBaTL MapaMeTp U 3a4aTb eMY
HOBOE 3HaYeHue

® T[Mpumep dainna koHburypauumn cepsepa OpenBao, KOTOpbIM aKTUBUPYET CTPOryk MpOBEPKY
knmneHTckoro SSL-ceptudukara:

1 listener "tcp" {

2 tls_min_version = "tls12"

3 tls_disable = "false"

4 address = "0.0.0.0:8200"

5 tls_cert_file = "/etc/bao/openbao.stand8.local.crt"

6 tls_key_file = "/etc/bao/openbao.stand8.local.key"

7 # ECnu BK/OYEH, TO OyAeT NpoBepsiTb CepTudMKaT KMEHTA Ha KOPPEKTHOCTb
8 tls_require_and_verify_client_cert = "true"

9 # ECnu BbIK/WYEH, TO OyaeT TpeboBaTb HainuMe cepTudukaTa KAMeHTa
10 tls_disable_client_certs = "false"
11 }

10.2 . O6wwme cucteMHble napameTpbl Termidesk

CucteMHble napaMeTpbl MNO3BONAKOT 3a4dTb OCHOBHblIE 3Ha4YeHWud, HEO6XO,£I,VIMbIe anga  ycnewHoro

dbyHKuMoHMpoBaHusa Termidesk.

Ona koHdUrypaumm ob6LIMX CUCTEMHBIX MapaMeTpoB crenyeT nepentn «HacTporku - CucTeMHble
napameTpbl - Obume.
LdocTynHble  Ona  pedakTMpoBaHMa  MapaMeTpbl  nepeuyucsieHbl B ctonbue  «[lapametp»

cnepyowen Tabnmubl (cm. Tabnuua 87).

& V13MeHeHMe cUCTEMHbIX MapaMeTpPoB BCTYMAOT B CUY TOMbKO nocne nepesarpysku Termidesk.
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Tabnuua 88 — O6wue cnuctemHble napameTpbl Termidesk

Mapametp

OnucaHue

«[eHepaTop MMeH»

BapuaHTbl MCcnonb30BaHUS UMeH Mpu pa3BepTbiBaHUM BPM.
3HauveHune no ymonyaHuto: «C nepencrnonb30BaHNEM UMEH»

«TemMa oopMaeHus»

Bbi6op TemMbl ocbopmneHus rpaduyeckoro nHTepdenca nonbL3oBaTens u
ynpaBneHus

«[lencTBume C yyeTHOM 3anucbto paboyero mecta»

Bbibop pencteus, koTopoe ByaeT Npomn3BeAeHO Hag, YHETHOM 3anuChio B
cnyxbe KaTanoros npu yaaneHun BPM uz doHaa.

() DNS-cepsep, YKa3aHHbIN B HacTpomKax y3na
«YHMBEPCAaNbHOrO AMcneTyepa®, AO/MKEH MMETb BO3MOKHOCTb
paspeLLaTb MMEHa Y3/10B B 30HaX Cnyxbbl katanoros (MS AD,
FreelPA, ALD Pro).

Ona koppekTHoro cbpoca naponsi yYeTHOM 3anucu npu
ypaneHum PM  u3  doHpa Haysne «YHuBepcanbHOro
AucneTyepa» TpebyeTcs Hanuume cepTuduKaTa, BbiMyLLEHHOro
LEeHTpoM cepTudukaumm ana pabotbl no npotokony LDAPS.
Takxxe Ha y3ne cnyxb6bl katanoros MS AD pomkHbl BbITb
co3naHbl cooTBeTcTBYytOWMe SRV-3anmcu.

Bo3moykHble 3HaueHus:

* «YnanuTb nNpu yaaneHuun GoHaa» (Mo yMONYaHUIO) - NpU yAANEHUM
PM us doHaa yueTHasa 3anuch byaeT yaaneHa ns cnyxbbl KaTaaoros.
MpumenumocTb: MS AD, FreelPA, ALD Pro;

= «C6pocuTb Nnaponb Npu yaaneHun GoHza» - npu yaaneHun PM us
dboHaa y yueTHom 3anucu byaeT cbpolleH naponb. [pruMeHMMoCTb:
MS AD;

= «BbiknounTb npu yaaneHun porHga» - npu yaaneHun PM us porga
y4yeTHas 3anucb byaeTt oTkatodeHa. MpumeHumocTts: MS AD;

= «XpaHUTb Npu yaaneHun poHaa» - npu yaaneHun PM us poHza
y4yeTHas 3anucb ByaeT coxpaHeHa B Cly>kbe KaTanoros.
MpumenumocTsb: MS AD, FreelPA, ALD Pro.

CnenyeT y4yecTb, 4To npu BBoAe roctesori OC B MS AD:

" ecnu y4yeTHasi 3anucb PM HaxoamTcs He B CTaHAApPTHOM KaTtanore
«Computers», To napametp «OU» gonxkeH NpMHUMaTb 3HaYeHMS
Buaa: «OU=Computers,DC=domain,DC=local», T.e. He JomKeH
ucnonb3oBatbcss Common Name (CN);

= ecsiM y4yeTHas 3anmcb PM HaxogMTcsa B CTaHAApTHOM KaTasore
«Computers», To napameTp «OU» nonkeH NpUHUMaTb 3HaYEHUS
Buaa: «CN=Computers,DC=domain,DC=local», T.e. nonmxeH
ncnonb3osatbcst Common Name (CN)

«ABTO3anyck paboyero mecTa»

MapameTp aBTOMaTUYECKOrO NoAKItOUeHMs K poHay PM uepes
komnoHeHT «KnueHT» (cM. nogpasgen HacTpoiika aBTOMaTM4ecKoro
noaoueHus K poHay PM).

3HaueHue no YMON4YaHUIO!: «Het»
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Mapametp

OnucaHue

«Mopkntovatbcs K BPM nio»

MapameTp onpepensiet, Kakoe 3Ha4YeHWe B NapaMeTpax MNOAKTHOUEHMUS K
BPM «YHuBepcanbHbI gucneTyep» [OMXKEH nepesaTb KOMMOHEHTY
«KnueHT».

Bo3MoykHble 3HaueHus:

= «CeTeBoMy agpecy (IP)» - B napameTpax nogkntoueHus byaet
nepenasatbcs IP-agpec BPM;
» «[lMonHomy gomeHHOMY nMeHn (FQDN)» - B napameTpax
nopkntoueHus byanet nepepasatbcs FQDN BPM.
[LelicTBre napaMeTpa He PacnpoCTPaHAETCS Ha MPOTOKON MOAK/HOUEHUS
K TEPMUHaNbHOMY CEPBEPY - MPWU TaKOM MOAK/HOUMEHUM BCEraa
nepenaetcs IP-agpec.

I'Ipm MCNONb30BaHUN METaNOCTaBLWMKa 3HAa4YEHUE NapaMeTpa 6y,EI,ET
Y4YUTbIBATbCA:

* MpW UCNONb30BaHUK 3HaYeHUsa «oNHOMY AOMEHHOMY MMEHU
(FQDN)» meTanocTaBLuk 6ynet nepesasatb FQDN BM u3
cepBucHoro ¢oHAaa;

* Mpu uUcnonb3oBaHUKM 3Ha4YeHusi «CeteBomMy agpecy (IP)»,
MeTanocTaBLLMK byaeT nepenasaTh |P-agpec BM u3 cepsucHoro
doHaa

«MHTepBan npoBepok KaLla paboymx MecT»

MepuoguuHocTb (B cekyHaax) onpoca BM B doHpe ona onpenenerHus
CTaTyca UX roOTOBHOCTMU.

3HayeHue No ymonyaHuto: «19»

«MHTepBan NpoBepoK HEMCMOb3yeMbIX paboumnx
MecT»

MepuoanyHocTb (B ceKyHAax) NPOBEPKU HanMUMa HeakTUBHbIX BPM
AN MOCNEeAYOLWEro UX yaaneHus.

Lns ynaneHus Hencnonb3yembix BPM TpebyeTca 3aaath 3HaueHme
«YnanaTtb pabodee MecTo» Ans NOAUTUKU «[eicTBMe Npu Bbixoae
nonb3osartens ns OC».

3Ha4yeHuWe No yMonyaHuto: «631»

«MHTepBan oUnMCTKU MHPOPMALIMOHHbIX
0bbekToB»

MepuoanyHocTb (B cekyHaax) noncka MHdopmauum o poHaax B CTaTyce
«Ypanen», «OTMeHeH», «Owmnbka» An19 ee gasbHEeNLLEen OYNCTKU.
OuuncTKa NponsBOAUTCS NOC/E UCTEYEHMS BPEMEHM, 3a4aHHOMO B
napameTpe «Bpema xpaHeHUst MHPOPMaLIMOHHBIX OGbEKTOB.

3HauyeHMe No yMonyaHuto: «3607»

«Konnyectso noTokos hoHOBbIX 3aau»

Konunuectso ogHOBpeMeHHbIX 3a[a4, BbIMoHAeMbIX «MeHeakepoM
pabounx MecT» B poHoBOM npouecce. MapameTp yunuTbiBaeTca npu
oueHKke KonmyecTsa nogkatoveHnin k CYBL, (cm. nogpaspenst HacTpoiika
CYbA, PostgreSQL v Hactpoiika CYB[, Tantor nokymeHTa
C/1ET.10001-01 90 02 «PykoBoncTBO agMuHUCTpaTopa. HacTpoiika
NPOrpaMMHOro KOMIaeKca»).

CyMMapHoe KOJIM4YeCcTBO MOTOKOB, 3afaHHbIX B «KonnuyecTBo NoToKoB
doHoBbIx 3agau» n «Konnuecteo notokoB «MeHepykepa paboumnx MecT»,
He AosKHO npesbiwate 50. MpK OTKAOHEHMM OT yKa3aHHOMo
orpaHuyeHmns BygeT oTobpakeHa owmnbKa Npu MOMbITKE COXPaHUTb
N3IMEHEHUS.

3HayeHWe Mo yMOoNYaHuo: «4»

«He YYUTbIBaTb MaKCMaJlbHbl€ OrpaHUYEHUA»

He yunTbiBaTbh OrpaHuyeHus, 3agaHHble B nonsix «lMogrotasnusate BM
ofHoBpeMeHHO» U «Yaanate BM onHoBpeMeHHO» nNocTaBLymKa
pecypcoB npu dopMmpoBaHmm doHaoB. Ecan napameTp akTueeH, B
¢$oHAae oLHOBPEMEHHO MOXET CO34aBaThCa U yaanaTbes no 1000 BM.

3HauveHuWe no ymonyaHuto: «Het»

«BpeMmsi xpaHeHUs MHHOPMALMOHHbIX 06BEKTOBY

Bpemsi xpaHeHus (B cekyHaax) nHdopmaumm o hoHAax B cTaTyce
«YpaneH», «OTMeHeH», «OLnbKa».

3HaueHue no yMonyaHuto: «14401»
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Mapametp

OnucaHue

«Bpemsi 6rnokmpoBku BXoAa»

Bpems (B cekyHAax) nocse UCTEYEHUS KOTOPOro ByAeT BO3MOXEH
NMOBTOPHbIN BXOL CybbekTa « AgMUHUCTpaTop», «IepcoHan» unu
«[Tonb3oBaTenb» B cyyae NpeBbiLLEeHUs] CyObEKTOM JIMMUTA HEYAAYHbIX
MonbITOK BXOAa.

Mo ucTeyeHUN 3TOro BpeMeHM NONb30BaTeNb MPOAOIKUT BU3YaslbHO
6bITb 326110KMpOBaHHbIM (CcTaTyc «BpeMeHHO 3abi1okMpoBaH») B cnvcke
nonb3oBaTenel B JoMeHe ayTeHTUbMKaumn. CTaTyc cMeHUTCS Ha
«AKTUBHbIN» TOIbKO NMOC/e aBTOPU3aLLMK NONb30BATENS C NPABUbHBIM
naponieM Uau nocsie CMeHbl CTaTyca afMUHUCTPATOPOM.

3HayeHue no ymonyaHuto: «300»

«URL Bxopa»

URL-agpec HauyanbHOM CTpaHuLbl rpacdmyeckoro nHtepdeica
ynpasneHus

& 3HayeHuve napameTpa MeHSATb He Cieayer.

3HayeHue no ymonyaHuto: «/login»

«Appec cepsepa yaaNeHHOro NoOMOLLHUKa»

URL-agpec y3na c ycTaHOB/MIEHHOW CepBEPHOI YacTbto « YaneHHoro
MOMOLLHMKA».

Mpumep: «https://192.168.0.2».
Mo yMonuaHuto 3HaueHWe He 3a4aHo

«MakcumanbHoe BpeMs MHULMaNM3aumum
pabouyero MecTa»

MakcumanbHoe BpeMs (B cekyHaax) oxxuaaHus rotosHoctu BPM, nocne
nctedyeHuna kotoporo BM 6yaeT yaaneHa kak 3aBucLuas.

3HayeHue no ymonyaHuto: «3601»

«MakcnMyM 3anucert B XypHase aia obbekToB»

MakcuManbHoe KoIMYeCTBO CUCTEMHbIX COBbITUI, f,O0BAaBNSEMBIX B
YKypHan obbekTa.

3HayeHue no ymonyaHuto: «100»

«VHTepBan NpoBepkn ANs yaaneHust 06bekToB»

MepuoguuHocTb NpoBepku (B cekyHaax) BPM, nomeueHHbIx ans
yaaneHus.

3HayeHMe No yMon4yaHuto: «31»

«Konunuectso ownbok ana orpaHuyeHus doHaa»

Moporosoe 3HayeHMe kKoNMYECTBa OLIMBOK, Mocsie KoToporo ¢hoHg byaeT
nepeseneH B cTaTyc «OrpaHUYeHHbIN».

3HayeHMe NO YMONYaHUIO: «3»

«VHTepBan oTcnexxmBaHus ownbok B hoHae»

MeproanUHOCTL OTCNEXKMBAHUS NOSIBNEHUS OLIMBOK (B CeKyHaax),
CBSI3aHHbIX C PYHKLMOHUPOBaHWEM dOHAA.

3HayeHue no ymonyaHuto: «600»

«Konnuecteo notokos «MeHemykepa paboumx
MecT»

Moporosoe 3HauYeHWe NOTOKOB 33434, BbiNoJiHAEeMbIX « MeHeoykepoM
pabounx MecT», Npu obecrneyeHnn XM3HEHHOro uukna GoHaa

PM. MapameTp yunTbIBaETCS NpU OLLEHKE KOMMYECTBA MOAK/IHOYEHUI K
CYBA (cM. nogpaspensl Hactpoiika CYB[, PostgreSQL v HacTpoitka
CYb/, Tantor nokymeHTa CJTIET.10001-01 90 02 «PykoBoncTBO
agMUHKUCTpaTopa. HacTpolika nporpaMMHOMO KOMMeKca).

CyMMapHOe KONMYeCTBO NOTOKOB, 3aflaHHbIX B «KonnyecTBo noTokoB
doHoBbIX 3a8a4» 1 «KonnyecTBo noTokoB «MeHemkepa paboumx MecT»,
He AoMKHO npesbiwath 50. Mpy 0TKNOHEHMM OT yKa3zaHHOIo
orpaHuyeHus byaeTt oTobpaskeHa oLwMbKa NMpy NOMbITKE COXPaHUTL
M3MEHEHUS.

3Ha4eHne Mo YMONHYaHUIO: «3»
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Mapametp OnucaHue

«Cpok [encTBuS ycTapesLuen nybnnkaumm» Bpems (B yacax), no uctedyeHum kotoporo BM 6yneT ynaneHa, ecnm
nyénukaums boHaa obbaBneHa ycTapeBLUen.

Mpw 06HOBNEHMM NapaMeTpa ero 3Ha4YeHME MPUMEHSIETCS K HOBbIM
nybnukaumsam. [na nybnukauui, co3gaHHbIX A0 U3MEHEHUS NapaMeTpa,
ByneT AeCTBOBATb MpeapblayLUee 3Ha4YeHMe napaMeTpa.

Ecnu 3HaueHne napameTpa 6yaeT paBHbIM «-1», TO Npu nepenybankaumm
doHaa PM npousonaet cnepytoluee:

* npeapbloywas nybnvkauus bynet nepeseneHa B ctatyc «lybnukaums
YyacTMYHO yaaneHa» (cM. nogpasgen Myénukaums ponaa PM), ecnu
€CTb Ha3HaYeHHas u ncnonblyemas BM;

* ucnonb3yemas BM aBTomMaTnuyecku He yaanuTcs, HO Npu 3ToM ByaeT
co3gaHa Hoeasa nybnukaums.

Ecnu 3HaueHune napameTtpa 6yaeT paBHbIM «0», To Npu nepenybamkaLmm
¢$oHpa Ha3HayeHHas BM ByneT HemMenneHHO 3aMeHeHa Ha HOBYHO
nyénvkaumto.

Ecnu 3HaveHune napameTpa byaeT paBHbIM «1», To Npu nepenybnvkaumm
¢oHaa HasHaueHHas BM 6ypeT noctynHa 1 vac, nocne yero yoanurcs.

3HayeHMe No yMONYaHuto: «24»

«CpoK XpaHeHUs1 CTaTUCTUKMU Bpems (B aHaX) XpaHeHWs (annoB >KypHaNoB, Mo UCTEUYEHUIO KOTOPOro
YKypHanbl 6yayT nepesanucaHbl.

3HayeHWe Mo YMONYaHUt: «365»

«KonnuecTeo ygansemMbix paboumx MecT 3a oamMH | MakcuManbHoe konmyectso BPM, noMeueHHbIX K yaaneHuto, Kotopble
npoxoa» OyayT NpoBepeHbl U yaaneHbl Npu KaXaom ntepaLmm 3anycka GoHOBOM
334341 OYMCTKM.

3Ha4eHWe Mo YyMONHYaHUIO: «3»

OkpaHHas kHonka [CoxpaHuTb] coxpaHsieT obLLMe CUCTEMHbIe MapameTpbl.

10.3 . MapameTpsbl 6e3onacHocTu Termidesk

Ons koHbUrypaumMm cUCTEMHbIX NapaMeTpoB 6e3onacHOCTU cneayeT neperTy «HacTponku - CucteMHble

napameTpbl - besonacHocTb».

LocTynHble ons pepakTUpoBaHUSA aaMUHUCTpaTopy Termidesk mapameTpbl nepeynciieHbl B cTosbue

«[NapameTp» cnepytowien Hactponka napameTpoB 6e3onacHocTu B Termidesk.

Tabnuua 89 - NMapameTpbl 6ezonacHocTu Termidesk

MapameTp OnucaHue

«MacTtep-knou» MpoeHTudmrkatop pernctpaunmn cybbektos B Termidesk npu goctyne K
GpoHay

«JloBepeHHble XOCTbI» NpoeHTudurkaTop y3noB, MMEOLLMX NpaBo noakntouatbes K Termidesk

«nnuTenbHOCTb ceccMm agMUHUCTpaTopa» BpemeHHoM nHTEpBan ceccum (B ceKyHAax), MHULMMPOBAHHOM Ha
«[MopTane agMUHUCTpaTopa»

«JdocTyn K Be6-4acTu CUCTEMHbIM Bo3MoXHOCTb agMUHKUCTpaTOpa NoakntovaTbes K «lMopTtany

nosib3oBaTeneM» agMUHUCTpaTopa»
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MapameTtp OnucaHue

«Mcnonb3oBaTb aHOHCUpyeMbIn IP knveHTa» Mcnonb3oeatb IP-agpec knveHTa, NnepeaaBaemMbii B NpoLECCe BXOAa B
Termidesk.

MapameTp HeOBXOAUMO BKJTHOUUTb, ECNU Y3en « YHUBEPCAIbHOMO
Aucnetyepa» ucnonbsyetcs B pepme Termidesk, nogkntovaemon k
noptany «Arperatop». B npoTMBHOM cnyyae npu noaxtoHeHUn
nonb3oBatenen k pecypcaM cdepm Termidesk B >xypHane « YHuBepcanbHOro
aucnetyepa» byneT otobpaxeH |P-agpec noptana «Arperatop», a He |P-
agpeca NoaKIHOUMBLLMXCS NONb30BaTENEN

«GID cucteMHoM rpynnbl aiMUHUCTpaTopa» MaoeHTudurkaTop rpynnbl, B KOTOPYH BXOAUT y4eTHas 3anucb
agMUHUCTpaTopa
«[nnTenbHOCTb Cceccum Nonb3oBaTeNna» BpemeHHoOM uHTEpBan (B ceKkyHAax) ceccum nonb3oBaTens.

MapameTp BAUSET Ha AIMTENbHOCTbL Ceccum nonb3osatens B «MopTane
nonb3osatens». HaunHas c Termidesk Bepcuum 5.0 napameTp Takke
onpenensieT obLiee BpeMsl NOAK/IOYEHUS MOb30BATENS K
«YHuBepcanbHoMy aucrietyepy» Termidesk.

BHe 3aBMCMMOCTM OT TOro, akTUBEH MOb30BaTE/b U HET, KaXKAyHo
CEKYHIY NMPOUCXOANT YMEHbLLEHME 3HAYEHMA NapaMeTpa Ha 1, npu
[OCTUXKEHUM 3HaYeHMs 0 NoAKIIFOYEHME MOMb30BATENS 3aBEPLUNTCS, NPU
3TOM B CUCTEMHOM Tpee Ha MOoJ/1b30BaTeIbCKOM pabouyen

CTaHUMKM 0TOBPa3nTCs yBeaoMeHME OT NpunoxeHns «KnueHT»: «Bawwu
CEeaHC 3aBepLUnICa».

B >ypHane «KnueHTa» oTpa)atoTcs cobbITUS Kak MNoNy4eHusi napameTpa
(«userSessionLength»), Tak 1 3aBepLUEHMsI ceCCUM MO TanuMmayTy

«MakcrMyM nonbITok Bxoaa MoporoBoe NoNOXMUTENBHOE 3HAUYEHUE YMCIA HEYAAYHbIX MOMbITOK BXOAA

ALMUHUCTpaTopoB» agMuHucTpatopa. MNapameTp MoXeT BbITb U3MEHEH TOJBLKO
agMUHUCTpaTopoM (cM. HazHaueHue cnyrkebHbIX QyHKLMIA
aAMUHUCTpaTOpaM).

3HaueHue «0» 3KBMBANEHTHO «6e3 OrpaHUYeHUin»

«MaKCVIMyM nonbITOK BXOAa I'IepCOHana» nOpOFOBOG MONIOXKUTENIbHOE 3Ha4YeHUE YMCa HeyaadyHbIX NOMNbITOK BXOoA4a
Cy6'beKTOB, HE OTHOCALLMXCA K adMUHUCTPATOopy.

3HaueHue «0» 3KBMBANEHTHO «6e3 OrpaHUYeHUin»

«MakcumyM nonbiTok Bxoaa MNonb3osatenen» | Noporosoe NoNoXKUTeENbHOE 3HAYEHUE YMCIa HEYAauYHbIX MOMbITOK BXOAA
rnonb3oBaTenen.

3HaueHue «0» 3KBMBANEHTHO «6e3 OrpaHUYeHUin»

10.4. YTunutbl uHTepdeinca KOMaHAHOM CTPOKMU ana HacTpouku Termidesk

10.4.1 . YTunura termidesk-config

Ytunuta termidesk-config ucnonblyetrcs Ans nepeonpenenieHUsl HacTPoOeK, 3afJaHHbIX Ha 3Tane
YCTAHOBKM U  BHOCUT W3MEHEHUs B KOHMOUrypaumoHHbiM dann /etc/opt/termidesk-vdi/
termidesk.conf (cM. noppasmen [MapaMeTpbl KOHGUrypupoOBaHUS KOMMOHEHTOB «YHUBEpCaNbHbIA
aucnetyep», «MeHemkep paboumx MecT»).

[nga Bbi30Ba yTUNUTLI CleayeT:

* B MHTepdence KOMaHAHOM CTPOKM MNEPENTU B KaTanor /opt/termidesk/sbin/:
cd /Jopt/termidesk/sbhin/

® BbIMNOJIHNTb 3aNYyCK:
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sudo ./termidesk-config

* OTKpOETCS MHTEPhENC YTUUTI (cM. PucyHok 73).

HeHWA naponei

PucyHok 73 — NnTtepderic ytunutel termidesk-config
HocTtynHbl cnepytowime GyHKUUU YTUAUTDI:
* «Bblbop cnocoba XpaHeHWsi Naponem»: MO3BOJSIET HACTPOUTb CMOCOD XpaHeHWs naponewn
noakntoveHuns kK CYB/[, n RabbitMQ (napameTtp SECRETS_STORAGE_METHOD):
e «config» - nmaponu OyayT XpaHWTbCS B Npeobpa3oBaHHOM Buae B darnne /etc/opt/
termidesk-vdi/termidesk.conf;
e «openbao» - oNg XpaHeHWs Naponen ByaeT UCNoNb30BaTbCca XpaHunuwie naponen OpenBao
(XpaHunuLLEe fOMKHO ObITb 3apaHee CO34aHO U HAaCTPOEHO).

B cnyuae Bbibopa «openbao» HeobxoAMMO BbIMOMHUTbL HACTPOMKY MOAK/HOUEHUS K XPaHWUJIULLY

yepes byHkumMto «HacTporika xpaHunuuwa OpenBao»;

* «Hactporika xpaHunuwa OpenBao»: no3BonseTr HacTpoOUTb MapaMeTpbl MOAKIHOYEHUS K
XPaHUULLY U 334aTb NapaMeTpbl, HACTPOEHHbIE HEMOCPEACTBEHHO Ha XPaHUULLE:

» «URL xpaHunuwa» - IP-agpec nnn FQDN y3na u nopT ¢ yCTaHOBNEHHbIM XPaHWUIULLEM
OpenBao (napameTp SECRETS_OPENBAO_URL). @opmart: http://<IP-agpec>:8200 wu
http://<FQDN>:8200. MNoakntoueHne MOXET BbINOAHATbCA no npotokony HTTPS, ecnu
OpenBao HacTpoeH cOOTBETCTBYHOLLMM 06pa3omMm;

e «Bepcus APl OpenBao» - ycrtaHoeneHHas Bepcusi APl Ha OpenBao (napametp
SECRETS_OPENBAO_KV_VERSION). MoxeT npuHMMaTb 3HauYeHUs: «1» unm «2»;
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e «TokeH pocTtyna K xpaHunuuy» - TokeH (Initial Root Token), koTopbin 6bIn1 chopmMupoBaH
npu MHULMaNM3aLUKMU XpaHUIuLLa (napaMeTp SECRETS_OPENBAO_TOKEN);

e «lMyTb k naponto CYBO» - nyTb, HacTpoeHHbIM Ha OpenBao ana xpaHeHus napons CYB[,
(napameTp SECRETS_OPENBAO_DB_PATH);

e «Ponb poctyna k naponto CYBO» - ponb, HacTpoeHHas Ha OpenBao, koTopas uMeeT goctyn
k naponto CYB[ (napameTp SECRETS_OPENBAO_DB_ROLE_NAME);

e «[lytb Kk naponam RabbitMQ» - nyTb, HacTpoeHHbIM Ha OpenBao ans xpaHeHus napons
RabbitMQ (napameTtp SECRETS_OPENBAO_RABBITMQ_PATH);

e «Ponb poctyna k naponsm RabbitMQ» - ponb, HacTpoeHHass Ha OpenBao, koTopas nmeet
poctyn k naponto RabbitMQ (napameTp SECRETS_OPENBAO_RABBITMQ_ROLE_NAME);

e «lyTb k naponsm Termidesk» - nyTb, HacTpoeHHbI Ha OpenBao pna xpaHeHus napons
Termidesk (napameTp SECRETS_OPENBAO_TERMIDESK_PATH);

e «Ponb poctyna k nmaponsim Termidesk» - ponb, HacTpoeHHass Ha OpenBao, koTopasi umeeT
poctyn k naponto Termidesk (napameTp SECRETS_OPENBAO_TERMIDESK_ROLE_NAME);

e «Bpems kelwumpoBaHUsi naposen, cek» - BpeMs (B CEKYHAAX) XpaHEHMSI MApPONis, MONYYEHHOMO
ot OpenBao, Bo BHyTpeHHel namaTu (napametTp SECRETS_OPENBAO_CACHE_LIFETIME);

* «Bblbop cnocoba nogkntoueHms k CYBO»: no3sonser BbiIGpaTb NMPOTOKON MpPU MOAKIHOYEHUU K
CYb/M (napameTp DBSSL);

» «HacTpoiika nogkntodeHmsa k CYbBL»: no3sonseT HacTponTb NapameTpbl nogkntoveHns K CYBU;:

e «Appec CYBO» - IP-appec unn FQDN CYB/L, PostgreSQL (napameTp DBHOST);

e «[lopt CYB» - nopT, KOTOpbIM UCMONb3yeTca Ana coeguHeHus ¢ cepsepoM bl (napametp
DBPORT);

e «Mmqa 6asbl gaHHbIX» - uMa Bl (napameTp DBNAME);

e «MMs nonb3oBaTens» - UMa Nonb3oBaTeNs Ans noakatoyveHms k b, (napameTtp DBUSER);

e «[laponb» - naponb NoNb30BaTENS B OTKPLITOM BMAe (MapameTp DBPASS);

* «Bbibop cnocoba noakntoveHus K RabbitMQ»: no3sonsieT BbIGpaTh NPOTOKON MPU NOAKIHOUYEHUU K
RabbitMQ (napameTp RABBITMQ_SSL);

* «Hactporika nopkntoyeHuss kK RabbitMQ»: nossonser HacTpouTb MapaMeTpbl MOAKIHOYEHUS K
RabbitMQ (napameTtp RABBITMQ_URL). Npu 3anpoce naponb 3a4aeTcs B OTKPbITOM BUAE;

* «HacTporika »XypHanuMpoBaHua»: MO3BONSIET HACTPOUTbL MapaMeTpbl >KYPHAJMPOBaHUS, TakMe Kak
«Appec  norrepa» (mnapameTp  LOG_ADDRESS), «[llotok (facility) >kypHana» (napameTp
LOG_FACILITY);

* «[oapobHOCTb OTNAA0UHbIX COOBLLEHUI B KYpHaNax»: No3BosisieT BbibpaTh YpOBEHb NOAPOBHOCTH
OTNAafA04HbIX coobLLeHn (napameTp LOG_LEVEL);

» «[lepecozpgaHme knoda DJANGO»: nossonsieT nepeonpenennTb 3HadeHuwe knwoda DIJANGO
(napameTp DJANGO_SECRET_KEY), co3paBaeMoro Ha 3Tane ycTaHoBkuW. [lepeonpeneneHuve knito4a

MOXXeT I'IOHa,EI,OGMTbCFI npu ero kKoMNpomMeTauumu,
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» «[lepeco3paHne 9 TOKeHa MPOBEPKM COCTOSHUS CNYXXO»: MO3BONsSieT MepeonpenenvTb 3HavyeHue
TOKEHa MPOBEPKU COCTOSAHUS cny>k6 (napameTp HEALTH_CHECK_ACCESS_KEY). NepeonpeaeneHuve
TOKEHa MOXKET NMOHaZ0ObUTLCA NPU ero KOMNpoMeTaLmu;

» «[lepeco3gaHne TokeHa MPOBEPKU METPUK CNYXKO»: MO3BOMSAET Nepeornpene/inTb 3HaYEHUE TOKEHa
NpoBepkKu MeTpuku cny>x6 (napametp METRICS_ACCESS_KEY). lNepeonpeneneHve ToKeHa MOyeT
NMOHaA00bUTLCS MpPU ero KOMMPOMeETaLUM;

» «M3meHeHne GID BCTpoEHHbIX aAMUHUCTPATOPOB». [MO3BONSIET Ha3Ha4YUTb UAEHTUDUKATOpP
rpynnbl, WMCNONb3YHOLLErocs A1 BCTPOEHHOro aomeHa. WM3meHeHwe wupeHTUdUKaTOpa MOXKeT
NnoHapobuTbcs, ecnm BcTpoeHHass B OC rpynna agMMHUCTPATOpPOB OTAM4YaeTcs OT astra-admin
(16001) WM ecnu HYXXHO nNpeaocTaBUTb MpaBa aAMUHUCTpUpoBaHus Termidesk rpynne
HenpuBMIErMpoBaHHbIX NOSb30BaTeNeN;

» «HacTporku Arperatopa»: No3BoNsSieT NepeonpenennTb HACTPOMKM nopTana «Arperatop»:

e «Bpems »u3HM TokeHa Arperatopa, cekyHa» - Bpems Xu3Hu JWT-TokeHa (napametp
AGGREGATOR_ACCESS_TOKEN_TTL_SECONDS, poctynHas ona U3MEHEeHUs TOJNIbKO Ha y3/ie C
YCTaHOBJIEHHbIM MOPTaNoM «Arperatop»);

e «3aronoBok JWT-TokeHa Arperatopa» - 3aronoBok JWT-TokeHa, npegHasHayeHHbIM O4A
HAaCTPOMKW  B3aMMOAENCTBUA MexXay nopTanom «Arperatop» W  «YHUBEpPCasbHbIM
avcnetyepom». [lapameTp pomkeH ObiTb OAMHAKOBBIM Ha BCeEX Y3nax, paboTarowmx
COBMECTHO: Ha nopTanax «Arperatopa», Ha «YHUBepCanbHbIX AMcneTdyepax» (napamMeTp
AGGREGATOR_ACCESS_TOKEN_TITLE);

e «Bpems kewmpoBaHMs MKOHOK (OHOOB, YAaCOB» - BPEMS >XM3HWU KELIA MKOHOK (hOHOOB
(napameTp AGGREGATOR_IMAGE_CACHE_LIFETIME_HOURS);

» «Ponu cepBepa»: MO3BOMSIET U3MEHUTb POJIM, KOTOpblE 3anyckaroTcs Ha y3ne. [JocTynHblie ponu:
«[NopTan agMuHucTpaTopa», «lMopTtan nonb3oBatensa», «MeHepykep paboumx MecT», «MeHenxep
pabounx mMecT (ouepeamn)», « Arperatop agMMHUCTpaTopa», « Arperatop Nonb3oBaTensa»;

» «[lepesanyck cny>6» - No3BonsieT BbINOAHUTL Nepe3anyck cny>kb Termidesk;

» «CepTnduKaTbl» - NO3BONSET BbIMONHUTb HACTPOMKY CEPTUPUKATOB U KIHOUEN:

A MNMyHkt «Cept. pna pacwudpokn JWT-TokeHa» HacTpavBaeTcs TO/IbKO Ha y3ne C
YCTaHOBNEHHbIM «YHUBepcanbHbIM aucnetyepom» («lMopTan agMuHucTpaTtopa» u (unm) «lMoptan
nonb3oBaTens») pepmbl Termidesk.

MyHkT «[MpuB. knou pna nognucn JWT-TokeHa» HacTpamBaeTCs TOJbKO Ha Yy3/e nopTana
«Arperatop» («Arperatop agMMHUCTpaTopa» U (unn) « Arperatop nosib3oBaTens»).
OcTaBLumecs NyHKTbl MOTYT OblTb HACTPOEHbI Ha 0O0MX y3nax UHAMBUAYASIBHO.

o «CepTtudukar Health Check» - nyTb k cepTudukaty ans sawmuieHHoro noakntoveHms K API
nposepku coctosaHusa (napameTp HEALTH_CHECK_CERT);
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e «Cekp. kntou Health Check» - nyTb k kntouy ans 3awmuwieHHoro noaxnatodeHms K API
npoBepku cocTtosiHua (napameTp HEALTH_CHECK_KEY);

e «Ceptudukar Postgres mTLS» - nyTb K cepTuduKaty Ans 3aLLUMLLEHHOIO MOAK/IHOYEHUS K
CYb/L (napameTp DBCERT);

e «Cekp. kntoy Postgres mTLS» - nyTb kK kntodvy onsa 3awmuieHHoro nogkntodeHmns k CYB[,
(napameTp DBKEY);

e «Cept. npomex. LIC Postgres mTLS» - nyTb K KOpPHEBOMY WU MPOMEXYTOUYHbIM
ceptudukatam mTLS anga sawmuieHHoro noakntodeHus k CYB/, (napameTp DBCHAIN);

o «Ceptndunkar OpenBao mTLS» - nyTb K cepTudumkaty ans 3alLMLLEHHOIO MOAKIKOYEHUS K
OpenBao (napameTp SECRETS_OPENBAO_CLIENT_CERT);

e «Cekp. kntod OpenBao mTLS» - nyTb K KAO4y A0S 3aLWMLLEHHOrNO MOAKIIOYEHUS K
OpenBao (napameTp SECRETS_OPENBAO_CLIENT_KEY);

o «Cept. npomex. LIC OpenBao mTLS» - nyTb K KOPHEBOMY U MPOMEXYTOUHbIM
ceptupukatam mTLS pgna  3awmweHHoro noakntodeHms kK OpenBao  (napametp
SECRETS_OPENBAO_SERVER_CERT);

e «OcH. cept. ona pacwundposkm JWT-TokeHa» - nyTb K cepTuduKaty Ana MonyyveHus
3HaveHus JWT-TokeHa noptana «Arperatop» (napametp AGGREGATOR_JWT_SSL_CERT);

o «Pe3. cept. gna pacwudposkn JWT-TokeHa» - NyTb K pe3epBHOMY cepTuUdUKaTy Ana
nonyyeHus 3Ha4yeHus JWT-TokeHa nopTana
«Arperatop» (napameTp AGGREGATOR_JWT_SSL_CERT_SECOND);

e «Cekp. kmou ans nognucn JWT-TokeHa» - nyTb K kawody ana noanucku JWT-TokeHa
noptana «Arperatop» (napametp AGGREGATOR_JWT_SSL_KEY).

© YcraHoBka ponein «Arperatop agMuHUCTpaTopa» U (Mnu) «Arperatop nonb30BaTeNis» LO/HKHA
npou3BoAMTbLCA Ha Yy3ne, oTaMyHoM oT «[lopTana agmuHucTpatopa» wu (unu) «[lloptana
nosib3oBaTens», «MeHegykepa paboumnmx MecT».
CmeHa ponen yepes pyHkumMo «Ponun cepepa» B 3TOM cny4vae He NpefyCMOTPEHA: HeNb3sl paHee
ycTaHoBneHHble «[lopTan agMuHUCcTpaTopa» u (unu) «lMopTan nonb3oBaTens» NepeHacTpouTb Ha
Mcnonb3oBaHWe ponen «Arperatop agMUHUCTpaTopa» U (Mnu) «Arperatop nonb3oBaTens».
Ponb «MeHenkep paboumx MecT» He [OO/MKHA YCTaHaBAuBaTbCca C  «Arperatopom
agMUHUCTpaTopa» u (Unun) « ArperaTopom rnosib3oBaTens».
Ponb  «MeHemxep  paboumx  ™MecT» (oyepean)  ycCTaHaBIMBAETCS Cc «Arperatopom
agMUHUCTpaTopa» u (Unun) « ArperaTopom rnosib3oBaTens».

» «[epe3sanyck cnyx6»: no3BonseT BbINOAHUTL Nepe3anyck cnyb6 Termidesk.

® Mocne BbINOAHEHUA W3MEHEHMA B NHOGOM M3 pasdesioB PEKOMEHAYETCS BOCMO/b30BaTbCS
nyHKTOM «[lepesanyck ciy>k6» Ang NpUMeHEHUs U3MEHEHUI.
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10.4.2 . Y1unura termidesk-vdi-manage

Ytunuta termidesk-vdi-manage ucnonb3yeTtcs ANs HacTPOUKU «YHWMBEpCanbHOrO AucreTyepa» wu3
NMHTepdenca KOMaHOHOW CTPOKMU.

[nga Bbi3oBa yTUAUTLI Cnepyer:

* B MHTepdence KOMaHOHOM CTPOKM MEPEKOUMUTLCS Ha Nosib3oBaTens termidesk:
sudo -u termidesk bash
" BbIBECTU CMMCOK KOMaHL yTVIfIVITbI:

/opt/termidesk/sbin/termidesk-vdi-manage help

® Kaxpas nookoMaHaa B MPUBEAEHHBIX HUXKE KOMaHAax MOAAEP>KMBAeT BbIBOA, CripaBKM 4yepes
K4 —h.
Lna ynpaeneHua napaMeTpamMm NMocTaBLLMKOB PeCYypCcoB, JOMEHOB ayTEHTUDMKALMM, NPOTOKOIOB
LOCTaBKM U ApYTrUxX KOMMOHEHTOB, HaCTpanBaeMbix Yepes «[lopTan agMmHucTpaTopa» Termidesk,
crnepyeT 06paTUTLCS K KOMaHAaM cekumnm [termidesk].

© bonbwas 4yacTb KoMaHA, M3 BbiBoga /opt/termidesk/sbin/termidesk-vdi-manage help
npefHasHayeHa gna pabotbl ¢ B, u dpperimBopkoM Django 1 He npuBeaeHa 3aech.

KoMaHab! cekummn [termidesk] npuseaeHbl B Tabnumue (cm. Tabnuua 90).

Tabnuua 90 — Komanab! cekuum [termidesk]

MapameTp OnucaHue

drop_tables Ypanset Tabnuupl 13 bA. Ona npocMoTpa cnucka Kto4en cneayeT
BOCMOJIb30BaThCS apryMeHTOM —h:
/opt/termidesk/sbin/termidesk-vdi-manage drop_tables -h
Mopnep>kMBatOTCS apryMeHTbI:
* --poinput, -—no-input - coobwaet Django HE 3anpawmeatb y
nonb30BaTeNs BBOA,
= -R <MAPWPYTUB3ATOP>, --router <MAPIWPYTU3ATOP> -
MCnosib30BaHWe yKkasaHHoro MapLupyTtusatopa bl BmecTo
onpeneneHHoOro B HaCTPomMKax settings.py;
* -S <CXEMA>, --schema <CXEMA> - ynaneHue yKa3aHHOMU CXeMbI
BMecTO public;

= --version - BbIBOA BEPCUU NPOrpamMmbil;

= -v {0,1,2,3}, -—-verbosity {0,1,2,3} - ypoBeHb AeTanunsauum
COODBLLEHNI;

= —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;

* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

* --no-color - BbIBOA KOMaHAbl 6€3 NoaCBeYnBaHMUS;

= --force-color - BbIBOA KOMaHAbl C NPUHYANTENbHBIM
noacBeYUBaHUEM;

* —--skip-checks - nponyck NpoBepkn CUCTEMbI
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MapameTtp

OnucaHue

tdsk_auth

Bbinyck ot Hos6psa 2024

CozpaeT poMeH ayTeHTUdMKaLMK. [ns npocMoTpa Cnmcka KIoden
cnepyeT BOCMO/b30BaTbCS apryMeHTOM —h:

/opt/termidesk/sbin/termidesk-vdi-manage tdsk_auth -h
Mopnep>kMBatOTCA apryMeHTbI:

= —--version - BbIBOA BEpPCUU NPOrpamMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COOBLLEeHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
» --pythonpath <kaTanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKJIOUEHWI;

* --no-color - BbIBOZ KOMaHAbl 6€3 noacBeYnBaHuMs;

= --force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noaceevYnBaHmEM;

= --skip-checks - nponyck NnpoBepKn CUCTEMBI.
Moppep>kmBatoTCs NOAKOMaHAbI:

* create - co34aHMe AOMeHa ayTeHTUDUKALUUK;

* 1ist - BbIBOA CNUCKA 4OMEHOB ayTEHTUDMKALUMK;
* remove - yoaneHue AOMeHa ayTeHTUUKaLmu;

* login - ayTeHTUDUKALMSA B YKa3aHHbIM OOMEH;

= logout - 3aBepLUeHME CeCCUM.

MNonkoMaHaa create NpUHUMAET apryMeHTbl:

* ——type - 33ajaHue TMMNa LOMEHa ayTeHTUdUKaumK. [ocTynHbI:
ALDAuthenticatorPlugin («Astra Linux Directory»), IPAuth («IP
ayTeHTUbUKaLua»), KerberosAuthenticatorPlugin («FreelPA»),
SAMLAuthenticator («SAML»), SimpleLdapAuthenticator
(«MS Active Directory (LDAP)»);

* ——params - 3aJaHMe NapaMeTpoB JoMeHa ayTeHTUdMKaumm. Dopmar:
UMsil=3HayeHnel umsi2=3HayeHue2 u T.4. JocTynHble napameTpbl
NSl YKa3aHHOMo TUMa OMEHa ayTEHTU(DMKALMM MOXKHO MONYyUYUTb
yepes KoMaHAy —-list , HanpuMmep: /opt/termidesk/sbin/
termidesk-vdi-manage tdsk_auth create --type
KerberosAuthenticatorPlugin --name test --small_name
test--list --test;

» —-T1ist - BbIBOA NapaMeTpPOB AOMeHa ayTeHTUbMKaLUU;

= ——test - NnpoBepka NapamMeTpoB 6e3 co3aaHNs AOMEHA
ayTeHTUbUKaLmm;

* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* —-name <UMSA> - UMs JOMeEHa ayTeHTUDMKaLUUK;

= —-small_name <KOpPOTKOE MUMS> - KOPOTKOE UMS AOMEHa
ayTeHTUbMKaumn. Jonyctrumblie cumeonbl: a-z, A-Z, 0-9.
MakcumanbHaga gnvHa 32 cMmBona;

= ——-priority <npuopuTeT> - YUCNOBOE 3HaYEHUE npuopuTeTa
[OMEHA ayTeHTUdUKALMM, MO YMONUYAHUIO «1»;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO3aBaeMOMy
[OMeHY.

MopkomaHaa 1ist npMHMMaeT apryMeHT —-output json Ans BbIBOLA
cnucka B dopmate JSON.

MookoMaHaa remove NPUHUMAET apryMeHTbI:

*= ——output json - BbiBog napameTpos B dopmate JSON;

* --silent - «TUxoe» yaaneHue 4N BbIMNOJHEHUA KOMaHAbl 13
ucrnonHsiemoro danna;

* ——uuid <maeHTUOUKaATOP> - MAEHTUDMKATOP 0BbeKTa ANA
yaaneHus.

MoakomaHga login NPUHMMAET apryMeHTbI:

* -—uuid <ugeHTUPUKaTOpP> - naeHTUbMKaTOp 06BLEKTA AN1S
ayTeHTUbMKaLMK;

= —-small_name <KOpPOTKOE UMSA> - KOPOTKOE UMS AOMEHa
ayTeHTUdUKauuu;
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MapameTtp OnucaHue

*= ——output json - BbiBOA NapamMeTpoB B dopmate JSON.
MoakoMaHga logout MPUHMMAET apryMeHTbI:

* ——token <TOKEH> - TOKEH CECCUM MOJb30BATENS;
= ——output json - BbiBOoA NapameTpoB B hopmate JSSON

tdsk_clearsessions MopuyoHHaa oumcTka ceccum.
Mopnep>kMBatOTCH apryMeHThbI:
* —-chunk <KONU4YeCcTBO> - KOJIMYECTBO CECCUM AN YAANIEHUS, MO
ymonyaHuto 1000;
= --version - BbIBOA BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanmsauum

COOBLLEeHUN;

» —-settings <HacCTpOIKU> - NyTb K MoAy”to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMmep /home/djangoprojects/

myproject;

* ——traceback - BbI30B UCKJIFOUEHWI;

* --no-color - BbIBOA KOMaHAbl 6€3 NoacBeuYnBaHuUs;

= --force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noacBeyYnBaHUEM;

= --skip-checks - nponyck NpoBepKn CUCTEMBI

tdsk_config PaboTa c cMcTeMHbIMM HaCTporKaMu.
Moanep>kmMBatoTCa aprymeHTbI:

* —-version - BbIBOA BEPCUM NPOrpamMMbi;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanu1sauum

CcooBLLEeHUN;

» —-settings <HaCTPOIKU> - NyTb K MOAyAto HacTpoek Python;
* -—-pythonpath <kaTanor Python> - KaTasor, KOTOPbIN HY>KHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* ——traceback - BbI30B UCKJIOUEHWI;

* --no-co'lor - BbIBOA, KOMaHAbl 6e3 NoacBeuYnBaHuUs;

» --force-color - BbIBOA KOMaHZbl C MPUHYAUTENbHBIM
NnoACcBeYMBaHMEM;

* --skip-checks - nponyck npoBepKku CUCTEMbI.
Moanep>xkmBatoTCa NOAKOMaHAbI:

* list - BbIBOA KOHPUIYPaLIMOHHbBIX MapaMeTPOB U UX 3HAYEHUN;

* set - YCTaHOBKA 3Ha4YeHUs1 KOHDUTIYypaLMOHHOMY MapaMeTpy.
MopkomaHAa set NpMHMMaeT apryMeHTbl:

* --section - cekuus napameTpa 13 AOCTYMNHbIX: Security, IPAUTH,
Global, Monitoring, Experimental, Notifications, Audit,
Metrics;

= —-key <KJIO4Y> - KJIKOY NapaMeTpa;

* —-value <3HayeHue> - 3HaYeHWe NapamMeTpa.

MpuMep KOMaHAbI ANt CMEHbI 3HAYeHUS NMapaMeTpa metrics.cacheSize
(«Pa3mep Kelua») cekumm Metrics Ha «9»:

:~$ /opt/termidesk/sbin/termidesk-vdi-manage set --
section Metrics --key metrics.cacheSize --value 9
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MapameTtp

OnucaHue

tdsk_exp_2fa_add_statictoken

[obaeneHne TokeHa Nonb30BaTeNtO.
Mopnep)kmMBatoTCs aprymMeHTbl:

username - UMs MOJIb30BaTeNsl, C KOTOPbIM ByAeT accoLMMpoBaH
TOKEH;

-t <TOKeH>, -—token <TOKEH> - TOKEH, KOTOPbIN HY>KHO A06aBUTb.
Ecnv 3ToT napameTp nponyLleH, oH ByaeT CreHepupoBaH Cy4ariHbIM
0b6pazom;

—-—auth_uuid <ugeHTudukaTop> - nOEHTUPUKATOP SOMEHA
ayTeHTUbMUKaLMK;

--version - BbIBOA BEPCUM MpPOrpaMmbl;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanmnsaumm
CcOoOBLLEeHUN;

--settings <HaCTPOIKN> - NYTb K MoAyAto HacTpoek Python;
--pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMep /home/djangoprojects/
myproject;

-—-traceback - BbI30B UCKHOUYEHUI;

--no-co'lor - BbIBOA KOMaHAbl 6€3 NoaCcBeYMBaHUS;
--force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noacBeyYnBaHUEM;

--skip-checks - nponyck npoBepKn CUCTEMBI

tdsk_exp_2fa_clear_totpdevice

Ypanenvne TOTP-ycTporicTsa nonb3oBaTens.
Moanep>kmMBatoTCa aprymMeHTbI:

username - UMs MOJIb30BATENIsl, KOTOPOMY HY>KHO yaanute TOTP-
YCTPOMCTBO;

--auth_uuid <ugeHTuduKaTop> - UAEHTUDMKATOP AOMEHA
ayTeHTUdUKaLmm;

—--version - BbIBOA BepCMU NpOrpamMmbil;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum
COObBLLEHNI;

--settings <HaCTPOIKU> - NYTb K MoAy/to HacTpoek Python;
--pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

-—traceback - BbI30B UCKIHOUYEHUI;

--no-co'lor - BbIBOA, KOMaHAbl 6e3 noaceeunBaHus;
--force-color - BbIBOA KOMaHAbl C NPUHYANTENIbHBLIM
noacBeYMBaHUEM;

--skip-checks - nponyck NpoBepkn CUCTEMBI
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MapameTtp

OnucaHue

tdsk_graph_models

CosznaHue danna GraphViz c onucaHmem mogenent b, pna ykasaHHbIX
WUMEH MPUIOXKEHUWIA.

MoXHO nepenaTb HECKOIbKO MMEH MPUITIOXKEHWUI, U BCE OHU ByayT
06befMHEHbI B OLHY MoZesb.

MpuMep ncnonb3oBaHUS KOMaHAbI NpuBeaeH B noapasaene MeHepaums
oT4yeTa No MoAENsM AaHHbIX U cTpykTypaM BJl Termidesk.

Mopnep>kmMBatoTCS aprymMeHThbl:

= app_label - HaMMEHOBaHWE NPUIOXKEHUS;

* --pygraphviz - ucnonbsosanune PyGraphViz ans cospaHus
n3obpaxkeHus;

* --pydot - ucnonb3osaHue PyDot(Plus) ans cospaHus nsobpaxkeHus;

= --disable-fields, -d - He NOKa3bIBaTb MoNs;

= -—-group-models, -g - CrpynnMpoBaTb MOAENN B COOTBETCTBUM C
UX MPUMEHEHUNEM;

= —-—all-applications, —a - BKJIHOUYMUTb BCE NPUSIOXKEHUS NS BbIBOAA

Mopaenu;

= —-output <nyTb K ¢ainy>, -o <nyTb K ¢ainy> - 3anmcb BbIBOAA
B chann;

= --layout <makeT>, -1 <MakKeT> - UCMONb30BaHME MaKeTa

GraphViz ans Busyanusaumu. Mopaep>kmeatotcs: circo, dot,
fdpneato, nop, nopl, nop2, twopi;

* ——verbose-names, —n - UCMO/b30BaHME NOAPOOHbLIX MMEH AN
Moaenen u nonewu;

» —-language <nokanusauus>, -L <foKanmsauus> - yKasaHus
A3blKa, KOTOPbIM BYLET MCMOMb30BaThCS A4J151 MOAPOOHLIX UMEH;

= —-exclude-columns <cTON6ULI>, =X <CTOAOLBI> - UCKKOHEHME
onpeaeneHHbIX CTON6LOB;

= —-exclude-models <mogenu>, -X <MOAENU> - UCKIIIOYEHUE
onpeneneHHbIX MOAENen;

= --1include-models <mogenu>, -I <mMOAennN> - OrpaHUYeHue
TONbKO YKa3aHHbIMU MOAENAMMU;

* ——inheritance, -e - BKJtOYEHWE HacnenoBaHWs (MCnonb3yeTcs Mo
YMON4aHuio);

= --no-inheritance, -E - BbIK/IKOYEHUE HACNeL0OBaHMUS;

» —-hide-relations-from-fields, -R -

» —--disable-sort-fields, -S -

* --json - BbiBog B dopmat JSON;

* --version - BbIBOA, BEPCUM NPOrpaMMbl;

= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COODBLLEHNI;

* --settings <HaACTpPOIKM> - NyTb K MoAynto HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOUEHWI;

* --no-co'lor - BbIBOA KOMaHAbl 6e3 NoacBeunBaHUs;

= --force-color - BbIBOA KOMaHAbI C NPUHYANTENbHBIM
noncBeyYnBaHmEM;

* —--skip-checks - nponyck NpoBepKn CUCTEMbI
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tdsk_group

CoszgaHue rpynnbl PM.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.

Moanep>kmBatoTCa NogkoMaHAaa create (co3faHue rpynnbl paboumx
MEeCT) CO CNefyroLMMU apryMeHTamMu:

* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* --name <WMA> - UMS CO34aBaeMOU rpynnbl;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO34aBaeMomn
rpynne;

* —-priority <npuopuTeT> - YUC/IOBOE 3HAYEeHUe NpuopuTeTa
rpynnbl

tdsk_license

YnpaeneHue nuueHsunen Termidesk.
Moppep>krBatoTCa apryMeHTbl:

= —--version - BbIBOA BEpPCMU NpPOrpamMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum

COOBLLEHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOpbIA HYXHO
[o6aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKJIFOUEHWI;

* --no-color - BbIBOL KOMaHAbl 6€3 noacBeYnBaHus;

* --force-color - BbIBOA KOMaHAbI C MPUHYAUTENbHBIM
noacBevYnBaHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.
Moppep>kmBatoTCS NOAKOMaHAbI:

* jnstall - ycTaHOBUTb NNLEH3UIO U3 (alna, NoALepXKUBAETCS
OTHOCUTENbHBIN UK abCcoNtoTHBIN NyTb K danny. Mpumep koMaHAapI
ONS YyCTaHOBKM nnueH3umn: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_license install <nyTb K ¢aliny
NNUEH3UN>;

* show - BbIBECTM MHPOpMaLMIO 06 YCTaHOBNEHHOW nnLEeH3nK. Ons
BbiBoga B popmate JSON cnepyeT ncnonb3oBaTtb apryMeHT —-
output: /opt/termidesk/sbin/termidesk-vdi-manage
tdsk_license show --output json
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tdsk_net CospaHue cetu.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.

Moanep>kMBaeTcs NogKoMaHAaa create (Co3paHWe CeTH) CO CNEAYIOLLMMM
apryMeHTamu:

* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* —-—name <UMA> - MMSA CO303aBaeMOU CETU;

* --netRange <Aamanaz3oH> - ananasoH |P-agpecos. JonycTumsl
pasnuyHble dopmatbl, Hanpumep: A.B.C.*, A.B.C.D/N, A.B.C.D -
E.F.G.D

tdsk_openbao_migrate Murpaumsa cnocoba xpaHeHUa Naposien 1 nepexoa, C
KoHburypaumoHHoro darna Ha ncnonb3osaHue xpaHunuia OpenBao.

Moanep>kmBatoTCs aprymeHTbl:

= —--version - BbIBOA BEpPCMU NpPOrpamMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum

COOBLLEHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOpbIA HYXHO
[o6aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKJIFOUEHWI;

* --no-color - BbIBOL KOMaHAbl 6€3 noacBeYnBaHus;

* --force-color - BbIBOA KOMaHAbI C MPUHYAUTENbHBIM
noacBevYnBaHMEM;

= --skip-checks - nponyck npoBepKu CUCTEMbI

tdsk_openbao_reverse_migrate Murpaumsa cnocoba xpaHeHUa Naponen U nepexom, ¢ XpaHUAnLWa
OpenBao Ha KoHbUrypaumoHHbI darin.

Moanep>kmMBatoTCs aprymMeHTbl:

* —-version - BbIBOA BEPCUM MPOrpamMMbi;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

coobLLeHUn;

* —-settings <HaCTpOIiKU> - NyTb K MoAynto HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>KHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B MCKJIOYEHWI;

* --no-co'lor - BbIBOA, KOMaHAbl 6e3 NoacBeunBaHuUs;

» --force-color - BbIBOA KOMaHZbl C MPUHYAUTENbHBIM
noacBeYnBaHUEM;

* —--skip-checks - nponyck NpoBepKn CUCTEMbI

Bbinyck ot Hos16ps 2024 241



@ TERMIDESK C/IET.10001-01 90 02

MapameTtp OnucaHue

tdsk_osm CoznaHue napametpos rocteson OC.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.

Moapep>kmBaeTca NogkoMaHaa create (CozaaHMe NapamMeTpoB roCTEBOWM
OC) co cnepyroWMMKN apryMeHTamu:

» —-params - 3agaHue napameTtpos roctesont OC. Popmar:
UMsil=3HauyeHnel UMsi2=3HauyeHue2 U T.4.;

= —-1ist - BbiBOA NapamMeTpo. rocteson OC;

* ——test - NpoBepka NapamMeTpoB 6e3 co3naHMNS 0OBHEKTA;

* ——quiet - BbIBOA TONbKO COOBLLIEHUI 06 OLLIMBKaX;

* ——name <WUMA> - HaumMeHoBaHMe NapameTpoB rocteson OC;

* -—comments <KOMMEHTapuii> - KOMMEHTapUI K CO34aBaEMbIM
napameTpam

tdsk_pool YnpasneHue doHgamm PM.
Mopnep>kMBatOTCH apryMeHThbI:

* —-version - BbIBOA BEPCUM MPOrpamMMbi;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

coobLLeHUN;

* --settings <HaACTpPOIKM> - NyTb K MoAynto HacTpoek Python;
= --pythonpath <kaTanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

* --no-color - BbIBOA KOMaHAbl 6e3 noacBeYnBaHuMs;

= --force-color - BbIBOA KOMaHbl C MPUHYANUTENbHbIM
noAcBeYnBaHMEM;

= —--skip-checks - nponyck NnpoBepKn CUCTEMBI.
Mopnep>kmMBatOTCS NOAKOMaHAbI:

* create - co3gaHue poHaa PM;
* list - BbiBOA cnucka ¢doHaoB PM.

rlO,EI,KOMaH,D,a create NMPMHUMAET apryMeHTbl:

* ——quiet - BbIBOA TOMbKO COOBLLIEHUI 06 OLLIMOKAX;

* ——name <UMSA> - uma doHaa PM;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO3aBaeMOMy
¢oHay PM;

* --service_id <ugeHTudukaTop> - ykasaHue uaeHTUdm1KaTopa
wabnoHa PM;

* —-osmanager_id <ugeHTudmkaTop> - ykasaHue ugeHtudmkaTopa
napameTpos roctesort OC PM;

*» ——image_id <upgeHTuPMKaTOp> - yKazaHue uaeHTudmkKaTopa
nsobpaxkeHus rocteson OC;

= --servicesPoolGroup_id <ugeHTudukaTop> - ykasaHue
naeHTudbukaTopa rpynnel PM;

* —-cache_11_srvs <3HaueHue> - konmu4yectso PM B kewie 1-ro
YPOBHS;

* ——cache_12_srvs <3HaueHue> - konu4yectso PM B kelue 2-ro
YPOBHS;

" —-—max_srvs <3HaueHue> - MakCUMasibHoe KonunyecTeo PM.

MopkoMaHaa 11st NpUHUMaeT apryMeHT ——output json Afa BbIBOAA
cnucka B dopmate JSON
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tdsk_prov

YnpaBneHWe NOCTaBLUMKaMU peCypCOB.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.
Mopnep>kmMBatoTCS NOAKOMaHAbI:

* create - co3gaHuMe NOCTaBLLUMKA PeCYpCOB;
= list - BbIBOA CNMCKa NOCTaBLUMKOB PECYPCOB.

rlO,EI,KOMaH,D,a create NpUHUMAET apryMeHTbl:

* —-type - 3a4aHue TUMNa nocTasLmKa pecypcoB. [JocTynHbI:
RedVirtPlatform («Mnatdopma RED Virtualization»),
SessionsPlatform («Cepeep TepmMuHanos
[3xcnepuMeHTanbHbIN]»), VMmanagerPlatform («Mnatdopma
VMmanager»), oVirtPlatform («[natdopma oVirt/RHEV»),
pksvbrestPlatform («[MK CB bpecT»), vmwarePlatform
(«Mnatdopma VMware»), zVirtPlatform («Mnatdopma zVirt»),
PhysicalMachinesServiceProvider («ABTOHOMHas MalUMHa»);

* -—params - 3ajaHMe NapaMeTpoB NnocTasLMKa pecypcos. Popmart:
UMsil=3HauyeHnel ums2=3HayeHue2 u 1.4. locTynHble napamMeTpbl
[NS YKa3aHHOro TMMa MNOCTaBLUMKa PECYPCOB MOXHO MONYUYUTb Yepes
KoMaHpy --list , Hanpumep: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_prov create --type RedVirtPlatform --
name test --list --test;

» —-T1st - BbIBOA, NapaMeTPOB MOCTaBLLUMKa PECYPCOB;

* —-test - NpoBepka napameTpoB 6e3 co3aaHMa NOCTaBLLMKA
pecypcos;

* ——quiet - BbIBOA TONbKO COOBLLIEHUI 06 OLLIMBKAX;

* --pame <WMSA> - HAMMEHOBaHWE NOCTABLLMKA PECYpPCOB;

* ——comments <KOMMEHTapWii> - KOMMEHTapUI K CO34aBaeMOMy
NMOCTaBLLMKY PeCYpCOB.

MopkomaHaa 1ist NpMHMMaET apryMeHT —-output json Ans BbIBOLA
cnvcka B dopmate JSON

tdsk_refresh_ssa

Peructpauns «CeccmoHHoro areHta» B bl Termidesk.
Moanep>kmMBatoTCa aprymeHTbI:

= --version - BbIBOA BEPCUM NPOrpaMMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanusauum

CcoOoBLLEeHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy”to HacTpoek Python;
* --pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKOUYEHUN;

* --no-color - BbIBOL KOMaHAbl 6€3 noacBeYnBaHMs;

» --force-color - BbIBOA KOMaHZbl C MPUHYAUTENbHBIM
NoACBEeYMBAHUEM;

= --skip-checks - nponyck NpoBepKn CUCTEMBI
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tdsk_trans YnpaeneHue npoToKonaMm AOCTaBKU.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.
Mopnep>kmMBatoTCS NOAKOMaHAbI:

* create - nobaBneHve NPoOTOKONA JOCTABKMU;

= list - BbIBOA CMMCKA NPOTOKOI0B AOCTAaBKM;

* remove - yAaanTb MPOTOKON AOCTaBKM;

* convert - KOHBEPTUPOBATb NPOTOKON A0CTaBku (RDSTransport,
RDSWSTRDPTransport, STALTransport, STALWSTRDPTransport) B
HOBbIW NpoTokon TerminalTransport.

MNopkoMaHaa create NpUHUMAET apryMeHTbl:

* ——type - 3agaHue Tuna npotokona. JocTtynHbl: HTML5Transport
(«HTML5»), HTML5VNCTransport («VNC (HTMLD5, yepes
NOKasbHbIM NMPOKcK)»), LoudplayDirectTransport («Loudplay
(Hanpamyto, akcnepuMm.)»), LoudplayTunneledTransport
(«Loudplay (4epe3 BebcokeT w03, 3KCMEPUM.)»), RDPTransport
(«RDP (Hanpsimyto)»), RDSTransport («Ooctyn k MS RDS no RDP
(Hanpsimyto) [3kcnepuMeHTanbHbIN]»), RDSWSTRDPTransport
(«Ooctyn k MS RDS no RDP (uepes wnto3)
[3xcnepuMeHTanbHbIN]»), STALTransport («doctyn k STAL no
RDP (Hanpsimyto) [akcnepuMeHTanbHbIN]»), STALWSTRDPTransport
(«doctyn k STAL no RDP (4epes wnto3) [akcnepuMeHTanbHbIN]»),
TDSKSPICETransport («SPICE (vdi-viewer, akcnepum.)»),
WSTRDPTransport («RDP (uepes BebcokeT Linto3)»),
TERATransport («TERA
[3xcnepuMeHTanbHbIN]»), TerminalTransport («\RDP
(TepMMUHaNbHbIA JOCTYN)»);

* —-params - 334aHue NapaMeTpoB NpoTokona aoctaBku. Popmar:
umMAl=3HayeHnel umA2=3HayeHue2 u T.4. [JocTynHble napameTpbl
NS YKa3aHHOro TMMa NpoTOKO/a AOCTAaBKU MOXHO MOMYyUYUTb Yepes
KoMaHpy --list, Hanpumep: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_trans create --type RDPTransport --
name test --Tlist;

* --11st - BbIBOA NapaMeTpoOB NPOTOKONA JOCTaBKM;

* -—test - npoBepka NapamMeTpoB 6e3 cO3[aHUS NPOTOKONA JOCTABKM;

* —-quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* --pame <WMS> - HAMMEHOBaHWE NPOTOKONA JOCTABKMU;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO3aBaeMOMy
NpOTOKONY AOCTaBKM;

* —-priority <MpUOpPUTET> - YNCJIOBOE 3HAYEHUE NPUOPUTETA
npoTokona JoCTaBKu;

» —-allowed_oss <nepeuyeHb OC> - nepeyeHb paspelteHHbix OC us
cnucka: Android, CrOS, FreeBSD, iPad, iPhone, Linux, Mac,
Windows, Windows Phone. ®@opMaT: umsil, ums2 ,uma3;

* --nets_positive <yes/no> - ykasaHue, YTO NPOTOKO JONKEH
6bITb AOCTYMNEH TONIbKO U3 CETEN, YKa3aHHbIX B MapameTpe —-
networks. MoxeT NpMHMMaTb 3HaYeHWs He TOMbKO yes UK no,
NoaxXoamT B LiesIoM Nitoboe HenycToe 3HaYeHME;
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* --networks <HauMMeHOBaHWA CeTei> - nepevyeHb CeTen, JOCTYM U3
KOTOpbIX pa3peLleH Ans CO34aBaeMOro NpoToKoaa AOCTaBKU.
®opMat: mMsl,numa2 , uma3.

MopkomaHaa 1ist NpMHMMaET apryMeHT ——output json Ans BbIBOAA
cnvcka B dopmate JSON.
MopkomaHaa create NPUHUMAET apryMeHTbI:

* ——output json - BbiBog crimcka B dopMate JSON;

* --sijlent - BbINOMHEHNE B KTUXOM» PEXXUME;

* ——uuid <maeHTMOUKaATOP> - UAEHTUDMKATOP 0BbEKTA ANs
yoaneHus.

MopkomaHaa convert NPUHUMAET apryMeHTbI:

* ——uuid <ugeHTUPMKaTOpP> - NAEHTUPUKATOP NPOTOKONA AOCTABKY,
KOTOpbI HEOBX0AMMO KOHBEpPTUPOBaTb (RDSTransport,
RDSWSTRDPTransport, STALTransport, STALWSTRDPTransport);

» —-all - KoBepHTMpPOBaTb BCE NMPOTOKOMbI focTaBku MS RDS n STAL

tdsk_version MonyyeHwne Bepcun Termidesk

10.5 . HasHaueHue cny>xebHbix QYHKLUMIA aAMUHUCTpaTOpaM
B Termidesk ons agMMHUCTpaTOpPOB peanM3o0BaHO pasaeneHme 4OCTYMHbIX CNYXKEOHbIX hYHKLMN.

Ons HasHauyeHMs [OCTYMHbIX CAyXebHbix ¢GyHKUMIA cnepyeT nepentn «HacTporiku - YnpaBneHue
poNSAIMU» N HaXKaTb 3KpaHHYH KHonky [Co3paTb] (cm. PucyHok 74).
Mpn pobaeneHun GyHKUMM HeobXoAMMO BBECTM TEKCTOBOE HAaMMEHOBAaHWE CO343aBaeMoro KJacca

aAMUHUCTPATOPA, @ TAKXKE BbIBpaTbh CMMCOK Ha3HAYaEMbIX PaspeLleHnid.

Co3faTk HOBbIA 06BEKT

HasBaHwe HMmsa obvekma

Monb3oBaTenbokue Hwuyero He Bbl6paHO

paspeLueHvs
3arpyska IMUeH3un

M3MeHEeHWE CUCTEMHbIX NaPaMeTpoE
MpocmoTp rpynn paBoumnx Mect
MpoCcMOTP AOMEHOB ayTeHTUdWKaumKn
MNpocMoTp M306PaXeHKIA B ranepee
MpocMOTP AKLEH3MK

MpoCMOTP MOHUTOPKHTE

MpocMoTp 06BEKTOB MHOPACTRYKTYPEI
MpoCMOTP NapameTpo. rocTesblx OC

MpOCMOTP NOAUTWK KOHGWUTYpaLWii

MpOCMOTP MOB30BATENBCKWX Ceccuid

TMpoCMOTP NOCTABLLMKOB PecyproB
MpocMoTp NPOTOKONOE AOCTABKM
MpocmoTp ceTeid

MpOCMOTP CUCTEMHBIX NapamMeTpoB
MpocmoTp $OHAOE paBo4ux MecT

Pe/jakTMpOEaHWeE rpynn paBoumx Mect

PucyHok 74 — OKHO Ha3Ha4YeHMs MONb30BATENIbCKUX Pa3peLleHmi

Cnucok paspelueHui oS HasHadeHUs CNyXeBHbIX GYHKUMA agMUHUCTpaTOpaM MepPeUYnCsieH B CTonbue

«Pa3peLueHune» cnepytoLler Tabnnubl (cm. Tabnuua 91).
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& Tepep HasHayeHWeM paspeLleHMs Ha pefakTUpOoBaHWe, CO3faHWe, yAaJIeHWEe WU yrnpaBieHue
HeobxoaMMO NpeaoCTaBUTb COOTBETCTBYHOLLIEE pa3peLleHMe Ha MPOCMOTP CTPaHMULbI.

Tabnmua 91 = Cnucok JOCTYMHbIX A4N19 BbIOOpa pa3peLLeHni

PaspeweHue

OnucaHue

«3a rpy3ska nMueH3nm»

PaspelueHune no3BonseT 3arpy>atb JULEH3UM HA CTPaHMLE
«HacTtponku - JInueHsus» Ha Bknaake «3arpyska»

«M3MeHeHMe cUCTEMHBbIX napamMeTpoB»

PaspelueHune no3sonseT ynpaBnsaTb CUCTEMHbIMW MapaMeTpaMm Ha
cTpaHuue «Hactponku - CucTemMHble napaMeTpbi»

«[MpocMoTp rpynn paboumx mecT»

MpepnocTaBnsieT [OCTYN Ha YTeHMeE CTpaHULbl «HacTporiku -
Mpynnbl paboumx MecT» AN NPOCMOTPa CNMCKa CO3AAHHbIX Fpynn
PM

«[pocMOoTp AOMEHOB ayTEHTUDUKALUNY

MpepocTaBnseT AOCTYN Ha YTeHUe CcTpaHULbl «KOMMOHEHTbI -
LomeHbl ayTeHTUbMKauun». PaspelleHne No3BonsieT BbIMOMHATb
npocmoTp:
* MoNb30BaTeNier JOMeHa, HazHavyeHHbIX UM rpynn, PM, BM u
KypHan;
* CrMucKa rpynn fOMeHa U Nosb30BaTeNen, BXOAALLMX B KaXKAYHO
rpynny;
= ypHana

«[lMpocMoTp n3obpaxkeHM B ranepee»

MpenocTaBnseT jOCTYN Ha YTeHWe CTpaHuLbl «HacTporiku -
anepes» ons NpocMoTpa CNUCKa 3arpy>KeHHbIX M306paXKeEHUN

«[MpocMoTp nuLEeH3NN»

MpepnocTaBnseT [OCTYN Ha YTeHMe CTpaHuLbl «HacTporiku -
NuueHsua» ong npocMoTpa MHGOPMaLLMK O INLEH3UU U CUCTEME

«[lMpocMOTp MOHUTOPUHTa»

MpenocTaBngeT JOCTYN Ha YTeHWe CTpaHWULbl « MOHUTOPUHI .
PaspelueHune no3sonseT BbINOAHATL MPOCMOTP:

= pasgena «XXypHanbi», akcrnopT 3anucen B dopmare . CSV;

* pasgena «AyamT», sKcnopT 3anucen B dopmate . CSV;

= pasgena «OTUYETbI», CO30aHUe, pefakTUPOBaHUWe, yaaneHue
OT4YeTOB, 3KCMOPT 3anucen B dopmarte .CSV

«[MpocMOTp 06BEKTOB MHPPACTPYKTYPbI»

MpenocTaBnseT JOCTYN Ha YTEHWE CTPaHWL, pasaena
«MHbpacTpykTypa» Ans npocMoTpa MHdopmaumm o cTatyce
koMnoHeHToB Termidesk

«[MpocMoTp napameTpoB rocteBbix OCx»

MpepnocTaBnsgeT focTyn Ha YTeHWe cTpaHULUbl «KOMMOHEHTHI -
MapameTpbl rocteebix OC» ans NPOCMOTPa CNMCKA CO3AaHHbIX
napameTpos rocteBbix OC

«[MpocMOTp NOANTUK KOHDUTYpaLUA»

MpenocTaBngeT JOCTYN Ha YTeHWe CTpaHuubl «HacTpoiiku -
nobanbHble MONUTUKMU» AN NMPOCMOTPA 3HAYEHUIM NapaMeTpoB
NOANTUK

«[1pocMOTp NONb30BaTENLCKUX CECCUM»

MpenocTaBnseT JOCTYN Ha YTeHWe CTpaHuUbl «Paboune mecTa -
Ceccum» onis NpocMoTpa CNMCKa akTUBHbIX CECCUIA MO/b30BaTeNEN

«[MpoCcMOTp MOCTABLUMKOB PECYPCOB»

MpepocTaBnseT AOCTYN Ha YTeHME CTpaHULbl «KOMMOHEHTbI -
MocTaBwukn pecypcoB». PazpelueHne No3BosISIET BbIMOMHATL
npocmoTp:

* CMMCKa CO3AaHHbIX MOCTaBLUMKOB PECypCoB;

" CrMcKa co34aHHbIX wabnoHos PM
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PazpelueHue OnucaHue

«[1pocMOTp NPOTOKONOB AOCTABKU» MpepocTaBnseT AOCTYN Ha YTeHMe CTpaHULbl «KOMMOHEHTbI -
MpoTokonbl AOCTaBKM» A4S MPOCMOTPA CMMCKA CO3AaHHbIX
NPOTOKOMOB AOCTABKM

«[MpocMmoTp ceTen» MpepocTaBngeT [OCTYN Ha YTeHWe cTpaHULbl «KOMMOHEHTbI -
CeTu» Ang NpocMoTpa CNMCKa CO3AaHHbIX CEeTEN

«[MpocMoTp CUCTEMHBIX MapaMeTpoB» MpenocTaBnsieT [OCTYN Ha YTeHMeE CTpaHULbl «HacTporiku -
CucTeMHble NapaMeTpbl» AN NPOCMOTPA 334aHHbBIX CUCTEMHbIX
napamMeTpoB

«[MpocmoTp dhoHaoB pabounx MecT» MpenocTaBnseT JOCTYyN Ha YTeHWe CTpaHuubl «Paboune mecTa -

®oHapI». PaspelueHre No3BoNSET BbINOMHATD:

* npocMoTp pasaena «MoHAbI» U BbINONHATL AEACTBUS B
paszene:
¢ MpPOCMaTpUBaTb CMUCOK ONYy6NMKOBaHHbIX poHA0B PM;
e MpocMaTpuBaTh BkNagkn «Paboume mecta»,
«[Monb3oBatenu u rpynnbi», «[poTokonbl 4OCTaBKUY,
«XypHan» npu Bbibope onybnmukoBaHHoro ¢oHaa PM;
* npocMoTp pazzena «MHaMBuayanbHble pabouve MecTa» ons
npocMoTpa MHdopMauumM 0 HazHaveHHbIX BM

«PepakTupoBaHue rpynn paboumx MecT» PaspelueHune nossonseT peaakTMpoBaTh NMapamMeTpbl CO3AaHHbIX
rpynn PM
«PefakTMpoBaHue 4OMEHOB ayTEHTUDUKALMUUY PaspelueHune nossonseT peaakTMpoBaTh NMapamMeTpbl CO34aHHbIX

[OMEHOB ayTEHTUDUKAL MM

«PepakTnpoBaHue n306paxeHuin B ranepee» PaspeLueHue no3BonsieT peaakTMpoBaTh NapaMeTpbl 3arpy>KEHHbIX
n306paxkeHWI B ranepee

«PenakTmuposaHue napameTtpos roctesbix OC» PaspelueHune no3sonseT peaakTMpoBaTh CO3/[aHHbIE MapaMeTpbl
roctesbix OC

«Pe,ﬂ,aKTVIpOBaHVIe NOJINTUK KOHd)VIpraLI,MIZ» Paspeu.leHme MO3BONISAET BbIMONHATDL!

* pefaKTUPOBaHME MOJINTHK;
= cBpoC 3HaYeHUsa NOAUTUKHU

«PepakTpoBaHue nocTasLimKa pecypcos» PaspelueHne no3eonseT pesakTMpoBaTh MapaMeTpbl CO34aHHbIX
MOCTaBLLMKOB PECYPCOB

«PefakTMpoBaHMe NPOTOKONOB JOCTaBKM» PazpelLueHne no3BonseT pefakTMpOBaTh NapaMeTpbl CO3AaHHbIX
NPOTOKO/IOB AOCTaBKM

«PepakTupoBaHue ceTemn» PazpelLueHne no3BonseT pefakTMpoBaTh NapaMeTpbl CO3AaHHbIX
ceTen
«PepakTupoBaHue hoHA0B paboumx MecT» PaspelueHune nossonseT peaakTMpoBaTh NapameTpbl:

= co3AaHHbIX hoHaoB PM;
* MHAMBMAYaNbHbIX PM

«Co3zgaHue rpynn paboumx MecT» PaspelueHune nossonseT cosmaeatb rpynnbl PM

«Co3gaHve AOMeHOB ayTeHTUhUKaLUM» PaspewweHue noseonset 0o6aBnATb JOMEHbI ayTEHTUDUKALMM
«Co3paHue n306paXkeHnit B ranepee» PaspelueHune nossonseT 3arpy»atb M306pakeHus B ranepero
«Co3zgaHune napameTpos rocteBbix OC» PaspelueHune nossonseT cosmaBatb napameTpbl rocteBbix OC
«Co3gaHve NocTaBLLMKa PECYpPCOB» PaspeweHue noseonset 0o6aBnATb MNOCTABLUMKOB PECYPCOB
«Co3paHve NPOTOKO/OB AOCTaBKM» PaspelweHue nossonsiet 0o6aBNATb NPOTOKO/Ibl AOCTABKM
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PaspelueHue

OnucaHue

«Co3paHune ceTen»

PaspelueHune nossonseT nobaBnaTb CETU

«Co3zpaHue poHaoB paboumnx MecT»

PaspelueHuve nossonseT cozgaBaTb GpoHasl PM

«YpaneHue rpynn paboumx MecT»

PaspelueHune nossonseT yaanstb rpynnsi PM

«YpnaneHve JOMeHOB ayTeHTUbMKaLUmn»

PaspelueHune no3sonseT yaansiTb AOMEHbI ayTEHTUDUKALUK

«YpnaneHue n306paxkeHNn 13 ranepem»

PazpelueHune no3sonseT yaansiTb M306paxkeHUs U3 ranepeu

«YpaneHve o6bEKTOB MHPPACTPYKTYPbI»

PaspelueHune no3sonseT yaansiTb KOMMNOHeHTbl Termidesk us Tabnuy,
pasgena «MHdpacTpykTypa»

«YnaneHue napameTpoB rocteBbix OC»

Pa3peu.|eHV|e MO3BONAET YAaNnATb NapaMeTpbl TOCTEBbLIX oC

«YpaneHve nocTaBLLMKa pecypcoB»

Pa3pELIJEHVIe NO3BONAET YAanATb NOCTaBLLMKOB peCypCcoB

«YnaneHue NpoOTOKOJIOB AOCTaBKM»

PaspelueHue No3sonsieT yaanaTb NPOTOKObI 4OCTABKM

«YnaneHue ceten»

Pa3peu1eHV|e NO3BONAET YAaNnaTb CETU

«YnaneHue GpoHAOB paboumx MecT»

PaspelueHune nossonseT ypansatb poHabl PM

«YnpaBneHue rpynnamMu JoMeHa ayTeHTUdmUKaumm»

PaspeLueHune no3BonseT BbINOMAHATD AENCTBUS:
* nobasneHue rpynnbl JOMeHa ayTeHTUdUKaumu;
* pefakTUpOBaHWe rpynmnbl AOMeHa ayTeHTUbMKaLuu;
* yaaneHuwe rpynnbl JOMeHa ayTeHTUdbMKaumm

«Yn paBneHne NoJib30BaTeIbCKUMU CECCUAMU»

PaspelueHune no3sonseT BbIMOAHATL AENCTBUSA C aKTUBHbIMU
CeccusiMM Nonb3oBaTeNIen:

= OTK/IHOYEHME Ceccuu;

= cbpoc ceccum

«YnpaBneHve Nnosb3oBaTeNsIMu AOMeHa
ayTeHTUbUKaLUn»

PaspeLueHre no3BonseT BbINONHATL AENCTBUSA:
* pnobaBneHWe Nonb3oBaTens AOMeHa ayTeHTUdUKaLuu;
* pefakTUPOBaHWe MO/b30BaTeENS AOMEHA Ay TEHTUPUKALMM;
* ypaneHuWe Mofb3oBaTensa JOMeHa ayTeHTUdUKaLmUm

«YnpaBneHue ponaMm»

PaspelueHune no3BonseT BbINOMHATb:

* MPOCMOTp pasfena «YnpaBneHWe ponsiMu» U BbINOMHSATb
[eNCTBUS B pasaene:
* CO34aBaTb ponu;
* peAaKTMpoBaTb pPonu;
e yoanaTb ponu;
* npocMoTp pasgena «YnpaeneHve ACL» 1 BbINONHATL AeNCTBUS
B pasaene:
¢ CO34aBaTb paspeLleHus Ons O6beKTOB;
¢ pefaKTMPOBaTb pa3peLLeHuUs AJ1s O6bEKTOB;
e yAansaTb paspelleHust A1 06bEKTOB

«YnpaBneHue wabnoHaMu1 pabounx MecT»

PaspelueHve no3BonseT BbINOIHATL AENCTBUSA:
= co3paHue wabnoHa PM;
* pefakTupoBaHue WabnoHa PM;
* ypaneHue wabnoHa PM

Lns pepakTMpoBaHUs Knacca agMUHUCTPATOPA HY>XXHO BbIOPaTb €ro, a 3aTeM HaXkaTb 3KPaHHYHO

KHoMKy [3MeHuTb].

Ons ynaneHus Hy>KHO BblGpaTb CO34aHHbIN OObEKT, a 3aTeM HaXkaTb 3KPaHHY KHOMKY [YaanuTsb].
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A Knacc agMuMHUCTpaTopa MOXeT ObiTb yAafeH TOMbKO B TOM Cllyyae, €C/IM OH He HasHayeH
Nnosb30BaTesnto.

Knacc agMuWHMCTpaTopa MOXeT ObiTb HasHayeH oOnpedeneHHOMY Monb3oBaTento. [Ons HasHayeHus
CO34aHHOro knacca cnepyet nepent «KoMnoHeHTbl - [loMeHbl ayTeHTUdGUKaLMMU» U 3aTeM B cTonbue
«Ha3BaHue» cBogHOM Tabnuubl BbIOpaTb AOMEH ayTEHTUDUKALMMU, B KOTOPbIA BXOAUT NOMb30BATESNb.

Ha oTkpbiBlwelica cTpaHuue B Tabnuue «llonb3oBaTenu» HY>XXHO BblOpaTb MOMb30BAaTENS M HaXaTb
3KpaHHY kHonky [UA3MeHUTb]. B oTKpbiBLUENCS dopMe peaakTUpOoBaHWUS nonb3osaTens B none «Ponu»

BbIGpaTb KNAaCC (cM. PucyHok 75).

WameHuWTk badmin

KommenTapuid
CraTyc AKTWBHBIA

Twn yqeTHoid Mepconan
sanmcn

Ipynnbi admins, brestadmins, brestusers

Ponn I user

PucyHok 75 — OkHO Ha3Ha4YeHMs NoONb30BaTENIbCKUX POJIEN

& Tapametp «llepcoHan» ykasbiBaeT, YTO MoOJib30BaTeENb ABNsSieTCS ornepatopoM Termidesk (knacc
aAMUHUCTpPATOpPa C OrpaHUYEHHbIMU MOMHOMOUMSMU B rpacdmyveckoM nHTepdence Termidesk).

Co3paHHbIM KnaccaM agMMHUCTPATOPOB MOXHO AENErMpoBaTb yrpaBieHWe oTaenbHbiMU poHpamu PM.,
Ons pnobasneHus HoBoro paspelleHus obbekTy cnepyeT nepenTtu «Hactporku - YnpasneHune ACL»,
HaxkaTb 3kpaHHYto kHorky [CospaTtb] 1 BbIGpaTh 06beKkT «DoHA paboynx MecT».

B pexume pobaBneHUs HOBOroO paspeLueHusi ajs obbekTa agMuHucTpatopy Termidesk Heobxopumo

3aMo/IHUTL NapameTpsbl, NnepedncreHHble B ctonbue «lMapameTp» cneayrowein Tabnumubl (cm. Tabnuua 92).

Tabnuua 92 — JocTynHble napaMeTpbl Npu f06aBIEHUM NOb30BATENbCKUX pa3pelleHnn gas doHgos PM

MapameTp OnucaHue

«Ponb» HaunmeHoBaHme 3apaHee CO34aHHOro M Ha3Ha4eHHOro Nosb3oBaTento
KnacCa adMMUHUCTpaTopa
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MapameTtp

OnucaHue

«[Nonb3oBaTenbCcKoe paspeLueHne» Bbi6op nonb3oBaTenbCKMUX paspeLleHuii, Kacarowmxcs poHaos PM.
Cnuncok Bcex AOCTYMHbIX Pa3peLUeHnii, MOXXHO BblBpaTb HECKOSbKO:

«BoccTaHoBneHme paboumnx MecT»;

«[MpocMoTp boHZ0B paboumnx MecT»;

«PepakTupoBaHue hoHLOB pabounx MecT»;

«YpnaneHve doHA0B pabounx MecT»;

«YnpaeneHue kewwem GoHL0B paboumnx MecT;

«YnpaBneHue nuTaHMeM doHA0B pabounx mecT». Ecnu B Bepcum
Termidesk Huxe 5.1 66110 3a4aHO paspelueHmne «YnpaBneHue Kelem
dboHaoB paboumx MecT», BO BpeMs OBHOB/IEHUA AN HErO CO34aCcTCs
paspelleHue «YnpaBneHue nuTaHWeM GoHA0B paboumx MecT»;
«YnpaBneHue Nosb30BaTeNbCKUMU rpynnamMm hdoHA0B paboumnx MecT»;
«YnpaeneHue nosib3osaTenaMu GoHAO0B paboumx MecT»;
«YnpaBneHue NpoTOKOMaMM AOCTaBKU GOHAO0B paboumx MecT»;
«YnpasneHue nybnankaumamMm GoHL0B pabounmx MecT»

«O6bekT» PaHee co3paHHbIM oH PM

A Tpu n3meHeHnn paHee co3paHHOMO paspelueHms napameTp «OB6beKT» MeHATb HE peKOMeHAyeTcs.
Ecnun HY>KHO M3MEHUTb HEMOCPEACTBEHHO 0BBLEKT, TO C/lefyeT CO34aTb HOBOE pa3peLUeHme.

10.6 . MNepeHanpaeneHue Ha HTTPS

Ona Toro, uTobbl BeG-MHTepdenc Termidesk pabotan no 6GesonacHomy npoTtokony HTTPS,

MCMNONb3YHOTCA HAaCTPOMKK Beb-cepBepa apache Ans nepeHanpasneHus 3anpoca ¢ npotokona HTTP Ha

HTTPS.

HacTporikn nepeHanpaBneHus 3afatorcs

B KOHdUrypaumoHHoM damnne /etc/apache2/sites-

available/termidesk.conf. [locne BHeceHMs JOBbLIX W3MEHEHUM B 3TOT dann HeobxoaMMo

nepe3anycTuTb cNy>by apache2:

sudo systemctl restart apache2

& TepeHanpaBneHne Ha HTPS HacTpoeHo no ymonuyaHuto nocne ycTtaHoBkM Termidesk. [Mpwu
HeobX0AMMOCTM MCMOJIb30BaHUA He3aluuieHHoro npotokona HTTP agmMuHucTpaTop AonxkeH
u3MeHUTb dann /etc/apache2/sites-available/termidesk.conf, packoMMeHTUpOBaB
HacTponkun VirtualHost n 3akommeHTUpoBas HacTponku HTTPS.

MpuMep ncxonHoro KoHdUrypaumoHHoro danna:

#<VirtualHost *:80>
ServerName #HOSTNAME#

Order deny,allow
Allow from all

[
QOVWoo~NOOUPMWNR
HOH H H H H H H H
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DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
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Require all granted
</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# CaliT gna NpuHYAMTENbHOr0 MNepeHanpaBfieHuMss Ha npoTokon HTTPS.
<VirtualHost *:80>

ServerName #HOSTNAME#
ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x*
RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

<IfModule mod_ssl.c>
<VirtualHost _default_:443>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted
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107
108
109
110
111

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLEngine on
SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key

Ansa koppekTHoW paboTbhl Termidesk ¢ MTLS HeO6XOAMMO HACTPOUTb AUPEKTUBbLI HUXe
B COOTBETCTBUM C YCNOBUSAMU N TPebOBAHUSAMU OKPYXEHUS WHCTanAsaunu
SSLCACertificateFile

SSLVerifyClient

SSLVerifyDepth

H*H oH o H

# Mpobpoc NapameTpoB K/MEHTCKOro cepTudmkaTta B Termidesk

# yepe3 Habop COGCTBEHHbLIX 3aro/0BKOB

RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'
RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}
RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%

{SSL_CLIENT_V_START}

RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}
RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}
RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

</VirtualHost>
</IfModule>

Mpumep KoHbUrypaunoHHoro danna ans paboTbl Mo He3awmeHHoMy npoTtokony HTTP:

1
2
3

<VirtualHost *:80>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src
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12
13
14
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57

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

# CaliT gna NpuHYAMTENbHOr0 MNepeHanpaBfieHuMss Ha npoTokon HTTPS.
# <VirtualHost x:80>

#
#
#
#
#
#
#
#
#

ServerName #HOSTNAME#
ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x
RewriteRule A(.*x)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# <IfModule mod_ssl.c>
# <VirtualHost _default_:443>

#
#

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src
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59
60
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H*+ o

#
#
#

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog S${APACHE_LOG_DIR}/access.log combined

SSLEngine on
SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key

Ana KoppekTHOW paboTbl Termidesk ¢ MTLS Heo6X0A4MMO HacCTpPOUTb AUPEKTUBLI HUXE
B COOTBETCTBUW C YC/IOBUAMU U TPeOBOBAHUAMU OKPYXEHUS WHCTannsAauuu
SSLCACertificateFile

SSLVerifyClient

SSLVerifyDepth

H*H oH o H

# Mpobpoc NapameTpoB K/MEHTCKOro cepTudmkaTta B Termidesk

# 4yepe3 Habop COOCTBEHHLIX 3aro0/IOBKOB

RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'
RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}
RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%

{SSL_CLIENT_V_START}

#
#
#

RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}
RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}
RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

# </VirtualHost>
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111 #</IfModule>

10.7 . 3ameHa SSL-cepTtudmkara Beb-cepsepa

Ons poctyna k Be6-uHTepdency Termidesk no npotokony HTTPS Ha 3Tane yctaHOBKM Beb-cepBepa
aBTOMATUYECKU FreHepUpyeTCsl CaMONOANMUCAHHbINA CeEPTUDUKAT U 3aKPbITbIA KoY K HeMy. B HekoTopbix
CNy4Yasnx MOXKET MOHaZO0OUTLCA 3aMEeHUTb 3TU cepTUdUKaTbl Ha Apyrue.
® Knrou - nocnenosaTeNbHOCTb NCEBAOCAYHANHBIX YMCEN, CreHepupoBaHHas 0cobbiM obpaszoMm.
Ceptudukar - aptedakT, cogepykalimm MHGOpMaLMIO O BNaAeNbLE K/oUYa M MOATBEPXKAAOLLNM

NPUHAANEXHOCTb K/1KO4Ya BNnagenbly.

Lna 3ameHbl SSL-cepTudurkaToB Heobxogmmo:
* MOMYYUTb HOBbIN CEPTUDUKAT U KIHOY K HEMY;

* NMOMECTUTb HOBbIM cepTuduKaT popMaTa . pem B KaTtanor /etc/ssl/certs/:
sudo cp <NyTb_K_cepTuoukaty> /etc/ssl/certs/
* MOMEeCTUTb HOBbIN Kto4y popMaTa . key B KaTanor /etc/ssl/private/:

sudo cp <NyTb_K_kKwouy> /etc/ssl/certs/

& Ecnu ceptudmkar u kntou Haxoaatcs B PKCS12-koHTenHepe (darn dopmata . pfx), Heobxoammo
CHa4asla CKOHBEPTUPOBATb UX B HYXXHbIW popMaT:

1 openssl pkcs12 -in <NYyTb_K_pfx-KOHTeiHepy> -out
<NyTb_K_co34aBaemMomy_¢ainy.pem> -nodes
2 openssl pkcsl2 -in <nyTb_K_pfx-KOHTeliHepy> -nocerts -nodes -out

<NyTb_K_co3gaBaemomy_oaiiny . key>

* OTpenakTuMpoBaTb (ann /etc/apache2/sites-available/termidesk.conf, 3aMeHMB nNyTb K

cepTndmKaTy M KUy Ans napameTpoB SSLCertificateFile m SSLCertificateKeyFile Ha

HOBbIE:
1 SSLEngine on
2 SSLCertificateFile /etc/ssl/certs/new_cert.pem
3 SSLCertificateKeyFile /etc/ssl/private/new_key.key
4 </VirtualHost>

* nepe3anycTuTb Be6-cepBep:

sudo systemctl restart apache2

Bbinyck ot Hos16ps 2024 255



@ TERMIDESK C/IET.10001-01 90 02

10.8 . YcraHoBKa KopHeBoro cepTudukaTta LeHTpa cepTudukaumm

YcTaHOBKa KopHeBoro ceptudumkata ueHTpa ceptudukauum (LC) mMoxeT ObiTb Heobxoguma npu
HacTpoKKe JOCTyNa Mexay KOMroHeHTamu no npoTtokony SSL. lMpepnonaraeTcs, 4To MHPpPACTpPyKTypa
oTkpbITbiX kntouer (PKI) y>xe pa3sepHyTa B opraHusaumm un LLC ycTtaHoBnEH.

Ons ycraHoBkn kopHeBoro ceptudukata LUC (Hanpumep, CA.crt) Ha «YHMBepcanbHbIM AucrheTyep»

Termidesk, Hy>Ho:
» ckonupoBaTb camn CA.crt Ha cepep Termidesk;

= 33TeM ckonmpoBaTb CA.crt B Katanor /usr/share/ca-certificates:
sudo cp <nyTb_K_cepTuéukaty> /usr/share/ca-certificates/
* BbINOAHUTbL AobaBneHWe kopHesoro ceptudmkarta LIC:

sudo dpkg-reconfigure ca-certificates

* Ha 3anpoc «JloBepsaTb HOBbIM cepTUdMKaTaM yLOCTOBEPSIOLLMX LEHTPOB» OTBETUTL «[a»;
* y6eguTbCs, UTo cepTUdMKaT CA.crt OTMeYeH ANa aKTUBaLUK;

* HaXkaTb 3KpaHHYyto KHonky [Ok] u noxpaaTbcs okoHYaHMS onepaLmu.

Ons HacTporiku Termidesk Ha paboTy ¢ cepTuUdMKaTaMmn HyXKHO:
* n06aBUTb napamMeTp REQUESTS_CA_BUNDLE B danne /etc/opt/termidesk-vdi/
termidesk.conf. B napamMeTpe Hy)XHO ykazaTb NyTb K ¢anay C [OBEPEHHbIM KOPHEBbLIM
ceptudmkatoM. MNpumep:

REQUESTS_CA_BUNDLE=/etc/ssl/certs/ca.crt
* BbINOJIHWUTbL Nepe3anyck cny>xobl termidesk-vdi:
sudo systemctl restart termidesk-vdi

10.9 . PaboTa Be6-uHTepdeiica Termidesk ¢ npotokonom TLS

Beb-uHTtepdenc Termidesk no ymonuaHuto nopaepykueaeT paboTy Ha BCeX MpoTokonax, kpome SSLv3.
LOns Toro 4To6bl BKAKOUUTL NOAAEPXKKY Tosbko npoTokosioB TLS1.2 u TLS 1.3 B Beb6-cepeepe Apache,
HY>XHO CKOppeKTMpoBaTb (ann KoHbUrypauum /etc/apache2/mods-available/ssl.conf.

Ons atoro:

* BbIMO/IHUTbL Pe3epBHOE KOMMPOBaHME TeKyLlero damnna KoHpuUrypauuu:
sudo cp /etc/apache2/mods-available/ssl.conf /etc/apache2/mods-available/ssl.conf_bkp

* BKJIIOUUTb NOAAEPXKKY Tonbko npotokonos TLS1.2 u TLS 1.3, BHeca wu3MeHeHus B daun

KOHbUrypauum /etc/apache2/mods-available/ssl.conf:
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1 sudo sed -i 's/SSLProtocol all -SSLv3/SSLProtocol -all +TLSv1l.2 +TLSv1.3/g' /
etc/apache2/mods-available/ssl.conf

2 sudo sed -i 's/SSLCipherSuite HIGH:!aNULL/SSLCipherSuite HIGH:!aNULL:!MD5:!3DES/
g' /etc/apache2/mods-available/ssl.conf

3 sudo sed -1 's/#SSLHonorCipherOrder on/SSLHonorCipherOrder on/g' /etc/apache2/
mods-available/ssl.conf

* BbINOJHUTL OOHOBNEHME hanI0B KOHPUIYpaLUu:
sudo systemctl reload apache2

10.10 . HacTpoika 3aLLMLLEHHOIO NOAKIIOYEHMUS K KOMIMOHEHTY « YHMBEpCabHbI AUCNEeTYep»

[ns HaCTPOMKM 3aLLMLLEHHOMO NOAKIHOUYEHNS K KOMMOHEHTY « YHUBEPCAJIbHbIM AUCNIETYEP» HYXKHO:
* CKOMMPOBaTb 3aKpbITbIM KN4 opMaTa . key n ceptTudmkat dopmarta .pem B Katanor /etc/opt/

termidesk-vdi:

1 sudo cp /etc/ssl/private/ssl-cert-snakeoil.key /etc/opt/termidesk-vdi/
2 sudo cp /etc/ssl/certs/ssl-cert-snakeoil.pem /etc/opt/termidesk-vdi/

* HA3Ha4YMTb NpaBa Mo MCMOIb30BaHUIO KJtoYa M cepTuduKaTa nonb3oBaTento termidesk:
sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/ssl-cert-snakeoil.x*

* NpeaocTaBMTb NpaBa Ha uYTeHue pamna ssl-cert-snakeoil.key:
:~$ sudo chmod 644 /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key

* oTpeaakTMpoBaTb dann /lib/systemd/system/termidesk-vdi.service, nob6aBuB apryMeHTbl

—-—certfile n -—keyfile c ykazaHueM nyTu K dannam kato4da n ceptudukaTa:

1 --keyfile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key
2 --certfile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.pem

* npuMmep coaep>kmmoro danna termidesk-vdi.service:

[Unit]
Description=Termidesk-VDI daemon
After=network.target

[Service]
PIDFile=/run/termidesk-vdi/pid
Restart=on-failure
RestartSec=5

coO~NOoOUlh WN K

10 User=termidesk
11 Group=termidesk
12 WorkingDirectory=/opt/termidesk/share/termidesk-vdi/src
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14 Environment=VIRTUAL_ENV=/opt/termidesk/share/termidesk-vdi/venv

15 Environment=PATH=/opt/termidesk/share/termideskvdi/venv/bin:/usr/sbin:/usr/bin:/
sbin:/bin

16 EnvironmentFile=/etc/opt/termidesk-vdi/termidesk.conf

17

18 ExecStart=/bin/bash -c '/opt/termidesk/share/termidesk-vdi/venv/bin/gunicorn

19 server.wsgi:application --timeout 60 --workers $(expr $(nproc --all) \x 3) --
keyfile

20 /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key --certfile /etc/opt/termidesk-vdi/
ssl-certsnakeoil.pem --bind 127.0.0.1:8000"'

21

22 ExecReload=/bin/kill -s HUP $SMAINPID

23 ExecStop=/bin/kill -s TERM SMAINPID

24 PrivateTmp=true

25

26 [Install]

27  WantedBy=multi-user.target

* rnepe3anycTuTb cepBUC termidesk-vdi.service:
sudo systemctl daemon-reload && systemctl restart termidesk-vdi.service

* oTpenakTMpoBaTh dhann /etc/apache2/sites-available/termidesk.conf:

e n06aBMTb B hann crepyroLLme CTPOKMU:

SSLProxyEngine on
SSLProxyVerify none
SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off
SSLProxyCheckPeerExpire off

a b wN B

roe:

SSLProxyEngine - WUCMNO/b30BaHME 3aLLUMLLEHHOrO MoakJtodeHMs no npotokony SSL/TLS, on -
BKJIFOUNTb UCMONb30BaHUE;

SSLProxyVerify - napamMeTp KOHTpons npoBepku cepTudmkaTa. [ocTynHbl cneapytowme
3HaYeHUs: none - OTKJ/IKOMEHME MpoBepKWM cepTudukaTa, optional - Heobs3aTenbHasi npoBepka
ceptudmkata, require - obsasaTenbHas npoBepka cepTudukaTta, optional_no_ca - npoBepka
cepTudmkaTa 6e3 06s3aTENbLHON MPOBEPKM LLEMOUYKN CEPTUPUKATOB;

SSLProxyCheckPeerCN - npoepka ob6wero nmeHn (Common Name, CN) cepsepa B cepTudwmkare,
off - BbIKNIFOYNTb NPOBEPKY;

SLProxyCheckPeerName - npoBepka WMeHM Yy3Nna cepBepa B cepTudukate, off - BbIKIOYUTL
NpoBepKy;

SSLProxyCheckPeerExpire - npoBepka CpokKa AeNCTBUS cepTUdUKaTa, of f - BbIKIHOYMUTL MPOBEPKY.

* U3MEHUTb 3HadyeHUs B NapaMeTpax ProxyPass n ProxyPassReverse c http Ha https:

1 ProxyPass / https://127.0.0.1:8000/
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CNET.10001-01 90 02

* M3MEHUTb 3HayeHus napaMeTpoB SSLCertificateFile wn SSLCertificateKeyFile,

1
2

YKasaB nyTb 40 CepTMd)MKaTOB:

SSLCertificateFile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key

e npumep damna termidesk.conf:

coO~NOoOUL b WN K

[
= o o

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
35
40
41
42
43

# CalT Ona NpUHYAUTENbHOro rnepeHanpaBfeHnsa Ha npoTokon HTTPS.
<VirtualHost *:80>

ServerName #HOSTNAME#

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

RewriteEngine On
RewriteCond "%{REQUEST_URI}" !*/websockify.x*
RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>

<IfModule mod_ssl.c>
<VirtualHost _default_:443>
ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
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44

45 ProxyPass / http://127.0.0.1:8000/

46 ProxyPassReverse / http://127.0.0.1:8000/

47

48 RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

49

50 ErrorLog ${APACHE_LOG_DIR}/error.log

51 CustomLog ${APACHE_LOG_DIR}/access.log combined

52

53 SSLEngine on

54 SSLProxyEngine on

55 SSLProxyVerify none

56 SSLProxyCheckPeerCN off

57 SSLProxyCheckPeerName off

58 SSLProxyCheckPeerExpire off

59 SSLCertificateFile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.pem

60 SSLCertificateKeyFile /etc/opt/termidesk-vdi/ssl-cert-snakeoil.key

61

62 # [na KoppekTHoOW paboTbl Termidesk ¢ MTLS Heo6Xx04uMMO HAcTpPOUTb AUPEKTUBLI HUXE

63 # B COOTBETCTBMUM C YCNOBUSAMU M TPebOBAHUSAMU OKPYXEHUS WHCTanAsauuu

64 # SSLCACertificateFile

65 # SSLVerifyClient

66 # SSLVerifyDepth

67

68 # Mpobpoc NapameTpoB K/MEHTCKOro cepTudmkaTta B Termidesk

69 # 4yepe3 Habop COOCTBEHHLIX 3ar0/I0OBKOB

70 RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'

71 RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}

72 RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%
{SSL_CLIENT_V_START}

73 RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}

74 RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}

75 RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

76 </VirtualHost>
77 </IfModule>

* nepesanycTuTb Beb-cepsep:
sudo systemctl daemon-reload && systemctl restart apache2.service
* MpoBEpUTb AOCTYNMHOCTb BeG-MHTepdelca.

10.11 . YnpaBneHue aBTOpU3aLMeEN NONb30BaTENS B KOMMNOHEHTe «KnueHT»

B Termidesk npepycmMoTpeHa BO3MOXKHOCTb YMpaBfieHWs aBTOpPW3auMelr MOJb30BaTeNsi B KOMMOHEHTe
«KnuneHT».

Ons naMeHeHWs napameTpoB aBTOpM3auuu cnepyeT nepenTtu «Hactporiku - CucteMHble napameTpsbl -
AyTeHTUdUKAUMS» UM HACTPOUTb  MapaMeTpbl, MepevyncrieHHble B ctonbue  «[llapameTtp»
cnepytrower Tabnunubl (cm. Tabauua 93).

[ns coxpaHeHUs napamMeTpoB aBTOPM3aLMU HaXaTb 3KpaHHY0 KHonKy [CoxpaHUTb].
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Tabnuua 93 — [JocTynHble NapaMeTpbl NPU HACTPONKE COXPAHEHMS NAPOSEN B KOMMOHeHTe «KnneHT»

MapameTtp OnucaHue
«Pa3pelwnTb coxpaHeHWe MMEHW NONb30BaTENS B YnpaBeneHue napaMeTpoM COXpaHEHWUsS UMEHW MOMb30BaTeNs B
KIMEHTE» KOMMoHeHTe «KMeHT» Npu NoaKNtoueHUn K « YHUBEPCANbHOMY
avcnetyepy».

3Ha4eHuWe no ymonyanuto: «da»

«PazpelunTb coXpaHeHME Naposist B KIIMEHTE YnpaBneHue napamMeTpoM COXpPaHEHUSI MAPOJIs B KOMMOHEHTE
«KmeHT» npu nogkntoHeHnn K « YHUBEPCAIbHOMY AUCTIETUYEPY ».

3Ha4eHuWe no ymonyanuto: «da»

«Jon. nHdopmaums npm owmnbke Bxona» MHdopmaumoHHoe coobLueHme, oTobparkaeMoe Npu oLnbke BXxoaa

10.12 . Hacrpoitka otTnpaBku MeTpuK ol «CeCCUOHHOro areHTa»

MeTtpukn y3na «CeccCMOHHOro areHTa» MCMO/b3YHOTCS B MexaHM3Max 0GanaHCMPOBKM TepMUHasbHbIX
cepBepoB (MeTanocTaBLLmMK) (cM. nogpaszensl lNepeyeHb napamMeTpoB Ana Ao6aBneHMs TEPMUHANIBHOIO
cepBepa MeTanocTaBLmka 1 banaHcMpoBKa NogKno4eHUIA Ha OCHOBE 3arpy3kuM TepMUHa/IbHbIX CEPBEPOB
MEeTanocCTaBLUMKA), a TakXXe MOryT HarnpasBnsiTbCs B MOAK/IHOHAEMbIE BHELLUHME CUCTEMbI MOHUTOPUHIA.

Ons HacTporkm oTnpaBku MeTpuk y3na «CeccMOHHOro areHTa» creayeT nepentm «HacTporku -
CucteMHble napamMeTpbl - MeTpuku». [ocTynHble napamMeTpbl nepedmcrieHbl B ctonbue «[MlapameTp»

cnep,yrou_l,eﬁ Tabnuubl (cm. Tabnuua 94).

® KoHdurypaumio napaMeTpoB MOXXHO M3MEHUTb TakXe yepes yTuanty termidesk-vdi-manage:
byHKuMIO tdsk_config u cekumto Metrics (cM. nogpasgen YTunuta termidesk-vdi-manage).

Tabnuua 94 - MNapameTpbl 0TNpaBkM MeTpUK y3na «CecCMOHHOro areHTa»

MapameTp OnucaHue

«[lMoporoeoe 3HaueHMe» BenuumHa nameHeHns MeTpUKM, NpU KOTOPON HEOBXOAMMO
MPUHYANTENBHO ONMOBECTUTbL « YHUBEPCANbHbIN AUCeTYep».

[wnanazoH 3HayeHnn: «1-500».
3HaueHue no ymonyaHuio: «500»

«[lMeproamMyHOCTb NpoBEPKU» MepuoanyHocTb (B cekyHaax), ¢ koTopon « CECCUOHHbIN areHT»
onpawwmeaeT OC 1 cobupaet MeTpMKK y3na.

A W3meHeHne napameTpa BCTYNMUT B CWUIY TOJBKO MocChe
nepesarpysku  Termidesk  wmnu  nepesanycka  cnyxobl
termidesk-vdi.

CnepyeT poxpatbcs OTNpaBKM OOBHOBNEHHOIO 3HAYeHUs Ha
«CeCcCUOHHBIN  areHT» (OPMEHTMPOBOYHO  CMYCTS  Mepuoa,
3afaHHbIM B NapameTpe «[lepnoguyHoOCTb OTMpaBKU CPeasHero
3Ha4yeHUa»).

Korpa «CeccuOHHbIM areHT» nony4ymMT 06HOBMEHHOE 3HaYeHuWe,
HY)XHO Mepe3anyCcTuUTb €ro ciayxkby nocne nosiBNEHUS
cnepytollero cooblueHust B >xypHane «CecCMOHHOrO areHTa»:
«[ony4yeHbl HOBble HAacTPoOVKWU. [ns MpUMEHEHUS U3MEHEeHWUM
noTpebyeTcs nepesarpyska NpUNoXKEHUS».

IwanasoH 3HaueHnn: «1-60».
3HayeHWe Mo yMonyaHuio: «5»
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Mapametp

OnucaHue

«[epruoamMyYHOCTb OTNPABKM CPEAHErO 3HAYEHUAY

MepuopuuHocTb (B cekyHAax), ¢ koTopon «CeCcCUOHHbIV areHT»

oTnpaBngaeT cpegHune 3Ha4eHnsa MeTpukK «YHVIBepcaJ'IbHOMy ancneTyepy».

A VI3mMeHeHWe napameTpa BCTYNUT B CUAY TONbKO

nocne

nepesarpysku  Termidesk  unnm  nepesanycka  Cny>6bl
termidesk-vdi.

CnepyeT [oXAaTbCca OTNPaBKM OBHOBIEHHOrO 3HAYeHUs Ha
«CeccuMoHHbIN  areHT» (OPUEHTUPOBOYHO  CMYCTA  Mepuoa,
3afaHHbli B napametpe «[llepMoguyHOCTb OTMpaBKM CpegHero
3HayYeHUsa»).

Korpa «CeccuMoHHbIV areHT» nonyyYnT O6HOBIEHHOE 3HAYEHME,
HY)KHO TMepe3anyCcTUTb €ero Ccaykby nocne nosiBieHUs
cnepytollero cooblueHus B >kypHane «CeccMOHHOrO areHTa»:
«[Mony4yeHbl HOBble HAcTpoMku. [N MpUMEHEHUS| M3MEHEHUM
noTpebyeTcs nepe3sarpyska NpUIOKEHMUS.

[nanasoH 3HaveHun: 1-60.
3HaueHMe No yMonyaHuwo: «30»

«Pa3mep kelua»

Pasmep kewwa (3anuceit) Ha «CeCCMOHHOM areHTe» Ans XpaHeHUs!

MEeTpPUK. Ha ocHoBaHuu 3TOrO napamMeTpa NponcxoaunT noacyeT cpeaHunx

3HaYeHUN ANa OTMPaBKMU.

A MN3meHeHne napamMeTpa BCTynNUT B CUJIY TONbKO

nepesarpysku  Termidesk  wnu  nepesanycka  cnyxbbl

termidesk-vdi.

nocne

CnepyeT [oxaatbca OTNPaBKM OBHOBNEHHOIO 3HAYeHUs Ha
«CeCCUOHHBIN  areHT» (OPUEHTMPOBOYHO  CMYCTA  Nepuoa,
3afaHHbIi B napametpe «[llepMognyHOCTb OTMpaBKM CpegHero
3HayYeHus»).

Korpa «CeccuoHHbIN areHT» nony4ymMT 06HOBMEHHOE 3HauveHue,
HY>XHO nepe3anyCcTuUTb €ro cnykby nocie nosiBneHus
cnepytollero coobuueHus B >xypHane «CecCMOHHOrO areHTax»:
«[Nony4yeHbl HOBble HacTpouku. [ns npuMeHeHUS U3MEHeHWU

notpebyeTcs nepesarpyska npuIOKeHUs».

[unanasoH 3HaueHnn: «2-10».
3HayeHue no ymonyaHuio: «10»

10.13 . YnpaBneHue nepenogkKntoMeHMEM MoNb30BaTeNsl K CeaHcaM A KoMnoHeHTa «KnueHT»

B Termidesk npepycMoTpeHa BO3MOXHOCTb YMNpaBnsTb Mepernofk/toYeHMEM MOSb30BaTeNst K CeaHcaMm

yepe3 nopTan « YHUBepcanbHOro gucrnetyepa». HacTporku NpUMEHSOTCS K KOMAOHEHTY «KANEHT».

[ns naMeHeHus NnapamMeTpoB nepenoaktoveHms cneayet nepentn « Hactponkn - CuctemMHble napaMeTpbl

- KnueHT» M HacTpouTb napaMeTpbl, NepeyncneHHble B cTonbue «lapameTp» cnepyrollen Tabnumubl (cm.

Ta6nuua 95). [lna coxpaHeHWs NapaMeTpoB NOC/e U3MEHEHMUS HaXKaTb 3KpaHHY0 KHornky [CoxpaHuTb].
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Tabnuua 95 — [ocTynHble MapaMeTpbl NPU HAaCTPOMKE NEePENOAKIHOUYEHUS K CEaHCAM

Mapametp OnwucaHue
«AKTUBMPOBATL YrpaBieHWe NepemMeLLEeHNEM ®DopcrpoBaTh ynpaBieHWe PeXKMMOM NMOBTOPHOMO MOAK/IOUEHMS
CeaHcoB» nonb3osatens. [pu akTMBaLMKM NapaMeTpa NoMb30BaTENb HE CMOXKET

CaMOCTOATENIbHO U3MEHUTb HaCTPOMKY NMOBTOPHOMO MOAK/OUEHMUS B
uHTepoderice «KnmeHTta».
Bo3MOXHbIe 3HaYEHUS:
» «[a» - nepenoakntoUeHne nonb3osartens 6yaet hbopcrpoBaHo co
CTOPOHbI « YHMBEPCAbHOMO AMcrneTyepa;
* «HeT» (no ymonuaHuio) - nepenoakatoveHne nosb3oBaTens byaet
ynpaenaTbcs B uHTepdence «KnneHTa

«Mcnonb3oBaTh nepemelleHne ceaHCOBY
() MWcnonbsosaHue BOSMOXHO MpU  aKTUBaLMM napameTpa
«AKTMBMPOBaTb yNpaBieHne nepeMeLLeHNeM CeaHCoB».

YnpaeneHue NOBTOPHbLIM MOAKIKOYEHMEM MO/b30BATENS K
OTKJ/IFOYEHHbBIM U aKTUBHbIM CeaHCaM A1t KOMMoHeHTa «KnneHT».
MOyHKLMOHAN NO3BONSIET BOCCTAHABIMBATb NOAKIOUEHME NOCE
paspbliBa COEAMHEHMS UM CMEHbI YCTPOMCTBA (NONb30BaTENbCKOM
pabouyen cTaHuMK). TakMM 06pa3oM Nonb3oBaTeNb CMOXET MONYYUTb
TOT YKe CeaHC, C KOTOpbIM paboTan paHee, He Tepsis Mporpecc paboTsbl.
Bo3MoxHble 3Ha4eHus:
* «He Ha3HaueHO» (MO yMonyaHuIo) - BbIBOP pexkuMa byaeT 3afaH
nonb3oBaTtenem B uHTepdence «KnneHta»;
* «3anpeLleHo» - MOBTOPHOE MepenoaKItoHeHUe He UCMONb3YeTCs;
" ((nOBTOpHO noaKNr4YaTbCa K aKTUBHbIM N OTKJTHOMEHHbIM
ceaHcaM» (Mo yMonyaHuio). B 3Tom cnyyae npu nepenogkitodeHnn
Ha PM cHavana 6yneTt npousBeaeHa npoueasypa OTKIHOUEHUS
aKTMBHOIO CeaHca MoJsib30BaTeNsl, Noc/ie KOTOPOW OH ByaeT
MOBTOPHO MOAKJIOYEH K OTK/IFOUYEHHOMY CeaHcy;
* «[OBTOPHO NMOAKIHOYATHLCA TONIbKO K OTK/IHOYEHHbIM ceaHcaM». B
3TOM C/lyyae NepenoaK/ItoHeHMe Nosb30BaTeNst ByaeT NPoOUCXoaUTb
TONIbKO K OTK/IFOYEHHbIM CeaHCaM

«[MOoBTOPHO MOAK/IOYATLCS K CeaHcaM npu
ayTeHTUbMKaL MU » () MWMcnonb3oBaHMe BOSMOXHO MpW  aKkTMBAaLMM MapameTpa
«AKTUBMPOBaTb YNpaBieHWe NepeMeLLEHNEM CEaHCOBY.

MapameTp onpesensieT pexkMm NMoBTOPHOrO MOAK/THOUEHUS MPU
aKTMBaumMu napameTpa «PaspelunTb NOBTOPHOE NOAKOUEHNEY.

Bo3MoXHble 3HaYeHUs:
* «[la» - nepenoaxntoveHue ByaeT NPouUCXoauTb Npu
ayTeHTUbUKaLMM Nonb3oBaTens Yepes «KnneHT»;
* «HeT» (no ymMonyaHuo) - nepenogktoyeHme He byneT
NpouCcXoamTb Npu ayTeHTUbUKAL MU NoNb30BaTeNs

«nOBTOpHO NOAKMK4YaTbCA K CeaHCaM MpuU
06HOBNEHWUN CNUCKA I'IpVIﬂO)KEHVIVI» @ Mcnonb3oBaHMe  BO3MOXHO npn akKTuBauun napaMeTpa
«AKTVIBVIpOBaTb ynpasneHune nepemMeLleHneM CeaHCoB».

MapameTp onpenensieT peXxum NoBTOPHOrO NMOAKKOUEHUS NPU
aKTMBaLMKM napameTpa «PaspelunTb NOBTOPHOE MOAKIIOUYEHMEY.
Bo3MoskHble 3HaueHus:
» «[la» - nepenogkntoveHve ByLeT MPOMCXOAMTL NMPU O6HOBNEHWM
CrMCKa NPUNOXKEHWIA;
= «HeT» (No yMonuaHuio) - nepenoak/toyeHme He ByaeT NpouCXoanTb
Npu 06HOBMIEHMM CMINCKA MPUSTOKEH U
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(® OTK/IIOYEHHBIN CceaHC - 3TO ceaHc paboTatowero PM 6e3 akTMBHOMO NOAKAKOHYEHMSI CO CTOPOHBI
nporpamMmbl goctaBku (Hanpumep, MO Termidesk Viewer). AKTUBHbIM CeaHC, COOTBETCTBEHHO,
npeanonaraeT akTUBHOE NMOAKJIFOYEHUE CO CTOPOHbI MPOrpaMMbl AOCTaBKM.

10.14 . UsMmeHeHUe cnocoba xpaHeHUus naponeit Ha OpenBao

Mpu ctanpapTHoM HacTpomke Termidesk nmaponu xpaHATCca B npeobpa3osBaHHOM Buae B danne /etc/
opt/termidesk-vdi/termidesk.conf. B Termidesk Bepcun 5.1 nobasneH HOBbI Cnocob XpaHeHUs
naponen C UCNob30BaHMEM HacTpoeHHoro xpaHunuwa OpenBao.
Ons u3aMeHeHus crnocoba XpaHeHWs Maponer M nepexoga Ha ucnosnb3oBaHue xpaHunuwa OpenBao
HY>HO:
* 330aTb B KOHPUrypaumoHHoMm danne /etc/opt/termidesk-vdi/termidesk.conf napametpy
SECRET_STORAGE_METHOD 3HauyeHue openbao;
* 330aTb OCTaslbHble MNapaMeTpbl KOHPUrypaumoHHoro awnna /etc/opt/termidesk-vdi/
termidesk.conf, oTHocawueca k OpenBao (cM. nogpasmen lNapaMeTpbl KOHGUrypupoBaHUS
KOMMOHEHTOB « YHMUBEpPCanbHbIi gucneTyep», «MeHepxep pabounx MecT»);

* B MHTepdence KOMaHAHON CTPOKK MEpPEKIOYUTLCS Ha Mosib3oBaTeNa termidesk:
sudo -u termidesk bash

® BbINOJIHUTb KOMaHAY MUrpaunn:
/opt/termidesk/sbin/termidesk-vdi-manage tdsk_openbao_migrate

Mpn nosiBNeHUM oLMBOK NocCne BbIMOAHEHUS KOMaHAbI MUTPALLUMN HYXKHO:
" WU3MEHWUTb 3Ha4yeHne napameTpa SECRET_STORAGE_METHOD Ha config;
* MOBTOPWTb BBOA Naposien 4SS MapaMeTpoB, YKa3aHHbIX B OLUMOKE;
* CHOBA U3MEHUTb 3HadyeHne SECRET_STORAGE_METHOD Ha openbao;

® BbIMOJIHNTb KOMaHAY MUTpaLnn:
/opt/termidesk/sbin/termidesk-vdi-manage tdsk_openbao_migrate

[ns Bo3BpaTa K cnocoby xpaHeHMs naponemn U3 KOHbUIrypaumMoHHOro danna Hy>KHO:
* ybeauTbcs, 4YTO B KOHbUrypaumoHHom danne /etc/opt/termidesk-vdi/termidesk.conf
napamMeTpy SECRET_STORAGE_METHOD 3agaHoO 3Ha4yeHUe openbao;

* B MHTepdence KOMaHAHOM CTPOKM MEPEKKOUYUTLCS Ha Nosib3oBaTens termidesk:

sudo -u termidesk bash

® BbINOJIHUTb KOMaHAY MUrpaunn:
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/opt/termidesk/sbin/termidesk-vdi-manage tdsk_openbao_reverse_migrate

* 330aTb B KOHPUrypaumoHHoMm danne /etc/opt/termidesk-vdi/termidesk.conf napametpy
SECRET_STORAGE_METHOD 3Ha4deHue config.
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11. PESEPBHOE KOIMNMMPOBAHUE N BOCCTAHOBJIEHUE

11.1 . O6wme cBeaeHUA

MockonbKy KaXkaasi ycTaHOBKa KOMMOHEHTOB Termidesk MoXKeT oTan4aTbCs OT ApYrux, NOAPO6HbIE Lwaru
Mo pe3epBHOMY KOMWPOBAHMIO M BOCCTAHOB/IEHUIO U MUCMOJIb3yeMble MHCTPYMEHTbI ByayT npuBeneHbl
TONbKO AN HEKOTOPbIX KOMMOHEHTOB. Pe3epBHOe KOMMpPOBaHME M BOCCTAHOBIEHME MOXET BbIMOMHSATHLCS
Kak cpeactBamMm u cnyxbamm OC, Tak M cneumanmsmpoBaHHbIMU cucTemMamu. Mopaaok BbIMOAHEHUS U
NepuogUYHOCTb PE3EPBHOIO KOMMPOBAHUS OMPEneNatoTCS SKCMyaTUPYHOLLEN OpraHM3aLmnen.
PezepBHOMY KONMMpPOBaHUIO MoAJiexar:

= B[l Termidesk;

* KOH(UIypaUMoHHble Palibl KOMMOHEHTA « YHUBEpPCabHbIWM AUCMeTYEP» U aAMUHUCTPATUBHOMO W/

WA MONb30BaTENIbCKOrO NOPTasoB;

* KOH(UIypaUMoHHbIe dansibl KOMAOHeHTa «LLnro3»;

* KOH(UIypauMoHHble dansibl KOMMOHEHTa «MeHemkep paboumx MecT»;

* KOHUrypaumoHHbie dannbl koMrnoHeHTa «CepBep TepMmnHanoB Astra Linux»;

* KOHbUrypaLmoHHble dannbl KoMNoHeHTa « CECCUOHHbIN areHT»;

* KOH(UIypaUMoHHble Gansibl BaNaHCMPOBLUMKA HArpy3KK;

* KOH(UIypaUMOHHbIe Qalsibl, MCNOMb3YOLMECS 4 PEXXUMA BbICOKOM AOCTYMNMHOCTM.

B kauecTBe anbTepHaTUBHOIO BapMaHTa MOFYT pe3epBMPOBATLCS LLESIMKOM Y3/1bl KOMMOHEHTOB, €CJIY OHU
ycTaHoBneHbl Ha BM. Takon noaxop npuMeHsieTcs, HanpuMmep, AN pPe3epBMPOBAHUS KOMMOHEHTA
«BupTyanbHbin Mmogynb Termidesk».

Kak npaBuno, ¢annbl KOMMNOHEHTOB «YAaneHHbIM MOMOLLHUKY», «KAnMeHT» He noanexaT pe3epBHOMY

KOMMPOBaHUIO, T.K. MOBTOPHAs YCTaHOBKa B OOMbLUMHCTBE c/lyyaeB byneT bbicTpee.
11.2 . Oevicteua c b Termidesk

11.2.1 . Pe3epBHoe konupoBaHue bl

PesepsHoe konunposaHue B, cospaHHon CY B[, PostgreSQL MOXHO BbINOAHUTb yTUAUTOM pg_dump:

1 pg_dump -d <HaummeHoBaHue BA> -h <IP-agpec_xocTa> -p <nopT> -U <nonb3oBaTesnib> -W
--format=t > <umsa_daina_ana_coxpaHeHusa_BJ.tar>

roe:

-d <HaumeHoBaHue BA> - umsa bL. MNpu cTaHOApTHBIX HAaCTpPOMKax UCMoJb3yeTcs UMs termidesk;

-h <IP-agpec_xocTa> - IP-agpec yz3na, roe pacnonoxeHa b[l. Ecnu Bl ycTtaHaBnmBanacb NokasibHO,
HY>XHO yKa3aTb localhost;

-p <nopT> - nopT ansa noakntoveHus kK BL. MNMpu cTaHpapTHBIX HAaCTpoMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenb> - MMS MONb30BaTenss Ans nogkntodeHus. [lpu  cTaHOApTHbIX HAcTpoMKax

ucrionbsyetcs nMsa termidesk;
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-W - 3anpoc naponsa ans noakntoveHus k B. MNpu cTaHAapTHbIX HacTpoMkax MpW MOsIBEHMM 3amnpoca
HY>XHO yKa3aTb ksedimret;
--format=t - knou ansa skcnopta b B popmaTe tar;

<nmsa_daiina_pnsa_coxpaHeHusi_BJ.tar> - uma u dopmat danna (tar) ans coxpaHenus bA.

11.2.2 . BoccraHoeneHue B[] 13 pesepBHOM konum

BoccTtaHoBneHue B/ 13 pe3epBHOM KOMUK BbIMOHAETCS KOMaHAOM:

1 pg_restore -d <HaummeHoBaHue BJ> -h <IP-agpec_xocTa> -p <nopT> -U <nonb3oBaTesb>
-W --format=t <¢ain_konuu_B[.tar>

roe:

-d <HaumeHoBaHue BA> - umsa bL. MNpu cTaHZAPTHBIX HAaCTpPOMKax UCMOb3yeTca UMa termidesk;

-h <IP-agpec_xocTa> - |IP-agpec y3na, roe pacnonoxeHa b[. Ecnu wvcnonbsyetca nokanbHas b,
HY>XHO yka3aTb localhost;

-p <nopT> - nopT ansa noakntovenus Kk b. MNMpu cTaHgapTHBIX HAaCTpoMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenb> - MMS MOMb30BaTeNs Ans nogkntodeHus. [lpyu  cTaHZApTHbIX HacTpoOMKax
ucrionb3yetcsd nMsa termidesk;

-W - 3anpoc naponsa ana noaxnatodeHus K b. MNMpu cTaHOapTHbIX HAacTpoMKax Mpu MNOABEHMKU 3anpoca
HY>KHO yKa3aTb ksedimret;

--format=t <dain_konun_BA.tar> - ka4 Ana BoccTaHosneHus b, wm3 pesepBHOM Konum B

dopmare tar.
11.3 . [eiictBus c 6pokepom coobLueHuii RabbitMQ

11.3.1 . Pe3sepBHoe KonMpoBaHue AaHHbIX Bpokepa cooblueHumit RabbitMQ
Lna 6pokepa coobiueHu RabbitMQ cnepyer:

" OCTaHOBUTb CNYXOy rabbitmg-server:
sudo systemctl stop rabbitmg-server

= BbINOJHUTb pe3epBHOE KOMUpPOBaHUe KaTanora /etc/rabbitmqg/ BMecTe C ero coaep>uMbim;
= BbINOJIHUTb pe3epBHOE KOMUPOBaHUE KaTanora gaHHbix /var/lib/rabbitmg/mnesia/;

* 3aMyCTUTb CNYXOY rabbitmg-server:

sudo systemctl start rabbitmg-server
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11.3.2 . BoccraHoBneHue 6pokepa coobieHuii RabbitMQ u3 pesepBHoi konum

(® CospeMeHHble Bepcun RabbitMQ (3.8.0+) noaaepmnBatoT BOCCTaHOBIEHUE U3 PE3EPBHOM KOMUM
TOrpa, Korga OHW BOCCTaHaBAMBAlOTCA Ha y3en RabbitMQ c TouyHo TakmMM >ke MMeHeM y3na, C
KOTOpOro 6bii1a co3aaHa pe3epBHasi KONus AaHHbIX.

[ns BoccTtaHoBneHus koHpurypaumm RabbitMQ cneayer:

" OCTaHOBUTb CNYXKOy rabbitmg-server:
sudo systemctl stop rabbitmg-server

* BOCCTAaHOBUTb pe3epBHble KOMUK KaTanoroB /etc/rabbitmq/ v /var/1lib/rabbitmg/mnesia/;

* 3anycTuTb cnyx0by rabbitmg-server:

sudo systemctl start rabbitmg-server

11.4 . [OencTBua C KOMMNOHEHTOM « YHMBEPCAJIbHbIW AUCNETYEP»

11.4.1 . Pe3epBHOe KONMpPOBaHUE AaHHbIX « YHUBEPCa/IbHOrO AUCTeTYEpa»

Lns koMnoHeHTa «YHMUBepCanbHbIM AUCNIETYEP» CNEAYET BbIMOMNHUTL pE3epPBHOE KOMMPOBAHME:
= KaTasnora /etc/opt/termidesk-vdi/ BMecTe C ero coaep>XmMbliM;
* KOHMUIrypaumoHHoro damna /etc/apache2/sites-available/termidesk.conf;
» Kntoven /etc/ssl/certs/ssl-cert-snakeoil.pemu /etc/ssl/private/ssl-cert-

snakeoil. key, NCNONb3YHOLWMXCA NS 3aLLUMLLEHHOMO NOAKIIHOYEHUS.

11.4.2 . BoccraHoBneHue « YHMBEPCa/bHOro AUCNEeTYepa» U3 pe3epBHOM KOnuu
Lna BoccTaHoBNeHUs KOHpUTypaLummn « YHUBEPCANIbHOIO AUCMeTYepa» CenyerT:
= BOCCTAHOBWTb pe3epBHYIO KONUIKO KaTanora /etc/opt/termidesk-vdi/;
* BOCCTAHOBWTb pe3epBHble KOMUU KOHDUrypaumoHHoro danna /etc/apache2/sites-available/
termidesk.conf u knrouyen /etc/ssl/certs/ssl-cert-snakeoil.pem, /etc/ssl/private/
ssl-cert-snakeoil.key;

* nepe3anycTuUTb CNyxby termidesk-vdi:
sudo systemctl restart termidesk-vdi
* nepesanycTuUTb Beb-cepep:

sudo systemctl restart apache2

11.5. OevictBua c koMnoHeHTOM «LLIno3»

11.5.1 . PesepBHoe konvpoBaHue aaHHbIX «LLinto3a»

[ns komnoHeHTa «LLnto3» cnenyeT BbINOAHUTL pe3epBHOE KOMMPOBAHME:
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* KOHUrypaumoHHoro damna /etc/termidesk/gateway.yaml;
" KJHOYEW, MCMONb3YHLMXCA AN 3alUMLLEHHONO COEAMHEHMS, YKasaHHbiXx B danne /etc/

termidesk/gateway.yaml.

11.5.2 . BoccraHoeneHue «LLnto3a» us pesepsHoM Konum
[ns BoccTtaHoBneHus koHburypaumm «LLntosa» cnepyert:
* BOCCTAHOBWTb pe3epBHYIO Konuio danna /etc/termidesk/gateway.yaml MU KNOYEN YKa3aHHbIX B
3TOoM (panne;

* nepe3anycTuUTb CNyXby termidesk-gateway:

sudo systemctl restart termidesk-gateway

11.6 . OeiicTBuA c KOMNOHEHTOM «MeHemkep paboumx MecT»

11.6.1 . Pe3sepBHOe KonMpoBaHue AaHHbIX «MeHemkepa pabounx MecT»
LOns koMnoHeHTa «MeHepykep paboumMx MecT» clieflyeT BbIMONHUTL pe3epBHOE KOMMpOBaHMe KaTanora /

etc/opt/termidesk-vdi/ BMecCTe C ero Coaep>XnMbliM.

11.6.2 . BoccraHoBneHue «MeHemkepa pabounx MecT» U3 pesepBHOM KOMUK
Lna BoccTaHoBneHUs koHPUrypaumm «MeHemkepa paboumx MecT» ciegyerT:
* BOCCTAaHOBWTb pe3epBHYIO KOMUIO KaTasora /etc/opt/termidesk-vdi/;

" nepe3anycTuUTb CIyX0Obl:

sudo systemctl restart termidesk-taskman termidesk-celery-beat termidesk-celery-worker

A Ecnu koMmnoHeHT «MeHemkep paboumx MecT» 6bln yCTaHOBMEH B pacrpeaeseHHOM BapuaHTe
ycTtaHoBkM Termidesk, HEOGXOAMMO Y4YECTb, YTO OAHOBPEMEHHO CNYyXK6a termidesk-taskman no
JIKHa ObITb 3anyLLeHa TO/IbKO Ha OAHOM M3 Y3/10B, paboTaloLWLMX B pexkMMe 6anaHCUPOBKM.

11.7 . Oeuncreua c koMnoHeHTOM «CepBep TepMuHanoB Astra Linux»

11.7.1 . Pe3epBHoe konnpoBaHue aaHHbIX «CepBepa TepmuHanos Astra Linux»
Ona komnoHeHTa «CepBep TepMuHanoB Astra Linux» cnegyeT BbINMOJHUTbL PE3EPBHOE KOMUPOBaHME
KaTanora /etc/stal/ mn komnoHeHTa «CeccUMOHHbIW areHT» (cM. noapaspen PesepBHoe KonupoBaHue

AaHHbIX «CeCCMOHHOrO areHTa).

11.7.2 . BoccraHoBneHue «CepBepa TepmuHanos Astra Linux» 13 pesepBHOM Konum
Lna BoccTtaHoBneHus koHpurypaumm «Cepsepa TepmumHanoB Astra Linux» cnenyer:
= BOCCTAaHOBWTb pe3epBHYIO KOMNUIO KaTasnora /etc/stal/;
* BOCCTAHOBMUTb KOMMOHEHT «CeCcCMOHHbIN areHT» (cM. noapasaen BoccraHoBneHue «CeccuoHHoro
areHTa» 13 pesepBHOM KOMuUM);

* Mepe3anycTuTb CNyXObl:
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sudo systemctl restart termidesk-stal stal-proxy stal-rdpepc

11.8. OevictBua c koMnoHeHTOM «CeccMOHHbIN areHT»

11.8.1 . Pe3epBHoe konupoBaHue aaHHbIX «CeCCMOHHOro areHTa»
Lna komnoHeHTa «CeCCMOHHbIV areHT» cieayeT BbIMOMHUTbL PE3EPBHOE KOMMPOBaHME:
* kaTanora /etc/opt/termidesk-ssa/ (ana OC Astra Linux Special Edition (Server));
* katanora %ProgramData%\UVEON\Termidesk Session Agent\ (gns OC Microsoft Windows
Server).

11.8.2 . BoccraHoBneHue «CeCCMOHHOMO areHTa» U3 pesepBHOM KOMUU
Lna BoccTtaHoBneHus koHdUrypaumm « CeCCMOHHOro areHTa» clenyeT:

* BOCCTAaHOBMTb pe3epBHYIO KOMMUIo Katanora /etc/opt/termidesk-ssa/ (ans OC Astra Linux
Special Edition (Server)) unn %ProgramData%\UVEON\Termidesk Session Agent\ (ans OC
Microsoft Windows Server);

* nepe3anyctuTb cnyxby TermideskSessionAgentService uepe3z ocHacTky «Cnyxbei» B OC

Microsoft Windows Server nnu komaHgor B OC Astra Linux Special Edition (Server):

sudo systemctl restart termidesk-session-agent

11.9. [eiicTBua c 6alaHCUPOBLLUKOM Harpysku

11.9.1 . Pe3epBHOE KONMMpPOBaHUE faHHbIX HalaHCUPOBLLMKaA Harpy3Ku

® TMMpumep npuseneH ana 6anaHCUPOBLLMKA NGiNX, NOCKONbKY €ro HaCTPOMKa OMNMCaHa B KayecTBe
npumepa B noppasgene Hacrtpoka 6anaHcupoBwiMKa pns paboTbl € caMonoAnuCcaHHbIMU
ceptudukaTamu.

Lna 6anaHcUMpoBLLMKA Harpysku nginx cnegyeT BbiMNOJHUTL pe3epBHOE KOMMPOBAHME:
* KaTanora /etc/nginx/snippets;
* KaTanora c Kjto4aMu u ceptudmkatamm /etc/ssl/;
* KaTanora /etc/nginx/sites-available/;

= KaTanora /etc/nginx/conf.d/.

11.9.2 . BoccTaHoBneHue 6a1aHCUPOBLUMKA Harpy3Ku U3 pe3epBHOM KOMMUK
[ns BoccTaHOBNEHUS KOHDUIypaLmm 6anaHCUMPOBLLMKA Harpy3KU nginx Cneayet:
* BOCCTAaHOBUTb pe3epBHbleé KOMUU KaTanoroe /etc/nginx/snippets, /etc/ssl/, /etc/nginx/
sites-available/, /etc/nginx/conf.d/;

* nepe3anycTuTb Beb-cepBep:

sudo systemctl restart nginx
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11.10 . OeicTBua ans pexkuMa BbICOKOM AOCTYMNHOCTH

11.10.1 . Pe3epBHOe KonupoBaHMe KOHPUIypaL MM peXKMMa BbICOKOM JOCTYMHOCTH
Ona pexkMMma BbICOKOM AOCTYMHOCTM, HacTpavBaeMoro Ansl OTKa30yCTOMYMBOM WAM pacripeneneHHomn

ycTaHoBkM Termidesk, cnegyeT BbINOJHUTbL pe3epBHOE KOMMPOBAHME KaTanora /etc/keepalived/.

11.10.2 . BoccTtaHoBneHMe KOHPUIypaLmmM peXkuMa BbICOKOM JOCTYMHOCTU U3 pe3epBHOM KOMuu
Lna BoccTtaHoBNeHUS KOHUTIypaLMm pexxmMMa BbICOKOM AOCTYNHOCTU CNeayeT:
* BOCCTAHOBWTb M3 pe3epBHOM KoMNKWM KaTanor /etc/keepalived/;

= nepe3anycTuTb cepBUC keeaplived:

sudo systemctl restart keepalived
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12 . TEHEPALIUA OTYETA NO MOAENAM AAHHBIX U CTPYKTYPAM b,
TERMIDESK

12.1 . leHepauus oT4yeTa Mo MoaensM AaHHbIX U cTpykTypam Bl Termidesk

B Termidesk peanv3oBaHa BO3MOXHOCTb FEHEpaLMKM OTYETa MO MOAENAM HaHHbIX M CTpykTypam B[, c

OMNUCAHMEM rosien Ta6J'IMLI,, UX 3HAYEHUN U MeXTabNNUYHbIX CBA3EN.

[ns reHepaumm oTyeTa cneayeT nepenTm B MHTepdENC KOMaHAHOM CTPOKM U BbIMOJIHUTL CNeAYyHOLLEE:

* ecnu TpebyeTcsa CreHepMpoBaTb OTHET MO MOAENM AaHHbIX U CTpYKType B, npunoxeHus:

sudo /opt/termidesk/sbin/termidesk-vdi-manage tdsk_graph_models termidesk >
<nmA_odarina_pnsa_coxpaHeHusa . html>

roe:
termidesk - Ha3BaHUE NPUNOXEHUS;

<ums_daiina_ans_coxpaHeHusi. html> - uma u dopmat damna (html) 4ns coxpaHeHUs oTYeTa.

A [na reHepaumm oTyeTa MO MOAENM [AHHbIX U CTpykType B HeckonbKMX MPUNOXKEHUN KX
Ha3BaHMSA yKa3blBalOTCA Yepes npoben.

* ecnv TpebyeTcs creHepupoBaTb OTHET MO BCEM MOAENM AaHHbIX U cTpykType B, Termidesk:

sudo /opt/termidesk/sbin/termidesk-vdi-manage tdsk_graph_models -a -g >
<ums_daina_ans_coxpaHeHus . html>

roe:

—a - KJIIoY ANnga reHepaumm oTt4yeTa, OMUCHIBAOLLEro BCe AOCTYMHble MOAENUN AaHHbIX U CTPYKTYpPbI
b,

-g- KN prﬂﬂMpOBKM TaGﬂMLI, B COOTBEeTCTBUU C UX anﬂO)KEHVIFIMM;

<umvsA_daiina_pnsa_coxpaHeHusi.html> - uma un dopmat damna (html) ons coxpaHeHUs oTyeTa.

CrpykTypa danna oTyeTa NpuBeseHa B Tabnuue (cm. Tabnuua 96).

Tabnuua 96 — CtpykTypa dannia oTuéTa

Mapametp OnucaHue

App HazBaHWe npunoxeHus, Ans KOTOPOro NpeacTasBieHa CTPYKTypa Moaenu
OaHHbIX

Model MpoeHTudurkaTop Moaenu ¢ npeactaBneHWeM CTPYKTYpPbl AaHHbIX

Abstract Model MpeHTudurkaTop Moaenu, Ans KOTOpoK NpeacTaBneHa CTPYKTypa AaHHbIX

<WHdopmMaLnoHHas CTpoka> CTpoka conepXvT Mofenb 0THeTa C NepedYncieHVeM nonen, 1mMbo
[OMONHUTENbHYIO MHPOPMALMIO O MOAENU AAHHBIX

NAME Cronbel, coaep>XXmuT MMeHa napamMeTpoB
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Mapamertp Onucanue
VALUE Cronbel, conep>XuT TUN AaHHbIX NapamMeTpoB
HELP TEXT CronbeL, cooep>XxXuT onmMcaHue napamMeTpos
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13. MOHUTOPUHI U YBEOOMJIEHUA

13.1. CucreMHble napaMeTpbl MOHUTOPUHTa
CucTeMHble napaMeTpbl MOHUTOPMHIA MO3BONAKOT HACTPOUTDL BbIBOA COBbLITUM B syslog-cepsep.

LOns koHbUrypaumm CMCTEMHbIX MapaMeTPOB MOHUTOPUHIA cnepyeT nepentu «Hactporiku - CucteMHble
napameTpbl - MOHUTOPUHI».
JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabamua 97).

Tabnuua 97 — MapameTpbl MOHUTOpUHIa Termidesk

Mapametp OnucaHue
«JloruposaHue Syslog» MepeHanpaeneHve NOToKa COBLITUM MOHUTOPUHTIA Ha OTAENbHbIN syslog-
cepBsep
«XocT 1» — «XocT 3» IP-agpeca unv UMeHa y3noB, Ha KOTOpbIX pa3BepHyTa cny>kba syslog-cepsepa
«[MpoTokon» Bbibop npoTokona paboTsl ana cnyxbbl syslog-cepeepa.

LocTynHble 3HauyeHnsa: «UDP», «TCP», «TLS». Mpu ucnonbsosanHum
npotokona «TLS» Heo6XxoaMMO yCTaHOBMTL Ha y3en C « YHUBEepPCabHbIM
ancnetyepom» Termidesk kopHeBor ceptudmkat LLC, ncnonssytowmiica B
syslog-cepsepe, cornacHo noppasaeny YcTaHOBKa KOPHEBOIro cepTudumkara
LeHTpa cepTudUKaLmm.

3HauveHue no ymonyanuto: «UDP»

«Kareropus coobLueHus» Bbi6op kaTeropuu coobLueHnin, KoTopble ByayT 3anMMCbIBaTLCS B XXYpHan
MOHUTOPUHra

«YpoBEHb IOrMpPOBaHUS» Bbi6op ypoBHs norvposaHusi cobbiTuii (INFO, WARNING, ERROR, CRITICAL,
DEBUG)

13.2 . HacTpoiika oTrnpaBku yBeAOMJIEHUIA O CUCTEMHbBIX COBLITUAX

[Ons HacTporkM OTNpPaBKM YBEAOMJIEHUA O CUCTEMHbIX COBbITUSIX cneayeT nepentu «Hactporkn -
CucTeMHble NapamMeTpbl - YBELOMIEHUN».
LocTynHble AN pepakTMpoBaHUS aaMuHUCTpaTopy Termidesk napameTpbl mepeuncneHbl B cTonbue

«[NapameTp» cnepytoulent Tabnumubl (cm. Tabnuua 98).
® VYeegoMmneHue O  OOCTMXKEHUMM  MakCMManbHOM  Harpysku  TEpMMHaNbHOrO  cepBepa

(«TepmuHanbHbIM cepBep (MakcuManbHas Harpyska)») OTMpaBnseTCs BCerga, ecin BKJIOYEeHa
BO3MOXXHOCTb OTMPaBKM MOYTOBbIX YBEAOMIIEHUN.

Tabnuua 98 — MapaMeTpbl OTNPaBKM YBEAOMNEHWUN O COBbITUAX

Mapametp OnucaHue

«Bkn/Bblkn MOYTOBbIX YBEAOMIEHUIA» BkntoyeHve nnm oTkItOUEHUE BO3MOXHOCTM OTNPaBKU YBEAOMIIEHUI O
CUCTEMHbIX COBbITUSIX MO NEKTPOHHOM MoYTe
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Mapametp OnucaHue
«XocT» IP-appec unu ums y3na cepsepa UCXOASLLEN 3NEKTPOHHOM MOYTbI.
Mpumep: «smtp.mail.ru»
«[MopT» Homep nopta, Ha KOTOPOM BefeTCs NpocnyLLMBaHWe Cy>kbon cepeepa

3NEKTPOHHOM MOYTbl.
Mpw ykasaHMM HoMepa NopTa CTOMT PYKOBOACTBOBATLCS MpaBUiaMu:

= ec/v ucnonb3yetca nopt 25, To napameTpbl «Mopaepykka TLS» u
«[Mopaep>kka SSL» akTMBMPOBaTb He HY>KHO;

* ec/u ucnonb3lyeTcs NopT 465, To HYy>XHO aKTUBUPOBATbL
napameTp «lMopaepxxkka SSL»;

" ecau ucnonb3yetca nopT 587, To HY>KHO aKTUBUPOBaTb
napameTp «[lMogaepskka TLS»;

" ecnu ucnonb3yetcs nopT 2525, To HYXKHO aKTMBMPOBaTb NapaMeTp
«MNopnep>xkka TLS»

«Email otnpasuTens»

MouToBbIV agpec oTApaBUTENA COOBLLEHUA HAa CepBEPE 3N1EKTPOHHOM MoYThI.
®Mopmar: user@domain.

Mpumep: «user.mail.ru»

«lMonb3oBatenb»

NpoeHTudurkaTop nonb3oBaTens cepBuca 3NeKTPOHHOM MOYTbI

«[Maponb»

MocnenoBaTeNbHOCTL CUMBOJIOB 419 MOATBEPXKAEHUA MONTHOMOUMMA
NMoJib30BaTeNsi CEPBMCA 3M1EKTPOHHOM MOYThI

«Monaepxkka TLS»

BkntoueHune noaaepxkku npotokona TLS npu B3aMMoaencTemm c cepeepom
3N1EeKTPOHHOM MOYTbl

«Moppepxxka SSL»

BkntoueHme noanep>kku npotokona SSL npu B3auMoaencTemm c cepeepom
3N1EKTPOHHOM MOYTbl

«TanmayT»

Bpemsi oxxmpaHus (B cekyHAax) oTBeTa OT cepBepa 3/1eKTPOHHOM MoYTbl.
Bo3MoxHble 3HaueHums: ot 1 go 180.
3HaueHue No yMonyaHuto: «30»

«Email nonyyatenen (Yepes 3ansTyro)»

MepeyeHb appecoB 3NEKTPOHHOM NOYTbI MOMyYaTeNlel YBEAOMIIEHUN.
®Mopmar: user@domain.

Mpumep: «user.mail.ru»

«[Mpedukc ana TeMbl NUCbMa»

TekcToBoe Mone, cogepykalliee MHbOPMaLMIO AN NOACTAHOBKW B TEMY
3/1eKTPOHHOIO NMCbMa

«YBeaoM/IeHEe O CMEHE pexxnMa
TEXOBCNYXKMBAHMA B MOCTABLLMKE
pecypcoB»

Bxk/toueHme BO3MOXXHOCTU OTMPaBKMU YBELOMJIEHMS MO 3/IEKTPOHHOM MoYTe O
CMCTEMHOM COBbITUM «CMeHa pexxrMMa TeXOBC/TY>KUBAHMS B MOCTABLLMKE
pecypcoB»

«YBeAoOMIIEHWE O CMEHE pPeXxnMa
TexobcnyxuBaHus B poHae paboumnx
MecT»

BkntoyeHVe BO3MOXKHOCTU OTMPaBKU YBELOMIIEHUS MO 3NEKTPOHHOM MoYyTe O
CUCTEMHOM COBbITUM «CMeHa pexxuma TexobcnyxuBaHus B poHae paboumnx
MecT»

«YBEOOMIIEHME O CMEHE peXkMMa
TeXobcnyKuBaHua ans pabounx MecT»

BkntoueHne Bo3MOXXHOCTH OTNpaBkKn yBeaAOMNIEHUA NO 3!'IEKTpOHHOI7I noyTte o
cUCTEMHOM cobbiTnn «CMeHa peXxxnuma TeXO6CJ'Iy)KMBaHM$| Aana paGO‘-{VIX MecT»

«YBepoMeHe 0 BOSHUKHOBEHUM
owmrbok ¢ paboumMm MectaMm»

BkntoueHne BO3MOXXHOCTM OTMpPaBKM YBELOMJIEHUS MO 3EKTPOHHOM MoYTe O
CUCTEMHOM CO6bITUM «BO3HMKHOBEHME OLLIMBOK BHYTPW GoHAa paboumnx MecT»

«YBEAOMIIEHME O NPEBbLILLEHUN
JNIMUEH3NPOBAHHOIO KOIMYEeCTBa
NMOAKHOUEHNIA»

BkntoueHre BO3MOXHOCTU OTMPABKU YBEAOMEHUS MO 3NEKTPOHHOM MOYTE O
CUCTEMHOM COBbITUM «3anpocC NOAKI/IFOYEHUS CBEPX JIMMUTA, YCTAaHOBIEHHOTO
NINLLEH3UEN»

«YBenoMJIeHWE O NPeBbILLEHUN
JINLLEH3UPOBAHHOIO KONMYeCTBa
rnosb3oBaTenemn»

BkntoueHne Bo3MOXXHOCTH OTnpaBkKK yBeAOMNIEHUA MO 3ﬂeKTpOHHOﬁ no4yTte o
CUCTEMHOM COBbITUM «3anpoc BXOAa nosib3oBaTena cBepx AMMuTa,
YCTaHOBNEHHOIo NINLEH3NEN»
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13.3 . LLlabnoH gna MoHuTOpuHra Zabbix

Termidesk nopaep>xmMBaeT MOHUTOPUHT COCTOSAHUSA KOMMNoHeHTOB Yepe3 10 Zabbix.

LLlabnoH ansi MOHUTOPUHIA pacnpocTpaHsieTcs Yepe3 1so-obpa3s Termidesk.

B wabnoHe HaxopaTCs METPUKM AONiI9 MOHMTOPUHIra KOMMOHeHTOB Termidesk: «YHuBepcanbHoro
avcnetyepa, «LLnto3a», «MeHemkepa paboumx MecT».

PeanusoBaHbl Kak MpocTbie NpoBepkn (MOAKIOYEHUE K MOPTaM), TakK M OMPOC COCTOSIHUA CNyXb health

checking.

13.4 . OTyeThl

Ons dbopMmnpoBaHMS OTYETOB O COBLITUAX B rpadMyeckoM UHTepdence ynpaBieHUs CneayeT MepenTm

«MOHUTOPUHT - OTUeTbI».

Mo>kHO chOpMUPOBATL CNEAYHOLLME OTHETbI:
* OTYET MO MOCNeAHEMY MOJIb30BATE/IbCKOMY BXOLY B CUCTEMY;
* OTYET MO MOJIb30BATE/IbCKUM CEaHCaM;

" OTYET NO MNoJib30BaTEJIbCKMM MOAKTHOYEHUAM.

Ons dopMupoBaHMa OTYeTa MO MOCNEAHEMY MOJIb30BATENbCKOMY BXOA4Y B CUCTEMY HaXkaTb 3KPAHHYHO
kHonky [Cospatb], BbIGpaTh TMN oTyeTa «OTUET MO NocneaHeMy MONb30BATENbCKOMY BXOLY B CUCTEMY»

1 3aMo/IHMUTb NapaMeTpbl, NepevmcieHHble B ctonbue «MNapameTtp» cneaytoluent Tabnuubl (cm. Tabauua 99).

Tabnuua 99 - NMapameTpbl 415 HGOPMUPOBAHUS OTHETA MO NOCSELHEMY MOMb30BATE/ILCKOMY BXOAY B
Termidesk

Mapametp OnucaHue
«HazBaHune» TekcToBOE HaMMeHOBaHMe OTYeTa
«KoMMeHTapumn» MHbopMaumoHHoe coobLieHme, UCMOoSb3yeMOE 419 OMMCAHUA OTYETA
«[lata 1 BpemMst Hayana» [ata v BpeMsi Hauyana cobbITus, OT KOTOpbIX ByaeT cdhopmmpoBaH oTyeT. s
BblBOpa AaTbl M BpEMEHM HAZ0 HaXKaTb JIEBOM KHOMKOWM MbILLM B NoJe BBOAA,
3aTeM BbIBpaTb HY)KHOE 3HaYeHUE U HaxkaTb Knasuwy <Enter> nons
noaTeepXaeHna Bbibopa

A Ecnu chopmupoBaHHbie OTYETbl HE CoAepXKaT HMKakou MHdopmauumu (nycTbie), HeobxoaMmMo
NMPOBEPUTb, YTO CUCTEMHbIM napameTp ayouta «CoxpaHeHue B BI» ycTaHOBNEH B 3HayeHue
«Oa» (cm. nogpasnen CucteMHble napaMeTpbl ayauTa).

Ona CbOpMMpOBaHMﬂ OTHYETA MO MNOJIb30BaATE/IbCKMM CeaHCaM HaXXaTb 3KPAaHHYH KHOMKY [COBAaTb],

Bbl6paTb Tnn otyeta «OTUYeT NO NONb30BaTENILCKUM CEAHCAM» U 3aM0JIHUTh napaMeTpbl, NepedyncneHHble

B cTonbue «lMapameTp» cnepytoLuen Tabnmupl (cm. Tabnuua 100).
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Tabnuua 100 - MapameTpbl ana bopMMPOBaHMUS OTYETA MO MOJIb30BaTENLCKMM CeaHCaM

MapameTtp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBaHME OTYETa
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMOE A1 ONUCAHUS OTYEeTa

«,El.aTa 1 BpeEM4A Ha4dasa CeaHCa»

[aTta n BpeMa Hadana cobbiTma. [na Bbibopa AaTbl U BpEMEHWU Hag0
HaXkaTb JIEBOM KHOMKOWM MbILUM B MoOJie BBOAA, 3aTEM BblbpaTh HY>KHOE
3HauyeHue 1 HaxkaTb kKnaeuwy <Enter> pna nopgTeepxxaeHus Bbibopa

«,El,aTa 1 BpeMs4 3aBepLueHnsa ceaHCa»

[ata 1 BpeMs 3aBepuieHna cobbiTusa. [1nsa Bbibopa AaTbl U BpEMEHW HaAo
HaXkaTb JIEBOM KHOMKOM MbILW B NOJE BBOAA, 3aTEM BbI6paTb HY>KHOE
3HayYeHMe 1 HaxkaTb Knaeuwy <Enter> ana nopTeepxxaeHus Bbibopa

«JomeH ayTeHTUDMKaLUmU»

HanmeHoBaHue AOMeHa ayTeHTMCI)VIKaLI,MM, Mo KOTOpOMY 6y,u.eT
ocyuwiecTtBneH nonck CcobbITUS

«lMonb3oBaTenb»

Norux noJsib30BaTesns, N0 KOTOpoOMy 6y,u,eT ocyLiecTeneH NoncCK cobbITUA

[ns dopmupoBaHUs oTyeTa MO NoJsIb30BaTENIbCKUM MOAKIIIOYEHUAM HaXKaTb 3KpaHHYo kHonky [Co3paTs],

Bbl6paTb TMn otyeta «OTyeT MO MOMb30BATENbLCKUM noaKNKYeHNAM» U 3an0JIHATb MapaMeTpbl,

nepeyncnieHHble B ctonbue «lMapameTp» cnepytouien Tabnmubl (cm. Tabnuua 101).

Tabnuua 101 - MapameTpbl Ana bopMMpoBaHUA OTYETA MO MOJIb30BATENbCKMM MOAK/THOYEHUAM

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHME OT4eTa
«KomMMmeHTapuii» MHdopmaumoHHoe coobLLEeHMe, MCMONb3yeEMOe A5 ONUCaHUS 0TYeTa

«[JaTta 1 BpeMsi Hayasia NOAK/IHOUEHUS»

[ata 1 BpeMs Hayana cobbiTma. [na Bbibopa AaTbl U BpEMEHU HAAO
HaXKaTb JIEBOM KHOMKOW MbILUM B MoJie BBOAA, 3aTEM Bblb6paTb HY>KHOE
3HayYeHWe M HaxkaTb Knaeuwy <Enter> ansa nogTeep>kaeHUs Boibopa

«,El.a'ra 1 BpeM4 3aBepLUeHNA NOAKNHOYEHUNA»

[ata v BpeMs 3aBepLueHuns cobbitus. [ns Bbibopa faTbl U BpEMEHMU
Ha[0 HaXKaTb JIEBOM KHOMKOM MbILUW B MoJie BBOAA, 3aTeM BblbpaTb
HY>KHOE 3Ha4YeHMWe U HaxkaTb knasuwy <Enter> ans noareepyxaeHus
BblbOpa

Ons npocmotpa cdhopmupoBaHHOro oTyeTa crienyeTt nepentn «MoHuTopuHr — OTueTbi» M BbIbpaTb

Ha3BaHWME OTYETaA.

Mpu nomowm skpaHHoM kHomku [CSV] MOXXHO BbIrpy3nTb B csv-hain BeCb NpeacTaBNeHHbIN OTYET (cm.

PucyHok 76).
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TERMIDESK @ @CMCTeMHblVl nons3oBatens (admini123) v
ﬁ 0630p OTuétel > Bxop B cucTtemy
& KOMMoHeHTbl > OTUET Bxog B cuctemy

OtueT no nocneAHemy Nnosib30BaTe/IbCKOMY BXOZY B CUCTEMY HaunHast ¢ 4 nons 2023 1. 12:12

O-g HacTtpoiiku >

csv ‘

4 Pa6ouve vecta >

Aata ~ Monb3oBaTenb [lomeH ayTeHTUPUKaLUM AaMUHUCTpaTop MepcoHan
03.08.2023, 12:10:04 admin123 BCTpoeHHbIi [Ja Ja
.l Monutopuur > 15 v | HacTp. 1us1 | & < 1us1 | > | »

PucyHok 76 — OkHO cOpMMPOBaHHOIO OTYETa MO MOC/NEAHEMY MOb30BATENLCKOMY BXOAY
13.5. MNMony4yeHne MeTpUK y3110B KOMNOHEHTOB

B Termidesk peanusoBaH ™MexaHu3M API-3anpocoB ansi nosy4YyeHUss METPUK Y3/10B, Ha KOTOPbIX
YCTaHOB/IEHbI KOMMOHEHTbI Termidesk, 4To NO3BONSIET MCMONB30BaTb MOJYUYEHHbIE METPUKM BO BHELLUHUX
cucTeEMax MOHUTOpMHra U HenocpeacTBeHHo B Termidesk. Hanpumep, mMeTpukum ysna «CeccroHHOro
areHTa» MCMonb3ytoTcs B MeXaHW3Max 6anaHCUMPOBKM TEPMMHANIbHbIX CEPBEPOB METanoCTaBLUMKA (CM.
noapasaensl Hactponka ornpaBku MeTpuk ans «CeccMoHHoro areHTa» u banaHcMpoBka noaknoueHuin
Ha OCHOBe 3arpy3sku TepMUHa/IbHbIX CEPBEPOB METaNoCTaBLUMKA).

[Ons nonyyeHns METPUK y310B KOMMOHEHTOB UCMONb3yeTcs bubnmnoTeka psutil, JOKYMEHTALMS KOTOPOM
[OCTyrHa Ha camuTe: https://psutil.readthedocs.io/en/latest/.

®opmat API-3anpoca nonyyeHuss MeTpuK, a TakXKe CMUCOK BO3BPALLAEMbIX METPUK MNpPUBELEH B
pokymeHTe CJIET.10001-0191 01 «WMHcTpykums no wucnonb3oBaHuto. REST API» no kaxpgomy
KOMIMOHEHTY, NOAAEP>KMBAIOLLEMY 3TY DYHKLMOHANBHOCTb, OTAENBHO.

MopnepyxuBaeTcs OTNpaBka METPUK AN CNEAYHOLUX KOMMOHEHTOB:

* «YHMBEpPCaNbHbIA aUcCneTyYep», cM. nogpasgen JocTtynHble koMaHabl Moaynsa «health» pokymeHTa
CNET.10001-01 91 01 «MNHcTpyKuus no ncrnonb3oBaHuto. REST API»;

* «CeccuoHHbIM areHT», cMm nogpasgen [octynHble komaHabl mopyns «health» komnoHeHTa
«CeccroHHbIM areHT» nokymeHTa CJTIET.10001-01 91 01 «MNHcTpykums no ncnonb3oBaHuto. REST
APIl»;

* «AreHT BMpTyanbHOro paboyero mecta», cM. nogpaszen JloctynHole komaHabl Moayns «health»
KOMMNoHeHTa «AreHT BupTyanbHOro paboyero Mecta» pokymeHTa CJIET.10001-0191 01
«UNHcTpyKums no ucnonbsosaHuto. REST API»;

» «Lnto3», cM. nogpasnen JloctynHble koMaHabl Moayns «health» komnoHeHTa «LUnto3» nokymeHTa
CNET.10001-01 91 01 «NHcTpyKums no ncnonb3oBaHuto. REST API».
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14 . CUCTEMA AYIUTA

14.1 . CucreMHble napaMeTpbl ayauTa

Ons KoHpUrypauum cUCTeMHbIX napaMeTpoB ayauTa cnenyeTt nepentm «Hactporkm - CucTteMHble

napameTpbl - AyanT».

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabnamua 101).

Tabnuua 102 — CucteMHble napaMeTpbl ayanTa

Mapametp OnucaHue

«Mcnonb3oBaTb “cTpornin” pexxum ayamurta» BkntoueHune pexknma MakCMMaJibHO MOJIHOMO COXPaHEHUS MHpOPMaL MK O
cobbITMAX ayauTa

«CoxpaHeHue B b» Bbi6op coxpaHeHus cobbiTun ayauTa B B/,

«Bpemsi xpaHeHus 3anucu B B, (aHen)» Bpems xpaHeHus (B fHSX) 3anmcu cobbiTus ayamTa B Bl

«MakcuMyM yaansemMbix cobbITUIN» MakcumManbHoe KONMYeCTBO YAansieMbIX CODbITUIA B XXypHase ayauTa
«CoxpaHeHue B dann» Bbi60op coxpaHeHus cobbiTuM ayauTa B OTAENbHbIN dalin XXypHana
«Marn xpaHeHUs1 COBLITUN» YKazaHue NosIHOro nNyTu K danny XxpaHeHUs XKypHasa cobbiTui ayamTa

npu Bbl6paHHoM onuun «CoxpaHeHune B hann»

«KonunuectBo apxmBHbIX hannoe» MakcuManbHoe KONMYecTBO apXMBHbIX alioB XXypHana cobbiTUM
ayauTa, Mo AOCTUXKEHUM KOTOPOro HauYMHAETCS nepe3anmch

«OTnpaBka B Syslog» HanpaeneHue norvpoBaHusi Ha OTAeNbHbIN Syslog-cepeep
«XocT» IP-apgpec unu ums ysna, Ha KOTOpoM pa3BEpHyTa cny>ba syslog-cepsepa
«[MpoTokon» Bbi6op npoTokona paboTbl 4na cny>x6bl syslog-cepeepa.

HocTynHble 3HaueHus: «UDP», «TCP», «TLS». Mpu ncnonb3osaHum
npoTtokona « TLS» HeobxoanMo yCcTaHOBUTb Ha « YHMBEPCaJIbHbIN
avcnetyep» Termidesk kopHeBor ceptudmkat LLC, ncnonbsytowwmiicsa B
syslog-cepBepe, cornacHo nogpaszeny YcTraHOBKa KOPHEBOMO
cepTudumkarta LeHTpa cepTudmKaumm.

3HaueHue no ymonyaHuto: «UDP»

«[lMopT» MopT, Ha KoTopoM HaxopuTca cnyxba syslog-cepsepa
«KaTteropus coobuieHma» Bbi6op kaTeropmu coobLLEeHMI, KOTOpble OyayT 3anMCbIBaTLCS B KypHa
ayauTa

CobbiTna ayauta, peructpupyemble Termidesk, npuBeseHbl B nogpasgene Tunbl U LWAGNOHDI

perucTpupyembix cobbiTui ayguTa.

14.2 . XXypHanbl
XXypHanbl cepBepa Termidesk xpaHsiTcs B kaTtanore /var/log/termidesk.

YcTaHoBneHbI cnepylowme xxypHanbl Termidesk, paspeneHHble Mo TMnaM COBbITUMA, KOTOpble B HMX

3annCblBakOTCA:
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* auth.log - 3anucbIBatoTCA CObbITUS 06 aBTOpM3auuM cybbekToB B Ternidesk;

* celery-beat.log - 3anNUCbIBatOTCSA COObITUS NMEPUOAMYECKOM NMPOBEPKM COCTOSIHUS 0b6paboTymka
3apaHuK yepes RabbitMQ. MNoaaep>kmBaeTcs aBToMaTMYECKas poTaums XXypHana Ans UCKITHOYEHUS
BO3MOXHOCTM NepernoHEHNS NPOCTPaHCTBA ANCKA;

* celery-worker.log - 3anucbiBalOTCs COObITUS o0bOpaboTumka 3agaHuK  uyepe3 RabbitMQ.
MoppepknBaeTcs  aBTOMaTM4veckas poTauMs  >KypHana ANl UCK/IKYEHUSI  BO3MOXXHOCTM
nepenosIHEHUs MPOCTPaHCTBA ANCKA;

* other.log - 3anucbiBatoTca cobbiTna nnatdopm MK CB bpect n VMware, a Takxe cobbITus, He
OTHOCSILLMECS K APYTMM MOAYNAM;

* services.log - 3anucbiBatoTcs cobbiTUs paboTbl BM Ha nnatdopme oVirt;

* database.log - 3anNMCbIBatOTCA OTNAL0YHble COObITMA BJ;

* termidesk.log - 3anMcbiBatoTCA CObbITUS paboThl « YHUBepcanbHoro gucnetyepa» Termidesk;

* use.log -3anucbiBatOTCa COObITUA NOAKIOUYEHUsI Nonb3oBaTenen PM;

* workers.log - 3anMcbIBatOTCA CObbITUS 06paboTUMKa HOHOBLIX 3a4ay4;

* aggregator.log - 3aNMCbIBatOTCA COBbITUS paboTbl NopTana «Arperatop».

HacTponkn poTauum >KypHanoB onpegeneHbl B KOHMUrypauuoHHoMm danne /etc/logrotate.d/

termidesk.local.

14.3 . HacTpoiika >xypHanMpoBaHus

YpoBeHb XypHaNMpoOBaHUS 3a[aeTCs MapamMeTpoM LOG_LEVEL B KoHdurypaumoHHoMm danne /etc/
opt/termidesk-vdi/termidesk.conf.
[ns nsmeHeHUs ypoBHS XKYpHaNMpPOBaHUS HYXHO:

* U3MeHUTb nNnapameTp LOG_LEVEL;

* nepe3anycTuTb cny>xbbl Termidesk:

1 sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-celery-beat.service termidesk-celery-worker.service

14.4 . MpocMoTp CUCTEMHDIX XXypHaNnoB

Ona npocmoTpa obuiero >XypHana coOObITUKW, CBSiZ3aHHOrO C ¢yHKUMOHMpoBaHWeM Termidesk w
OENCTBUSIMM CYOBEKTOB [A0CTyMna, crenyet nepentv «MoHuTopuHr — CUCTEMHbIE >KYpHanbl», roe
BM3YaNIM3UPYIOTCS CUCTEMHbIE COBbITMA C ykasaHueM ypoBHsa BaxHocTu (CRITICAL, ERROR,
WARNING, INFO, DEBUG) n nctoyHmka BOSHUKHOBEHUSI COObITUS.

Mpy nomowy 3KpaHHOM KHOMKKM [CSV] MOXHO BbIrpy3uTb B csv-chan BeCb NMpeacTaBIeHHbIN >XypHan

CoBbITUMN.
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KonunyectBo cobbiTin, 0TOBpaXkaeMbiX B rpaddmyeckoM MHTepdence Uan 3KCMopTUPYEMbIX B csv-dann,
MOXXHO MEHATb MpM MOMOLUM BbiMagatowero cnmcka «KonuuecTtBo 3anmcert ona 3arpysku». Takum

obpazom, MoxxHo 3agaTb 100, 500, 1000 3anuncen nnum BBECTU CBOE 3HAYEHME B 4OCTYMHOM rMOJeE.

= @ TERM' DESI—( @ @ CucTemHbli nonk3osarens (adminé09) v

e
& KoMmnoHeHTbl > XypHan
,@ HacTpoiiku > C|[[10cex ~ Mouck Q IKoane:‘rBo sanucei AnA 3arpysku || Bolbepute numnT csv
o cooBLIEHWIO
+ (v
Aata YpoBeHs | WcTouHuk = CoooblyeHune 100
[ Paborive mecta >
25.09.2023, 14:56:37 INFO admin OBHOBKA NapameTpsl KOHGUrYpaLrK 500
25.09.2023, 14:53:50 INFO web Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Win 1000
.-I|I MOHUTOPUHT > AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.ou
25.09.2023, 14:53:50 INFO web user admin609 has Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64;
%64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

PucyHok 77 — OTobpaykeHne obLLero >xypHana B rpadmyeckomM nHTepdence ynpasneHus Termidesk

Lna npocMoTpa >KypHana cobbiTUI, CBA3aHHOIO C OEUCTBUSIMU CYObEKTOB AOCTyMa, ClieayeT MepenTu
«MOHUTOPUHT — AyanT».

Mpu nomowm 3kpaHHOM KHOMKM [CSV] (cm. PucyHok 78) MOXHO BbIrpy3uTb B csv-bann Becb
NpeacTaBAEHHbIN XYPHa COBbITUMN, MO0 CTPOKU COBBLITUN.

KonnuyectBo cobbiTin, 0TOBpaXkaeMbiX B rpadmyeckoM MHTepdence mam 3KCNopTUpPYeEMbIX B csv-dann,
MOXXHO MEHATb Mpu MoMoLWM Bbinagarowero cnucka «Konuuectso 3anmcent A8 BbIrpyskm». Takum
obpazom, MoxkHo 3agaTb 100, 500, 1000 3anucen unum BBECTM CBOE 3HAYEHME B LOCTYMNHOM Mofe.

Mpu nomoLLm akpaHHoM kHonku [KonupoBatb] cTpoku cobbITHIM MOXHO CKOMMPOBaThb B Bydep obMeHa.

& Ecnv cobbiTus ayauTta He oTobpaxkatoTcs BO BKIaake « MOHUTOpUHN — AyauT», TO HeobxoguMo
ybeantbcs, uto B «Hactporku - CucteMHble napametpbl - Ayamut» napametp «CoxpaHeHue B
b» vmeeT 3HaueHue «da».

— @ TERMlDESK ® @ Cuctembiii nonbsosatens (adminG09) v
& onr
& KowmroHenTsl > XKypHan cobbITrin
x HacTpoiiku > Mowck: X Q Konuuecteo 3anuceid 4na sarpysku Boibepute tumnT v I
Mo NoNbL30BaTENH WK IP aapecy
- + | v
Co6bITHE nioboe cobbiTue + | mpowsolwno c 4 || Oumcruts CSV | KonuposaTb

[d Pa6oume mecta > e — 100

fata CobbiThe Onud 500

25.09.2023, 14:56:37 termidesk.audit.events.web.SystemConfigChanged = Mons 1000 HHBIA)" U3MEHWA CUCTEMHBIE NapameTpsl (ip-agpec 10.10.100.5)
ll MorwTopukr > 15 v |Hacrp. w1 € < w1 > »

PucyHok 78 — OTobpaxkeHuWe KypHana ayamTa B rpadmyeckoM nHTepderice ynpaenenus Termidesk
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14.5 . MNMpocMoTp LEeHTpaNIU30BaHHbIX XXypHanoB ¢epMbl

[Ons npocMoTpa LEHTPaNU30BaHHbIX >XYPHANOB COBbITUM, CBA3aHHOIO C PYyHKUMOHUPOBAHMEM depMbl
Termidesk, cnenyet nepentn «MoHUTOPUHI - XKypHanbl depMbl», rae BU3YanmnsMpyroTcs cobbiTUs 13

«XPpaHUIMLLA XKYPHANOB».

® depma Termidesk - noruueckoe obbeamHeHune y3nos Termidesk, B3auMoaenCTBYHOLMX C OAHOM

bA.

Lna oTobparkeHUs coBbITUIM HY)KHO YBeamTbCs, YTOo:
» nobaeneH u HactpoeH «PeTpaHcnaTtop» cornacHo nogpasgenam Job6aeneHue «PeTpaHcnstopa»
n Hactpoiika y3na «PeTtpaHcnsTopa»;
* n06aBneHo «XpaHWIMLLE >KYpPHANOB» COMMacHO nogpasgeny YnpasneHue « XpaHUAULLLAMU

>KYPHaJIOB».

Mo YMOJTHaHNKO 3arnncu cobbITUM npeancrtaB/ieHbl B Tabnn4yHoOM Bnae n ynopagoyeHbl COrsiaCHo CTOJ'I6LI,y

((BpEMﬂ». OcHoBHble napaMeTpbl CNUCKa npmnBegeHbl B Ta6nmu,e (cm. Tabnuua 103).

Tabnuua 103 — OcHOBHble NapaMeTpbl CANCKA COBbITUM LEHTPANIM30BAHHOMO XXYPHana

Mapametp OnucaHue
«Bpema» Bpems peructpaumm cobbitus
«MNcTouHMK Cuctemubinn UUID y3na, koTopbIn 3aperncTpmpoBan cobbiTue
«Tun» Twun nopTana, KOTOPbIN 3aperucTpMpoBan cobbITHE.

MokeT 6bITb: «admin» («[NopTan agMUHUCTpaTopa»), «user» («MMopTan
nonb3oBartens»), «universal» («MopTan yHMBepcanbHbIN»)

«YpoBeHb» Kateropus coobLieHus.
Bo3moykHble 3HaueHusa:«INFO», « DEBUG», «kERROR»

«Mogynb» Cnyxba Termidesk, koTopasi 3apernctpuposana cobbiTue

«CoobLeHune» MoppobHoe onucaHue cobbiTus

14.6 . OnucaHue WabnoHoB cobbITUI ayauTa

14.6.1 . Tunbl paHHbIX perucTpupyeMon nHopMaLum cobbiTUi ayauTa
Mpu dukcaumm cobbiTUM ayamTa MUCNOMb3YETCS psif TUMOB AaHHbIX (cM. Tabnuua 104) permcTpupyemom
MHbOPMaLMM, COCTAB KOTOPbIX MOXET OT/IMYATLCS A9 Pa3HbIX COBbITUN.

Tabnuua 104 — Tunbl AaHHbIX perucTpupyemon nHbopMauum

Tun paHHbIX OnucaHue

Data/Bpems Hata 1 Bpems ykasbiatoTcst B popmaTe: DD.MM.YYYY, hh:mm:ss,
roe:

DD.MM.YYYY 0B603HauaeT «AeHbY» - KMECAL» - KrOA»;

hh:mm:ss 0603HayaeT 3/1eMeHTbl BPEMEHU «YaC» - KMUHYTa» -
«CeKyHaa»;

«€.» N «:» UCNONb3YHOTCA KakK pasfennTeny B 0603HaYeHUSX AaTbl U
BPEMEHU AHS COOTBETCTBEHHO
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Tuvn paHHbIX

OnucaHue

Nmsa/normn

06bEKTY

NpeHTUbUKaLMOHHbIE JaHHble CyBbekTa, COBEPLUAIOLLErO AOCTYN K

HaumeHoBaHMe napamMeTpa/cekummn/monnTmnkim

YKasblBaeT 06beKT, Hag, KOTOPbIM NMPOM3BOAUTCA AEUCTBUE

3HaueHune

BbIMOMHEHNA Had HUM onepauumn

Yka3biBaeTcs 3HayeHue, KoTopoe NpuHUMan Nnu NpUHAan 06beKkT nocne

Tun 06bEKTa/CYLLHOCTH

Yka3biBaeT TUM 06beKTa, Hag, KOTOPbIM MPOU3BOANTCS AeUCTBUE

[encreue

HasBaHue onepaunn, KOTOpyro coBepLunn Cy6'bEKT Han 06bEeKTOM

ypOBEHb Ba>XHOCTU

MokasaTenb KPUTUYHOCTHU cobbITUA

MaoeHTudukatop YKa3bIBatOT YHUKaNbHYO (419 COOTBETCTBYHOLLErO
06bekTa) NoCnefoBaTeNbHOCTb YMCEN AJiS €r0 OAHO3HAYHOM
UOEHTUDUKALMMU

IP-appec 32-6uTtosoe uncno. Mopmon 3anucu |P-agpeca aBnseTcs 3anucb B BUAE

Toukamu (Hanpumep, 192.0.2.1)

YyeTblpex AeCATUYHbIX Ymcen 3HadeHmeMm oT 0 go 255, pasaeneHHbIx

14.6.2 . Tunbl 1 WabnoHbl perucTpmMpyeMbix cobbiTui ayauTa

Cnu1cok perucTpupyembix CObbITUI U WabMOHbI K HUM NMpUBEAEHbI B Tabnmue (cm. Tabnuua 105).

Tabnuua 105 = CnmMcok TMNOoB M WabiOHOB PErUCTPUPYEMbIX CODLITUIM ayamTa

HaumeHoBaHue cobbiTus

Cocrae peructpupyemoii uHdopmauum

LLIa6noH pervcrpaumm
cobbiTus

CobbiTHs,

CBSi3aHHbIe C KOMaHAHOM CTPOKOM

M3MeHeHMe CUCTEMHbIX NMapaMeTpoB
«YHuMBepCcaNbHOro gucneTyepa» yYepes
KOMaHOHY CTPOKY
cli.SystemConfigChanged

Peructpupyerca:

* JIOrMH nosnb3oBaTensi (username);

* Ha3BaHMWe cekuuu (section_name);

* Ha3BaHME U3MEHSIEMOrO NapaMeTpa;
(parameter_key);

* HOBOe 3HaYeHWe napameTpa
(parameter_value)

«[lMonb3oBaTenb
"[username]"” usMeHun
CUCTEMHbIN NapamMeTp
[section_name].
[parameter_key]=[par
ameter_value]»

CRU- onepaumu c 06bekTaMu Yepes KOMaHAHYO
CTpOKY
cli.EntityAction

Peructpupyetcs:

* MMsI CUCTEMHOrO MOJb30BaTENS,
3anycTumBLLero koMaHay (username);

" TUN CyWHOCTH (entity);

" YHUKaNbHbIW uaeHTUbUKaTop (uuid);

* TUnN obbekTa (subtype);

* Ha3BaHMWe obbekTa (name);

= [euncTBue Hafg obbekToM (action)

«lMonb3oBaTtenb
"[username]"” BbIMNOAHUN
onepauuto [action] ansa
obbekTa [entity]
([uuid]) [subtype]
"[name]"»

Bxop, nonb3oBaTens B cMCTEMY Yepes KOMaHAHYH
CTPOKY
cli.UserLogin

Peructpupyerca:

* HanMMeHOBaHMWe JOMeHa
ayTeHTUdUKaumm (authenticator);

* JIOrWMH nosnb3oBaTens (username);

* Tun noptana (portal);

* uaeHTudwmKaTop noptana (portal_uuid)

«[lMonb3oBaTenb
"[username]
([authenticator])"
BOLLIENT B CUCTEMY Yepes
[portall]
([portal_uuid])»

Bbixop nonb3oBaTensi U3 cUCTEMbI Yepes
KOMaHAHYH CTPOKY

cli.UserLogout

Peructpupyerca:

* HanMMeHOBaHMWe JOMeHa
ayTeHTUdUKaumm (authenticator);

* JIOTWMH nosnb3oBaTens (username);

* Tun noptana (portal);

* upeHTudwmKaTop noptana (portal_uuid)

«[lMonb3oBaTenb
"[username]
([authenticator])"
BbILLEJ U3 CUCTEMbI Yepes
[portall]
([portal_uuid])»

COGbITWil, CBAA3aHHbIe C NOJINTUKaMU
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MN3meHeHMe rnobanbHbIX NOANTUK
policies.GlobalPolicyChanged

Peructpupyetcs:

UMs nonb3osaTtens (username);
Ha3BaHMWe AOMeHa ayTeHTUbUKaLum
nonb3oBatens (authenticator_name);
Ha3BaHWe NosnMTUKK (policy_name);
HOBOE 3Ha4yeHue B APY>KECTBEHHOM K
nonb3oBaTesto onucaHum (value);
naeHTUdMKaTop AOMeHa
ayTeHTUdUKaLMKM nonb3osaTens
(authenticator_uuid);

HOBOE 3Ha4YeHWe B OPUrMHANbHOM
¢dopmate (value_raw)

«[Monb3oBaTenb
"[username]
([authenticator_name]
" U3MEHUN 3HaYeHne
rnobanbHOM NOAUTUKMU
"[policy_name]” Ha
"[value]"»

M3meHeHne nonntuk PM
policies.DeployedServicePolicyChanged

Peructpupyetcs:

UMs nonb3osaTtens (username);
Ha3BaHWe JOMeHa ayTeHTUdMKaLun
nonb3oBatens (authenticator_name);
Ha3BaHWe NosnMTuKK (policy_name);
Ha3BaHue ¢oHga PM
(deployed_service_name);

HOBOE 3Ha4YeHMe B APY>KECTBEHHOM K
nosib3oBaTesto onucaHum (value);
MAEHTUbMKATOP LOMEHA
ayTeHTUdUKaLUKM nonb3oBaTens
(authenticator_uuid);
maeHTudmkatop poHaa PM
(deployed_service_uuid);

HOBOE 3Ha4YeHUe B OPUTMHaIbHOM
¢dopmate (value_raw)

«[Monb3oBaTenb
"[username]
([authenticator_name]
" U3MEHUN 3HaYeHne
MOMNTUKM
"[policy_name]l” ons
¢doHpa
"[deployed_service_na
me]"Ha "[value]"»

Cé6poc nonutukn PM
policies.DeployedServicePolicyDeleted

Peructpupyercs:

MMs nonb3oBaTens (username);
Ha3BaHWe [AOMeHa ayTeHTUdUKauum
nosb3osatens (authenticator_name);
Ha3BaHWe NoanTukK (policy_name);
Ha3BaHue doHaa PM
(deployed_service_name);
naeHTUdUKaTop foMeHa
ayTeHTUbUKaLMM Nonb3oBaTesns
(authenticator_uuid);
maeHTudbmkaTop poHga PM
(deployed_service_uuid)

«lMonb3oBartenb
"[username]
([authenticator_name]
)" cbpocmn 3Ha4eHUne
NOSIUTUKM
"[policy_name]l” pna
dboHaa
"[deployed_service_na
me]"»

Cb6poc rnobanbHbIX NOJUTUK
policies.GlobalPolicyDeleted

Peructpupyercs:

MMs nonb3oBaTens (username);
Ha3BaHWe AOMeHa ayTeHTUdUKauum
nosb3osatens (authenticator_name);
Ha3BaHWe NoauTukK (policy_name);
MAEHTUbMKATOP LOMEHA
ayTeHTUdUKaLUKM Nonb3oBaTens
(authenticator_uuid)

«[lMonb3oBatenb
"[username]
([authenticator_name]
)" cbpocun 3Ha4eHune
rnobanbHOM NOAUTUKM
"[policy_name]"»

CobbiTua, cBA3aHHbIE C NOJb30BaTENIEM

MopkntoyeHne nonb3osatens kK PM
workplace.UserConnected

Peructpupyetcsa:

Ha3BaHMWE AOMeHa ayTeHTUbUKaL UK
nonb3oeatens (authenticator);
JIOrVH nonb3oBaTens (username);
ums doHga PM (workplace);

uMs BblaaHHoM BM (vm_name);
IP-appec BbigaHHOM BM (vim_1ip);
NpoToKon AocTaBku (transport)

«K pabouemy mecty
[vm_name]([vm_ip])
doHpa [workplace]
nonb3oBaTens
"[username]
([authenticator])"”
npou3BeaeHo
NnoaKAtoUeHme C
MOMOLLbIO NMPOTOKOA
[transport]»
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OTkntoueHme nonb3osatensa ot PM
workplace.UserDisconnected

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

* uma doHga PM (workplace);

* 1M BbliaHHoM BM (vm_name);

* |P-agpec BbigaHHoi BM (vm_1ip);

* MPOTOKON AOCTaBKM (transport)

«[MopokntoueHme K
pabouyemy MecTy
[vm_name]([vm_ip])
¢doHpa [workplace]
nonb3oBaTens
"[username]
([authenticator])" no
rnpotokony [transport]
pasopBaHoO»

Bxop, nonb3sosatena 8 OC PM
workplace.UserlLogin

Peructpupyercs:

* Ha3BaHMWe AOMeHa ayTeHTUbUKaL UK
nonb3oBatens (authenticator);

* JloruH nonb3oBatens (username);

* LMS NOMb30BaTENS COBEPLLAOLLENO BXOA,
B roctesyto OC BM
(guest_os_username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* uma doHga PM (workplace);

* uMms BblgaHHoM BM (vm_name);

* |P-agpec BbigaHHor BM (vm_1ip)

«lMonb3oBartenb
"[username]
([authenticator])"”
BoLen B roctesyto OC
BM [vm_name]
(Lvm_ip]) doxpa
[workplace] kak
rnonb30BaTeNb
[guest_os_username] c
ip-apgpeca [ip]»

Bbixon nonb3osatensa us OC BM
workplace.UserlLogout

Peructpupyercs:

* Ha3BaHMWe AOMeHa ayTeHTUbUKaLUm
nonb3oBatens (authenticator);

* JIOrMH nosnb3oBaTensi (username);

* LMS NOMb30BaTENS COBEPLLAOLLENO BXOA,
B roctesyto OC BM
(guest_os_username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* uma doHga PM (workplace);

* uMms BblgaHHoM BM (vm_name);

* |P-agpec BbigaHHor BM (vm_+ip)

«lMonb3oBartenb
"[username]
([authenticator])"”
Bbiwen u3 rocteson OC
BM [vm_name]
(Lvm_ip]) doHpa
[workplace] kak
Nnonb30BaTeNb
[guest_os_username] c
ip-appeca [ip]»

bnokupoeka PM
workplace.UserLock

Peructpupyercs:

* HasBaHMWe AOMeHa ayTeHTUbUKaL UK
nonb3oBatens (authenticator);

* JIOrMH nosnb3oBaTensi (username);

* M9 M0/Ib30BaTENA COBEPLLAIOLLErO
Bbixoa, 13 roctesont OC BM
(guest_os_username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* uma doHga PM (workplace);

* uMms BblgaHHoM BM (vm_name);

* |P-agpec BbigaHHor BM (vm_+ip)

«lMonb3oBartenb
"[username]
([authenticator])"”
3a6/10KMpPOBan roCcTeBYHO
OC BM [vm_name]
([vm_ip]) doraa
[workplace] kak
Nnonb30BaTeNb
[guest_os_username]»

Paszbnokupoeka PM
workplace.UserUnlock

Peructpupyercs:

* HasBaHMWe AOMeHa ayTeHTUbUKaLUm
nonb3oBatens (authenticator);

* JIOrMH nosnb3oBaTensi (username);

* 1M$ M0/b30BaTENA COBEPLLAIOLLLErO
Bbixoa, 13 roctesont OC BM
(guest_os_username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* uma doHga PM (workplace);

* uMms BblgaHHoM BM (vm_name);

* |P-agpec BbigaHHor BM (vm_1ip)

«lMonb3oBartenb
"[username]
([authenticator])"”
pa360KMpoBan rocTeBYHO
OC BM [vm_name]
([vm_ip]) doHaa
[workplace] kak
rnonb30BaTeNb
[guest_os_username]»
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Monb3oBaTtenb HeaKTUBEH
workplace.UserIdle

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 rocteson OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHga PM (workplace);

* uMg BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
HeaKTMBEH B rOCTEBOM
OC BM [vm_name]
([vm_ip]) doHpa
[workplace] kak
nonb3oBaTesb
[guest_os_username]»

Monb3oBaTtenb akTUBEH
workplace.UserActive

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrvH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 roctesonn OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHaa PM (workplace);

* uMg BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
BHOBb aKTUBEH B
rocteson OC BM
[vm_name] ([vm_ip])
¢doHaa [workplace] Kak
nonb3oBaTeb
[guest_os_username]»

paboThbl
user .WorkplaceConnectionRequest

MopaxnroueHune nonbsosatensa K PM u Havano

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* HasBaHue doHaa PM (workplace);

* uMg BblaaHHoM BM (vm_name);

* Ha3BaHMWe NPOTOKOMA AOCTABKM
(transport)

«[Monb3oBaTenb
"[username]
([authenticator])"”
nogkntoumnaca Kk BM
[vm_name] doHaa
[workplace] no
npotokony [transport]
c ip-agpeca [ip]»

OTtnpaBka coobiueHus B PM
user.WorkplaceMessageSent

Peructpupyercs:

* Ha3BaHMWe JOMeHa ayTeHTUbUKauum
nonb3oBatens (authenticator);

* naeHTUdMKATOp AOMEHa
ayTeHTUbUKALMM NoNb30BaTeNs!
(authenticator_uuid);

* uMg nonb3oBatens (username);

* HasBaHue ¢poHga PM
(deployed_service_name);

* unaeHTudukatop dpoHga PM
(deployed_service_uuid);

* HasBaHue PM (user_service_name);

* unaeHTudukatop PM
(user_service_uuid);

* TUn coobieHums (msg_level);

" TeKCT coobLleHus (msg_text)

«lMonb3oBartenb
[username]
([authenticator])
oTnpaBua coobLueHne
"[msg_text]" ypoBHs
[msg_level] Ha pabouee
MecTo
[user_service_name]
¢doHpa
[deployed_service_na
me]»

HasHaueHue nonb3oBaTens Ha PM
workplace.UserAssigned

Peructpupyetcsa:

* IOrvH nonb3oBaTens (username);

* Ha3HaYeHHbIM NONb30BaTENb
(assigned_to);

* KeM HasHayeH Nosb3oBaTesb
(assigned_by);

= BpeMs Ha3HayeHus (assignment_time)

«lMonb3oBatenb
"[username]” Ha3HaueH
Ha paboyee MecTo
"[assigned_to]"
Mo/b30BaTENIEM
"[assigned_by]"»

CobbITus, cBa3aHHbIe ¢ Be6-uHTepdeincom
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Bxopn nonb3oBaTens B cucTemMy yepes Beb-
uHTepdenc

web.UserlLogin

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

= Tun noptana (portal);

* uaeHTudmKaTop noptana (portal_uuid)

«[Monb3oBaTenb
"[username]
([authenticator])"”
BOLLIENT B CUCTEMY C
ip-appeca [1ip]uyepes
[portal]
([portal_uuid])»

Bbixon nonb3oBatens u3s Beb-nHTepdenca
web.UserlLogout

Peructpupyetcsa:

* Ha3BaHuWe JoMeHa ayTeHTubUuKaumum
nonb3oBatens (authenticator);

* JIOrMH nonb3oBaTens (username);

= |P-appec, c koToporo 6bi1 caenaH
3anpoc (ip);

= Tun noptana (portal);

* uaeHTUdmKaTop noptana (portal_uutid)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
BblLLeN U3 cucTembl (ip-
appec [ip]) vepes
[portal]
([portal_uuid])»

M3MeHeHMe CUCTEMHbIX NapaMeTpoB
«YHMBEpCaNbHOro gucneTyepa»

web.SystemConfigChanged

Peructpupyercs:

* HasBaHMWe AOMeHa ayTeHTUbUKaLuu
nonb3oBatens (authenticator);

* JIOrMH nonb3oBaTensi (username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip)

«lMonb3oBartenb
"[username]
([authenticator])"”
M3MEHUJT CUCTEMHbIE
napameTpsbl (ip-agpec
[ip])»

CRUD onepauuu c obbektamu yepes REST API
web.EntityAction

Peructpupyercs:

* HasBaHMWe AOMeHa ayTeHTUbUKaLuu
nonb3oBatens (authenticator);

* JIOrMH nosnb3oBaTensi (username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

" TUM CYWHOCTU (entity);

= upeHTUdmkKaTop (uuid);

* TUN obbekTa (subtype);

* Ha3BaHue obbekTa (name);

= [encTBue Hapg obbekToM (action)

«lMonb3oBartenb
"[username]
([authenticator])"”
BbINOJIHWMA OMepaLmio
[action] ansa obbekTa
[entity] ([uuid])
[subtype] "[name]” (ip-
agpec [ip])»

3arpy3ka danna nuueHsum yepes REST API
web.LicenseUpdated

Peructpupyetcs:

* Ha3BaHWe JOMEeHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrMH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

= uMa danna IMueH3um
(license_file_name)

«[Monb3oBaTenb
"[username]
([authenticator])"”
3arpysus HoBblM cann
NULEH3UNU
[license_file_name]
c ip-appeca [ip]»

MpekpalleHre ceccum Nonb3oBaTessi Mo KoMaHAae
¢ «YHuBepcanbHOro amMcrneryepa»

web.LogoffUserservice

Peructpupyetcsa:
* NOrvH nonb3oBaTens (user);
* paHHble rocteBor BM, ceccuto koTopon
npekpatuan (userservice)

«Monb3osartens "[user]”
OTNpaBu 3anpoc Ha
npekpaLleHmne ceccum
[userservice]»

C6poc ceccum nonb3oBaTens No KOMaHAE C
«YHUBEpPCanbHOro agucneTyepa»

web.DisconnectUserservice

Peructpupyetcs:
* JIOrMH nosnb3oBaTens (user);
= JaHHble rocteBor BM, ceccuto koTopon
npekpatunu (userservice)

«[lMonb3oBatensb "[user]”
OTMnpaBu 3anpoc Ha
cbpoc ceccum
[userservice]»
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MonbiTka NoBbILEHUS NpaB
web.AdminAssigned

Peructpupyetcs:

* JIOrMH nosnb3oBaTens (user);

* MoNb30BaTeNb, KOTOPOMY Ha3Ha4YakoTCsl
npasa (userl);

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator)

:param username: JIoruH nonb3oBaTens -
args[0]
:param assigned_to: MNMonb3oBatesnsb,
KOTOpOMY Ha3HayatoTcs npasa - args[1]
:param auth_domain: JomeH
ayTeHTUbUKauum - args[2]

«[Monb3oBatensb "[user]
nonbITancs YyCTaHOBUTb
TUN YYEeTHOM 3anuncum
"ALMUHUCTpaTop” ons
nonb3osatensa "[userl]”
B JloMeHe
ayTeHTUGUKauUm
"[authenticator]"»

CobbITus, cBazaHHbIe C pasHbiMu AP

Bxopn nonb3osaTens B cuctemy yepes API
api.UserlLogin

Peructpupyercs:

* Ha3BaHMWe AOMeHa ayTeHTUbUKaL UK
nonb3oBatens (authenticator);

* JIOrMH nosnb3oBaTensi (username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* Tun nopTana (portal);

* upeHTudmKaTop noptana (portal_uuid)

«lMonb3oBartenb
"[username]
([authenticator])"”
BOLLIENT B CUCTEMY C ip-
agpeca [ip]4epes
[portal]
([portal_uuid])»

Bbixon nonb3oBatens u3 cuctembl yepes API
api.UserlLogout

* Ha3BaHuWe JOMeHa ayTeHTUbUKaLnm
nonb3oBatens (authenticator);

* NOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

= Tun noptana (portal);

* unaeHTudmkaTop noptana (portal_uuid)

«[Monb3oBaTenb
"[username]
([authenticator])"”
BbILLEN U3 CUCTEMDI C ip-
agpeca [ip] 4epes
[portal]
([portal_uuid])»

14.6.3 . PopmaTbl perucTpupyeMbix cobbITUIA ayauTa U UX NpUMepbI

Kaxxpasa 3anucb ayamTa

perncTpupyoTcs B

dopmare:

[faTa]

[termidesk.audit.events.HanmeHoBaHMe co6bITMA] [TEKCT CO6GLITMA COrfacHo wabnoHy].

Mpumep perucTpauum cobbiTUS ayauTa «M3MeHeHWe CUCTEMHbIX MapaMeTpoB «YHUBeEpPCasbHOro

avcneTtyepa»:

Hata

CobbiTne

TekeT cobbiTus

28.08.2023, 16:55:35
gChanged

termidesk.audit.events.web.SystemConfi

«[Nonb3oBatenb "adminl23(BcTpoeHHbin)”
M3MEeHWUN CUCTEMHbIe napaMeTpbl (ip-agpec
192.0.2.1)»

Mpumep pernctpauum cobbiTns ayamta « CRUD onepaunn c obbektamum vepes REST API»:

JHaTa

CobbiTHe

TekcT cobbiTUs

28.08.2023, 17:02:59
ion

termidesk.audit.events.web.EntityAct

«[Nonb3oBaTenb "u(BcTpoeHHbIN)" BbINOAHMA
onepauuto read ans obvekTa Provider (c1305fb0-
e2ab-5fae-905b-b441c816f1f9) SessionsPlatform
"RDS Provider (ip)" (ip-agpec 192.0.2.1)»

Mpumep permcTpaumm cobbiTus ayamTta «lonb3oBaTeNlb HEAKTUBEH»:

JHara

CobbiTne

TekcT cobbiTus

28.08.2023, 17:04:00
Idle

termidesk.audit.events.workplace.User

«lMonb3oBatens "userl(FreelPA)" HeakTVBeH B
roctesot OC BM al7olf-a17s-120(192.0.2.1)
doHpa al7olf-al7s-2 kak nonb3oBaTeNb U»
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14.7 . OTcnexkmBaHMUe >XM3HEHHOIO LIMK/1a CECCUIA U peCypCOB NoJb30BaTes1e

HaunHas ¢ Termidesk Bepcumn 5.0 nopaep>xmBaeTcsi BO3MOXHOCTb OTC/IEAUTbL AENCTBMS MOMb30BaTeENs
(M1 agMUHKUCTpaTopa) MO MAEHTUPUKATOPaM, KOTOPbIMU MApKUPYHOTCS BCE COBbITUS, OTHOCALLMXCA K
paboTte c Termidesk c MOMeHTa ayTeHTUhMKALMKU M 40 3aBepLUEHMS paboTbl:

* rnobanbHbIM YHUKaNbHbIA CEeCCUMOHHbIM mnaeHTUdMkaTop (Global Unique Session ID, GUSID,
'YCH) - no3sonsieT ogHO3HA4YHO COMOCTaBUTb CyObEKT (MONb30BaTeNs UM agMUHUCTpaTopa) U
Npou3BoauMble UM dencTeus. MNMpucBanBaeTcs B MOMEHT ayTeHTUdMKauumn B Termidesk;

* YHUKaNbHbIM mMaeHTUdMKaTop 3anycka pecypca (Unique Resource Start ID, URSI) - nossonser
OZHO3HAYHO COMOCTaBWUTbL MOJIb30BATENS U KOHKPETHbIN pecypc, KOTOpbI OH nosy4yaet - PM n/munu

npunnoxxeHue. anICBaVIBaETCH B MOMEHT 3anycCKa nosib3oBaTesieM pecypcCa.

nOCJ'Ie,EI,OBaTeJ'IbHOCTb NMPpUCBOEHUNA N OTIMNPABKU VI,EI,eHTMCI)VIKaTOPOB npenctaBsieHa Ha PUCYHKE.

@ & =

Knnent YHuBepcaabHbIi ko3 Arent BPM CeccHoHHBII areHT STAL
AUCTeTYep
———AUTHENTICATION— >

GUSID:

GUSID

Request VM

URSI

URSI

[ Delivery protocol, GUSID, URSI::>

GUSID, URSI

GUSID, URSI

GUSID, URSI

PucyHok 79 - MocnenoBatenbHocTb npucsoeHus u otnpaskun GUSID u URSI
AHHynupoaHme GUSID npoucxogut npu:
* 3aBEpLUEHMM CECCUM MO MCTEYEHUW BPEMEHMU, 33JaHHOrO0 MapameTpoM «[nuTenbHoOCTb ceccum
nonb3oBatens» wunn «nutenbHocTb ceccum agMuHUcCTpatopa» (CM. noppasaen [lapaMeTpbl

6e3onacHocTn Termidesk);
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OTK/IFOYEHUM OT « YHMBEPCANIbHOIO AUCTIETYEPAY;

3aKpbITMM KOMMoHeHTa «KnueHT» nonb3oBartenem;

3aMnycke HOBOro 3K3eMMaspa KOMMOHeHTa «KnueHT» Ha TOM >Ke MoJb30BaTeNbCKkoM pabouer
CTaHUMK;

HEBO3MOXXHOCTM BOCCTAHOB/EHMA MOAKOUYEHUs nocsie obpbiBa ceasn - GUSID u URSI 6ynyT
CUNTATbCA HEQAENCTBUTENbHLIMU UM MNPU  CNELYHOLLEM TMOAKIHOYEHUN K «YHUBEPCANbHOMY

avcneTyepy» 6yayT HazHauyeHbl HOBbIE UAEHTUDUKATOPSI.

AnHynmnposaHmne URSI npouncxoguT npu:

3aKpbITUW MONb30BATENEM OKHA OMyOIMKOBAaHHOIO MPWUIIOXKEHUS WW BbIXOAE U3 ceaHca PM
(logoff);

OTKNtoYeHMM oT ceaHca PM (disconnect);

3aKpbITUM KOMMOHeHTa «KnueHT» 1 okHa nporpaMmbl goctaBkn PM (termidesk-viewer);
HEBO3MOXXHOCTM BOCCTAHOB/IEHMS MOAKOYEHUS nocsie obpbiBa ceasmn - GUSID u URSI 6ynyT
CUNTATbCA  HENEUCTBUTENIbHBIMM U MpU  CNEefYHOLEM  MOAK/IHOYEHMM  MoSb3oBaTens K

«YHUBEpCanbHOMY AucneTyepy» ByayT Ha3Ha4YeHbl HOBbIE MAEHTUDUKATOPDI

GUSID u URSI peructpupytoTcs B KypHanax:

koMnoHeHTa «CeCCUOHHbIN areHT»;

KOMMOHEHTa «AreHT BUPTYyasibHOro paboyero MecTa».

CobbiTus, ceasaHHble ¢ GUSID u URSI, xpaHaTtca B BA. OHKM foocTynHbl A8 NpocMoOTpa B XXypHasie Ha

noptane Termidesk (cM. nogpasgen MpocMoTp XXypHanoB). [prMep COOBLLEHUSI OT UCTOUYHMKA «agent»:
«preConnect. User: u, Protocol: spice, GUSID: 93418bcd-5c95-5f46-aelb-980a8519ae8f, URSI:
73fe89e3-5fe4-5b02-81a8-06b8e3bac2dl».
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15. YMPABJ/IEHUE UHOPACTPYKTYPOW TERMIDESK

15.1. O6wme cBepeHus 06 MHPpacTpykType Termidesk

Pazpen «MHdpacTpykTypa» npesHasHavyeH 4SS UCMOMb30BaHUS B Ka4eCTBE eAMHOrO LIEeHTpa YrpaB/ieHus
npw pacnpeaeneHHon yctaHoBke Termidesk. OH no3BonseT LEeHTPaNM30BaHHO YNpPaBasaTb KOMMNOHEHTaMM
M NPOCMaTPUBATb UX CTATYC Ha cepBepe.

MpocMOTp KOMMOHEHTOB M WX COCTOSAHMSA Takxke poctyrneH B pasgene «0O630p» (cm. PucyHok 80),
HaMMEHOBaHMS 3/IEMEHTOB B KOTOPOM C/Y>XaT aKTUBHOM CCbIJIKOM Ha COOTBETCTBYHOLLMI NOApa3aen Beb-
nHTepdenca.

CocTosiHMe KOMMOHEHTA BU3Yann3npyeTcs MUKTOrpaMMO:
. @ - KOJTMYECTBO Y3/10B, HaxoaaLmxcsa B cTatyce «ok», koTopoe BepHyn 3anpoc healthcheck;

2
. ‘3\ - KONIMYECTBO Y3/10B, HaxoOsaLLMXCA B CTaTyce «maintance» (Texobcny>kuBaHue), KoTopoe
BepHyn 3anpoc healthcheck;

. @ - KONIMYECTBO Y3/10B, HaxoAALIMXCS B CTaTyce «error» (OowmnbKa), KOTOpoe BepHY/ 3amnpoc
healthcheck;

. - KOJIMYECTBO Y3/10B, HAXOAALLMXCS B CTaTyce «unknown» (HeusBecTHo). CTaTyc nosiBnsieTcs,
eC/M Moc/ie perucTpaummM KOMMOHEHTa elle He OblIo HWM OAHOM MOMbITKM 3anpoca COCTOSIHWUS

healthcheck.

Mo YMOYaHUIKO 3anpoC COCTOAHUA KOMMOHEHTOB Npon3BognTCA C MHTEPBaJIOM 60 CeKyHA.
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@ TERM'DESI—( @ @CMCTEMHblﬁ none3osatens (admini123) ~
@b 0630p
&3 3 Paboume gi1 MocTaBwmKn B 1 DoHABI U 1 lomeHbl
& KomroHeHTel > MecTa pecypcos paboumx MecT ayTeHTUOUKaLWK
a1l =2 @1 Ko @1 Ao a1l H
Clg HacTpoiiku >
® o £ 1
LJ PaBoune mecta >
PacnpegeneHve nonb3osaTeneh KOHKYPEHTHbIE COeMHEHWSA
M
"'ll i > /| Bcero 9 13 10 gocTynHo
E WHpacTpykTypa> \
'] W BcrpoeHHblii 1
Beero AKTUBHO
=] AuvcneTuep NogkMoYeHA gi 1 MeHegpxep BUPTyanbHBIX pabo-inx mect
@1 KXo ®o0o Ao @1 Ko ®o0o Ao
gi1 MopTans! 8l 0 Wz
@1 KXo ®o0o Ao @o Ko ®o0o Ao

PucyHok 80 — OTobpaxkeHne koMnoHeHTOB B pasgene «O630p»
Pernctpaums komnoHeHTa Termidesk B cucteme npoucxoguT vepes nopkntoveHune k cepsepy RabbitMQ,
nepepatoeMy mHdopmaumio o6 y3ne KoMnoHeHTy «MeHenyep paboumx MecT» (termidesk-taskman)
Ans obpaboTkm u pobaeneHus B Tabnuuy paspena «MHdpacTpykTypa». Perncrtpaumss koMnoHeHTOB

MPOMUCXOAUT MPU MX 3amyckKe.
15.2 . YnpaeneHue CNUCKOM y3/10B KOMMOHEHTa « YHUMBEpPCa/IbHbIN gucneTyep»

[Ons nonyyeHuns cnucka 3aperncTpuMpoBaHHbIX Y3/10B KOMMNOHEHTA « YHMBEPCabHbIMA AUCMETYEP» HY>KHO
nepenTtu «MHdppacTpykTypa - Ancnetyepbl NOAKAHOUEHUIAY.

Mo ymMonuyaHuio 3anmMcu NpeacTaB/ieHbl B TabAMYHOM BUAE UM YNOPSAOYEHbl COMTacHO ctonbuy «Mms».
Ons ynaneHus ysna KOMMOHeHTa U3 Tabnuubl crenyeT BblOpaTb HY>KHbIM OObEKT M HaXKaTb 3KPaHHYHO

kHonKy [YaanuTts].
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© YnaneHue obbekTa M3 Tabnuupbl Takxke yaanuT ero u3 Tabnuubl B, ogHako npu nepesanycke
Cny>Kbbl KOMMOHEHTA OH 3aperncTpUpyeTcs CHOBa.

& OTobparkeHne Tabnuu ByneT AOCTYMHO OnepaTopy, eCAN Y HEro ecTb paspelueHue «lpocmoTp
06LEKTOB MHGPACTPYKTYPbI».
YnaneHue obbekTa M3 Tabnuupbl BymeT AOCTYMHO OMepaTopy, €C/IM Yy HEro ecTb pa3pelueHue
«YnaneHve o6beKkTOB MHDPACTPYKTYPbI».

OcHOBHble perMcTpmpyeMble NapaMeTpbl Y3/10B NPUBEAEHbI B TaBAMLE (cM. Tabauua 106).

Tabnuua 106 — OcHOBHble NapaMeTpbl CNUCKA Y3/10B KOMMOHEHTA « YHMBEpPCabHbIM gucrneTyep»

MapameTp OnucaHue
«Uma» HaumeHoBaHMe obbekTa
«Crartyc» TekylLiee COCTOSAHME, MOXKET NMPUHUMATb 3HAYEHUS:
* «0ok» - 06bEKT HOpMaNbHO PYHKLMOHUPYET;
= «failed» - 0B6beKT HyHKLMOHMPYET C OWMBKamu;
= «unknown» - COCTOSIHME HEM3BECTHO WM HE MOALEPXKMBAETCS
«[MonHoe poMeHHoe UMa» MonHoe AoMeHHOE UMS y3N1a 0bbekTa
«IP appec(a)» Cnincok IP-anpecoB Ha y3ne obbekTa
«MN3meHeHo kem» HanmeHoBaHMe cybbekTa, KOTOPbI BHEC NMOCAeLHME U3MEHEHUS
«JlaTa uameHeHua» [aTa BHeceHWs nocnefHUX U3MeHeHUM
«Co3paHo keM» HaumeHoBaHMe cybbekTa, KOTOPbIM CO34an 06beKT
«[ata co3paHmna» [aTa co3paHus 3anucu B Tabnuue ob obbekTe
«UID Hogbl» CucTtemMHbii UUID y3na obbekTa
«YHUKaNbHbIV HOMEDP» YHUKaNbHbIN NAEHTUGUKATOP 06beKTa

15.3 . YnpaeneHue CNUCKOM y3/10B KOMMOHeHTa «MeHemkep paboumnx MecT»

[Ons nonyyeHus cnvcka 3aperucTpMpOBaHHbIX Y3/10B KOMMOHeHTa «MeHegykep paboumx MecT» HY>KHO
nepenTtu «MHppacTpykTypa - MeHemkepbl BPM».

Mo ymMonuyaHuio 3anmMcu NpeacTaB/ieHbl B TabAMYHOM BUAE M YNOPSAOYEHbl COMTacHO ctonbuy «Mms».
Ons ynaneHus ysna KOMMOHeHTa U3 Tabnuubl cienyeT BblOpaTb HY>KHbIM OObEKT M HaXKaTb 3KPaHHYHO

KHonky [YmanuTb].

© VYnaneHue obbekTa M3 Tabnuubl Takxe yganut ero u3 Tabnuubl B[, ogHako npu nepesanycke
CNY>KBbl KOMMOHEHTA OH 3aperncTpPUpyeTCcs CHOBaA.

A OTobpaxkeHne Tabnuuy, ByaeT AOCTYNHO onepaTopy, €c/iM y Hero ecTb paspeweHue «[lpocmoTp
06bEKTOB MHDPACTPYKTYPbI».
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YnaneHue obbekTa M3 Tabnuubl OyaeT AOCTYMHO OnepaTtopy, €C/iM y Hero ecTb paspeLueHue
«YnaneHve o6beKTOB MHDPACTPYKTYPbI».

OcHoBHble perucTpupyemble NapaMeTpbl y3/10B NPUBEAEHbI B Tabnuue (cm. Tabauua 107).

Tabnuua 107 — OcHoBHble NapamMeTpbl CAKCKA Y3JI0B KOMMOHeHTa «MeHeaykep pabounx MecT»

MapameTtp

OnucaHue

«Nma»

HanmeHoBaHMe obbekTa

«Cratyc»

TekyLLee COCTOSIHME, MOXKET NMPUHMMATb 3HAYEHUS:
= «ok» - 06bEKT HOpManbHO PYHKLMOHUPYET;
» «failed» - 06beEKT PYHKLMOHUPYET C OLIMBKamMu;
= «unknown» - COCTOSIHME HEM3BECTHO WMJIM He MOAAEPXKMBAETCS

«lNonHoe nomMeHHOE NMa»

MonHoe noMeHHOE UMS y3na obbekTa

«IP appec(a)»

Cniucok IP-agpecoB Ha y3ne obbekTa

«M3meHeHOo KeM»

HaunmeHoBaHue Cy6'bEKTa, KOTOprl}'I BHEC nocnegHMe MaMeHeHUa

«[laTa usMeHeHUsa»

[aTa BHeceHus nocnegHuUxX M3MEHEHUM

«Co3paHo Kem»

HaunmeHoBaHMe cybbekTa, KOTOPbIA CO34an 06beKT

«[aTta cospaHua»

[aTta co3paHuga 3anucu B Tabnumue ob obbekTe

«UID HogbI»

CuctemHbii UUID y3na obbekTa

«YHUKaNbHbIN HOMep»

YHUMKanbHbIA MAEHTUdMKATOP 06bekTa

15.4 . YnpaeneHue cnuckom y3nos ¢ ponsmu «lMopTtanos»

Ona nony4yeHuss cnucka 3aperucTpMpoBaHHbIX Yy310B C ponsamum  «llopTanoB» Hy)KHO MepenTn

«UndpacTpykTypa - MopTanbi».

Mo ymMonuyaHuio 3anmMcu NpeacTaB/ieHbl B TaBAMYHOM BUAE M YNOPAAOYEHbI COMTacHO cTonbuy «Mmsa».

LOna ynaneHus y3na KOMMOHEHTa M3 Tabnuubl crenyeT BblOpaTb HYXXHbIM OObEKT M HaXKaTb 3KPAHHYHO

kHonky [YmanuTb].

© YnaneHve obbekTa M3 Tabnuubl Takxke yaanuTt ero u3 Tabnuubl B[, ogHako npu nepesanycke
CNY>KObl KOMMOHEHTA OH 3aperncTpUpyeTcs CHOBaA.

A OTobpaxkeHne Tabnuu, ByneT AOCTYMHO onepaTopy, eC/iM y Hero ecTb paspelleHue «llpocMoTp

06bEKTOB MHPACTPYKTYPbI».

YnaneHve obbekTa M3 Tabnuubl OyaeT LOCTYMHO OMepaTopy, €C/IM Yy HEro ecTb paspelleHue
«YpaneHne o6beKTOB MHDPACTPYKTYpPbI».

OcHoBHbIe perncTtpmpyembie napaMeTpbl Y3/10B NpMnBEAEHDI B Ta6nv1u,e (cm. Tabnuua 108).
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Tabnuua 108 — OcHoBHble NapamMeTpbl CNKCKa Y3J10B ¢ ponamu «lMopTanos»

MapameTtp OnucaHue
«Nma» HavnmeHoBaHUWe 06bekTa
«Ponb» Twvn nopTtana, C KOTOPbIM YCTAaHOB/IEH KOMMOHEHT « YHUBEPCA/bHbIN
oucneTyep».
MoskeT BbITb: «admin» («[MopTan agMUHUCTpaTopa»), «user» («MopTan
nonb3oBartens»), «universal» («MopTan yHMBepcanbHbIn»)
«Cratyc» TekyLlee cOCTOsHUE, MOXET MPUHMMATb 3HAYEHUS:

* «0ok» - 06BbEKT HOpMasibHO PYHKLMNOHUPYET;
= «failed» - 06bekT PyHKLMOHUPYET C OLLIMBKaMK;
= «unknown» - COCTOSIHWE HEM3BECTHO WK HE MOLAEPXKMBAETCS

«[MMonHoe AOMEHHOE UMA»

MonHoe AOOMEHHOE M4 y3na obbekTa

«IP appec(a)»

Cnucok |P-agpecoB Ha y3ne obbekTa

«M3meHeHOo keM»

HavnmeHoBaHUWe cybbekTa, KOTOPbIM BHEC NOCNEAHME USMEHEHUS

«[aTa usMeHeHUA»

,EI,aTa BHECEHUA nocnegHnXx MU3MEHEHUN

«Co3paHo Kem»

HaumeHoBaHMe cybbekTa, KOTOPbI CO34an OBbEKT

«[aTta co3paHua»

[ata cospaHua 3anucu B Tabnuue o6 obbekTe

«UID HogpbI»

Cuctemubin UUID y3na obbekTa

«YHUKaNbHbIN HOMEP»

YHUKanbHbIM MAEHTUDUKATOP 06bEKTa

15.5 . YnpaeneHue cnuckoM y3noB koMrnoHeHTa «LLnto3»

Ona nonydeHuMa cnucka 3aperncTpUpoOBaHHbIX Y3/10B KOMMoHeHTa «LUnwo3» HyXHO nepenTtn
«NHppacTpykTypa - LLntosbi».

Mo ymMonuyaHuio 3anmMcu NpeacTaB/ieHbl B TabAMYHOM BUAE M YNOPAAOYEHbl COMTAacHO cTonbuy «Mms».
Ons ynaneHus y3na KOMMOHeEHTa M3 Tabnuubl cneayeT BblOpaTb HYXKHbIM OOBEKT M HaXKaTb 3KPaHHYHO

kHonky [Y@anuTb].

© VYnaneHue obbekTa M3 Tabnuubl Takxe yganuT ero u3 Tabnuubl B[, ogHako npu nepesanycke
CNY>KBbl KOMMOHEHTA OH 3aperncTpPUpyeTca CHOBaA.

A OTobpaxkeHne Tabnuuy, ByaeT AOCTYNHO onepaTopy, eC/iM y Hero ecTb paspeweHue «[lpocmoTp
06bEKTOB MHPPACTPYKTYPbI».
YnaneHne obbekTa U3 Tabnuubl OyaeT AOCTYMHO OMepaTopy, €C/M Yy HEero ecTb pa3spelueHue
«YpaneHne 06beKTOB MHGDPACTPYKTYPbI».

OcHoBHble perucTpupyemble NapaMeTpbl y3/10B NpUBEAEHbI B Tabnuue (cm. Tabauua 109).

Tabnuua 109 — OcHoBHble NapaMeTpbl CAUCKA Y3/10B KOMMOHeHTa «LLinto3»

MapameTp OnucaHue

«Umax» HaunmeHoBaHMe obbekTa
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MapameTp OnucaHue
«CraTtyc» TekyLLee COCTOSAHME, MOXKET MPUHUMATb 3HAYEHUS:
= «0ok» - 06bEKT HOpMaNbHO PYHKLMOHUPYET;
= «failed» - 06beKT PyHKUMOHUPYET C OWnbBKamu;
= «unknown» - COCTOSAHWE HEM3BECTHO U/N He MOoAAepXKMBaAeTCs
«[NonHoe foMeHHOE NMa» MonHoe nomMeHHOE UMA y3/1a 0bbekTa
«IP appec(a)» Cnucok IP-appecos Ha y3ne obbekTa
«MN3meHeHOo keM» HanmeHoBaHMe cybbekTa, KOTOPbIM BHEC NMOC/eLHMUE U3MEHEHUS
«[ata nsmeHeHusa» [aTta BHeceHMs nocnegHnX UsMeHeHuM
«Co3paHo keM» HaumeHoBaHMe cybbekTa, KOTOPbI CO34an 06beKT
«[aTta co3paHmna» JaTa co3paHus 3anucu B Tabnuue ob obbekTe
«UID HogpbI» Cuctemubin UUID y3na obbekTa
«YHUKaNbHbINA HOMEpP» YHUKaNbHbIN naeHTUbMKaTop 06beKTA

15.6 . YnpaeneHue «PeTpaHcnsTopamu»

15.6.1 . [obaeneHue «PeTpaHcnsTopa»

«PeTpaHcnaTtop» - y3en c yctaHoBneHHbiM 10 Fluentd, npenHasHayeHHbIM ans cbopa n bunbTpaumm
3aNmMcer >KYpHasoB, MOCTyMmawWMxX OT KOMMOHeHToB Termidesk, W ux nepeHanpaBneHus B
LEeHTPaN30BaHHOE XpaHWUULLE XYpHanos unu b,

LOns oTobpaxeHusa cnmncka «PeTpaHcnaTopos» cnenyet nepentn «MHdpacTpykTypa - PeTpaHcnsTopbi».
Mo yMonyaHuto 3anumcm npeacTaBneHbl TabIMYHOM BUAE M YNOPSAOYEHbl COMTacHO cTonbuy «Umsa».

OcHoBHble NapaMeTpbl CNUCKa NpUBeAEHbI B Tabnuue (cm. Tabnuua 110).

Tabnuua 110 — OcHoBHble NapaMeTpbl cnmcka «PeTpaHcnaTopos»

MapameTp OnucaHue

«UNmax» HanmeHoBaHMe obbekTa

«CTaTyC» TeKyu.l,ee COCTOAHMNE O6'beKTa, MOXeT MPUHUMATb 3HAYEHUA:

= «ok» - 06BbEKT HOPMaNbHO PYHKLMOHUPYET;
= «failed» - 0b6bekT hyHKLMOHMPYET C oWMBKamu;
= «unknown» - COCTOSIHME HEWM3BECTHO WJIM HE MOALEPXKMBAETCS

«McnonbayeTca» ®nar ncrnonb3oBaHMs 0bbEKTA.
Bo3MoykHble 3HaueHus:

» «[a» - «PeTpaHcnaTop» ncnonb3yerca ana cbopa XXypHasnos;
= «HeT» - «PeTpaHcnaTop» He ncnonb3yeTcs ana cbopa XXypHanos

«[TonHoe fjoMeHHOE UMSI» MonHoe AoMeHHOEe UMS y3na, Ha KOTOPOM (YHKUMOHUPYET
«PeTpaHcnaTop»

«IP-appec(a)» Cnucok IP-appecos Ha y3ne, Ha KOTOpoM YHKLIMOHMpPYET
«PeTpaHcnaTop»

«MN3meHeHOo keM» HaunmeHoBaHMe cybbekTa, KOTOPbIV BHEC NMOC/IEeLHME U3MEHEHUS

«JlaTa usmeHeHua» [ata BHeceHWs1 NocnefHUX U3MEHEHUN
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MapameTtp OnucaHue
«Co3gaHo keM» HanmeHoBaHMe cybbekTa, KOTOPbIA CO34an 06beKT
«[aTta co3paHua» [aTta co3paHuga 3anucu B Tabnumue o6 obbekTe
«UUID Hogpl» Cuctemubin UUID y3na, Ha KOTOpOM pyHKUUOHUPYET
«PeTpaHcnsTop»

MapamMeTp MMeeT NOCTOAHHOE 3HAYEHME:
«00000000-0000-0000-0000-000000000000»

«YHUKanbHbIV HOMEP» YHUKaNbHbIN NOEHTUUKATOP 06bEKTA

LOna nobaBneHus «PeTpaHcnsaTopa» Hy>XXHO nepenTtu «MHbpacTpykTypa - PeTpaHcnaTopbl» M Ha)kaTb
akpaHHyto kHonky [Cozpatb]. Hanee HeobxooMMO 3amofHWUTL AaHHblE, MepevncsieHHble B cTonbue

«[MapameTp» cnenytoLien Tabnunubl (cm. Tabnmua 111).
® B Termidesk sepcum 5.1 pekomeHayeTca n06aBnsSTb TONLKO 0amnH y3en «PeTpaHcnaTopa».

B otanune ot komnoHeHToB Termidesk, koTopble pernctpupytotcs B pasgene «MHbpacTpykTypa»
aBTOMaTuyecku, «PeTpaHcnaTop» nobasnseTcs BpyyHy!o.

Tabnuua 111 - JaHHble gna nobasneHus ysna «PeTpaHcnaTopa»

MapameTp OnucaHue
«HazBaHue» TekcToBoe HauMeHoBaHMe «PeTpaHcnaTopa»
«IP apgpec» IP-appec «PeTpaHcnaTopa»
«[MopT» MopT, KoTOpbI BYAET MCMOL30BATLCA MPU MOAKIHOHUEHUMN K
«PeTpaHcnaTopy».

3Ha4yeHuWe No yMonyaHuto: «24224»

«ANbTepHaTUBHbIN NOPT» LononHuTenbHbIM NOPT, KOTOPbLIV BYAET MCMOMb30BAaTLCSA MPU NMOAKITOHEHUU
K «PeTpaHcnaTopy».

3HayeHue No yMonyaHuto: «9880»

«BkntoueHo» YnpaeneHue ncrnonb3oBaHMeM «PeTpaHcnsaTopa».
Bo3MOXKHble 3HaYeHUs:

= «[Jla» - ucnonbsosatb «PeTpaHcnaTop» ansg c6opa XXypHasos;

= «HeT» - He ucnonb3oBaTb «PeTpaHcnaTop» ana cbopa >XypHanos.
MapameTp npefHasHaveH ANS NPeKpaLleHUs B3auMoaencTBMUsS KOMMOHEHTOB
Termidesk c y3nom «PeTpaHcnaTopa», KOTOPbI MO KaKMM-TMB0 NpUUMHAM
BblBEEH U3 CTAaHAAPTHOro paboyero CoCTosaHMS

Hagn cospaHHbIMKM «PeTpaHcnaTopaMm» MOXKHO BbIMOMHATL CeaytoLme 4enCcTBUS:
" pefakTMpOBaTb, AN 3TOr0 CjiefyeT BblOpaTb HYXXHbIM OObEKT B Tabnuue, a 3aTeM HaxaTb
3KpaHHY KHonky [U3mMeHuTb];
" yoanuTb, O 3TOro cnepyeT BblOpaTb HYXXHbIM OObEKT B Tabnuvue, a 3aTeM HaXkaTb 3KPaHHYHO
KHonky [YaanuTs];
* YNpaBnsiTb COCTOSIHWEM, AN 3TOro cneayet BblOpaTb HYXHbIM O6bekT B Tabnuue, HaxaTb
3KpaHHYO kHonky [Mcnonb3oBaHue] v B pacKpblBatoLLEMCS Crucke BblbpaTb

cocTosiHMe «PeTpaHcnaTopa»:
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e «MNcnonb3oBaTb»;

e «He ncnonb3oBaTb».

A OTob6parkeHMe Tabnuu GyneT AOCTYNHO OMepaTopy, €C/IM Y HEro ecTb paspelueHue «lpocmoTp
06bEKTOB MHGPACTPYKTYPbI».
YnaneHue obbekTa M3 Tabnvubl OGyoeT AOCTYMHO OMepaTopy, €C/IU Yy HEro ecTb paspeLueHue
«YpaneHne ob6beKTOB MHDPACTPYKTYpPbI».

15.6.2 . HacTtpoiika y3na «PeTpaHcnaTopa»

Ons ueHTpanusoBaHHOro cbopa cobbiTMM B «XpaHWAULLE >KYPHANoB» HeobXoauMMO HacTpoUTb
oTaenbHbiM y3en c yctaHoeneHHbiM MO Fluentd u CYB[ PostgreSQL, BbicTynatowlen B kayecTtse
«XpaHunumLLa xypHanos» (B 06LLeM clyyae AaHHblE KOMMOHEHTblI MOMYT YCTaHaBMBATbCS Ha OTAENbHbIN
y3en, HO B paMKax HacToslLleW npouenypbl 3TOT BapuaHT He paccMmaTpuBaetcs). ns 3Toro Ha ysne

«PeTpaHcnaTopa» Hy>XHO co3aaTb U HacTpouTb Bl « XpaHunuiia >kxypHanos»:

" MepekJIFUYNTLCA Ha NoJIb30BaTeNs postgres:
sudo su postgres
* 3anyCcTUTb TepMUHaNbHbIM knneHT CY B[, PostgreSQL.:

psql

® Ecnu nocne BbINONHEHUS KOMaHAbl oTobpaxaeTcs owmbka «could not change directory to "/
home/": OTkaszaHO B AOCTyne» U He MOABNSETCA NPUrialleHMe KOMaHAHOM CTPOKM postgres=#,
HeobxoAMMO BMECTO «su postgres» MCMNoNb30BaTb KOHCTPYKUMIO «su - postgres». Ecnu
npurnaweHue postgres=# NoABMUIOCb, TO COObLLEHNE 06 OLLMBKE MOXXHO NMPOUHIOPUPOBATbD.

" MCMONb3ys WHTEPAKTUBHbIA UMHTepdenc TepmuHanbHoro knueHta CYBM, co3pate bl
fluentd_logs_db (cuMBOn; B KOHUE CTPOKM Npu paboTe C MHTEPaKTUBHbIM MHTepdencom

obszaTeneH):
postgres=# CREATE DATABASE fluentd_logs_db;
* co3paTb nonb3osatens fluentd c naponem tufotukur ans panbHenwero nogkatoveHus k bI:

postgres=# CREATE USER fluentd WITH PASSWORD 'tufotukur';
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& B npuvBeneHHOM KOMaHZe MMS MONb30BaTeNs M Maposib UCMOb3YHOTCA B KayecTBe npumepa. Mms
Nnosb3oBaTeNsl M MNaposib LO/MKHbI 33aBaTbCs B COOTBETCTBMM C BHYTPEHHUMM CTaHAapTaMu
OpraHu3aumm no MPUMEHEHMIO MApoOsibHOM 3awumThl. [N 3agaHus napons  paspeLlleHo
MCNONb30BaTh TONbKO NaTUHCKMe bykBbl A-Z, a-z, umdpbl 0-9 n cumsonbl $!1@%*&# -=+~";..)?

0*{HIV.

* Ha3Ha4MTb NpaBa no ncnonb3oBaHuto bl fluentd_logs_db cospgaHHOMY nonb3oBaTento fluentd:
postgres=# GRANT ALL PRIVILEGES ON DATABASE fluentd_logs_db TO fluentd;

* nopkntounTbes K B, fluentd_logs_db:
postgres=# \c fluentd_logs_db

* co3paTb Tabnmuy logs:

& Tpu ucnonbzoeaHum CYBM PostgreSQL Bepcum Bbiwe 11 MoryT noHagobuTbca npaBa Ha
co3naHuMe 0bbekToB AN cxeMbl public. [na npeaocTaBneHUs Npas Ha Co34aHUEe 0ObEKTOB CXEMbI
HY>XHO BbIMOJIHUTb KOMaHAY:

postgres=# GRANT CREATE ON SCHEMA public TO fluentd;

postgres=# CREATE TABLE logs (
id SERIAL PRIMARY KEY,
time timestamp with time zone NOT NULL,
source VARCHAR(255) NOT NULL,
"sourceType" VARCHAR(255) NOT NULL,
loglevel VARCHAR(255) NOT NULL,
module VARCHAR(255) NOT NULL,
message TEXT NOT NULL

O oo~NOoOuUu b WNH

)3

* BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
postgres=# \q

* BbIMTM U3 CeaHCa NoNb30BaTeNs postgres:

1 exit

Mocne co3paHua B, Hy>kKHO co3paTb M HaCTpouTb «PeTpaHcnaTop»:
» yctaHoBuTb IO  Fluentd Ha y3en «PeTpaHcnstopa» cornacHo  pokyMeHTauuu https:/
docs.fluentd.org/;
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» ycTaHoBUTb nnaruHbl fluent-plugin-sgl u pg, moctyn no ccoeinkehttps://github.com/fluent/fluent-

plugin-sql;

* oTpeaakTupoBaTtb damnn /etc/fluent/fluentd.conf:

& 3pecb v panee npumepsbl |P-agpecos npuseaeHbl B cootBetcTBumn ¢ RFC 5737. YkasaHHble |P-
agpeca OOMKHbl BbiTb 3aMEHEeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMIaCHO CXeMe afpecauuu,
NPUHATON B MHGDPACTPYKTYpe opraHM3aumu.

MepeyeHb NapaMeTpoB, 3a4at0LLMXCS Yepes dansl, NMPUBELEH B Tabnnue (cm. Tabnauua 112).

coO~NOoOUL b WN K

23
24

<source>

@type forward
port 24224
bind 0.0.0.0

</source>

<system>

log_level debug

</system>

<match termidesk.x*x>

@type sql

host 192.0.2.33

port 5433

database fluentd_logs_db
adapter postgresql
username fluentd
password tufotukur

<table>
logs
column_mapping

"time:time,source:source,sourceType:sourceType, loglevel:loglevel,module:module,m
essage:message"

</table>

</match>

Tabnuua 112 - MNapameTpbl KOHGUIYypupoBaHus damna fluentd.conf

Mapametp | 3HauyeHHue Mo YMoYaHUIO | OnucaHue
Cekuus source
@type forward MapamMeTp MeHSATb HE peKOMeHAYeTCS
port 24224 MopT npocnywinBaHus BXOAALLMX COObITUN
bind 0.0.0.0 IP-appec npocnyLlnBaHUsi BXOASALLMX COBbITUN

Cekumsa system
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Mapamertp 3HaveHue Mo YMOYaHUIO OnucaHue

log_level debug KaTteropusa cny»ebHbix COOBLLEHUI A9 KYPHANUPOBaHMS COBbITUN
MO Fluentd.
Bo3MOXKHble 3HaYeHUs:

= debug;

= 1qnfo;

= warn;,

= error

Cekums match

@type sql MapameTp MeHaTbL HE peKoMeHayeTCs

host 192.0.2.33 IP-appec unu nonHoe gomeHHoe nmsa b, ans coxpaHeHma cobbITUM
port 5433 MopT nogkntoueHus k BI, ons coxpaHeHWs cobbITUM

database fluentd_logs_db HaumeHosaHwue B/, opna coxpaHeHus cobObITUI

adapter postgresql MapameTp U3MEHSATb HE peKOMeHAYeTCS

username fluend Mms nonb3oeatens B, ona nogkntoueHus K Hel

password tufotukur Maponb ana nogkntodeHus k b,

Cekuma table

logs He 3ajaHo HaumeHoBaHuWe Tabnuubl B, ans coxpaHeHust cobbITUI
column_mappi | "time:time, source:source, |[MapameTp pacnpenensier 3Ha4eHUs COBLITUN, MONYUYEHHbIX OT PepMbl
ng sourceType:sourceType, Termidesk B nonsa Tabnunupl «logs»

loglevel:loglevel,
module:module,
message:message"

15.7 . YnpaeneHue «XpaHUNAULLL@MU XKyPHANOB»

«XpaHWUIMLLE >KYpPHANIOB» OTOOpaXkaeT CMMCOK MoAKAtOYeHHbIX BJl, B koTopble coxpaHseT cobbiTus

NoAK/OYeHHbIN «PeTpaHcnaTop».

® B Termidesk Bepcun 5.1 dyHKUMOHAN «XpaHMAKLLA XKYPHANOBY» ABASETCA IKCNEePUMEHTabHbIM.
Mockonbky npeanonaraeTcs MCMonb3oBaHWE OfHOro y3na «PeTpaHcnaTtopa» ¢ ogHou B, To
KOMMOHeHTbl  Termidesk  OyoyT  oTnMpaBnsaTb  COObITMS  HA  MEpBbIM  MOJSIHOCTbLHO
paboTatowmm «PeTpaHcnatop» u ero b.
3anucaHHble «PeTpaHcnatopom» cobbitus B B [gocTynHbl Ons NpocMOTpa B pasgene
«MoHuTopuHr - XypHanbl ¢epmbl» (cM. noapasgen MNMpocMOTp LEeHTpanM3oBaHHbIX >XypHanoB
depmbl).
B otnmume ot komnoHeHToB Termidesk, peructpupytowmxcs B pasgene «UMHdpacTpykTypa»
aBTOMaTUYECKM, « XpaHUAULLE XYPHAOB» [00aBNSeTCS BPYUHYHO.

Ons oTobpaxkeHna cnucka «XpaHUWULL, XYPHAIOB» HYXXHO nepenTu «MHdpacTpykTypa - XpaHunuwia
>KypHanos». Mo yMonyaHuio 3anucu npeacTaBneHbl TabIMYHOM BUAE U YNOPAA0YEHbI COMTACHO CTONbLY
«HazBaHuex».

OcHoBHble NapaMeTpbl CNUCKa NpUBeAEHbI B Tabnuue (cm. Tabnuua 113).
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Tabnuua 113 — OcHoBHble NapaMeTpbl CNUCKa « XPaHWUIIULL, XXYpPHaI0B»

Mapametp OnwucaHue
«HaszBaHue» HanmeHoBaHMe « XpaHWamLLA )XypHaIoB»
«Mcnonb3yetca» ®nar ncnonb3oBaHUA « XpaHUIMLLA >KYPHAIOBY.

Bo3MoykHble 3HaueHus:

= «[la» - 06beKT MCMosb3yeTcs 4ns cbopa >KypHasos;
» «HeT» - 06beKT He Mcnonb3yeTca Ana cbopa >KypHanos

Ona pobaeneHuss «XpaHunuwia >KypHanoB» cnegyeT nepentu «WMHdpacTpykTypa - XpaHunuvwa
)KYpHanoB» M HaxaTb 3KpaHHyto kHonky [Cospatb]. [anee 3anonHUTb AaHHble, MEPeYUCNEHHblE B

ctonbue «lMapameTp» cnepyroLen Tabnumubl (cm. Tabnuua 114).

Tabnuua 114 - daHHble ona gobasneHus « XpaHUIMLLA XXYPHanoB»

MapameTp OnucaHue
«Nmsa skypHana» TekcToBOE HAMMEHOBAHME « X PaHUIULLIA KYPHAOB»
«Ums BO» HanmeHosaHwe B/, B KOTOPOM pacrnofioXXeHOo « XpaHUIIMLLE YKYPHAIOB»
«Y3 bO» Mms nonb3osatens ana nogkntodeHus K b, «XpaHunuwia >xypHanos».

[ns obecneveHuns 6esonacHOro A0CTYNa K « XpaHWAULLLY XYPHanoB»
peKoMeHAYyeTCs co3aaTh yueTHble 3anucu b, ¢ HxxenepeuncneHHbIMM
ponsiMu:

* «AOMUHUCTpaTOpa» - yYeTHas 3anucb JoMHa 06n1agatb NpaBaMm Ha
Co34aHMe yYeTHbIX 3anucen «PeTpaHcnaTopa» u «Yutatena», 3agaHue
naponemn, cozgaHue bl pna xpaHeHus cobbITURA;

» «PeTpaHcnaTopa» - yueTHas 3anucb fonykHa obnagatb NpaBaMu Ha
nepeHarnpaBfieHne CObbITUM U3 XXypHanoB KoMrnoHeHToB Termidesk B B,
«XpaHUULLA KYPHANOB» M yrpaBiieHNe CPOKOM XPaHEHUSI fAHHbIX B
bA,;

» «YuTaTena» - yyeTHas 3anucb AOMKHA 06/1aAaTh NpaBaMu Ha UTEHME
haHHbIX u3 b/.

B Tekywen Bepcuun Termidesk gna nogkntoueHus k b, « XpaHunuiua
>KYPHasIoB» MUCMOJb3yeTCsl TOMbKO YYeTHas 3anmcb « AIMUHUCTpaTopa»

«[Maponb BO» Maponb ana nogkntodeHus k B, « XpaHunuiwia >xypHanos»
«|P-appec bO» IP-apgpec y3na c yctaHoBneHHon Bl « XpaHunuiia >xypHanos»
«[MopT» MopT ansa nogkntoueHus K B, « XpaHunuiia xxypHanos».

3HayeHue no ymonyaHuto: «5432»

«BkntoueHo» YnpasneHue UCMob3oBaHUEM « XpaHUULLA XKYPHANOoB».
Bo3MOXHble 3HaYeHUS:

» «[la» - ncnonb3oBaTh « XpaHUAULLE >KYPHAIOB» Ana cbopa >KypHasos;

= «HeT» - He MCNonb30BaTb «XpaHWKLLE XYPHaNoB» ansa cbopa

>KYpHanos.

MapameTp npefHasHayeH A8 NPeKpaLleHus B3aMMoAenCTBUS KOMMOHEHTOB
Termidesk c y3nom «XpaHUAULLA XXYPHAIOB», KOTOPbIA MO KaKUM-TM60
NpUYMHaM BbIBELEH M3 CTaHAAPTHOro paboyero CoCTosHUS

«MakcumanbHbIn pasmep (ro)» MakcuManbHbIv pa3mep (B rurabaritax) « XpaHUAULLA XXYpHAIoB»

«Bpemst xpaHeHUusi» Bpemsi xpaHeHus (B AHAX) COObITUI B « XpaHUULLIE >KYPHAIOB»

Hap cozgaHHbIMU «XpaHMJ’IMIJ.I,aMM XKYpHanoB» MO>XXHO BbINOAHATbL cnegyrouimne OencTeus:
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" pefakTUpOBaTb, AN 3TOr0 CjlefyeT BblOpaTb HYXHbIM OObEKT B Tabnuue, a 3aTeM HaxaTb
3KpaHHYo KHoMKy [U3mMeHuTb];

" yAanuTb, AN 3TOro cneayeT BblOpaTb HY)KHbIM OObeKT B Tabnuue, a 3aTeM HaXKaTb 3KPaHHYHO
KHoMky [YmanuTb];

* YNpaBnsiTb COCTOSIHWMEM, AN 3TOro CreayeT BblOpaTb HYXKHbIM 0ObeKT B Tabnuue, HaxaTb
3KpaHHyto KHonky [Wcnonb3oBaHMe] ¥ B packpbiBatoLeMCs CNUCKe BbibpaTb COCTOsiHME
«XpaHUNULLA XKYPHaANOB»:

e «MNcnonb3oBaTb»;

e «He ncnonb3oBaTb».

A OTo6parkeHMe TabnuL ByneT AOCTYNHO OMepaTopy, €C/IM Y HEro ecTb paspelueHue «l1pocmoTp
06LEKTOB MHGPACTPYKTYPbI».
YnaneHue obbekTa M3 Tabnvubl OGyoeT AOCTYMHO OMepaTopy, €C/IU Yy HEro ecTb paspeLueHue
«YpaneHne o6beKTOB MHDPACTPYKTYpPbI».
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16 . PEXXMM BbICOKOWM JOCTYMNHOCTU U PABOTA C CEPTUDUKATAMMU

16.1 . Hacrpoiika «MeHepkepa paboyero Mecta» B peXXuMe BblCOKOU JOCTYMHOCTU

HacTpoika BbINosHAeTCS Mocie YCTaHOBKM  MPOrpaMMHOrO  KOMMJIeKCa B pacrnpeneseHHOM

KOHbUrypauum.

MocnenoBaTeNlbHOCTb HACTPOUKM Y3/1I0B C KOMAOHEHTOM «MeHepykep paboumnx MecT» cinepyroLas:
* Ha y3/e, BbIOpaHHOM B KayecTBe master, MOMMMO YK€ 3amnyLUEeHHbIX CAyX0, 3anyCTUTb TONbKO

cnyxby termidesk-taskman, He L06aBNsA ee B pa3faen aBTOMaTUUECKOM 3arpy3Ku:
sudo systemctl start termidesk-taskman

" Ha Yy3/1aXx master wu SlaVGPyCTaHOBMTb nakeTbl nOporpamMm™Mm Ona opraHusauunu BbICOKOM

AOCTYNHOCTW:
sudo apt install -y keepalived 1ipset

roe:
-y - K104 414 nponycka noaTeepXXaeHnsa yCTaHOBKM;
* Ha y3nax master M slave co3matb Katanor /etc/keepalived/ (ecnn katanor paHee He Obin

CO34aH):
sudo mkdir -p /etc/keepalived

roe:

-p - KJIOY 419 CO34aHMS NOAKATANoOroB B YKa3aHHOM MyTU, €C/IU UX He CYLLECTBYET;

" Ha y3nax master u slaveB KkaTtanore /etc/keepalived/ co3gate nycTble dannbl
keepalived.conf (dann HacTpoek pexxmMa BbICOKOM AOCTYMHOCTM) M notify.sh (ynpaeneHue

NepeksItoYEHUAMU PEXXMMOB BbICOKOM JOCTYMHOCTH):

1 sudo touch /etc/keepalived/keepalived.conf
2 sudo touch /etc/keepalived/notify.sh

" OTpPEedaKTMpPOBaTb CO34aHHbIM dann /etc/keepalived/keepalived.conf, npuBeas ero Kk

cnepytoweMy Buay (Mo ovepenm Ha KaXkaoM M3 y3/10B):

& 3HauyeHuns napameTpos B danne keepalived.conf npuseaeHbl B KayecTBe npumepa. 3HayeHUs
[OMKHbI BblTb 3aMeHeHbl Ha akTyaslbHble, COOTBETCTBYHOLLME CXEME aapecauuu, NMpUHATOM B
NMHPPaCTPYKType opraHmnsaumm.

1 global_defs {

Bbinyck ot Hos16ps 2024 304



@ TERMIDESK C/ET.10001-01 90 02

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52
53
54

router_id NAME_OF_ROUTER_ID # HYXHO YKA3ATb: uMs 30Hb MapuwpyTudauum VRRP
script_user user # HYKHO YKA3ATb: BMecTO user -> Mnofib30BaTeflb, OT UMEHU

KoToporo 3anyckaetcsa keepalived

enable_script_security

vrrp_script check_httpd {

script "/usr/bin/pgrep apache" # path of the script to execute

interval 1 # seconds between script invocations, default 1 second
timeout 3 # seconds after which script is considered to have failed
#weight <INTEGER:-254..254> # adjust priority by this weight, default ©

rise 1 # required number of successes for OK transition
fall 2 # required number of successes for KO transition
#user USERNAME [GROUPNAME] # user/group names to run script under
init_fail # assume script initially is in failed state

# [lna kaxgoro BupTyanbHoro IPv4-ajpeca co3gaeTcsi CBOW 3K3eMnasp vrrp_instance
vrrp_instance termidesk-taskman {

notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepodeinic, cmoTpsawuii B UHTepHeT
interface eth0

arbitrary unique number from @ to 255

used to differentiate multiple instances of vrrpd

running on the same NIC (and hence same socket).

HYXHO YKA3ATb: BMecTo 106 -> HOMep 3K3emnaspa vrrp_instance
virtual_router_id 106

H*+ o

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTOo 128 -> npuopuTeT 3K3emnaspa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1

# HYXHO YKA3ATb: BmecTOo IP_ADDRESS_OF_THIS_HOST -> IPv4-aapec uHTepdelica,

cMOTpsillero B WHTepHeT

unicast_src_ip IP_ADDRESS_OF_THIS_HOST

authentication {
auth_type PASS
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55 # HYKHO YKA3ATb: ksedimret -> 3amMeHUTb Ha 6e30nacHbIi Naposb

56 auth_pass ksedimret

57 }

58

59 virtual_ipaddress {

60 # HYKHO YKA3ATb: BmMecTo VIRTUAL_IP_ADDREESS/MASK -> BupTyanbHbli IPv4-
aZipec n ceTeBoOil npedukc c uHTepdelica, CMOTpPAWEro B WHTepHeT

61 # HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMoTpAwnin B UHTEpHeT

62 # HYKHO YKA3ATb: BMecTO eth@:<3HaueHue> -> uHTepdeinc, cmoTpswuni B
WHTepHeT:4- OoKTeT BupTyanbHoro IPv4-agpeca

63 VIRTUAL_IP_ADDREESS/MASK dev eth0 label eth0:<3HauyeHune>

64 }

65

66 track_script {

67 check_httpd

68 }

69 1}

roe:

script_user - 3HayeHMe 3TOro NapamMeTpa COOTBETCTBYET HAMMEHOBAHUIO MOMb30BaTeNsl, OT UMEHM
KOTOporo 3anyckaeTcsi cny>kba keepalived (0bbl4HO - root);

NAME_OF_ROUTER_ID - ums 30HbI MapwpyTusaummn VRRP (obwee ona y3nos master u slave);
IP_ADDREESS_OF_THIS_HOST - TeKkyLMW CTaTU4YECKWUU IP-appec y3/1a, Ha KOTOPOM 3anyckaeTcsa
cnyxba keepalived;

VIRTUAL_IP_ADDRESS/MASK - BUpTYyanbHbli cTaTuyeckun |IP-agpec u macka (obwime pns ysnos
master u slave);

ethO:<3HayeHne> - 3HayeHMe 4YeTBepTOro okTeTa BupTyanbHoro IPv4-agpeca. Hanpumep, ecnm
Mcnonb3yeTcs BUPTYyanbHbiM cTatuyeckmun |P-agpec 192.0.2.30, To AaHHbIM napamMeTp MpuUMeT

3HayeHuMe eth0:30;

A B pamkax ogHoM pacnpeneneHHoM YCTaHOBKM 3HadeHuMe NAME_OF_ROUTER_ID napameTpa
router_id BO/MKHO ObITb MAEHTUYHbIM. Ecnn B cetv unm B ogHom VLAN npucyTcTBytoT
HECKOJIbKO  pacnpeneneHHblX YycTaHoBOK Termidesk, To 3HayeHne NAME_OF_ROUTER_ID
napameTpa router_id AO/MKHO BbITb YHUKAJIbHbIM 411 KaYKAOr0 3K3EMMJISipa YCTaHOBKM.

* MO Oo4Yepeam Ha KaxAoM M3 y3/ioB master M slave OTpedaKTMpPOBaTb CO3AaHHbIA dann /etc/

keepalived/notify.sh, npuBens ero K cnegyrowemy suay:

#!/bin/sh -e

1

2

3 SELF_BIN=S(realpath ${01})

4 SELF_DIR=$(dirname ${SELF_BIN})

5 TYPE=${1}

6 NAME=${2}

7 STATE=${3}

8 PRIORITY=${4}

9 TASKMAN_SYSTEMCTL_NAME="termidesk-taskman"
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10
11
12
13
14
15
16
17

18
19
20
21

22
23
24

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

TASKMAN_SYSTEMCTL_DESCRIPTION="Termidesk-VDI Taskman daemon"
TASKMAN_SYSTEMCTL_PIDFILE="/run/termidesk-taskman/pid"
msg2log () {

logger -i "Termidesk: ${1}"
}
taskman_stop () {

msg2log "Stopping ${TASKMAN_SYSTEMCTL_NAME} service"

systemctl dis-active -q S${TASKMAN_SYSTEMCTL_NAME} && systemctl stop -q $
{TASKMAN_SYSTEMCTL_NAME}
}
taskman_start () {

msg2log "Starting ${TASKMAN_SYSTEMCTL_NAME} service"

systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} || systemctl start -q $
{TASKMAN_SYSTEMCTL_NAME}
}
# VRRP event type: INSTANCE, name: 1lsb_40, state: BACKUP, priority: 64
msg2log "VRRP event type: ${TYPE}, name: ${NAME}, state: S${STATE}, priority: $
{PRIORITY}"
case ${STATE} 1in

BACKUP)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
55
FAULT)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
)
MASTER)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_start
55
*)
msg2log "Error: unknown state ${STATE}"
exit 1
55
esac
exit O

* Ha y3nax master u slave caenatb pann notify.sh ncnonHaembim:

sudo chmod +x /etc/keepalived/notify.sh

* Ha y3nax master u slave f006aBUTb B aBTOMaTUYECKYHO 3arpy3Ky M 3anyCcTuTb cepBuc keeaplived

1
2

sudo systemctl enable keepalived
sudo systemctl start keepalived

16.2 . HacTpoiika 6anaHcuMpoBLUMKA A1 paboTbl C cCaMONoANUCcaHHbIMU cepTUdUKaTaMm

16.2.1 . CozpaHue camonopnucaHHoro SSL-ceptugpukara

Lna cozpaHus camonognucaHHoro SSL-ceptudmkara u Knroya K HEMY HY>KHO:

" MONYYUTb AOCTYN K UHTepdENCY KOMaHAHOM CTPOKMW;
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BbINONIHUTb reHepaumto SSL-ceptudmkata (/etc/ssl/certs/nginx-selfsigned.crt) u knwova

K HeMy (/etc/ssl/private/nginx-selfsigned.key):

1 sudo openssl req -new -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/
private/nginx-selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

MCI'IOJ'IbByEMbIe KJTHOYU KOMaHAObl:

openss1 - 6a30Bbl MHCTPYMEHT KOMaHAHOM CTPOKU A1 CO3A4aHMS U ynpaBneHus cepTudmkaTamm,
Kntodamm n apyrumu dannamm OpenSSL;

req - 3Ta OMNUMS YKa3blBaeT, YTO HA OAHHOM 3Tamne HY>XHO MCMONb30BaTb 3anMpoc Ha MOAMUCb
ceptudpukara X.509 (CSR). X.509 - 310 cTaHAapT MHDPACTPYKTYpPbl OTKPbLITOrO KJto4a, KOTOPOro
npuaepxkmpatotca SSL u TLS npu ynpaBneHun kntodamm u ceptudukatamu. [JaHHas komMaHza
no3BongeT co3aaTb HOoBbIN cepTudmkart X.509;

new - 3Ta ONUMS yKa3blBaeT, YTO OyaeT co34aBaTbCs HOBbIW 3anpoc;

x509 - 3Ta ONuMs BHOCUT MOMPaBKYy B MpeablayLlyto KOMaHAy, Cooblias yTuaMTe O TOM, YTO
BMECTO 3amnpoca Ha noanuvcaHve cepTudukata HeobxoAMMO C€O34aTb CaMOMOANMCAHHbIN
ceptudumkar;

nodes - K/tOY 4711 MPOMYyCKa OnuuMu 3aWwmTbl cepTudukata naponbHon ¢pason. HyxkHo, 4TobbI Npu
3anycke 6anaHCUPOBLLMK Harpysku (nginx) MMen BO3MOXHOCTb YMTaTb dann 6e3 BMelLaTenbCTBa
nosb3oBaTens. YCTaHOBMB NapoJsib, MPUAETCS BBOAUTb €ro MOC/e KaXa0W nepesarpysku;

days 365 - 3Ta onumsa ycTaHaBAMBAET CPOK AencTBus cepTudmkaTa (B AaHHOM ciydae cepTudmkaTt
[EeNCTBUTENEH B TeYeHUe roaa);

newkey rsa:2048 - 3Ta ONuMs NO3BOMSIET OAHOBPEMEHHO CO34aTb HOBbIM CepTUPUKAT M HOBbIM
kntod. lMockonbky Kto4, HEOOXOAUMbIM AN noanucaHua cepTudukaTa, He Obin co3aaH paHee,
HY>KHO CO34aTb ero BmecTte ¢ ceptudukatom. [aHHaa onums co3pgact RSA-kntou pasmepom 2048
ouT;

keyout -3Ta onumsa coobiaet OpenSSL, Kyna noMecTUTb CreHepuMpoBaHHbIM (ain Ktoya;

out -3Ta onuma coobwaet OpenSSL, Kyaa NnoMecTUTb CO34aHHbIN cepTUdMKaT.

Mocne ncnonHeHWss KoMaHAbl Hago MOC/eOOBaTE/IbHO BBECTMU paa napaMeTpoB, 3anpoCbl Ha KOTOpPble

OTO6pa3$|TC$I B KOMaHAHOM CTpoKe:

Country Name (2 letter code) [AU];

State or Province Name (full name) [Some-State];
Locality Name (eg, city) [];

Organization Name (eg, company) [Internet Widgits Pty Ltd];
Organizational Unit Name (eg, section) [];

Common Name (e.g. server FQDN or YOUR name) [];
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*= Email Address [].

Haunbonee BaXXHbIM napamMeTpom ABnseTCs Common Name (Heobxoanmo BBECTU
FQDN 6anaHcuposmka). Kak npaBuno, B 3Ty CTPOKY BHOCAT AOMEHHOE MMS, C KOTOPbIM HY>XHO CBSi3aTb

cepsep. B cnyyae ecnm LOMEHHOrO MMEHU HET, HYXKHO BHECTU B 3Ty CTpoKy |P-anpec cepsepa.

Marinbl kNOYa U cepTudUKaTa ByayT pasMeLLEHbl B KaTanore, ykasaHHOM Mpu Bbi30Be KOMaHAbl openssl

B MapaMeTpax keyout u out.

Mpu ncnonbzoeaHmm OpenSSL HeobxoguMo Takxke co3aatb kitoun duddu-XennmaHa, ong storo:
* OTKpbITb NporpamMmy «Terminal Fly» n nonyumntb goctyn K MHTEpdENCY KOMAaHOHOW CTPOKMU;
* creHepupoBaTb Katoun Ouddu-Xennmana anmHon 4096 6UT n coxpaHuTb Ux B dann /etc/nginx/

dhparam.pem:

sudo openssl dhparam -out /etc/nginx/dhparam.pem 4096

16.2.2 . Hactpoiika nginx gns nogaep>xku SSL

[ns HacTpomku nginx Hy>HO:

" CO34aTb HOBbIM MYCTOM CHWUMNMET nginx B KaTanore /etc/nginx/snippets p[ns ykasaHus

pasmeLlieHuna CepTMCI)MKaTa N KNKoYa:
sudo touch /etc/nginx/snippets/self-signed.conf
" OTPEeAaKTMPOBaTb CO34aHHbIM (al, NpuBeas ero K BuaYy:

1 ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
2 ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;

* CO3[aTb eLle OAMH MYCTOW CHUMMET, NpefHa3Ha4YeHHbIN ana HacTpoek SSL (3To no3sonuT cepeepy
NginX WMCNoNb30BaTb  HAEXHbIA MexaHW3M MpeobpasoBaHUs U BKJIKOYUT  HEKOTOpble

AononHuTenbHble GYyHKLMM Be30MacHOCTH):
sudo touch /etc/nginx/snippets/ssl-params.conf
" OTpeAaKTMpPOBaTb CO34aHHbIM Gann ssl-params.conf, NpuBeas ero K BUAY:

ssl_protocols TLSv1.3;

ssl_prefer_server_ciphers on;

ssl_dhparam /etc/nginx/dhparam.pem;

ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-AES256-GCM-SHA512 : ECDHE-RSA-
AES256-GCM-SHA384 :DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384;
ssl_ecdh_curve secp384rl; # Requires nginx >= 1.1.0

ssl_session_timeout 10m;

7 ssl_session_cache shared:SSL:10m;

A WDN B

o U
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16
17
18

ssl_session_tickets off; # Requires nginx >= 1.5.9

ssl_stapling on; # Requires nginx >= 1.3.7

ssl_stapling_verify on; # Requires nginx => 1.3.7

resolver 77.88.8.8 77.88.8.1 valid=300s;

resolver_timeout 5s;

# Disable strict transport security for now. You can uncomment the following
# line if you understand the implications.

# add_header Strict-Transport-Security "max-age=63072000; includeSubDomains;
preload";

add_header X-Frame-Options DENY;

add_header X-Content-Type-Options nosniff;

add_header X-XSS-Protection "1; mode=block";

A TMockonbky cepTUdMKaT ABNSETCA CAMOMNOANMCaHHbIM, SSL stapling He ByaeT MCNONb30BaThCS.
CepBep nginx BblAACcT npeaynpexaeHwe, OTKNOUUT stapling Ans AaHHoOro ceptudukata wm
NPOAO/IXKUT paboTy.

16.2.3 . KoHdurypuposaHue Beb-cepeepa

Lna koHdUrypmpoBaHus Beb-cepeepa HY>XHO:

* C034aTb NYCTOM KOHUIYpaUUOHHbIN dann:

sudo touch /etc/nginx/sites-available/sampledomain.ru.conf

* OTpenaKTMpPOBATb CO3AaHHbIN dal, NpUBEAs ero K BUAY:

& 3pecb v panee npumepbl IP-agpecoe npueeaeHbl B cootBeTcTBuM ¢ RFC 5737. YkaszaHHbie |P-
agpeca AO/MKHbl BbiTb 3aMeHEeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMacHO CXeMe afpecauuu,
NPUHATON B MHGDPACTPYKTYpe opraHM3aumu.

coO~NOoOULh WN K

upstream daas-upstream-ws {
least_conn;
# PROXY TERMIDESK

server 192.0.2.41:5099;
server 192.0.2.42:5099;
server 192.0.2.43:5099;
server 192.0.2.44:5099;

upstream daas-upstream-nodes {
least_conn;
# DISPATCHER TERMIDESK

server 192.0.2.30:443;
server 192.0.2.31:443;
server 192.0.2.32:443;
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19

20 }

21

22 server {

23 listen 0.0.0.0:80;

24 listen 0.0.0.0:443 ss1;

25

26 include snippets/self-signed.conf;

27 include snippets/ssl-params.conf;

28

29 location /websockify {

30 # limit_req zone=fast nodelay;

31 proxy_http_version 1.1;

32 proxy_pass http://daas-upstream-ws/;

33 proxy_set_header Upgrade $http_upgrade;
34 proxy_set_header Connection "upgrade";
35

36 # Connection timeout

37 proxy_connect_timeout 1000;

38 proxy_send_timeout 1000;

39 proxy_read_timeout 1000;

40 send_timeout 1000;

41

42 # Disable cache

43 proxy_buffering off;

44 proxy_set_header Host $host;

45 proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
46 }

47

48 location / {

49 proxy_pass https://daas-upstream-nodes/;
50

51 proxy_set_header Host $host;

52 proxy_set_header X-Forwarded-Proto $scheme;
53

54 1

55

56 }

& 1P-agpeca, nepeuncneHHble B aMpekTMBe daas-upstream-ws, aBnsatoTca agpecamu «LLntozos»
Termidesk, a |P-agpeca, nepeuncneHHble B AupekTMBe daas-upstream-nodes, SBASOTCA
appecamu «YHUBepcanbHbIX aucnetyepoB» Termidesk.

" CO34aTb CMMBOJIMYECKYHO CCbIIKY Ha OaHHbIM BUPTYaAJIbHbIM XOCT U3 AupekTopumn /etc/nginx/

sites-available B oupekTopuio /etc/nginx/sites-enabled, 4TobObl NginX ero o6CcNy>KMBanN:
sudo 1ln -s /etc/nginx/sites-available/sampledomain.ru.conf /etc/nginx/sites-enabled/

* MPOBEPUTb KOPPEKTHOCTb HACTPOEK:
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sudo nginx -t

1 nginx: [warn] "ssl_stapling" dignored, tdissuer certificate not found
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
3 nginx: configuration file /etc/nginx/nginx.conf test is successful

N

& Beb-cepBep BO3BpalLaeT npenynpexxaeHMe B C/lydae MCMOMb30BaHUSI CaMOMOAMMUCAHHOIo
cepTuduUKaTa, O4HAKO 3TO He BIMSIET Ha paboTy.

* eC/IM B CMHTaKCMCe 0BHapy>KeHbl OLUMOKM, HEOBXOAMMO UCMPaBUTbL UX, 3aTEM Mepe3anyCcTuTb Beb-

cepsep:

sudo systemctl restart nginx
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17 . SKCIrNEPUMEHTAJIbHbIE ®YHKLUUU

17.1 . YnpaeneHue 3KcnepuMeHTabHbIMK NapaMeTpamm Termidesk

BkntoueHmne 1 oTKOUEHME IKCMEPUMEHTaNbHbIX napameTpoB Termidesk npoussoamnTca 13 KomMaHOHOM

cTpokun. KoMaHpHaa cTpoka AoJiKHa 3anyckaTbCs OT MMEHM nosib3oBaTens termidesk.

[na BbiBOga AOCTYMHBIX 3KCNEPUMEHTA/IbHbIX MAPaMETPOB HYXXHO:

* NepenTn B MHTepdenc KOMaHOHOM CTPOKMU;

" epeKksroYNTLCA Ha nonb3osBaTens termidesk:

sudo -u termidesk bash

" BbIBECTU CMUCOK 3KCNepUMeEHTAaJIbHbIX NMapaMeTpPOB:

/opt/termidesk/sbin/termidesk-vdi-manage tdsk_config list | grep Experimental

ByneT BbiBEAEH CNUCOK 3KCNEPUMEHTANbHbIX NapameTpoB Termidesk B popmaTte Cekuna-Knoy-3HaueHue.

& Tpu BbizoBe /opt/termidesk/sbin/termidesk-vdi-manage MOryT nosiBnsiTbCs yBeAOMJIEHUS
«WARNINGS», He BansatoLime Ha BbINMoSHEHWE KOMaHA,

I'Iepequb JKCNepUMeHTAaJIbHbIX NMapaMeTpoB NpmMBeOEH B Ta6n14u,e (cm. Tabnuua 115).

Tabnuua 115 - SkcnepuMeHTanbHble NapameTpbl Termidesk

orts.backup.path

C NapaMeTpaMu paHee CyLeCTBOBaBLLUNX NMPOTOKO/N0B AOCTaBKU.

MapameTp OnucaHue 3HaueHue no
YMOJT4aHUIO
experimental.2fa.enabled MapameTp nopaepyku AByxdaKTOPHOM ayTeHTUDUKALMM
(0]
experimental.converted.transp |[lapameTp ycTaHaBnAMBaeT NyTb COXpaHeHUs dalrna popMaTa .json /opt/

termidesk.bac

MapameTp MeHSTb HE peKoMeHayeTCs kups

experimental.deviceauth.enabl |[lapamMeTp nopnep>kku aBTOpU3aLMKM YCTPOMCTB AOCTYNA
ed

0]
experimental.metasessions.pro |[lapameTp nopaep>kku cepsepa TepMMHaNoB (METaNOCTaBLLMK)
vider.enabled

0
experimental.openstack.provid |[lapameTp nognep>kku noctaslmka pecypcos Openstack
er.enabled

(0]
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MapameTp OnucaHue 3HaueHue no
YMOJI4aHUIO
experimental.provider.physmac |[lapameTp noanep>Kku NocTaBLUMKa pecypcoB ans husmyeckmx
hine.enabled MalluuH
0]

MapameTp nopaepykku fomeHa ayTeHTUdMKauum RADIUS 0
experimental.radiusauth.enabl
ed
experimental.html5.transports |[lapameTp nogaep>xxkm npotokona HTML5
.enabled

0

experimental.tera.transports. |[lapameTp noaaep>kku npotokona TERA 0
enabled
experimental.metasessionsprov |[lapameTp no3BonseT 3aa4aTb MakKCUMAJIbHOE KOJINYECTBO 181
.maxConnectionCount NOAKNOYEHUIN K HOAE MeTanoCTaBLUMKa
experimental.loudplay.transpo |[lapameTp noaaeps>kku npoTtokona goctaeku Loudplay 0
rts.enabled
experimental.loudplay.serverP |[lapameTp no3BonseT 3aaaTb NOPT AN NOAKIHOUYEHUS MO 8554
ort npoTtokony Loudplay.

Nunana3oH 3HaueHun: ot 0 oo 65535
experimental.loudplay.logPath |[lapamMeTp no3sonseT 3aaatb NyTb K hariny KypHana KaneHTa logs/

Loudplay lp_client. log
experimental.loudplay.bbrBitr |[lapameTp no3BonseT 3aaaTb Ha4YabHYH CKOPOCTb BUAEOMOTOKA 1000
ateInitial (K6/c).

[ns ynpaBneHus napameTpoM B «[lopTane agMMHUCTpaTopa» B

HacTponkax npoTokona foctaBku Loudplay Hy»HO akTUBMpOBaTb

napameTp « ABTOMaTUYECKOE M3MEHEHME CKOPOCTU BUAEOMOTOKAY.

Iunana3oH 3HaueHnn: ot 100 no 5000
experimental.loudplay.bbrBitr |[lapameTp no3sonseT 3aaaTb MUHUMAaNbLHO BO3MOXHYH CKOPOCTb 50
ateMin BuaeonoTtoka (K6/c).

[na ynpasneHus napameTpoM B «[lopTane agMMHUCTpaTopa» B

HacTponkax nNpoTokona foctaBku Loudplay Hy>HO akTUBMpOBaTb

napameTp « ABTOMaTU4eCKOE U3MEHEHME CKOPOCTU BUAEOMOTOKA».

unanasoH 3HadeHui: ot 50 go 3000
experimental.loudplay.bbrBitr |[lapamMeTp no3BonsieT 3aaaTb MakCMMaibHO BO3SMOXHYO CKOPOCTb 12000
ateMax BuaeonoTtoka (K6/c).

[na ynpaeneHuns napameTtpoM B «[MopTane agMmMHUCTpaTopa» B

HacTpoMKax npoTokona goctaBku Loudplay Hy»KHO akTMBMpOBaTL

napameTp « ABTOMaTUYECKOE M3MEHEHME CKOPOCTM BUAEOMOTOKA».

[unanasoH 3HaueHnn: ot 5000 no 100000
experimental. loudplay.bbrCycl |[lapameTp no3sonseT 3aaaTb Bpems (MC) Mexay LMKIaMu pacyeTta 8000
eDelay HOBOro 6uTpenTa.

[na ynpasneHusa napametpoM B «[MopTane agMMHUCTpaTOpa» B
HacTponkax npoTokona foctaBku Loudplay Hy»HO akTUBMpOBaTb

napameTp «ABTOMaTUYECKOE U3MEHEHME CKOPOCTU BUOEONOTOKaA».

Nunana3oH 3HaueHunn: ot 100 no 10000
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MapameTp OnucaHue 3HaueHue no
YMOJT4aHUIo
experimental.loudplay.bbrPing |[MapameTp no3sonseT 3a8aTb BpeMsi (MC) Mexay LUMKIamMu 50
Delay M3MepeHMs COCTOSIHMSA KaHana.
[ns ynpaBneHus napameTtpoM B «[lopTane agMuUHMUCTpaTopa» B
HacTponkax npoTokona aoctaBku Loudplay Hy»HO akTUBMpOBaTb
napameTp « ABTOMaTUYECKOE U3MEHEHME CKOPOCTM BUAEOMOTOKA».
[wnanazoH 3HayeHnn: ot 10 go 1000
experimental.loudplay.bbrGain |[lapameTp no3BonseT perynmMpoBaTb CKOPOCTb Nepeaayvm AaHHbIX B 2
Increase 3aBMCMMOCTM OT NMPOMYCKHOM CMNOCOBHOCTU CETU.
[OwnanazoH 3HaueHnn: ot 1.1 go 5
experimental.loudplay.bbrGain |[lapameTp no3BonseT peryinmpoBaTb YaCTOTY YBeSMYEHUS 1.15
Probe NpPOMYCKHOM CNOCOBHOCTU CETU B 3aBUCMMOCTU OT HarpysKu.
[wnanazoH 3HayeHnn: ot 1.1 o 1.3
experimental.loudplay.bbrGain |[lapameTp no3BonseT perynmpoBaTb YPOBEHb YBENYEHMS 0.75
Standby NPOMYCKHOM CNOCOBHOCTU CETU B PEXXUME OXKUAAHUS.
[wnanazoH 3HaueHnin: ot 0.1 oo 0.9
experimental.loudplay.bbrGain |[lapameTp no3BonseT perynmpoBaTb ypoBEHb YMEHbLLEHUS 0.5
Drain NpPOMYCKHOM CMOCOBHOCTU CETU B 3aBUCMMOCTU OT HarpysKu.
[wnanazoH 3HaueHmn: ot 0.1 oo 0.9
experimental.loudplay.bbrPort |[lapameTp no3sonseT 3aaatb NOPT 4SS YNPABIEHUS! CETEBLIMMU 8556
COoefMHeHUsIMU.
Nunana3oH 3HaueHui: ot 0 oo 65535
experimental.loudplay.control |[lapameTp no3BonseT ynpaBnasiTh BKAOYEHUEM UIU OTKITHOHYEHUEM 1
Enable nepefayu CUrHaAoB KNaBMaTypbl U MbILLU.
Bo3MoykHble 3HaYeHUs:
» «0» - 3anpeTUTb Nepefady CUrHaAOB KAaBMaATYypbl U MbILLU;
» «1» - pa3pelnTb Nepeaadvy CUrHasoB KJ1aBuaTypbl U MbILLN
experimental. loudplay.control [[lapameTp no3sonseT 3agaTb NOPT ANS NEpPeSaYn CUrHANOB 8555
Port KJ1aBMaTypbl U MbILLM.
Iunana3oH 3HadeHui: ot 0 oo 65535
experimental. loudplay.rtpVide |[lapameTp no3sonseT 3agaTb NOPT ANS AN Nepenavm BUAEO. 6970
oPort [nsa ynpaBneHus napameTpoM B «[lopTane agMMHUCTpaTopa» B
HacTpomkax npoTokona foctaBku Loudplay Hy>Ho 3agaTtb
3HaveHne «UDP» napameTtpy «[MpoTokon nepegayun Buaeo».
Nunana3oH 3HaueHun: ot 0 go 65535
experimental. loudplay.rtpAudi |[lapameTp no3sonseT 3aaatb NOPT 4SS 419 Nepefady ayamo. 6972
oPort [ns ynpaBneHus napameTtpoM B «[lopTane agMUHMUCTpaTopa» B
HacTpoMKax npoTokona goctaBku Loudplay Hy»HO 3azaTb
3HaveHne «UDP» napametpy «[lMpoTokon nepenayun Buago».
Nunana3oH 3HaueHun: ot 0 oo 65535
experimental.loudplay.audioBi |[lapameTp no3BonseT 3aaaTb KAYECTBO M 06bEM NepeaaBaeMbliX 128000
trate ayamopaHHbix (kbit/s)
experimental.loudplay.periphe |[lapameTp nossonser nopT ans nepeHanpasneHus USB- 8558
ryPort YCTPOMCTB.
Nunana3oH 3HaueHui: ot 0 oo 65535
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MapameTp

OnucaHue

3HaueHue no
YMOJTHaHUIO

experimental. loudplay.x1l

[MapameTp no3BonsieT 3anycTUTb TalMepP C OTCYETOM BPEMEHMU
6e3nencTBus (B CeKyHAax), Mo UCTEYEHMUM KOTOPOIO aKTUBUPYETCS
OencTeue unm cobbiTue.
JocTynHbl cnepytoLLme napaMeTpbl 3anycka TanMepa:

* experimental.loudplay.xl - 3anyck NnepBoro TanmMepa;

= experimental.loudplay.x2 - 3anyck BTOporo TanMmepa

0]

experimental. loudplay. fecRedu
ndancy

MapameTp no3BonsieT 3a4aTb M3BbITOYHOCTb AaHHbIX (B
npoLeHTax) ans obecrneyeHUs yCTOMUYMBOCTHM K NOTEPSIM B CETW.
[na ynpaeneHums napameTtpoM B «[MopTane agMmMHMCTpaTopa» B
HacTponkax npoTokona foctaBku Loudplay Hy»HO akTUBMpOBaTb
napameTp «[1oMexoyCcToNUnMBOE KOOUPOBAHUEY.

INunana3oH 3HaueHnn: ot 0 go 100

20

experimental. loudplay.rtpRetr
ansmission

[MapameTp no3BosnsieT ynpasasTb HEMPEPbLIBHOM Nepeaaqen
BMAE0OM306paXkeHMs Ha KaHanax c notepsMu ao 3%.
[na ynpasneHus napameTpoM B «[lopTane agMMHUCTpaTopa» B
HacTponkax nNpoTokona foctaBku Loudplay Hy>HO akTUBMpOBaTb
napameTp «[MomexoycTonumnBoe KogupoBaHme».
OTkntoveHMe NapameTpa rtpRetransmission, B CO4ETaHUM C
«[lomMexoyCTOMYMBbBIM KOAMPOBAHUEMY», PEKOMEHAYETCS B
UCKJTIOUUTENBHbIX CYYasiX, KOrAa BaxkHa MUHUMasIbHas 3afiepyKka
OTK/IMKA Ha CTabUNbHbIX KaHanax CcBs3u 6e3 noTepsb.
Bo3MokHble 3HaYeHUs:

* 0 - 3anpeTnTb HEMpPEepPbIBHYIO Nepeaady BUAEOM300paXKeHUs;

* 1 - pa3pelnTb HENPEpPbLIBHYO Nepenadvy BUAEOU306paXKEHUS

experimental. loudplay.control
ForceAbsoluteCursor

I'IapaMeTp NMO3BONIAET YyNpaBnaTb onpegeneHneM abCcoNOTHbBIX UK
OTHOCUTENbHbIX KOOPANHAT MbILUN.

OTkAtoYeHMe NapaMeTpa peKOMEHAYETCS B C/ly4Yasx, KOraa Kypcop
MbILLW MJIOXO MO3ULMOHUPYETCS B MPUIOXKEHUNX.

Bo3MoXHble 3Ha4eHus:

* 0 - 3anpeTnTb onpeaeneHme abCoOTHbLIX KOOPAMHAT MbILWW;
» 1 - paspewunTb onpeaeneHne abCcontoTHbIX KOOPAUHAT MbILLN

experimental. loudplay.showBad
Connect

MapameTp akTUBaL MM OTOBPAXKEHUS YBELOMIEHUN NP
BO3HMKHOBEHWUW NpobrieM C ceTbto.

Bo3MoykHbIe 3HaueHus:

* 0 - 3anpeTnTb OTOBpaXKeHUE YBeLOMIEHUN;
= 1 - pa3pelwnTb 0TOBpParkeHMe YBEAOMIIEHUI

experimental. loudplay.showRes
Notif

MapameTp akTMBaLMM OTOBpaXKEHMS YBEAOMIEHUI NPU Pa3iMunm
paspeLleHnin Mexay 3KpaHOM MoJb30BaTebCKOW paboyer CTaHLMm
n 3kpaHoMm PM.
Bo3MoskHble 3HaUYeHUs:

= 0 - 3anpeTnTb OTOBpaXxeHUe yBeaOMIEHUN;

» 1 - paspelwmnTb oTOHpaKeHMEe YBELOMIEH UM

Ons akTMBauuuM 3KCNepuUMEHTasIbHOro mnapaMeTpa HEo6XOAUMMO MPUCBOUTL EMY COOTBETCTBYHOLLEE

3HaHEHMeIUHOHa——Value,BHHOHHMBKOMaHAy:

1 /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config set --section Experimental
--key experimental.2fa.enabled --value 1

roe:

experimental.2fa.enabled - HauMeHOBaHWe NapamMeTpa;
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--value 1 - 3Ha4YeHue KJtoua.

17.2 . YcraHOBKa N1arMHOB pacLUMpPEeHUi

© Hauunaa c Termidesk Bepcum 5.1 ncrnonbsosaHme GyHKUMOHANA, MOAKIHOHAEMOrO Yepes naaruH
paclmpenus, uckatodeHo. OnuncaHue NpyMBeseHO A8 CMPaBKMU.

DKCnepuMeHTanbHbIM (PYHKLMOHAN, He BOLIeALMA B OCHOBHOM penu3 Termidesk, MOXXHO [06GaBUTbL B
NPOrpamMMHbIN KOMMJIEKC 4Yepe3 YCTaHOBKY MJIAarMHOB pacluMpeHuid (katanor addons B KOMMJeKTaumm

noctasku Termidesk).

[na ycTaHOBKUM MAarMHOB HY>KHO:

" MepeKksIroYNTLCA Ha nonb3osBaTens Termidesk:
sudo -u termidesk bash

* nepeunTn B KaTanor Termidesk:
cd /opt/termidesk/share/termidesk-vdi/

* aKTUBUPOBATb BUPTYasIbHOE OKpY>XeHune Termidesk:
source venv/bin/activate

* YCTaHOBWUTb HEOOXOAMMbIV MIArUH:

1 pip install --upgrade --no-index --find-links /var/repos/Addons/Plugins/v5.0/
termidesk_internaldbauth

roe:
/var/repos/Addons/Plugins/v5.0/ - katanor c whl-dannamu;
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclunpenus danna);

* BbIMTM U3 OKPY>KEHUS Mosib3oBaTens Termidesk:
exit
* 06HOBUTbL CTPYKTYpY B, 1 cTatnyecknx ¢arnos kKoMaHAAMU:

1 sudo /opt/termidesk/sbin/termidesk-vdi-manage migrate
2 sudo /opt/termidesk/sbin/termidesk-vdi-manage collectstatic —-no-input

* nepesanycTuTb cny>xoy Termidesk:

sudo systemctl restart termidesk-vdi.service
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17.3 . YpaneHue nnarMHOB pacLLUMpPEHUN

A Tepep ymaneHueM nnarnmHa HeobxoguMo yaanuTb ¢doHabl PM, wabnoHbl BM m noctaBwmka
pecypcoB, COOTBETCTBYHOLLMX AAHHOMY MAarunHy.
YnaneHue doHaa PM MoxeT 3aHSATb NpoAoXKMTE/IbHOE BpeMS.

© HaunHas c Termidesk sepcum 5.1 ncnonb3oBaHune dyHKLMOHaANA, NOAKIKOYAEMOr0 Yepes nnaaruH
pacwupenus, ncknrodeHo. OnvcaHue NpuBeneHo 4nsi CNPaBKu.

[ns ynaneHua nnarvHa pacluMpeHuUii HY>KHO:

" MepeKnrYNTLCA Ha Nonb3oBaTens Termidesk:
sudo -u termidesk bash
* nepeunTun B KaTanor Termidesk:
cd /opt/termidesk/share/termidesk-vdi/
" aKTUBUPOBATb BUPTYaJZIbHOE OKpY>XeHue Termidesk:
source venv/bin/activate
" yAaNUTb HEOBXOAMMDbINM MNAruH:
pip uninstall -y termidesk_internaldbauth

roe:
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclumpenus danna);

* BbIUTU U3 OKPY>XeHUSs nonb3oBaTtens Termidesk:
exit
* nepesanycTuTb cny>xoy Termidesk:

sudo systemctl restart termidesk-vdi.service

17.4 . OTkaT K NpeAblayLLEN BEPCUMM NaruHa

OTkaT K npe,u,bl,u,yu.l,eﬁ Bepcuun d)aﬁna BbIMOJIHAETCA B TOW XKe nocnenoBaTesibHOCTU, YTO N YCTaHOBKaA,

OAHaKO BMECTO KOMaHAbl YCTAaHOBKW MarMHa NCNob3yeTCqa cneayrolas:

© HaunHas c Termidesk sepcum 5.1 ncnonb3oBaHue dyHKLMOHaNA, MOAKIKOYAEMOr0 Yepes nnaaruH
pacwupenus, ncknrodeHo. OnmcaHue NpuBeneHo 4nsi CNPaBKU.
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1 pip install --no-index --find-links /var/repos/Addons/Plugins/v5.0/
termidesk_internaldbauth==4.0.1

roe:
/var/repos/Addons/Plugins/v5.0/ - katanor c whl-annamu, whl-dgann c Bepcmen nnarnmHa AoSHKEH
CYLLECTBOBaTb B JAHHOM KaTaJiore;

termidesk_internaldbauth - Mg nnarnHa c ykasaHuem Bepcumn.
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18 . PEKOMEHOALMM MO HACTPOMKE OTC/IEXXMBAHMSA COCTOSIHUSA

KOMIMOHEHTOB TERMIDESK

18.1 . O6Lme cBeaeHMA NMo NpoBepke COCTOAHUS KOMMOHEHTOB

CNET.10001-01 90 02

[na oTcnexxuBaHMS COCTOAHMS KOMMOHEHTOB Termidesk un o6pau.|,eHm:| K HAM 019 BbINMOJTHEHUNA MPOBEPOK

coctosiHusa (health check) ncnonbsyetca API-3anpoc /api/health.

HauanbHasa cneundukaumsa cxembl HealthCheck APl B dopmate OpenAPI cooTBeTCcTBYET ONMCaHMIO:

1 openapi: 3.0.3
2 info:
3 title: Termidesk health check api schema
4 version: 0.1
5 paths:
6 /api/health:
7 get:
8 responses:
9 '200':
10 description: Successful Response
11 content:
12 application/json:
13 schema:
14 type: object
15 properties:
16 status:
17 type: string
18 enum: [pass, warn, fail]
19 example: fail
20 description: "CocTosAHMe KOMMOHeHTa"
21 version:
22 type: string
23 example: 3.3
24 description: "Bepcusa KomnoHeHTa"
25 description:
26 type: string
27 example: termidesk-taskman
28 description: "OnucaHue KomnoHeHTa"
29 output:
30 type: string
31 example: "django.db.utils.OperationalError: FATAL:
authentication failed for user 'termidesk'"
32 description: "OnucaHue ownbku (ecnm ecTb)"
33 required:
34 - status
35 '401"':
36 description: Authorization information is missing or invalid

bazosbii URL gns API: /api/health.

Twn KoHTeHTa: application/json.
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Ons kakporo koMnoHeHTa Termidesk MexaHM3M NPOBEPKM COCTOSIHMSI AOCTYMEH Ha mopTe, 3a4aHHOM B
KOHdUrypaumMoHHoM danne:

& [1na koMnoHeHTa «YHUBEpCasbHbIM AMcreTyep» NopT onpenesieH HacTporikaMu Beb-cepeepa (rno
YMON4YaHUIo ncnonbsyetcs 443).

* AN KOMMOHeHTa «MeHemkep paboumx ™mect» - B danne /etc/opt/termidesk-vdi/
termidesk.conf, B napameTpax TASKMAN_HEALTH_CHECK_PORT (MO yMON4YaHMUIO MCMONb3yeTcs
8100), CELERY_BEAT_HEALTH_CHECK_PORT (no YMONYaHUIO Mcnosb3yeTcs 8103),
CELERY_WORKER_HEALTH_CHECK_PORT (no ymonuyaHuto ucnonbsyetcs 8104);

» ans  KoMnoHeHTa «lUnwo3» - B danne /etc/termidesk/gateway.yaml, B napameTpe $

{mgtServerPort:8102} (no ymonyaHuto ucnonbsyetcs 8102).

LOna wcknioyeHns 3noynotpebneHMem 4acTbiMu BbizoBaMu API, cnocobHbiMM €O38aTb Harpysky Ha
cucteMy, poctyn Kk APl-3anpocy KOHTponupyeTcsi OTAENbHbIM TOKEHOM. 3HayeHMe TOKEHa 3a4aeTcs
KOHUIrypaumoHHbIM dhannom:
* 019 KOMMOHEHTOB «YHMBEpCasbHbIA aucneTyep», «MeHemkep paboumx mMect» - B cdanne /etc/
opt/termidesk-vdi/termidesk.conf, B napameTpe HEALTH_CHECK_ACCESS_KEY;

» ans komrnoHeHTa «Lnto3» - B damne /etc/termidesk/gateway.yaml, B napameTpe token: $
{healthCheckAccessKey}.

Mpumep HEALTH_CHECK_ACCESS_KEY:

HEALTH_CHECK_ACCESS_KEY = "9944b09199c62bcf9418ad846dd0e4bbdfcbee4b"

Mpumep token: ${healthCheckAccessKey}:

${healthCheckAccessKey:9944b09199c62bcf9418ad846dd0e4bbdfc6eedb}

18.2 . CocTosiHMe KOMMNOHEeHTa « YHUBEPCaNbHbIN AUCMETYEP»

Mpu pacnpeneneHHon yctaHoBke Termidesk aK3eMnasipbl KOMMOHEHTA «YHWBEpPCasbHbIM AMCMeTYEp»
MOTryT BbITb YCTAHOB/IEHbI HA HECKOMbKUX y3nax. [JocTyn K y3naM opraHmsyeTcs yepes 6anaHCMpPOBLLMK
Harpysku, HO 4N MEXaHM3Ma NPOBEPOK COCTOSHUS HY>KHO 00paLLaThCs K KaXKA0MY Y371y HanpsMy'to.
KOMMOHEHT M3HavanbHO 3a4encTBOBaH Ans pabotsbl no npotokony HTTP, noatoMy MexaHM3M npoBepku
COCTOSIHMSA peanusyeTcs oTaeNbHbIMU BbizoBaMu REST API.

MpuMep KOMaHAbl MPOBEPKM COCTOSIHUSE KOMMOHEHTA Yepe3 yTUAuTy curl:

1 curl --insecure -v -s -X 'GET' "https://${HOSTNAME}:443/api/health/check" -H
'accept: application/json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}"
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A Knou --insecure wucnonb3lyeTcs AN OTK/HOYEHUS MPOBEPKM BaNMAHOCTU CepTUDUKATOB.
BbinonHeHne 3anpoca 6e3 mcnonb3oBaHMs MNpoBepkkM SSL OonycTMMO TOMbKO Ha TECTOBbIX
cTeHzax. B npovsBoacTBeHHOM cpene HEOBXOAMMO YCTAaHOBUTbL BasinaHble CepTUdUKATbI.

18.3 . CocTosiHme koMnoHeHTa «LLinto3»

Mpu pacnpeneneHHon ycTtaHoBke Termidesk 3sk3eMnnsapbl KoMnoHeHTa «LUnwo3» ™moryT ObiTb
YCTaHOB/EHbI HA HECKOIbKMX y3nax. [JocTyn K y351am opraHusyeTcs yepes 6anaHCUPOBLLMK HArpysku, HO
AN MEXaHWM3Ma MPOBEPOK COCTOSIHUS HY>KHO 0DpaLLaTbCs K KaXK4oMYy Y3y Hanpsmyto.

Lna wcknioyeHuns 3noynotpebneHMem 4acTbiMu BbizoBaMu API, cnocobHbiMM €O30aTb Harpysky Ha
cucteMy, poctyn K APIl-z3anpocy komnoHeHTa «Lnto3» termidesk-gateway KOHTponupyeTtcs
OTAENbHbIM TOKEHOM. 3Ha4yeHMe TOKEHA 3343eTcs Npu 3anycke cnykbbl «LLinto3a» B napameTpe token: $
{healthCheckAccessKey}.

MpuMep KOMaHAbl MPOBEPKM COCTOSIHUS KOMMOHEHTA Yepe3 yTUAMTY curl Aans koMmrnoHeHTa «LLnto3»
termidesk-gateway (npeanonaraetcs, 4to «Lnto3» HacTpoeH pns paboTbl MO 3aLLUULLLEHHOMY
COEAVHEHUIO):

1 curl --insecure -v -s -X 'GET' "https://${HOSTNAME}:8102/api/health" -H 'accept:
application/json' -H "Authorization: Token ${healthCheckAccessKey}"

18.4 . CocTosiHue KoMnoHeHTa «MeHemxkep paboumx MecT»

Mpu pacnpepeneHHor ycTaHoBke Termidesk 3k3emnnsipbl KOMMoHeHTa «MeHemkep paboumx MecT»
MOryT ObITb YCTaHOB/IEHbl Ha HECKOMbKUX Y31ax, HO aKTUBEH OO/HKEH ObITb TOMbKO OAMH M3 HuX. Bce
OCTaslbHble KOMIMOHEHTbI SIBASAOTCS PE3EPBHBIMU U, MO YMOMYAHMIO, HAXOAATCS B COCTOSAHMM «Passive».
Lns ncnonb3oBaHUs MEXaHW3Ma MPOBEPKM COCTOSIHUSI KOMIMOHEHTa HeobXoAMMO B KOHMUIYypauMOHHOM
danne /etc/opt/termidesk-vdi/termidesk.conf packoOMMeHTMPOBATbL CTPOKW MapaMeTpoB:

* [/ HEMoCpPeaCTBEHHO KOMMOHeHTa «MeHemkep paboumx MecT», a UMEHHO CNy>kbbl termidesk-
taskman: TASKMAN_HEALTH_CHECK_IP, TASKMAN_HEALTH_CHECK_PORT, HEALTH_CHECK_CERT, HE
ALTH_CHECK_KEY. Ona napametpoB HEALTH_CHECK_CERT, HEALTH_CHECK_KEY HY>XHO YyKa3aTb
nyTb K cepTuduKaTy U KUY, MCMOSIb3YEMbIX AJS 3aLMLLEHHOIO MOAK/OYEHUS, U BbINMOJHUTD
nepesanyck cnyx6 Termidesk;

" 0N HEeMoCpeacTBEHHO KOMMOHeHTa «MeHepykep paboumx MecT (o4epeam)», a MMEHHO CNYXObl
termidesk-celery-beat: CELERY_BEAT_CHECK_IP, CELERY_BEAT_HEALTH_CHECK_PORT, HEALT
H_CHECK_CERT, HEALTH_CHECK_KEY. Ons napameTtpoB HEALTH_CHECK_CERT, HEALTH_CHECK_KEY
HY)XHO YKas3aTb MyTb K CEPTUPUKATY U KUY, UCMOJb3YEMbIX AN 3aLUMLLEHHOMO MOAKIKOYEHUS, U

BbINOMIHUTL Nepe3anyck cny>6 Termidesk;
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* 0N HEemnmoCcpeaCcTBEHHO KOMMOHeHTa «MeHemkep paboumx MecT (ouvepeam)», a MMEHHO CNyXKbbl
termidesk-celery-worker: CELERY_WORKER_CHECK_IP, CELERY_WORKER_HEALTH_CHECK_PORT,
HEALTH_CHECK_CERT, HEALTH_CHECK_KEY. [lna napameTpoB HEALTH_CHECK_CERT, HEALTH_CHEC
K_KEY HY)XHO YyKas3aTb NyTb K CEPTUPUKATY W KUY, MCMONb3YEMbIX AN 3aLMULLEHHOMO

NOAKJ/TOYEHMS, U BbIMOMHUTL Nepe3anyck cny>kb Termidesk.
MpuMep 3a8aHUSA 3HAYEHUI:

TASKMAN_HEALTH_CHECK_PORT=8100

TASKMAN_HEALTH_CHECK_IP='0.0.0.0'
CELERY_BEAT_HEALTH_CHECK_PORT=8103
CELERY_BEAT_HEALTH_CHECK_IP='0.0.0.0"'
CELERY_WORKER_HEALTH_CHECK_PORT=8104
CELERY_WORKER_HEALTH_CHECK_IP='0.0.0.0"'
HEALTH_CHECK_CERT=/etc/opt/termidesk-vdi/healthcheck.pem
HEALTH_CHECK_KEY=/etc/opt/termidesk-vdi/healthcheck-decrypted.key

0o ~NO0O UL WNBKE

MprMep KOMaHAbl MPOBEPKM COCTOSIHUS KOMMOHeHTa «MeHenykep paboumx MecT», a UMEHHO CNy>Obl
termidesk-taskman, yepes ytunuty curl (npegnonaraetcsi, 4to «MeHenyep paboumx MecT» HacTpoeH

ANs paboTbl MO 3aLUMULLEHHOMY COEANHEHMUIO):

1 curl --insecure -v -s -X 'GET' "${HOSTNAME}:8100/api/health/check" -H 'accept:
application/json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}"
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19 . HEWUTATHbIE CUTYALUU

19.1. HewrTaTHble cMTyauumu u cnocobbl UX yCTpaHeHUs!

CNET.10001-01 90 02

Bo3MoxkHble HeucnpaBHOCTM npu pabote ¢ Termidesk u cnocobbl MX ycTpaHeHUss npuBeaeHbl B

Tabnuue (cm. Tabnuua 116).

Tabnuua 116 - NMepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMM

UHaukaums

OnucaHue

BozMoxxHoe pelueHue

Owwnbka:

«CBOW: ocTaBwmecs cnoTbl
NMOAKIHOUYEHUN 3ape3epBUPOBaHbI
019 MOAKNOYEHUN
cynepnonb3oBatens (He ans
penivkauumn)»

Owmnbka BO3HMKAET Mpu MonbITKe
aBTopm3aumm Ha Termidesk

M3MeHUTb MakCMManbHOE KOJIMYECTBO
NMoAKItOYeHUN B HacTpomkax B:
WU3MEHWUTb 3Ha4YeHWe max_connections B
KOH(UrypaLMoHHOM daine fetc/
postgresql/11l/main/
postgresql.conf B 60nbLYy CTOPOHY

Owwnbka:
«OpenNebula Error 256 User

coulnd't authenticated, abording
call»

Owmnbka BO3HMKAET Mpu MonbITKe
fobasneHus noctasLmka pecypcos MK
CB bpecT B rpacdmueckom uHTepderice
ynpasnenus Termidesk

HeobxoarMo ykasaTb NpaBWUIIbHbIN MY Tb K
cdariny keytab 1 BHeCTM 3HauYeHUs
napameTpa « TOKkeH» HermocpeacTBEHHO B
unTtepderice MK CB BpecT (cMm.
noapasgen JobaBneHne nocraBLUUKa
pecypcoB NK CB bpecr)

Ownbka:

«OpenNebula error 256 User could't
be authericated»

OLwnbKa BO3HUKAET NPU MOMbITKE
pobaeneHus noctaswmka pecypcos MK
CB bpect

HeobxoammMo co3patb HOBOE 3Ha4veHue
napameTpa TOKeH NS NnoJib3oBaTens
HenocpeacTeeHHo B UHTepderice MK CB
bpect

Owwubka:

«SSL.:
WRONG_VERSION_NUMBER]
wrong version number
(_ssl.c:1056)»

Owmnbka BO3HMKAET, eCn cepsep
NMOCTaBLLMKA PECYPCOB HE NOALEPXKMUBAET
SSL

Heobxoamnmo oTpenakTupoBaTb
NoCTaBLLMKa peCcypcoB, BbICTaBUB
napameTpy «Mcnonb3oBatb SSL»
3HaveHue «HeT»

Henb3s 3anonHuTL none Knacrep
[laHHbIX, HEBO3MOXXHO COXPaHUTb
wabnoH

OLwnbKa BO3HMKAET NpU NOMbITKE
co3gaHua wabnoHa PM ana nocraswmka
pecypcoB VMware none «Knactep
JAaHHbIX» HEaKTUBHO, HEBO3MOXXHO
COXPaHUTb LWaboH

Ha nnatdopme BupTyanusaumm VMware
HeobxoAMMOo 06bSIBUTL KnacTtep
xpaHunuwa aaHHbix (Datastore Cluster)

Owmnbka:

«kinit: Client ' HTTP/
termidesk.local@LOCAL' not found
in Kerberos database while getting
initial credentials»

Owwnbka BO3HMKAET Npu fobaBneHUU unm
pefakTMpoBaHMM AOMEHa
ayTeHTUbUKauun Freel PA

HeobxoarMo co3aath yKasaHHYHO
yuyeTHyto 3anuck Ha K, Freel PA

Owwnbka:
«'list' object has no attribute 'get'»

OLwnbKa BO3HUKAET NPU pa3BoOpaunMBaHMMK
BM u3 wabnoHa, B KOTOPOM yKa3aHHO
60obLUe 0fHOro AMCKa

B wabnoHe npu nepBoHa4anbLHOM
pasBopaymBaHun BM ponyeH 6bITb
yKa3aH TONbKO OAMH AUCK
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Nnankauma

OnucaHue

BosmMoyxHoe pelueHue

Owmnbkm Npu ycTaHOBKe NaKeTa
«HeBo3MOXKHO HaMTK NakeT» Uam
«HeynosneTBopeHHble
3aBUCUMOCTU»

Owmnbka BO3HMKAET NP NOMbITKE
ycTaHoBWTb nakeT B OC

Heobxoanmo y6eauTbes, uto B hanne /
etc/apt/sources. list 3agaHbl U He
3aKOMMEHTUPOBaHbl MCTOYHUKMU
nonyyeHus naketos (penosuTtopum),
3aTeM 0BHOBUTbL CMUCKM NAKETOB:

sudo apt update

Mocne 3TOro Hy>XHO BHOBb BbIMO/HUTL
KOMaHAy YCTaHOBKM NakeTa.

[na pewenns npobnemsl c
Hey[0B/IETBOPEHHbIMU 3aBUCUMOCTAMU,
MOMMMO MOAK/TKOUYEHNS PEMO3UTOPUER B
danne /etc/apt/sources.list, MOXHO
BOCMO/1b30BaTbCS KOMaHOOM:

sudo apt -f dinstall

Kntou -f ncnonbsyetca ans nonbITKu
MCMNPaBUTb HapyLLEHHblEe 3aBUCUMOCTHU
nakeToB

Owwnbka:

«[poBepka He nporaeHa.
ValueError: MeTagaHHble He
nonydeHsbl. Mpoeepbte URL
MeTafaHHbIX U JOCTYMNHOCTb
cepsepa»

Mpwu akTnBaumm napametpa «lMpoBepka
SSL» pna nomeHa ayteHTUdUKaLMU
SAML TecT coeanHeHUs 3aBepLUaeTca C
oLnbkom

Heobxoanmo HacTpouTb paboTy ¢
cepTudmKaTamMu Npu NONyYeHUU
MeTafaHHbIX OT AOMEHA ayTEHTUDUKALMM
SAML. Ons 3toro:

* [06aBUTb MEPEMEHHYHO OKPYXKEHUSI
REQUESTS_CA_BUNDLE B datine /
etc/opt/termidesk-vdi/
termidesk.conf. B nepemeHHoM
OKPY>KEHUS HY>KHO YKas3aTb NMyTb K
daviny c poBepeHHbIM KOPHEBbLIM
ceptudmkatom. MNpumep:

REQUESTS_CA_BUNDLE=/etc/
ssl/certs/ca.crt

* BbIMOJIHUTb Nepe3anyckK CayXobl
termidesk-vdi:

sudo systemctl restart
termidesk-vdi

Owwnbka:

«[lns dboHma 3HaYeHMe NOAUTUKM
"[lencTBme nNpu Bbixoae

nonb3osarens ns OC" He moxeT
6bITb "YaanaTb paboyee MecTo"»

Owmnbka BO3HMKAET Npu co3paHum boHaa
PM meTanocTaBLLMKa Yepes macTep
ny6nukaumm doHAaa

HeobxoarMo nepenTu B HAaCTPOUKM
NMOUTUK YKa3aHHOro B OLLMbKe
cepBucHoro doHaa PM v gna nonntukm
«[ericTBure Npu BbIXoae Mosb3osaTens us
OC» BbIbpaTb 3Ha4YeHUe «HeT». 3atem
BHOBb MepenTH K cozgaHuo doHaa PM
MeTanoCcTaBLLMKa

B 3anucax >xxypHana
«YHUMBEpCcanbHOro aucneTyepa»
oTpaxkeH |P-agpec nopTana
«Arperatop», a He |IP-agpec
nonb3oearens

Mpu noakntoveHMM Nonb3oBaTens K
pecypcy dpepmbl Termidesk uepes noptan
«Arperatop» B )KypHane y3na
«YHMBEpPCanbHOro agucneTyepa»
ukcumpyeTcs 3anuck ¢ ykasaHuem |P-
agpeca noptana «Arperatop», a He |P-
afpecoMm nonb3oBaTens

Heobxoanmo nepertn «HacTpoinku -
CuctemMHble napameTpsbl - besonacHocTb»
W BKJIIOUUTb NapameTp «Mcrnonb3oBaTtb
aHoHcupyeMbin |P knueHTa»
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20 . MEPEYEHb TEPMHNHOB

TepMuH OnpepeneHne
Arperatop Beb6-nHTepdernc ynpaeneHus noptanom «Arperatop»
aaMUHUCTpaTopa
Arperatop Beb-mHTepderic nonb3osBaTens AN noayyYeHUs pecypcoBs, NpeaoCcTaBaseMblX NOpPTaaoM
nosib3oBaTens «ArperaTtop»

KoMmnoHeHT «AreHT»

CobupaTtenbHoe Ha3BaHWeE Af1a CeayroLwmx KoMnoHeHToB Termidesk:

* «AreHT BUpPTyasbHOro paboyero MecTa;
* «AreHT y3n1a BUpPTYaaM3aLmumn»;

* «CeCcCUOHHbIM areHT»;

= «BupeoareHT»;

* «AreHT BUPTyaslbHbIX CMapT-KapT».

CaMoCTOsATENbHbIM KOMMOHEHT, OTBEYAIOLLIMIA 38 KOHTpONupyemyto goctasky PM, Bzanmopeiicteume
C «YHUBepCanbHbIM aucneTyepom» 1 «MeHeakepom paboumx MecT»

KoMnoHeHT « AreHT
BMPTYasibHbIX CMapT-
KapT»

KomnoHeHT Termidesk. YctaHaenueaetca B rocteeyto OC npu nogrotoeke 6asosoro BPM.
BbinonHsaeT nepeHanpaBneHne NOAK/IOUYEHHbIX K MOJIb30BaTe/IbCKOM paboyelt CTaHUMM CMapT-KapT
8 BPM

KoMmnoHeHT «AreHT
BMPTYasIbHOrO
pabouyero MecTa»

KomnoHeHT Termidesk. YcTaHaenuBaetca B rocteyto OC npu nogrotoeke 6asosoro BPM.
BbinonHsieT B3auMopencTeue ¢ « YHMBEpPCabHbIM AUCMETYEPOMY», KOHGUrypupyet BPM,
dvKcHpyeT AelCTBUS NONb30BaTENS, peaIU3yeT nepeaady ynpaBnsioLmMX COOBLLEHUM

KoMnoHeHT «AreHT
y3/1a BUPTYaam3aLmm»

KomnoHeHT Termidesk. YcTaHaBnvBaeTcs Ha y3en BUPTyann3aLmu, B3aMMOLENCTBYET C
rMnepBmM3opoMm Yepes Moaynb Libvirt

basosoe BPM

Takoke: 3010ToM 06pas, 6a30BbIN 06pa3.

MoppasymesaeT cobon obpas aucka BM c npegyctaHoBneHHbIM npuknagHbim 10 u
YCTaHOB/IEHHbIM « AFEHTOM BUPTYasibHOro paboyero mecta». ToT 0bpas ganee byoet
Mcnonb3oBaTbca Ana cosgaHma BPM ans nonb3osaTenen

BbanaHcupoBLmK CaMoCTOsTENbHbIN KOMMOHEHT, OTBEYAIOLLIMI 33 pacrpeieneHne Harpy3ky Ha MHOXECTBO
Harpysku «YHuBepcanbHbIX Ancnetyepos» u «LLntozos»

KomnoHeHT KomnoHeHT Termidesk. YctaHaenueaetca B rocteryto OC npu nogrotoeke 6asosoro BPM.
«BupeoareHT» BbinonHseT nepeHanpaBneHne BuaeokaMepbl C MNo/ib30BaTeIbCKoM paboyen cTaHuuu B8 BPM

BupTyanbHoe pabouee
mecTto (BPM)

PaseepHyTas Ha BM OC c ycTaHOBNEHHbIM «AreHTOM BUPTYyanbHOro paboyero MecTta» m
HeobxoanmbiM npuknagHbiM MO. MoakntoueHne k BPM nponcxoamT yepes npoTokosbl
yAaNeHHOro JoCTyna

Pabouee mecto (PM)

lMNoctesas OC mnu OC, ycTaHOBNEHHAs! HA BblAENIEHHOM KOMMbIOTEPE, AOCTYMN K KOTOPOWM
peanusyeTcs C NOMOLLbIO MPOTOKONA YAANIEHHOMO AOCTYna.

Mop PM noppasymesatotcs kak BPM, Tak 1 TepMUHanbHbIN AOCTYN UK AOCTYN K
ony6/MKOBaHHbIM Ha TEPMUHANILHOM CEPBEPE MPUOKEHUAM

lNoctesas OC

OC, dyHkumoHupytowas Ha BM

«MeHepxep pabounx
MecT»

Mpynnel PM ®yHKuMoHanbHoe obbeanHeHMe MHoxecTBa hoHaoB PM no onpegeneHHOMy npusHaky
HDomeH Cnocob npoBepku Cy6bEKTOB M MX MOIHOMOUYUIA

ayTeHTUbUKaL UK

KoMnoHeHT KomnoHeHT Termidesk. OTaensieMbift KOMMIOHEHT MPOrpaMMHOI0 KOMMJIEKCA, OTBEYAKOLLMI 33

B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YMPaBAEHUS XXM3HEHHbIM LUKIoM PM, Bkatoyas
CO34aHMe, HACTPOMKY, 3aMyCK, OTKJTHOUEHME U yaaneHue.

SlBnsetca 06paboTUMkoM POHOBbIX 334a4.

YcTaHaBnuBaeTcsa U3 naketa termidesk-vdi. HaumeHoBaHWe cnyy6bl nocne yCTaHOBKMU:
termidesk-taskman.service
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TepMuH Onpegenexune
KomnoHeHT KomnoHeHT Termidesk. CaMocToATeNIbHbIA KOMMOHEHT, OTBEYAKOLLMIA 38 COrNlacoBaHHYH paboTy
«OpkecTpaTtop» BCEX KOMMOHEHTOB MPOrpaMMHOI0 KOMIJIEKCA NpU AELEHTPAIM30BaHHOM Pa3BePTbIBaHUU, ANsi

HY>XXA, OTKBBOyCTOl}'IHMBOCTM M KOMNNeKCnpoBaHua C 0611a4HbIMMU C}'Iy)K6aMVI

MocTaBLmk pecypcos

OC, nnatdopma BUPTYyanusaumm uam TepMuHanbHbin cepeep (MS RDS/STAL), npepocTaBnsitowme
BbIUYMCINTENbHbIE MOLLLHOCTU, PECYPCbl XPaHEHUS AaHHbIX, @ TaKXKe CETEBble Pecypchbl 4Ns
pasMeLleHus doHgos PM

MpoTokon poctaBku

Mopnepyxmeaembini B Termidesk npoTokon yaaneHHoro goctyna k PM

CBAa3aHHbIN KMOH

Cnocob opraHusauum BPM Ha ocHoBe eanHoro obpasa, C BO3MOXHOCTbO 3KOHOMUK ANCKOBOIO
NPOCTPAHCTBA, 3@ CHET TEXHONOMUKN KKOMMPOBaHME NPU 3aMUCK», U YCKOPEHUSI onepaLuii Bo3BpaTa
K 6a30BOMY COCTOSIHMIO, YCTAHOBKU AononHutenbHoro MO 1 o6HoBneHnR

KoMnoHeHT
«CecCcUOHHbIN areHT»

KomnoHeHT Termidesk. YcTtaHaBnuBaeTca Ha TepMuHanbHbili cepep (MS RDS/STAL), aktuBmpyeT
BO3MOXXHOCTb MHOXECTBEHHOMO AOCTYrMa Mosib3oBaTenei K yaaneHHbIM paboumM cTonam m
MPUIOXKEHUSM

KomnoHeHT KomnoHeHT Termidesk. OTaensieMbift KOMAIOHEHT MPOrpaMMHOI0 KOMMJIEKCA, OTBEYAKOLLMIM 33

«YHUBepcanbHbI MAEHTUDUKALMIO Monb3oBaTesel, HasHadeHue MM PM u koHTpons poctaBsku PM.

AncneTyep» YcTaHaBnuBaeTcs U3 nakeTa termidesk-vdi. HanmeHoBaHWe cnyx6bl Nocne ycTaHOBKU:
termidesk-vdi.service

®oHao PM CoBOKYMHOCTb MOAFOTOBNEHHbIX pabounx MecT ANt AOCTAaBKU MO OAHOMY UM HECKONTbKUM
NMPOTOKO/IaM YAANIEHHOMO AOCTYMa B 3aBUCUMOCTM OT MOJIHOMOYMI MOJb30BaTes1en

La6non PM MapameTpbl koHUrypaumm PM ans ucnonbsosanus 8 dpoHae PM

KomMnoHeHT «LLnto3»

KomnoHeHT Termidesk. CaMocTosiTENbHBIN KOMMOHEHT, OTBEYAIOLLMI 338 TYHHENMPOBaHMe
NMPOTOKOJ/IOB OCTaBKM, MCMOMb3YHOLUMX TPaHCMOPTHbIM npoTokon TCP.

YcTaHaBnuBaeTcs M3 naketa termidesk-gateway. HanmeHoBaHUWe cny»6bl Nocne ycTaHOBKU:
termidesk-gateway.service

KomnoneHT «CepBep
TepMuMHanoB Astra
Linux»

KomnoHeHT Termidesk. Takxe: STAL.

ObecneunBaeT NogKArOUEHME NONb30BaTENbCKUX paboumx cTaHumii K PM ¢ OC Astra Linux Special
Edition uepes ceaHc yaaneHHoOro TepMuHana

MopTan «Arperatop»

Ponb komMnoHeHTa « YHMBepcanbHbIM gMcneTyep», 4OCTyNHas npu yctaHoBke Termidesk. ABnsietca
€AMHOM TOUKOM BXOAa A1 MONyUYEHUs1 peCcypCcoB Mosib30BaTeNAMU, NPeaoCTaBsSeT UM
06beaMHEHHbIW CNUCOK npunoxeHui 1 BPM c depm Termidesk

MopTan
aAMUHUCTpaTopa

MpepocTaBnset Be6-uHTepdelic ana ynpaeneHmsa Termidesk n nHTepdenc swagger ana gocryna K
OrpaHUYEeHHOMY CMMCKY Moay/en oKyMeHTauumn no komaHaam REST API

MopTtan nonb3osatens

MpenocTaBnseT nonb3oBaTenbCckuii Beb-nHTepdenc Termidesk (6e3 gocTyna K dyHKUMAM
ynpasneHus) u uHTepdenc swagger Ans 4OCTYNa K OrpaHUYEHHOMY CMIMCKY MOAynen
LoKyMeHTaumu no koMmaHpam REST API

MopTan
YHUMBEpCasbHbIN

MpenocTtaBngeT dpyHKLMM 060MX BapMaHTOB - U «[opTana agMUHUCTpaTopa», u «[NopTana
nonb3oBarens». [pu 3ToM aKTUBUPYETCS JOCTYN KO BCEM MOAYNSM LOKYMEHTALUMKU MO KOMaHAaM
REST API, npegocTtaBnsemMbiM MHTepdeNCoM swagger

Kntou MpumeHsieTca B KoHTeKcTe darina, He onumu B koMaHAe. MNocnenoBaTeNbHOCTb NCEBAOCAYHANHbIX
yuncen, creHepupoBaHHasa 0cobbiM 0bpasom

Ceptudumkar ApTedakT, coaepskalimii MHGopMaL Mo 0 BNageNbLe Ko4a U NMOATBEPKAAOLLMIA MPUHAANEXKHOCTb
K/toYa BRagenbLy

®Mepma JNornyeckoe ob6beguHEHME Y310B, B3aMMOAENCTBYHOLWMX C ogHon Bl
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21 . NMEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

b, basa gaHHbIx

BM BupTtyanbHas mMawimHa

BPM BupTyanbHoe pabouee MecTo

rycu no6anbHbI YHUKaNbHbIN CECCUOHHBIN UAEHTUDMKATOP

3MncC 3aMKHyTas nporpaMMHas cpena

K., KoHTponnep nomeHa

o3y OnepaTMBHOE 3anoMMHatoLLee YCTPOUCTBO

oC OnepaumoHHas cuctema

MK CB bpect MporpammHbIi komnnekc «CpepcTea BUpTyanusaumm «bpect»

no MporpamMmHoe obecrieyeHue

PM Pabouee mecTo

CvybA Cucrema ynpasneHus 6azamMu JaHHbIX

Ln LleHTpanbHbIM npoueccop

ucC LleHTp ceptudukaumm

aun DneKkTpoHHasa undposas noanuch

ACL Access Control List (cnucok koHTponsi goctyna)

ALD Astra Linux Directory (eaMHoe npocTpaHCTBO MOJb30BaTeNeN)

AMQP Advanced Message Queueing Protocol (oTKpbITbIM NPOTOKON ANsi Nepeaaqu
COOBLLEHUI MeX Y KOMMOHEHTaMU CUCTEMbI)

AMQPS Paclumnperne npotokona AMQP c ucnonb3oBanuem TLS anga wudposaHus

API Application Programming Interface (uHTepdeiic npuknagHoro
NporpaMMUpoBaHUS)

CRUD Create Read Update Delete (akpoHMM 0CHOBHbIX onepauuii ¢ uHbopmaumen B bJ1)

CSR Certificate Signing Request (3awumdpoBaHHbIN 3anpoc Ha BbINyCK cepTudukara)

DHCP Dynamic Host Configuration Protocol (npoTokon HasHaueHUs ceTeBoro agpeca)

DN Domain Name (nomeHHoe ums)

DNS Domain Name System (cucTteMa AOMEHHbIX UMEH)

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe MMs IOMeHa)

Freel PA Free ldentity, Policy and Audit (oTkpbiToe peLueHue no 6ezonacHocTu Linux-
cucteMm)

GC Global Catalog (rnobanbHbin kaTanor)

GID Group Identification Data (naeHTUdMKaTOp rpynnbl)
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CokpalueHue MosicHeHuWe

GPU Graphics Processing Unit (rpacduyeckuit npoueccop)

GUSID Global Unique Session ID (rno6anbHbii YHUKaNbHbIA CECCUOHHBbIN
naeHTUdMKaTop)

HTML Hypertext Markup Language (s13bIk rMnepTeKCTOBOM pa3MeTKM)

HTTPS Hypertext Transfer Protocol Secure (pacumpenue npotokona HTTP gns
NoAAepPXKKU LWndpoBaHUS)

ID Identification Data (naeHTudukaTop)

IdP Identity Provider (cepBuc, ynpasnsitowmin naeHTUbUKaLMOHHOM MHPOpMaLmMent)

IP Internet Protocol (MexxceTeBoW NpoTokon)

JSON JavaScript Object Notation (cTaHaapTHbIV TekcToBbIM hopmaT Afis
CTPYKTYPUPOBAHHbIX AaHHbIX)

JWKS JSON Web Key Set (Habop oTKpbITbIX K/HO4YEN A1 MPOBEPKM BEG-TOKEHA)

JWT JSON Web Token (oTKpbITbI CTaHAAPTANS CO34aHUSI TOKEHOB AOCTYMA)

LDAP Lightweight Directory Access Protocol (nerkosecHbIi NpoTokon focTyna K
cny>k6aM KaTanoros)

LDAPS Lightweight Directory Access Protocol over SSL/TSL (pacwmnpeHue npoTtokona
LDAP)

MAC Media Access Control (yHUKanbHbI AEHTUDUKATOP CETEBOrO YCTPOMCTBA)

MS AD Microsoft Active Directory (cny»6bl katanoros Microsoft)

mTLS Multiplexed Transport Layer Security (npoTokon, ocHoBaHHbIW Ha TLS ¢
ycuneHHow 6e30nacHoCTbIO)

oIDC OpenlD Connect (npoTokon ayTeHTUdMKaLMK, MOCTPOEHHbIM MOBEPX CTaHAAPTa
OAuth 2.0)

ouU Organizational Unit (opraHv3auuoHHas eanHULa)

PAM Pluggable Authentication Module (noakntouyaembii Mogynb ayTeHTUDMKALUK)

PID Product ID (uaeHTUdMKaTOp NposyKTa)

PKCS Public Key Cryptography Standards (cTaHzapTbl KpunTorpadgum ¢ OTKpbITbIM
K/1H04HOM)

PKINIT Public Key Cryptography for Initial Authentication (Mexanusm Kerberos,
No3BONSOLWMIN MCMoNb30BaTh cepTudmkaTol X.509)

RADIUS Remote Authentication Dial-In User Service (npoTokon, NpeaocTaBnsowmim
yHKUMM ayTeHTUDMKALMM, aBTOPU3ALMUN U YYeTa)

RDP Remote Desktop Protocol (npoTtokon ynaneHHoro pabouyero ctona)

RDS Remote Desktop Services (cny>6bl yaaneHHoro paboyero ctona Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabounx CTon0B)

REDIS REmote Dlctionary Service (peauaeHTHas CYB[)

REST Representational State Transfer (nporpamMMHas apxuTekTypa, onpeaenstoLas

ycnosusi pabotbl API)
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CokpalueHue MosicHeHuWe

RFC Request for Comments (pabouee npepnoxxkeHne MHTepHeT)

RPC Remote Procedure Call (yzaneHHbIl BbI30B NpoLEeayp)

RSA Rivest, Shamir and Adleman (kpunTorpacduyeckuii anropuT™ C OTKPbITbIM
KJTHO4OM)

RTSP Real-Time Streaming Protocol (npoTokon ans ynpasneHus NOTOKOBOW nepefavent
JaHHbIX)

PKI Public Key Infrastructure (MHbpacTpyKkTypa OTKPbITbIX KJTHOUEN)

SAM Security Account Manager (aucneTtyep y4YeTHbIX 3anucert 6e30nacHOCTH)

SAML Security Assertion Markup Language (0TKpbITbIM cTaHBapT 0B6MeHa AaHHbIMU
ayTeHTUdMKaumnm)

SASL Simple Authentication and Security Layer (dperimBopk ans ayTeHTUbUKaLMU U
obecreyeHus 6e3onacHOCTH)

SCSI Small Computer System Interface (Habop cTaHzapToB ans dusmyeckoro
NOAK/HOUEHUS U Nepesiadn JaHHbIX MeXAy KOMMboTepaMu 1 nepudepuinHbiMm
yCTpOMCTBaMM)

SMB Server Message Block (npoTokon ans yaanéHHoro goctyna K ceTeBbIM pecypcam)

SPICE Simple Protocol for Independent Computing Environments (npocToti npoTtokon ans
HE3aBMCMMOM BbIYUCIUTENbHOM Cpeabl)

SRV Service Record DNS (cny>kebHas 3anucb B DNS)

SSL Secure Sockets Layer (kpuntorpacduyeckuii npoTokon)

SSO Single Sign-On (TexHonorus eamMHoOro Bxoaa)

STAL Terminal Server Astra Linux (cepsep TepMuHanos Astra Linux)

STUN Session Traversal Utilities for NAT (ceTeBoi NpoToKo/, NO3BONSKOLLMIA ONPEAENUTL
BHewwHW |P-agpec u apyrue napameTpsl

TCP Transmission Control Protocol (npoTokon ynpaBneHus nepenaveit)

TERA Termidesk Remote Access protocol (npoTokon yaaneHHoOro ocTyna cobcTBEHHOM
pa3paboTku)

TLS Transport Layer Security (MpoTOKon 3aLmMTbl TPAaHCMOPTHOrO YPOBHS)

TOTP Time-based One Time Password (MeToa aBTOpU3aLMm Nonb30BaTENS)

ubp User Datagram Protocol (npoTokon nonb3oBaTenbCKUx gatarpamm)

URI Uniform Resource Identifier (yHubuumpoBaHHbIi aeHTUdMKaTop pecypca)

URL Uniform Resource Locator (yHuduumpoBaHHbIM yKasaTenb pecypca)

URSI Unique Resource Start ID (yHWKanbHbIN naeHTUGUKATOpP 3amnycka pecypca)

uUsB Universal Serial Bus (nocnegoBaTtenbHbIn MHTEPdENC ANS MOAKITOHYEHUS
nepudepunHbIX YCTPOUCTB)

uuliD Universally Unique Identifier (yHuKanbHbIM naeHTudMKaTop)

vGPU Virtual Graphics Processing Unit (BupTyanbHbili rpacdmyeckmii npoueccop)

VDI Virtual Desktop Infarsticture (MHdpacTpyKTypa BUPTYasibHbIX paboymx CTONOB)
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CokpalueHue MosicHeHuWe

VLAN Virtual Local Area Network (BupTyanbHas nokanbHas ceTb)

VNC Virtual Network Computing (cucTteMa yaaneHHoro goctyna kK paboyemy crony
KOMMbOTEPA)

VPN Virtual Private Network (TexHonorus gns 3awmdpoBaHHoro 6esonacHoro
coefMHeHUs)

VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUPTYanbHOro
pe3epBUPOBaHMA MapLLpPYTU3aTOPOB, NPefHa3HaYeHHbIM NS yBeIMYeHUs
[OCTYMHOCTK)

WebRTC Web Real-Time Communications (OTKpbITbI NPOEKT ANS OpraHu3aumm nepesaym

NMOTOKOBbIX ,El,aHHbIX)

WS WebSocket (aByHanpaBneHHbI NPOTOKO, MNO3BONSIOWLMI KINEHTY YCTaHOBUTb
CBA3b C CEPBEPOM)

WSS WebSocketSecure (aByHanpaBneHHbI NPOTOKO, MO3BONSIOLLUIA KINEHTY
YCTaHOBUTb 3aLLUMLLEHHYIO CBA3b C CEPBEPOM)

X.509 CraHpapT Ans HPPacTpyKTYpbl OTKPLITOrO Ktoua
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