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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHMUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTOM pykoBOACTBe NMpMBEAEHO Ha3HayeHWe, YCTAaHOBKA M HAacTporka KoMmoHeHTa «Lnto3». Ona Toro,
yTOOblI MONYYUTH MHPOPMALMIO O MeCcTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCe, HeobxoamMMo
06paTUTBLCS KO BTOPOM 4YacTu pykoBoacTBa agMuHucTpatopa - CJZTET.10001-01 90 02 «PykoBoactBo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»

KomnoHeHT «LUnto3» (manee - LLnto3) Bxoamt B coctaB Termidesk. LLnto3 oTBevaeT 3a TyHHennpoBaHue
NMPOTOKOJIOB [AO0CTaBKM, WCMOMb3YHOLWMX TPaHCMOpTHbIM npoTokon TCP, obecneuvBas oTaeneHuve
MHPPaACTPYKTYpbl BUPTYasbHbIX pabounx Mect (BPM), Haxooawmxcs BO BHYTPEHHEN NTOKaSbHOW CETH,

OT BHELLHUX JIOKa/IbHbIX CETEN UMW rNobanbHbIX CETEN.

LWnto3 siBnsetcs koMnoHeHTOM Termidesk M MoyeT yCTaHaBNMBaTbCA Kak COBMECTHO C KOMMOHEHTaMu
«YHUBepcanbHbIM AucneTyep», «MeHemkep paboumx MecT», Tak M OTAENbHO MNpPU HeobxoauMOCTU

obecrneynTb pacrnpeneneHHy KoHGUrypaumio.

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

Ons ycrtaHoBku LUnto3a MuHMManbHble annapaTHble TpeboBaHMS y3na [0/KHbI COOTBETCTBOBATb
CNnefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coegmHeHune, He meHee 100 MéuT/c.

B cpepe dyHkumoHmpoBaHus LUnto3a pgomkHa ObiTb NpegBapuUTeNbHO YCTAaHOB/IEHA OMepaLMoHHas

cuctema (OC) Astra Linux Special Edition Bepcuun 1.7 (1 Bbiwwe).

1.4 . Tunorpadckue cornaweHus

B HacTosweM foKyMeHTe NpUHATBI cieaytolme Tunorpadckme cornalleHms:
* MOHOLUMPWHHLIA WPUGT — WCNONb3YeTCs AN  BblaeNeHuss @parMeHTOB TeKCTa Mporpamm,

HauMeHoOBaHUM (arnoB M nanok (AMPeKTopuM), MyTen MNepeMeLLeHUs, CTPOK KOMMEHTapueB,
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Pa3NIMYHbIX NPOrPaMMHbIX 31eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03HAYeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHUM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.

Bbinyck ot mas 2024 4



@ TERMIDESK CJIET.10001-01 90 05

2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMOMHUTb CrieaytoLLee:
* CKOMWpPOBaTb B AOMALLIHUIA KaTasor nosib3oBaTens obpas Ancka termidesk-<Bepcusi> . 1s0;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa
MCTOYHWMKOB MaKeTOB UM NMPU U3MEHEHUMU COLEPXKUMOIO 3TUX UCTOYHUKOB.

2.2 . YcrtaHoska LLnto3a

LOns yctaHoeku LWnto3a Heobxoammo:

* OCTAQHOBWUTb M OTKJIOUUTL CNyxby LLinto3a termidesk-wsproxy, ecim OH paHee UCMOb30BaAJICA:

Bbinyck ot mas 2024 6



@ TERMIDESK CJIET.10001-01 90 05

:~$ sudo systemctl stop termidesk-wsproxy
:~$ sudo systemctl disable termidesk-wsproxy

* BbINOJIHWUTb YCTAHOBKY termidesk-gateway 13 nogkatoyeHHoro peno3utopust Termidesk:

:~$ sudo apt install termidesk-gateway

& [ns obcnyxumeaHmua API-3anpocoB no coctosiHuio LUnto3a HeobxoovMmo nocne yCTaHOBKM
LLinto3a 3apatb napameTp urlCheckToken.
LOna peructpaummn LWntoza B cucteMe ynpaBneHmMs U MOHUTOpUHra Termidesk m oTcnexxneaHus
ero akTyaJlbHOro cTaTyca U3 nopTana agMMHUcTpaTopa Termidesk, Heo6xoanMo nocne ycTaHOBKM
LLnto3a 3apatb napameTpbl coordinatorUrl, coordinatorUser, coordinatorPass (cM.
noagpasaen MNMapaMeTpbl KOHGUrYPUPOBaHUSI KOMIMOHEHTA).

3aBMCUMOCTM NakeTa termidesk-gateway:
* Tibc6 (>= 2.14);
* libgccl (>= 1:3.3.1);
* Tibssl1.1 (>= 1.1.0);
» libstdc++6 (>= 5.2).

MpoBepka cocTosaHMsA cnyxbbl termidesk-gateway BbIMONHSAETCS KOMaHAO0M:
:~$ sudo systemctl status termidesk-gateway
Crpoka «Active» oToODparkaeT COCTOsSIHME CepBMCa, rae CTaTyc «active (running)» CBUOETENbCTBYET

06 ycrnelwHoMm 3anycke termidesk-gateway.

Lna npocmoTtpa ycTtaHoBneHHom Bepcum LLinto3a termidesk-gateway HY>KHO BbIMOMHUTD:

:~$ termidesk-gateway -v

©® Hauvnasa c Termidesk Bepcum 5.0 usmeHunca APl-3anpoc Banupaumm TokeHa LUntosa
termidesk-gateway Aa9 NOAKNOYEHUS K KOMMOHEHTY « YHUBEPCANbHbIV AMUCRETYEpY.
Mpn obHOBNEHUM KOMMOHEHTa «YHMBepcanbHbIM Apucnetyep» umnn Lnosa termidesk-
gateway Ha BepCUIO M3 COCTaBa MPOrpaMMHOro komnnekca 5.X Hy>XHO Bpy4HyrO OOHOBWUTH
napameTtp urlCheckToken (cMm. noapa3sgen lMapaMeTpbl KOHPUIrypupoBaHMUS KOMMOHEHTA) Ha
3HayeHne https://<IP-agpec>/api/wsproxy/vl.1/verify ana KoppekTHOM paboThbl
nepeknatoyeHus Mexxay npotokonamm TCP un UDP.

L

2.3 . YnaneHue LLntoza

Ona ynaneHus Wnto3a termidesk-gateway HY>XHO:

* ynanuTb 6e3 noaTeep)kaeHUs termidesk-gateway:

:~$ sudo aptitude purge -y termidesk-gateway
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" OYUCTUTb OCTaBLLUMECA 3aBUCUMOCTU U KOHd)MpraLI,MMI

:~$ sudo aptitude purge ~c -y

2.4 . ObHoBneHue LLUnto3a

O6HoBneHune LLnto3a termidesk-gateway BbIMONHSAETCS MpPOLEAYPOMA YCTaHOBKM HoBoW Bepcuu. pu
obHoBneHuM termidesk-gateway dann /lib/systemd/system/termidesk-gateway.service bygeT
nepesanucaH. KoHdurypaumoHHbii dann Lnto3a /etc/termidesk/termidesk-gateway.conf bygeT

3aMeHeH dansiom /etc/termidesk/gateway.yaml.

© Haumnas c Termidesk Bepcum 5.0 usmenunca APl-3anpoc Banupmaumm TokeHa Llntosa
termidesk-gateway AN19 NOAKIOYEHUS K KOMMOHEHTY « YHMUBEPCANbHbIM AMUCMeTYep».
Mpy o0BHOBNEHMM KOMMOHEHTa «YHMBEpCanbHbIM pucrnetyep» u/unu Lno3a termidesk-
gateway Ha BepCcUIO M3 COCTaBa MPOrpaMMHOro komnnekca 5.X Hy>XHO Bpy4HyrO OBOHOBWUTH
napameTp urlCheckToken (cM. nogpaspen [MapameTpbl KOHPUIrypuUpoOBaHUS KOMMOHEHTa) Ha
3HayeHne https://<IP-agpec>/api/wsproxy/vl.1l/verify pnna KoppekTHoM paboThbl
nepekntoveHuns Mexay npotokonamu TCP n UDP.

Mpn obHoBNEeHWKM pacnpeneneHHOW KOHGUrypauum HeobXoaMMO YYecCTb, YTO eC/IM paHee Ha y3nax Cco
LLnto3om 6bin ycTaHoBneH termidesk-gateway, HEOGXOAMMO CHayana OBHOBWUTbL 3TWU Y3/bl, U TONbKO
MOTOM - y3/ibl KOMMOHEHTa «YHWMBEPCAsibHbIA AUCMETYEP» U Y3/bl KOMMOHeHTa «MeHemkep paboumx

MecCT».

Bbinyck ot mas 2024 8



@ TERMIDESK C/MET.10001-01 90 05

3. HACTPOMKA KOMMOHEHTA

3.1. O6wme cBepeHUA No HacTponke U GpyHKLMOHUpoBaHUio LLinio3a

[ns nposepku coctosiHus cnyx6bl LLInto3a ncnonbsyertcs komaHaa:

1 :~$ sudo systemctl status termidesk-gateway

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpPbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoauMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CETEBbIX MOPTOB:

= 80 (HTTP);

» 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa MPOCAYLUMBAHUS CNY>KObl HEOBXOAMMO BHECTU M3MEHEHWE B KOHOUIYPaLMOHHbIN

¢dann termidesk-gateway.yaml (cM. nogpaszen MapameTpbl KOHPUrypUPOBaHUS KOMIMOHEHTA).

Ha HoBowm ycTaHoBke LLnto3a termidesk-gateway MexaHU3M B3anmoaencTBus Beb-cepsepa co LLntozom
yOaneH.
OpHako ecnin paHee Ha y3ne 6bin ycTaHoBneH Lnto3 termidesk-wsproxy u kKoHGUrypaums Beb-cepeepa
6blna coxpaHeHa, TO B3aMMOAENCTBME BbIrNAAUT C/IEAYIOLLMM 06pa3oMm:

* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;

= Beb-cepBep apache nepeHanpasnsieT 3anpocbl LLnto3y Ha ykazaHHble IP-agpec Ha nopr;

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUUK PECYPCOB, IGO0 B BUPTYasIbHYHO MaLLMHY.

3.2 . Peructpauus KOMMOHeHTa B CUCTEME YNpaB/IeHUss U MOHUTOpUHra Termidesk

LOna ueHTpanvM30BaHHOIrO ynpaBneHUs 00bekTaMu UHGPACTPYKTypbl B Beb-uHTepdence Termidesk
peann3oBaHa CUCTEMA YMPaBIEHUS U MOHUTOPUHIA COCTOSAHUS KOMIMOHEHTOB.

Pervctpaumsa KOMMNOHEHTa B CUCTEME MPOUCXOAMUT Yepes noakitodeHune kK cepsepy RabbitMQ, koTopbin
XpaHUT WHdOpMaumto 06 y3fe KOMMOHEHTa W NepepsaeT €e KOMMOHeHTY «MeHepykep paboumx
mMecT» (termidesk-taskman). Ona pernctpauum LLnto3a B cucteme HeobxoguMo 3aaatb 0bsizaTenbHble
napameTpbl coordinatorUrl, coordinatorUser, coordinatorPass (cM. nogpasgen [lapameTtpbl
KOH(UrypupoBaHUS KOMMOHEHTA).

Ecnu napameTp coordinatorUrl 3agaH, To nocne 3anycka LLInto3 nHMunupyeT nogkntoveHue K cepeepy
RabbitMQ. Bce 3anpocbl k cepeepy RabbitMQ oxuzatoT oTBeTa B TeyeHMe BPEMEHM, 3a[JaHHOIO B
napameTpe coordinatorTimeout, N0 UCTEYEHUN KOTOpPOro duKcMpyeTcs owmbka nogkatoueHus. Mpu

ycnewHoM noakntoveHum LLnto3 nepepaet ceor ctatyc ¢ URL npoeepkn coctosiHusa (healthcheck) B
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dopmate JSON u nepuognyeckn obHOBASIET ero. TaMMayT OBGHOBJIEHUS CTaTyca 3a[aeTcs B napaMeTpe
coordinatorRefreshTime.
3.3 . MapameTpbl KOHPUIYPUPOBaHUSI KOMMOHEHTA

MapameTpbl koHdUrypupoBaHus LLntosa 3aparotca B KOHbUrypaunmoHHoM damne /etc/termidesk/

gateway.yaml.

© TMMpu obHoBNEHMM KOMMOHEHTa «YHuBepcanbHbii aucnetyep» umnmu Lnosa termidesk-
gateway Ha BEpPCUIO M3 COCTaBa MporpaMMHoOro komrnnaekca 5.X BMecTo 3HayeHus https://
127.0.0.1/api/wsproxy/vl/verify ana napameTtpa urlCheckToken HYXHO WCNONAb30BaTb
3HayeHue https://127.0.0.1/api/wsproxy/vl.1l/verify.

[ns 3apaHusa napameTpoB koHdUrypuposaHusa LUnto3a 3 danna Heobxoammo:
* OTpedakTMpoBaTb Gann gateway.yaml, yKa3aB HeobXxoaMMble 3Ha4eHMa ans napameTpos. Mpumep

npueeneH B danne /etc/termidesk/gateway.yaml.example:

1 # O6bsABNseM nepeMeHHyto a1 SSL (NOTOM ee UCNO/b3yeM B KaueCcTBe CChIIKN )

2 _valo: &sslprofo # La6noH gna SSL

3 key: "/etc/key" # SSL Key file name (default "")

4 cert: "/etc/cert" # SSL Cert file name (default "")

5 ca: "/etc/ca" # SSL CA file name (default "")

6 passphrase: "phrase" # SSL PassPhrase (default "")

7 dhparams: "/etc/dhparams" # SSL DhParams file name (default
llll)

8 ciphers: "ciphers" # SSL Cipher (default "")

9

10 # Gateway cepBepbl (3TO CAMCOK, MO YMO/IHAHUIO OH NMYCTON)
11  gwservers:

12 - listen: "127.0.0.1:9200" # IP + port, ansa IPv6
"[::1]:80" (default ~)

13 ssl: xsslprofo # SSL HacTpoikn (default {})

14 websocket: # Hactpoiika WebSocket

15 pingtimeout: 35 # Bpemsa nuHra «KnueHta» B cekyHAax,
AvanasoH [0, 100000], ecnu O, TO NUHMM OTKIOYeHbl (default 30)

16 checktoken: # HacTpolika NpoBepKn TOKEHOB

17 url: "http://127.0.0.1:80/api/verify" # URL pnsnposepkn (default "http://
127.0.0.1:8080/api/wsproxy/vl/verify")

18 # ... [Opyrve wno3bl

19

20 # MGT cepsep
21  mgtserver:

22 listen: "127.0.0.1:8181" # IP + port, ansa IPv6
"[::1]:80" (default ~)

23 path: /api/health # Path pnga 3anpoca nHdopmauumn (default
"/api/health")

24 token: "abcdel2345" # TokeH Basmpauun (default "")

25 ssl: xsslprofo # SSL HacTpoikm (default {})

26

27 # RabbitMQ knuneHT
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29 url: "amqgp://USER:PASS@localhost/" # URL, rge USER m PASS - 310
Heobs3aTenbHble nonsa (default ~)

30 user: "user" # user - nonb3oBaTeNlb, €C/AW 3ajaH, TO
n3meHsietT url.USER (default "'")

31 pass: '"pass" # RabbitMQ pass - naponb, ecnu 3ajaH,
To n3ameHsieT url.PASS (default "")

32 timeout: 40 # RabbitMQ timeout(sec), AauanasoH

[1, 60] (default 10)

33 refreshtime: 80 # lMepuop (sec) o6GHOBNEHMSA MHDOPMaLUSA
Ha cepBepe RabbitMQ, avanazoH [10, 100'000] (default 60)

34 single: true # Ecnv true - TO faHHble nepegatoTcs 40
nepBOro NOATBEPXAEHUS ,

35 # ecnn false - TO JaHHble nepefatoTcs no
unkny (6eckoHeuHo) (default false)

36 exchange: "exchange" # RabbitMQ exchange (default "")

37 routingkey: "routingkey" # RabbitMQ routing key (default
"termidesk_appnode'")

38

39  Tloglevel: # JlormpoBaHue COOBLLEHWI

40 info: true # YpoBeHb INFO (default true)

41 debug: true # YpoBeHb DEBUG (default false)

" BbINOJIHUTb Nepe3arpys3Kky CJ'Iy)K6bII

:~$ systemctl restart termidesk-gateway.service

Ona nonydeHus uHdopmaumm Mo [AOCTYMHbIM apryMeHTaM KOMaHAHOW CTPOKM HY)XKHO BbIMOMAHUTb

KOMaHAy:

:~$ termidesk-gateway --help

MapameTpbl, Mcnonb3yeMble B Ganne /etc/termidesk/gateway.yaml nocne yCTaHOBKM MPUBEAEHbI B

Tabnuue (cm. Tabnuua 1).

3afaHuve NapaMeTpPoOB MOXKET MPOU3BOAMUTLCS U MEPEMEHHbLIMU OKpYXKeHMs1 B cdopmaTe: ${ENV} wwm $

{ENV:DEFAULT}, roe DEFAULT - 3HayeHue g9 nogcTaHOBKU, €C/IM YKa3aHHasA nepeMeHHas OKpy>XeHusd He

HamnaeHa.

Hanpumep, ecnv HY>KHO 3a4aTb Yepe3 NepeMeHHbIE OKPY>KeHUS aapec IP_ADDR v nNopT NpoCayLLMBaHUS

cny>x6bl PORT, TO B KOHdUrypauuoHHoMm danne /etc/termidesk/gateway.yaml MOXXHO W3MEHWUTL

3HayeHune cnegyrouim o6pa30M:

1 listen: ${IP_ADDR}:${PORT:8000}

JInbo 3Tn 3HaueHUs MOXKHO 3a4aTb HanpsaMyto B danse, 6e3 UCNONb30BaHUS NMEPEMEHHbIX OKPYXKEHUS,

TOrAa 3anmncb U3MEHUTCS K BUAY:

1 listen:

Bbinyck ot mas 2024
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Tabnuua 1 — JocTynHble nepemMeHHble LLinto3za

Mapametp | OnucaHue

Cekuma valo: &sslprofo

key: ${sslKey}

MyTb K darny kntova ans coeguHeHuns SSL. MapameTp He nmeeT
3HaYeHMs Mo yMoNYaHUIo.

Mpu ncnonb3oBaHuUM cepTUdUKATOB M KNtoYen Ha dannbl . key U . pem
HeobXxoAMMO BblAaTb MpaBa Ha YTeHUE KOMaHAoW chmod 644:

:~$ sudo chmod 644 /etc/termidesk/ssl-cert-snakeoil.
key
:~$ sudo chmod 644 /etc/termidesk/ssl-cert-snakeoil.
pem

cert: ${sslCert}

MyTb k darny ceptudmkata ans coegnHeHus SSL. MNMapameTp He umeeT
3Ha4YeHMs Mo YMONYaHUIO

ca: ${sslCa}

MyTb K KOpHEBOMY cepTUDUKATY, Ha KOTOPOM BbIMYLLEH CEPTUDMKAT,
YKa3aHHbIN B NapameTpe cert. [lapamMeTp He MMeeT 3Ha4YeHUs Mo
YMOJIYaHUIO.

Mcnonb3yeTcs ona NnpoBepku NOAJMHHOCTU YKa3aHHOIoO B NapaMeTpe
cert cepTudmkara

passphrase: ${sslPassPhrase}

MaponbHas dpasa ana coeanHeHus SSL. MapameTp He UMeeT 3HauYeHUs
Mo YMOMYaHUto

dhparams: ${sslDhParams}

MyTb K danny c knrovamu Ouddu-Xennmana pns coeanHeHms SSL.
MapameTp He MMeeT 3Ha4YeHUs MO YMONHYaHUIO

ciphers: ${sslCiphers}

MUcnonb3yeMblii anropuTm npeobpasoBaHui ansa coeamHeHms SSL.
MapameTp He MMeeT 3Ha4YeHUs MO YMONHYaHUIO

Cekumsa gwservers:

listen: ${wsServerIP:0.0.0.0}:$
{wsServerPort:5099}

HasHaueHue napameTpos y3na Lntoza:

* wsServerIP - agpec NpocayLmnBaHUS BXOASLLUMX NOAKIHOUYEHUN.
Mpwu pacnpeneneHHoOM yCcTaHOBKE YKa3biBaeTCsl 3HaYEHUE
0.0.0.0, 4TobbI NOPT 5099 NPOCAYLIMBAICS HE TONBbKO
localhost, ecnu nnaHnpyeTcs NpUHUMaTb 3anpocbl Ha
NOAKJTHOYEHUS C BHELLIHUX CUCTEM (HanpuMmep, C
6anaHcMpoBLUMKOB Harpy3ku). [pu KOMMAIEKCHOW yCTaHOBKe
Termidesk yka3biBaeTca 127.0.0.1;

* wsServerPort - MOPT NPOCAYLUMBAHUS CNYXKObI 4SS BXOASALLMX
MOAKHOUYEHUN.

3HayeHMs Mo YMONYaHUIo:

= wsServerIP:0.0.0.0;
= wsServerPort:5099
Lns npotokona SSL Hy>KHO ucnosb3oBaTb NapaMeTpbl wssServerPort

nwssServerPort, HO B 3TOM cnyyae bGyAeT UCMONb30BaTbCS NOPT
10000: wsServerPort:10000

websocket:
pingtimeout: ${wsIdleTimeout:30}

TariMayT coeanHeHus (B cekyHaax) Kk komnoHeHTy «KnuneHT» Termidesk.

MoxkeT NpMHUMaTbL 3Ha4YeHUs B MHTepBasne ¢ 8 no 960, a Takke 0
(oTkntoueH).

3HaueHue Mo yMon4aHuio: 30

Bbinyck ot mas 2024
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Mapametp

OnucaHue

checktoken:

url: ${urlCheckToken:https://
127.0.0.1/api/wsproxy/vl/verify}

HasHaueHwue IP-agpeca unu FQDN koMnoHeHTa « YHMBepCanbHbIn
avcneTyep» ans obcnyxkusaHus API-3anpocos no coctosHuio LLntosa.

Mpn 06HOBNEHUM KOMMOHEHTA « YHMBEPCabHbIN AUCNETYEP» UMK
LLnto3a termidesk-gateway Ha BEpCUIO U3 COCTaBa NMPOrPaMMHOI0
koMnnekca 5.X Hy>KHO UCNoNb30BaTb 3HaYeHWe:
urlCheckToken:https://127.0.0.1/api/wsproxy/vl.1l/verify.

Ecnu nporpammHbin koMnnekc Termidesk yctaHoBneH B
pacnpefeneHHOM BapuaHTe, cneayeT U3MeHUTb 3HadYeHue 127.0.0.1 Ha
BHewHuN |P-agpec nnu FQDN 6anaHcupoBLLmMKa Harpy3Kku.

3HauyeHue no ymonyaHuto: urlCheckToken:https://127.0.0.1/api/
wsproxy/vl/verify

Cekumsa mgtserver:

listen: ${mgtServerIP:127.0.0.1}:$
{mgtServerPort:8102}

3apaHue napameTpoB ans nogkatoveHms kK API LLintoza:
* mgtServerIP - IP-agpec unn FQDN poctyna k APl Lnto3za. Kog,
200 B otBeTe Ha APl-3anpoc cBuaeTenbCTBYET O
paboTtocnocobHocTu LLnto3za. Mpu pacnpeneneHHown ycTaHOBKe
cnepyeT 3afaTb 3Ha4YeHMe 0.0.0.0 AN aKTUBALUKU Npuema
3aMpoCOB C BHELUHWUX CUCTEM;
= mgtServerPort - nopt goctyna Kk APl LLntoza.
3HayeHUs Mo YMOJTHaHMIO:

= mgtServerIP:127.0.0.1;
* mgtServerPort:8102.

3ar|poc CO 3Ha4YeHnaMHM No yMoN4YaHUKO yCnewHO BbINOJIHUTCA TOJIbKO C
y3na, Ha KOTOpOM yCTaHOB/IEH L nwo3:

:~$ wget http://localhost:8102/api/health

path: ${healthCheckURL:/api/health}

Appec gnsa 3anpocoB npoBepku coctosiHug LLntoza.
3HayeHue no ymon4yaHuto: healthCheckURL: /api/health

token: ${healthCheckAccessKey}

3apaHuve KnkoYa AocTyna Ans ayteHTudukauum 3anpocos K API LLnto3a.
MapaMeTp He MMeeT 3HaYEHUS MO YMOTYAHUIO.
Mpw 3apaHKM 3HaYeHUs KkoYa CneayeT pyKOBOACTBOBATLCS NMPaBUIIOM,
yTo:
= pasMmep K/toya aomkeH coctaenatb ot 0 no 64 cumeona;
* [O/KHbI MCMOJIb30BaTbCS CUMBOJIbI B LLIECTHAALATEPUYHON
cucTteme (0-9, a-f)

ssl: *sslprofo

HacTtpowka SSL

Cekumsa rabbitmq:
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Mapametp OnucaHue

url: ${coordinatorUrl} URL, conepskawmin IP-agpec (vnu FQDN) v nopt (no yMonyaHuto 5672)
Ans noakntoveHus k cepeepy RabbitMQ, a Takxxe ouepepp - termidesk.
MapameTp He MMeeT 3HaYeHUsI MO YMONYAHUIO.

Mcnonb3syembin dopmat: amgp(s) ://USER:PASS@<IP-aapec> : <nopt>/
termidesk.

USER 1 PASS Heobs3aTeNlbHble MapaMeTpbl, OHM MOTYT BbITb 3a4aHbl B
napameTpax coordinatorPass u coordinatorPass.

Mpumep: coordinatorUrl:ampq://
termidesk:ksedimret@disp.termidesk.local:5672/termidesk.
Ha gaHHbI MOMEHT nopaep>knBaeTca 3agaHue Tonbko ogHoro URL gna
noakntoveHus kK cepesepy RabbitMQ.

MopkntoyeHWe MOXKET UCMONIb30BATbCS KaK He3alMLeHHoe (B 3TOM
Cnyyae yKasblBaeTCs amgp), Tak U 3awimiieHHoe (amgps).

B cnyuae, ecnu RabbitMQ ycTaHoBneH Ha ToM Xe y3ne (/10KanbHo),
HY>KHO YKa3aTb:
coordinatorUrl:amqp://127.0.0.1:5672/termidesk

user: ${coordinatorUser} Mmsa nonb3oBaTens ans noakntodeHus K cepeepy RabbitMQ. MapameTp
He UMEET 3HAUYEHUS MO YMOJTHaHUIO.

Ecnu napameTp 3apaH, To oH MeHsieT 3HadeHue USER B napameTpe
coordinatorUrl.

Mpw cTaHZapTHOM YyCTaHOBKE KOMMOHEHTA « YHUBEPCAbHbIN
[AMCNEeTYEp» CTPOro Mo AOKYMEHTALMM B YaCTW HAacTpoek dawnna /etc/
rabbitmqg/definitions.json ncnonbsyercs
coordinatorUser:termidesk

pass: ${coordinatorPass} Maponb ans nopkntoveHus cepeepy RabbitMQ. MNapameTp He umeeT
3Ha4YeHMs Mo YMONYaHuIo.

Mpw cTaHZapTHOM YyCTaHOBKE KOMMOHEHTA « YHUBEPCAbHbIN
[AVCNeTYEp» CTPOro Mo AOKYMEHTALMM B YaCTW HAacTpoek dawnna /etc/
rabbitmqg/definitions.json ncnonbsyercs
coordinatorPass:ksedimret

timeout: ${coordinatorTimeout} MHTepBan (B cekyHAax) OXuaaHus oTBeTa oT cepBepa RabbitMQ.
MapameTp He UMeeT 3Ha4YeHMs MO YMONYaHUIO

refreshtime: ${coordinatorRefreshTime} |WHTepBan (B cekyHaax) obHoBNeHUs (NepeonybnukaLmm)
peructpaumoHHor uHdopmaumm (URL v apyrue paHHble) Lnto3a.
MapameTp He UMeeT 3Ha4YeHMs MO YMONYaHMIO.

3HaueHue «0» OTKNHOYAET aBTOMATUUECKYHO OTNPaBKY COCTOSIHUS
LLinto3a Ha cepeep RabbitMQ

single: ${coordinatorSingle:true} Cnocob nepesayv faHHbIX.
MapameTp NpUHUMaeT 3HaveHUs:

" true - JaHHble MEPeaatoTCs A0 MEPBOro MOATBEPXKAEHUS;
* false - #aHHble NepesaroTCcs Mo UMKy (6eCKOHEYHO).

3HayeHue No yMonyaHuio: coordinatorSingle: true

exchange: ${coordinatorExchange} KoopanHaTop MapLupyT13aumm coobLLeHUI, onpeaeneHHbii B
RabbitMQ. OTBevaeT 3a MapLUpyTM3aLMIO COOBLLEHUI B pasHble
ouepeau. MapamMeTp He MMEET 3Ha4YEHUS MO YMONHaHUIO

routingkey: ${coordinatorRoutingKey} Kntou mappyTtumzaumm RabbitMQ, ncnonssyetca ons mapLipyTtusaumum
3afa4n B ovepenm. MNapaMeTp He MMeeT 3Ha4YEHUS MO YMONTHaHUIO

Cekuus loglevel:

info: ${logInfo:true} AKTMBaLMS pexxuMa >XypHanmpoBaHus yposHs INFO

debug: ${logDebug:false} AKTMBaLMs NoapobHOro pexkuma >kypHanuposaHus yposHs DEBUG
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MpuMep KOMaHAbl NPOBEPKM COCTOSHUS KOMMOHEHTa 4Yepe3 yTunuty curl ana Lnwo3a termidesk-
gateway:

:~$ curl -v -s -X 'GET' "${HOSTNAME}:8102/api/health" -H 'accept: application/json' -H
"Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%{http_code}\n"

3.4 . XypHanupoBaHue
Lna npocmoTpa xxypHana Wnto3a termidesk-gateway MOXHO BbINOHUTD:

:~$ sudo journalctl -f -u termidesk-gateway.service

nnn:

:~$ sudo less /var/log/syslog
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4. MPUHATBIE TEPMUHbI U OINMPEOEJIEHUA

TepMuH

OnpegpeneHue

KoMMnoHeHT «AreHT
BMPTYasIbHOIO
pabouyero MecTta»

KomnoHeHT Termidesk. YcTaHaBnuBaetcsa B rocteByto OC npu nogrotoeke 6azosoro BPM.
BbinonHsaeT B3aMMomencTBme C « YHUBEPCANIbHLIM AUCNETYEPOM», KOHUrypupyeT BPM, dukcupyet
[eNCTBUS MONb30BaTeNsA, peanusyeT nepesadvy yrnpasisioLmX COObLLEHMI

pabouyee MecTO

BanaHcuposwmk CaMOoCTOsATe/IbHbINA KOMMOHEHT, OTBEYAOLLMIM 33 PaCrpeaesieHne Harpy3kmM Ha MHOXECTBO
Harpysku «YHuBepcanbHbIxX aucnetyepos» u «LLnosoe»
BupTtyanbHoe Takke: BPM.

PaseepHyTas Ha BM OC c ycTaHOBneHHbIM «AreHTOM BMPTYanbHOro paboyero Mecta» u
HeobxoanmbiM npuknagHbiM MO. MoakntoueHre kK BPM npoucxoamT npy noMoLum npoTokonos
yAaNeHHOro AOCTYNa, Yalle BCero HasbiBaeMbIMW NMPOTOKOIaMU JOCTaBKM

[ocTeBas OC

OC, dyHkumoHupytowas Ha BM

KomnoHeHT
«MeHepykep pabounx
MecT»

KomnoHeHT Termidesk. OTaenseMbiit KOMAOHEHT MPOrpaMMHOI0 KOMMJIEKCa, OTBEYaloLL MM 3a
B3aMMOJENCTBME C MOCTABLUMKOM PeCYypCOB U YNpaBieHUs XXM3HEHHbIM uuknoM BPM, Bkntouas
CO34aHWe, HACTPOMKY, 3aMyCK, OTKJIFOYEHME U yaalIeHMe.

SBnsieTcs 06paboTYMKOM (POHOBBIX 3a4aq.

YcTaHaBnuBaeTcsa u3 naketa termidesk-vdi. HaumeHoBaHuMe cnyy6bl nocne ycTaHOBKM:
termidesk-taskman.service

MocTaBLmK pecypcos

OC, nnatdopma BUpTyanusaumm nnm TepmuHanbHbin cepeep (MS RDS/STAL), npepocTaensitowwme
BbIUNC/IUTEbHbIE MOLLIHOCTM, PECYPCbl XpPaHEHUA OaHHbIX, @ TaKXXe CeTeBble pecypchbl Ang
pa3melleHus doHpos BPM

MpoTokon poctaBku

Moppepskmeaembit B Termidesk npoTokon yaaneHHoro goctyna kK BPM

KomnoHeHT
«YHuBepcanbHbIM
avcnetyep»

KomnoHeHT Termidesk. OTaensieMbli KOMNOHEHT NPOrpaMMHOI0 KOMIJIEKCa, OTBEYaroLLMIA 33
naeHTUbMKauuto nonb3osaTenen, HasHavyeHne MM BPM 1 koHTpona goctaskn BPM.
YcTaHaBnuBaeTcs u3 naketa termidesk-vdi. HanmeHoBaHWe cnyskbbl Nocne yCTaHOBKM:
termidesk-vdi.service

KomnoHeHT «LLinto3»

KomnoHeHT Termidesk. CaMocToATeNbHbI KOMMOHEHT, OTBEYAIOLLMI 33 TYHHENIMPOBaHME
NPOTOKO/OB AOCTaBKM, UCMOJb3YHOLMX TPaHCMOPTHbIM npoTtokon TCP.

B 6onee cTapon peanvsaumnmn yctaHaBamMBaeTcs M3 nakeTa termidesk-vdi. HaMmeHoBaHWe ciy>6bbl
rnoce ycTaHoBkW: termidesk-wsproxy.service.

B HoBoM peanusaumu ycTaHaBAMBaeTcsa M3 NakeTa termidesk-gateway, Noaaepykka cTapom
peanusaumu yaaneHa, HauuHasa ¢ Termidesk sepcun 5.0. HanmeHoBaHMe cnyxk6bl MOCe YyCTaHOBKM:
termidesk-gateway.service.

Kntou MpumMeHseTcsa B KoHTekcTe danna, He onuumn B komMaHae. MNocneaoBaTenbHOCTb NCEBAOCTYYAMHbIX
yucen, creHepupoBaHHas 0cobbiM 0bpasom
Ceptudumkar ApTtedakT, cogep>alumii MHPOpPMaLMIO O BNafesbLe KIKUa U NOATBEPXKAAMOLLMA NPUHALNEXXHOCTb

KJ1KO4a Bnagesibuy
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5. NEPEYEHb COKPALLIEEHUIA

CokpalueHune MosicHeHUe

BPM BupTtyanbHoe paboyee mecTo

API Application Programming Interface (uHTepdeic npuknagHoro
NporpaMMmMpoBaHUs)

HTTP HyperText Transfer Protocol (npoTokon nepepauu runepTekcra)

HTTPS Hypertext Transfer Protocol Secure (pacumpeHue npotokona HTTP gns
NoAAepXKKU WndpoBaHUs)

IP Internet Protocol (MexxceTeBow npoTokon)

TCP Transmission Control Protocol (npoTokon ynpaBneHus nepefavert AaHHbIX)

Termidesk MporpamMmMHbIN KoMnnekc «ducneTyep NOAKAOYEHUI BUPTYabHbIX paboumnx
mecT Termidesk»
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