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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT BnsieTCs BTOPOM YacTbl PYKOBOACTBA agMWHMUCTPATOpa Ha MpPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

Bo BTOpoM uvacTu pykoBOACTBa npuBegeHa HacTpouka Termidesk, paccMoTpeHbl B3aMMogencTBME
KOMMOHEHTOB, pa3rpaHuM4yeHne OQYHKUUM MO0 aaAMUHUCTpUpOBaHUIO. [ng Toro 4Tobbl MOAYy4YMTb
MHbOopMaLMo 06 yCTaHOBKE MPOrpaMMHONO KOMMJIeKCa, HEeOBXoAMMO 06paTUTbCS K MEepBOM 4acTu
pykoBoacTBa aaMuHucTpatopa - CJIET.10001-02 90 01 «PykoBoacTBOo agmMuHUCTpaTopa. YCTaHOBKA

NpOrpaMMHOro KOMriekca».
1.2 . Tunorpadckue cornawieHus

B HacToaweM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

" MOHOWWPWHHLIA  wpn$T — wmcnonb3yeTcs pAAa BblaeneHMs GparMeHTOB TekCTa Mporpamm,
HaMMeHOBaHMW GansioB M MNanokK (OMPEKTOpUI), HAMMEHOBAHMN MAKETOB, MyTEN MepeMELLEHUs,
CTPOK KOMMEHTApMeEB, Pas3fINYHbIX MPOrpaMMHbIX 31eMeHTOB (06bekT, Knacc, TUM, nepemMeHHas,
KOMaHZa, MakpocC U T. A.), @ TakK)Ke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PeXXMMe KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCA A/ 0603Ha4YeHMs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrnoBble CKOBKU> — TEeKCT, 3aK/IFOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs 4SS HAMMEHOBaHMUS

KnaBuLl KniaBuaTypbl.
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2. NOJIb3OBATEJIU U KOMIMOHEHTbI TERMIDESK

2.1 . PasrpaHuyeHue pyHKUMIA
MpenycMoTpeHo ciepytolLee pasrpaHuyeHmne dyHKLMK No yrnpasneHmto Termidesk:

* pyHKUMM agMuHUCTpaTopa Termidesk;
* ¢dyHKumm nonb3osartensa Termidesk;

* dyHKuum onepatopa Termidesk.

AamuHuctpatopy Termidesk [OCTYynHbI HacTpoWka M ynpaBiieHWME MPOrpaMMHbLIM KOMIIEKCOM Moc/e
YCMELIHOro MPOXOXAEHMSA Mpoueaypbl  uaeHTUGUKauMM u  ayTeHTudmkaumm. [lo ymonyaHuo ¢
aAMUHUCTPATOPOM  acCOUMMPYETCS JIOKa/bHbIM MOMb30BaTeNb  onepaumMoHHon cuctembl (OC) ¢

MONHOMOYMAMM aAMUHUCTPATOPA Ha y3/e C ycTaHoBNeHHbIM Termidesk.

® Termidesk MHTerpMpoBaH CO BCTPOEHHbBIM KOMMIEKCOM CPeAcTB 3awmTbl MHGopmauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocywectensieTcsa cpeacteamu OC.

Takyxe NoOALEPXKMBAKOTCS CNefyroLLMe LEeHTPasIM30BaHHbIe CETEBble XPAaHWUIMULLA JaHHbIX O CybbekTax u
MX NMOTHOMOYUSX:
* FreelPA;
= SAML;
» |P-ayTeHTUDMKaALMS;
Microsoft Active Directory (MS AD) unn LDAP;
RADIUS.

Monb3oBatens Termidesk ncnonb3yeT koMnoHeHT «KnneHT» Ans nonydveHus AoCTyna K BUPTYasibHOMY
pabouemy mecty (BPM).

Onepatop Termidesk 3apaetcs agMuHucTpatopoM Termidesk. Onepatopy Termidesk poctyneH
OrpaHWYeHHbIM agMUHUCTpaTopoM Termidesk cnWCoK MOAHOMOYMK MO AOCTYyNy B rpaduyeckmi

NHTepdenc ynpaBneHus.
2.2 . CxeMa B3aMMOAEMACTBUA KOMMOHEHTOB U NPUJIOXKEHU

CxemMa B3aMMOAENCTBUS KOMMOHEHTOB Termidesk M nNpuIoXKeHWU NpeacTaBlieHa Ha PUCYHKE (cm.

PucyHrok 1).
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Pafouan cTaHIHA N0IbL30BATEIR // Cepsep Igmid!sh Cepsep 'lEp\II-IHﬂT[nIl\
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PucyHok 1 — Cxema B3aMMOaenCTBUS KOMMOHEHTOB M MPOLECCOB
2.3 . CxeMa ceTeBOro B3auMopaeincTeusi KoMnoHeHToB Termidesk

CxeMa B3aMMOOENCTBUSI MeXAY CeTeBbIMM MOpTaMM M KoMMoHeHTaMu Termidesk npepcTtaBneHa Ha

PUCYHKE (cM. PucyHok 2).

LDAP
TCP/UDP 389
LDAP S5L

TCP 636 LDAP

DNS
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DNS
uDP 53

HTTPS 1
TCP 443 !
;
H
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L ROP DNS
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(npsaMoe MOIKINYeHHE)

PucyHok 2 — Cxema ceTeBOro B3aMmMomencTeus komnoHeHToB Termidesk

O6wui nepeyeHb y3n10B 1 KoMnoHeHToB Termidesk npeacTaeneH B Tabnuue (cm. Tabnuua 1).

Tabnuua 1 - MNepeyeHb y310B U KOMMOHEHTOB

KoMnoHeHT HauMeHoBaHue Ha cxeme Y3en ycTaHoBKM HaumMeHoBaHue nakeTa
YCTaHOBKM
«YHuBepcanbHbIn YHuBEpCcanbHbIN OTaenbHbIN y3en Ana yCTaHOBKM termidesk-vdi
ancneTyep» aucnetyep
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KoMnoHeHT HaumeHoBaHMe Ha cxeme Y3en ycTaHOBKMU HaumeHoBaHWe nakeTa
YCTaHOBKM
«MeHepxep pabounx Menenxep BPM OTpenbHbll y3en AN YCTaHOBKM UK termidesk-vdi
MecT» YCTaHOBKa COBMECTHO C IMCMETYEpPOM
«LLno3» LW nio3 OTpenbHbIV y3en ons yCTaHOBKU UK termidesk-vdi

YCTaHOBKa COBMECTHO C AucneT4yepom

«CeCcCUOHHbIN areHT» CeCcCUOHHbIN areHT Cepgep TepmuHanos (Microsoft termidesk-session-
Windows Server c ponbto «Remote agent
Desktop Services» (manee - MS RDS),
Terminal Server Astra Linux (nanee -
STAL))

«KnuenTt» KnueHt Pabouee MecTo nonb3oBaTens termidesk-client
(nonb3oBaTenbckas paboyas CTaHLUSA)

«CepBep TepMunHanoB Astra - Cepsep TepMmHanoB Astra Linux stal
Linux» (STAL), BO3MOXHa yCTaHOBKa Ha TOM
Ke y3ne, rae yCTaHOB/EeH aucneTyep

2.4 . MNMocnepoBaTenbHOCTb CETEBbLIX 3aNpPOCOB KOMNOHeHTOB Termidesk

MocnenoBaTeNlbHOCTb CETEBbIX 3aMpoOCOB C YKa3aHWEM MepeyHs MOpPTOB A/ KOMMoHeHToB Termidesk m

3/1EMEHTOB MHGPACTPYKTYpPbI MPeAcTaBieHa Ha PUCYHKE (cM. PucyHok 3).

— — P — 2 —

# € . @) & ®

| ‘Wﬂx @ @ ‘ (t A4 1S AD ‘\‘% ‘ \l/ ‘
{OC Astra Linux Kanent BaaancnpoBmuk YuusepcaabHbIii CepBep DNS  Cepsep MS AD banancHpoBIIHK ko3 Cepsep MS RDS

HATPY3KH aHcnervIep Harpysku

SESSION AGENT
K——— INTERACTION
TCP, 31000

1__DNS NAME request,
N UDP, 53

|+ AUTHENTICATION/AUTHORIZATION. N

request, TCP, 80/443 LDAP request,

TCP, 389

Terminal or APP request, Terminal or APP

it
——— RDP(MSRDS), ———— K——_ reduest, |
TCP, 80/443 RDP (MS RDS),
’ TCP, 80/443

Terminal or APP connect
———  RDP(MSRDS)
TCP, 3389

PlllcyHOK 3- O6LLI,a$l nocnenoBaTe/iIbHOCTb CETEBbLIX 3anMpoOCoB
lMNocnenoBaTenbHOCTb CETEBbIX 3anpocoB C YyKa3aHuMeM nepedyHa nopToB npu ayTEHTMdJMKaLI,MM n

dBTOPpU3aL MU NOJb30BaTeENA YEPE3 KOMMOHEHT «KnuenTt» npeacTaB/sieHa Ha PUCYHKE (cm. PucyHok 4).
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BaTaHCHPOBIHK
HArpy3KH

o]
ac),

‘Windows 10

Kanent

A AUTHENTICATION/AUTHORIZATION N
N request, HTTP/HTTPS, TCP, 80/443 v

DNS request

@

‘VHuBepcaIbHBIH
aHcneT4ep

CNET.10001-02 90 02

i
©

CepBep DNS

Cepsep MS AD

UDP, 53

AUTHENTICATION/
L~ AUTHORIZATION —
request, HTTP/HTTPS,
TCP, 80/443

LDAP request.

DNS request,

UDP, 53

TCP, 389

PVlcyHOK 4 - lNocnenoBaTenbHOCTb CETEBLIX 3anpocosB npu ayTEHTMd)MKaLI,MM M aBTOpU3aunm

2.5 . lMNepeueHb ceTeBbiX NopToB KOMMNOHeHTOB Termidesk

I'Iepequb ceTeBbiX MOpPTOB, WUCMNOJIb3yEMbIX KOMMOHEHTAMU Termidesk, npueegeH B Ta6J'IVILI,E(CM.

Tabnuua 2).
Tabnuua 2 - MNepeyeHb ceTeBbIX MNOPTOB, UCMOJIb3YEMbIX KOMMNOHEHTaMK Termidesk
Cnyxba | MpoTokon | Mopt
«YHUBepcanbHbIA gUCneTyep»
HTTP TCP 80
LDAP TCP/UDP 389
HTTPS TCP 443
LDAP SSL TCP 636
AMQP (RabbitMQ) TCP 5672
AMQPS (RabbitMQ) TCP 5671
POSTGRESQL TCP 5432
VDI (termidesk-vdi) TCP 8000
SESSION AGENT (TermideskSessionAgent) TCP 31000
RPC INTERACTION TCP 43900-44000
DNS ubP 53
«MeHemxkep paboumx MecT»

POSTGRESQL TCP 5432
AMQP (RabbitMQ) TCP 5672
AMQPS (RabbitMQ) TCP 5671
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Cnyxb6a MpoTokon Mopt

HEALTH_CHECK TCP 8100
«LLnto3»

HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
WSPROXY_HEALTHCHECK TCP 8101
WSPROXY (termidesk-wsproxy) TCP 5099
SPICE TCP 5900-6166
DNS ubDP 53

MporpamMMHoe o6ecneueHue termidesk-viewer (ycTaHaBnaMBaeTcsi C KOMNOHEHTOM «KnueHT»)

HTTP TCP 80
HTTPS TCP 443
VNC TCP 5900-59XX*
SPICE TCP 5900-59XX*
RDP TCP 3389

«CeCcCUOHHbIN areHT»

SESSION AGENT HTTP/HTTPS (TermideskSessionAgent) TCP 31000
«KnueHt»

HTTP TCP 80

HTTPS TCP 443

RDP TCP 3389

CLIENT (termidesk-client) TCP 49152-65535%**

«BupTyanbHbiin Mogynb Termidesk»

ETCD TCP/UDP 2379, 2380

«CepBep TepmuHanoB Astra Linux» (STAL)

RDP TCP 3389

«YpnaneHHbI¥ NMOMOLLHUKY

HTTP TCP 80
HTTPS TCP 443
STUN TCP 19302
WebRTC TCP/UDP 1024-65535
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2.6 . MNepeueHb paspelualowyX NpaBUI MEXCETEBOro 3KpaHa, HeobXxoanMBbIX /19 paboTbl KOMMOHEHTOB

Termidesk

Ha mexceTteBom 3KpaHe, UCNosib3yruwemMcda B OopraHmnsauunmn, Hy>KHO 3a4aTb Cieayrouime paspellarolime

npaBuna (cm. Tabnuua 3) 418 paboTbl KOMNoHeHToB Termidesk.

® B Tabnuue npuHATLI 0603HaYEHUS:
» «Y3en-UCTOUYHUKY - y3eN, ABNAKLLMNCA MHULMATOPOM CETEBOIO COEANHEHUS;

* «Y3en-npueMHUK» - y3en, SBNSoLLMNCS NPUHMMAOLLEN CTOPOHOM CETEBOrO COEAMHEHUS;
» «[1poTokoN» - NPOTOKON TPAHCMOPTHOIO YPOBHS UM YPOBHS NPUIIOXKEHMUS, UCMOb3YEMbIN
B paMKaX COeAMHEHMUS;
» «[lMopT NnpueMHMKa» - ceTeBOW NOPT, NPOCAYLUIMBAEMbI MPUHUMALOLLEN CTOPOHOM.
CeTeBoM MOPT, OTKPbIBAEMbIN Y3/IOM-UCTOYHUKOM A1 YCTAHOB/IEHUS COEAMHEHUSI, Ha3Ha4YaeTcs

AMHaMuyeckn mns amanasoHa 49152-65535, kotopbin onpeneneH HacTponkamu cteka TCP/IP B
OC. B cteke TCP/IP OC 3T 3Ha4eHUs MOryT ObITb U3MEHEHbI.

Tabnuua 3 - NepeyeHb NpaBua MEXKCETEBOIO 3KPaHa

Y3en-ucTouHuK Y3en-npMeMHuUK MpoTokon MopTt OnucaHue
NpUeMHMKa

«YHUBepCaNbHbIM gucneTyep» TCP 8000 Pa6boTa Beb-
cepBepa
localhost «YHuBepcanbHOro
Avcnetyepa» ans
06CcnyXuBaHus
BXOOALLMX
MOAK/FOUYEHUN.
MopT oTkpbIBaeTcs
Ha localhost

KoHTponnepbl fomMeHoB TCP/UDP 389 LDAP
ayTeHTUdGUKaLUm
TCP 3268 LDAP
TCP 636, 3269 | LDAPS
Cepeep DNS UDP 53 DNS
«CeCcCMOHHbIN areHT» TCP 31000 Ona
06cnyXuBaHus
MoaKHOUYEHUN K
cepsepaM
TEPMUHANOB, Ha
KOTOPbIX
yCTaHOBNeH

«CeccnoHHbIN
areHT»

CYb/ TCP 5432 Ona
06cnyXuBaHus
3anpocos k CYB/[],

Cepeep RabbitMQ TCP 5672, 5671 | Ons
(TLS) obcnyKuBaHus
3anpocos K
RabbitMQ
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Y3en-mcTouHuK

Y3en-npueMHmK

MpoTokon

Mopt
NpUeMHMKa

OnwucaHue

«LWno3»

TCP

8102

Ona
06cnyXuBaHus
3anpocos
npoBepok
coctosiHus (health
check) «LLnto3a»

«MeHepykep paboumnx
MecT»

TCP

8100

Ona
06CcNyXuBaHus
3anpocos
npoBepoK
coctosiHus (health
check)
«MeHepykepa
pabounx MecT»

Pabouee MecTo agMmMHUCTpaTopa

«YHuBepcanbHbIn
aucnetyep»

TCP

443

3awuLieHHoe
NoAKtOUYEHUE K
noptany Termidesk

«YpaneHHbIN
MOMOLLHMK» (CepBepHast
YacTb)

TCP

80, 443

3awuiieHHoe
NoaK/oUeHme K
CepBepHOM YacTn
«YpaneHHoro
MOMOLLHUKE»

«MeHemkep pabounx mMecT»

localhost

TCP

8100

Ona
06cnyXuBaHus
3anpocos
npoBepPoK
coctosiHus (health
check)
«MeHepxxepa
paboumx MecT».
MopT oTkpbIBaeTcs
Ha localhost

Cyba

TCP

5432

Ona
obcny>KuBaHus
3anpocos kK CYB/[],

Cepsep RabbitMQ

TCP

5672, 5671
(TLS)

Ona
06cnyXuBaHus
3anpocos K
RabbitMQ

«LLnto3»

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

localhost

TCP

5099

Ona
obcnyKmBaHus
BXOAALLMX
MOAKIHOYEHUN K
«LWntozy». MopT
OTKPbIBAETCA Ha
localhost, npu
pacnpeneneHHoOu
yCTaHoBKe - Ha |P-
appece «0.0.0.0»
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Y3en-mcTouHuK

Y3en-npueMHmK

MpoTokon

Mopt
NpUeMHMKa

OnwucaHue

localhost

TCP

8102

Ona
06cnyXuBaHus
3anpocos
npoBepoK
coctosiHus (health
check) «LLntoza».
MopT oTkpbiBaeTcs
Ha localhost

Cepeep DNS

ubP

53

DNS

«KnueHnTt»

Cepeep DNS

ubp

53

DNS

«YHuBepcanbHbI
aucnetyep»

TCP

80, 443

Ona
06CcnyXuBaHus
MOAKHOUYEHUN K
«YHuBepcanbHOMy
avcnetyepy»

CepBep TepMMHaIoB

TCP

3389

Ona
06cnyXuBaHus
MOAKHOUYEHUN
RDP k cepsepy
TepMUHANoB

TCP

43900-4400
0

Lna koppekTHOM
paboTbl
TEXHOMOrMn
€AVMHOro BX0Aa
(SSO) npu npsimom
NOAKHOYEHNM K
BPM (He uepe3
«LLnto3»)

«Cepeep TepMuHanos Astra Linux»

Cepeep DNS

ubP

53

DNS

KoHTponnepbl foMeHoB
ayTeHTUdMKaLmum

TCP/UDP

389

LDAP

TCP

3268

LDAP

TCP

636, 3269

LDAPS

«BwupTtyanbHbii Mogynb Termidesk»

«BupTyanbHbii Moaynb
Termidesk»

TCP/UDP

2379, 2380

MNopkntoueHne
ETCD ana
XpaHeHusi U
CUHXPOHU3aLUU
KoHbUrypauum
Mexay y3namu
«BwupTyanbHoro
mMoaynsi
Termidesk»

«YpaneHHbIN
MOMOLLHUKY» (K/IMEHTCKas YacTb)
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«YpnaneHHbIN
MOMOLLHMK» (CepBepHast
YacTb)

TCP/UDP

80, 443

Onsa
06cnyXuBaHus
MOAKIHUYEHUN K
CepBepHOM 4YacTn
«YnaneHHoro
MOMOLLHMKa»
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Y3en-ucTouHnk Y3en-npueMHUK Mpotokon Mopt OnucaHue
NpUeMHMKa

Cepeep STUN TCP 19302 Ons
06cnyXuBaHus
MOAKIHOYEHUN K
cepeepy STUN
(stun:/
stun.l.google.com:
19302)

«YpaneHHbIn «YpaneHHbIn TCP 1024-65535 | Ona

MOMOLLHUK» (CEpBEPHasi YacTb) MOMOLLHMKY» (KNMEHTCKA obcnyKmBaHus

1 4acTb) MOAKIHOUYEHUN K
KNMEHTCKOM YacTum
«YnaneHHoro
MOMOLLHMKa»
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3. HAYAJ10 PABOTbI

3.1 . NocnepoBaTensHocTb BBoga B aencTBue Termidesk Terminal
O6was nocnenoBaTenbHOCTL WAroB Ans BBoAa B Aencrteme Termidesk Terminal cocTouT B cneaytoLuem:

* MOAroToBKa CeTeBOM WHOPACTPYKTYypbl B COOTBETCTBUM C TpeboBaHMsSIMKU paspena TpeboBaHus K
cpepe $yHKUMoHUpoBaHua aokymeHTa CJIET.10001-02 90 01 «PykoBoacTBO agMMHMUCTpaTopa.
YcTaHOBKa NPOrpaMMHOI0O KOMIJeKca»;

* ycTaHoBKa Termidesk B 3aBMCMMOCTM OT BbIOPAaHHOM KOHQUIrypauuu: KOMIMIEKCHass Wan
pacnpeneneHHas (cMm. pasaensl u nogpasgensl MNMoarotoBka cpeabl GyHKUMOHMPOBaHUA, YCTAaHOBKA
M HacTpoMKa OTOensieMbiX KOMIMOHEHTOB Ha OAgHOM Yy3ne, PacnpeseneHHas YCTaHOBKA
nporpaMMHoro komnnekca nokymeHTa CJIET.10001-02 90 01 «PykoBoacTtBo agMuHucTpaTopa.
YcTaHoBKa MporpaMMHOro kommnsekca»). Beog B foMeH (nMpn HeobxoaMMOCTM, COTNTIACHO CXEMeE
ceTeBOM MHPPACTPYKTYpPbl NpesnpusaTms);

* MpU UCNONb30BaHUKM cepBepa TepMMHanoB Ha 6ase OC Astra Linux Special Edition - ycTaHoBKka
komnoHeHTa STAL (cm. nogpaspen YcraHoBka STAL pokymenTta CJIET.10001-02 90 06
«PykoBoacTBo agMmHUcTpaTopa. HacTpoika komnoHeHTa «CepBep TepMuHanoB»). PekoMeHayeTcs
NCMONb30BaTb OTAENbHbIN y3en (DU3MYECKUIM MU BUPTYasbHbIA) AN cepBepa TEPMMHANIOB U He
COBMELLLATb ero yCTaHOBKY ¢ cepsepoM Termidesk;

* YCTaHOBKa koMmnoHeHTa « CeCCMOHHbIN areHT» Ha cepBep TepMMHanoB (CM. noapasgen YCTaHOBKa
ceccuoHHoro AreHta pokymeHta CJIET.10001-02 90 04 «PykoBoacTtBO apgMuHMUCTpaTopa.
HacTtponka koMnoHeHTa « AreHT»);

* nepexop B rpadpuyeckuint nHtepdenc Termidesk n pobasneHue noctaBwmka pecypcoB «Cepsep
TepMuHanos» B Termidesk (cm. paspen [obaBneHue cepBepa TepMuHanoB (MS RDS u STAL) B
KayecTBe NocTaBLUMKa pecypcoB);

* pobaBneHne HeobxoguMMoro JAoMeHa ayTeHTudukaumm (NMpu  HeobxoaMMOCTM, ecau B
MHDPACTPYKTYpe  MCMONb3ylTCS  cepBepbl  KaTtanoroB)  (cM.  pa3gen AyTeHTuduKauus
nonb3oBaTenen);

* co3gaHue wabnoHa BPM pgna noctaBwuka «CepBep TepMuHanoB» B Termidesk (cM. noppasgen
LLla6bnoHbl BPM ans cepBepoB TepMUHAnNoB);

* pnobaBneHMe MPOTOKOJIOB AOCTaBKM, KOTOpble ByayT MCMONb30BaTbCs AN noakatodeHuss kK BPM
(c™. pazgen MNMpoToKonbl 4OCTaBKU);

* co3paHue n HacTponka poHaa BPM B Termidesk (cm. pazgen PoHa paboumx MecT)

* Ha3Ha4yeHWe rpynn B co3naHHOM paHee doHae (cM. nogpaszen HasHaueHue rpynn goctyna ¢oHAy
BPM);
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®" Ha3HadYyeHume npoToKOosI0OB A[0CTaBKM B CO34aHHOM paHee CI)OH,EI,e (CM. nogpasnen HasHaueHue

npoTtokonos ¢poHay BPM).
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4. NOCTABLUMUKUN PECYPCOB

4.1 . O6bwue cBepeHUS O NOCTaBLUMKAX pecypcoB

MocTaBwmk pecypcoe B Termidesk BapmaHTa nuueHauposaHus «Termidesk Terminal» - 370
TepMUHabHbIM CEPBEP, NPEAOCTABASAOWMIN BbIYUCAUTENbHbIE MOLLHOCTM, PECYPChl XPAaHEHUS AaHHbIX, a
TaK)Xe CeTeBble pecypcbl AN pasmelleHns BPM.
Beb-uHTepdenc Termidesk c ycTtaHoBneHHom ponbto «[llopTan agmMuHUCTpaTopa» obecrneymBaeT
cnepytroLime onepaumm yrnpaBieHUs NocTaBLMKaMU pecypCoB:

» nobasrieHue;

* penakTUPOBAHME;

* yhaneHue;

" TEX06CNYy>KMBaHME;

* MPOCMOTp CBEAEHUN;

* opraHmsauma wabnoHa BPM.

Ons pob6asneHua B Termidesk nocTtaBwuka pecypcos cnepyet nepentn «KomnoHeHTbl - [ocTaBLymku
pecypcoB», 3aTeM HaxaTb 3kpaHHyr kHonky [CospaTb] u BbiObpaTb M3 BbINaAalOLLEro CrMCKa
HeobxoaMMOoro NocTaBLLMKa.

Kaxkabl MOCTaBLUMK pecypcoB OMUCLIBAETCA MepeyHeM napameTpoB, Tpebyembix Termidesk pnns
NoslyyYeHUss UAEHTUPUKATOPOB CYyObEKTOB M MHbOPMaLMM O nonHoMouusix. [MpoBepuTb KOPpPEKTHOCTb
yKa3aHHbIX MapaMeTpoB MOXXHO MpPU MOMOLLM 3KpPaHHOM KHOMKK [TecT], pacnono>keHHOM B TOM e OKHe.
[ns coxpaHeHus napameTpoB KOHGUrypaLMM Hafo MCNONb30BaTb 3KpaHHY KHonky [CoxpaHuUTb].

[Ons pepakTnpoBaHus MHGOPMaLMM O CO34aHHOM MOCTABLUMKE peCypCcoB creayeT nepenty «KoMMnoHeHTbI
- lMocTaBwmKkM pecypcoB», 3aTeM BblOpaTb HEOBXOAMMOro MOCTABLUMKA M HaXKaTb 3KPAHHYHD KHOMKY
[U3meHuTD].

Ona ynaneHus cospaHHOro nocTaBlwuKa pecypcos creayeT nepentu «KomnoHeHTbl - lMocTasLumkm

pecypcoB», 3aTeM BblOpaTb HEOOXOAMMOIO MOCTaBLUMKA U HaXKaTb 3KpaHHYO KHomMky [YaanuTsb).

A TlocTaBLWMK pecypcoB MOXET BbITb yAasieH TOJIbKO B TOM C/ly4ae, eC/iv Ha HEM He MPoU3BOAUTCS
pa3meLleHue poHpos BPM.

4.2 . NobaeneHue cepeepa TepMuHanos (MS RDS u STAL) B kayecTBe NoCTaBLUMKa PECYPCOB

Ons nobaeneHusa cnepyet nepenitn «KomnoHeHTbl - MOCTaBLMKM peECYPCOBY», 3aTEM HaXKaTb 3KPAHHYHO

kHonky [Co3paTb] v BbIGpaTh M3 BbiNagatoLero cnucka «Cepeep TepMUHaNoB».
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& [na B3aumopenicTeus ¢ cepsepoM TepmuHanoB (MS RDS wnu STAL) Heobxoammo ycTaHOBUTb

KOMMNOHeHT «CeCCMOHHbIM areHT» B COOTBETCTBMM C MOAPa3nesioM YCTaHOBKAa CECCUOHHOMo
AreHta pokymeHTa CJIET.10001-01 90 04 «PykoBoactBo aamMuHucTpatopa. HacTpownka
KOMMOHEHTA «AreHT».

PaboTta c cepsepom TepmuHanoB MS RDS noppep>xmBaeTcs TONbKO MpU yCOBUWM pPa3BEPHYTOM
NnoNHodyHKUMOHanbHOW MHbpacTpykTypel MS RDS. Ecnu Takor MHPpacTpykTypbl HET, TO
peKOMeHAYyeTCsl  BOCMOJIb30BaTbCSl  pEeLUeHMEM, OCHOBAaHHbIM Ha TMOCTaBLUMKE pecypcoB
«MeTanpoBanaep».

STAL peanusyetca komnoHeHToM «CepBep TepmuHanoB Astra Linux», KoTopbii MOXET bbITb
YCTaHOB/EH Ha y3en coBMecTHO ¢ Termidesk, B cooTBeTcTBUM C noapasgenom YcraHoBka STAL
pokymeHTa CJIET.10001-01 90 07 «PykoBoacTBo agMuWHMCTpaTopa. HacTpoiika kommnoHeHTa

«Cepsep TepMuHanos Astra Linux».

LOns pobaeneHus B Termidesk cepeepa TepMuHanoB agMmMHUCTpaTopy Termidesk Heob6xoaMMo 3anoNHUTL

JaHHble, NepeyuncsieHHble B cTonbue «lapameTp» cnepytrollen Tabnumubl (cm. Tabnuua 4).

Tabnuua 4 — DaHHble Ana nobaBneHna cepsepa TepMUHANOB

MapameTp OnucaHue
«HasBaHue» TekcToBoe HanMeHoBaHMe nocCTaBLUWMKa pecypcoB
«KOMMeHTapMﬁ» MHd)OpMaLI,VIOHHOE COOGIJJ.GHMG, ncnosbsyemMoe gna onmcaHmsa HasHavdyeHua

NnocCTaBLUWMKa pecypcoB

«A,u.pec CECCUOHHOIo areHTa»

FQDN y3na, Ha KOTOPOM YCTaHOB/IEH CECCUOHHbIN areHT Termidesk

A Ons wHbpactpyktypel MS RDS B 3TOoM napameTpe ob6si3aTenibHO
HY>KHO yKa3biBaTb He |P-agpec, a FQDN y3na.

Ons STAL mMoxHo ykaszaTb BHewHwun |P-agpec y3na. Ecnm STAL
YCTaHOBNEH Ha ofHOM y3ne ¢ Termidesk, HY>KHO Takyke yKa3blBaTb
BHewHuI |P-appec y3na.

Mepen usmeHeHnemM FQDN wunu [P-agppeca STAL Heobxoanmo
3aBepwnTb BCce akTuBHble ceccuu. lMocne cmenbl FQDN wnn IP-
appeca STAL akTuBHble ceccuu, cBs3aHHble ¢ npeablaywmm FQDN
unn IP-agpecom, CTaHOBATCS HeAOCTYMHbIMU. [l BOCCTaHOBIEHMS
poctyna kK STAL HeobxoguMo ypanuTb npeaplayuive ceccuu U
BbIMOJIHUTb HOBOE MOAK/HOUEHME.

« I'IopT CECCNOHHOIo areHTa»

Homep nopta «CeccuoHHoro areHta» Termidesk. Mo ymonuyaHuto Homep
nopta 31000

«domeH»

HaumeHoBaHme AOMEHa ona NoaKNK4YeHnsa K cepeepy TepMmUHaIoB

«JlornnH»

Cy6bekT, MMetoLLMI NONHOMOUUS ANS YrpaBieHUs CEpBepOM TEPMMUHASIOB.

Ona noakntoueHns STAL B nomeHe MS AD HeobxoauMo yKasblBaTb JIOrUH
nokanbHoro agMuHucTtpaTtopa OC y3na, Ha koTopoMm ycTaHoBneH STAL. B
WHOM CJ/lyYae TeCT COeAMHEHUs AN1sl MOCTaBLUMKa MOXET NMPOUTU YCMELIHO, HO
WabnoH paboyero MecTa Npu 3ToM J06aBUTb HE MONYUUTCS

«[Maponb»

Habop cumMBonoB, NoATBEPKAAOLLMIA Ha3HAYeHME MOAHOMOYUIA
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Mapametp

OnwucaHue

«Mcnonbsosate HTTPS»

Bbi6op ncnonbsoeaHus npotokona HTTPS ana sanpocos k «CeccMoHHOMY
areHTy». 1o yMoOn4aHMIO BbIKIHOYEHO.

Mpwu BKNtOYEHUU NapaMeTpa Ha cepBepe TEPMUHANOB AO/MKHbI BbITh
[o6aBneHbl BaNMaHble CEPTUPUKATBI U yCTaHOBNEHA onuus USE_HTTPS B
3HauyeHue «True» B KOHPUrypaumoHHoM danne «CeccMoOHHOro areHTa».

B cnyuae HeobxoanmocTu ncnonb3osatb Npotokos HTTP HY>KHO OTKAKOYUTD
[JaHHbIV MapaMeTp U YCTaHOBUTb onunio USE_HTTPS B 3HauyeHue «False»
KOHdUrypaLmoHHoM danne «CecCMOHHOro areHTa»

«Banupaumsa ceptudmkara»

Bbi6op npoBepku noa/IMHHOCTH cepTudmKaTa Npm 3anpocax K
«CeccuoHHOMY areHTy». 10 yMon4aHUio BbIKIHOYEHO

& Ecnv nocne nonbITKM npoBepuTb BBeLEHHble JaHHble 3KpaHHOW kHonkow [TecT] nossnsitoTcs
coobLeHns 06 owmnbke, To Npu co3pgaHum wabnoHa BPM 6ynet 610KkMpoBaTbCS BO3MOXKHOCTb

€ro coxpaHeHus (cosgaHus).

A [ns KOPpPEeKTHOro MOAK/IOYEHMS Yepe3 KOMMOHEHT «KnueHT» K cepBepy TepMMHanoB
HeobxoaMMo 3aaaTb napameTp «MexaHu3M obecneveHus 6esonacHocTU Ha ypoBHe cetu (RDP)»
B MOAUTMKAX KOHKpeTHoro c¢oHaa BPM («Paboume mecta - @oHAbI») B COOTBETCTBUM C

BblBpaHHbIM CepBepoM:

* «TLS» nnn «RDP» - pna noaxknroueHunsa k STAL;

= «NLA» - nna nogkntodyeHmna kK MS RDS.

4.3 . PexxnM Texobcny)XxmBaHuUs NOCTaBLLMKA peCypCcoB

PexxuM TexobcnykMBaHUS NpefHasHayYeH A1 MPOBEAEHMUS MNAHOBbLIX PErSIAMEHTHbIX UM aBapUMHbIX

paboT nocTaBwMKa pecypcoB. B pexume TexobcnykmaHus Termidesk He mMcnosb3yeT MOCTaBLUMKA

pecypcoB Ans pasmelleHms ¢oHaos BPM.

LOns nepesoga nMocTaBLMKa PeCypCcoB B pexXuM TexobcnykuBaHus cnenyeT neperTn «KOMMOHeHTbI -

MocTaBLMKM pecypcoB» U HaxaTb 3KpaHHYH KHomMky [Texobcny)kuBaHue] c BbIGOPOM 13 BbiNaAaroLLEro

CAMCKa 3HaYeHUs « BkntounTb» (cm. PucyHok 5). 3aTeM MOATBEPAUTb BKJIHOUYEHME PEXXUMA (cM. PucyHok 6).
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a 06z0p MNocTaBLWKK pecypcoB
& KomMnoHeHTb! > MocTaBLWWKK pecypcoe
% Hacrpoiiku > Co3patb ~ M3MeHWTb | | YaanuTb TexobcnyxunBaHue v
Hassaume ~ Texo6cnyxusaHue — Tun I Br0UNTE Ia
| BbIKMOYKTE
G Fafani s > brest Bhlknto4eHo MK CB bpect ]
meta BbIknHYEHD Cepeep TepMuHanos MeTanocTasLLUmKk 0 0
stal Boikno4eHo Cepsep TepMUHanoB [BKCNepyMeHTaNbHbIA] 1 1
--l|| MoHuTOpUHE > test BblKo4EHD Cepeep TepMuHanos MeTanocTasLLK 2 0
15 v | Haap. 14m3d4  « | < 1 m31 > »
é WHbpacTpykTypa >

PucyHok 5 — BkitoueHue pexxmMa TexobCny>XmMBaHMS NOCTaBLUMKA PeCYpCoB

BKAIOUMTE pexxnm TexobcnyKnBaHWs

PexMM TEXOBCTYHMBaHWA BYAeT BKNOYEH ANA NOCTABLLLMKE pecypCos: brest,
Twn nocraswmka: MK CB Bpecr.

OTMEHWUTL BKNIOYUTE

PucyHok 6 — MNMoaTeep)kaeHWe BKIKOUYEHUS peXXMMa TeX0BCy>XMBaHMUS

CocTosiHMe pexnma Texobcny>kmpaHus byneT oTobpaxkeHo B cTonbue «Texobcny>kmBaHue» CAMCKA
NMOCTaBLUMKOB pecypcoB.

Lnsa oTKNOUYEHUS pexxmMa TEXOBCNYXKMBAHUS HYXKHO BblIBpaTb MOCTABLUMKA PECYPCOB, HaXKaTb 3KPAHHYO
kHonKy [TexobcnyuBaHue], a 3aTeM BbIGPaTh M3 BbINaatoOLLLEro CMCKa 3HaYeHMe « BbIknounTb».

Mo 3aBepLUeHUMN TEXOBCNY)KMBAHUS MOCTABLLUMK PECYpPCOB MOXET ObiTb CHOBa Mcnosib3oBaH Termidesk

ana pasmeleHuns ponagos BPM.
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5. AYTEHTUOUKALIMA MONIb3OBATEJIEN

5.1. O6wue cBepeHUA 0 AOMEHaxX ayTeHTUPUKaLmum
JoMeH ayTeHTUDUKALUM - UICTOYHUK CBEAEHUM O CYObEKTaX U UX MONHOMOUUSIX.

B Termidesk nopnep>knsarotca cnepytowme 4oMeHbl ayTeHTUdUKaumm:
* FreelPA;
» SAML;
» |P-ayTeHTUDUKaLMS;

MS AD vnu LDAP;

RADIUS;

OIDC.

Moppep>kka HEKOTOPbIX AOMEHOB ayTEHTUDMKALMM MOXKET A00ABNATLCS B PEXKMME IKCMEPUMEHTabHbIX
OYHKUMN.

Ons pobaeneHusa B Termidesk pomeHa ayTeHTUdMKauum B rpaduyeckoM uHTepdernce yrnpaBieHus
cnepyeTt nepentu «KomnoHeHTbl - [loMeHbl ayTeHTUdUKALMM», 3aTeM HaXkaTb 3KPaHHYHK KHOMKY
[Co3paTb] v BbIGpaTh M3 BbINaAAOLLErO CNINCKA HYXXHbIM AOMEH ayTeHTUdUKALMK.

Kaxapii foMeH ayTeHTUdMKauuM OMNUCbIBaeTCs MepevyHeM MapaMeTpoB, TpebyembiX Ans MonyyYeHus
noeHTUPUKaTopoB CybbLEKTOB M MHDOPMauun o nosHoMouusx. [MpoBepuTb KOPPEKTHOCTb YKa3aHHbIX
rnapamMeTpoB MOXHO MpW MOMOLUM 3KpaHHOW KHomnku [TecT], pacrnonoxeHHor B TOM ke okHe. [ns

COXpaHeHWsi NapamMeTpPOB KOHMUIYpaLMKN HYXKHO MCMONb30BaTb 3KpaHHYH KHomnKy [CoxpaHuTb].

& Cnepyer npepycMmoTpeTb, 4YTO B Lensx 6e30MacHOCTM Yy4yeTHas 3anucb Aaa OWHAOMHra
(NoakntoYeHUs) K AOMEHY HE AO/HKHA UMETb MpaB Ha yAaJEHUE WU U3MeHeHWe obbekTa Tuna
«r0JIb30BaTEbY.

Co3paHHbIM fOMEH ayTeHTUdUKALUMM MOXKHO OTpeaakTupoBatb. [na aToro B rpadmyeckom mMHTepdenice
ynpasneHus cnepyet nepentn «KomnoHeHTbl - [loMeHbl ayTeHTUdMKaLMmM», 33aTeM TMOMETUTb

HeoBXOAUMbIN AOMEH ayTEHTUDMKALUKN N HAXKaTb IKPaHHYH KHOMKY [3MeHUTb] (cm. PucyHok 7).
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PucyHok 7 — OkHo Bblbopa AoMeHa ayTeHTUDMKaLMK ANs peaakTUPOBaHMUS

Co3paHHbIM AOMEH ayTEHTUDUKALMM MOXKHO Npu HeobxoammocTu yaanuTb. Ons aToro B rpadumyeckom
nHTepdence ynpasneHus cneayet nepentm «KoMnoHeHTbl - [loMeHbl ayTeHTUDUKALMM», 3aTEM NOMETUTb

HY>XHbIV AOMEH ayTeHTUbUKaLMUM U HaXaTb SKpaHHYo KHOMKy [YaanuTs].

5.2 . [o6aeneHune ayteHTUdMKaumum yepes Freel PA

5.2.1. Monyuenune n pobasneHue daina keytab
Keytab-dainbl mcnonb3yroTca 418 ayTeHTUbUKauuMm B CUCTeMax, ucronb3yrowmx Kerberos. [ns
nonyyeHus keytab-cdaiina Ha KOHTposiiepe AOMeHa M L06aBNEHUS ero Ha cepsep, FAe YCTaHOB/EH

Termidesk, HeobxoaMMO BbINONHUTL PAL, AEUCTBUM.

Lencteua Ha KOHTponnepe goMeHa (Hanpumep, Freel PA):
" MONYYUTb JOCTYMN K KOHTPOIEpY AOMEHA B pexkxMMe uHTepdenca KoOMaHAHOW CTPOKMU;
* nonyunTb kerberos-ticket ana nonb3oBaTens C NOAHOMOYUSIMW AAMUHUCTPATOPA AOMEHa Mpw

noMoLKn KoOMaHAabl:
:~$ sudo kinit admin
* BbIMOMHUTb KOMaHAY 419 A06aBNeHuUs y3na:
:~$ sudo ipa host-add --force --ip-address=192.0.2.30 disp.termidesk.local

roe:
--force - dnar gns NpUHYAMTENIbHOMO CO34aHUS;
-—ip-address - 3agaHue IP-agpeca ueneBoro y3na;

192.0.2.30 - IP-agpec cepsepa, roe yctaHosneH Termidesk,
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disp.termidesk.local - MHuUMbI FQDN y3na B Tekywem gomeHe (B npumepe termidesk. local)
& 3pecb n panee npumepsbl |P-anpecos npuseaeHbl B cootsetcTBumn ¢ RFC 5737. YkasaHHbie |P-
agpeca AO/MKHbl BbiTb 3aMeHeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COrMaCHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKTYpPE NpeanpusaTms.

MHumMbI FQDN 03HauyaeT, 4To OH He 00si3aTeNIbHO AO/MKEH ObiTb MPUBSI3aH K AEUCTBUTENIbHO
CYLLECTBYOLLEMY Y371Y.

®" BbINOJHNTb KOMaHAY ,EI,O6aBJ'IEHMF| CJ'Iy)K6bI Ang HOBOro CeEpBUCHOINO akKKayHTa:
:~$ sudo ipa service-add HTTP/disp.termidesk.local
* co3paTb hann termidesk.keytab Ans cepBMCHOro akkayHTa:

:~$ sudo ipa-getkeytab -s freeipa.termidesk.local -p HTTP/disp.termidesk.local -k /home/
user/termidesk.keytab

roe.
-s freeipa.termidesk.local - 3agaHne FQDN cepsepa-koHTponnepa nomeHa FreelPA;
-p HTTP/disp.termidesk.local - yka3aHMe paHee CO30aHHOMO CybobeKTa-Cny>kbbl;

-k /home/user/termidesk.keytab - coxpaHeHue B pann termidesk.keytab;
& HeaxHo, ons kakoro y3na co3gaH keytab, HeOBGX0AMMO CaMO ero Hanmuue.

* nepegatb  MOJIyYeHHbIM  dann termidesk.keytab Ha y3en Termidesk, Hanpumep,

BOCMOJ/1b30BaBLLUNCb KOMaH,EI,OIZZ
:~$ sudo scp termidesk.keytab localuseruser@l92.0.2.30:termidesk.keytab

roe:
localuser - uMMsa Nob30BaTENS LENEBOrO y3Na;

192.0.2.30 - IP-agpec cepsepa, roe yctaHoBneH Termidesk.

Mocne nepegaun damnna Ha y3ne Termidesk He06X0AMMO BbIMOMHUTL CNEAYIOLLEE:

* nepemMecTuTb hann termidesk.keytab B kaTanor /etc/opt/termidesk-vdi:
:~$ sudo mv /home/user/termidesk.keytab /etc/opt/termidesk-vdi/

* cpenaTb BnagenbLeM 3Ttoro danna nonb3osatens termidesk:
:~$ sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/termidesk.keytab

" nepe3anycTuTb CNyXxby termidesk-vdi:
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:~$ sudo systemctl restart termidesk-vdi

5.2.2 . MNMepeyeHb napamMeTpoB ana pobasneHus ayteHTUdUKaumm yepes Freel PA

Ona  pobaeneHus agmuHucTpatopy Termidesk cnepyet nepertu  «KommoHeHTbl - J[lomeHbl
ayTeHTUbUKaLMM», 3aTEM HaxkaTb 3KpaHHyto kHonkKy [Co3paTtb] v Bbib6paTb M3 BbiNajaroLLEro CMMCKa
«Freel PA».

Danee HeobxogMMO 3anonHUTL [JaHHble, MepeyncieHHble B cTonbue «[lapameTp» cnepytoLuen
Tabnuupl (cm. Tabnuua 5).

Tabnuua 5 — aHHble ona nobaBneHms ayTeHTUdMKaumm yepes Freel PA

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKaLum
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHME, UCNONb3YEMOE 415 ONUCAHUS Ha3zHaYeHus

WUCTOYHUKA CBEAEHMM O CyBbEKTAX U MUX MOSHOMOYMAX

«[MpuopurteT» MpenMyLLECTBO MCMOJIb30BAHMS AOMEHA ayTEHTUDMKALMK NPU NPOBEPKe
cybbekTa 1 ero nNosIHOMouMi

«MeTka» MHdopmaumoHHoe none, ncnonb3yemoe ana UAEHTUGUKALUKM 06BEKTA BO
BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk

«CepBUCHbIN aKKayHT» Ha3BaHuWe cepBUCHOMO akkayHTa, CO3AaHHOMO Npu fobaBneHun
MoCTaBLLMKa pecypcoB

«omeH» MaoeHTudurkatop obnactu Kerberos ans ayteHTudukaumm

«Keytab» MyTb Kk arny c kNOYaMK AN CEPBUCHOIO akkayHTa (npumep
dopmuposaHus daiina npueepeH B nogpasaene MonyyeHune u pobasneHue
danna keytab). Kaxxpas reHepaums keytab gomkHa nponssBoanTbCs B
HoBbIM arin. [Npr HeobxoAMMOCTN NOBTOPHOMO UCMONb30BaHMS UMEHM
danna cywecTteyrowmii dhaiin 06s3aTeNIbHO AONKEH BbITb yaaneH nepes,

reHepaumen.
HeBakHo, ansa kakoro ysna cosgaH keytab, Heobxoaumo caMo ero
Hanuuue

«Cepsep FreelPA» FQDN pecypca, 9BntoLLEerocsi UCTOYHUKOM CBEAEHUM O CyObeKTax 1 Ux
NOSHOMOUMSIX

«[Mposepka SSL» Mpoeepka ncnonbzoBaHus SSL

«[pynna agMUHUCTPATOPOB» HasBaHue rpynnbl, YUneHam KOTOPOM NpPeaoCcTaBAstoTCs Npasa

aaMUHUCTpUpoBaHus Termidesk

® Mpu pobaeneHmn BTOpOro AoMeHa ayTeHTudukaumm FreelPA (Mnn nOMEHOB, OCHOBaHHbIX Ha
FreelPA, Hanpumep, nporpamMmHoro komnnekca «ALD PRO») Heobxoanmo co3aatb HOBbIV darin
keytab v 3a4aTb €My MMS, OTJIMYHOE OT YXKE CYLLLECTBYHOLLIErO.
[obaBneHne BTOpOro AoMeHa ayTeHTUDUKaALMM He OT/IMYaeTCsa OT fob6aBeHus NepBoro.

® Termidesk He peanusyeT HeNOCPeACTBEHHO MEXaHU3M ayTEHTUDMKALMUN.
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5.3 . No6asneHune ayTeHTUdMKaumm yepes ALD

& [obaeneHne nporpammHoro komnnekca «ALD PRO» B kauyecTBe OoMeHa ayTeHTUdUKaLUM
npounsBoamnTcsa Yepes gobasneHune Freel PA.

Ona pobasneHus ayteHTUdUKkaumm udepes Astra Linux Directory (manee - ALD) agMuHucTpatopy

Termidesk cnepyet nepentn «KomMnoHeHTbl - [oMeHbl ayTeEHTUDUKALMM», 3aTEM HaXKaTb 3KPAHHYHO

kHonky [Co3spaTb] v BbIOpaTh 13 BbinaaatoLero cnucka «Astra Linux Directory».

Lanee HeobxogMMO 3aMoNHMTL [JaHHble, nepeyncsieHHble B cTonbue «[llapameTp» cneaytollen

Tabnuubl (see page 0).

Tabnuua 6 — OaHHble ans pobaBneHus ayTeHTUdUKaumm yepes ALD

Mapametp OnucaHue
«HaseaHune» TekcToBOE HaMMeHOBaHWe fOMeHa ayTeHTUdUKaLUm
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHMe, UCMOb3yeMOe 4151 ONMCAHUSI Ha3HAYeHUS
WCTOYHMKA CBEAEHUI O CyBbeKTaX U UX MOTHOMOYMUAX
«[Mpuoputer» MpenmyLLECTBO MCNONBL30BaHMSA OMEHA ayTEHTUDUKALMM NMPU NPOBEPKE
cybbekTa 1 ero nosIHOMo4ui
«MeTka» MHbopmaumoHHoe none, UCNob3yeMoe Anst UAEHTUDMKALUM 06beKTA BO

BHYTPEHHEN CTPYKType AaHHbIxX Termidesk

«CepBUCHbIN aKKayHT»

Ha3BaHwue cepBUCHOro akkayHTa, CO34aHHOro npu AobaBneHum
MoCTaBLLMKa pecypcoB

«domeH»

MpeHTudurkatop obnactu Kerberos ans ayteHTudmkaumm

«Keytab»

MyTb K bariny ¢ KNOYaMKU AN CEPBUCHOMO akkayHTa (npumep
dopMuposaHua daiina npueeaeH B nogpasaene MonyyeHue u nobasneHue
daiina keytab). Kaxkpas reHepaums keytab pomkHa nponsBoanTbCS B
HoBbIN dann. MNMpr HeOBXOANMMOCTU NOBTOPHOIO MCMONb30BAHNS UMEHU
darna cywecTeyowmin dhainn oba3aTenbHO 40/KeH BbiThb yaaneH rnepeg,
reHepaumen.

HeBaxxHo, ans Kakoro y3na coszaH keytab, HeobxoaMMo caMo ero
Hanu4ume

«[pynna agMUHUCTPaTOPOB»

HasBaHue rpynnbl, YneHam KOTOpOW NpeaoCcTaBnstoTCs Npaea
agMuHUCTpupoBaHus Termidesk

«Cepsep LDAP (ALD)»

JomeHHoe uMs pecypca, SBASIOLLErocs MCTOYHUKOM CBEAEHUN O
Cy6bEKTaX N NX NOJTHOMOYUAX

«TanMayT NoaKnoHeHUs»

Bpemsi oxxmpaHus (B cekyHaax) oTBeTa pecypca, SBAstoLLerocs
WUCTOYHUKOM CBEAEHUMN O CyBbeKTaxX U UX MOJHOMOYMAX

«Base DN»

KopeHb noucka B fOMeHe ayTeHTUDUKALUM
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5.4 . No6asneHune ayTeHTUMKaLmm yepes SAML

Mpoeanaep SAML - 370 eguHaa Touka BXoaa Nosib30BaTeNeN B pacnpeneneHHON CUCTEME, MO3BOSIOLLEN
ayTEHTUDULMPOBATECA B pPa3HbIX M HECBA3HbIX MeXAy COBOM 4acTax CUCTEMbl MOCPEACTBOM Beb-
6paysepa. HesaBucumo oT TOro, Kakou wucnonbsyetcs Tun 6uHamHra (binding), Bcerma npoucxoouT

nepeHanpaBneHUE Ha CTpaHuLy ayTeHTUdMKaumm «lMposangep SAML».

Ona pobaeneHus ayTeHTUdUKaumm depes SAML agmuHucTpatopy Termidesk cnepyeT nepentn
«KomnoHeHTbl - [JoMeHbl ayTeHTUbUKALMM», 3aTEM HaXKaTb 3KpaHHYt KHonky [Co3paTtb] v BbIGpaTh 13
BbinagatoLlero cnmcka «SAML».

3aTeM HeobOXOOMMO 3anoNHUTb [JaHHble, MepevyncnieHHble B cTonbue «[lapameTp» cneaytoLlen

Tabnuupl (cm. Tabnnua 7).

Tabnuua 7 — DanHble ona nobaBneHus ayTeHTUdMKaumm yepes SAML

MapameTtp OnucaHue
«HazBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKauum
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMOob3yeMoe 4151 ONMCAaHUS Ha3HAYeH s
MCTOYHMKA CBEAEHMI O CYBbeKTaX U UX MOSTHOMOUYUAX
«[Mpuoputer» MpropuTeT MCNoNb30BaHMS AOMEHA ayTEHTUMKALLMM NPU NMPOBEpKE
cybbekTa 1 ero nNosIHOMouMi
«MeTka» MHdopmaumoHHoe none, ncnonb3yemoe ana UAEHTUGUKALUKM 06BEKTA BO

BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk

«ID knueHTa»

YHUKaNbHbIM UAEHTUDMKATOP KIMEHTA Ha CEpBUCE ayTEHTUDUKALUM
SAML

«URL mMeTagaHHbIX»

URL ans noakntoueHus kK cepsucy ayTeHTubmkauun SAML

«[lMpoBepka SSL»

Crporas nposepka SSL-ceptudmkaToB

«Tun BUHAMHra»

Cnocob otnpaBku oTBeTa cepucoM SAML Ha 3anpoc ayTeHTUdMKaLUU.
MoppepykmBatoTcs cnepytowme Tunbl: HTTP-Redirect, HTTP-POST

«Response Binding Type»

Bbi6op TMNa 6uHAMHra ans obpatHoro nepeHanpasneHus 8 SAML-
3anpoce. lMoaaepykuBatoTca cnenyrolme Tunbl: HTTP-Redirect, HTTP-
POST

«[MpuBaTHbIN KNItOY»

Habop cumBonoB npueatHoro kitoda ansa noanncn SAML-3anpocos

«®opmat Name ID»

®MopMaT conocTaeneHus naeHtTudbmkatopos nmeH SAML y noctasLmkos
YAOCTOBEPEHWI M NMOCTABLLMKOB YCIyr

«Group Attr Name»

Tun aTpnbyTa nonbsosatens (06bIYHO B 3TOM MOJIE YKA3bIBAETCS
3Ha4veHue Group)

«TanmayT»

Bpemsi oxxmpaHumsa oteeta oT SAML, B cekyHzax

Ons pabotbl c cepTudmkaTamMm MNpu MOMYYEHUM MeTafaHHbIX OT AOMeHa ayTeHTudukauum SAML
HeobXxoaMMO YCTAaHOBUTb KOpPHEBOW cepTUdMKAT ULeHTpa cepTudukaumMm u HacTpouTb Termidesk Ha

paboTy c cepTudmkaTamum (CM. nogpasgen YCTaHOBKAa KOPHEBOro cepTudmKaTa LeHTpa cepTudmrKauum).
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5.5 . No6asneHune ayteHTUdMKaumm OIDC

OpenlD Connect (OIDC) - 3T0 MexaHW3M, MO3BONAIOLLMA MPUNOXKEHUIO CBSA3aTbCA CO CNy>bou
noeHTudukaumm (ldentity provider, IdP), nonyunTtb AaHHble 0 nonb3oBaTene U BepHYTb MX 0OpaTHO B
npunoxeHue. Takmm obpaszom OIDC obecneunBaeT ayTeHTUDMKALUIO AOMUHUCTPATOPOB W
nonb3oBaTesnen 6e3 HeobXoaMMOCTM BBOAA JIOTMHA U Maposisl.

Cnyxb6a upeHTudukaumm IdP (Hanpumep, keycloak) pomkHa O6biTb NpeaBapuUTENbHO HACcTpoeHa B

MHbPACTPYKTYpe NpeanpuaTmus ans BO3SMoXXHOCTU ncnonbzoBaHmsa OIDC kak gomMeHa ayTeHTUdMKauuu.

Lna nobaenenusa ayteHTudbmkaunm OIDC agMmnHucTpatopy Termidesk cneayet nepentu «KoMNoHeHTbI -
HdomeHbl ayTeHTUdUKaLUUKU», 3aTeM HaxkaTb 3KpaHHY kHonky [Co3aaTb] v BbiGpaTb M3 BbiNadatoLLEro
cnucka «OIDC ayTeHTUdDUKaLMA».

Danee HeobxooMMO 3anMofHWUTbL [aHHble, MepeyncneHHble B cTonbue «[llapameTp» cnepytollen

Tabnuupl (cm. Tabnuua 8).

Tabnuua 8 — HaHHble ana nobasneHus ayteHTUbMKaumm yepes OIDC

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKauum
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHME, UCNONb3YEMOE 415 ONMUCAHUS HazHaYeHus

WUCTOYHUKA CBEAEHMM O CyBbEKTaX U UX MOSHOMOYMAX

«[MpuoputeT» MpuopnTeT MCMOMb30BaHUA OMEHA ayTEHTUBUKALMM MPU MPOBEPKE
cybbekTa 1 ero nNosIHOMouMi

«MeTka» MHdopmaumoHHoe none, ncnonb3yemoe ana UAEHTUGUKALUKM 06BEKTA BO
BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk

«ID knueHTa» YHUKaNbHbIA UAEHTUOUKATOP NPUNOXKEHUS, MONYYEHHbIN OT CIYXBbI
naeHTudbmkaumm I1dP.

Mpumep: openid-test-cl

«Client secret» Kntou npunoyxkeHus, Nony4yeHHbIn oT cnybbl naeHTudmkaumm IdP

«Authorization endpoint» URL-agpec aBTopusaumnm cnyxbbl naeHtudmkaumm IdP.

Mpumep: http://192.0.2.2:8080/auth/realms/domain.local/
protocol/openid-connect/auth

«Token endpoint» URL-agpec nonyuyeHnsa TokeHa cny>kbbl naeHTudukaumm IdP.

Mpumep: http://192.0.2.2:8080/auth/realms/domain.local/
protocol/openid-connect/token

«Userinfo endpoint» URL-agpec nonyyeHus nHbopMaLMK 0 Nonb3oBaTene oT Cayxobl
naeHTuobukaumm IdP.

Mpumep: http://192.0.2.2:8080/auth/realms/domain.local/
protocol/openid-connect/userinfo

«JWKS URI» URL-agepc nonyueHusa ceptmudmkaTos cny>xbbl naeHTndukaumm IdP.

Mpumep: http://192.0.2.2:8080/auth/realms/domain.local/
protocol/openid-connect/certs
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5.6 . No6aeneHue |P-ayteHTUMKaLmm

HomeH «IP ayTeHTUDMKauua» NO3BONSIET ONpPenensTb Ha3HaYeHWe NPaB Ha OCHOBE CETEBbIX aapecos. s
pobasneHuns IP-ayteHTUdUKaumm agMuHuctpatopy Termidesk cnepgyetr nepentn «KomnoHeHTbl -
HdomeHbl ayTeHTUdUKaLUKU», 3aTeM HaxkaTb 3KpaHHY kHonky [Co3paTtb] v BbiGpaTb M3 BbiNadatoLLEro

cnucka «IP ayteHTUdUKauus».

LHanee HeobxooMMO 3aMoNHMTbL [OaHHble, Mepedvnc/ieHHble B cTonbue «[llapameTp» cneaytollen

Tabnuupl (cm. Tabnnua 9).

Tabnuua 9 — NanHHble ana nobasneHus |P-ayteHTUdUKaumm

Mapamertp Onucanue
«HazBaHue» TekcToBOE HAMMEHOBAHME AOMEHa ayTeHTUDMKauUK
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMob3yeMoe A1s ONMUCaHUS

Ha3Ha4YeHWs1 JoMeHa ayTeHTUdbMKauum

«[MpuoputeT» MpenMyLLEeCTBO MCMOIb30BaHMSA AOMEHA ayTEHTUDMKALMK MpPU NPOBeEpKe
cybbeKkTa 1 ero NosHOMo4YMin

«MeTka» MHdopmaumoHHoe none, Ucnonb3yeMoe Ans naeHTUbuKalumm obbekTa
BO BHYTPEHHeN CTPYKType AaHHbIxX Termidesk

«Pa3pelunTb NpoKCcMpoBaHUE» PazpewwnTb cybbekTam goctaBky BPM, Haxopswmxcs 3a npokeu-
cepBepom

5.7 . Do6asneHue ayTeHTUPUKauumu yepes MS AD (LDAP)

LOna pobaenenus ayteHTudukaumm LDAP agmuHucTpatopy Termidesk cnepyet nepentu «KoMnoHeHTbI -
HdoMeHbl ayTeHTUDUKaLMKU», a 3aTeM HaXkaTb 3KpaHHYo kHonKy [Co3aaTb] v BbIOpaTb M3 BbiNadatoLLEero
cnucka «MS Active Directory (LDAP)».

3aTeM HeobXOoOMMO 3aMoNHUTL [JaHHble, MepevyncnieHHble B cTonbue «[lapameTp» cnegytoLlen

Tabnuupl (cm. Tabnmua 10).

Tabnuua 10 - daHHble gna pobasneHus ayteHTudmkaumm yepes MS AD (LDAP)

MapameTp OnucaHue

«HazgaHue» TekcTOBOE HaUMEHOBaHME JOMEHa ayTeHTUbUKaLUK

«KomMMmeHTapuii» MHdopmaumoHHoe coobLueHMe, UCMOoNb3yeMoe A1s1 ONMUCAHUS Ha3HAaYeHUS JOMeHa
ayTeHTUdUKaLMM

«[MpuopuTteT» MpenmyLLECTBO MCNONB30BaHUS AOMEHA ayTeHTUdMKALMM NPY NPOBepKe CybbekTa U ero
MONHOMOYUM

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe A MAeHTUGUKaLUKN 06BbEKTA BO BHYTPEHHEM
CTPYKTYpe AaHHbIx Termidesk

«Cepsep LDAP» IP-appec unm goMeHHoe UMs cepBepa, IBASIOLLLEroCs UCTOYHUKOM CBEAEHUM O CYyObEKTax U UX
MOSIHOMOUMSIX

«[MopT» TCP-nopT, Ha KOTOPOM 3anyLueHa cnyyba AoMeHa ayTeHTUDMKAL MM
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Mapametp

OnwucaHue

«Mcnonb3osatb SSL»

Mcnonb3oBaTthb 3almLLEHHOE COEAUHEHME NPU B3aUMOAENCTBUM C JOMEHOM ayTEHTUdUKALUM

«YyeTHasa 3anuncb»

YyeTHas 3anuck B dopmate Distinguished Name (DN) B spomeHe MS AD (LDAP),
ucnosbsyemas ana nogknatodeHms k LDAP.

Mpumep: CN=admin,0U=user ,DC=test,DC=desk

«[Naponb yyeTHOM 3anmncu»

Habop cuMB0o0OB, NOATBEP>KAAOLLMI MOMHOMOYMS 06bEKTa AJ1S MOAKIHOUYEHUS K CEpBEPY
LDAP

«TanmayT»

Bpemsi oxxmpaHus (B cekyHAax) oTBeTa pecypca, SBASOLLErocs ICTOYHUKOM CBeEHUN O
cybbekTax U UxX NOIHOMOUMAX

«KopeHb nouvcka»

KopeHb noucka B foMeHe ayTeHTUbUKaLuu B popmate DN.
Mpumep: DC=test,DC=desk

«Mma knacca
nonb3oBaTena»

ATpuBYT Knacca nosib3oBaTeNisl B AOMeHe ayTeHTUdMKaLMM (AN KOPPEKTHOMO 3aMoNHEHMUS
[aHHOro NMonsi HeoBXOAMMO yKazaTb 3HaudeHue «Person»)

«ATpnbyT naeHTudukaTopa
nonb3oBaTens»

ATpUBYT YHUKaNbHOMO MMEHWU UK MAEHTUDUKATOPA NONb30BATENS B AOMEHE
ayTeHTUdUKaLuuK (415 KOPPEKTHOO 3arMoNHEeHNUs AaHHOMO Mo HEOOXOAMMO YKa3aTb 3Ha4eHMe
«SamAccountName»)

«Cnucok aTpmbyTos
nonb3oBaTena»

Cnncok aTpubyToB, cosep>kaluii yHUKasbHble AaHHbIe NOb30BaTeNs, pasaeneHHble
3anaTbIMM (4151 KOPPEKTHOIO 3anoJIHEHMS JAHHOrO MOt HEO6XOAMMO YyKa3aTb 3HaueHue
«name»)

«Mms aTpubyTa rpynnbi»

ATpubYT NpUHAANEXHOCTM K rpyrnne B JOMeHe ayTeHTuduKaumm (418 KOPPeKTHOro
3aMo/IHeHWs JaHHOTO Mo/ HEOBXOAMMO YKa3aTb 3HAaUEHME «group»)

«ATPUBYT UMEHU rpynMbI»

NpoeHTudurkaTop rpynnbl, K KOTOPOM OTHOCUTCS CYOBLEKT B AOMEHE ayTeHTUDUKALMM.

Ecnu BkntoueHbl napameTpbl «Mcnonb3oBaTh peKypCUMBHbIM MOUCK rpynn» unu «Mcnonb3osatb
06paTHbIN NOPSILOK MPOBEPKM YJIEHCTBA MOJb30BaTENEN», TO HEOOX0AMMO YKa3aTb 3HaYeHME
«distinguishedname». Ecnu ykasaHHble napaMeTpbl OTKJIKOUYEHbI, TO MOXKHO UCMOJIb30BaTb
3HAYEHME KCN».

Mpu ucnonb3osaHuK 3HadeHus «distinguishedname» npu nobaBneHUn rpynnbl B AOMEH
ayTeHTUdUKaumm no nyTn «KomnoHeHTbl - [loMeHbl ayTeHTUDMKauuu - HaumeHoBaHue
AoMeHa - [pynnbi» HY>KHO 334aBaTb AJIMHHbIE MMEHA Fpynm, HanpuMmep: CN=KopHeBas
rpynna,CN=Users,DC=test,DC=desk. [1pn MCNONb30BaHNWN 3HAYEHMNS KCN» HYXKHO
MCMOJIb30BaTb KOPOTKUE UMEHA rpynm.

Ecnu napameTp « ATpubYT UMEHM TpyNMbl» Gbl1 U3MEHEH, TO HEOBXOAMMO 3aHOBO f06aBUTb

rpynmbl, UCMOb3Ys COOTBETCTBYIOLLIME UMEHA FPYNM: ANS «CN» - KOPOTKME UMeHa, Ais
«distinguishedname» - anMHHbIE MMeHa

«ATpuByYT uneHcTBa B
rpynne»

NpeHTudukaTop rpynnbl 418 Ha3Ha4YeHUsl MOTHOMOYMI CYBBbEKTY (A1 KOPPEKTHOIO
3aMno/IHEHMS! aHHOTO MoJii HEOBXOAMMO YKazaTb 3HAYEHUE «member»)

«ATpubyT rpynn ans
LDAP-3anpocoB»

ATpuBYT, OnpeaenatoLLmMin Frpynnbl MOAb30BaTeNs MPU 3aMpocax K Cy>kbe KaTaaoros.
Bo3MoxkHbie 3HaueHust: «objectClass», «objectCategory»

«Wcnonb3oBaTb
PEKYPCUBHbIM MOUCK
rpynn»

Mpu 3anpoce rpynn nonb3oBaTensi 6yayT yUTeHbl Er0 pOAUTENbCKME TPyNibl, B KOTOPbIX OH
COCTOUT HesIBHO.
Ecnun pononHutensHo BkAtoyeH napametp «Mcnonb3osath 06paTHbIM NOPALOK MPOBEPKM

YNeHCTBa I'IOJ'IbBOBaTEJ'IePI», TO NapaMeTp «Mcnonb3osatb DEKprMBHbe/‘I MOUCK Fpynn» MOXHO
He BKNKOYaTb
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Mapametp OnwucaHue

«Mcnonb3oBaTb 06paTHbI | MpoBepka COOTBETCTBMS UYIEHCTBA NOJb30BATENS B rpyrnnax AOMeHa ayTeHTUdUKaumm
nopsifoK NpoBepKu uneHcTBy B rpynnax Termidesk. [ns paboTbl GyHKLMOHaNa Heo6xoaMMo, YTobbI 6bin 3a4aH
UNeHCTBa NoJsib30BaTeNen» | napameTp «ATpUBYT MMEHW TPyMMbi».

Mpw 6onbLIOM KONMYeCTBE rpynn HEMOCPEACTBEHHO B AOMeHe ayTeHTUdukaumm MS AD
(LDAP) Hy>KHO BKItOUMTb 3TOT nNapameTp. B aTom cnyuae cHavana BymeTt npoBepsaTbCs
BXOXAeHWe nonb3oBaTens B rpynnbl B Termidesk (B ToM uncie pekypcuBHo), 3aTem byaeT
npoucxoamnTb NpoBepKa HanAeHHbIX rpynn Ha cepsepe MS AD (LDAP).

Mpw BbIKAOYEHUM 3TOrO NapamMeTpa NPUMEHSETCS HAacTPoliKa Bbibopa ATpubyT rpynn ans
LDAP-3anpocos: «objectClass» unu «objectCategory».

Mpu BkNtOUYEHMM 3TOrO NapaMeTpa BCEraa NPUMEHSETCS HAaCTPoMKa Bbibopa ATpubyT rpynn
ans LDAP-3anpocos: «objectClass».

5.8 . [o6aBneHne poMeHa ayTeHTUPUKauum RADIUS

Ons pobaeneHuss gomeHa ayTeHTUdukaumm RADIUS HeobxogMMo BKAKOUUTHE 3KCMEPUMEHTANbHbIN
napaMeTp experimental.radiusauth.enabled B COOTBETCTBMM C nogpasgenom  YnpaBneHue

3KCrnepMMeHTaNnbHbIMU NapamMeTpamMu Termidesk.

lMocne BKAKOYEHUS IKCMEPUMEHTANIbHOIO MapamMeTpa aaMuUHUCTpaTopy Termidesk cnepyeT nepenTu
«KomnoHeHTbl - [JoMeHbl ayTeHTUbMKaLMM», 3aTeM HaXkaTb 3KpaHHYto kHonky [Co3paTtb] v BbIGpaTh 13

BbinagaroLlero cnmcka «Radius».

3aTeM HeobXOoOMMO 3aMofHUTL [JaHHble, MepevyncieHHble B cTonbue «[lapameTp» cnegytoLlen

Tabnuubl (cm. Tabnuua 11).

Tabnuua 11 — OaHHble ans nobasneHmsa ayteHTudukauum Radius

MapameTp OnucaHue
«HasBaHue» TekcToBOE HanMeHoBaHMe AOMEHa ayTeHTVI(bVIKaLI,MVI
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHMe, UCMONb3yeMOe A1S1 ONMCAHUSI Ha3HAYeH s

MUCTOYHUKA CBe,EI,EHVIl‘;I (o] Cy6'beKTaX N UX NOTHOMOYUAX

«[Mpuoputer» MpenmyLLLECTBO MCNONB30BaHMSA JOMEHA ayTEHTUUKALMM NMPU NPOBEPKE
cybbekTa 1 ero nosHOMo4uM

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe A MAeHTUGUKaLUK 06beKTa BO
BHYTPEHHeN CTPYKType AaHHbIxX Termidesk

«Radius cepeep» IP-agpec unu nomMeHHoe UM pecypca, ABNAOLLEroCs UCTOUHUKOM
CBeAeHui o cybbekTax U ux nonHomoumsx (cepsep RADIUS)

«AyTEHTUPUKALMOHHbBIN NMOPT» MopT ons 06paboTKM 3aNpoCcoB Ha ayTEHTUPUKALUIO

«CekpeTt» Habop cumBonoB (Maposnb), NOATBEPXKAAIOLLMIA NOAKIHOUEHME K CEPBEPY
RADIUS

«TanmayT» MakcrManbHoe BpeMsi oxkuaaHus (B ceKyHaax) ANl YCTaHOBKM
coefMHeHUs

Banupauus 3apaHHbIX MapaMeTpoB 3KpaHHOW kHonkoh [TecT] npoBepsieT KOPPEKTHOCTb 33A4aHHOrO
MMeHn cepeepa (BO3MOXHOCTb nonyuntb |P-agpec, wucnonbsys DNS), poctynHocTb cepBepa

(koppekTHbIV nopT, paboTocnocobHocTb cepeepa RADIUS).
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Mocne nobaBneHuns gomeHa ayTeHTUdbMkaunm RADIUS Heobxoammo nepenTu B CO34aHHbIA OBBLEKT U
yKa3aTb aKTyaslbHbI CMCOK FPYIM, NOJIb30BaTENM KOTOPbIX MOFYT Npou3BoauTh Bxod B Termidesk.

Mpu panbHerwen skcnnayatauum cepBep Termidesk, ob6bpabaTbiBas 3anpoc Ha ayTeHTUbMKaALUIO,
MONYy4YaeT aKTyasbHbIM CMMCOK FPynn Mosib30BaTensl U CPaBHUBAET CO CBOeW KoHdurypaumen. Ecnm Hu

O4HOro coBnageHUda He O6Hapy)KEHO, TO NOJ1b30BaTEJHO 6y,EI,ET OTKa3aHO B OOCTyne.

& KoHourypaumsa cepsepa RADIUS pgomkHa yunTbiBaTb nepefady Cnuvcka rpynn nosib3oBaTenst B
aTpubyTe ¢ kntoyoMm 25 (Class) B oTBeTe co cTaTycoM aBTOpU3aLUMN.

Lna koppekTHoro nonydeHus cnmcka rpynn Ha Termidesk cepsep RADIUS MoxeT 6biTb HacTpoeH

cnenyrowmm obpasom:
& TMpumep HacTponkn npuseneH ana cepsepa freeRADIUS.

» dann /etc/freeradius/3.0/mods-enabled/ldap AOMKEH COQEPXKATb KOHCTPYKLMIO BUAA:

1 ldap {

2 -

3 update {

4 ce

5 reply:memberOf += 'memberOf’
6 }

7 -

8 1}

* B dann /etc/freeradius/3.0/dictionary HeobxoaMMO f06aBUTL CTPOKY:
ATTRIBUTE memberOf 3001 string

* B danne /etc/freeradius/3.0/sites-enabled/default HeOBXoAMMO HaWTU CEKLMUIO post-
auth n [06aBUTL perynsipHoe BblpaXkeHue, hUNbTPYoLee Ha3BaHME TPyMmnbl U3 MOMYy4YaeMbiX OT

cepBepa aTpubyTOB:

1 foreach &reply:memberOf {

2 if ("%{Foreach-Variable-03}" =~ /CN=([",=]1+)/) {
3 update reply { Class += "%{1}" }

4 }

» B dhanne /etc/freeradius/3.0/mods-enabled/exec ykasaTb AN NapaMeTpa wait 3HauyeHue

yes:

wait = yes
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5.9 . No6asneHune ayTeHTU(MKaLMM Yepes BHyTpeHHIo B,

LOna pobaBneHuns ayTeHTUbMKAUMKM Monb3oBaTeNnen vepes BHyTpeHHtow bl HeobxoaMmo ycTaHOBUTL B
Termidesk nnarvH pacwupenuss termidesk_internaldbauth B coOOTBETCTBMM C MoApa3nesioM

YcTaHoBKa nsiarMHOB pacLLUMpPeHUN.

lMocne ycTaHOBKM nMnarnHa paclumpeHust agMuHucTpatopy Termidesk cnepyet nepent «KOMMNOHEHTbI -
HdomeHbl ayTeHTUdUKaLUKU», 3aTeM HaxkaTb 3KpaHHY kHonky [Co3aaTtb] v BbiGpaTb M3 BbiNadatoLLEro
cnucka «BryTpeHHsas B, akcnepum.».

3aTeM HeobOXOOMMO 3anoNHUTb [JaHHble, MepevyncnieHHble B cTonbue «[lapameTp» cneaytoLlen

Tabnuupl (cm. Tabnnua 12).

Tabnuua 12 — JaHHble gns nobaBneHms ayTeHTUdUKaLMKN Yepes BHYTpPeHHo Bl

Mapametp OnwucaHue
«HazBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKaLum
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCrob3yeMoe 415 ONUCaHUS

Ha3Ha4yeHUqa UCTOYHUKa CBEAEHMVI o Cy6'bEKTaX U UX NOJIHOMOYUNAX

«[MpuoputeT» MpenMyLLECTBO MCMOJIb30BaHMS AOMEHA ayTEHTUDMKALMUK MPU
npoBepKe Cyb6beKTa M ero MOJIHOMOYNIA

«MeTka» MHdopmaumoHHoe none, ucnonb3yemoe ana naeHTUbUKaLmum obbekTa
BO BHYTPEHHEN CTPYKType AaHHbIX Termidesk

«Pa3Hble nonb3oBaTenu Ans XoCToB» [na nonb3oBarens, BbINOMHSAIOLLENO BXOZA C Pa3HbIX XOCTOB, byayT
CO34aHbl pasHble YYeTHbIE 3aMncu

«O6patHbI npocMoTp DNS» [lns noakno4aoWmMxcs XoCcToB byaeT Npomn3BoaANTLCA 06paTHBbIN
npocmoTtp DNS ans onpeneneHus umeHn xocTta no ero |P-agpecy

«PaspelunTb NpoKCcMpoBaHUE» 3anpockl Yepes Npokcu-cepeep ByayT OCYyLLECTBAATLCA OT
nepecbiiiaemoro |P-uctouHuka

5.10 . OencTBus Hap rpynnamu B AOMeHe ayTeHTUdUKaLum

Mpynnbl — NnepeyeHb 06BLEKTOB AOMEHa ayTEHTUDMKALMU, ONPESENAOLLMX pa3peLleHnst NoNb3oBaTeNlen Ha
poctyn k doHpam BPM. lMepeueHb rpynn, oocTynHbiX ans gobasneHus B Termidesk, 3anpawimBaeTcs y
[OMeHa ayTeHTUdUKaLUK.
LocTynHbl cnepytowme 4eUCTBUS HaL rpynnaMm JOMEHa ayTEHTUDUKALMN:

* co3paHue - fobaBneHMe CyLLECTBYIOLLEN B CNy>Kbe KaTanoros rpynnbl B Termidesk;

* penakTUPOBAHME;

* yaaneHue;

* NPOCMOTP CBeaeHUN Tabnuubl «I pynnbi».

(® PepakTupoBaHue v yaaneHue rpynn B goMeHe ayTeHTUdMKaumu B Beb-uHtepdeinceTermidesk He
NPUBOAMNT K KAKMM-TMBO M3MEHEHUSIM 00beKTa B C/y»be KaTanoros.
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LOna pobaeneHuss rpynnbl cnepyeT nepentun «KoMnoHeHTbl - [lOMeHbl ayTeHTUdbMKauMu», 3aTeM B
cTtonbue «HaszBaHue» cBOAHOM TabnuuLbl HaXaTb Ha HaUMEHOBaHME AOMeHa ayTeHTudukaumu. B
OTKPbIBLLUEMCA OKHe B Tabnuue «[pynnbi» BblAENUTb CTPOKY C MMEHEM MOJb30BaTeNs M HaXKaTb
akpaHHyto kHonky [Co3patb]. s pobasneHuns GyayT AOCTYMHbI ABa TUNa Fpynmn:
» «[pynna» (cm. PucyHok 8) - CTaHAApTHas rpynna, KOTopas co3gaHa B CNy)kbe kaTasoroB v byger
pobasneHa B Termidesk;
* «MeTarpynna» (cm. PucyHok 9) - rpynmna, KoTopas OO6beAUHSIET HECKOJIbKO CTaHAAPTHbIX rpynn B

Termidesk.

Co3naTh HOBLIWA 06BLeKT (Fpynna)

Ipynna brestadmins

KommeHTapuii

Cratyc AKTUBHLIA

Twvn yueTtHoR MNonbsosatens

sanwmcKk

Ponwn Hwuuero ne smibpano

OTmennTs

PucyHok 8 — OkHo nob6aBneHus rpynnbl JOMeHa ayTeHTUPUKaLUM

Ons pobaBneHus rpynnbl agMUHUCTpaTopy Termidesk HeobxoaMMo 3anoNHUTL AaHHbIe, NepeYnucieHHble
B cTonbue «[MapameTp» cneaytoLlen Tabnmubl (cm. Tabnuua 13).

Tabnuua 13 - JaHHble gna nobasBneHus rpynnbl 4OMEHA ayTEHTUDUKALUK

Mapamertp OnucaHue

«[pynna» HavMeHoBaHwWe rpynnbl, MoNy4YeHHOe OT AoMeHa ayTeHTudmkauuu. [ns sbibopa
rpynnbl U3 CAMCKa JOCTYMHbIX HEO6XOAMMO HayaTb BBOJA €€ HaMMEHOBaHUS

«KomMMeHTapumn» MHdopmaumoHHoe cooblLueHMe, UCNONb3YEMOE AS1 ONMUCAHUS FPYMbl
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Mapamertp

OnucaHue

«Crartyc»

XapaKTepucTuka CoCToAHUS CyBbeKTOB rpynnbl Npu gocTyne K poHay BPM.
JocTynHble 3HaveHUs:

* «AKTMBHbIN» - CyGbEKTbI FPYMMbl MOryT ayTeHTUbMUMpoBaTbcs B Termidesk;

» «HeaKTUBHbIN® - CyObeKTbI FPYMMbl HE MOTYT ayTEHTUDULMPOBATLCS B
Termidesk;

* «BpemeHHo 3abnokunpoBaH» - cy6beKTbl rpynrbl He MOryT
ayTeHTUULMpoBaTbea B Termidesk. CTaTyc npuceanBaeTcs TakyKe no
MCTEeYEHUM MOMbITOK ayTEHTUDMKALMM, ONpeaeeHHbIX B MapamMeTpax
«MakcMyM MonbIToK BXoda AAMUHUCTPATOPOB», « MakCcMMyM NonbITOK
Bxoga lMepcoHana», «MakcmyM nonbITok Bxofa MNMonb3oBaTenen» Ha
cTpaHuue «Hactponku - CuctemHble napameTpbl - besonacHocTb» (cMm.
noapasgen MNapamerpbl 6e3onacHocTu Termidesk)

«Tun yyeTHOM 3anmcu»

Cny>kebHble dyHKLMM CybbeKTOB rpynnbl Npu gocTtyne K Termidesk.
HocTynHble 3Ha4eHUs napameTpa:

» «[lonb3oBaTenb» - Cy6beKTbI rpynmbl He ByAyT UMeTb LOCTYM K nopTany
aaMUHUcTpaTopa. MNpu BbIGope 3TOro 3HayYeHUs napameTp «Ponu» Bynet
nycTbIM;

» «[MepcoHan» - cybbekTbl rpynnbl 6yayT UMeTb JoCTyn K cTpaHuue «0630p» u
ByayT obnagatb HaboOpOM paspeLLeHU, ONpPeaeneHHbIX CYyXXeBHbIMM
dyHkumsamu. Mpu BbIBOpe 3TOro 3HaueHUs B napameTpe «Ponb» MOXHO
BbI6GpaTb OAHO MM HECKOJIbKO 3HAYeHWUM KNacCoB aAMMHMUCTPATOPa,
CO3[aHHbIX Ha cTpaHuue «HacTponku - YnpasneHue ponsmm» (cMm.
nogpassen HasHaueHue cnykebHbIX GpyHKLMI agMUHUCTpaTOpaM);

* «AOMUHUCTPATOP» - CYEbeKTbI rpynnbl ByAyT MMeTb MOAHbIM AOCTYM K
noptany agMuHucTpatopa. NMpu Bbibope 3TOro 3HaveHus napameTp «Ponn»
ByneT nycTbiM

«Ponun»

HaszHaueHue cnyxebHbix dyHKLMIA NOMb30BaTeNAM Fpynmbl.

JocTynHocTb BbibOpa 3HaYEHMIA 3aBUCUT OT NapaMeTpa « TN yYeTHOM 3anucu» m
TOro, CO34aHbl M PoONK Ha cTpaHuue «HacTpoiiku - YnpasneHue ponamms»
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Co3faTk HOBLIA 06LeKT (MeTarpynna)

Ipynna

Tun coenageHWa

KommeHTapuii

Cratyc AKTMEHBIA

Ipynnet brestadmins

OTMEHUTE CoxpaHuTb

PucyHok 9 — OkHo pobaBneHua MeTarpymnnbl LOMeHa ayTeHTUdUKaLmum
Ons pobaBneHuss MeTtarpynnbl  agMuHUCTpaTtopy Termidesk Heob6xogMMO  3amONHUTL  AaHHble,
nepeyncreHHble B ctonbue «lMapameTp» cnepytrouien Tabamubl (cm. Tabnuua 14).

Tabnuua 14 — JaHHble gna nobaBneHus MeTarpynnbl 4OMeHa ayTeHTUbMKaumm

MapameTp OnucaHue

«lpynna» HaunmeHoBaHuWe rpynnbl

«Tun coBnageHus» Bbi6op cnocoba onpeneneHus NpUHaaNeXXHOCTU FPYNMbl K MeTarpymnmne.
LocTynHble 3Ha4YeHus:

= «Jlrobon» - ntobas u3 rpynn, NepevymcieHHbIX B napameTpe «pynnbi»;
= «Bce» (3HayeHWe No yMon4yaHuIo) - BCe FPynnbl, NepevnucieHHble B
napameTpe «[pynnbi»

«KommeHTapumn» MHbopMaumoHHoe coobLueHWe, NCMONb3yeMOE At ONUCAHUS MeTarpynbl
«Cratyc» XapakTepuCTUKa COCTOsIHUS CyObeKTOB MeTarpynnbl Npu goctyne K hdoHay
BPM.

LdocTynHble 3HaveHus:

* «AKTMBHbIN» - CyGbEKTbI MeTarpynnbl MOryT ayTEHTUDULMPOBATLCS B
Termidesk;

» «HeakTuBHbIN» - CyGbEKTbI MeTarpynnbl He MOryT
ayTeHTUdULMpoBaTbes B Termidesk

«[pynnbi» HavMeHoBaHMs rpynn, K KOTOPbIM JOMXKHA NPUMEHUTBLCA MeTarpynna

Ona pepaktvpoBaHus rpynnbl cneayeT nepentv «KoMnoHeHTbl - [loMeHbl ayTeHTUdUKauMmM», 3aTeM B

ctonbue «HasBaHue» cBogHOM Tabnuubl HaxaTb Ha HaMMeEHOBaHWE [AOMeHa ayTeHTudukauuu. B
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OTKPbIBLLUEMCA OKHe B Tabnuue «[pynnbi» BblAENUTb CTPOKY C MMEHEM MOJb30BaTeNs M HaXKaTb
3KpaHHyt KHonky [U3MeHuTb]. B pexxume pepakTMpoBaHMS HEBO3MOXHO U3MEHUTb WAEHTUbMKATOP
rpynnbl 4OMEeHa ayTeEHTUdUKALMM, MOCKObKY OH MOMYYEH aBTOMATMUYECKM OT CY>XObl KaTanoros.

[nsa ynaneHus rpynnbl UCNONb3yeTcst 3KpaHHas kKHornka [YaanuTs).

5.11 . [lercTBMA Hag Nonb30BaTENSIMU B JIOMEHE ayTEHTUDMUKALUU

MNonb3zoBatenn - nepeyeHb 06'beKTOB, MMELWNUX B paMKax [OOMeEHa ayTeHTVICbMKaLI,MVI CJ'Iy)KE6HbIe

dbyHKUMM Ha ncnonb3oBaHue doHaos BPM.

Mocne Bxopa nonb3osatens B «[opTtan nonb3oBatena» Termidesk ooCTynHbI crnesyrolmMe OEUCTBUS Ha4,
NnoJib30BaTeNAMM BHYTPU AOMEHa ayTEHTUDMKALMUM:

* penakTUpPOBaHMUE;

* yaaneHue;

* MPOCMOTP CBEAEHUN.

(® PepakTupoBaHWe W ypaneHWe Mofb30BaTeNns B [AOMeHe ayTeHTudUKaumum B Beb-uHTepdeice
Termidesk He NpMBOAUT K KAKMM-TIMOBO U3MEHEHMAM 0OBEKTA B C/Ty>KOE KaTasloroB..
Termidesk xpaHuUT nHdoOpMaLMiO 0 HasHavyeHMM MNpaB nosib3oBaTens B b, mosTomy B cnyuae,
€C/IN MOoNb30BaTeNb HOO/MKEH ObITb WCKKOYEH M3 TFpynnbl agMUHUCTpUpoBaHus Termidesk, To
HEeobXoOAMMO yAaNUTb TOMb30BATENS M3 TpynMnbl HEMOCPEACTBEHHO B [OOMEHHOM CnyXbe
KaTasoroB 1 Ha ctopoHe Termidesk ogHoBpeMeHHoO.

Ons penakTupoBaHus WHdOpMaumMm o nosb3oBaTene cnepyet nepentu «KomnoHeHTbl - [omeHbl
ayTeHTUdMKaumMm», 3aTeM B cTonbue «HasBaHWe» cBogHOM Tabnuubl HAaXKaTb Ha HaMMeHOBaHME AOMeHa
ayTeHTUdUKaLmm.

B oTkpbiBeMcs okHe B Tabnuue «[lonb3oBatenm» BblAEINTb CTPOKY C MMEHEM MOJIb30BATENSt U HaXKaTb

3KPpaHHYI KHOMKY [M3MeHUTb] (cm. PucyHok 10).
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M3meHUTE admini123

admini23
CucreMHblid nons3oeaTents (admini23)
KommenTapuia
Cratyc ArTUBHBIA

Tun yueTHOA AnMUHWCTRaTOP

sanucn
Mpynne Berpoenniia

Ponin Hwuero ne snifpano

PucyHok 10 — OkHO penakTMpoBaHMSA NMOJIb30BATENS AOMEHA Ay TEHTUDUKALUN

LOns pepakTMpoBaHWs nonb3oBaTenst agMuUHUCTpaTopy Termidesk Heo6xoguMMO 3anMoONHUTL AaHHbIE,

nepeuncieHHble B ctonbue «lMapameTp» cnegyrowen Tabnunubl (cm. Tabauua 15).

Tabnuua 15 - [daHHble png pefakTMpoBaHMS NoOb30BaTeNs AOMEHa ayTeHTUbMKaL MK

Mapametp OnuvcaHuve
«JlornH» MpoeHTudurkaTop cybbekTa B JOMeHe ayTeHTUGUKaLUK
«Uma» OTobparkaeMoe nMa cybbekTa B Termidesk
«KommeHTapumn» MHbopMaumoHHoe coobLueHWe, NCMOoNb3yeMOe AN ONMUCAHUSE Ha3HAYeHUs
nosb3oBaTens
«CraTyc» XapakTepucTuKa cocTosiHMUA cybbekTa npu gocTtyne K ¢oHay BPM.

[ocTynHble 3HaveHus:

* «AKTUBHbIN» - CyObEKT MOXKET ayTeHTUdGUUMpoBaTbcs B Termidesk;

» «HeaKTUBHbIN® - CyObEKT He MOXKET ayTeHTUdMLUMpOoBaTbes B Termidesk;

» «BpemeHHO 3a6n10KMpoBaH» - CyBbeKT He MOXKET ayTeHTUhULMPOBATLCA B
Termidesk. CTaTyc npucBanBaeTcs TakyKe Mo UCTEYEHMM MOMbITOK
ayTeHTubUKaL MK, onpeaeneHHbIX B napaMeTpax « MakcMMyMm nonbIToK BXoaa
ALMUHUCTpaTOpoB», «MakcuMyM nonbiTok Bxoga MepcoHana», «Makcnumym
nonbiTok Bxoaa [Monb3osatenein» Ha cTpaHuue «Hactpoiiku - CucteMHble
napameTpsl - besonacHocTb» (cM. nogpasaen MapameTpbl 6esonacHOCTH
Termidesk)
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Mapamertp OnucaHue

«Tun yyeTHOM 3anmcu» Cny>kebHble dyHKLMM cybbekTa npu gocTyne K Termidesk. 3HaueHue
HacnenyeTcs OT rpynnbl, B KOTOPYO BXOAMT Mosb3oBaTesnb. [pu 3Tom no
YMOMYaHUIO TUM YYETHOM 3anucK yCTaHaBIMBAEeTCs B 3HaUYeHWe ¢ 6oniee BbICOKUM
YPOBHEM rpas.

Mpumep: ecnun nonb3osaTesib OLHOBPEMEHHO COCTOMUT B rpyrre C TUMOM YyHYeTHOM
3anucK «AMUHUCTpaTop» U rpynne ¢ Tunom «lonb3oBaTtenb», To No
YMOYaHUIO 418 MoSib30BaTeNs ByaeT YCTaHOBNEH TUM YYETHOM 3anmcK
«AQMUHUCTpaTOP».

JocTynHble 3Ha4eHUs napameTpa:

* «[lonb3oBaTenb» - cybbekT He ByaeT MMeTb AocTyn K «[MopTany
agMuHucTpaTopa». [pu Boibope 3Toro 3HaueHus napametp «Ponu» Byaet
nycTbIM;

= «[lepcoHan» - cybbekT ByaeT MMeTb AoCTyn K cTpaHuue «O630p» 1 byaeT
061aaatb HabOpPOM paspeLleHUit, ONpeaeNeHHbIX CAYXEBHbIMU DYHKLUAMMU.
Mpwu BbIGOpE 3TOrO 3Ha4YeHMs B NapameTpe «Ponb» MoXXHO BbIBpPaTb OAHO UK
HEeCKO/bKO 3HAa4YeHUI KIacCoB agMMHUCTPATOPa, CO34aHHbIX Ha CTpaHuLLe
«HacTpoWnku - YnpasneHue ponsmu» (cM. nogpasaen HasHaueHue
cny>kebHbIX GYHKLUIA aAMUHUCTpaTopam);

* «AOMUHUCTpaTOP» - CyBbEKT ByAeT UMETb MONHbIN AOCTYN K «[MopTany
agMuHucTpaTopa». [pu Boibope 3TOro 3HaueHus napametp «Ponu» Byaet
nycTbiM

«[pynnbi» HanmeHoBaHUA rpynn, MCMO/b3yeMbIX A1 ONpeaeneHns paspeLleHuii no
poctyny K doHaam BPM.

Cnivcok rpynn nonb3osatens 6yaeT NonyyeH aBTOMaTUYECKM OT AOMeHa
ayTeHTUdUKauMm

«Ponu» HazHaueHue cnyxxebHol hyHKLUMM YKazaHHOMY MO/b30BaTeNo.

JocTtynHocTb BbibOpa 3HaYeHUI 3aBUCUT OT NapaMeTpa « TUM yYeTHOM 3anucu» u
TOro, Co3daHbl 1M ponn Ha cTpaHuue «HacTponku - YnpasneHue ponamm»

LOna ynaneHus nonb3oBaTenss U3 AOMeHa ayTeHTUbMKaLuMM Heobxoaumo nepenTn B «KOMMOHEHTbI -
LJoMeHbl ayTeHTMdUMKaummn», B cTonbue «HasgaHMe» CBOOHOW TabnMLbl Ha)KaTb Ha HAMMEHOBaHME
OOMeHa ayTeHTudukauun. B oTkpbiBweMcs okHe B Tabnuue «[lonb3oBaTenu» BblAENUTb CTPOKY C

MMeHeM MoJIb30BaTeNs U HaXkaTb 3KPaHHYO KHOMNKY [YaanuTs].

5.12 . YnpaBneHue ayTeHTU(MKaALMEN HAa OCHOBE aApecoB CETH

AyTeHTUDUKALMA HA OCHOBE aApPECOB CETU MCMONb3YyeTCcs AN MpenocTaBfeHus poctyrna K BPM,

6asumpysacb Ha |P-agpece nctovHnKa, ¢ KOTOPOro NpPomsBoamnTCS 3anpoc K poHay BPM.

Lna nobaeneHusa gmanasoHa cetn agMuHUcTpaTopy Termidesk cnegyeT nepentn «KoMnoHeHTbl - CeTu»,
HaXkaTb 3KpaHHYyto KHorky [Co3aaTtb], 3aTeM 3anoNHUTL AaHHblEe, NepevncieHHble B cTonbue «lMapameTp»

crnepytowen Tabnmubl (cm. Tabnuua 16).

Tabnuua 16 — JaHHble ans nobaBneHMs ayTeHTUGMKALMM Ha OCHOBE afpecoB CETU

MapameTp OnucaHue
«HazgaHue» TekcToBOE HAUMEHOBAHME UCTOYHMKA CBEAEHWIA O CyBbeKTaX U UX MNOIHOMOUYMUAX
«nanasoH» [unana3oH ceTeBbIX aapecoB, KOTOpble ByAyT UCMONb30BATLCS AJist
naeHTUdMKaumMm cybbekTa
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CO3,EI,aHHbIe TakKnM o6pa30M Anana3oHbl MOXHO OTpeaakKTMpoBaTb, AOJid 3TOro0 HYXHO NOMETUTDb

YKEJTAEMbIN AMarnasoH aapecoB, a 3dTeéM HaX>XaTb 3KPAHHYH KHOMKY [MBMEHMTb].

Ona yaaneHna Cco3gaHHOro auarna3oHa HGO6XO,£I,MMO MOMETUTb >XEeNTaeMbIN Anana3oH agpecoB, a 3aTEM

HaXkaTb 3KpaHHYH KHoMKy [YaanuTs)].

& [11ana3oH ceTeBblX aApecoB MOXET bbITb yAaneH TO/IbKO B TOM C/ly4ae, eC/I OH HE UCMOJIb3YyeTCs
dboHgom BPM.
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6 . BUPTYAJIbHbIE PABOYMUE MECTA

6.1 . Obwpme ceeaeHus o BPM

BPM - 310 rocteBass OC, focTyn K KOTOPOM peasiM3yeTcs C MOMOLLbH NPOTOKONA YAANEHHOro 4OCTyna.
Termidesk BbinonHaeT nogrotoeky BPM Ha ocHoBe 3agaHHbIX wabnoHos BPM. Kaxabin noctaBLumK
pecypcoB NoALep>KMBaeT CBOM Habop TunoB wabnoHos BPM.

LLIabnoHbl cepBepoB TepMUHANOB NMpeanonaratoT co3gaHe BPM Ha ocHoBe TepMMHaNbHOro AOCTYyMNa Uau
[OCTyrna K onyb/nMKoBaHHbLIM Ha CEpPBEPE TEPMUHAJIOB MPUJSIOXKEHUSIM.

Ons pobasneHusa wabnoHa BPM cnenyet nepentn «KomnoHeHTbl - MocTaBLLMKM pecypcoB», B cTonbue
«Ha3BaHme» cBOAHOM Tabnuubl HaXKaTb Ha HAMMEHOBAHME NMOCTABLLMKA PECYPCOB.

Hanee B OTKpbIBLUEMCS OKHe cnefyeT HaXkaTb 3KpaHHYyto kHonky [Co3paTb], a 3aTeM M3 BbiNafatoLLEero
cnucka BbibpaTb noaaep>knsaembiit B Termidesk cnocob dopmmnposaHug wabnoHa BPM.

CospaHHble WwabnoHbl BPM Mo)KHO peaakTupoBaTb, A8 3TOro Haao BblbpaTh LABNOH, a 3aTeM HaXkaTb
3KpaHHY KHOMKy [3MeHUTb].

Co3paHHble WabnoHbl MOXKHO YyAanuTb, 418 3TOro Hafdo BbibpaTb LWABMOH, a 3aTEM HaXKaTb 3KPAHHYHO

KHonky [Y@anuTsb].

A LLabnoH MoxeT bbITb yaaneH ToIbKO B TOM C/y4ae, EC/IM OH He ucnonb3yetca poHaom BPM.

6.2 . OTobparkeHune cnucka BPM us Bcex ¢poHaoB

6.2.1 . OTtobpaxkeHue cnucka BPM

Lna 6onee acdekTnBHOro agMMHUCTpupoBaHus Termidesk npegycmoTpeHo oTobpayxkeHne BPM us Bcex
¢$OoHAOB, B TOM Unciie Ha3zHayeHHble BPM, a Tak)ke co3aaHHble U pa3MeLLEHHbIE B KELLE.

[Ons nonyuyeHus cnucka Heobxoammo nepenth «Paboune mMecta - MHAMBUAYaNbHblE paboyune MecTa» (cm.
PucyHok 11) MNM nepenuTu no ccbinke «Paboume ™mecta» u3 dyHkumm «O630p» (cm. Pucymok 12). [lo
YMONYaHMUIO 3annUCKU B MPEACTAaBNEHHOM CMMCKE (cM. PucyHok 13) ByAyT yrnopsiioueHbl COMIacHO CTonbuy
«[ata co3paHua» no yb6biBaHUto. [MogpobHas uHpopmauma o6 ynpaeBneHum coctosHueM BM u ee
MHOMKAUUKM COOEepXKUTCS B noapasaene YnpasneHue BM B HazHaueHHOM ¢oHae BPM, mHdopmauma no

Ha3Ha4yeHuo Bnagenbua BPM npusepeHa B nogpasaene HasHaueHue Bnagenbua BPM.

& OTobpaxkeHne cnucka OyaeT [OCTYNHO agMUMHUCTPATOPY, €CAIM Yy HEero ecTb paspelueHue
«[MpocmoTp poHAOoB paboumx MecT».
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PucyHok 11 - MNepexopn k cnucky BPM yepes «Paboune mecTa
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PucyHok 12 - Mepexog k cnucky BPM uepes dyHkuuto «O630p»
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PucyHok 13 - NMpumep oTobparkeHus cnucka BPM

3anncu B CnMcke Noafep>XuBatoT YHKLMIO MHOXKECTBEHHOMO Bbl6Opa M BbIMOJHEHUS OMepauui Hag
HECKONIbKMMU 0BbEKTAaMW OQHOBPEMEHHO. BbIMONHUTL onepaumio Hag, HECKOJIbKUMU OBBEKTAMU MOXKHO
TOJIbKO TOrAa, KOra OHa A0onycTUMa A/l BCeX BbIOPaHHbIX 0ObEKTOB.
CyLuecTByOT BapMaHTbl Bblbopa 3anmcer Tabnuubl, AOCTYMHbIE Yepe3 BbINaLatoOLLMM CMUCOK SKPAHHOM
KHoMnku [BbibpaTb cTPOkM], @ UMeHHO:

* BbIAE/IUTb BCE CTPOKM Tabnumubl, akTUBMpOBaB «BbibpaTb BCe»;

* BbIAE/IUTb BCE CTPOKM HAa TEKYLLEN CTpaHuLe Tabnuupbl, akTMBUMPOBaB «BbibpaTb BCe Ha CTp.»;

* cOpOCUTb BblaeNeHne CTPOK, akTuBMpoBaB «COpocUTb».

® [na MHOXeCTBEHHOrO BblAeNeHMs 3anucein MOXKHO 3aXkaTb M yaep>kmeaTb knasuiim <CTRL> nau
< SHIFT>. [Ona cbpoca MHOXECTBEHHOIO BbIAENEHNA HYXXHO aKTMBMPOBATb QYHKLUMIO
«CBpocuTb» 3KpaHHOW KHOMkM [BbiGpaTb CTPOKU] MM HaXaTb Ha MPOU3BOJIBHYKO CTPOKY
Tabnuupbl.

A B cny4yae M3MEHEHUA LWUPUHDI CTOJ'I6LI,OB nnn  mnx nopgagka I'IpOM3Ol7I,EI,ET C6pOC paHee
BbIMOJIHEHHOIO BblOENEHUA.
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- o c
[Ons o6bHOBNEHMA 3HaYeHUM Tabnuubl UCNOb3YeTCs rpadrUYecKUn 3neMeHT . na 3apaHusa nepuopa
OOHOBNEHUS MW €ro OTKJIIOYEHUS CreayeT WUCMOoMb30BaTh BbIMAZAOLMIMA CAMCOK (cM. PucyHok 14) €O

3Ha4eHUAMU NHTEpBaJsla B MUHYTaX, paCI'IOJ'IO)KEHHbIIZ pAagooM C yKa3aHHbIM 2/1EMEHTOM.

I C || 10 MuH ~ BoibpaTb cTpokn | ~ HacTtpoutk Bug

PucyHok 14 — O6HoBneHWe 3HaYeHUM TabnumLbl
BHewwHun Bua Tabnnubl cnncka BPM moxHo Mmoauduumposath, U3MEHUB:

* CMWUCOK OTOBpaXkaeMbixX CToN6uoB. [N M3MEeHeHMs ChMCKA HYXKHO BOCMO/b30BaTbCS 3KPAaHHOM
kHonkon [HacTpouTb BMA] M  OTMETUTb  HaMMeEHOBaHWS CTONOLOB (cM.  PucyHok 15), KOTOpble
OyayT OTODparkeHbl, MW CHATb OTMETKY C HaMMEHOBAHWM, KOTOPbIE AO/MKHbI OblTb CKPbIThbl U3
oTobpaxkeHusi. [Ing npuMeHeHUs U3MEHEHUN HYXKHO HaXkaTb 3KpaHHYto kHonky [CoxpaHuTb]. MNpu
nonbITKe yopaTb BbIGOP CO BCEX MYHKTOB M HaXkaTus 3kpaHHoM kHonkun [CoxpaHuUTb] oTobpasuTcs
coobuueHne «Henb3a CKpbITb BCE KOMOHKM Tabnnubl» U M3MeHeHWe He npumeHuTca. [ns Bo3BpaTa
K MCXOAHOMY COCTOSIHUIO OTODpaXkeHusi criefyeT BOCMONb30BaTbCs 3KpaHHOM kHonkov [CépocuTb
BUA];
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HacTtpouTb BUA

BoibepuTte konoHkK Tabnuubl, KOTOpble HYXHO oTobpasuTe.

KonoHka

&

CocToAHWe NWUTaHWA

<)

lata cozganua

&

Pegakuwna

<

YHukansHbIA /]

&

IP-agpec

<

HazeaHwe

&

PoHa

<

Cratyc

&

Cratyc obHoBneH

<

Wcnonb3yetcs

&

XOCT MCTOYHWMES

&

IP ncTouHmka

CopocnTb BUg OTMEHUTL

PucyHok 15 - Bbibop cTonbuos ans otobpakeHus

* MOpAdOK CnefoBaHus cTonbuos. [lis M3MeHeHUs MOpAaAKa C/eA0BaHMS HY)KHO 3aXBaTWUTb J1eBOM
KHOMKOM MbILIKM 3arofioBOK CTOM6La, M, HE OTMYCKasi KHOMKY MbIlUKM, MEPEHECTU €ro B HYXXHOE
pacronoXeHue (cm. Pucyrok 16). [na Bo3BpaTa K WMCXOAHOMY COCTOSIHMIO OTOBpaXkeHus cregyet
BOCMO/Ib30BaTbCs 3KpaHHOW KHomnkon [COpocuTb NOpSAAOK KONMOHOK], KOTOpasi CTaHOBUTCS

AO0CTYyMNHa TONIbKO Nocysie USMEeHEHUA NopaaKa cfiegoBaHUA CTOJ'|6LI,OB 7 6y,£I,ET CKpbITa nocne c6p0ca;
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larta Pepakuwns YHnkaneHeia N4
co3Aanuns ) Pepgakuyws

08.11.2023, 1 4:99:09:55
12:06:34

PucyHok 16 — M3mMeHeHUWe nopspka cnesoBaHUa CToN6L0B

" LWMPUHY CTONOLOB. N9 U3MEHEHUS LUMPUHDBI HYXKHO HaXXaTb U yAepXKMBaTb NIEBYHO KHOMKY MbILLN

Ha rpaHuue cTonbuoB, MNepeMellas ee B CTOPOHY PaCLUMPEHUS WM CYXXeHUs CTonbua (cm.

PucyHok 17).

farta Pepakuwns YHunkaneHeia N4

co3gaHnsg g |+

08.11.2023, | 1
12:06:34

02:00:D4:99:09:55

PucyHok 17 — MiameHeHUe WnpUHbI cTON6LOB

® [Onsa cbpoca paHee BbIMNOMHEHHbIX M3MEHEHUI BHELLHEro BMAa Tabnvubl HEOBXOAMMO HaXkaTb

3KpaHHYto kHorky [COpocUTb NOpAAOK KONOHOK].

OcHoBHble napameTpbl cnncka BPM npuseneHbl B Tabnnue (cm. Tabnuua 17).

Tabnuua 17 — OcHoBHble napameTpbl cnucka BPM

Mapametp

OnucaHue

«[aTta co3paHua»

BpemeHHas MeTKa BbinonHeHUs nyénukaumum BPM

«Pepakumns»

MopsakoBbIft HOMep BepcuuM NybankKaumm

«YHUKanbHbIN NO»

YHukanbHbin ngeHTudukatop BPM: MAC-agpec nnm Homep ceccum

«IP-appec»

IP-appec, HasHayeHHbIM BPM

«HazBaHue»

HaumeHoBaHne BPM u ccbinika Ha ero >kypHan

«YpoBeHb KeLa»

YpoBeHb Kella, Ha KOTOpoM HaxoguTtcs BPM

« BPEMﬂ nocnegHero 1orMHa»

BpemeHHasi MeTka nocnenHer ycnewHom ayTeHTUduKaLmm
nosib3oBarens

«®DoHp»

HanmeHoBaHue doHaa BPM u ccbinka Ha Hero

«Cratyc»

®nar ucnonbzoeaHus nybnukaumm BPM uz dponaa BPM

«Crartyc obHoBNEH»

BpemeHHas MeTka 06HOB/IEHUA CTaTyCa
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MapameTp Onucanue

«Mcnonbayetca» ®nar HasHaueHus BPM. 3HaueHne «HeT» cBmMaeTensCcTByeT O TOM, YTO
BPM HaxoouTca B Kele

«XOCT UCTOUHUKAN HaumeHoBaHuMe nHMUMaTopa Bbigayn BPM

«IP ncTouHuka» IP-appec vHnuuaTopa Bbigaum BPM

«Bnapeneu» Cy6bekT, 3anpocmBLuni Bbigady BPM

«Bepcusa areHTa» Bepcusa koMnoHeHTa «AreHT», ycTaHoBneHHoro B roctesoit OC BPM

[na oTnpaBku coobLueHMs BO BCe Ha3HadeHHble nonb3osatensasm BPM doHaa, kK KOTopoMy MpUHALNexXuT
BblOpaHHas B cnucke BPM, HyHO HaxaTb 3kpaHHyt kHonky [CoobwieHue]. OTnpaBka coobiueHus
BO3MOXHa, ecnu napameTtp «Cratyc» nmeeT 3HadeHue «[encteutensvHbii» unm «logrotoka». BM npu
3TOM Heobsi3aTeNIbHO [0J/IKHA HAaXOAUTbCS B COCTOSAHMM «BkntouyeHa» (Hanpumep, BM MoxkeT 6biTb B

cocTosiHMM «lMpuocTaHoBNEHa»).

6.2.2 . ®unbrpaums cnucka BPM

Ons cnucka BPM pgocTynHa MexaHuka GunbTpaumm (cm. Pucyrok 13). GuabTpauma oCyLeCcTBASeTCs NyTem
334aHMS 3HAYEHUI ANs NapaMeTpoB «ATpUBYT», « YCNoBUE» N «3HAYEHUE».

Onsa pobasneHwns pononHUTeNbHOro GuAbTpa CreayeT HaxaTb 3KpaHHYto kHonky [+]. [na yaaneHus
dunbTpa HY>XHO MCMOb30BaTh IKPaHHYIO KHOMKY [-] B COOTBETCTBYIOLLIEN CTPOKE.

YTOo6bl MPUMMEHUTb YCTAHOBJIEHHbIE MapaMeTpbl GUALTPaAUMKM, CNefyeT HaXaTb 3KPAaHHYH KHOMKY
[HairTi]. Ons cbpoca Bcex yCTaHOBNEHHbIX MapaMeTpoB HYXHO HaXaTb 3KpaHHYto kHonky [CopocuTs].

MoapobHoe onucaHue MexaHMKK GpunbTpauum cnucka BPM npueeneHo B Tabnuue (cm. Ta6nuua 18).

@ [pu pyuyHom BBOAE AaHHbIX B none dbunbTpa «3HaueHne» AoMYCKaeTCs MOAHbIA UAN YaCTUYHbIN
BBOZ, TO/IbKO OAHOMO NapaMeTpa hunbTpaLmu.

& Tlpy NpYMeHEeHUN HECKONbKUX OAUMHAKOBbLIX GUABLTPOB K CAMUCKY, GUIBTPALMS BbIMONHAETCA C
YYETOM TO/IbKO NOCAEAHENO 334aHHOro ¢uabTpa.

Tabnuua 18 - MapameTpbl hunsTpaumm

Atpubyr Ycnosus 3HaueHune
«JlaTta cozpaHua» ®opmuposaHue cnvcka BPM no Bpemenu = «MuHyTa»;
CO34aHus: * «5 MUHYT»;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MpOMeXyTKe; » «1 yacw;
* «He B npegenax» - nckaoyan ykasaHHbIN * «12 vacos»;
BPEMEHHOM NMPOMEXKYTOK " «24 vaca»;

= «CerogHs»;
= «3JTa Hepena»,;
= «ITOT Mecau»

«Pepakuma» ®opmumposaHue crnmcka BPM: PyuHor BBOA,

» «SlBnsieTca» - BKOYAs YKazaHHYH pefakLmio;

» «He aBnaetca» - ncknoyaa ykasaHHyH
pepakumto
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Atpubyr Ycnosus 3HaueHune

«YHukanbHbii UO» ®opmuposaHue cnmvcka BPM: PyuHor BBOA,

» «SlBnserca» - No ykazaHHOMY
naeHTudbuKaTopy;

» «He aBngseTca» - uckntodas ykasaHHbIM
naeHTubUKaTop;

» «HauuHaeTcsa c» - No HayanbHOM YacTu
naeHTudbukKaTopa;

» «OkaH4MBaeTCca Ha» - MO KOHEYHOM YacTu
naeHTudbmKaTopa;

» «CopepXuT» - BK/IHOUas yKa3aHHYH 4YacTb
naeHTuduMKaTopa

«IP-appec» ®opmuposaHue cnvcka BPM: PyuHou BBog,

» «SBnsieTca» - no ykaszaHHomy IP-agpecy
WHULMaTOopa Bblgaum BPM;

* «He sBnseTca» - nckntovas ykasaHHbin |P-
afpec uHMumaTopa Bblgaun BPM;

= «HauuHaetca c» - no HayanbHOM Yactu |IP-
afpeca uHuumartopa Bblgaum BPM;

* «OkaHuYMBaeTCcsa Ha» - MO KOHeYyHou YacTu |P-
afpeca MHuumartopa Bblgaum BPM;

» «CopepxuT» - BK/ItOUas yKasaHHyto YacTb |P-
afpeca MHuumaTopa Bbigaiyn BPM

«HazBaHue» ®dopmuposaHue cnvcka BPM: PyuHol BBOZ,
* «SiBnsieTcs» - NO yKasaHHOMY HaUMEHOBaHUIO
BPM;

» «He aBnseTca» - ucknroyaa ykasaHHoe
HaumeHoBaHue BPM;

* «HaumHaeTcs c» - No HayaNbHOM YacTn
HaumeHoBaHus BPM;

= «OkaH4YMBaeTCa Ha» - MO KOHEYHOM YacTun
HauMmeHoBaHua BPM;

» «CoaepxuT» - BK/HOYaa yKa3aHHYH 4YacTb
HanMeHoBaHua BPM

«@oHa» ®opmuposaHue cnvcka BPM: PyuHoli BBOZ,

» «SlBngetca» - No ykasaHHOMY HaMMEHOBaHUIO
¢oHza BPM;

» «He aBngeTca» - ncknovas ykasaHHoe
HauMeHoBaHue doHaa BPM;

» «HauuHaeTca c» - Mo HayaNbHOM YacTu
HaMMeHoBaHus doHaa BPM;

= «OKaHuYMBaEeTCS Ha» - MO KOHEYHOM YacTH
HauMeHoBaHus poHza BPM;

» «Copep>XuT» - BK/ItOUas yKa3aHHYHO YacTb
HanMeHoBaHus doHza BPM

«CraTtyc» ®opmuposaHue cnmvcka BPM: = «[logrotoBka»;
» «SlBngeTca» - No ykasaHHoMy cTatycy BPM; * «[leiicTBUTENbHBINY;
» «He aBnsetca» - UCkArOYas yKasaHHbIA cTaTyc | "° «Ypanexue»;
BPM » «Ypansertca»;

» «YpaneH»;

= «Owunbka»;

= «OTMeHseTCa»;
= «OTMeHeHOo»
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Atpubyr Ycnosus 3HaueHune
«CTaTyc 06HOBNEH» ®opmuposaHue cnvcka BPM no Bpemenu = «MuHyTa»;
0BHOBNEHMS CTaTyca: * «5 MUHYT®;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MpOMeXyTKe; » «1 yacw;
* «He B npegenax» - nckaovan ykasaHHbIN * «12 vacos»;
BPEMEHHOM NMPOMEeXKYTOK " «24 vaca»;

= «CerogHs»;
= «3JTa Hepena»;
= «ITOT Mecau»

«Ncnonb3yetca» ®opmumposaHue cnvcka BPM: = «[a»;
= «SBnsieTca» - no ucnonbsyembiM BPM; * «Her»
* «He aBngetca» - ncknoyaa ncrnonblyemolie
BPM
«XOCT MCTOYHUKA ®opmMuposaHue cnvcka BPM: PyuHou BBog,

» «SlBnaeTca» - MO ykasaHHOMY HaUMEHOBaHMIO
WHULMaTOopa Bblgaum BPM;

» «He aBnaetca» - ncknovaa ykasaHHoe
HaMMeHOBaHWe MHMUMaTOopa Bbigadmu BPM;

* «HauunHaeTca c» - Mo Ha4YyaNbHOM YacTu
HaUMEHOBaHMS MHWUMATOpa Bblaaun BPM;

= «OKaHuYMBaeTCs Ha» - MO KOHEYHOM YacTu
HaMMEHOBaHMSA MHUUMaTOpa Bblaaun BPM;

» «ConepkuT» - BK/IFOYas yKazaHHYH 4YacTb
HaMMeHOBaHUS MHMLUMATOpa Bblgayn BPM

«IP nctouHuka» ®opmumposaHue crnmvcka BPM: PyuHor BBOA,

= «SlBnsieTcs» - no ykasaHHomy |P-appecy
WHMUMaTopa Bblaaum BPM;

* «He aBngeTca» - nckntovas ykasaHHbii |P-
afpec uHuumartopa Bblgaum BPM;

* «HauuHaeTca c» - no HayanbHOM YacTu IP-
afpeca MHuumartopa Bblgaumn BPM;

» «OkaHuMBaeTCca Ha» - Mo KOHeYyHou YacTu |P-
afpeca MHuumaTopa Bbigadm BPM;

» «CoaepxuT» - BK/IHOYaa yKasaHHY YacTb |P-
afpeca vHuumaTopa Bblgaum BPM

«Bnapeneu» ®opmuposaHue cnmvcka BPM: PyuHot BBOA,

» «SlBnserca» - No ykazaHHOMY Cyb6beKTY,
WHULMMpOBaBLLEro Bblaady BPM;

* «He aBngeTca» - ncknovas ykasaHHbIN
CcybbeKT, MHULMMPOBaBLLEro Bblaady BPM;

* «HaumHaeTcs c» - No Ha4YaNbHOM YacTn
cybbekTa, MHUUMMpoBaBLLero Bbigady BPM;

= «OkaH4YMBaeTCca Ha» - MO KOHEYHOM YacTun
cybbekTa, MHMLMMpoBaBLLero Bblaady BPM;

» «Copep>XuT» - BK/ItOUas yKa3aHHYHO YacTb
cybbekTa, MHUUMMPOBaBLLEro Bblgady BPM

«Bepcusa areHTa» ®opmMuposaHue cnvcka BPM: PyuHou BBop,

» «SBnsieTca» - No ykasaHHoM Bepcuun AreHTa;

» «He aBnseTca» - uckroUan ykasaHHYO
Bepcuio AreHTa;

* «HauunHaeTca c» - No HayanbHOM YacTu
Bepcumn AreHTa;

= «OkaH4YMBaeTCa Ha» - MO KOHEYHOM YacTun
Bepcun AreHTa;

» «ConepXuT» - BK/IHOYasa yKazaHHYH 4YacTb
Bepcum AreHTa
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Atpubyr Ycnosus 3HaueHune
«CocTosHue» ®opmuposaHue cnmvcka BPM: = «BbliktoueHa»;
* «SBnseTcsa» - No yKazaHHOMY COCTOSIHWUIO - «BK“'O”E{Ha»?
BM; = «Cnawmmn pexxum»;
= «He aBnaetca» - UCKNOYas yKasaHHoOe * «HeussecTHo»

coctosiHne BM

«YpoBeHb KeLa» ®opmuposaHue cnvcka BPM: = «0»;
* «SlBngeTca» - Mo yKa3saHHOMY YPOBHIO KeLa; * «ly
» «He aBngseTtca» - uckntoyan ykasaHHbIM " «2»

YPOBEHb Kella

«Bpemsi nocnepHero normHa» ®MopMupoBaHUe cnMcka No BPEMEHU NOCIEAHErO * «MuHyTa»;
3anycka BPM: * «5 MUHYT®;
» «B npepenax» - B ykazaHHOM BPeMEHHOM = «30 MUHYT»;
MpOMeXyTKe; = «1 yac»;
* «He B npegenax» - ncknovan ykasaHHbIN * «12 vacos»;
BPEMEHHOM NMPOMEeXKYTOK " «24 vaca»;

= «CerogHs»;
= «3JTa Hepena»,;
= «ITOT Mecau»

6.3 . LLa6noHbl BPM pns cepeepoB TepMuHanios

6.3.1 . LLabnoH BPM pna poctyna k cepeepy TepmmuHanos MS RDS
Ona nobasneHuns wabnoHa agMuHucTpatopy Termidesk cnenyet nepeintn «KomnoHeHTbl - MocTaBwmKm
pecypcoB», B cTonbue «Ha3saHune» cBogHOM Tabnuubl HaXkaTb Ha HaMMEHOBaHUE MOCTaBLUMKA PeCYpCoB

cepBepa TepMMHAJIOB.

Hanee B OTKPbIBLLUEMCS OKHe ClefyeT HaxaTb 3KpaHHyt kHornky [Co3paTb], U3 BbiMagaroLero crnucka
BblbpaTb wabnoH «RDS Terminal Service», 3aTeM 3anonHWUTb OaHHble, Mepe4vuc/ieHHble B cTosbue

«[lMapameTp» cnepytouer Tabnuubl (cm. Tabnuua 19).

Tabnuua 19 — JaHHble ans nobasneHus wabnoHa gns goctyna K tTepmuHany MS RDS

Mapametp OnucaHue
«HassaHue» TekcToBoe HanMeHoBaHMe WwabnoHa BPM
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMOoe A1 ONUCAaHUS Ha3HaYeHUs!

wabnoHa BPM

«TepMuHan» HavumeHoBaHuMe cywiecTBytolero TepmMmHana MS RDS

6.3.2. LWa6noH BPM pna poctyna k ony6imMkoBaHHbIM npunoxeHusaM MS RDS
Ona nobasneHuns wabnoHa agMUHMCTPATOPY CreayeT B rpaduyeckoM MHTepdeince yrnpasneHus nepenTm
«KomnoHeHTbl - [MocTaBwmkm pecypcoB», B ctonbue «HassaHue» cBogHOM Tabnuubl HaxkaTb Ha

HaMeHOBaHUE NOCTaBLLMKa peECypCOB CepBepa TEPMUHATIOB.

Hanee B OTKpbIBLLUEMCS OKHE CneAyeT HaxaTb 3KpaHHyt kHornky [Co3paTtb], M3 BbinafatoLiero crnmcka
BblbpaTb WwabnoH «RDS Remote App Service», 3aTemM 3anofIHUTb OaHHblE, MEPEYMC/IEHHbIE B CTosOLE

«[NapameTp» cnepytoLten Tabnumubl (cm. Tabnuua 20).
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Tabnuua 20 — JaHHble ans nobaeneHms wabnoHa gns 4octyna K npunoxxeHusam MS RDS

Mapametp OnucaHue
«HazBaHue» TekcToBOe HaMMeHoBaHwWe WabnoHa BPM
«KoMMeHTapumn» MHbopmaumoHHoe coobLLeHMe, UCMOoNb3yeMOoe 415 ONMCaHUs Ha3HadveHus WwabnoHa BPM
«RDS konnekums» HazeaHue cywecTBytoLen B MHdpacTpykType MS RDS konnekuuun onybimMkoBaHHbIX
NMPUNOXKEHWUN
«YpaneHHoe HaumeHoBaHMe ony6MKOBaHHOMO B KONNEKLMM NMPUNIOXKEHUS
NpUNoXKeHUe»

6.3.3. LWa6noH BPM pna poctyna k cepsepy TepmuHanoB STAL
Lna pobaBneHuns wabnoHa agMuHUcTpaTopy Termidesk cnenyet nepentn «KomnoHeHTbl - MocTaBlumkm
pecypcoB», B cTonbue «HassaHue» cBogHOM TabnuMubl HaXkKaTb Ha HAaMMEHOBAHWE MOCTAaBLUMKA PECYpPCOB

cepBepa TEPMMHAJIOB.

Hanee B OTKPbIBLLUEMCS OKHe CnefyeT HakaTb 3KpaHHyt kHornky [Co3paTb], 13 BbimagatoLwero crnucka
BblbpaTb wabnoH «STAL Terminal Service», 3aTemM 3amonHWUTbL AaHHblE, MepeyvncsieHHble B CTosbue

«[MapameTp» cnenytoLen Tabnunubl (cm. Tabnumua 21).

Tabnuua 21 — JaHHble ans nobaeneHms wabnoHa gns goctyna K TepmmHany STAL

MapameTp OnucaHue
«HasBaHue» TekcToBoe HauMeHoBaHwWe WabnoHa BPM
«KomMMeHTapumn» MHdopmaumoHHOe cooBLLEHME, MCMONb3YEMOE A1 ONUCAHUS HazHaYeHUs
wabnoHa BPM

6.3.4. LLlabnoH BPM pns poctyna K onybnukoBaHHbIM npunoxeHusam STAL
LOna pobasneHuns wabnoHa agMuHUcTpaTopy Termidesk cnenyet nepentn «KomnoHeHTbl - MocTasBLumkm
pecypcoB», B cTonbue «HazsaHue» cBogHOM Tabnunubl HaXKaTb Ha HAMMEHOBaHWE MOCTABLUMKA PecypcoB

cepeepa TEpMUHAsOB.

[anee B OTKpbIBLUEMCS OKHe CrefyeT HaxaTb 3KkpaHHyto kHornky [CospaTb], U3 BbiMagatoLero cnucka
BblbpaTh wWabnoH «STAL Remote App Service», 3aTeM 3ano/IHUTL AaHHble, NMepeYmciieHHble B CTo/bLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 22).

Tabnuua 22 - daHHble gna nobaeBneHus wabnoHa ans 4octyna K npunoxeHusm STAL

Mapametp OnucaHue
«HasBaHue» TekcToBoe HaMMeHoBaHWe WabsoHa BPM
«KomMMmeHTapuii» UHdopmaLmoHHOe coobLLEeHME, MCMONb3yEMOe A5 ONUCaHUS Ha3HadveHus wabnoHa BPM
«YpnaneHHoe HanmeHoBaHWe onyBnnMKOBAaHHOMO B KOTEKLIMU MPUNOXKEHUS
NPUIIOXKEHME
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6.4 . HacTtpoika TexHonormm eauHoro Bxoaa

6.4.1 . AKTMBaUMa TEXHONONMM €OUHOIo BXoAa Ha cepeepe TepMuHanos MS RDS

Lna skntoueHuss SSO Ha MS RDS HeobxogMMo BbIMONHUTL CNeay oLy NOCNeA0BaTe/IbHOCTb LIAroB:

* Ha KoHTponnepe gomeHa MS AD co3paTb rpynnoByto NOAUTUKY C HazBaHMeM SSO;
* B CO34aHHYIO rpynnoByH MONUTUKY BHECTU CNEAYHOLUME U3MEHEHUS:

e B pegaktope rpynrnoBoW  MoAuTUKM  nepentn  «KoHdwurypaumsa  KomnbroTepa -
AILMUHUCTPATUBHbIE WabnoHbl - CuctemMa - [lepegaya yuYeTHbIX [HaHHbIX», BblOpaTb
napameTp «Pa3pewmnTb nepefayy YYeTHbIX AAHHbIX, YCTAHOBNEHHbIX MO YMOAYAHWUIO» U
NPUCBOUTbL €My 3HauyeHWe «BkntoueHo». 3aTeM HaxaTb 3KpaHHyt KHonky [[ob6aBuTb
cepBepbl B cnucok] v 3aaatb 3HadeHne « TERMSRV/disp.termidesk.local» (cm. Pucyrok 18), roe
disp.termidesk.local - ums y3na c «YHMBepcanbHbIM aucneTtyepom» Termidesk. Oanee

HakaTb 3kpaHHble kHonku [OK] n [MpuMeHuTb];
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A PazpewnTs Nepeaauy yUETHLIX AaHHbIX, YCTAHOBABHHBIX MO YMOMYAHMID O X
5| Paspewuts nepeaauy yYeTHEIX AGHHELX, YCTEHOBAEHHBIX NO YMOAUZHUK

MNpeasiaywmii napameTp Chreayrowmii napametp

() He saaaHo KommerTtapuia:
(®) Brarouero
(O Orkaroueno
TpeGosariun k pepcum: He Huxe Windows Vista
MNapameTpes Crnpaexa:

-
dobaeuTe cepeepll B cnucok: Il Brisoa cosepxaHua O x

CeazaTte HECTPOIHICH CHCTEME! NO YMONYaHWIO C
BEEEAEHHBIMW paHEE

LoSzsuts CEPBEPLI B CNMCOK:

3Ha4eHue

o TERMSRW:Iisp.termidesk.lcca‘

OK O1mena

OK Otmena OpumeHuts

PucyHok 18 — PepakTupoBaHue napameTpa «Pa3spelwnTb nepegayvy y4eTHbIX AaHHbIX, YCTaHOBNEHHbIX MO
YMONYaHUIO» FPYNMOBbIX NOAUTUK

e B 3TOM XXe CMuCKe BblbpaTb napameTp «PaspewmnTb nepepady HOBbIX YYETHbIX AAHHbIX C
NpoBepKoM MoaJIMHHOCTM cepBepa «Tonbko NTLM» u  npucBouTb eMy 3HayeHue
«BxntoueHo». 3aTeM HaxaTb 3KpaHHY KHonky [[lo6aBuUTb cepBepbl B CNMUCOK] v 3aaatb
3HaueHne «TERMSRV/disp.termidesk.local» (cm.  Pucyrok 18). [lanee Ha)kaTb 3KpaHHble
kHonku [OK] u [[puMeHnTb];

e B pegaktope rpynnoBoW noauTukm  nepentn  «KoHdwurypaumsa  KomnbtoTepa -
ALMUHUCTPaTMBHbIe WabnoHbl - KoMnoHeHTbl Windows - Cny»bbl yaaneHHbIX paboymx
ctonoB - KnveHT noakntoueHWss K yaaneHHoOMy paboyeMy CTony», BblOpaTb napameTp
«3anpawmBaTb y4YeTHble AaHHblE Ha KJIMEHTCKOM KOMMbOTEPE» U MPUCBOUTL EMY 3HAYeHUe

«OTKNOUEHO».
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Mo yMonyaHuiO BpeMsi rapaHTUPOBAHHOIMO ABTOMATMYECKOrO MPUMEHEHUSI M3MEHEHUW COOTBETCTBYET
nHtepeany 90 — 120 MuHyYT nocne obHoBneHMa halroB rpynnoBbiX MNOJUTUK HA KOHTpOJIIEPE AOMEHa.
Ecnn Heobxoommo dopcupoBaTb NMPUMEHEHWE MOMUTUKM, TO Ha KOHTpossepe gomeHa, MS RDS wu

paboumx CTaHUMAX Nonb3oBaTenen HeobxoaMMO BbINONHUTL KOMaHAy gpupdate /force.
6.5 . AyteHTUdMKauma nonb3oBaTenel Yepes Hocutenb TouchMemory

KomnoHeHT «KnueHt» Termidesk noppep>xuBaeT ayTeHTUMKALMIO MONb30BaTeNs 4Yepe3 HoCUTeNb
TouchMemory, a uMeHHO - 4epe3 nporpamMHbin npoaykT «CeTeBon Mopynb TM-ayTeHTUdUKaumm
WiIinNET» npoussoactea OO0 «DPupma MHpoKpunt».
Monnep>knsaemble OC:
* ana  nonb3oBaTenbckon pabouen cTtaHumm: OC  Microsoft Windows, Debian (Ttonbko c
rpadpuyeckum okpy>xxeHnem GNOME);
= nna BPM: OC Microsoft Windows.

Lna peanuzaunm pyHKUMOHANA aMUHUCTPATOPY HEOBXOAMMO YyCTaHOBUTL B rocteByto OC BPM:
= [TO WIinNET 3.1, npu ycTaHoBKe BbibpaTb 3HadeHMe «CepBep ¢ MsTS»;
= 10 Vitamin (cepsep).
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7 . YNPABNEHUE NAPMETPAMU MTOCTEBbIX OC

& Paznen npuseneH B kadectBe crnpasBku. Npu HacTponke Termidesk B BapuaHTe NULIEH3NPOBAHUS
Termidesk Terminal napameTpsbi rocteBbix OC He ncnonbaytoTcs.

7.1 . O6bwye cBegeHus o napamerpax rocteBbix OC

MapameTpbl rocTeBbix OC No3BoAsAOT NPOM3BECTM aBTOMATMUYECKYH U UAEHTUUYHYHO HACTPOMKY OAHOM
nnu Heckonbkux rocteebix OC gng ncnonbzoBaHmsa B poHae BPM.

Beb-uHTepdenc Termidesk ¢ yctaHoBneHHom ponbto «[MopTan agMMHUCTpaTopa» obecneymnBaeT
cnepytoume onepaumm ynpasneHus napametpamu roctesbix OC:

» fnobasneHue;
* penakTUpPOBaHMUE;
* yaaneHue;

* MPOCMOTP CBEAEHUN.

Ona pobaeneHuss napameTpoB KoHdurypauum roctesor OC cnepgyetr nepentn «KomnoHeHTbl -
MapameTpbl rocteBbix OC», 3aTeM HaxkaTb 3KpaHHyto kHonky [Co3paTb] v BbiGpaTb M3 BbiNadatoLLEro

cnmncka Tun OC.

Co3paHHble KOHGUrypauuMmM MOXKHO pefakTUpoBaTb, [N 3TOMO HY)KHO MOMETUTb HeobxoauMble
napameTpbl OC, a 3aTeM HaXkaTb 3KpaHHYo KHoMnKy [3MeHuTB].
Co3zpaHHble KOHDUIypaLMM MOXKHO YAANUTb, SIS 3TOr0 HY>KHO NMOMeTUTb Heobxoaumble napameTpbl OC,

a 3aTeM HakaTb 3KpaHHY0 KHoMKy [YaanuTb].

& TlMapameTtpbl koHdUrypaumm rocteort OC MoryT GbITb yaaneHbl TONbKO B TOM C/y4ae, eC/in OHU
He ncrnonb3ytoTtcs poHaom BPM.

7.2 . MapameTpsl rocteBor OC Microsoft Windows

7.2.1 . KoHdurypaums 6e3 nomeHa
Lna nobasneHns B Termidesk napameTtpoB roctesor OC Microsoft Windows 7 unmn Microsoft Windows
10 6e3 BBOAa B AOMEH agMuHUCTpaTopy Termidesk HEOBXOAMMO 3amMONHUTL AAHHbIE, MEPeYUCTIEHHbIE B

ctonbue «lMapameTp» cnepytoLlen Tabnuubl (cm. Tabnuua 23).

Tabnuua 23 — JanHbie anga roctesort OC Microsoft Windows 6e3 BBoaa B AOMeH

Mapametp OnucaHue
«HasBaHue» TekcToBOe HauMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapumn» MHdbopmMaumoHHoe coobLueHme, UCMONb3yeMOE 419 ONUCAHUS Ha3HAYeH WS
napameTpoB rocteson OC
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7.2.2 . Koudurypauus npm Beoge B nomeH MS AD
Lna nobasneHns B Termidesk napameTtpos roctesor OC Microsoft Windows 7 unmn Microsoft Windows
10 c nocneayowMM BBOAOM B OOMEH aaAMMHUCTpaTopy Termidesk HeobxoaMMO 3amoONHUTL OaHHbIe,

nepeuncreHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 24).

Tabnuua 24 — OanHble gns rocteBort OC Microsoft Windows npu Beoge B gomeH MS AD

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesort OC
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMoe A1 ONUCaHUS Ha3HAYeHUs!

napameTpoB. rocteson OC

«domeH» LomeHHoe umsa cnyxkbbl kaTanoros MS AD

«AKKayHT» MpeHTudukaTop cybbekTa, MMeoLmMi NoiHoMouus no fobasneHuto BPM k
[IOMEHY

«[Maponb» Habop cuMBOMOB, NOATBEP)KAAOLLMIA Ha3HAYEHWNE MOTHOMOYNIA

«OU» NpoeHTudurkaTop opraHM3aLMOHHONM eaMHULbI, B KOTOPYHO ByaeT AobasneHbl
BPM

7.3 . MapameTpsl rocteBoit OC Linux

7.3.1 . KoHdurypaums 6e3 nomeHa
LOna pobaenenusa B Termidesk napametpoB rocteBor OC Ha 6a3ze GNU/Linux 6e3 BBOga B AOMEH
agMuHucTpaTopy Termidesk Heo6xooMMO 3anMoONHUTL OaHHble, NepeyuciieHHble B cTonbue «[MMapameTp»

cne,u,yrou.l,eﬁ Tabnuubl (cm. Tabnuua 25).

Tabnuua 25 — OJaHHble gna roctesort OC Linux 6e3 BBoaa B JOMEH

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLLeHME, UCMONb3yeEMOE 419 ONMUCAHUA Ha3zHaYeHus
napameTpos rocteson OC

7.3.2 . KoHdurypaums npu Beoge B aomeH MS AD
na nobasnenunsa B Termidesk napameTtpos rocteson OC Ha 6a3e GNU/Linux npu Beoge B gomeH MS AD
agMuHucTpaTopy Termidesk HeobxoaMmMo 3anonHUTL OaHHble, NEpPeYnceHHble B ctonbue «lapametp»

cnepyowen Tabnmubl (cm. Tabnuua 26).

Tabnuua 26 — daHHble ana rocteson OC Linux npu BBoae B aomeH MS AD

MapameTp OnucaHue
«HaszBaHue» TekcToBoe HauMeHoBaHKWe napameTpos rocteson OC
«KoMMmeHTapuii» MHdopMaumoHHoe coobLLeHME, UCMONb3YEMOE A1 ONMUCAHMS Ha3ZHAYeHUs

napameTpos rocteson OC

«omeH» MaoeHTudmkatop gomeHa MS AD
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MapameTtp OnucaHue
«AKKayHT» MaoeHTudmkatop cybbekTa, MMeroLwmi NoiHoMouus no aobasneHuto BPM k pomeny
«[Maponb» Habop cruMBonoB, NnoaTBep)KAAIOLLMIA Ha3HAaYEHWE MOSTHOMOYMI
«OU» MaoeHTudmrkaTop opraHM3aLMOHHOW efMHULbI, B KOTOPYHO ByaeT nobasneHbl BPM
(onumoHanbHo).

CnepnyeT yuecTb, uTo npu BBoge rocteBoi OC B sgomeH MS AD:

* ecnu y4yeTHas 3anucb BPM HaxopuTca He B cTaHAapTHOM KaTanore
«Computers», To napametp «OU» gonxkeH NpMHUMaTb 3Ha4YeHUS BUAA:
«OU=Computers,DC=domain,DC=local», T.e. He BONKEH NCNONb30BaTbLCS
Common Name (CN);

* ecnu y4yeTHasa 3anucb BPM HaxoauTtca B cTaHaapTHOM KaTtanore «Computers»,
To napameTtp «OU» gosmkeH NpMHUMMaTL 3HaYeHWsa BUAa:
«CN=Computers,DC=domain,DC=local», T.e. 4omKeH NCronb30BaTLCS
Common Name (CN)

& [na Beoga BPM c OC Astra Linux B gomeH MS AD Heobxoaumo B 6a3oBoe BPM ycTtaHoBUTL
nakeT astra-ad-sssd-client.

7.3.3 . KoHdurypaums npu Beoae B aomeH Freel PA
Onsa nobasneHmna B Termidesk napametpos rocteBon OC Ha 6a3e GNU/Linux npu BBOOE B OOMEH
FreelPA agmMuHucTpatopy Termidesk HeobxoauMo 3amnofiHUTL OaHHble, MepevYUcsieHHble B CTOnbLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 27).

Tabnuua 27 — OaHHble ana rocteson OC Linux npu BBoge B aoMeH Freel PA

Mapametp OnucaHue
«HazgaHue» TekcToBOE HauMeHOBaHWe NapameTpoBs roctesor OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNONb3yeEMOe 4151 ONUCaHUS

Ha3Ha4yeHusi napameTpos roctesor OC

«JloMeH ayTeHTUbMKaLUN MpeHTudmkatop gomeHa Freel PA

«AKKayHT» NpeHTudukaTop cybbekTa, MUMEIOLLMIA NONHOMOUUS NO A06aBNEHMUIO
BPM k pomeny

«[Maponb» Habop cuMBonoB, NnoaTBEp)KAAMOLLMIA Ha3HAYEHWE MOSTHOMOYUI

& [na Beopa BPM c OC Astra Linux B pomeH FreelPA Heobxonmmo B 6a3oBoe BPM ycTaHoBUTH
nakeTt astra-freeipa-client.

7.3.4 . KoHdurypaums npu Beoae B aomeH ALD
LOna pobasneHuns B Termidesk napameTtpor rocteBomn OC Ha 6aze GNU/Linux npu BBoge B nomeH ALD
agMuHucTpaTopy Termidesk Heo6xoaMMO 3anMoNHUTL AaHHble, NepeyncsieHHble B cTonbue «[MMapameTp»

crnepyowemn Tabnmubl (cm. Tabnuua 28).
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Tabnuua 28 — OanHble gns rocteBort OC Linux npu Beoae B gomeH ALD

Mapametp OnwucaHue
«HazBaHue» TekcToBoe HauMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCrob3yeMoe 415 ONMCaHUS

Ha3Ha4yeHus napameTpos roctesor OC

«JlomeH ayTeHTUbMKaLUN» MNpeHtndukatop gomeHa ALD

«AKKayHT» MaoeHTudurkaTop cybbekTa, MMerLMI NOTHOMOUUS MO A06aBNEHUIO
BPM k nomeHy

«[Maponb» Habop cuMBonoB, noaTBep)KAatoLLMIA Ha3Ha4YeHWE MOAHOMOYMI

7.4 . DeicTteme npm Bbixoae nonwvsosaTtens us OC
Termidesk nopaep>xuBaet HasHauyeHue aencTemii ¢ BPM npu Bbixoae nonb3oBaTens uUs ceccuu.

Ons HasHauyeHusa pencTBua B rpacdmyeckoM MHTepdence ynpasneHus cneayeT nepentu «HacTpomku -
CobanbHble nonnTukK - [encteue npu Bbixome nonb3osaTtens 3 OC», 3aTeM HaXKaTb IKPaHHYH KHOMKY
[UsMeHUTb] 1 BbIGpaTb 0AMH M3 ClefyrOLWMX BapuaHTOB:

* «Ynanatb paboyee mecto» - yaanute BPM nocne Bbixopa nonb3oBatens;

* «HeT» - He npoun3BoauTb AencTBui ¢ BPM (coxpaHsiTe cocTosiHue).

CoBMecTHO € MoNUTUKOM «dencrteune npun BbiIXoOe noNb30BaTeENa U3 OC» NMpUMeEHAETCA NOJNTUKA
«YnaneHue pa60qero MeCTa nocne», KotTopasa MOXXeT NpUHMMaThb ciiegyrouime 3Ha4eHna:
» «lMocne cobbiTus BbiXO4a MOJZib30BaTeENA U3 OC»;

» «lMocne cobbiTus 3aBepLleHna CMHXpPOHU3aLUnn I'IpOCbMJ'IFI».

& O6pabotka 3HauyeHua «[locne cobBbLITUS  3aBEPLUEHUS CUMHXPOHM3AUMM  MpoduUns»  He
nopaep>xxusaetca B areHte BPM Bepcum 4.1. OyHKLMOHAN NpuBeaeH A9 CNpaBKu.

7.5 . UsMmeHeHue n306parkeHus roctesbix OC

Mpaduueckune nsobpaxkeHusa B Termidesk npumeHsitoTcs ans BU3yanbHOM UAEHTUPUKALUM UCMONb3YEMBbIX
roctesbix OC B poHgax BPM.

Ons pnobaeneHus rpaduyeckoro msobpaxkeHus cnepyeT nepentu «HacTtpowku - [anepesa» u HaxaTb
3KpaHHyto kHonky [Co3paTb].
B okHe pobaBneHusi M306pakeHUs HY>XXHO 3aMofIHUTb HavMeHoBaHWe fo6aBnsieMoro obbekTa, a TakXxe
[06aBUTb CaMO U306parkeHMe, HaxkaB 3KpaHHYHO KHorKy [BbibepuTte usobparkeHue].
TpeboBaHUs K U3006paXKeHUIo:

* pa3mep: oT 16x16 no 256x256 nukcenen;

* COOTHOLLEHMe cTopoH: 1:1;

* noanepykmBaemble dopmaTbl: .ico, .jpeg, .jpg, -png.
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Mocne pobaBneHua wuzobpaxkeHnn rocteBbix OC B Termidesk nonbsoBaTenb, MNOAKMAHOUMBLUMCE K

«YHuBepcanbHoMy aucnetyepy» Termidesk uepes komnoHeHT «KnuneHT»,

nHTepdence (cm. PucyHok 19).

YBUOUT UX B CBOEM

7 Termidesk Client - 4.1.1.23171-rc2

O vdi-demo.termidesk.ru

b

ALSE 1-7-3

I’.
\

EazoBbiii - 476 O3Y

@ TERMIDESK

Tpynna pabounx mect  Bce H N

ﬁ Wcnonbayercs * Wcnoneayetca
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Windows 10
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PucyHok 19 — OTobparkeHMe HazHaYeHHbIX N306paXkeHUI B ceaHCe Nosb3oBaTens
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8. ®OHA PABOYUNX MECT

8.1 . O6bwue ceepeHus o poHage BPM

®oHp BPM - 370 coBokynHOCTb nogrotoBneHHbix BPM pgns poctaBku no ogHOMY MMM HECKOSIbKUM
NPOTOKOJIaM yAaIeHHOro AOCTYMa B 3aBUCMMOCTM OT MOJIHOMOYMI MOJIb30BATENEMN.

LOns otobpaxkeHusa cnucka ¢oHpgoB BPM cnepyet nepenitn «Paboume mecta - ®oHabi». OcHoBHble
napamMeTpbl CMCKa NpPUBeAeHbI B Tabauue (cm. Ta6nuua 29).

Tabnuua 29 - MapameTpbl cnmncka ¢poHA0B

Mapametp OnucaHue
«@oHg, pabounx MecT» HaumeHosaHue doHpa BPM
«Crartyc» CocTosiHue rotoBHoCTH poHaa BPM
«MecTta» O6wee konuyectso BPM B doHae
«[oToBaTca» Konnyectso nogrotasnmsaeMbix BPM
«Bbl60op npoTokona» ®nar BOSMOXXHOCTM BblGOpa NOb30BaTENEM NMPOTOKOSA AOCTAaBKM MpU

paboTe c doHaom BPM.

3HayeHMe onpenensieTcsa nonuTmukon dpoHpga BPM «Bbibop
Monb30BaTeNeM NPOTOKOMA AOCTABKU»

«[pynna pabounx mecT» MpuHapnexHocTb doHaa rpynne paboumx mect
«LLlabnoH» La6bnon BPM, npumeHeHHbIN B hoHae
«KoMMeHTapumn» MHdopmaumoHHoe coobLLeHME, UCNONb3YEMOe 4151 ONUCaHUS

Ha3HadeHusa doHpga BPM

Ons nobasneHus Hoeoro doHaa BPM cnenyet nepentun «Paboune mecta - MoHAbI» U HaXKaTb IKPAHHYHO
kHonky [Co3patb].

Co3paHHble GOHAbI MOXHO pefakTUpoBaTb, A1 3TOFO HYXHO MOMETUTb Ha3BaHMe ¢GOHAA, a 3aTeM
HaXkaTb 3KpaHHYH KHoMky [A3MeHuTb].

Co3paHHble GoHAbI MOXHO YAANUTb, O/ 3TOr0 HY>XHO MOMETUTb Ha3BaHWe (oHAa, a 3aTeM HaXKaTb
3KpaHHY KHoMKy [Yaanutb].

JkpaHHas kHonka [MonuTtuku], poctynHas npu Bbibope HasBaHWa GOHAA, OTKPbIBAET MapameTpbl
BblOpaHHOro ¢oHaa. CoBOKYMHOCTb MapaMeTpoB aHasorMyHa npeacTaeneHHonm B «HacTtponkn -

FnobasibHble MOAUTUKUY.

Mocne pobaeneHus poHaa BPM MoxkHO mepenTu K ero getasbHomy npocMoTpy. [ns 3Toro B CBOgHOM
Tabnuue okHa «MDoHabi» B cTonbue «HasBaHme» cneayeT HaXkaTb Ha HaMMeHoBaHMe poHaa BPM.
Ha oTkpbiBLIENCS CTpaHULe ByayT NpeacTaBfieHbl CneayroLLmMe pasaenbi:

» «Paboumne ™mecta» - cnucok BM u uHdopmaums o nogrotosneHHbix BPM, ucnonbsyembix

cybbekTamu;
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» «[lonb3oBatenu u rpynnbi» — UMEHA NONb30BaTeNlen U HAMMEHOBAHWE TPYIM, UCMOJib3yeMble ONS
onpeneneHus paspeLleHuit no goctyny K ¢doHaam BPM;

» «[lpoTokonbl AOCTaBKU» — AOCTYMHbIE MPOTOKO/blI YAAJIEHHOrO [AOCTYMa, WCMOJib3yeMble Mpwu
pocTtaske BPM;

» «[lybnukaumm» — akTyanbHaa wuHdopMaums o co3gaHHoM doHae BPM. Paspen 6yper
OTCYTCTBOBaTb, ecnu (oHA MCMoNb3yeTca Ana nybnvkauum MNpUNOoXKEHUM WAW ona [AoCTyna K
TepMUHaNbHbIM CECCUAM;

- «)KypHan» — CUCTEMHDbIE COO6LLI,eHMFI, CBA3aHHbI€ C )XU3HEHHDbIM LUMK/IOM dJOH,EI,a BPM.

Hactponka oTaenbHbIX rnobanbHbIX MapamMeTpoB no ynpasneHuto ¢oHaamu BPM  (Hanpumep,
«MakcuMManbHoe KONMMYeCcTBO paboumx MecCT, yAaNsieMbIX €AMHOBPEMEHHO M3 GoHAa paboumx MecT»)
[OCTYrMHa B 06WmMx cucTeMHbIX napameTtpax Termidesk (cMm. nogpasgen O6wme cUCTEMHblE NapaMeTpbl
Termidesk).

8.2 . Nob6aeneHue poHaa pabounx MecT

8.2.1 . NobaeneHue poHpa BPM
Onsa nobaeneHuns poHaa BPM cneayet nepenitn «Paboune MecTa - MoHAbI» U HaXKaTb SKPAHHYH KHOMKY

[CozpaTb], BbIGpaTh TMN MacTepa nybavkaumm «BupTyanbHble MaLlLUHbI».

OTkpoeTtcs MacTep nybnukaumm doHaa (cm. Pucyrok 20). HeobxoanMo 3anonHUTbL NapaMeTpbl, yKa3aHHbIE B
Tabnuue, (cm. Tabnmua 30) M HaXaTb 3KpaHHyto kHonky [[danee]. lMpu HaxaTum 3KpaHHOM KHOMKM
[OT™MeHUuTB], nn knaBuwmn <Esc>, unu nkoHku «Kpectuk», Ha ntoboM 13 3TanoB paboTbl NpousonaeT

3aKpbITUE MacCTepa bes COXpaHeEHUA HaCTpPOEK.

MacTep ny6nmkaumn ¢doHaa X

basoBble HacTpoikn doHAa

HaspaHue
KommeHTapuin
Wa6noH brest\astra .

MakcrmansHoe Konn4ecTeo -0 i
paboumx mect

OTMEHUTB Aanee >

PucyHok 20 — bazoBble HacTponku hoHaa B MacTepe nybnukaumm
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Tabnuua 30 — bazoBble HacTporku poHAaa

Mapametp OnwucaHue

«HazBaHune» BBecTu TekcToBOe HanmeHoBaHue doHaa BPM. HanmeHoBaHue MoskeT
coaepyKaTb TONIbKO NaTUHCKME ByKBbI, Undpbl, Npoben, aeduc n
HWXKHee NoAYepKMBaHUe.

I'IapaMeTp obszaTeneH ANa 3anoJIHEHUA

«KoMMeHTapumn» BeecTu nHdopmaumoHHoe coobLLeHMe, UCMOMb3YyeMOe A1St ONMUCaHUS
Ha3HaveHus dpoHpga BPM

«LLlabnoH» Bbi6paTb 13 cnncka wabnoH, KoTopbi ByAeT MCNOMb30BaTLCS MpU
cosgaHuu BPM

«MakcrManbHoe KoNnMyecTBo pabounx MecT» 3apaTb MakcMManbHoe konuyectso BPM B doHge.
MakcumanbHoe uncno BPM He MoxeT BbITb MeHbLLE 3HAYEHUS,
yKazaHHoro B napametpe «Kew pabounx mecT 1-ro ypoBHa» Ha
CnepfyoLLEM Luare MacTepa

® Ecnu obsizatensHoe none He 6b10 3aMNONHEHO MM €CTb OLWMBKa NpY 3arnofIHEHUKM, OHO ByaeT
MOACBEYEHO KPaCHbIM LIBETOM WM OydeT BbiBeAEHO coobuieHune 06 oLwmMbKe (cm. PucyHok 21) mocie
HaXkaTusl 3KpaHHoW kHonku [danee]. NHaukaums uBeToM M COOBLLUEHME HE WMCYE3HYT nocne
3arnosIHeHns noss.

MacTep nyénukauwmn ¢poraa X

BasoBble HacTpoliku doHaa

HasBaHue | *nat_valid@name!

HazsaHve GoHga MOXET CoAepkaTh TONLKO NaThHckue Bykesl, uudpsl, npoben, Tupe (-) 1
nogvepkneadie ( _)

KommenTapuii
LWabnox brest\astra v
MakcUMManbHOe KOM4EeCcTBOo -0 +

pabounx mecT

OTMEHWUTb fanee >

PucyHok 21 - Mpumep coobLueHms 06 owmnbke

[anee OGyneT BbINOMHEH Mepexon Ha CNeAyLWMI War HAaCTPOMKM (cM. PucyHok 22) MacTepa nybnukaumm
doHIa, B KOTOPOM HY>XHO 3aMO/IHUTb MapaMeTpbl, yKa3aHHble B Tabnuue (cm. Tabnuua 31). Mockonbky BO
BpPEMS NMepexofa BbIMOJIHAETCS OTNpaBKa AaHHbIX Ha CepBep, BO3MOXKHA CUTyaLMs, YTO NP BO3BPaLLEHUM
Ha NpenblayLLMI LWar NosaBUTCS cooblieHmne 06 owmnbke, ecnu napameTp «[1poTokosbl 4OCTAaBKU» He Bbin
3anonHeH. OTnpaBka [aHHbIX Ha CepBep MPOMCXOAMT BCerga Mnpu Mepexode Mexay Laramu, Kpome

nepexona Hasapn C 3aBepLiakoLlero atana.
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MacTep ny6ankaumm ¢poHaa X

[JononHuTeNbHbIe HacTpoiiku doHAa

URL noaaepxku
W3o6paxeHne Default v
Fpynna OcHoeHaa -
MNapameTpsi roctesoin OC Astra_NODomain -

npOTUKOﬂb\ AOCTaBKK

Kew pabounx mect 1-ro -0 +
YPOBHA
Keww pabounx mecT 2-ro -0 +
YPOBHA
Pexum oTnagku Het
PaspewunTs pesepBHble Het
(L]
-
OTMeHUTb < Hazapg DNanee >

PucyHok 22 — lononHuTenbHble HacTporkun doHaa Mactepa nybnmkaumm

Tabnuua 31 - [JononHuTenbHble HACTPONKKM GoHAA

02

MapameTp OnucaHue
«URL nopnep>kkum» Beectn URL ons cBS3u € TeEXHMYECKOW NOAAEPIKKOM
«M306paxkeHne» Bbi6paTb rpacdmyeckoe npeactasneHve doHna BPM
«[pynna» BbibpaTb rpynny pabo4mx MecT, B KoTopon ByaeT oTobpaykaTbca

co3paHHbIN hoHa BPM

«[MapameTpbl rocteson OC» Bbi6paTb napameTpbl koHbUrypaumm rocteson OC, koTopble ByayT
MCMoJIb30BaHbl Npu co3paHum BPM

«[MpoTokosbl AOCTaBKU» Bbi6paTb 04MH MM HECKOMIbKO MPOTOKONOB AOCTaBKM, KOTOpble ByayT
[ocTynHbl ans doHpa BPM

«Kew paboumx mecT 1-ro ypoBHs» 3a4aTb KOMIMYECTBO CO34aHHbIX, HACTPOEHHbIX M 3anyLieHHbIX BPM B
doHae
«KeLw paboumx MecT 2-ro ypoBHS» 3a1aTb KONIMYECTBO CO3AAaHHbIX, HACTPOEHHbIX U BbIKJIOMeHHbIX BPM.

[ns ncnonbsoBaHuMs Kewwa pabounx MecTa 2-ro ypoBHs Heobxoammo,
yTO6bI B NapameTpe «Kel paboumx MecT 1-ro ypoBHs» 66110 3a43aHO
xoTa 6b1 ogHo BPM

«Pe>xxum otnagkun» AkTuBauma bonee nogpobHom aeTanmsaumm noros ana doHaa BPM, no
YMONYAHUIO PEXXMUM OTKIIHOUEH.

Mpw BkntoueHun pexkxuma Termidesk nepectaet yaanate BM B doHze
BPM

«Pa3pelunTb pesepBHbie KOMUU» AKTUBaLMA pexxMMa pesepBHOro konuposaHua BM doHga BPM npu
ucnosb3oBaHumM cucteMbl Rubackup.

Mo yMonyaHuIo pexkxmM oTKoYeH

lMocne 3anonHeHWs NapamMeTPOB HY>XXHO HaXkaTb 3KpaHHYO kHonky [[danee].
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B cnepytoleM okHe 3aBepLUMTb HAaCTPOKMKY PoHAa, HaXkaB 3KpaHHY KHoMKy [3aBepwuTb]. danee byaet
OTOOPaXKEHO BPEMEHHOE OKHO C 3abNOKMPOBAHHLIMU 3KPaHHbIMKU KHoMKaMu. lMpu ycnewHoM co3naHum
$OHAa B 3TOM YK€ OKHE AO/MKHO MOSBUTLCA COOBLLEHME (cM. PucyHok 23) «PoHA, yCrewHo co3aaH!», okHo

6y,u,eT dBTOMATUYECKU 3aKPbITO MO NCTEYHEHNN 3 CexKyHa.

MacTtep ny6nukaumm poHga X

3aBeplUeHNe HacTpoiiki GoHpa

@ PoHy, ycnewHo co3aan! X

OTMEHUTL Hasap 3aBepLunTh

PucyHok 23 - YcnelwHoe 3aBepLueHWe HacTponkun nybnnkaumum doHaa

8.3. MNonutukm poHpa BPM

[ns ynpaeneHusa noctynom u pecypcamum B poHaax BPM mcnonbsytoTcs cnepytowume Buabl NoaUTUK:

* rnobanbHble - NPUMEHSOTCA Ko BceM doHaam BPM u ycTaHaBnmBatoT ob6Lme HaCTpoMKM JOCTyna
M MCMNONb30BaHMSA pecypcoB nonb3oBatensmm BPM. [na penakTupoBaHua rnobasnbHbIX MOAUTUK
cnenyet nepentu «Hactponku - MobanbHble NOANTUKKUY, BbIBPATb MOANTUKY U HAXKaTb SKPAHHYHO
kHonky [3sMeHuTb];

* WHOMBUAYAJIbHbIE - MEPEoNnpenenatoT HACTPOMKM rNobanbHbIX MOAMTUK U YCTaHABAMBAKOT
WMHAMBUAYANbHbIE HACTPOMKMU AOCTYMa U UCMOb30BaHUA PECYPCOB MOb30BaTENSAMU KOHKPETHOMO
dboHpga BPM. [Ina peaakTMpoBaHMsa MHAMBUAYaAbHbIX MOMUTUK credyeT nepenTtu «Pabouyme mecTa
- @oHapI», BbIOpaTb HY>HbIM (oHa BPM, HaxaTb skpaHHyto kHonky [[lonutuku], BbIOpaTthb

MONNTUKY W HaXKaTb 3KPaHHYHO KHoMKy [U3MeHuTb).

HacTporikn BbIGpaHHOM MOMUTUKM MOXHO COPOCUTb A0 3HAYEHUM MO YMOMYaHMIO MpU MOMOLLU

3KpaHHoM kHonku [COpocuTs].

© Hauunas c Termidesk Bepcum 5.0 usmeHeH cnocob paboTbl U xpaHeHus nonntuk poHaa BPM. Bo
BpemMsi OOHOBNEHWS pacnpefeneHHOM WM OTKa30yCTOMUMBOM KOHOUIypaumm YCTaHOBKU C
Termidesk Bepcun 4.X Ha Bepcuto 5.X M3MeHeHME MOMUTUK HYXHO MPOBOAUTL MocCse
0OHOBIEHUSI Ha HOBYHO BepCUIO BCex y3noB Termidesk.
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Ecnn Ha BPM ecTb ceccma nonbsoBaTensi, To NoJMTUKA NPUMEHUTCS nocse nepesarpyskun BPM.
[na TepMmMHanbHOro cepBepa nepesarpy3ka 0bs3aTesbHa.

AOMUHUCTPATOP OOJKEH BKJ/KOUYUTb COOTBETCTBYHOLIME MOAUTUMKM (oHga BPM ana pabotsl
nepeHanpaB/eHUss  pecypcoB, ecaM  npu  nogknaodeHun K BPM  nonb3osatens
ncrionb3yeT termidesk-viewer. [lpn nogkntoyeHnn nosnb3oBatens no npotokony RDP wus
KOMMoHeHTa «KnueHT» MOryT ucnosb3oBaTbCs cTaHAapTHble yTunmutel OC, B 3TOM cnydae

BO3MO>XHOCTb NepeHanpaBneHna perynmpyeTca Ha ypoBHE NpoOTOKOJ1a 4OCTaBKW.

Cnincok LOCTYMHbIX MONUTUK NpeacTaBieH B Tabnuue (cm. Tabauua 32).

Tabnuua 32 - MNepeyeHb 4OCTYMHbIX NoAUTUK doHaa BPM

HaseaHue nonuTtukm

OnucaHue

«Bydep obMeHa B npoTokonax goctasku "RDP" n "SPICE
(vdi-viewer, akcnepum.)"»

YnpaBneHue ucnosb3oBaHueM bycdepa obMeHa B NpoTokonax
[LOCTaBKM.

Bo3MoxkHble 3HaueHus:

* «BbIkntounTb nepeHanpasneHue bydepa»;

» «[lBycTOpoHHee nepeHanpasneHue bydepa» (no
YMOJTYaHUI0);

= «[lepeHanpasneHue bydepa TONbKO OT cepBepa KJIMEHTY»;

» «[epeHanpaBneHue Bydepa TONbKO OT KJIMEHTA CEPBEPY»

«Bblbop nonb3oBaTeneM NpoToKosa 4OCTaBKU»

OnpenensieT BO3MOXKHOCTb BbiGpaTb MPOTOKO AOCTaBKM
nonb3oBartesieM AN noakntodeHmsa K BPM.

Bo3MoxHble 3HauyeHus:

= «Pa3speLueH» (No ymMonyaHuio);
= «3anpeLieH»

«[lericTeme npu Bbixome nonb3osaTens ns OCx»

OnpepnensieT fencTeue nocse Bbixoaa nonb3osatens us OC.

Lns cepsucHoro doHpaa BPM noctaBwuka pecypcos
«METanoCTaBLUMK» LOKHO GblTb OCTAB/IEHO 3HAYEHME Mo
YMOJTHaHMIO.

Bo3moykHble 3HaueHus:

= «HeTt» (no ymMonyaHuio);

* «YpanaTtb paboyee MecTo»;

= «He coxpaHaTb n3MeHeHus» - BM GyaeT Bo3BpalleHa K
paHee CO34aHHOMY CHUMKY. 3HauyeHMe NONUTUKM
npuMeHuMo ans dpoHpos BPM, ocHoBaHHbIX Ha LWabnoHax
«CeazaHHbIN KnoH oVirt/RHEV », «CBa3aHHbIN KNOH» UK
«[MonHbin kNoH» VMware vSphere.

Mpy NnpMMeHeHUU NocneaHUX ABYX 3HAYEHUI B

WMHAMBMAYaNbHbIX NonnTukax doHaa BPM moxeT 6biTb

BblBe4EHO yBeaomeHme «[JaHHoe 3HaueHMe NOAUTUKM He

NPUMEHUMO K BbIBpaHHOMY OHAY», €CNIN Yy NOCTaBLLMaKa

pecypcos ¢doHaa BPM HeT Bo3aMoXKHOCTM CO34aBaTb CHUMKM
M
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HaszBaHue nonutuku

OnucaHue

«3aBepLUaTb CEAHC NPU AOCTUXKEHUU IMMUTA BPEMEHWU»

YnpaBneHue ceaHcamMu Nosb3oBaTenen npu LOCTUXKEHUM
3a4@HHOMO IMMUTA BPEMEHMU: MO UCTEYEHUM JIMMUTA BPEMEHU
RDP-ceccus 6ynet 3aBepLueHa, a He OTK/IHOYeHa.

Ecnu nonutrka nmeeT 3HadveHue «He 3agaHo», To oHa He
ByneT npuMeHaTbea Ha BPM, TakmuM 06pasoM agMuHUCTpaTop
COXpaHsIeT BO3MOXHOCTb YNpaB/ieHWs NapaMeTpamm
NOAK/IOYEHUS CPEACTBaMM KOHTpPO//Iepa LOMeHa.

Bo3moykHble 3HaueHus:

= «He 3apgaHo»;
* «BbikntoyeHo» (no ymonuyaHuio);
* «BkntoueHo»

«3anpoc y4yeTHbIX AaHHbIX NpW noakntouyeHun K BPM»

MonuTtuka onpeaensieT, LOMXEH W NONb30BATENb BBOAUTD
norvH u naponb Ha BPM npu 3anycke pabounx cTonos u
NMPUNOXKEHWN.
B OC BPM npu aToM ponykHa b6bITb BbINOJIHEHA HACTPOMKA
aBTOMAaTUYECKOWM aBTOPU3aLLMM NONb30BaTENS, KaK 3TO
npueeaeHo B noppasaene Hactpoiika TexHonornm eauHoro
Bxoga B roctesoii OC BM.
Bo3MOXKHble 3HaYeHus:
* «BbiktoueH» - 3aNpoc yUYeTHbIX faHHbIX HE MPOUCXOAUT;
= «BknroueH»

«MHTepBan MOHUTOPUHIa KeLla NepemMeLLaemMbix Npodunen
nonb3osatenen (RDP)»

MonnTrKa No3BONSET OrpPaHUUUTL MHTEPBAS MOHUTOPUHTa (B
MUWHYTax) pa3mepa Kella nepeMeLLaeMblx npodunen
nosnb3oBaTenen ana NnpoTokona RDP.

MonuTuka onpeaensieT, Kak YacTo MPOBEPSIETCS pa3Mep BCErO
Kella nepemeLLaeMbix Npodunen Nonb3oBaTeNen, yKaxaHHbIn
B nonuTuke «OrpaHNMYMTL pasmep MOJIHOTO Kella
nepemellaembix npodwunen nonbsosartenert (RDP)».

Mpu nameHeHUn nonuTuKK TpebyeTcs nepesarpyska BPM unu
TEPMUHalbHbIX CEPBEPOB.

Bo3moxkHble 3HaveHus (B MuHyTax): oT 15 ao 10080.

3HayeHue no ymonyaHuio: «900»

«Mcnonb3oBaHne mexaHusma RemoteFX (RDP)»

MonuTtuka akTneBaumm MexaHnaMa RemoteF X ana npotokona
RDP. Ecnmn HeobxoaMMo akTMBMPOBaTb BO3MOXKHOCTb
nepeHanpaeneHns USB-ycTpoicTB 13 Nosib30BaTe/IbCKOM
paboyen cTaHuun B BPM, HY>KHO yCTaHOBUTL NOIUTHKE
3HadeHune «BkntoueH».

Bo3MoykHble 3HaueHus:

* «BbikntoyeH» (no ymonyaHuio);
= «BknroueH»
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HaszBaHue nonutuku

OnucaHue

«Mcnonb3oBaTb 0bsizaTenbHble Npoduam Ha cepeepe y3na
ceaHca yaaneHHbIx pabounx ctonos (RDP)»

MonuTuka No3BonseT ykasaTtb, MCMOMb3YHT N CNYXKObI
yAaNeHHbIX pabounx CToN0B 06s3aTeNbHbIA Npodub Ana BCex
nonb3oBaTesien, yAaNEHHO MOAK/THOUAOLLMXCS K CepBepy y3na
CeaHca yAaNieHHbIX paboymx CTONOB.

Mpu BKNHOUYEHUM NONUTUKU CNY>KObI YAANEHHbBIX paboumnx
CTONOB UCMOJb3YHOT NYTb, YKa3aHHbIM B NOAUTHKE «YKasaTb
nyTb 4SS nepeMeLlaemMoro npoduas nonb3oBaTens cnyxo
ypaneHHoro pabouero ctona (RDP)», B kauecTBe KOPHEBOIO
KaTanora ans obsizatenbHoOro npoduns nonbsosatens. Bece
Nonb30BaTeNn, YAAIEHHO MNOAK/OYAIOLLIMECS K CepBepy Yy3n1a
CEeaHCOoB yAaneHHbIX paboumx CTONOB, UCMOMb3YOT OOUH U TOT
e npodunb nonb3oBaTens.
Mpu oTkNtOUYEHUM NONUTUKM 0BsI3aTeNbHble Npoduau
nonb3oBaTesnien He ByAyT UCMONb30BaTLCS NONb30BaTENSMMU,
yAANEHHO MOAKJIOYAIOLWMMUCS K CEPBEPY Y3/1a CeaHca
yAaneHHbIX paboynx CToNoB.
Mpu usmeHeHUn nonuTuKK TpebyeTcs nepesarpyska BPM unu
TEePMUHaNbHbIX CEPBEPOB.
Bo3MoXHble 3HaYeHUs:

= «BbikntoueHo» (Mo yMon4aHuio);

* «BkntoveHo»

«JIMMUT BpeMeHU /15 aKTUBHbIX CEAHCOB CNYX6
yAaneHHbix paboumnx ctonos (RDP, SPICE, u T.4.)»

YnpasneHue NIMMUTOM BPEMEHM ANS aKTUBHbIX CEaHCOB CNY>K6
yAaneHHbIX paboumnx ctonos (ans npotokonos RDP, SPICE, u
T.A.). YKa3blBaeTcs Bpems, Mo UCTeYeHUU KOTOPOro CeaHc
MepexoamT B OTKJTOUYEHHOE COCTOsIHME (3aBepLuaeTcs).
MonuTrkKa NpUMeHseTCs B MOMEHT aBTOPU3aLMM MOJb30BaTeNs
B BPM.

B Bepcusix Termidesk Huxxe 4.3 napameTp 3azaBancs npu
HacTpovike rocteBbix OC («KomnoHeHTbI - MapameTpbl
rocteBbix OC»). MNpwu Bo3BpaTe k BepcusaM Termidesk Huxe
4.3 napameTp ByAeT BbICTAB/IEH B 3HAYEHME MO YMOIYAHUIO.
Ecnun nonutmnka nmeet 3HadyeHue «He 3agaHo», To oHa He
OyneTt npuMeHaTbes Ha BPM, Takmum o6pa3om agMuHMUCTpaTop
COXPaHsIeT BOSMOXKHOCTb YMNpaBneHus napameTpamm
NOAKJIOYEHUSI CPEACTBaMU KOHTPOsSIepa AOMEHA.
Bo3MoXkHblIe 3HaYeHUs:
* «HeT orpaHunueHumn» (No ymonyaHuto);
= «He 3apaHo»;
= Bblbop: 1 MuH, 5 MuH, 10 MuH, 15 MuH, 30 MuH, 1 vac, 2
yaca, 3 yaca, 6 4yacos, 8 4yacos, 12 vacos, 16 vacos, 18
yacos, 1 aeHb, 2 aHA, 3 oHA, 4 OHa, 5 aHen

«JIuMUT BpeMeHu gna Bbixoaa U3 ceaHcoB Remote App»

YnpaBneHue NMMUTOM BPEMEHU AJist BbIXOAA U3 CEaHCOB
RemoteApp. No3BonsieT ykasaTtb, Kak AONTO CEAHC
nonb30BaTens Npu ncnonb3osaHnun RemoteApp (ynaneHHoe
npunoxeHue) ByaeT oCTaBaTbCs B OTK/IFOYEHHOM COCTOSIHUM
nocne 3akpbiTusa Bcex nporpaMm RemoteApp.

Ecnu nonutmka umeet 3HadeHue «He 3apaHo», To OHa He
byneTt npumMeHsaTbes Ha BPM, Takmum obpasom agMuHMUCTpaTop
COXPaHsIeT BOSMOXKHOCTb YNpaBieHUs napaMeTpamm
NMOAKJIHOYEHUSI CPEACTBAaMU KOHTPOJSIEpPa AOMEHA.
Bo3MoXkHble 3HaYeHUs:

* «Hwukorga» (no ymonyaHuo);

= «Cpasy»;

= «He 3apaHo»;

* BbI6op: «1 MUH®», «5 MUH», «10 MUH», «15 MUH», «30
MUH», «1 yac», «2 yaca», «3 vaca», «6 yacoB», «8 yacoB»,
«12 yacoB», «16 yacoB», «18 yacos», «1 aeHb», «2 OHAY»,
«3 gHa», «4 gHa», «5 gHen»
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HaszBaHue nonutuku

OnucaHue

«JTIUMUT BpeMeHU oS OTKJTFOYEHHOM CECCUU»

YcTaHOBKa IMMUTa BpeMeHu ans oTknrodeHHo RDP-ceccuum.
PaboTaeT coBMeCTHO C MONUTUKOM «3aBepLUaTb CeaHC Npu
JOCTUXEHUUN IMMUTA BPEMEHM».

Ecnu nonutrka nmeeT 3HadveHue «He 3agaHo», To oHa He
ByneT npuMeHaTbea Ha BPM, TakmuM 06pasoM agMuHUCTpaTop
COXpaHsIeT BO3MOXHOCTb YNpaB/ieHWs NapaMeTpamm
NOAK/IOYEHUS CPEACTBaMM KOHTpPO//Iepa LOMeHa.

Bo3moykHble 3HaueHus:

= «HeT orpaHuyeHUn» (N0 yMONYaHUIO);

= «He 3apaHo»;

* Bbl6op: «1 MUH®», «5 MUH», «10 MUHY», «15 MUH», «30
MUH», «1 yac», «2 yaca», «3 vaca», «6 YyacoB», «8 4acoB»,
«12 vacoB», «16 yacoB», «18 yacoB», «1 aeHb», «2 AHA»,
«3 gHa», «4 oHa», «5 gHen»

«MaclwTabupoBaHue 3kpaHa ans npotokona RDP»

MonuTtuka ynpaBneHns MacuTabupoBaHWeM 3KpaHa ans
npoTokona RDP.

Bo3MoxkHble 3HayeHua:

* «BbikntoyeHo» (nNo ymonyaHuio);
= «BknroueHo»

«MexaHn3m obecneyeHms 6e30MaCHOCTU Ha YPOBHE CETU
(RDP)»

MonuTtuka ynpaeneHus obecneyeHeM 6e30MacHOCTM Ha
YPOBHE CeTu ana npotokona RDP.
Ona nopkntoueHna kK STAL HeobxoamMo 1Ucnonb3oBaThb
3HaueHue « TLS» unum «RDP».
[Ona nopkntoueHma k MS RDS HeobxoamMmMo Mcnonb3oBaTb
3HadeHne « NLA».
MonuTtuka MoxeT BbITb 3a4aHa 419 KOHKpeTHoro ¢doHaa BPM
Ha cTpaHuue camoro doHaa BPM.
Bo3MoykHble 3HaueHus:

* «ABTOCOrNacoBaHme» (Mo yMoN4aHuo);

= «RDP»;

= «TLS»;

= «NLA»

«OrpaHM4MTL pasmep MOSHOMO Kellia nepeMeLLaeMblxX
npodwunen nonssosatenen (RDP)»

MonuTuka No3BONSET OrpaHMUUTL PasMep BCEro Kella
nepemMeLlaemMbix npodunen nonb3osaTtesent Ha JIoKaabHOM
[VCKe.

[Ons nonuTUKM HeoBX0AMMO yKa3aTb MakCUMasbHbIM pa3mep
(B rurabanTax) 4ns BCEro Kelua nepemMeLlaembix npodunen
nonb3oBatenen. Korga pasmep BCero Kella nepeMeLLaeMbIxX
npodwunen nonb3oBaTeNen NPEBLICUT YKa3aHHbIN
MaKCMMasbHbIW pa3Mep, caMble CTapble (HaMMeHee HelaBHO
MCMOJIb30BaHHbIe) nepeMeLLaeMble Npoduv Nonb3oBaTeNemn
6yayT yaaneHbl Jo TeX Mop, Moka pasMep BCEro Kella
nepemeLLaeMbix Npoduaen Nonb3oBaTeNen He CTaHET MeHbLUE
YyKa3aHHOro MakCMMaJsibHOro pasMmepa.

Mpu nsmeHeHUn nonuTuKK TpebyeTcs nepesarpyska BPM unu
TEePMUHabHbIX CEPBEPOB.

3aBUCUT OT NOAUTUKM «MIHTepBan MOHUTOPUHIa KeLla
nepemellaembix npodwunen nonbsosarenet (RDP)».

Bo3moxkHble 3HaueHus (B rurabarTax): ot 5 no 10000.
3HayeHue no ymonyaHuto: «600»

«OToensemMblii Nonb3oBaTeNbCKUM MPodUb»

Mcnonb3oBaHue oTAeNnaemMoro nosib3oBaTesIbCKoOro I'IpOCbl/IJ'IFI B
BPM.

Monutuka npumeHsieTcs npu ctapte BPM.
Bo3moykHble 3HaueHus:

» «BbikntoyeH» (Mo yMonyaHuto);
» «BkntoueH»
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HaszBaHue nonutuku

OnucaHue

«[epepava dannos B npotokone goctasku "SPICE (vdi-
viewer, akcnepum.)"»

YnpasneHue nepesaden Gaiios B NPOTOKOMNAX 4OCTABKMU.

Monutuka NpuMeHsieTcs ToNbKO A/1a NpoTokona SPICE (vdi-
viewer, 9KcCnepum.).

Bo3MoykHble 3HaueHus:

» «Pa3pewweHa» (no ymonyaHuio);
= «3anpeLieHa»

«[NepeHanpaBneHue BuaeoKaMepbl B NPOTOKONE JOCTaBKM
"SPICE (vdi-viewer, akcnepum.)"»

ynpaBneHme nepeHanpaeneHMeM BnaeokKamMepbl B MPOTOKOIaX
A0CTaBKH.

MonuTtuka npuMeHsieTcs Tonbko Ans npotokona SPICE (vdi-
viewer, 3KCNepum.).

Bo3MoykHble 3HaueHus:

= «Pa3pewweHo» (Mo ymMon4yaHuio);
* «3anpeLeHo»

«[NepeHanpaBneHue cMapT-KapT B MPOTOKOJIE AOCTABKM
"SPICE (vdi-viewer, akcnepum.)"»

YnpaeneHue nepeHanpaBieHUEM CMapT-KapT B MPOTOKO/aX
[OCTaBKMU.

Monutuka NnpuMeHsieTcs ToNbKO Afa NpoTokona SPICE (vdi-
viewer, 3KCNepum.).

Bo3MoykHble 3HaueHus:

= «PaspelweHo» (Mo ymMonyaHuo);
= «3anpeLeHo»

((HOLI,KHFOHEHVIE C OTINYHbIM MMEHEM NOJIb30BaTENA»

MonuTtuka ynpaBneHUs Noako4eHMEM Nosb3oBaTens kK BM.
MpumMeHsieTcs B cnyyae, ecnv BBoguMbin B BM noruH
OT/IMYEH OT JIOrMHa Ha3zHa4yeHHOM MallnHbl B Termidesk.
Bo3MoskHble 3HaueHus:

» «Pa3pelteHo»;

* «3anpeleHo» (Mo yMoON4aHuo)

«[lMoka3biBaTb 060U

YnpasneHue otobpaxkeHMeM ob6oeB paboyero ctosna BPM.

B Tekyuen Bepcun Termidesk M3MeHEHUE 3HAUEHUS MOSIUTUKM
He BHOCUT M3MeHeHUe B HYHKLIMOHMPOBaHME.

Bo3MoykHble 3HaueHus:

» «Pa3spewnTb oTOGpaXKEHUEN;
* «3anpeTuTb OTOBparkeHUe» (Mo YMOAYaHUIO)

«Monutnka npocToA pa6o'~4ero MecTa»

PaspelueHHoe Bpems npoctoss BPM B cekyHaax. 3HaueHune
«-1» 03Ha4aeT HeorpaHUYEHHOE BPEMS NMPOCTOS.

3Ha4eHWe Mo yMonyaHuIo: «-1»

«lMonutunka ynpasneHns aBTOMOAKIIOYEHNEM YCTPOUCTB
(RDP)»

YnpaBneHue BO3MOXHOCTOIO aBTOMaTUYECKWU NepeHanpaBnsTb
YCTpOWCTBA A1 MpoTOKoa RDP.

Bo3moykHble 3HaueHus:

= «He ucnonb3yetca» (No yMon4aHuio);
* «Pa3pelinTb aBTOMOAKIHOHEHNEY;
* «3anpeTuUTb aBTOMOAKIOUEHMEY
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HassaHue nonutukm OnucaHue

«[MonuTnka ynpasneHus rnybuHon useta (RDP)» YnpaBneHue MakCMMasibHO AOMYCTUMbIM KOJIMYECTBOM
LBeTOB, 0OTOBpaXkaeMbix 3KkpaHoM BPM.

Monutuka NPpUMEHAETCA TOJIbKO AN NpoTokosia RDP.

Ecnu nonutmka nmeet 3HadyeHne «He 3apaHo», To OHa He
OyneTt npuMeHaTbes Ha BPM, Takmum obpasom agMuHMUCTpaTop
COXPaHsIeT BOSMOXKHOCTb YMNpaBieHUs napaMeTpamm
NOAKJIOYEH WS CPEACTBAaMU KOHTPOJSIEpa AOMEHA.

Ona nopkntoyeHns k STAL yepes cTaHAAPTHYO YTUNUTY
Windows mstsc He0bxoaMMO MCMONb30BaTh 3HaveHue «32
onT».

Bo3mMoykHble 3HaueHus:

= «15 6uT»;

* «16 6uT» (Mo ymMonyaHuio);
" «24 6uT»;

"= «32 6UTY;

= «He 3apaHo»

«[MonuTunka ynpaeneHus KoMnosuumen paboyero ctona YnpaBneHue oTobpaXkeHNeM XyLoXKeCTBEHHbIX 3ddekToB
(RDP)» pabouero cTona.
Lns KOppeEKTHOro 0TOBPAXKEHUS XYA0XKECTBEHHbIX 3PHEKTOB B
napameTpe «[lonutunka ynpasneHus rnybuHon useta (RDP)»
TpebyeTcs YCTaHOBUTb 3HaueHMe «32 BuTa».
MonuTrKa NpUMeHSEeTCS TONbKO NPW MOAKTHOYEHMUM MO
npotokony RDP k rocteson OC Microsoft Windows.
Bo3MOXHble 3HaYEHUS:

* «PaspewTb KOMNO3MLMION;

" «3anpeTuTb KOMMNO3ULMIO» (MO YMOIYaHUIO)

«[MonuTunka ynpaeneHus napaMeTpamMu nepeHanpasneHus YnpaBneHue nepeHanpaBieHUEM MPUHTEPOB B MPOTOKOMAX

NPUHTEPOB» [OCTaBKU. MOXHO 3anpeTuTb NepeHanpaeneHue, paspeLunTb
nepeHanpaBnsTb BCE MPUHTEPbI UN TOBKO BblbpaHHbIe
nosnb30BaTeneMm.

Bo3MoXKHblIe 3HaYeHUs:
* «He nepeHanpasnaTb» (Mo yMon4aHuo);
= «[lepeHanpaBnaTb Bce»;
» «[lepeHanpaBnaTb BbIbBpaHHbIE MO/b30BaTENIEM»

«[onntrnka ynpaeneHus nepeHanpaBneHUEM SUCKOB U YnpaBneHue nepeHanpaBieHNEM AUCKOB U KaTasloroB.
nanok» Bo3MoykHble 3HauyeHus:

» «Pa3pewnTb nepeHanpaeneHune»;
* «3anpeTuTb NepeHanpasneHune» (Mo yMONYaHWIo)

& B Texywen Bepcun Termidesk nepeHanpaeneHue
[IMCKOB M KaTasloroB BbIMNOJHAETCS BCeraa.

«[MonuTunka ynpaeneHus nepeHanpaeneHnem 3syka (ayamo 1 | YnpasneHue nepeHanpasieHMeM 3ByKa B MpoTokose RDP.
mukpodoH) (RDP)» Bo3MoykHble 3HaueHua:

= «He ucnonb3yetca» (No yMon4aHuio);
* «Pa3pelwmnTb NnepeHanpaBneHme»;
* «3anpeTuTb NepeHanpaBneHne»

«MonuTuka ynpasneHus nepeHanpasneHmem YripaBneHue nepeHanpasneHeM Nociea0BaTe bHbIX MOPTOB.
nocneposatensHbix noptos (RDP)» MoAUTHKA NPUMEHSIETCS TOMBLKO AN1S MPOTOKONa RDP.
Bo3MoykHble 3HaueHus:

» «Pa3pewnTb NnepeHanpaBneHue»;
* «3anpeTuTb NepeHanpaBneHune» (Mo yMONUYaHWUIO)

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 73



@ TERMIDESK

CNET.10001-02 90 02

HaszBaHue nonutuku

OnucaHue

«lMonnTuka ynpasneHus nepeHanpasieHWeM cMapT-KapT
(RDP)»

YnpaeneHve nepeHanpaBneHMeM CMapT-KapT.
Monutnka NpuMeHsieTcs TONbKO A1 NPOTOKoaa RDP.
Bo3MoskHble 3HauyeHus:

* «Pa3pewnTb nepeHanpasneHue»;
* «3anpeTuTb NnepeHanpasneHne» (Mo yMONYAHUIO)

«[MonuTuka ynpaeneHus crnaxusaHuem wpndtos (RDP)»

YnpaBneHue crnaxueaHueM LIpUEGTOB, OTOBPaXKaeMbix
3kpaHoM BPM.

MonnTrka NnprMeHsaeTCa TONbKO 4S8 NPoToKoaa RDP.
Bo3MoxkHble 3HauyeHus:

» «Pa3pelwnTb crnaxueaHue» (Mo yMonyaHuio);
= «3anpeTuTb CrnaxuneaHue»

«[TonuTtuka ynpasneHus cxatuem (RDP)»

YnpaBneHue UCMoJib30BaHUEM CXXATUA AaHHbIX NpU
B3aumogerncTenm ¢ BPM no npotokony RDP.

Ecnu nonutrka nmeeT 3HaveHune «He 3agaHo», To oHa He
byneTt npumMeHaTbes Ha BPM, Takmum obpasom agMuHMUCTpaTop
COXpaHseT BO3MOXHOCTb YNpaB/ieHWs NapaMeTpamm
NOAK/OUYEHUA CPeACTBaMM KOHTpPO/epa LOMEHa.
Bo3MOXHble 3HaYeHus:

» «BkntoueHo» (Mo yMonyaHuio);
= «BbikntoueHo»;
= «He 3apaHo»

«[Monntnka ynpaeneHus tunom cetu (RDP)»

YnpasneHue TUNOM CETEBOMO MOAK/HOYEHUS, KOTOpoe byaeT
MCMNoJIb30BaTbCs Npu noakatoveHnn kK BPM no npotokony RDP.

Bo3MoxHble 3HauyeHus:

= «Mopem»;

* «HM3KOCKOPOCTHOE LLIMPOKOMOSOCHOE MOAKIHOUEHMNEY;
* «LUupokononocHoe noaktoveHmne»;

* «BbICOKOCKOPOCTHOE LLUMPOKOMOIOCHOE MOAK/HOUEHUNEY;
= «[nobanbHas ceTb»;

= «JlokanbHas ceTb»;

* «ABTO» (MO yMONYaHUIO)

«[Monuntuka ynpaeneHus yposHem cxxatus (RDP)»

YrpaBneHue ypoBHEM CKaTWs AaHHbIX, NPV B3aMMOAENCTBUM
c BPM no npoTokony RDP.

Ecnun nonutmnka nmeet 3HadyeHne «He 3agaHo», To oHa He
ByneT npumeHaTbcs Ha BPM, Taknm o06pasom agMuHUCTpaTop
COXpaHsieT BO3MOXHOCTb YNpaBieHusl MapameTpamu
NOAK/HOYEHUS CPEACTBAMM KOHTPO/IEpa LJOMeHa.
Bo3MOXKHble 3HaYEHUS:

= «0»;

* «1» (no ymon4yaHuto);

" «2»;

= «He 3apaHo»

«[NonHo3kpaHHbIY pexum (ans SPICE)»

Monutuka orpaHu4yeHuma pa6OTbI B NOJIHO3KPAaHHOM peXxXnme.
Bo3moykHble 3HaueHus:

= «BkntoueH» (No ymonyaHuio);
* «Bbikntoyen»

(vdi-viewer, akcnepum.)"»

«PaspelueHne Buaeokamepsbl B npotokone goctaBku "SPICE

[onycTrMble paspeLueHns BUAeoKaMepbl B MPOTOKOaxX
[OCTaBKM.

Monntuka NpuMeHsieTcs ToNbKO A/a NpoTokona SPICE (vdi-
viewer, 3KCMNepum.).

3HaueHue No ymonyaHuto: «320-2560x240-1440»

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 74



@ TERMIDESK

CNET.10001-02 90 02

HaszBaHue nonutuku

OnucaHue

«YnaneHue paboyero MecTa nocne»

MonuTtuka onpenensiet cobbiTMe, NOCIE KOTOpOro byaeT
npousseaeHo yaaneHue BPM.
Bo3MOXKHble 3HaYeHUs:

= «[lMocne cobbiTna BbIXoAa nonbsosatens us OC» (no

YMOJTHaHUI0);
» «[Mocne cobbITUS 3aBEPLLEHUS CUHXPOHM3ALUK NPOdUNN»

«YKazaTtb nyTb 4719 NepemMeLLaemMoro npobuss
nonb3oBartens cny>6 yaaneHHoro pabouero ctona (RDP)»

Mo ymMonyaHuio Ciy>kbbl yaaneHHbIX paboumx CTOMOB XpaHaT
BCe Npoduv Nnosb3oBaTesien IoKasbHO Ha cepeepe y3/a
ceaHca yaaneHHbIX pabo4mx CTOJOB.

MonuTtuka ncnonbsyeTtcs ANs yKasaHUs obLLero ceTeBoro
pecypca, B KOTOPOM NMpodunu nonb3oBaTeneii MoryT
XPaHWUTBCS LeHTPaaN30BaHHO, MO3BOJISIS MOJIb30BATESIO
nonyyatb AOCTYN K OAHOMY U TOMY e Npoduto Ans ceaHcos
Ha BCEX CepBepax y3/na CeaHCOB yAareHHbIX pabounx CToNOB,
HaCTPOEHHbIX Ha UCMO/b30BaHWe OBLLIEro ceTeBOro pecypca
Ans npodunen nonb3oBaTenemn.

Mpwv 3agaHUKM 3HaYEHUS AN MONUTUKM, CNYXKObI YaaNeHHbIX
pabounx CTonoB ByAyT MCMOb30BaTh YKa3aHHbIN MNyTb B
KayecTBe KOPHEBOro KaTtasiora ana scex npodwunen
nonb3oBaTenen.

HenocpencteeHHo npodunu 6yayT conepyaTbcs BO
BIOXKEHHbIX KaTaforax, Ha3BaHHbIX MO MMEHM YYETHOM 3anmcK
Ka)xgoro nosnb3osaTtens %USERNAMEY%, KOTOpble NOABATCA Ha
CEeTEeBOM pecypce aBTOMaTUYECKM MNOC/IE MOAKIHOYEHMUS
nonb3osaress.

Mpwu nsamMeHeHUM nonuTUKKM TpebyeTca nepesarpyska BPM unu
TePMUHAJIbHbIX CEPBEPOB.

3aBuUcUT oT nonuTukK «Mcnonb3oBaTb 0bsi3aTenbHble
npoduaM Ha cepsepe y3Na ceaHca yaaneHHbIX pabounx CToNoB
(RDP)».

®opmart ykasaHus ceTeBoro pecypca (npumep): \
\ums_komnbloTepa\mumsa_obuwero_pecypcal.

3HauveHue «null» o3HavaeT, YTo NyTh He 3ajaH.
3Ha4veHue no ymonyaHuto: «null»

«YCTaHOBUTb LI,OMaLIJHVIﬂ KaTas10l No/1b30BaTend CJ'Iy)K6
RDS (RDP)»

MonuTtuka ykasbiBaeT, 6yayT M cnyxbbl yaaneHHbIX paboumx
CTOJIOB UCMONb30BaTh YKa3aHHbIN CETEBOM PECYPC UK MYTb K
JIOKaNbHOMY KaTanory B Ka4ecTBe KOPHEBOro KaTasora
[OMalLLHero KaTanora nosib3oBaTens Aas ceaHca Cnyxb
yAaneHHbIX paboymx CTONOB.

®opmaT yKazaHus ceTeBoro pecypca (npumep): \
\UmMsA_KomnbloTepa\uvsa_obwero_pecypca\.

Mpu nameHeHUn nonuTukK TpebyeTcs nepesarpyska BPM unu
TEPMUHalbHbIX CEPBEPOB.

3HaueHue «null» o3HavaeT, YTo NyTb He 3a4aH.
3HayeHue no ymonyaHumio: «null»

8.4 . O6veanHeHue poHaoB B rpynnbl BPM

Mpynnbl BPM oToGparkatoTcs kak caMocTosTeNbHble pa3genbl B UHTepderce nonb3osatens. [pynnbl

BPM gqBnsatotca nornyeckMM npu3HakoM, Mo KOTOPOMY MOXKHO OObeaMHSATb OTobparkeHue ¢oHAOoB

BPM ana nonb3oBatenen.
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Lna nobaesneHusa rpynnbl agMUHUcTpaTopy Termidesk cneayet nepentn «Hactponku - Mpynnbl paboumnx
MeCcT» U HaxkaTb 3KpaHHyto kHonky [Co3spaTb], 3aTeM 3anonHUTL AaHHblE, MepeyncneHHble B CTonbue

«[NapameTp» cnepytowent Tabnunubl (cm. Tabauua 33).

Tabnuua 33 — JaHHble ans obbeamHeHms doHgoB BPM B rpynnbi

Mapametp OnucaHue
«HazBaHue» TekcToBoe HauMeHoBaHMe rpynnsl BPM
«KoMMeHTapuii» MHdopmaumoHHoe coobLLEeHME, UCMONb3yEMOE 415 ONMUCAHUS Ha3zHauYeHus
rpynnsl BPM
«[MproputeT» MpeumyecTso ncnonb3osaHus rpynnsl BPM B «[MopTane nonb3oeatens»

Lna pepakTupoBaHus rpynnbl paboumx mMecT B Termidesk HY>XHO MOMeTUTb HeEOOXOOUMYIO Fpynny wm
HaXkaTb 3KpaHHYo KHoMnky [U3MeHuUTb].
LOna ynaneHus rpynnbl pabounx mect B Termidesk Hy>KHO MOMETUTb HEOBXOAMMYHO FpYMMy U HaXkaTb

3KpaHHYO KHoNKy [YaanuTtb].

8.5 . YnpaeneHue BPM

8.5.1. YnpaeneHue TepMUHANBHBIMK CECCUSAIMU B HasHa4ueHHOM ¢oHae BPM

B rpaduueckom wuHTepderice ynpaeneHus Termidesk npegycMoTpeHa BO3MOXHOCTb MPOCMOTPA
MHpopMaLMKN U YNpaBNeHMS TEPMUHATbHBIMU CECCUSIMU MOJIb30BaTENEN B HazHavyeHHOM doHae BPM.
[na npocMoTpa OCHOBHbIX CBEAEHUIM O CECCMAX MOJIb30BaTeNeN B Ha3HadeHHOM ¢oHae BPM cnepyer
nepentn «Paboune Mecta - MoHAbI», 3aTeM BbIOpaTb HY)KHbIM (OHA, NeperTM BO BKNaaKy «Pabouue

MecTa» (cm. PucyHok 24).

— @ TERMIDESK ® @ cucremnnii nons3osatens (admin123) v
@ O63op DoHAB stal

& KOMMOHEeHTbI > ®oHpg stal

&8 Hacrporiu 5 PaBoume MecTa  [oNb3oBaTenu 1 rpynisl  [1POTOKONLI AOCTABKA  KypHan

HasHaJyeHHble MaLLWHbI

[ Pasounemecta >
C || 10cek ~ CoofieHve || Yaanutb TexobcnyxusaHue v
wall MoHuTopUHr > fata Pegakuma =~ YHukanbHblii | IP-agpec HassaHme  CraTyc CraTyc Mcnonb3ayetes | XocT
co3gaHus - na oBHoBNEH WCTOYHWMKA
— 26.03.2024, UNKNOWN 10.100.254.74 | Unknown JeAcTBUTeNbHbIA 26.03.2024, DESKTOP-
= Wndpactpykiypa > 15:55:41 15:55:41 1C2D7FE

15 ~ | HacTp. 1-1ums1 &€ | < Tmsl | > | »

PucyHok 24 - lNpocmoTp cBeeHUM 0 ceCCUsix Nosb3oBaTesien B HasHadeHHOM ¢poHae BPM

,ELI'IH M3MEHEHUS COCTOAHUSA MOAKITHOUYEHMI npenycMOTpPEHbI N1IEMEHTbI YNpaBeHUS (cM. Tabnuua 34).
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Tabnuua 34 — DnemMeHTbl YNpaBieHUs COCTOSSHUEM TEPMUHANIBHOMO CepBepa

neMeHT
ynpaeneHus

OnucaHue

«TexobcnyxusaH
me»

Mepeson BM TepMUHanbHOro cepeepa B pexunMm TexobcnyxuBaHus (3HadeHue «Bkntountb» B

BbIMaAatOLLEM CTIMCKE) UK BbIBOA U3 Hero (3HaueHue «BbIkounTb»).

PexknM TexobcnyxmBaHUS - 3TO 3aMpeT MoJsib30BaTeNsM NMOAKIIOYaThCs (CO3A4aBaTh HOBYHO Ceccuto) u/

WM NepenoaKIoHaTbCs MOBTOPHO B CECCUMIO HA TEPMUHANIBHOM CepBepe.

Ecnu y3en HaxoouTcs B pexxnMe TexobCnyXmBaHus, To:

Mosib30BaTe/IM MOTYT MOAKIHOHATLCS K CYLLECTBYHOLLMM CeaHCaM, HO He MOTyYT 3anycKaTb HOBbIE

CeaHcbl;

* B CYLLECTBYHLLEM aKTUBHOM CEaHCe, KOTOPbIV BbIT CO3A4aH A0 BKIOUYEHUSI PEXMMA
TEX0BCNY>KMBAHWSI, MOJIb30BATENIb MOXET 3aMyCKaTb HOBbIE MPUIOXKEHWS Ha 3TOM TEPMUHAJIBHOM
cepBepe

«YpanuTb»

OTknto4YeHMe BbIBPAaHHOW CeCcumM ANa TepMUHaNbHbIX noakntodeHnin. OTobparkeHue cTaTyca « YaaneH»
B cTonbue «CraTyc» cBUAETENbCTBYET 06 YCMeLwHOM yaaneHmum ceccum

& Tlocne HaXxxaTUs 3KpaHHOW KHOMKKU [Y@anuTb] NpUHYAMTENbHbIW LWTATHbIM BbIXOA MOMb30BaTENS
n3 OC BPM npowuzonget B TedeHume 30 cekyHa.
Ceccua nonb3oBaTena Takke OyaeT aBTOMaTUYECKM W MPUHYAUTENbHO 3aBeplueHa, ec/u
nonb3oBaTeslb 6blN yAaneH Uan OOMeH ayTeHTUdUKALUK, B KOTOPbIM BXOAUT 3TOT MOMb30BaTeNb,
6bl1 OTKJIHOYEH UM YAAJIEH.
DkpaHHas kHonka [CoobLieHue] He BbI3bIBAaET OTMNPaBKY COOBLLEHMS B TEPMUHANIBHYHO CECCUIO.

OcHoBHble napameTpbl

Tabnuua 35).

ceccur nepeumncneHbl B ctonbue «[llapameTp» cnepytower Tabnauubl (cm.

Tabnuua 35 — OcHOBHble NapaMeTpbl CECCUM B Ha3HadYeHHOM ¢doHae BPM

Mapametp

OnucaHue

«[aTta cospaHua»

BpeMeHHaﬂ MeTKa C034aHunda ceccum

«Pepakumna»

MopsakoBbI HOMep BEpPCUU CECCUM

«YHuKanbHbin N »

YHUKanbHbIM MAEHTUDUKATOP CeCCUn

«IP-appec»

IP-appec TepMunHanbHOro cepeepa, K KOTOPOMY YCTaHOB/IEHO
MOAK/OYEHUE Ceccum

«HazBaHune»

HOMep Ceccum, BblAA@HHOM MOMb30BaTENIO U CCblJIKa Ha ee XXypHan

«Cratyc»

®nar ncnonb3oBaHUsA ceccum

«CraTyc 06HOBNEH»

BPEMeHHaﬂ MeTKa 06HOBNEHMA CTaTycCa

«McnonbsyeTca»

®nar Ha3HaveHUs ceccmmn

«XOCT UCTOYHUKA»

HanmeHoBaHme MHULUMNaTOpa ceccuun

«IP nctounmka»

IP-appec uHuuMaTopa ceccum

«Bnageneu»

Cyb6beKkT, MHULUMUPOBABLUMI BblAauyy CECcum

«Bepcusa areHTa»

Bepcus KoMMoHeHTa «AreHT», YCTaHOB/IEHHOrO Ha TEPMUHAIbHOM
cepsepe
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8.6 . HasHaueHue nonb3oBaTesnen AoCTyna
®oHay BPM MoXHO HasHauyaTb Nonb3oBaTenem, KOTopbiM 3TOT GoHA ByaeT AOCTYNEH.

Lna nobaBneHns HoBoro nosnb3osatens K doHay BPM cnenyet nepentn «Paboune mecta - @oHabi» 1 B
CcBoOHOW Tabnuue B cTonbue «HaseBaHMe» Ha)kaTb Ha HaumMeHoBaHue doHaa BPM. Ha oTkpbiBliencs

CTpaHuue B pasgene «[lonb3oBaTenn u rpynnbi» HaxaTb Ha 3KpaHHyk kHonky [Co3paTb] B obnactu

«[Tonb3oBaTenmn».

a ,D.O6aBJ'IEHMe nosib3oBaTend AOMEHa 6y,u,eT AOCTYNMHO TONIbKO B TOM Cny4dae, €C/in NOoJib30BaTEJb
XOT4 6bl OOVH pa3 ocyLwecTBu BXOL B «I'IopTan rnoJsib3oBaTeNnsa» nog CBoeun yquHoﬁ 3anuncbio.

8.7 . HasHauenwue rpynn goctyna ¢oHay BPM

®oHpy BPM MOXHO HasHayaTb rpynnbl Mosib30BaTeNeN JOMEHA ayTEeHTUDUKALMKM, KOTOPbIM 3TOT GOHA,

OyOeT [oCTyneH.

Ons pnobasneHua Hoeow rpynnbl K ¢poHay BPM cnepyer nepentu «Paboume mecta - DoHabi» u B

cBoaHoM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha HauMeHoBaHuWe poHaa BPM.

Ha oTkpbiBlencs cTpaHuue B pasgene «llonb3oBaTenn M rpynnbl» HYXKHO HaXaTb 3KPAHHYH KHOMKY
[Cospatb] B obnactu «[pynnbi». B okHe pobaBneHus obbekTa M3 BbiNaAatoLLLEro CrMCka BblOpaTb
HeobXoANMbIM LOMEH ayTeHTUhMKaALMK, a 3aTEM TPeDYEMYIO A HEro Fpynny.

Ins ynaneHns rpynnbl u3 GoHAa MCNONb3yeTCs 3KkpaHHas KHonka [YaanuTtb).

a ,D.O6aBJ'IEHMe rpynnbl nonb3oBaTesie OOMeHa 6y,EI,ET BO3MO>XHO TOJIbKO B TOM Chny4ae, ecniu

yKasaHHaa rpynna cyulecTByeT B Cnykbe kaTtanora u gobaeneHa B AOMEH ayTeHTUMdUKaUMKM B
Termidesk.

8.8 . HasHaueHue npotokonoB ¢poHay BPM

®oHay BPM MoO)KHO HasHa4yaTb AOCTYMHbIE AN HErO MPOTOKO/bl AOCTABKM KAk Ha 3Tarne HacTPOMKM Npwm

nomowm «Mactepa nybnmkaumm doHga», Tak U nocne.

Lns nobaeneHuns HoBoro npoTtokona goctasku doHay BPM cnenyet nepenitn «Paboume mecta - @oHapbl»
M B CBOAHOM Tabnuue B cTtonbue «HaseaHue» Ha)kaTb Ha HauMeHoBaHWe GoHaa BPM.

Ha oTkpbiBlwenca cTpaHuue B pasgene «[1poTokonbl AOCTaBKM» HY)KHO HaXkaTb 3KPaHHYH KHOMKY
[Cospatb]. B okHe nobaBneHns obbekTa M3 BbiMajatoLLlero Cnucka BblbpaTb HEOGXOAMMbIN MPOTOKON
[OCTaBKM.

& [obaeneHne npoTtokona goctaekn B ¢hoHa BPM 6ymeT mocTynHO Tonbko B TOM Ciy4vae, eciu
HaCTPOEH XOTA Bbl OAUH MPOTOKON A0CTaBKU B «KOMMOHEHTLI - [poTOKONbI 4OCTaBKU».
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8.9 . YnpaBneHue ceccusiMu nogxntodeHHbIX K poHay BPM nonb3osarenei

8.9.1. YnpaeneHue akTUBHbIMM CECCUSIMU MONb30BaTENEN
B rpaduueckom uHTepderice ynpaeneHus Termidesk peanvsoBaHa BO3MOXHOCTb MPOCMOTpPaA

MHbOPMALMU U YNPABNEHNS TEKYLLMMU aKTUBHbIMU CECCUSMM NONb30BaTeNen B poHaax BPM.

LocTynHbl cnegyroLLmMe BO3MOXHOCTU MO YNpPaBieHUO0 CECCUEN:

* OTKNOYeHMe ceccum nonb3osatensa. Cnepgyet nepenTtn «Paboune mecta - Ceccum», noMeTuTb
CECCUIO MONb30BaTeNsl U HaxaTb 3KpaHHyk kHonky [OTkniouuTb]. lMocne HakaTms 3kpaHHOM
KHOMKKU [OTKAOUUTB] NPUHYAUTENbHBINM WTATHbIN Bbixod nonb3osaTens u3 OC BPM npousonget B
TeyeHre 30 cekyHa. Takxke ceccuss nonb3oBaTens 6yaeT aBTOMAaTUYECKM W MPUHYAUTENbHO
3aBepLUeHa, eciM OH OblN ydaneH WAM OOMeH ayTeHTUdMKALMKU, B KOTOPbIM BXOAMT 3TOT
NoJib30BaTe b, Obl/1 OTK/IHOUEH UMM YAANEH;

* cbpoc ceccum nonb3osatensa. Cnegyet nepentn «Paboume MecTta - Ceccum», NMOMeTUTb CECCUIO
MoNib30BaTeNs U HaXaTb 3KpaHHYto kHonky [CopocuTs];

* noak/toveHMe K ceccum nonb3osatensa. Cneagyet nepentn «Paboume Mecta - Ceccum», NnoMeTUTb
CeCccuio Mosb30oBaTens U HaxaTb 3kpaHHyt kHonky [[MoMowHuk]. Ons paboTbl nopkntoyeHus
HeobxoaMMo, YTObbI:

e B rocteBor OC BPM 6bin ycTaHOBNEH KOMMOHEHT «YAAneHHbIA MOMOLUHUK» (KIMEeHTCKas
YyacTb);

e B CceTeBOM WHPpACTPyKType npeanpusaTmvs CyLEeCcTBOBan Y3el C  YCTaHOB/IEHHbIM
KOMMOHEHTOM « YIaNeHHbIM MOMOLLUHUK» (CepBepHasl 4acTb) M OH Obln JOCTYNeH Ans
B3aMMOAENCTBUA C « YHMBEPCANbHbIM AUCMETHEPOMY;

e B CMUCTEMHbIX TMapaMeTpax Obln yCTaHOBAEH napaMeTp «Adpec cepBepa YAANEHHOMO

nomoLHuka» (cM. nogpasgen Obwme cucteMHble napameTpbl Termidesk).

A ODyHKuMoHan ynpaBneHUs ceccusiMM Monb3oBaTens U3 cTpaHuubl «Pabouve mecta - Ceccum»
HeLOCTYMNeH ANs TEPMUHANbHbIX CeccUA. BO3MOXHOCTM MO yrnpaBneHUO TakMMW CECCUSAMMU
npuBeLeHbl B Nnoapasaene YnpaBneHUe TepMUHAJIbHbIMU CECCUAMU B Ha3HaueHHOM ¢oHae BPM.

© He pexkomeHayeTca yCcTaHaBIMBaTb KOMMOHEHT «YaaneHHbI MOMOLLHMKY» (CepBepHas 4acTb) Ha
y3el C YCTaHOBNEHHbIM KOMMOHEHTOM «YHMBEPCANbHbIA AMCMNETYEp», MOCKONAbKY 06a
KOMMOHEHTa BHOCAT M3MeHeHUS B KOHDUrypaLmio Beb-cepBepa apache.

[na npocMoTpa OCHOBHbIX CBeAEHMM 0O aKTUBHbIX ceccuax rnonb3oBaTtenen B doHaax BPM cnepyer

nepentn «Paboume mecTa - Ceccum», NoCe Yero OTKPOETCA CBoAHAs Tabnumua (cm. PucyHok 25).
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— TERMIDESI’( @ @Cm:rel\mblﬁ nonesosarens (admini23) ~

@ O6zop Ceccmn
& KoMnoHeHTb! > AKTVBHBIE Ceccun nonb3oBartenei

= ATpubyT Yecnosue 3Hauenne
L Hactporikn > "

Hwuuero He BuifpaHo Hwuero He BuipaHo v Beedume znayeHue + | | = | Haittn | | C6pocnTe

Q Pabouwve mecta >

C | 1M~ = Boibpatb cTpoku | v HacTponTe Big & Momowruk || Otkniounts || C6pocuTs

||| MOHMTOPUHT > Hata Monw3sosatens IP-agpec Xoct Mecto IP Mecta N4 Mecta PoHg

24,05.2024, 17:43:24 BcTpoenHbiiA-admin123 10.10.100.11 DESKTOP-1C2D7FE cl-00001 10.100.254.73 02:00:D04:99:09:56 astra

15 ~ |HacTp. 1-1wms1 - Tlms1

& vHopactpykryps >

PucyHok 25 - NMpocmoTp cBeaeHU 06 akTUBHbIX ceccusix nonb3oBatenen B doHaax BPM

3anMcK B CNMCKe MOALEPXKMBAOT (PYHKLMIO MHOXECTBEHHOro BblOOpa WM BbINMOMHEHUS OMepauui Hap
HEeCKONbKMMU 06beKTaMW OAHOBPEMEHHO. BbIMonHUTL onepaumio Had, HECKOIbKUMU 0OBEKTaMU MOXKHO
TOJIbKO TOrAa, KOrAa OHa A0onycTUMa AJisl BCeX BbIOpaHHbIX 0ObeKTOB.
CyuwiecTBytoT BapuaHTbl Bblbopa 3anmcen Tabnuubl, AOCTYMHblE Yepe3 BbiMafatoWwmi CIIMCOK 3KPaHHOM
KHonku [Bbi6paTb CTPOKMU], @ MMEHHO:

* BblAEUTb BCE CTPOKM TabnumLbl, akTUBMPOBaB «BbibpaTb Bce»;

* BblAEUTb BCE CTPOKM Ha TeKYLLEM CTpaHuLe Tabnumubl, akTUBMPOBaB «BbibpaTb Bce Ha CTp.»;

* COpPOCUTb BblaeNIEHNE CTPOK, akTUBMpPOBaB « COpOCUTb».

® [0 MHOXKECTBEHHOMO BbIAENEHMS 3aMMCEN MOXKHO 3aXKaTb M yaepxxumeatb knasuiwm <CTRL> mau
< SHIFT>. Ona c6bpoca MHOXECTBEHHOrO BbIAENEHUS HYXXHO aKTUBUPOBaTb (YHKLMIO
«CbpocuTb» 3KpaHHOM KHomnku [Bbl6paTb CTpokM] unu HaxkaTb Ha MPOM3BO/BbHYIO CTPOKY
Tabnuupl.

A B cnyyae wu3MeHeHMs LWIMPWUHBI CTONBLOB WMAM UMX nopsiaka npousongetr cbpoc paHee
BbIMO/IHEHHOO BblAENEHUS.

- ” C
LOns obHOBNEHMA 3HAYEHMN TabnMLbl UCNOb3YeTCs rpacdUYecKmUin 3neMeHT . na 3apaHusa nepuopa
OBHOBNEHUS MNW €ero OTKJIKOYEHUS CNneayeT WCMOob30BaTb BbIMAZAMOLIMM CMUCOK (cM. PucyHok 26) CO

3Ha4eHUAMUN NHTEpBasla B MUHYTaX, paCI'IOl'IO)KEHHbIﬁ pAagoM C yKa3aHHbIM 2/1EMEHTOM.

I C || 10 MuH ~ BoibpaTk cTpoKK |~ Hactpoutk BUA

PucyHok 26 — O6HoBNEHWE 3HAYEHNIN TabnuULbI
BHewHW B1A, Tabnmubl cnmvcka akTUBHbIX CECCUM MOYKHO MOANDULIMPOBATb, U3MEHUB:
" CNUCOK OTOBparkaeMbix CTONOLOB. [N U3MEHEHUSI CMMCKA HY)KHO BOCMOJIb30BaTbCS 3KPAHHOM

kHonkou [HacTpoutb BMA] M OTMETUTL HaMMeHOBaHMSA CTONBLOB (cM. PucyHok 27), KOTOpble OyayT
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OTOOPaXKEHbI, WM CHATb OTMETKY C HaMMEHOBaHWW, KOTOPble [OMKHbI ObiTb CKPbITbl U3
oTobpaxkeHusi. Ing NpUMeHeHUs U3MEHEHUI HYXKHO HaXkaTb 3KpaHHYo kHonky [CoxpanuTb]. MNpu
nonbITKe y6paTb BbIGOP CO BCEX MYHKTOB M HaXkaTus 3kpaHHoM kHonkun [CoxpaHuTb] oTobpasuTcs
coobLueHne «Henb3s cKpbITb BCE KOMOHKM Tabnumubi» U M3MeHeHUe He npuMeHnTcsa. [l na Bo3spara

K MCXOOHOMY COCTOSIHUIO OTOBpaykeHusi criefyeT BOCMOMb30BaTbCs 3KpaHHOU KHomnkov [CopocuTtb

BMA);

HacTpouTb BUA, x
gbIGEPL'Te KONOHKW 786)1[”4!3 , KOTOpbIE HYXHO oToBpasnTs.
KonoHka
lNara
Monb3oBaTens
P-appec
Xoct
MecTo
IP MecTa
W Mecta
PoHg,
CHpocuTb BUA OTMEeHUTL

PucyHok 27 — Bbibop cTonbuos ans otobpaxkeHus
" NoOpsfoK CnefoBaHWs CTON6uUOB. [Ing M3MeHeHUs MOpsKa CNefOBaHWUS HY>XXHO 3axBaTWUTb JIeBOM
KHOMKOM MbILUKX 3arofioBOK CTON6La, U, He OTMYCKasi KHOMKY MbIlUKW, MEPEHECTU ero B HYXXHOe
pacrnonoyXeHue (cm. Pucyrok 28). ns BO3BpaTa K WMCXOAHOMY COCTOSIHUIO OTOBpakeHus cnepyet
BOCMONb30BaTbCs 3KpaHHOW KHonkon [C6pocuTb nNOpsSAOK KOMOHOK], KOTOpas CTaHOBUTCA

[OCTYMHa TONMbKO NMOC/E U3MEHEHMS MOpsiAKa CNeaoBaHUs CTONOLOB M ByaeT CkpbiTa nocne cbpoca;

Aata . MNonb3oBaTenb | Xoct

25.01.2024, 18:06:57 BcTpoerHbiid-admin123 n0@3°BaT§ﬂb
PucyHok 28 — U3amMeHeHWe nopapka cnepoBaHMa cTonbL0B
" LWIMPUHY CTONBLOB. N9 U3MEHEHUS LMPUHDBI HYXXHO HaXXaTb U YAEpXKMBATb JIEBYH KHOMKY MbILUMN
Ha rpaHuue CcToMbLOB, MnepemMeLlasl ee B CTOPOHY PACLUMPEHUS UM CYXXEeHUs CTonbua (cm.

PucyHok 29).

fdata . XocT |+ NonbzoBatens

25.01.2024, 18:06:57 DESKTOP-1C2D7FE BeTpoeHHblii-adminl 23

PucyHok 29 — U3meHeHMWe WNMPUHBI CTON6L0B
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OcHoBHble napaMeTpbl ceccuit nepeuncneHol B ctonbue «[llapameTp» cnenyrowen Tabnuubl (cm.
Tabnuua 36).

Tabnuua 36 — OcHOBHble NapaMeTpbl CECCUM MONb30BATENEN

Mapametp OnucaHue
«[Data» [ata v BpeMsa Bxoga nosb3oeatens Ha BPM
«[Nonb3oBaTenb» Mms nonb3oBaTens, koTopoMy 6b1s10 BbigaHo BPM
«IP-appec» IP-appec HMumnaTopa ceccum
«XocT» HanmeHoBaHWe MHMUMaTOpa ceccum
«MecTto» HaumeHoBaHue BPM, BbigaHHOro nonb3osartento
«|P MecTa» IP-appec BPM, BblaaHHOro nonb3oBaTento
«WN [ MecTta» MpoeHTudmrkatop BPM, BbigaHHOMro nonb3oBatento
«®DoHa» HaseaHue ¢doHAa, B cocTaBe KOTOPOro HaxoamMTca BblaaHHoe BPM

® 3anucu B cnivcke Noaaep>KMBatoT GYHKLMIO MHOXXECTBEHHOrO Bbi6Opa M BbIMOSHEHUS OMepaLmi
Hafl HEeCKONbKMMW OObekTaMu OAHOBpPEMEHHO. BbINonHWUTL onepaumio Hap HECKObKUMMU
06beKkTaMM MOXHO TONIbKO TOrAa, Koraa oHa JonycTuMa Ans BCeX BblOpaHHbIX 06bekToB. [ns
BbIOOpa HECKONbKMX 3aMMCen HYXKHO 3axaTb U yaepxusaTb knasuwmn <CTRL> vnun < SHIFT>.

8.9.2 . ®unbTpaumsa cnMcka akTUBHBIX CECCUN

Ha cTpaHuMue CO CMUCKOM aKTMBHbLIX CECCUM [OCTYMHA MexaHuMKa GUAbTpaumm (cM.  PucyHok 25).
®unbTpauma OCyLLECTBNSETCA MyTeM 33a4aHUSI 3HAYEHUM A8 MapaMeTpoB «ATpubyT», «YcnoBue» wu
«3HayeHue».

Ons pobaBneHuss fONONHUTENbHOrO GUANbLTPa creayeT HaXaTb 3KpaHHyk kHonky [+]. Ons yaaneHus
bunbTpa HY>XHO MCMOMb30BaTh IKPaHHYIO KHOMKY [-] B COOTBETCTBYOLLIEN CTPOKE.

Y100bI MPUMEHUTL YCTAHOBNEHHbIE MAapaMeTpbl GUAbTPaUMKU, CNesyeT HaXKaTb 3IKPAHHYH KHOMKY
[HaiTu]. Ons cbpoca Bcex yCTaHOBNEHHbIX MapaMeTpPOB HYXKHO HaXkaTb 3KpaHHYto kHonky [CopocuTs].

MoppobHoe onncaHMe MexaHUKK pUNBbTPALMM CMIUCKA CECCUI MPUBELEHO B Tabnumue (cm. Tabnuua 37).

® [Mpu pyyHoM BBOAE AaHHBIX B none ¢puabTpa «3HavyeHne» A0MyCKaeTCs MOHbIA UAK YaCTUYHbIN
BBOJ, TO/IbKO OAHOr0 napameTpa hunbTpaumm.

A Tpy NpYMeHeHUN HeCKONbKUX OAMHAKOBbLIX (UALTPOB K CMUCKY, GUAbTPaLMs BbIMOMHAETCS C
Yy4eTOM TOMbKO NOCNeAHEro 3afaHHOro GpuabTpa.
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«SlBnaetca» - no YKa3aHHOMY UMEHU MONb30BaTenNs,
«He aBngaetca» - ucknovas YKa3aHHOe nmqa
nonb3oBaTens,

«HaunHaeTca c» - No HayanbHOM YacTU UMEHM
nosib30BaTens,

«OkaHuMBaeTCca Ha» - MO KOHEYHOM YaCTU UMEHM
noJsib30BaTens,

«CO/J,ep)KVIT» - BK/Il0Yad yKa3aHHYH 4aCTb UMEHU
nosb3oBaTtens

AtpubyT Ycnoeus 3HaueHue
«Hata» ®opMupoBaHUe CNMCKa CECCUN: = «MuHyTa»;
* «B npegenax» - B ykazaHHOM BPEMEHHOM = «5 MUHYT»;
MPOMEXYTKE; = «30 MUHYT»;
* «He B npenenax» - UckNto4as yKasaHHbIN * «1 yacy;
BPEMEHHOM NMPOMEXYTOK * «12 vacos»;
* «24 vaca»;
= «CerogHsa»;
= «3JTa Hepena»,;
= «ITOT Mecau»
«[lMonb3oBaTenb» ®opMumpoBaHKMe cnmncka Ceccum: PyuHor BBOA,

«|P-appec»

®opmMupoBaHMe cnmncka ceccum:

«SlBnseTcsa» - no ykasaHHoMmy |P-agpecy
MHULUMATOPa Ceccuu;

«He aBnseTtca» - ucknroyvast ykasaHHbin |P-agpec
WHWLMaTOpa ceccuu;

«HaunHaeTca c» - no HayanbHoM YacTu |P-appeca
MHUUMATOpa ceccuu;

«OKaH4YMBaeTCs Ha» - MO KOHe4YyHoW YacTu IP-
agpeca MHULMaTopa CeCcCum;

«Copep>uT» - BKNtOYast yKasaHHYy vacTb |P-
aapeca MHULMATOPa Ceccum

PyuHou BBOg,

«XocT»

®opmMmnpoBaHMe CNMCKa CECCUN:

«SBngeTca» - No ykasaHHOMY HavMEHOBAHWIO
MHUUMATOpa Ceccuu;

«He aBngaetca» - ucknrovas ykasaHHoe
HaMMeHOBaHWe MHMLMATOPa CECCUM;
«HaunHaeTcs c» - No Ha4anbHOM YacTu
HaMMEHOBaHMS MHULMATOPa CECCUM;
«OKaHuYMBaeTCca Ha» - N0 KOHEYHOW YacTu
HanMMeHOBaHUS UHULMATOPa Ceccuu;
«CopepXMT» - BK/IHOYAA YKa3aHHYH 4acTb
HaMMEHOBaHWS MHULMATOPa CECCUN

PyuHov BBOA,

«MecTto»

(dopMUpoBaHME CUCKA CECCUIA:

«SlBnaerca» - No ykasaHHOMY HaMMEHOBAHMIO
BPM, BblgaHHOro nonb3oBaTento;

«He aBngetca» - ucknoyasa ykasaHHoe
HauMeHoBaHue BPM, BbigaHHOro nonb3oBsaTento;
«HaunHaeTca c» - No Ha4yabHOM YacTH
HauMeHoBaHUA BPM, BblgaHHOro nonb3oBaTento;
«OKaHUYMBAETCS Ha» - MO KOHEYHOW YacTu
HanMeHoBaHMa BPM, BbigaHHOro nonb3oBatento;
«Comep>uT» - BKJItoUas yKasaHHYH 4acTb
HauMeHoBaHua BPM, BbigaHHOro nonb3osaTento

PyuHoti BBOA,
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Atpubyt Ycnosus 3HaueHue

«IP MecTa» ®opMupoBaHUe CNMCKa CECCUN: PyuHoli BBOZ,

= «SBnsaetca» - no ykasaHHomy IP-agpecy BPM,
BblJaHHOMO MO/b30BaTeNto;

» «He aBnseTca» - uckntoyas ykasaHHbi |P-agpec
BPM, BblgaHHOro nosnb3osaTento;

» «HauuHaeTca c» - no HayanbHoM YacTu |P-appeca
BPM, BblgaHHOro nonb3oBaTesnto;

= «OkaHumBaeTca Ha» - Mo KOHeuHon yacTu |P-
appeca BPM, BbigaHHoro nonb3ogatento;

» «CopepXuT» - BK/tOYas yKazaHHYo YacTb IP-
appeca BPM, BblaaHHoro nonb3osatento

«MN 0 MecTa» ®opmMupoBaHMe CnmMcKa Ceccui: PyuHou BBoOp,

* «SlBngeTca» - NO yKasaHHOMY MAaeHTUdUKaTOpy
BPM, BblgaHHOro nosnb3osaTento;

» «He sBnseTca» - Ucktoyas ykasaHHbIM
maeHTndbmkatop BPM, BblgaHHOro nonb3osarento;

= «HauuMHaeTca c» - Mo Ha4aNbHOM YacTu
uaeHTudmrkatopa BPM, BbigaHHOro nonb3oBaTento;

= «OkaH4YMBaeTCs Ha» - MO KOHEYHOM YacTu
naeHTudbmkatopa BPM, BblgaHHOro nonb3oBaTento;

* «CopepykuT» - BKIHOYAs YKa3aHHYH 4YacTb
maeHTudbmkatopa BPM, BbigaHHOro nosib3oBatesnto

«®oHa» ®opMupoBaHUe CrmMCKa CECCUM: PyuHol BBOZ,

» «SlBnsieTca» - No yka3aHHOMY HaMMEHOBAHUIO
dboHaa, B kKoTopoM HaxoauTcs BPM;

= «He asnaeTca» - uckntovas ykasaHHoe
HanMMeHoBaHWe PoHZa, B KOTOPOM HaxopuTcs BPM;

= «HaunHaeTca c» - Mo HayaNbHOM YacTn
HanMMeHoBaHMA GoHAA, B KOTOPOM HaxoauTca BPM;

= «OKaH4YMBaeTCa Ha» - MO KOHEYHOM YacTu
HaMMeHoBaHus GoHAa, B KOTOpOM HaxoamTcs BPM;

» «CopepX1T» - BKIKOYAa YKa3aHHYH 4acTb
HauMeHOBaHUs PoHAa, B KOTOPOM HaxopuTcs BPM

8.10 . Hacrpoiika aBTOMaTMyeckoro noaxnodeHus K ¢oHay BPM

8.10.1 . Asromartuueckoe nogxntoyeHue K poHay BPM

ABTOMaTMyeckoe noakntodeHme K doHay BPM nossonsietr koMnoHeHTY «KnueHT» BbINONHUTbL MOUCK B
CETU KOMMOHEHTa «YHMBEpPCaNbHbIA OUCMETYEP» U peann3oBaTb aBTOMaTMUYECKOe MOAK/oYEHME K
ony6nvkoBaHHbIM doHaam BPM.

LOns aBTomMaTnyeckoro noaxntodeHms K doHay BPM nocne HacTporiku aBToMaTUYeCKOro nomcka cepeepa
MOAKIHOYEHUM Ha Yy3ne C ycTaHoBneHHbIM Termidesk cnepyet nepevitn «HacTtporiku - CucteMHble
napameTpbl - O6wime», aKTUBMPOBaTL MapamMeTp «ABTO3amyCcK paboyero MecTa» M HaXkaTb 3KPAHHYIHO

kHonKy [CoxpaHuTb].
& [ns aBTOMaTU4yecKkoro nopkntodeHus k ¢oHay BPM HyHO HacTpouTb rpynnbl gocTyna K

dboHgaM BPM Tak, 4ToObl NOMb30BATENSIM M3 KaXKAOM rpynmbl 6bla1 4OCTYMNEH TOMbKO OAMH (POHA,.
Ecnv nonb3oBatenb SBNAETCA UNEHOM HECKONbKMX TPynn, M Kax4oW U3 3TUX rpynn
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a

npegocTasBneH [ocTtyn K oTtgenbHomy doHgy BPM, 10 nonb3oBatenbs nonydaet poctyn K
HeckonbkuMm ¢poHaamM opHoBpeMeHHo. B  TakoM cnyvae, aBTOMaTMuyeckoe MOAKJIOYEHME
HeEBbIMOTHUMO. ﬂpM 3TOM BO3MOXHOCTb py‘-IHOFO nogKM4YeHUA COXpPaHAETCA.

LOna koppekTHoM paboTbl aBTOMATM4Yeckoro nogkntodeHns K doHay BPM  Heobxogumo
BbIMO/IHUTb HacTponKy cny>k6bl DNS.

8.10.2 . HacTpoitka aBToMaTM4eckoro noucka B cetu cepBepa Termidesk

ABTOMAaTMYECKUIM MOUCK CepBeEpPa MOAKJIHOUYEHUIN MO3BOSIIET KOMMOHEHTY «KAMEHT» BbIMOAHUTL MOUCK B

CETM KOMMOHEHTA « YHMBEPCA/bHbIN AMUCTIETUYEPY.

Lna storo Ha DNS-cepBepe aonkHa bbITb BHECEHA OfiHA U3 3arnunCen:

811.

nmbo 3anucb daas TMna TXT ¢ URL-agpecom cepsepa Termidesk, HanpuMmep: https://
termidesk.domain.local;
nmbo  3anmcb vdi TMRa TXT ¢ URL-agpecom cepeepa  Termidesk,  Hanpumep: https://

termidesk.domain.local.

Pe>xum texobcny>kmeaHusa ¢oHaa paboumx mect

8.11.1 . Pexum TexobcnykuaHua GpoHAa TepMUHANBHOrO cepeepa

Pexxum Texobcny>kmsaHma ¢hoHAa - 3TO 3anpeT Nosib30BaTeNsIM MOAKIOYATbCA (CO34aBaTb HOBYHO CECCUIO)

W/Mnu NepenoaKaYaTbCs MOBTOPHO B CYLLECTBYHOLLYHO ceccuto hoHAa TEPMUHANIbBHOMO cepBepa. DTOT

PEeXXUM MpefHa3HayeH Ans MPOBeAEeHUst MAAHOBbIX PernaMeHTHbIX WM aBapUMHbIX paboT: Hampumep,

Koraa

HY>XHO MPUMEHUTb OOHOBNEHUS WU UCMPABNEHUS AN TEPMUHANBbHOIO cepBepa U TpebyeTcs

BPEMEHHO MPEKPaTUTb HOBbIE MOAK/OYEHMUS K HDOHAY.

®

Pexxnum TEXO6CJ'Iy)KMBaHVIFI MOXXET NMPUMEHATBCA U K OTAESIbHOMY TEepMUHAJZIbHOMY CepBEpPY B

BblOpaHHOM ¢oHae (cM. noapasgen YnpasneHUE TEPMUHA/IbHbIMKU CECCUSMM B HasHa4Ye€HHOM
¢doHpe BPM).

[Ons nepeBopa doHAa B pexxuM Texobcny>kmaHusa crnepyeT nepentu «KoMnoHeHTbl - DoHAbI» M HaXKaTb

3KpaHHyto KHonKy [Texobcny)kuBaHue] c BbIGOPOM M3 BbINafatoLLEro CAMCKa 3HaYeHUs «BKarounTb» (cm.

PucyHok 30). 3aTeM NOATBEPAUTbL BKIIKOUEHME peXMMA.
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PucyHok 30 - NMepeBopn poHAa TEPMUHANBHOIO CepBeEpPa B PEXXUM TEXODCNY>KMBAHMUSA
CocTosiHue pexxnma Texobcny>kmaHus byaeT oTobpaxkeHo B ctonbue «CraTtyc» cnmcka ¢doHzos BPM.
Lna oTkntodeHMa pexkmma TeXOBCNY>KMBAHUS HY>KHO BblOpaTb ¢OHZ TEepMUHANbHOrO CepBepa, HaXkaTb
3KpaHHyto KHoMKy [TexobcnykuBaHue], a 3aTeM BbiGpaTb W3 BbINAJAIOLWErO CMMUCKA 3HAYeHue
«BbiknounTtb». [lo 3aBeplieHUM TexobcnyxkmBaHus ¢GOHAO MOXET ObiTb CHOBAa WCMOMb30BaH ANs

pa3melueHus BPM (TepMuHanbHbIX ceccun).
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9. NMPOTOKO/1bl AOCTABKHA

9.1. O6wue cBeaeHUs 0 NPOTOKONaX AOCTaBKU

MpoTokon pocTaBkM — 3TO noppepxmeaembl B Termidesk npotokon ypaneHHoro goctyna k BPM.
MpoTokonbl focTaBKM obecrneymBatoT nepegadvy skpaHa BPM Ha nonb3oBaTenbckyto paboyyro CTaHUMIO.
HocTaeka akpaHa BPM MoxeT 6bITb BbINOMHEHA KaK HAaNpsAMYHO, Tak U Yepe3 KOMMAOHEHT «LLinto3».

LOna npobasneHuns npoTokona AocTaBku cnepyeT nepentu «KoMnoHeHThl - [poTokonbl 4OCTaBKU», 3aTEM
HaXkaTb 3KpaHHYyto KHorky [Co3aaTb] 1 BbIGpaTh U3 BbiNaaatoLLEro CrMCKa NOAAEPXKMBAEMbIA MPOTOKON U
cnocob JoCTaBKM.

L[o6aBneHHbIe MPOTOKOJIbl MOXXHO PefaKTUPOBaThb, AJ1S1 3TOr0 HY>KHO MOMETUTb MPOTOKON M NMOC/E HaXKaTb
3KpaHHY KHOMKy [3MeHUTb].

Lob6aBneHHble paHee MPOTOKO/bl MOXKHO YAA/IUTb, AJ1S1 STOFO HY>KHO NMOMETUTb MPOTOKO/ M MOC/e HaXKaTb

3KpaHHY0 KHOMKy [Yaanutb].

& TlpoTokon [OCTaBKM MOXET ObiTb yAaseH TONbKO B TOM C/ly4Yae, €C/iM OH He WCMOJib3yeTcs
dboHgom BPM.

9.2. MNoakntoueHus no nportokony RDP pna pocryna k pecypcam cepBepoB TeEpMUHANOB

9.2.1 . MNMogkntoueHme no npotokony RDP gna pocryna k pecypcam cepeepa TepMUHaNoB
LOna pobaBneHuss nogkntodeHuss ana goctyna kK MS RDS wunu STAL agmuHucTpatopy Termidesk
HeobxoamMo nepenTn «KomMnoHeHTbl - MpoToKoNbl AOCTaBKM», HaXaTb Ha 3kpaHHYto kHonky [Cospatb],

BblopaTb «RDP (TepMUHanbHbIM foCcTyn)».
3aTeM 3aMnonHUTb AaHHble, NepeyncsieHHble B cTonbue «lMapameTp» cnepytrollent Tabnumubl (cm. Tabnuua 38).

Tabnuua 38 — [daHHble ana nobaBneHUs nNpsMoro NoaKJYEHUS K CepBepaM TEPMUMHAJIOB

Mapametp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBAHWE MPOTOKOA AOCTABKM
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNoNb3yeMoe A1 ONUCaHUS

Ha3Ha4yeHWMAa NpPOTOKONAa A0CTaBKU

«[Mpuoputer» MpenmMyLLeCTBO MCMONB30BaHMS NPOTOKONA AOCTaBkU B hoHae BPM

«URL wntoza» Appec «Lnto3a» B popmate
ws(s)://192.0.2.30:5099,
obecneymBatoLLero hGopMMpoBaHMe U NoaaepyKaHMe CoeanHeHUs.

LOupekTnBa ws OTHOCKTCS K Ucnosib3oBaHuto nopta 80, AMpekTnBa wss
O3Ha4YaeT ucrnonb3osaHue 443 nopra.

MapameTp 192.0.2.30 - poctynHbin IP-agpec «Lntoza». Mpumep IP-
aapeca npuseaeH B cootesetcTBum ¢ RFC 5737, oH gonyeH 6biTb
3aMEHEH Ha aKTyaslbHblW, MCMO/b3YEMbIN COMNACHO CXEME agpecalmu,
NPUHATON B MHDPACTPYKTYpe OpraHM3aLmm.

3HayeHMe 3TOro NapamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS u3 koHdurypaumoHHoro danna /etc/opt/
termidesk-vdi/termidesk.conf
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Mapametp

OnucaHue

«Bpemsa oxunaaHus coegmHeHUs»

Bpems oxxmpaHus (B cekyHaax) oTknamka «LLnrosa».

Mpwu npsiMom coeanHeHnn (He vepes «LLnto3») MOXXHO ocTaBUTb
3HaYeHMeE Mo YMONYaHMIO, T.K. MapaMeTp He ByaeT oKaszbliBaTb BIUSHUS
Ha NOAKJOYEHUE

«[TopT»

Bbibop nopta ans nopkntoueHus. Mo ymonvaHuio ncnonbsyercs nopt
3389

«PaspewmnTb cMapT-KapTbi»

Pa3pemMTb MAEHTVICbVIKaLI,MIO Cy6'bEKTOB Ha OCHOBE CMapT-KapT

«Pa3pelwmTb NpUHTEPDLI»

PaspelunTb nepeHanpaeneHe ycTponcTe nevatr no npotokony RDP

«PazpelwunTb gucku»

PaspelunTb nepeHanpasneHune ycTponcTB XpaHeHus no npotokony RDP

« Pa3pem UTb NocnenoBaTeibHbIE MNOPTbI»

PaBDELIJMTb nepeHanpasneHMe NocnenoBaTe/ibHbIX MOPTOB MO NPOTOKONY
RDP

«[lMoka3sbiBaTb 06OU»

OTo6paxkaTb poHOBOE M306parkeHNe, HACTPOEHHOE Ha paboyeM cTone

«Pa3pelwmTb kKOMMNo3umLMIo paboyero crona»

PazpelunTb TeMbl paboyero ctona

«CrnaxuvBaHue LwpudToB»

Mcnonb3oBaTb TEXHONOMMIO CrAaXKMBaHUS LWpUQTOB

«Moppep>xka CredSSP»

Mcnonb3oBaTb TEXHOMOMMIO €AMHOMO BXOAA C MOMOLLBIO YCyT
6e3sonacHocTu Credential Security Service Provider

«Mcnonb3osate ALSA»

Mcnonb3oBaTb NporpaMMHbI MUKLLEP AN MepefaYdm 3ByKa

«[MapaMeTpbl cMapT-KapTbI»

YkazaTb KoHbUrypauuio naeHTMdbmKaLmMmM no CMapT-KapTam

«Bce npuHTEpbI»

BbinonHUTbL NepeHanpasneHne BCeX YCTPOMCTB NMeyaTu no npoToKony
RDP. MNpu BbikNtoueHHOM NapameTpe «PaspelnTb NPUHTEPBI» AAHHbIN
napamMeTp UrHopupyetcs

«RemoteF X»

Mcnonb3oBaTtb TexHonoruto RemoteFX

«Bce RemoteFX ycTporicTea»

Mcnonb3osaTb Bce RemoteFX ycTponctea

«[JMHammueckoe paspeLueHue»

PaspelunTb nepegayy AMHaMMUYECKOro paspeLleHuns ans sKkpaHa
pabouero cTona

A TapameTp ponyeH BbITb OTK/IOYEH MPU peanmsaumm AoCTyna K
STAL c pabouen ctaHumm nonb3oBatens Ha OC Microsoft
Windows 11.

«[ocTyn u3 ceten»

Mpu BbIGOpe 3HaueHus «Oa» npoTokon ByaeT paspeLleH TONbKO As
nepeyncneHHbix B napameTpe «CeTu» ananasoHOB ceTen (peanmsams
«6enoro» cnucka focTyna).

Mpwu BbIGOpE 3HauYeHMs «HeT» NnpoTokon ByaeT 3anpeLueH ons
nepeyncneHHbix B napameTpe «CeTu» AnanasoHOB ceTen (peanmsaums
«YepHOro» cnmMcka JocTyna)

«CeTun»

BbibpaTb AManasoH ceTeBbiX afpecoB, U3 KOTOPbIX ByaeT paspeLLeHo
WAN 3anpeLLEeHO UCMob30BaHME NPOTOKONA AN noakatoueHns Kk BPM.
YKa3zaHHble Anana3oHbl 40MKHbI 6biTb co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3pelueHHble ycTpoicTea»

YkazaTb ngeHtndmkatopbl OC, koTopble MOryT 6bITb MCMOJIb30BaHbI NpU
noakntoyeHun no npotokony RDP k BPM

Ons npoBepkyM NpaBUALHOCTWU 3anonHEHUs GOPMbl MOAKHOYEHUS MOXHO MCMONb30BaTb 3KPAHHYHO

kHonky [TecT].
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9.2.2 . MNMogkntoueHume no npotokony RDP gna pocryna k pecypcam cepeepa TepMUHANOB Yepes
KOMnoHeHT «LLnto3»
Haunnas ¢ Termidesk Bepcum 5.0 nogknioueHne K pecypcam cepsepa TepMuHanoB depes «LLntos»

HacTpauBaeTcsi npu Bblbope npoTtokona «RDP (TepMuHanbHbIM focTyn)».
& B Termidesk Bepcun 5.0 nogkntoueHme yepes «LLnto3» He nopgaepxxkmusaetca. Ons poctyna k MS

RDS cnenyet HacTpouTb npoTtokon «RDP (TepMuHanbHbIM pocTyn)» 6e3 MCnonb30BaHUs
«LLntoza».
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10 . CUCTEMHDbIE HACTPOMKMU

10.1 . O6wme cuctemHble napaMeTpbl Termidesk

CucremHble napaMeTpbl MNO3BONAKOT 3a4dTb OCHOBHbIE 3Ha4YeHWU4d, HEO6XOLI,VIMbIe ana  ycnewHoro

dyHKUMOHMpoBaHuMa Termidesk.

Ons kKoHduUrypaumm oblmMx CUCTEMHbIX MapaMeTpoB cnepyeT nepentn «Hactporku - CucTeMHble
napameTpbl - ObLme».
JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucrieHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabamua 38).

& VI3MeHeHMe CMCTEMHBIX NapaMeTpoB BCTYMNAKOT B CUY TOJIbKO nocse nepesarpysku Termidesk.

Tabnuua 39 — O6wme cucTemMHble napaMeTpbl Termidesk

MapameTp OnucaHue

«[eHepaTop UMeH» BapuvaHTbl MCnonb3oBaHUA MMeH Mpu pa3sepTbiBaHUK BPM.
3HaueHue no ymonyaHuio: «C nepencrnonib30BaHMEM UMEH»

«Tema oopmneHus» Bbi6op TeMbl opopmneHus rpacduyeckoro nHTepdeica nonb3osaTtens u
ynpasneHus

«JlericTBme C yyeTHOM 3anuncbto paboyero mecta» Bbi6op penicTBus, KOTOpoe ByLeT NPOU3BEAEHO HaA YYETHOM 3aMUChIO
BPM Ha cepBepe kaTanoros (B 4OMeHe ayTeHTUGUKALLMN) MpU
yaaneHun BPM us doHaa.

B TekyLlen Bepcun napamMeTp NPpUMEHUM TOMbKO K JOMEHY
ayTeHTUdUKaummn MS AD. Takxe TpebyeTcs, UTOObI Ha y3ne
«YHuBepcanbHoro aucnetyepa» B kadyectse DNS-cepsepa 6b11 yKkazaH
cepsep MS AD.

Bo3MoxkHble 3HayeHus:

* «YpanuTb Npu yoaneHnn doHaa» (Mo yMOMUYaHWIO) - NpY yaaNeHUN
BPM u3 doHpa yueTHas 3anuce 6yaeT yaaneHa U3 AOMeHa
ayTeHTUdUKaLMK;

» «CbpocuTb Naponb Npu yaaneHuun poHpa» - npu yoaneHnn BPM
u3 poHAa y y4eTHoOM 3anucum byaeT cbpolueH naponb. B Tekyuien
BEPCUM 3TOT BapuMaHT BblBMpaTb He CieayeT, OH NpUBEAEH AN
CMpaBKu;

* «BbiktounTb Npu yaaneHmun poHga» - npu yaaneHun BPM us
¢doHpa yyeTHas 3anucb ByaeT OTK/IHOYEHA B JOMEHE
ayTeHTUdUKaLmu;

» «XpaHUTb Npu yaaneHuu doHaa» - npu yaaneHun BPM u3 doHpa
y4yeTHasl 3anucb ByaeT coXpaHeHa B JOMEHe ayTeHTUDUKALUM.

CnepyeT yyecTb, yTo npwm Beoze rocteson OC B fomeH MS AD:

* ecnu y4yeTHas 3anuce BPM HaxoguTca He B cTaHAapTHOM KaTasore
«Computers», To napameTtp «OU» nonxeH npuHUMaTh 3Ha4YEHUS
Buaa: «OU=Computers,DC=domain,DC=local», T.e. He nonkeH
ucnonb3osatbcs Common Name (CN);

* ecnu y4yeTHas 3anucb BPM HaxopuTca B cTaHAapTHOM KaTanore
«Computers», To napameTp «OU» gonyxeH NnpMHUMaTh 3Ha4YeHUs
Buaa: «CN=Computers,DC=domain,DC=local», T.e. ponxeH
ucnonb3osatbcs Common Name (CN)
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Mapametp

OnucaHue

«ABTO3anyck paboyero mecta»

[MapameTp aBTOMaTU4YECKOro noaktodeHus K poHay BPM uvepes
KoMnoHeHT «KnueHT» (cM. noppaszaen Hactpoiika aBToMarnyeckoro
noawitoyeHus kK poHay BPM).

3HayeHuMe Nno YMOYaHUIO: «HeT»

«Moakntoyatbea kK BPM no»

MapameTp onpenensieT, Kakoe 3Ha4YEHME B MapaMeTpax NMOAKIIHOUYEHUS K
BPM «YHuBepcanbHbIN ucneTyep» AOMKEH NepeaaTb KOMMOHEHTY
«KnunenT».

Bo3MoXHble 3Ha4eHus:

» «CeteBoMy agpecy (IP)» - B napaMeTpax nogxntoveHus bynet
nepenaeatbcs |P-agpec BPM;
» «[NonHomy nomeHHoMy nMeHn (FQDN)» - B mapameTpax
nopxntoueHus bynet nepepasatbcs FQDN BPM.
[LelicTBre napaMeTpa He pacnpoCTPaHSAETCS Ha MPOTOKON
NOAKJIIOYEHMUS K TEPMUHANIBHOMY CEPBEPY - NMPU TaKOM MOAKJTHOYEHUM
Bcerga nepepaetcsa |P-agpec

«MHTepBan NpoBepok K3Lla paboumx MecT»

Mepvog, (B cekyHpax) onpoca BM B dpoHae BPM ans onpepenenus
CTaTyca UX rOTOBHOCTM.

3HaueHue no ymMonyaHuio: «19»

«MHTepBan NpoBepoK HeMcrob3yeMbiX paboumnx
MecT»

Mepuog, (B cekyHAax) NpoBepKU HanmMumns HeakTUBHbIX BPM ons
nocneayoLwero ux yaaneHus.

[na ynaneHua Hemcnonb3yeMmbix paboumx MecT TpebyeTcs 3a4aTb
3HaveHue « Yaanatb paboyee MeCTO» ANS NOAUTUKKU «[encTBue npm
BbIxoge nonb3osatens ns OC».

3HayeHWe No yMonyaHuio: «631»

«MHTepBan ouncTKN MHDOPMALIMOHHBIX 0BbEKTOBY

Mepvog, (B cekyHaax) novcka nHdopMauum o doHaax BPM B cTatyce
«Ypanen», «OTMeHeH», «OWwmMbKa» Ans ee AafbHENLLEN OUYUCTKU.
OumncTka NpoM3BOANTCS MOC/E UCTEYEHUS BPEMEHW, 3a4aHHOIO B
napameTpe «Bpemsa xpaHeHna MHDOPMaLMOHHbBIX OBbEKTOBY.

3HayeHue No ymonuyaHuio: «3607»

«KonnuecTBo NOTOKOB (hOHOBLIX 3a4a4»

KonnuyecTBo 04HOBpPEMEHHbIX 334a4, BbIMOJIHAEMbIX « MeHekepom
pabounx MecT» B OHOBOM MpoLiecce.

3HaveHWe Mo yMoNYaHuo: «4»

«He YUYUTbIBaTb MaKCUMaJibHbl€ OrpaHUYEHUA»

He yunTbiBaTb OrpaHuyeHuns, 3agaHHble B nonax «lMoarotasnmeatb
BM ogHoBpemeHHO» 1 «Yaoanatb BM ogHoBpeMeHHO» nocTaBLuMKa
pecypcoB npu dopmmnposaHmm poHaos BPM. Ecnv napameTp akTuBeH,
B (hOHAE OAHOBPEMEHHO MOXKET CO34aBaThca U yaansaTbes ao 1000 BM.

3HayeHue no YMONYaHUIO: «Het»

«Bpems xpaHeHUs nHHOPMALMOHHbLIX 0BBEKTOBY

Bpemsi xpaHeHus (B cekyHaax) uHdopmaumm o poHgax BPM B cTatyce
«YpaneH», «OTMeHeH», «OLInbka».

3HauveHue no ymonyaHuto: «14401»

«Bpemsa 6nokupoBkuM Bxoga»

Bpems (B cekyHAaax) nocne ncteveHus KOToporo GyaeT BO3MOXEH
MOBTOPHbIV BXOA CybbekTa «AgMUHUCTpaTOp», «[lepcoHan» unm
«Monb3oBaTtenb» B Cyyae NpeBbiLLEHUS CyObeKTOM IMMUTA
HeyAa4HbIX MOMbITOK BXOAA.

3HayeHue no ymonyaHuio: «300»

«URL Bxopa»

URL-agpec HayanbHOM CcTpaHULbl Frpacdmyeckoro uHTepderica
yrnpasneHus

A 3HayeHve napameTpa MeHsTb He crenyer.

3HayeHue no ymMonyaHuto: «/login»
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Mapametp

OnucaHue

Apfpec cepsepa yAaneHHOro NoMOoLLHUKA

URL-agpec y3na c ycTaHOBNEHHOM CEPBEPHOM HYacCTbto « YaaNeHHOro
MOMOLLLHMKA».

Mpumep: https://192.168.0.2.
Mo yMonyaHuto 3HaYeHWe He 3a4aHo

«MakcmManbHoe BpeMa MHUUManu3aumm paboyero
MecTa»

MakcuManbHoe Bpems (B CEKYHAAX) OXMAaHUS roToBHOCTU BPM,
nocne ucteyeHuns kotoporo BM ByneT yaaneHa kak 3aBucLuas.

3HayeHue No yMonyaHuio: «3601»

«MakcnMyM 3anucert B XypHase s 0bbekToB»

MakcnManbHOe KOIMYECTBO CUCTEMHbIX COBbITUN, A06aBNSEMbIX B
>KypHan obbekTa.

3HayeHue no ymonyaHuio: «100»

«VHTepBan NpoBepkn Ans yaaneHust 06bekToB»

Mepuop npoeepku (B cekyHaax) BPM, nomeueHHbIx ons yaaneHus.
3HaueHMe Mo yMonyaHuw: «31»

«KonunuectBo ownbOK ona orpaHnUeHus GoHaa»

Moporosoe 3HauyeHWe KONMHECTBa OLMBOK, MOC/e KOTOPOro GhoHA,
BPM 6yneT nepeseaeH B ctatyc «OrpaHUYeHHbINA».

3HayeHWe Mo YMONYaHUIO: «3»

«MHTepBan oTcnexmeaHusa ownbok B hoHae»

Mepvopa nosiBneHust oLIMBOK (B CeKYHAaX), CBA3aHHbIX C
¢dyHKLMOHMpoBaHWeM doHaa BPM.

3HaueHue no ymonyaHuio: «600»

«KonuyectBo NoTokoB NNaHNPOBLUWMKA 3a0a4»

Moporosoe 3HaYeHWe MOTOKOB 3a/1ay, BbINOJHAEMbIX «MeHemkepoM
pabounx MecT», Npu obecrneyeHnn XnusHeHHoro umkna doHaa BPM.

3HayeHWe Mo YMONYaHUIO: «3»

«CpoK fencTBua ycTapeBLUen Nyonmkaumm»

Bpems (B uacax), no ncteueHum kotoporo BM bynet ynaneHa, ecnu
ny6nukaums doHaa BPM obbsiBneHa ycrtapesiuen.

Mpu obHOBNEHUM NapaMeTpa ero 3Ha4eHUE NPUMEHSIETCS K HOBbIM
ny6nukaumsm. ns nybnvkaumi, cos3gaHHbIX J0 U3MEHeHUs
napameTpa, byaeT AeMCTBOBaTb NMpeablayllee 3Ha4YeHWe napaMeTpa.
Mpu ykazaHuu oTpuLaTenbLHOro 3HadeHns BM 6yanyT yaaneHsl
HemenneHHo, ecnv nybnukaums doHaa BPM obbsiBneHa ycTapesLuen.

3HayeHWe Mo yMonyaHuio: «24»

«CpoK XpaHeHUsl CTaTUCTUKU»

Bpems (B oHAX) XpaHeHus $arinoB >KypHanoB, Mo UCTEYEHUIO KOTOPOrO
>KypHanbl 6yayT nepesanucaHbl.

3HayeHWe Mo yMonyaHuio: «365»

«KonuuecTeo yaanseMbix paboumx MecT 3a 0auH
npoxoa»

MakcumanbHoe konuyectso BPM, ynansembix eaMHoBpeMeHHO 13
¢doHza BPM.

3HauyeHMe MO YMONYAHUIO: «3»

JkpaHHas kHonka [CoxpaHUTb] coxpaHsieT obLLMe cUCTeMHble MapameTpbl.

10.2 . NMapameTpbl 6e3onacHocTu Termidesk

LOns KoHbUrypauum cucteMHbIX NapamMeTpoB Be3onacHOCTM cneayeT nepenTtu «HacTtporku - CuctemMHble

napameTpbl - besonacHocTb».

LJocTynHble ona pepakTMpoBaHUs agMuHUcTpaTopy Termidesk napamMeTpbl nepeuyvcrieHbl B CTOnbue

«[NapameTp» cnepytowiert Hactponka napameTpoB 6e3onacHocTu B Termidesk.
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Tabnuua 40 - MNMapameTpbl 6esonacHocTu Termidesk

MapameTtp

OnucaHue

«MacTep-knrou»

MpeHTudukaTtop pernctpaumm cybbekToB B Termidesk npu goctyne K
¢donay BPM

«JloBepeHHble XOCTbI»

NpoeHTudurkaTop y3nos, MMEOLLMX NpaBo nogkntodaTbes K Termidesk

«AnnTenbHOCTb CECCUMM aAMUHMUCTPATOpa»

BpemeHHoM uHTepBan ceccum (B ceKyHAAXx), UHULMMPOBAHHOM Ha
«[NopTane agMuMHUCTpaTopa»

«JdocTyn K Be6-4acTU CUCTEMHbIM
nonb3oBaresieM»

Bo3MOXHOCTb agMUHKUCTpaTOpa NoaktouaTees K «MopTtany
aAMUHUCTpaTOpa»

«Mcnonb3oBaTb aHOHCcUpyeMbin IP knveHTa»

Mcnonb3oBaTk |P-agpec knveHTa, nepesaBaemMbii B MpoLiecce BXoaa B
Termidesk

«GID cucteMHoM rpynnbl aaMUHUCTpaTopa»

MpeHTudurkaTop rpynnbl, B KOTOPYH BXOAUT YYETHas 3anucb
agMUHUCTpaTopa

«[nnTenbHOCTb Ceccum Nonb3oBaTena»

BpemeHHOM nHTepBan (B ceKyHAax) CECCUM NMONb30BaTENS.

MapameTp BAMSET Ha AIMTENBHOCTbL CeCCMM Monb3osaTens B «[NopTane
nonb3osatens». HaunHaa c Termidesk Bepcuu 5.0 napameTp Takke
onpenensieT obLuee BpeMs MOAK/IIOHYEHWS NOb30BaTeNs K
«YHuBepcanbHoMy aucneTtyepy» Termidesk.

BHe 3aBMCMMOCTM OT TOro, aKTUBEH MOJIb30BATENb WU HET, KaXKAYHo
CEKYHIY NPOUCXOANT YMEHbLLEHME 3HAYEHMS MapaMeTpa Ha 1, npu
LOCTUKEHUM 3HadveHusa 0 noaKoUueHMe nob3oBaTenNs 3aBepLUnTCSa, Npum
3TOM Ha MOoJ/1b30BaTeNbCKOW paboyelt CTaHUMK, B CUCTEMHOM Tpee,
0TOBpasnTCa yBefoMeHUe OT npunoxeHus «KnueHT»: «Baw ceaHc
3aBepLunaCca».

B >xypHane «KnuneHTa» oTpaatoTcsi CObbITUS KaK MoyyYeHUs napameTpa
(«userSessionLength»), Tak 1 3aBepLueHMsI ceccumn No TanmayTy

«MakcumyM nonbIToK BXoaa
ALMUHUCTPATOPOB»

MoporoBoe NoNOXMTENBHOE 3HaUYEHUE YMCIA HEYAAYHbIX MOMbITOK BXOAA
aaAMUHUCTpaTopa. [1apamMeTp MOXeT ObITb U3MEHEH TONbKO
agMuHucTpatopoMm (cM. HasHaueHue cny>kebHbIX hyHKLMIA
aAMUHUCTpaTOpaMm).

3HayeHue «0» 3KBMBASIEHTHO «6€e3 OrpaHUYEHNA»

«MaKCl/IMyM nonbITOK BXoAa I'IepCOHana»

I'Ioporosoe MOJIOXKUTENIbHOE 3Ha4YeHME YMC/la Heyaa4YyHbIX NOMNbITOK BXOAa
Cy6'bEKTOB, HE OTHOCALWMNXCA K aAMUHUCTPATOopYy.

3HayeHue «0» 3KBMBASIEHTHO «6€e3 OrpaHUYEHNA»

«MakcmyM nonbiTok Bxoga Nonb3oaTtenen»

MoporoBoe NoMOXMUTENIbHOE 3HAYEHME YMCIA HEYAAYHbIX NOMbITOK BXOAA
rnonb3oBaTenen.

3HayeHue «0» 3KBMBASIEHTHO «6€e3 OrpaHUYEHNA»

10.3. YTunutbl uHTepdeiica KoMaHAHOM CTPOKM Ana HacTponku Termidesk

10.3.1. YTunura termidesk-config

Ytunuta termidesk-config wucnonb3lyetrcs Ang nepeonpenenieHUsl HacTPoeK, 3afJaHHbIX Ha 3Tane
ycTtaHoBku Termidesk.

[ns BbI30Ba yTUAUTLI CnepyeT:

* B MHTepderice KOMaHAHOW CTPOKM NMepenTn B KaTanor /opt/termidesk/sbin/:

:~$ cd /opt/termidesk/sbin/
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:~$ sudo ./termidesk-config

* OTKpOETCS MHTEPDENC YTUIUTBI (cM. PucyHok 31).

HacTpolika cepeBepa TepMMOECK
BLfepHMTe pasOen IJIA HaCcTPOUKM:
P —

HacTpolika NoOKMoYeHuA k CYBI]

BufSop crnocofa SallMTH NOOKINYeHMA K CYEBI
HacTpolika NOOKIOYSHMA K RabbitMQ

Bribop cnocoba SamTH [NoOKIoUeHKMsa X RabbitMQg
HacTpoliKa XypHaIWMpOBaHMS

MomgpoBHOCTE OTNaNOYHHK COOCHMEHMII B XypHalax
[leperenepalua KIoda DJANGO

[lepereHepalMsa TOKEHA NPOBEPKM COCTOAHUA CIyXO
WsMeHeHMe GID BCTPOEHHHEX aiMMHMCTDaTOpOB
PoJsiM cepBeEpa

[lepesanycr cIyxo

<EEESpaTh>) < Buxom >

PucyHok 31 — NHTepdenc ytunutol termidesk-config

LocTynHbl cnepytowime GyHKUNN YTUAUTDI:

«HacTporika nogkntodenmsa k CYbB/[»: no3BonseT HacTpoMTb napameTpbl nogkntodeHmsa Kk CYB/L;
«Bbibop crnocoba 3awmTbl nogkntodeHnsa Kk CYBO»: nossonseT BbibpaTh 3aLUMLLEHHbIA MPOTOKON
npu nogkntodeHnn Kk CYBb/L;

«HacTporika nopkntoueHuns k RabbitMQ»: nossonseTr HacTpouTb MapameTpbl MOAKIHOYEHUS K
RabbitMQ;

«Bbibop cnocoba 3awmTbl noakntodeHuss K RabbitMQ»: nossonseT BbIOpaTbh 3aLLMLLEHHbIN
NpoOTOKON NMpu noakntodeHmn k RabbitMQ;

«HacTporika >XypHanMpoBaHUs»: NMO3BONSAET HAaCTPOUTb MapaMeTpbl KYPHAJIMPOBAHUS, TaKMe KakK
«Agnpec norrepa» (nepeMeHHas OKpY>KeHUS LOG_ADDRESS), «[MoTok (facility)

YKypHana» (nepemMeHHas okpy>keHus LOG_FACILITY);
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«[MoapobHOCTb OTNAA0UHbIX COOBLLEHMI B XKYpHaNax»: No3BosSeT BbibpaTh YpOBEHb NOAPOBHOCTH
OTNAaf04HbIX COObLLEHNI (NepeMeHHas oKpy>keHus LOG_LEVEL);

«[epereHepaums knoda DJANGO»: nossonsieT nepeonpenennTb 3HadeHue kaoda DJANDO
(nepemeHHaa okpyyeHuss DIJANGO_SECRET_KEY), KOTOpbIWM reHepupyeTcsi Ha 3Tane YCTaHOBKM
Termidesk. MepeonpeneneHune knova MOXXeT NOHAZO0OUTHLCS NPU €ro KOMMPOMETALUK;
«[NepereHepauma TOKeHa MPOBEPKM COCTOAHMSA CNY>KO»: MO3BONSET MEpeonpenesvTb 3HavyeHue
TOKEHa MPOBEPKM COCTOSIHUA Cny6 (nepemMeHHas okpy>keHus HEALTH_CHECK_ACCESS_KEY).
lMepeonpeneneHne TOKkeHa MOXET NMOHAA0OUTLCS MPU €ro KOMMPOMETALUM;

«M3meHeHne GID BCTpoOeHHbIX agMUMHUCTPATOPOB»: MO3BOMAET Ha3Ha4YMTb MAEHTUDUKATOP
rpynnbl, WMCNONb3YHOLLErocs A1 BCTPOEHHOro aomeHa. WM3meHeHwe wupeHTUdUKaTOpa MOXKET
noHagobutbcs, ecnu BcTtpoeHHas B OC rpynna agMMHUCTpaTOpoB OT/AM4YaeTcs OT astra-admin
(1001)unn  ecnn  HyXHO nNpegocTaBUTb MpaBa aAMUHUCTPUpoBaHus Termidesk rpynne
HenpuBMIErMPOBaHHbIX MOMb30BaTENEN;

«Ponu cepsepa»: MoO3BONSET U3MEHUTb POSIM, KOTOpble 3amyckatoTcs Ha y3sne. JocTynHble ponu:
«[NopTan agMuHUcTpaTopa», «[MopTan nonb3osBatens», « MeHeaykep paboumx MecT»;

«[lMepe3anyck cny>x6»: No3BonsieT BbINOAHUTL Nepe3anyck cnyx6 Termidesk.

Mocne BbINONHEHUS W3MEHEHWW B NHOOOM U3 Pa3fenoB PEKOMEHAYETCS BOCMOJIb30BaTbCS
nyHkToM «[lepesanyck cny>k6» ang npuMeHeHUs U3MeHEHU.

10.3.2. Y1unura termidesk-vdi-manage

YTunuta termidesk-vdi-manage ucnonbsyercsa ans HacTtporku Termidesk u3 uHTepdenca koMaHaHOM

CTPOKM.

,D.ﬂ‘il Bbl30Ba YTUNUTbI ClieayeT:

S

B MHTepdence KOMaHAHOM CTPOKU MEPEKITIOYUTLCS Ha NMonb3oBaTens termidesk:
sudo -u termidesk bash
BbIBECTU CMMUCOK KOMaHAO, YTUNUTbI:

/opt/termidesk/sbin/termidesk-vdi-manage help

Kaxxpas nogkomMaHaa B MpUBEOEHHbIX HUMXKE KOMaHAax MoAdep>KMBaeT BbiBO4, CrpaBKU vepes
KnoY —h.

[na ynpaeneHua napaMeTpamMm NMoCTaBLLMKOB PeCypCcoB, JOMEHOB ayTeHTUDUKALMM, NPOTOKOIOB
[OCTaBKU U ApYrUX KOMMOHEHTOB, HacTpanBaeMbix Yepes «[lopTan agMmHucTpaTopa» Termidesk,
crnepyeTt 06paTUThCS K KOMaHAaM cekumnm [termidesk].
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© bonblwas 4yacTb KOMaHA M3 BbIBOAA /opt/termidesk/sbin/termidesk-vdi-manage help
npefHasHayeHa gna pabotbl ¢ B, u dperimBopkoM Django 1 He npuBeaeHa 3aech.

KomaHgabl cekuum [termidesk] npuBeneHbl B Tabamue (cm. Tabnauua 41).

Tabnuua 41 — KomaHabl cekumm [termidesk]

MapameTtp

OnucaHue

drop_tables

Ypansaet Tabnuupl 13 BA. [na npocMoTpa cnucka Kato4en cneayeT
BOCMO/Ib30BaTbCA apryMeHToM -h:
/opt/termidesk/sbin/termidesk-vdi-manage drop_tables -h
Mopnep>kMBatOTCA apryMeHTbI:
* --noinput, --no-input - coobwaet Django HE 3anpawwueatb y
rnonb3oBaTens BBOA;
= -R <MAPWPYTU3ATOP>, --router <MAPWPYTU3ATOP> -
MCMoJib30BaHWE yYKa3aHHOro MapLupyTtusatopa b BMecTo Toro,
KOTOPbI OnpefeneH B HACTpoMKax settings.py;
" -S <CXEMA>, --schema <CXEMA> - ypaneHue yKa3aHHOM CXeMbI
BMecCTO public;

* --version - BbIBOA, BEPCUUN NPOrpamMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTan1sauum
coobLLeHUN;

* ——settings <HaACTpPOIiKM> - NyTb K MoAynto HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTasior, KOTOPbIN HY>KHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKOUYEHUN;

* --no-co'lor - BbIBOA, KOMaHAbl 6e3 NoacBeUYnBaHUS;

» --force-color - BbIBOA KOMaHZbl C MPUHYAUTENbHBIM
NoaCBeYMBaHMEM;

* --skip-checks - nponyck npoBepku CUCTEMbI
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MapameTtp

OnucaHue

tdsk_auth

CozpaeT poMeH ayTeHTUdMKaLMK. [ns npocMoTpa Cnmcka KIoden
cnepyeT BOCMO/b30BaTbCS apryMeHTOM —h:

/opt/termidesk/sbin/termidesk-vdi-manage tdsk_auth -h
Mopnep>kMBatOTCA apryMeHTbI:

= —--version - BbIBOA BEpPCUU NPOrpamMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COOBLLEeHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
» --pythonpath <kaTanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKJIOUEHWI;

* --no-color - BbIBOZ KOMaHAbl 6€3 noacBeYnBaHuMs;

= --force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noaceevYnBaHmEM;

= --skip-checks - nponyck NnpoBepKn CUCTEMBI.
Moppep>kmBatoTCs NOAKOMaHAbI:

* create - co34aHMe AOMeHa ayTeHTUDUKALUUK;

* 1ist - BbIBOA CNUCKA 4OMEHOB ayTEHTUDMKALUMK;
* remove - yoaneHue AOMeHa ayTeHTUUKaLmu;

* login - ayTeHTUDUKALMSA B YKa3aHHbIM OOMEH;

= logout - 3aBepLUeHME CeCCUM.

MNonkoMaHaa create NpUHUMAET apryMeHTbl:

* ——type - 33ajaHue TMMNa LOMEHa ayTeHTUdUKaumK. [ocTynHbI:
ALDAuthenticatorPlugin («Astra Linux Directory»), IPAuth («IP
ayTeHTUbUKaLua»), KerberosAuthenticatorPlugin («FreelPA»),
SAMLAuthenticator («<SAML»), SimpleLdapAuthenticator
(«MS Active Directory (LDAP)»);

* ——params - 3aJaHMe NapaMeTpoB JoMeHa ayTeHTUdMKaumm. Dopmar:
UMsil=3HayeHnel umsi2=3HayeHue2 u T.4. JocTynHble napameTpbl
NSl YKa3aHHOMo TUMa OMEHa ayTEHTU(DMKALMM MOXKHO MONYyUYUTb
yepes KoMaHAy —-list , HanpuMmep: /opt/termidesk/sbin/
termidesk-vdi-manage tdsk_auth create --type
KerberosAuthenticatorPlugin --name test --small_name
test--list --test;

» —-T1ist - BbIBOA NapaMeTpPOB AOMeHa ayTeHTUbMKaLUU;

= ——test - NnpoBepka NapamMeTpoB 6e3 co3aaHNs AOMEHA
ayTeHTUbUKaLmm;

* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* —-name <UMSA> - UMs JOMeEHa ayTeHTUDMKaLUUK;

= —-small_name <KOpPOTKOE MUMS> - KOPOTKOE UMS AOMEHa
ayTeHTUbMKaumn. Jonyctrumblie cumeonbl: a-z, A-Z, 0-9.
MakcumanbHaga gnvHa 32 cMmBona;

= ——-priority <npuopuTeT> - YUCNOBOE 3HaYEHUE npuopuTeTa
[OMEHA ayTeHTUdUKALMM, MO YMONUYAHUIO «1»;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO3aBaeMOMy
[OMeHY.

MopkomaHaa 1ist npMHMMaeT apryMeHT —-output json Ans BbIBOLA
cnvcka B opmare json.
MookoMaHaa remove NPUHUMAET apryMeHTbI:
= ——output json - BbiBOZ NapaMeTpoB B opmare json;
* —-sijlent - «TUX0e» yaaneHue Ansi BbINOJHEHUSI KOMaHbl U3
ucrnonHsiemoro danna;
* ——uuid <maeHTUOUKaATOP> - MAEHTUDMKATOP 0BbeKTa ANA
yoaneHus.
MopkomaHaa login NPUHUMAET apryMeHTbI:
* ——uuid <nMaeHTMOUKaTOpP> - UAEHTUDMKATOP 0BbEKTA ANA
ayTeHTUUKaLMK;
= —-small_name <KOpPOTKOE UMSA> - KOPOTKOE UMS AOMEHa
ayTeHTUdUKaLMK;
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* ——token <TOKeH

= —--output json-
MopkomaHaa logout NPUHUMAET apryMeHTbI:

* ——output json - BbiBOA NapamMeTpoB B opmate json

BbIBOA, MapamMeTpoB B opMaTe json

> - TOKEH CECCUM MOJ1b30BaTeNq,

tdsk_clearsessions MopuyoHHasa oumcTka

» —chunk <konnuye
ymonuanuto 1000

= -v {0,1,2,3}, -
COOBLLEeHUN;
= --settings <Ha

myproject;
* —-traceback-B
= --no-color -Bb
= —--force-color
rnoacBevYnBaHUEM;

Moanep>kmMBatoTCa aprymMeHTbI:

* —-version - BbIBOA BEPCUM NPOrPaMMbl;

* --pythonpath <kaTanor Python> - KaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMmep /home/djangoprojects/

= --skip-checks -

ceccum.

CTBO> - KO/IMYECTBO CECCUM ANna yganeHusa, no

-verbosity {0,1,2,3} - ypoBeHb AeTanusaumum

CTPOWKU> - NyTb K MoAynto HacTpoek Python;

bI30B UCKJTIOYEHNN;
1BOA, KOMaHabl 6e3 noaceevmnBaHme;
- BbIBOA KOMaHAbl C MPUHYAUTENbHBIM

NponycK NpoBepKM CUCTEMbI

tdsk_config PaboTa c cMcTeMHbIMM HaCTporKaMu.
Moanep>kmMBatoTCa aprymeHTbI:

* —-version - BbIBOA BEPCUM NPOrpamMMbi;
--verbosity {0,1,2,3} - ypoBeHb AeTanu1sauum

= -v {0,1,2,3},
CcooBLLEeHUN;
= --settings <Ha

myproject;
* —-traceback-B
= --no-color -Bb
= —-force-color
rnoacBeYnBaHUEM;

= list - BbIBOA KOH

MoakoMaHaa set npu

Global, Monitor
= —-key <kwoy> -
= —--value <3Hauye

= —-pythonpath <kaTanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

= —--skip-checks -
Moppep>kmMBatOTCS NOAKOMaHAbI:

* set - yCTaHOBKaA 3Ha4YyeHUA KOHCbMpraLLMOHHOMy napameTpy.

* -—section - cekuMs napamMeTpa u3 JOCTYMHbIX: Security, IPAUTH,

CTPOMKM> - NYTb K MOAYtO HacTpoek Python;

bI30B UCKJTHOYEHUN;
IBO4, KOMaHabl 6e3 NnoaceBeYnBaHUS;
- BbIBOJ, KOMaH/bl C MPUHYAUTENbHBIM

NponycK NPOBepKM CUCTEMbI.
(UrypaLMOHHbIX NapaMeTPoB U UX 3HAYEHUI;
HWMaeT apryMeHThbI:

ing, Experimental, Notifications, Audit;
KJIHOY MapameTpa;
HMe> - 3HaYeHWe napamMeTpa
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tdsk_exp_2fa_add_statictoken

[obaeneHne TokeHa Nonb30BaTeNtO.
Mopnep)kmMBatoTCs aprymMeHTbl:

username - UMs MOJIb30BaTeNsl, C KOTOPbIM ByAeT accoLMMpoBaH
TOKEH;

-t <TOKeH>, -—token <TOKEH> - TOKEH, KOTOPbIN HY>KHO A06aBUTb.
Ecnv 3ToT napameTp nponyLleH, oH ByaeT CreHepupoBaH Cy4ariHbIM
0b6pazom;

—-—auth_uuid <ugeHTudukaTop> - nOEHTUPUKATOP SOMEHA
ayTeHTUbMUKaLMK;

--version - BbIBOA BEPCUM MpPOrpaMmbl;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanmnsaumm
CcOoOBLLEeHUN;

--settings <HaCTPOIKN> - NYTb K MoAyAto HacTpoek Python;
--pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, HanpuMep /home/djangoprojects/
myproject;

-—-traceback - BbI30B UCKHOUYEHUI;

--no-co'lor - BbIBOA KOMaHAbl 6€3 NoaCcBeYMBaHUS;
--force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noacBeyYnBaHUEM;

--skip-checks - nponyck npoBepKn CUCTEMBI

tdsk_exp_2fa_clear_totpdevice

Ypanenue TOTP-ycTporicTea nonb3osaTens.
Moanep>kmMBatoTCa aprymMeHTbI:

username - UMs MOJIb30BATENIsl, KOTOPOMY HY>KHO yaanute TOTP-
YCTPOMCTBO;

--auth_uuid <ugeHTuduKaTop> - UAEHTUDMKATOP AOMEHA
ayTeHTUdUKaLmm;

—--version - BbIBOA BepCMU NpOrpamMmbil;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum
COObBLLEHNI;

--settings <HaCTPOIKU> - NYTb K MoAy/to HacTpoek Python;
--pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

-—traceback - BbI30B UCKIHOUYEHUI;

--no-co'lor - BbIBOA, KOMaHAbl 6e3 noaceeunBaHus;
--force-color - BbIBOA KOMaHAbl C NPUHYANTENIbHBLIM
noacBeYMBaHUEM;

--skip-checks - nponyck NpoBepkn CUCTEMBI
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tdsk_graph_models

CoszgaHue danna GraphViz c onucanmem mogener B, ans ykasaHHbIX
WUMEH MPUIOXKEHUWIA.

MoXHO nepenaTb HECKOIbKO MMEH MPUITIOXKEHWUI, U BCE OHU ByayT
06befMHEHbI B OLHY MoZesb.

MpuMep ncnonb3oBaHUS KOMaHAbI NpuBeaeH B noapasaene MeHepaums
oT4yeTa No MoAENsM AaHHbIX U cTpykTypaM BJl Termidesk.

Mopnep>kmMBatoTCS aprymMeHThbl:

= app_label - HaMMEHOBaHWE NPUIOXKEHUS;

* --pygraphviz - ucnonbsosanune PyGraphViz ans cospaHus
n3obpaxkeHus;

* --pydot - ucnonb3osaHue PyDot(Plus) ans cospaHus nsobpaxkeHus;

= --disable-fields, -d - He NOKa3bIBaTb MoNs;

= -—-group-models, -g - CrpynnMpoBaTb MOAENN B COOTBETCTBUM C
UX MPUMEHEHUNEM;

= —-—all-applications, —a - BKJIHOUYMUTb BCE NPUSIOXKEHUS NS BbIBOAA

Mopaenu;

= —-output <nyTb K ¢ainy>, -o <nyTb K ¢ainy> - 3anmcb BbIBOAA
B chann;

= --layout <makeT>, -1 <MakKeT> - UCMONb30BaHME MaKeTa

GraphViz ans Busyanusaumu. Mopaep>kmeatotcs: circo, dot,
fdpneato, nop, nopl, nop2, twopi;

* ——verbose-names, —n - UCMO/b30BaHME NOAPOOHbLIX MMEH AN
Moaenen u nonewu;

» —-language <nokanusauus>, -L <foKanmsauus> - yKasaHus
A3blKa, KOTOPbIM BYLET MCMOMb30BaThCS A4J151 MOAPOOHLIX UMEH;

= —-exclude-columns <cTON6ULI>, =X <CTOAOLBI> - UCKKOHEHME
onpeaeneHHbIX CTON6LOB;

= —-exclude-models <mogenu>, -X <MOAENU> - UCKIIIOYEHUE
onpeneneHHbIX MOAENen;

= --1include-models <mogenu>, -I <mMOAennN> - OrpaHUYeHue
TONbKO YKa3aHHbIMU MOAENAMMU;

* ——inheritance, -e - BKJtOYEHWE HacnenoBaHWs (MCnonb3yeTcs Mo
YMON4aHuio);

= --no-inheritance, -E - BbIK/IKOYEHUE HACNeL0OBaHMUS;

» —-hide-relations-from-fields, -R -

» —--disable-sort-fields, -S -

* --json - BbIBOA, B hopMaTt json;

* --version - BbIBOA, BEPCUM NPOrpaMMbl;

= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COODBLLEHNI;

* --settings <HaACTpPOIKM> - NyTb K MoAynto HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOUEHWI;

* --no-co'lor - BbIBOA KOMaHAbl 6e3 NoacBeunBaHUs;

= --force-color - BbIBOA KOMaHAbI C NPUHYANTENbHBIM
noncBeyYnBaHmEM;

* —--skip-checks - nponyck NpoBepKn CUCTEMbI
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tdsk_group

CoszgaHue rpynnbl BPM.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYNBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.

Moanep>kmBatoTCa NogkoMaHAaa create (co3faHue rpynnbl paboumx
MEeCT) CO CNefyroLMMU apryMeHTamMu:

* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* --name <WMA> - UMS CO34aBaeMOU rpynnbl;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO34aBaeMomn
rpynne;

* —-priority <npuopuTeT> - YUC/IOBOE 3HAYEeHUe NpuopuTeTa
rpynnbl

tdsk_license

YnpaeneHue nuueHsunen Termidesk.
Moppep>krBatoTCa apryMeHTbl:

= —--version - BbIBOA BEpPCMU NpPOrpamMmbil;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum

COOBLLEHUN;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOpbIA HYXHO
[o6aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

= ——traceback - BbI30B UCKJIFOUEHWI;

* --no-color - BbIBOL KOMaHAbl 6€3 noacBeYnBaHus;

* --force-color - BbIBOA KOMaHAbI C MPUHYAUTENbHBIM
noacBevYnBaHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.
Moppep>kmBatoTCS NOAKOMaHAbI:

* jnstall - ycTaHOBUTb NNLEH3UIO U3 (alna, NoALepXKUBAETCS
OTHOCUTENbHBIN UK abCcoNtoTHBIN NyTb K danny. Mpumep koMaHAapI
ONS YyCTaHOBKM nnueH3umn: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_license install <nyTb K ¢aliny
NNUEH3UN>;

* show - BbIBECTM MHPOpMaLMIO 06 YCTaHOBNEHHOW nnLEeH3nK. Ons
BbIBOZA B hopMaTe json crneayeT UCMob30BaTh apryMeHT —-output:
/Jopt/termidesk/sbin/termidesk-vdi-manage tdsk_license
show --output json
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tdsk_net CospaHue cetu.
Mopnep)kmMBatoTCs aprymMeHTbl:
* —-version - BbIBOA, BEPCUM NPOrpamMbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum
COObBLLEeHNI;
» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTafnor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;
* —-traceback - BbI30B UCKJIOYEHWI;
= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;
= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
NoACBeUYMBaAHUEM;
= --skip-checks - nponyck npoBepku CUCTEMBbI.
MopnepkmBaeTca nogkomaHaa create (cosgaHue ceTu) CO CleLyHOLWLMMU
aprymeHTamu:
* ——quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;
* —-—name <UMA> - MMSA CO303aBaeMOU CETU;
* --netRange <Aamanaz3oH> - ananasoH |P-agpecos. JonycTumsl
pasnuyHble dopmatbl, Hanpumep: A.B.C.*, A.B.C.D/N, A.B.C.D -
E.F.G.D
tdsk_osm CosznaHue napametpos roctesoi OC.

Moanep>kmMBatoTCs apryMeHTbI:

—--version - BbIBOA, BEPCUUN MPOrpamMMbl;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum
coobLLeHUN;

--settings <HaACTpOIKM> - NyTb K MoAynto HacTpoek Python;
--pythonpath <kaTtanor Python> - kaTanor, KOTOpbIA HYXHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

--traceback - BbI30B UCKHOUYEHUI;

--no-co'lor - BbIBOA, KOMaHAbl 6e3 noaceeunBaHuUs;
--force-color - BbIBOA KOMaHAbl C MPUHYAUTENbHBIM
noacBeyYnBaHUEM;

--skip-checks - nponyck NnpoBepKn CUCTEMBI.

MopnepxvBaeTca NOAKOMaHAa create (CO3A4aHME NapaMeTpPoOB rocTeBon
OC) co cnepyroWMMKN apryMeHTamu:

—--params - 3agaHue napametpos roctesort OC. Dopmar:
nmal=3HavyeHnel mma2=3HavyeHune2 n T.A4.;

--11ist - BbiBOg NapameTpos rocteson OC;

—--test - NpoBepkKa NapaMeTpoB 6e3 co3gaHus 06beKkTa;
--quiet - BbIBOA TOJIbKO COOBLLEHUNM 06 owmnbkax;

--name <UM$> - HauMeHoBaHuMe napameTpos roctesoi OC;
-—comments <KOMMEHTapuii> - KOMMEHTapUi K CO34aBaeMbIM
napameTpam
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tdsk_pool

YnpasneHue doHaamu BPM.
Mopnep)kmMBatoTCs aprymMeHTbl:

--version - BbIBOA BEPCUU MPOrpaMmbl;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum
COObBLLEeHNI;

--settings <HaCTPOIKU> - NYTb K MoAyAto HacTpoek Python;
--pythonpath <kaTtanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

-—traceback - BbI30B UCKIHOUYEHUI;

--no-co'lor - BbIBOA KOMaHAbl 6e3 NoacBeYnBaHUS;
--force-color - BbIBOA KOMaHAbl C NPUHYANTENbHBLIM
noacBeYNBaAHMEM;

--skip-checks - nponyck NnpoBepku CUCTEMBI.

MoppepskmBaroTCa NOAKOMaHAbI:

create - cosgaHue ¢doHaa BPM;
1list - BbIBOA cnucka doHaos BPM.

rlO,EI,KOMaH,D,a create NpUHUMAET apryMeHTbl:

--quiet - BbIBOZA TOJIbKO CO0OLLEHNM 06 OLLMbKaXx;

--name <UMA> - uma doHga BPM;

--comments <KOMMEHTapwuii> - KOMMEHTapUI K CO3aBaeMOMy
doHoy BPM;

--service_id <ugeHTndukaTop> - ykasaHue uaeHTudmnkatTopa
wabnoHa BPM;

--osmanager_id <upgeHTudmkaTop> - ykasaHue naeHTudmkaTopa
napameTpos roctesort OC BPM;

--image_id <unaeHTuduKaTOp> - yKasaHWe naeHTudukaTopa
nsobpaxkeHusa rocteson OC;

--servicesPoolGroup_id <ugeHTudukaTop> - ykasaHue
naeHTudburkatopa rpynnsl BPM;

—-cache_11_srvs <3HaueHue> - konnyectso BPM B kewe 1-ro
YPOBHS;

--cache_12_srvs <3HaueHue> - konnyectso BPM B kewwe 2-ro
YPOBHS;

--max_srvs <3HauyeHue> - MaKcuMasbHoe Konnvecteso BPM.

MopkoMaHaa 11st NpMHUMaeT apryMeHT —-output json Afa BbIBOAA
cnvcka B opmare json
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tdsk_prov

YnpaBneHWe NOCTaBLUMKaMU peCypCOB.
Mopnep)kmMBatoTCs aprymMeHTbl:

* --version - BbIBOA, BEPCUM NPOrpaMMmbl;
= -v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTanunsauum

COObBLLEeHNI;

» —-settings <HaCTPOIKU> - NyTb K MoAy/to HacTpoek Python;
* --pythonpath <kaTanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/

myproject;

* —-traceback - BbI30B UCKJIOYEHWI;

= —-no-color - BbIBOA KOMaHAbl 6e3 NoacBeunBaHmg;

= --force-color - BbIBOA KOMaHAbl C NPUHYAUTENbHBIM
noacBeYMBaAHMEM;

= --skip-checks - nponyck npoBepku CUCTEMBbI.
Mopnep>kmMBatoTCS NOAKOMaHAbI:

* create - co3gaHuMe NOCTaBLLUMKA PeCYpCOB;
= list - BbIBOA CNMCKa NOCTaBLUMKOB PECYPCOB.

nOﬂ,KOMaH,D,a create NpUHUMAET apryMeHTbl:

* —-type - 3a4aHue TUMNa nocTasLmKa pecypcoB. [JocTynHbI:
RedVirtPlatform («Mnatdopma RED Virtualization»),
SessionsPlatform («Cepeep TepmuHanos
[3xcnepuMeHTanbHbIN]»), VMmanagerPlatform («IMnatdopma
VMmanager»), oVirtPlatform («[natdopma oVirt/RHEV»),
pksvbrestPlatform («[MK CB bpecT»), vmwarePlatform
(«Mnatdopma VMware»), zVirtPlatform («lMnatdopma zVirt»);

* --params - 33JaHMe NapaMeTPOB NocTaBLMKa pecypcos. Popmart:
UMsil=3HauyeHnel uMsi2=3HayeHue2 u T.4. [JJocTynHble NapamMeTpbl
[N YKa3aHHOMo TMMa NOCTaBLUMKA PECYpPCOB MOXHO MOMY4UTb Yepes
KoMaHpay --1ist , HanpuMep: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_prov create --type RedVirtPlatform --
name test --list --test;

= —--Tist - BbIBOA NapaMeTpoB MOCTaBLLMKa pecypCoB;

* —-test - NpoBepka NapamMeTpoB 6e3 co3aaHMs NoCTaBLLMKA
pecypcos;

* —-quiet - BbIBOA TOJIbKO COOBLLEHUI 06 owmnbKax;

* --pame <WMS> - HAMMEHOBaHME NOCTABLLMKA PECYPCOB;

* —-comments <KOMMEHTapwuii> - KOMMEHTapUI K CO31aBaeMOMy
MOCTaBLLMKY PecypcoB.

MopkoMaHaa 11st NpMHUMaeT apryMeHT —-output json Afa BbIBOAA
cnvcka B opmare json
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tdsk_trans

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

YnpaBneHWe NpoToKONaMu AOCTaBKMU.
Mopnep)kmMBatoTCs aprymMeHTbl:

--version - BbIBOA BEPCUU MPOrpaMmbl;

-v {0,1,2,3}, --verbosity {0,1,2,3} - ypoBeHb AeTannsauum
COObBLLEeHNI;

--settings <HaCTPOIKU> - NYTb K MoAyAto HacTpoek Python;
--pythonpath <kaTtanor Python> - KaTanor, KOTOPbIN HY>XHO
[06aBuTb B NyTb Python, Hanpumep /home/djangoprojects/
myproject;

-—traceback - BbI30B UCKIHOUYEHUI;

--no-co'lor - BbIBOA KOMaHAbl 6e3 NoacBeYnBaHUS;
--force-color - BbIBOA KOMaHAbl C NPUHYANTENbHBLIM
noacBeYMBaAHMEM;

--skip-checks - nponyck NnpoBepku CUCTEMBI.

MoppepskmBaroTCa NOAKOMaHAbI:

create - pobaBneHve NpoTOKOa AOCTABKY;

1ist - BbIBOA CMMCKA NPOTOKO/I0B AOCTABKM;

remove - yaanuTb NPOTOKON AOCTaBKMU;

convert - KOHBEPTMPOBaTb NPOTOKON AocTaBkM (RDSTransport,
RDSWSTRDPTransport, STALTransport, STALWSTRDPTransport) B
HOBbIW NpoTokon TerminalTransport.

MNopkoMaHaa create NpUHUMAET apryMeHTbl:

--type - 3agaHue Tnna npotokona. JoctynHbl: HTML5Transport
(«SPICE (HTMLY5, uepes nokanbHbIM NpoKcK)»),
HTML5VNCTransport («VNC (HTMLS5, yepes nokanbHbIN
npokcu)»), LoudplayDirectTransport («Loudplay (Hanpsmyto,
3KcnepuM.)»), LoudplayTunneledTransport («Loudplay (4epe3
BEOCOKET LLUMHO3, IKCMepuM.)»), RDPTransport («RDP
(Hanpsimyto)»), RDSTransport («doctyn k MS RDS no RDP
(Hanpamyto) [aKcrepuMeHTanbHbIN]»), RDSWSTRDPTransport
(«Ooctyn k MS RDS no RDP (uepe3s wnto3)
[3kcnepuMeHTanbHbIN]»), STALTransport («Hdoctyn k STAL no
RDP (HanpsiMyto) [akcnepuMeHTanbHbIn]»), STALWSTRDPTransport
(«doctyn k STAL no RDP (4epes wnto3) [akcnepyMeHTanbHbIN]»),
TDSKSPICETransport («SPICE (vdi-viewer, akcnepum.)»),
WSTRDPTransport («RDP (4epe3 BebcokeT LLH03)»),
TERATransport («TERA

[3xcnepuMeHTanbHbIN]»), TerminalTransport («<RDP
(TepMUHaNbHbIN [OCTYN)»);

--params - 33aHve NnapamMeTpoB NpoTokona foctasku. Mopmar:
UMAl=3HayeHnel umA2=3HayeHue2 u T.4. [JocTynHble napameTpbl
NS YKa3aHHOro TMMa NpoToKosa AOCTAaBKM MOXHO MONYUYUTb Yepes
koMaHay --list, Hanpumep: /opt/termidesk/sbin/termidesk-
vdi-manage tdsk_trans create --type RDPTransport --
name test —--Tlist;

--1ist - BbIBOA, MapamMeTpoB NMpOTOKOMa AOCTAaBKM;

-—test - NnpoBepka NapaMeTpoB 6e3 co34aHUS NPOTOKONA JOCTABKU;
--quiet - BbIBOA TONIbKO COOBLLEHNM 06 OLLIMbKaX;

--name <UMSI> - HAUMEHOBAHME MPOTOKO/A AOCTABKM;
--comments <KOMMEHTapWii> - KOMMEHTapUI K CO34aBaeMOMy
NpOTOKONY AOCTaBKM;

-—priority <npuopuTeT> - YNCNOBOE 3HAYEHUEe NMpuopuTeTa
npoToKona JOCTaBKu;

--allowed_oss <nepevyeHb OC> - nepedveHb paspewleHHbix OC u3
cnucka: Android, Cr0OS, FreeBSD, iPad, iPhone, Linux, Mac,
Windows, Windows Phone. ®@opmat: umal,umsi2 , numa3;
--nets_positive <yes/no> - yka3aHue, 4TO NPOTOKO JONXKEH
6bITb JOCTYMEH TONBKO U3 CETEN, YKa3aHHbIX B NapameTpe —-
networks. MoOXeT NpMHMUMaTb 3HaYEHMs HE TOJbKO yes UMK no,
NOAXOAMT B LiesIoM Nitoboe HenycToe 3HaYeHue;
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* --networks <HauUMeHOBaHWs CeTeil> - mepeyeHb CeTel, JOCTYM U3
KOTOpbIX Pa3peLLeH A1 CO34,aBaeMOro NpoToKoa JOCTaBKMU.
®opmart: nMsl,uma2 ,ums3.

MopkomaHaa 1ist NpMHMMaET apryMeHT ——output json Ans BbIBOAA
cnvcka B dopmare json.
MopkomaHaa create NPUHUMAET apryMeHTbI:

* —-output json - BbIBOA Crivcka B dopmate json;

* --sijlent - BbINOMHEHNE B KTUXOM» PEXXUME;

* ——uuid <maeHTMOUKaATOP> - UAEHTUDMKATOP 0BbEKTA ANs
yaaneHus.

MopkomaHaa convert NPUHUMAET apryMeHTbI:

* ——uuid <ugeHTUPMKaTOpP> - NAEHTUPUKATOP NPOTOKONA AOCTABKY,
KOTOpbI HEOBX0AMMO KOHBEpPTUPOBaTb (RDSTransport,
RDSWSTRDPTransport, STALTransport, STALWSTRDPTransport);

» —-all - koBepHTMpOBaTb BCe NpoTokonbl goctasku RDS n STAL.

tdsk_version MonyyeHwne Bepcun Termidesk

10.4 . HasHaueHue cny>xebHbixX QYHKLUMIA aAMUHUCTpaTOpaM
B Termidesk ons agMMHUCTpaTOpPOB peanM3o0BaHO pasaeneHme 4OCTYMHbIX CNYXKEOHbIX hYHKLMN.

Ons HasHauyeHMs [OCTYMHbIX CAyXebHbix ¢GyHKUMIA cnepyeT nepentn «HacTporiku - YnpaBneHue
ponSAMU» N HaXKaTb 3KpaHHYH KHonky [Co3paTb] (cm. PucyHok 32).
Mpn pobaeneHun GyHKUMM HeobXoAMMO BBECTM TEKCTOBOE HAaMMEHOBAaHWE CO343aBaeMoro KJacca

aAMUHUCTPATOPA, @ TAKXKE BbIBpaTbh CMMCOK Ha3HAYaEMbIX PaspeLleHnid.

Co3faTk HOBbIA 06BEKT

HasBaHwe HMmsa obvekma

Monb3oBaTenbokue Hwuyero He Bbl6paHO

paspeLueHvs
3arpyska IMUeH3un

M3MeHEeHWE CUCTEMHbIX NaPaMeTpoE
MpocmoTp rpynn paBoumnx Mect
MpoCcMOTP AOMEHOB ayTeHTUdWKaumKn
MNpocMoTp M306PaXeHKIA B ranepee
MpocMOTP AKLEH3MK

MpocMoTp MOHUTOPKHFE

MpocMoTp 06BEKTOB MHOPACTRYKTYPEI
MpoCMOTP NapameTpo. rocTesblx OC
MpOCMOTP NOAUTWK KOHGWUTYpaLWii
HDOCMUTD NO/Ib30BaTeNbCKWX CECCUI
MpoCMOTP NOCTABLLWMKOB pecyproB
MpocMoTp NPOTOKONOB JOCTEBKW
MpocmoTp ceTeid

MpOCMOTP CUCTEMHBIX NapamMeTpos
MpocmoTp $OHAOE paBo4ux MecT

Pe/jakTMpOEaHWeE rpynn paBoumx Mect

PucyHok 32 — OKHO Ha3Ha4YeHMS MONb30BATENIbCKUX Pa3peLleHMI

Cnucok paspelueHui oS HasHadeHUs CNyXeBHbIX GYHKUMA agMUHUCTpaTOpaM MepPeUYnCsieH B CTonbue

«Pa3peLueHune» cnepytoLler Tabnnubl (cm. Tabnuua 42).

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 106



@ TERMIDESK

CNET.10001-02 90 02

a I'Iepe,u, Ha3Ha4€HUEM pa3pelleHna Ha penakTtunpoBaHue, Co3gaHue, yaoaneHume unun ynpasneHue
HeO6XO,EI,MMO npegocTtaBUTb COOTBETCTBYHOLLIEE pa3peELLUEHNE HA NPOCMOTP CTPaHULLbI.

Tabnuua 42 - Cnucok JOCTYMHbIX AN19 BbIOOpa pa3peLLeHni

PaspewieHue

OnucaHue

«3a rpy3sKka nMueH3nmn»

PaspeLueHune no3BonseT 3arpy>atb JIULEH3UU HA CTPaHMLE
«HacTtponku - JInueHsus» Ha Bknagke «3arpyska»

«M3MeHeHMe cUCTEMHBbIX napamMeTpoB»

PaspelueHune no3sonseT ynpaensaTb CUCTEMHbIMWU MapaMeTpaMm Ha
cTpaHmue «Hactponku - CucTeMHble napaMeTpbi»

«[MpocMoTp rpynn paboumx MecT»

MpepnocTaBnsieT [OCTYN Ha YTeHMeE CTpaHULbl «HacTporiku -
Mpynnbl paboumx MecT» AN NPOCMOTPa CNMCKa CO3AAHHbIX Fpynn
BPM

«[pocMOTp AOMEHOB ayTEHTUDUKALUNY

MpepocTaBnseT AOCTYN Ha YTeHMe CcTpaHULbl «KOMMOHEHTbI -
LomeHbl ayTeHTUDMKauumn». PaspelleHne No3BonsieT BbIMOMHATb
npocmoTp:
* Monb3oBaTeNien JOMeHa, HazHavyeHHbIX um rpynn, BPM, BM u
KypHan;
* CrucKa rpynn fOMeHa U Nosb30BaTeNen, BXOAALLMX B KaXKaYHO
rpynny;
= ypHana

«[lMpocMoTp nsobpaxkeHn B ranepee»

MpenocTaBnseT jOCTYN Ha YTeHWe CTpaHuLbl «HacTporiku -
anepea» ons NpocMoTpa CNUCKa 3arpy>KEHHbIX M306paXKeEHUN

«[MpocMoTp nuLEeH3NN»

MpepnocTaBnsieT [OCTYN Ha YTeHMe CTpaHuLbl «HacTporiku -
JNuueHsma» ong npocMoTpa MHGOPMaLLMK O INLEH3UU U CUCTEME

«[lMpocMOTp MOHUTOPUHTa»

MpenocTaBnseT JOCTYN Ha YTeHWe CTpaHWULbl « MOHUTOPUHI».
PaspelueHune no3sonseT BbINOAHATL MPOCMOTP:

= pasgena «XXypHanbi», akcrnopT 3anucen B dopmare . CSV;

= pasgena «AyamT», sKcnopT 3anucen B dopmate . CSV;

* pasgena «OTUYETbLI», CO30aHUe, pefakTUPOBaHKWeE, yaaneHue
OT4YeTOB, 3KCMOPT 3anucen B hopmarte .CSV

«[MpocMOTp 06BEKTOB MHPPACTPYKTYPbI»

MpenocTaBnseT JOCTYN Ha YTeHWE CTPaHWL, pasaena
«MHbpacTpykTypa» Ans npocMoTpa MHdopmaumm o cTatyce
koMnoHeHToB Termidesk

«[MpocMoTp napameTpoB rocteBbix OCx»

MpepnocTaBnsgeT focTyn Ha YTeHWe cTpaHULUbl «KOMMOHEHTbI -
MapameTpbl rocteebix OC» a8 NPOCMOTPa CNMCKa CO3AaHHbIX
napameTpos rocteBbix OC

«[MpocMOTp NOANTUK KOHDUTYpaLUA»

MpenocTaBngeT JOCTYN Ha YTeHWe CTpaHuubl «HacTpoiiku -
nobanbHble MONUTUKMU» AN NPOCMOTPa 3HAYEHUI NapaMeTpoB
NOANTUK

«[1pocMOTp NONb30BaTENBCKUX CECCUM»

MpenocTaBnseT JOCTYyN Ha YTeHWe CTpaHuubl «Paboune mecTa -
Ceccum» aonis NpocMoTpa CNMCKa akTUBHbIX CECCUIA MO/b30BaTeNEN

«[MpoCcMOTp MOCTABLUMKOB PECYPCOB»

MpepocTaBnseT 4OCTYN Ha YTeHMe CTpaHULbl «KOMMNOHEHTbI -
MocTaBwmkm pecypcoB». PazpelueHne No3BosISIET BbIMOMHATL
npocmoTp:

* CMMCKa CO3AaHHbIX MOCTaBLUMKOB PECypCoB;

" CrMcKa co34aHHbIX wabnoHos BPM

«[pocMOoTp NPOTOKONOB JOCTaBKM»

MpenocTaBnsieT 4OCTYN Ha YTeHWE CTPaHULbl « KOMMOHeHTbI -
MpoTokobl AOCTaBKM» ANS NPOCMOTPa CAMCKA CO3AaHHbIX
NPOTOKO/IOB A0CTaBKM
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«[pocmoTp ceTen»

MpepocTaBnseT AOCTYN Ha YTeHMe CTpaHULbl «KOMMOHEHTbI -
CeTu» ong NpocMoTpa CNMCcKa CO34aHHbIX CeTen

«[MpocMOTp CUCTEMHBIX NapamMeTpoOB»

MpenocTaBnseT JOCTYN Ha YTeHWe CTpaHuubl «HacTpoliku -
CucTeMHble NapameTpbi» AJii NPOCMOTPa 3aaHHbIX CUCTEMHbIX
napameTpoB

«[lMpocmoTp boHA0B pabounx MecT»

npe;l,OCTanIQET A0CTYN Ha YTeHue CTpaHuubl «Pabouue mecTa -
q)OHLI.bI». Pa3pe|.|.|eHV|e MO3BONISAET BbIMOJIHATDL!

* npocMmoTp pasgena «PoHAabI» U BbINOAHATb AEACTBUA B
paszene:

¢ MPOCMaTpMBaTb CMMUCOK ONYy6IMKOBaHHbIX HOHAOB
BPM;

e MpocMaTpuBaTh BkNagku «Paboume mecta»,
«[Monb3oBaTenu u rpynmnbl», «[1poTOKONbI 4OCTaBKU»,
«XypHan» npu Bbibope onybnvkoeaHHoro ¢doHaa BPM;

* npocMoTp paszena «MHaMBuayanbHble pabouve MecTa» ons
npocMoTpa MHdopMauumM o0 HazHavyeHHbIXx BM

«PepakTupoBaHue rpynn paboumx MecT»

PaspelueHune nossonseT peaakTMpoBaTh NMapamMeTpbl CO34aHHbIX
rpynn BPM

«PefakTvpoBaHue 4OMEHOB ayTEHTUDMUKALMUY

PaspelueHune nossonseT peaakTMpoBaTh NMapamMeTpbl CO3AaHHbIX
[OMEHOB ayTEHTUDUKAL MM

«PenakTpoBaHue M306paXkeHUI B ranepee»

PaspeLueHue no3BonsieT peaakTMpoBaTh NMapaMeTpbl 3arpy>KEHHbIX
n306paXkeHWI B ranepee

«PepakTupoBaHue napameTpos rocteBbix OC»

PaspelueHune no3sonsgeT peaakTMpoBaTh CO3/[jaHHbIE NMapaMeTpbl
rocteBbix OC

«PepakTvpoBaHue NonnMTUK KoHUrypaumm»

PaspemeH Me NO3BOJIAET BbIMONTHATbL:

* pefaKTUPOBaHMWE MOJINTHK;
= cBpOoC 3HaYEHUa NOAUTUKHU

«PefakTMpoBaHMe NOCTaBLLMKA PECYPCOB»

PazpelueHune no3BonseT pefakTMpOBaTh NapaMeTpbl CO34aHHbIX
MOCTaBLLMKOB PECYpPCOB

« Pe,u,a KTUPOBaHWE NMPOTOKO/0B AOCTAaBKU»

PazpelueHne no3BonseT pefakTMpoBaTh NapaMeTpbl CO3AaHHbIX
NPOTOKO/OB AOCTaBKM

«PenakTupoBaHue ceTen»

PaspelueHve no3BonseT pegakTMpoBaTb NAapaMeTpbl CO34aHHbIX
ceTen

«PepakTupoBaHue hoHA0B paboumx MecT»

PaspelueHue noseonseT peaakTMpoBaTh napameTpbi:

= co3aaHHbIX hoHaos BPM;
" UHAMBUAYaANIbHbIX Ppabounx MecT

«Co3zgaHue rpynn paboumx MecT»

PaspelueHune nossonseT cospaeatb rpynnsl BPM

«Co3paHne [OMEHOB ayTEHTUDMKALMMY

Pa3peu.|eHV|e nossongdetr ,D,O6aB)1$lTb AOMEHDbI ayTeHTMd)VIKaLI,MVI

«Co3paHune n3obpaxxeHUn B ranepee»

Pa3peLueHme MO3BOJIAET 3arpy>atb M306pa)KEHM‘;I B ranepero

«Co3zpaHue napametpoBs rocteBbix OC»

PaspelueHune nossonseT cosmaeatb napaMeTpbl rocteBbix OC

«Co3paHne NocTaBLLMKa pecypcoB»

PazpelueHune nos3sonseT fo06aBNATH MOCTABLUMKOB PECYPCOB

«Co3,u,a HUWE NMPOTOKOJZIOB AOCTaBKU»

Pa3peLueHV|e nosBsongdeT ,D,O6anI$ITb NPOTOKOJIbl AOCTAaBKN

«Co3paHune ceten»

PaspelueHune nossonseT nobaBNaTb CETU

«Co3zpaHue poHaoB paboumnmx MecT»

PaspelueHune nossonseT cosmaeatb poHabl BPM

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

108




@ TERMIDESK

CNET.10001-02 90 02

PaspelueHue

OnucaHue

«YpaneHuve rpynn paboumx MecT»

PazpelueHune nossonset yaansats rpynnsi BPM

«YpaneHve AOMEHOB ayTEHTUDUKALUU

Pa3peLueHV|e NO3BONAET YAaNnaTb ALOMEHDI ayTeHTVId)VIKaLI,VIVI

«YnaneHue n3o0bpaxxeHuUn 13 ranepem»

Pa3peLueHV|e NO3BONAET YAanATb M306pa)KeHVIﬂ n3 ranepeu

«YpaneHve o6beKTOB MHDPACTPYKTYPbI»

PaspelueHune no3sonseT yaansTb KOMMNoHeHTbl Termidesk us Tabnuy,
pazgena «MHbpacTpykTypa»

«YpaneHue napameTpos rocteBbix OC»

Pa3peLueHme NO3BONIAET YAaNATb NapaMeTpbl FOCTEBbIX ocC

«YaaneHve nocTaBLLMKa PECYPCOBY»

PaspelueHue noseonseT yaanaTb NOCTaBLUMKOB PECYPCOB

«y,El,a}'IEH Me NpoTOKOJIOB AO0CTaBKU»

Pa3peLueHV|e NMO3BONAET YyAanATb NPOTOKOJ1bl 4OCTaBKU

«YpnaneHue ceten»

Pa3peLueHV|e MO3BONAET YAaNnATb CETU

«YpnaneHve dboHaoB pabounx MecT»

PaspelueHune nossonseT yaanatb poHabl BPM

«YnpaBneHue rpynnamMm JoMeHa ayTeHTUdUKaumm»

PaspeLueHre no3BonseT BbINOIHATL AENCTBUSA:
= pnobasneHue rpynnbl JOMeHa ayTeHTUdUKaumm;
* pefakTUPOBaHWe rpynmnbl AOMeHa ayTeHTUbMKaLnu;
* yAaneHuwe rpynnbl JOMeHa ayTeHTUdMKauum

«Yn paBneHne Nonb3oBaTe/IbCKUMU CECCUAMU»

PaspelueHune no3BonseT BbINOMNHATD AENCTBUS C aKTUBHbBIMU
ceccuaMM Nnonb3oBaTenein:

" OTKJ/IKOUYEHUE CECCUM;

= cbpoc ceccun

«YnpasneHue nonb3oBaTens MM OMeHa
ayTeHTUdUKaLUmn»

PaBDELLIEHVIe MO3BONAET BbINOJIHATb ,D,eVICTBMﬂ:

= pobaeneHve Nob30BaTeNs LOMEHA ayTEHTUDUKALMM;
* pefakTUpOBaHWeE NoMb30BaTeNs JOMeHa ayTeHTUdMKaLnm;
* yaaseHue Nnonb3oBaTens AOMeHa ayTeHTUhUKaumm

«YnpasneHue ponamMm»

Pa3pemeH Me NOo3BOJIAET BbINONTHATbL:

* MPOCMOTp pasfena «YnpaBiaeHWe ponsiMu» U BbINOMHATb
OEeNCcTBUs B pasgene:
¢ €03[aBaTb ponu;
* penakTMpoBaTb Posiv;
* yAansTb ponu;
* npocMoTp paszena «YnpaeneHne ACL» 1 BbINONHATb AenCTBUS
B paszene:
e CO3[aBaTb paspeLleHus 41 06beKTOB;
¢ penakTMpoBaTb paspeLleHus Ans OB6beKTOB;
* yAanaTb pa3speLleHus ona o6bekToB

«YnpaBneHue wabnoHamMu paboumx MecT»

PaBDELLIEHVIe MO3BONAET BbINOJIHATb ,D,eVICTBMﬂ:

= co3gaHue wabnoHa BPM;
* penakTupoBaHue WabsoHa BPM;
= ypaneHue wabnoHa BPM

,D.J'Iﬂ penakTupoBaHusa Knacca agMUHUCTPATOpPa HY>XHO Bbl6paTb €ro, a 3dTeéM Ha>aTb 3KpPaHHYIO

kKHonky [M3MeHUTB].

[ns ynaneHns Hy>KHO BbIGpaTb CO34aHHbIN OOLEKT, a 3aTeM HaXkaTb IKPaHHYO KHOMKY [YaanuTsb].

A Knacc dAMUHNCTPaTOpa MOXKeT ObITb yAaneH TONbKO B TOM CJlydae, eC/iu OH He Ha3HayeH

nonb3oBaTesto.
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Knacc agMuWHMUCTpaTopa MOXeT ObiTb HasHayeH oOnpedeneHHOMY Monb3oBaTento. [Ons HasHayeHus
CO34aHHOro knacca cnepyet nepent «KoMnoHeHTbl - [loMeHbl ayTeHTUdGUKaLMMU» U 3aTeM B cTonbue
«Ha3BaHue» cBogHOM Tabnuubl BbIOpaTb AOMEH ayTEHTUDUKALMMU, B KOTOPbIA BXOAUT NONb30BATESNb.

Ha oTkpbiBwelica cTpaHuue B Tabnuue «llonb3oBaTenu» HY>XXHO BblOpaTb MOMb30BAaTENS M HaXaTb
3KpaHHY kHonky [U3MeHUTb]. B oTKpbiBLUENCS dopMe peaakTUpoBaHWUS nonb3osaTens B none «Ponu»

BblIGpaTb KNACC (cM. PucyHok 33).

WameHuWTk badmin

KommenTapuid
CraTyc AKTWBHBIA

Twn yqeTHoid Mepconan
sanmcn

Ipynnbi admins, brestadmins, brestusers

Ponn I user

PucyHok 33 — OKHO Ha3Ha4YeHUS MOb30BATENIbCKUX POJIEN

A TMapameTtp «[lMepcoHan» ykasbiBaeT, YTO MONb30BaTeENb ABAAETCA onepaTopoM Termidesk (knacc
aAMUHUCTpPATOpPa C OrpaHUYEHHbIMU MOMHOMOUMSMU B rpacdmyveckoM nHTepdence Termidesk).

Co3paHHbIM KnaccaM agMMHUCTPATOPOB MOXHO LEe/IErMpoBaTb YNpaBaeHUe OTAENbHbIMU doHaamu BPM.
Ons pnobaBneHuss HOBOro paspelueHusi obbekTy cnenyeT nepenTtu «HacTtporiku - YnpasnenHne ACL»,
HaxkaTb 3kpaHHYto kHorky [CospaTtb] 1 BbIGpaTh 06beKkT «DoHA paboynx MecT».

B pexume pobaBneHUs HOBOro paspelueHusi ajis obbekTa agMuHucTpaTtopy Termidesk Heobxopumo

3aMo/IHUTbL NapameTpsbl, NepedymncieHHble B ctonbue «lMapameTp» cneaytroweit Tabamubl (cm. Tabnuua 43).

Tabnuua 43 — JocTynHble NnapaMeTpbl NpU [0OABIEHUM NOSIb30BATENbCKUX pa3peLleHnin gis GoHOoB
BPM

MapameTp OnucaHue

«Ponb» HaunmeHoBaHue 3apaHee CO34aHHOro 1 HasHa4eHHOro NoNb30BaTeNlko
KnacCa agMUHUCTpaTopa
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Mapametp OnucaHue

«[Nonb3oBaTeNbCcKoe paspeLueHme» Bbi60op nonb3oBaTenbCckmx paspeLleHunii, kacarowmxcsa doHgos BPM.
Cnuncok Bcex AOCTYMHbIX Pa3peLLeHui:

* npocmoTp doHaos BPM;

* pepakTupoBaHue dpoHaos BPM;

= ypaneHue doHaos BPM;

ynpasneHue kewem boHaos BPM;

ynpaBneHue Nonb3oBaTeNlbCKMMK rpynnamu poHpos BPM;
yrpaBneHue nosb3oBatensmu poHzos BPM;

ynpassieHue NpoTokonamu aoctaeku poHaos BPM;
ynpaeneHue nybavkaumamm doHagos BPM

«Ob6bEKT» PaHee co3paHHbI poHa BPM

10.5 . MNepeHanpaeneHue Ha HTTPS

Ona Toro, uTobbl BeEG-MHTepdenc Termidesk pabotan no 6GesonacHomy npoTtokony HTTPS,
NCMONb3YHOTCS HACTPOMKKM Beb-cepBepa apache ans nepeHanpaBneHus 3anpoca ¢ npotokona HTTP Ha
HTTPS.

HacTponkn nepeHanpaBneHuss 3apatoTcss B KOHDUrypauMoHHoMm danne /etc/apache2/sites-
available/termidesk.conf. [locne BHeceHMs JOBbLIX W3MEHEHUM B 3TOT dann HeobxoomMmo

nepesanycTuTb cNy>k0y Beb-cepsepa apache:

:~$ sudo systemctl restart apache2

& TepeHanpasneHne Ha HTPS HacTpoeHo no ymonuyaHuto nocne yctaHoBku Termidesk. [Mpwu
HeobXxoAMMOCTM MCMONb30BaHUS He3awuueHHoro npoTtokona HTTP agMuHucTpatop AomkeH
M3MeHUTb dann /etc/apache2/sites-available/termidesk.conf, packoMMeHTUpPOBaB
HacTponku VirtualHost n 3akommeHTUpoBaB HacTporikun HTTPS.

MpuMep ncxogHOro KoHbUrypaunmoHHoro danna:

#<VirtualHost *:80>
ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

0o ~NO0OUL DS WNBKE

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

=
(O]
H oH H H H B H B H B W H W W W

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 111



@ TERMIDESK CNET.10001-02 90 02

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

H oH H H H H H H H H H H H H H H H H

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# CailT Ans NpUHYAUTENbHOro nepeHanpaBfeHnss Ha NpoTokon HTTPS.
<VirtualHost *:80>

ServerName #HOSTNAME#
ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x
RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

<IfModule mod_ssl.c>
<VirtualHost _default_:443>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>
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73
4
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106

107
108
109
110
111

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLEngine on
SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key

Ansa koppekTHoW paboTbhl Termidesk ¢ MTLS HeO6XOAMMO HACTPOUTb AUPEKTUBbLI HUXE
B COOTBETCTBUM C YCNOBUSAMU N TPebOBAHUSAMU OKPYXEHUS WHCTanAsauuu
SSLCACertificateFile

SSLVerifyClient

SSLVerifyDepth

H*H oH o H

# Mpobpoc NapameTpoB K/MEHTCKOro cepTudmkaTta B Termidesk

# yepe3 Habop COGCTBEHHbLIX 3aro/0BKOB

RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'
RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}
RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%

{SSL_CLIENT_V_START}

RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}
RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}
RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

</VirtualHost>
</IfModule>

Mpumep KoHbUrypaunoHHoro danna ans paboTbl Mo HesawmeHHoMy npoTtokony HTTP:

1

1
2
3
4
5
6
-
8
9
0
11

<VirtualHost *:80>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted
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12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
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60
61
62
63
64
65

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

# CaliT gna NpuHYAMTENbHOr0 MNepeHanpaBfieHuMss Ha npoTokon HTTPS.
# <VirtualHost *x:80>

EeS

#
#
#
#
#
#
#
#

ServerName #HOSTNAME#
ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x
RewriteRule A(.*x)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# <IfModule mod_ssl.c>
# <VirtualHost _default_:443>

#
#

H*H oH o H

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>
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66

67 # <Directory /opt/termidesk/share/termidesk-vdi/src/media>
68 # Order deny,allow

69 # Allow from all

70 # Require all granted
71 # </Directory>

72

73 # RewriteEngine on

T4 # ProxyTimeout 70

75 # ProxyPreserveHost On

76 # ProxyRequests Off

77

78 # ProxyPassMatch */media/ !
79 # ProxyPassMatch */static/ !
80

81 # ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800

82 # ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
83

84 # ProxyPass / http://127.0.0.1:8000/

85 # ProxyPassReverse / http://127.0.0.1:8000/

86

87 # RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

88

89 # ErrorLog ${APACHE_LOG_DIR}/error.log

90 # CustomLog ${APACHE_LOG_DIR}/access.log combined

91
92 # SSLEngine on
93 # SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
94 # SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key
95
96 # Qna KoppekTHon paboThl Termidesk ¢ MTLS Heo6XOA4MMO HaCTPOUTb AUPEKTUBLI HUXE
97 # B COOTBETCTBUM C YC/NOBUAMU N TpebOBaHUAMU OKPYXEHWA WHCTaNNAuUu
98 # SSLCACertificateFile
99 # SSLVerifyClient
100 # SSLVerifyDepth
101
102 # MNpobpoc napameTpoB K/MEHTCKOro ceptudukaTta B Termidesk
103 # yepe3 Habop COOGCTBEHHBLIX 3aro/I0BKOB

104 # RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'

105 # RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}

106 # RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%
{SSL_CLIENT_V_START}

107 # RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}

108 # RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}

109 # RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

110 # </VirtualHost>

111 #</IfModule>

10.6 . 3ameHa SSL-cepTudmkara Be6-cepeepa

Ons poctyna k Be6-uHTepdency Termidesk no npotokony HTTPS Ha 3Tane yctaHOBKM Beb-cepBepa
aBTOMATUYECKU FreHepupyeTCsl CaMOMNOANMUCaHHbIA CepTUDUKAT U 3aKpbITbIA K04 K HeMy. B HekoTopbix

cny4dasax MOXeT I'IOHa,EI,O6MTbCﬂ 3dMEHUTDb 3TU CepTMd)MKaTbI Ha gpyrue.

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 115



@ TERMIDESK C/MET.10001-02 90 02

®

Kntou - nocnenoBaTelbHOCTb NMCEBAOCTYHaMHbIX YNCEN, CreHepUpPOBaHHas 0CobbiM 0b6pasoM.
CepTtudukar - aptedakT, cogepxkalimm nHGopmaLmMio 0 BRadesblie KAoUYa U NoATBEP KAatoLLMA
NMPUHALNEXHOCTb K/HoYa BRagesnbLy.

Lna 3ameHbl SSL-cepTudurkaToB Heobxognmo:

S

:~S

10.7.

NONYYUTb HOBbIN CEPTUDUKAT U KHOY K HEMY;

NMOMeCcTUTb HOBbIN cepTUdUKaT hopMaTa .pem B KaTanor /etc/ssl/certs/:
sudo cp <nyTb_K_cepTudéukaty> /etc/ssl/certs/
NMOMEeCTUTb HOBbIN K/tod opMaTa . key B KaTanor /etc/ssl/private/:

sudo cp <NYTb_K_K/w4y> /etc/ssl/certs/

Ecnu ceptudukart n knou HaxopsTca B PKCS12-koHTenHepe (dbann dpopmara . pfx), Heobxoammo
CHa4aJla CKOHBEPTUPOBATb MX B HYXKHbIN hopMaT:

1 :~3$ openssl pkcs12 -in <NyTb_K_pfx-KOHTeliHepy> -out
<NyTb_K_co3gaBaemMomy_o¢ainy.pem> -nodes
2 :~$ openssl pkcsl2 -in <nyTb_K_pfx-KOHTelHepy> -nocerts -nodes -out

<NyTb_K_co3aaBaemomy_oaiiny . key>

oTpepakTMpoBaTk dann /etc/apache2/sites-available/termidesk.conf, 3aMeHMB nNyTb K

cepTndmKaTy M KUYy Ans napameTpoB SSLCertificateFile m SSLCertificateKeyFile Ha

HOBbIE:
1 SSLEngine on
2 SSLCertificateFile /etc/ssl/certs/new_cert.pem
3 SSLCertificateKeyFile /etc/ssl/private/new_key.key
4 </VirtualHost>

nepe3anycTuTb Beb-cepBep:

sudo systemctl restart apache2

YcTaHOBKa KOpHeBoOro CepTVI(bVIKaTa LeHTpa CepTMd)VIKaUMVI

YcTaHOBKa KopHeBoro ceptudukata ueHTpa ceptudukaumm (LLC) mMoxkeT 6biTb Heobxoguma npu

HacTpoMKe [OCTyrna Mexay KoMroHeHTamMu no npotokony SSL. lNMpeanonaraercs, 4to MHPpacTpyKkTypa

oTKpbITbIX kntoden (PKI) yr>ke passepHyTa B opraHumsauum, LLC ycTaHoBnEH.

Ons Toro utobbl yctaHoBUTb KopHeBow cepTudmkat LLC (Hanpumep, CA.crt) Ha «YHuMBepcanbHbIN

amcnetdep» Termidesk, Hy>XHO:

ckonupoBaTb dann CA.crt Ha cepep Termidesk;
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= 33TeM ckonmpoBaTb CA.crt B Katanor /usr/share/ca-certificates:
:~$ sudo cp <nyTb_K_cepTudukaty> /usr/share/ca-certificates/
* BbIMOJHUTb KOMaHAY AobaBneHus kopHeBoro ceptudukarta LIC:

:~$ sudo dpkg-reconfigure ca-certificates

* Ha 3anpoc «JloBepsaTb HOBbIM cepTUdMKaTaM YLOCTOBEPSIOLLMX LEHTPOB» OTBETUTL «[a»;
* y6eguTbCs, UTO cepTUdMKaT CA.crt OTMeYeH A8 aKTUBaLUK;

* HaXkaTb 3KpaHHYyto kHonky [Ok] u noxpaaTbcs okoHYaHMS onepaLmu.

Ons HacTporiku Termidesk Ha paboTy ¢ cepTuUdMKaTaMmn HyXKHO:
* no06aBUTb NMEpPEMEHHYH OKpyKeHMs REQUESTS_CA_BUNDLE B danne /etc/opt/termidesk-vdi/
termidesk.conf. B nepemMeHHON OKpY>XEHMSI HY)XXHO YyKaszaTb MyTb K ¢anay C AOBEPEHHbIM

KOopHeBbIM cepTuUdmkaToM. MNpumep:
REQUESTS_CA_BUNDLE=/etc/ssl/certs/ca.crt
* BbINOJIHUTbL Nepe3anyck cny>xobl termidesk-vdi:
:~$ sudo systemctl restart termidesk-vdi

10.8 . PaboTa Be6-uHTepdeiica Termidesk ¢ npotokonom TLS

Beb-uHTepdenc Termidesk no ymonuaHuto nopaepykuBaeT paboTy Ha BCeX MpoTokonax, kpome SSLv3.
LOns Toro 4To6bl BKAKOUUTL NOAAEPXKKY Tosibko npoTtokosioB TLS1.2 u TLS 1.3 B Beb6-cepBepe apache,
HY>KHO CKOppeKTMpoBaTb dann KoHbUrypauum /etc/apache2/mods-available/ssl.conf.

Ons atoro:

* BbIMOJIHUTb pe3epBHOE KOMMPOBaHME TeKyLlero damnna KoHpuUrypauuu:
:~$ sudo cp /etc/apache2/mods-available/ssl.conf /etc/apache2/mods-available/ssl.conf_bkp

" BKJIIOUUTb NOAAEPXKKY Tonbko npotokonos TLS1.2 u TLS 1.3, BHeca wu3amMeHeHus B daun

KOHbUrypauum /etc/apache2/mods-available/ssl.conf:

1 :~$ sudo sed -i 's/SSLProtocol all -SSLv3/SSLProtocol -all +TLSv1l.2 +TLSv1.3/g'
/etc/apache2/mods-available/ssl.conf

2 :~$ sudo sed -i 's/SSLCipherSuite HIGH:!aNULL/SSLCipherSuite HIGH:!aNULL:!MD5:!
3DES/g' /etc/apache2/mods-available/ssl.conf

3 :~$ sudo sed -1 's/#SSLHonorCipherOrder on/SSLHonorCipherOrder on/g' /etc/

apache2/mods-available/ssl.conf

* BbINOJHUTL 06HOBNEHME hannoB KOHGUIypaunmn Beb-cepeepa apache:
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:~$ sudo systemctl reload apache2

10.9. YnpaBneHue aBTOpM3aLMel NONb30BaTENS B KOMNOHEHTe «KnueHT»

B Termidesk npegycMoTpeHa BO3MOXHOCTb YMpaB/ieHUsI aBTOpU3aLMen MONb30BaTENsl B KOMMOHEHTE
«KnueHT».

LOns n3MeHeHMs napamMeTpoB aBTopu3aumMu cnepyeT nepenTu «HacTporiku - CuUCTeMHble napaMeTpbl -
AyTeHTUdUMKAUMS», U HACTPOMUTb  MapaMeTpbl, MNepeyncneHHble B cTonbue  «[llapameTtp»
cnepytowemn Tabnmubl (cm. Tabnuua 44).

[ns coxpaHeHWs NapamMeTpoB aBTOPM3aLMM HYXKHO HaXkaTb 3KpaHHY0 KHOMKy [CoxpaHuTb].

Tabnuua 44 — [locTynHble NapaMeTpbl NPU HAaCTPOMKE COXPAHEHMS Naponer B KoMNoHeHTe «KnueHT»

Mapametp OnucaHue
«Pa3pemv1Tb COXpaHEHNE NMEHU NOJIb30BaTENA B YHpaBneHme napaMeTpoM CoOXpaHeEHNA NMEHU NOJIb30BaTeENA B
KJINEHTE» koMnoHeHTe «KnmneHT» npu NOAKNKYEHUUN K «YHMBepcaanOMy
ancnetyepy».

3HauyeHMe No yMonyaHuto: «da»

«PaBpequ/ITb COXpaHeHue naponsa B KIMeHTe» YI'IpaBJ'IEHVIE napaMeTpoM COXpaHeHUA naposs B KOMMNOHEHTE
«KnuneHTt» npu NOAKNKYEHUN K «YHMBepcaanOMy ancnetTyepy».

3HauyeHMe No yMonyaHuto: «da»

«Jon. nHdopmauma npu owmnbke Bxona» MHdbopmMaumoHHoe cooblieHme, oTobpaskaemMoe rnpu owwmnbke Bxoaa
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11. PESEPBHOE KOIMNMMPOBAHUE N BOCCTAHOBJIEHUE

11.1 . O6wme cBeaeHUA

Mockonbky Kaxkaas ycTaHOBKa KOMMOHeHTOB Termidesk MOXeT OTAMYaTbCA OT ApYrux, NOgpobHble Lwarm
Mo pe3epBHOMY KOMWPOBAHMIO U BOCCTAHOBIEHWUIO U UCMOMb3YEMblE MHCTPYMEHTbI OyAyT NpUBELEHbl He
AN BCex KOMMOHeHTOB. PesepBHoe KkonmmMpoBaHWe U BOCCTAaHOB/IEHME MOXET BbIMOAHATHCA Kak
cpenctBamMn mn cnyxbamm OC, Tak M cneumanmsmMpoBaHHbIMM cucTemaMu. [lopsagoK BbIMNOSHEHUS U
NepuogUYHOCTb PE3EPBHOIO KOMMPOBAHMS OMPELENAOTCS SKCMIYaTUPYHOLWUM NPeanpUsTUEM.
Pe3epBHOMY KOMMPOBaHUIO MoAexXarT:

= B[l Termidesk;

* KOH(UIypaUMoHHble Palibl KOMMOHEHTA « YHUBEpPCabHbIWM AUCMeTYEP» U aAMUHUCTPATUBHOMO W/

WA MONb30BaTENIbCKOrO NOPTasoB;

* KOH(UIypaUMoHHbIe dansibl KOMAOHeHTa «LLnro3»;

* KOH(UIypauMoHHble dansibl KOMMOHEHTa «MeHemkep paboumx MecT»;

* KOHUrypaumoHHbie dannbl koMrnoHeHTa «CepBep TepMmnHanoB Astra Linux»;

* KOHbUrypaLmoHHble dannbl KoMNoHeHTa « CECCUOHHbIN areHT»;

* KOH(UIypaUMoHHble Gansibl BaNaHCMPOBLUMKA HArpy3KK;

* KOH(UIypaUMOHHbIe Qalsibl, MCNOMb3YOLMECS 4 PEXXUMA BbICOKOM AOCTYMNMHOCTM.

B kauecTBe anbTepHaTUBHOIO BapMaHTa MOFyT pe3epBMPOBATLCS LLESIMKOM Y3/1bl KOMMOHEHTOB, €CJIY OHU
ycTaHoBneHbl Ha BM. Takom noaxop npuMeHsieTcs, Hanpumep, AN pPe3epBMPOBAHUS KOMMOHEHTA
«BupTyanbHbin Mmogynb Termidesk».

Kak npaBuno, dannbl KOMMNOHEHTOB «YAaNeHHbIM MOMOLLHUKY», «KAneHT» He noanexaT pe3epBHOMY

KOMMPOBaHUIO, T.K. MOBTOPHAs YCTaHOBKa B OOMbLUMHCTBE clyyaeB ByneT bbicTpee.
11.2 . Oevicteua c b Termidesk

11.2.1 . Pe3epBHoe konupoBaHue bl
PesepsHoe konunposaHue B, cospaHHon CY B[ Postgres-11 Mo)KHO BbIMOAHUTL YTUAUTON pg_dump:

1 :$ pg_dump -d <HaumeHoBaHue B> -h <IP-agpec_xocTa> -p <nopT> -U <nonb3oBaTesb>
-W --format=t > <umsa_daina_ana_coxpaHeHua_BJ.tar>

roe:

-d <HaumeHoBaHue BA> - umsa bL. MNpu cTaHOApTHBIX HAaCTpPOMKax UCMoJb3yeTcs UMs termidesk;

-h <IP-agpec_xocTa> - IP-agpec yz3na, roe pacnonoxeHa b[l. Ecnu Bl ycTtaHaBnmBanacb NokasibHO,
HY>XHO yKa3aTb localhost;

-p <nopT> - nopT ansa noakntoveHus kK BL. MNMpu cTaHpapTHBIX HAaCTpoMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenb> - MMS MONb30BaTenss Ans nogkntodeHus. [lpu  cTaHOApTHbIX HAcTpoMKax

ucrionbsyetcs nMsa termidesk;
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-W - 3anpoc naponsa ans noakntoveHus k B. MNpu cTaHAapTHbIX HacTpoMkax MpW MOsIBEHMM 3amnpoca
HY>XHO yKa3aTb ksedimret;
--format=t - knou ansa skcnopta b B popmaTe tar;

<nmsa_daiina_pnsa_coxpaHeHusi_BJ.tar> - uma u dopmat danna (tar) ans coxpaHenus bA.

11.2.2 . BoccraHoeneHue B[] 13 pesepBHOM konum

BoccTtaHoBneHue B/ 13 pe3epBHOM KOMUK BbIMOHAETCS KOMaHAOM:

1 :$ pg_restore -d <HaummeHoBaHue B> -h <IP-agpec_xocTa> -p <nopt> -U
<nonb3oBaTenb> -W -f <palhin_konun_BA.tar>

roe:

-d <HaumeHoBaHue BA> - umsa bL. MNpu cTaHZAPTHBIX HAaCTpPOMKax UCMOb3yeTca UMa termidesk;

-h <IP-agpec_xocTa> - |IP-agpec y3na, roe pacnonoxeHa b[. Ecnu wvcnonbsyetca nokanbHas b,
HY>XHO yka3aTb localhost;

-p <nopT> - nopT ansa noakntovenus Kk b. MNMpu cTaHgapTHBIX HAaCTpoMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenb> - MMS MOMb30BaTeNs Ans nogkntodeHus. [lpyu  cTaHZApTHbIX HacTpoOMKax
ucrionb3yetcsd nMsa termidesk;

-W - 3anpoc naponsa ana noaxnatodeHus K b. MNMpu cTaHOapTHbIX HAacTpoMKax Mpu MNOABEHMKU 3anpoca
HY>KHO yKa3aTb ksedimret;

-f <dainn_konuu_BJ4.tar> - nyTb K danny pesepsHom konum b.
11.3 . [eiictBus c 6pokepom coobLueHuii RabbitMQ

11.3.1 . Pe3epBHoe KonvMpoBaHUe AaHHbIX Bpokepa cooblueHnn RabbitMQ-server
LOna RabbitMQ-server cnepyer:

" OCTaHOBUTb CNYXOy rabbitmg-server:
:~$ sudo systemctl stop rabbitmg-server

= BbINOJHUTb pe3epBHOE KOMUpPOBaHUe KaTanora /etc/rabbitmqg/ BMecTe C ero coaep>umbim;
= BbINOJIHUTb pe3epBHOE KOMUPOBaHUE KaTanora gaHHbix /var/lib/rabbitmg/mnesia/;

* 3aMyCTUTb CNYXOY rabbitmg-server:
:~$ sudo systemctl start rabbitmg-server
11.3.2 . BoccTaHoBneHue 6pokepa coobLueHuit RabbitMQ-server us pesepBHoit Konum
(® CospeMeHHble Bepcun RabbitMQ (3.8.0+) noaaep>kmBatoT BOCCTaHOBNEHWE M3 PE3EPBHON KOMUM
TOrpa, Korga OHW BOCCTaHaBnAMBatoTCs Ha y3en RabbitMQ c TouHo TakmMM >xe MMeHeM y3na, C

KOTOpPOro 6blna CO34adHa pe3epBHasa Konnga AaHHbIX.

Lns BoccTtaHoBneHus koHbuUrypaumm RabbitMQ-server cnenyert:
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" OCTaHOBUTb CNYXKOy rabbitmg-server:
:~$ sudo systemctl stop rabbitmg-server

* BOCCTAaHOBUTb pe3epBHble KOMUK KaTanoros /etc/rabbitmq/ v /var/1lib/rabbitmg/mnesia/;

* 3anycTuTb RabbitMQ-server:

:~$ sudo systemctl start rabbitmg-server

11.4 . [OencTBua C KOMMNOHEHTOM « YHMBEPCAJIbHbIW AUCNETYEP»

11.4.1 . Pe3epBHOe KONMpPOBaHUE AaHHbIX « YHUBEPCANbHOIO AucrneTyepa»
Lna koMnoHeHTa «YHMBEPCA/IbHbIM AMCNETYEP» C/EAYET BbINMOJHUTL PE3EPBHOE KOMMPOBAHUE:
= KaTasnora /etc/opt/termidesk-vdi/ BMeCTe C ero coaep>XxmmbliM;
* KOHUrypaumoHHoro damna /etc/apache2/sites-available/termidesk.conf;
» knouen /etc/ssl/certs/ssl-cert-snakeoil.pemu /etc/ssl/private/ssl-cert-
snakeoil.key, UCNONb3YIOWMXCA ANS 3aLUMLLEHHOrO MOAK/HOYMEHMS K NOpTany agMMHUCTpATopa

VI/MJ'I M Nonb30BaTeNd.

11.4.2 . BoccraHoBneHue « YHMBEPCa/IbHOro AUCNETYEpa» U3 pe3epBHOM KOMuu
Lna BoccTaHoBneHUs kKoOHpUrypaumm « YHMBEPCANbHOIO AUCMeTYepa» ClenyerT:
= BOCCTAHOBWTb pe3epBHYIO KONUIo KaTanora /etc/opt/termidesk-vdi/;
* BOCCTAHOBWTb pe3epBHble KOMUK KOHDUTrypaumoHHoro danna /etc/apache2/sites-available/
termidesk.conf u knouen /etc/ssl/certs/ssl-cert-snakeoil.pem, /etc/ssl/private/
ssl-cert-snakeoil.key;

* nepe3anycTuUTb CNyxby termidesk-vdi:
:~$ sudo systemctl restart termidesk-vdi
* nepesanycTuTb Beb-cepsep:

:~$ sudo systemctl restart apache2

11.5. OevictBua c koMnoHeHTOM «LLIno3»

11.5.1 . PesepBHoe konvpoBaHue aaHHbIX «LLinto3a»
Lna komnoHeHTa «LLnto3» cnenyeT BbINOAHUTE pe3epBHOE KOMMPOBaHME:
* KOHUrypaumoHHoro damna /etc/termidesk/termidesk-gateway.conf;
" K/IHOYEM, WCMONb3YHOLLUMXCA O/  3alMLLEHHOrO COEeAMHEHMsl, YKasaHHbIX B danne /etc/

termidesk/termidesk-gateway.conf.

11.5.2 . BoccraHoBneHue «LLno3a» us pesepBHoM Konum

Lna BoccTtaHoBneHus koHdurypaumm «LLntoza» cnepyert:
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* BOCCTAHOBWTb pe3epBHYIO konuto danna /etc/termidesk/termidesk-gateway.conf u Kitoden
yKaszaHHbIX B 3TOM daune;

* nepe3anycTuUTb CNyXby termidesk-gateway:

:~$ sudo systemctl restart termidesk-gateway

11.6 . OeiicTBuA c KOMNOHEHTOM «MeHemkep paboumx MecT»

11.6.1 . Pe3sepBHOe KonMpoBaHue AaHHbIX «MeHemkepa pabounx MecT»
[Ons koMnoHeHTa «MeHepykep paboumMx MecT» cliefyeT BbIMONHUTL pe3epBHOE KOMMpOBaHMe KaTanora /

etc/opt/termidesk-vdi/ BMecCTe C ero Coaep>XnMbliM.

11.6.2 . BoccraHoBneHue «MeHemkepa pabounx MecT» U3 pesepBHOM KOMUK
Lna BoccTaHoBneHUs koHPUrypaumm « MeHemkepa paboumx MecT» ciegyerT:
* BOCCTAaHOBWTb pe3epBHYIO KOMUIO KaTasora /etc/opt/termidesk-vdi/;

" nepe3anycTuUTb CIyX0Obl:

:~$ sudo systemctl restart termidesk-taskman termidesk-celery-beat termidesk-celery-worker

A Ecnn komnoHeHT «MeHemkep paboumx MecT» 6bln yCTaHOBMEH B pacrpenesieHHOM BapuaHTe
ycTtaHoBkM Termidesk, HEOGXOAMMO Y4YECTb, YTO OAHOBPEMEHHO CNYyXK6a termidesk-taskman no
JIKHA ObITb 3anyLLeHa TO/IbKO Ha OAHOM M3 Y3/10B, paboTaloLWLMX B pexkMMe 6anaHCUPOBKM.

11.7 . Oeuncreua c koMnoHeHTOM «CepBep TepMuHanoB Astra Linux»

11.7.1 . Pe3epBHoe konnpoBaHue aaHHbIX «CepBepa TepmuHanos Astra Linux»
Ona komnoHeHTa «CepBep TepMuHanoB Astra Linux» cnegyeT BbINMOJHUTbL PE3EPBHOE KOMUPOBaHME
KaTanora /etc/stal/ wn komnoHeHTa «CeccUMOHHbIM areHT» (cM. nogpaspen PesepBHoe KonupoBaHue

AaHHbIX «CeCCMOHHOrO areHTa).

11.7.2 . BoccraHoBneHue «CepBepa TepmuHanos Astra Linux» 13 pesepBHOM Konum
Lna BoccTtaHoBneHus koHdurypaumm «Cepsepa TepmumHanoB Astra Linux» cnenyer:
= BOCCTAaHOBWTb pe3epBHYIO KOMUIO KaTanora /etc/stal/;

* BOCCTAHOBMUTb KOMMOHEHT «CecCMOHHbIN areHT» (cM. noapasaen BoccraHoBneHue «CeccuoHHoro
areHTa» U3 pesepBHOM KOMUM);

* Mepe3anycTuTb CNyXObl:

:~$ sudo systemctl restart termidesk-stal stal-proxy stal-rdpepc

11.8 . HdeiictBusa ¢ KOMNoHeHTOM «CeCCUOHHbINA areHT»

11.8.1 . Pe3epBHOe KOnMpoBaHUe AaHHbIX «CeCCUOHHOro areHTa»

Ons komnoHeHTa « CeCCUOHHbIM areHT» ciefyeT BbIMONHUTL pe3epBHOE KOMMPOBAHME:
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KaTanora /etc/opt/termidesk-ssa/ (ans OC Astra Linux Special Edition (Server));
KaTanora %ProgramData%\UVEON\Termidesk Session Agent\ (ans OC Microsoft Windows

Server).

11.8.2 . BoccraHoBneHne «CeCCMOHHOMO areHTa» U3 pe3epBHOM KOMUU

Ona BocctaHoBNEHUs KOHPUrypaumm «CeCCMOHHOro areHTa» cneayer:

S

119.

BOCCTAHOBUTb pe3epBHYO KOMWto KaTanora /etc/opt/termidesk-ssa/ (ana OC Astra Linux
Special Edition (Server)) unn %ProgramData%\UVEON\Termidesk Session Agent\ (ans OC
Microsoft Windows Server);

nepe3anyctutb cnyxby «TermideskSessionAgentService» uepes ocHacTky «Cnyx6bi» B OC

Microsoft Windows Server nnu komaHgor B OC Astra Linux Special Edition (Server):

sudo systemctl restart termidesk-session-agent

LelicTBus ¢ 6anaHCUPOBLUUKOM Harpysku

11.9.1 . Pe3epBHoe KonMpoBaHue AaHHbIX 6anaHCUPOBLUMKA Harpy3ku

®

anIMep npueeneH ongd 6a)'|aHCMpOBLLI,MKa nginx, MOCKOJIbKY €ero HaCTpOﬁKa OnmcaHa B Ka4yecTBe

npumepa B nogpasgene Hactponka 6GanaHcupoBlMKa A8 paboTbl € CaMOMOAMMUCaHHbLIMU
ceptudukaTamm.

ﬂ,l‘lﬂ 6aJ'IaHCVIpOBLLl,VIKa Harpysku nginx cnenyeT BbINONMHUTbL pe3epBHOE KOMMPOBaHUE!

KaTanora /etc/nginx/snippets;
KaTasora c KJiouaMu 1 cepTudukatamm /etc/ssl/;
KaTanora /etc/nginx/sites—available/;

KaTtanora /etc/nginx/conf.d/.

11.9.2 . BoccTaHoBneHue 6anaHCUpOBLLMKA Harpy3Ku U3 pe3epBHOM KOMUU

Lna BoccTaHoBneHUS KOHPUrypaLmMm BanaHCUPOBLLMKA Harpy3ku nginx cnenyert:

BOCCTAaHOBUTb pe3epBHble KOMWK KaTanoroB /etc/nginx/snippets, /etc/ssl/, /etc/nginx/
sites-available/, /etc/nginx/conf.d/;

nepesanycTuTb Be6-cepsep:

:~$ sudo systemctl restart nginx

11.10

. dencteus pna pe>kuMa BbICOKOM LOCTYNMHOCTH

11.10.1 . Pe3epBHOe KonupoBaHMe KOHPUIypaL MM peXKMMa BbICOKOM JOCTYMHOCTH

Ona pexxmuma BbICOKOWM AOOCTYNMHOCTMHU, KOTOprlZ 006bIYHO HaCTpaumBaeTCa 4054 0TKa30yCTOIZLIMBOIZ nnn

pacnpeneneHHon yctaHoBkM Termidesk, cnefyeT BbIMONHUTL pe3epBHOE KOMMpPOBaHWE KaTanora /etc/

keepalived/.
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11.10.2 . BoccTtaHoBneHMe KOHPUIypaLmmM peXkuMa BbICOKOM JOCTYMHOCTU U3 pe3epBHOM KoMK
Lna BoccTtaHoBNEHUA KOHDUTIYypaLMK pexxmMMa BbICOKOM AOCTYMHOCTU CNeayeT:
* BOCCTAHOBWTb M3 pe3epBHOM KoMNKuM KaTanor /etc/keepalived/;

* repe3anycTuTb cepBUC keeaplived:

:~$ sudo systemctl restart keepalived
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12 . TEHEPALIUA OTYETA NO MOAENAM AAHHBIX U CTPYKTYPAM b,
TERMIDESK

12.1 . leHepauus oT4yeTa Mo MoaensM AaHHbIX U cTpykTypam Bl Termidesk

B Termidesk peanv3oBaHa BO3MOXHOCTb FEHEpaLMKM OTYETa MO MOAENAM HaHHbIX M CTpykTypam B[, c

OMNUCAHMEM rosien Ta6J'IMLI,, UX 3HAYEHUN U MeXTabNNUYHbIX CBA3EN.

[ns reHepaumu oTyeTa cneayeT nepenmTn B MHTEpdENCc KOMaHAHOM CTPOKM U BbIMOMHUTb KOMaHAY:

* ecnu TpebyeTcsa CreHepMpoBaTb OTHET MO MOAENM AaHHbIX U CTpYKType B, npunoxeHus:

:~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage tdsk_graph_models termidesk >
<ums_danna_ansa_coxpaHeHus . html>

roe:

termidesk - Ha3BaHUE NPUNOXEHUS;

<ums_daiina_ans_coxpaHeHusi. html> - uma u dopmat damna (html) 4ns coxpaHeHUs oTYeTa.

A [na reHepaumm oTyeTa MO MOAENM [AHHbIX U CTpykType B HeckonbKMX MPUNOXKEHUN KX
Ha3BaHMSA yKa3blBalOTCA Yepes npoben.

* ecnv TpebyeTcs creHepupoBaTb OTHYET MO BCEM MOAENM AaHHbIX U cTpykType B, Termidesk:

:~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage tdsk_graph_models -a -g >
<ums_daina_ans_coxpaHeHus . html>
roe:
-a - K4 1S reHepauum OT4yeTa, OMUCbIBAtOLLErO BCE AOCTYMHbIE MOAENU AAHHbIX U CTPYKTYpbI
b,
—g - KoY rpynnmupoBku Ta6I'IMLI, B COOTBETCTBUU C UX MPUNOXKEHNAMU]

<umvsA_daiina_pnsa_coxpaHeHusi.html> - uma un dopmat damna (html) ons coxpaHeHUs oTyeTa.
CrpykTypa danna oTyeTa NpuBeseHa B Tabnuue (cm. Tabnuua 45).

Tabnuua 45 - CtpykTtypa danna oTuyéTa

Mapametp OnucaHue

App HazBaHWe npunoxeHus, Ans KOTOPOro NpeacTasBieHa CTPYKTypa Moaenu
OaHHbIX

Model MpoeHTudurkaTop Moaenu ¢ npeactaBneHWeM CTPYKTYpPbl AaHHbIX

Abstract Model MpeHTudurkaTop Moaenu, Ans KOTOpoK NpeacTaBneHa CTPYKTypa AaHHbIX

<WHdopmMaLnoHHas CTpoka> CTpoka conepXvT Mofenb 0THeTa C NepedYncieHVeM nonen, 1mMbo
[OMONHUTENbHYIO MHPOPMALMIO O MOAENU AAHHbIX

NAME Cronbel, coaep>xXmuT MMeHa napamMeTpoB
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Mapamertp Onucanue
VALUE Cronbel, conep>XuT TUN AaHHbIX NapamMeTpoB
HELP TEXT CronbeL, cooep>XxXuT onmMcaHue napamMeTpos
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13. MOHUTOPUHI U YBEOOMJIEHUA

13.1. CucreMHble napaMeTpbl MOHUTOPUHTa

CucTeMHble napaMeTpbl MOHUTOPMHIA MO3BONAKOT HACTPOUTDL BbIBOA COBbLITUM B syslog-cepsep.

LOns koHbUrypaumm CMCTEMHbIX MapaMeTPOB MOHUTOPUHIA cnepyeT nepentu «Hactporiku - CucteMHble

napameTpbl - MOHUTOPUHI».

JocTynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk napameTpbl nepedyncrieHbl B cTonbue

«[MapameTp» cnenytoLLen TabnunLbl (cm. Tabnauua 46).

Tabnuua 46 — MapameTpbl MOHUTOpUHIa Termidesk

Mapametp

OnucaHue

«JlornpoBaHue Syslog»

MepeHanpaeneHve NOToKa COBLITUM MOHUTOPUHTIA Ha OTAENbHbIN syslog-
cepsep

«XocT 1»— «XocT 3»

IP-agpeca unv UMeHa y3noB, Ha KOTOpbIX pa3BepHyTa cny>kba syslog-cepsepa

«[poTokon»

Bbi6op npoTokona paboTbl ansa cnyx6bl syslog-cepsepa.

LocTynHble 3HauyeHnsa: «UDP», «TCP», «TLS». Mpu ucnonbsosanHum
npotokona « TLS» HeobXxoaMMOo yCTaHOBUTL Ha y3en C « YHUBepCanbHbIM
ancnetyepom» Termidesk kopHeBor ceptudmkat LLC, ncnonssytowmiica B
syslog-cepsepe, cornacHo noppasaeny YcTaHOBKa KOPHEBOIro cepTudumkara
LeHTpa cepTudUKaLmm.

3HauveHue no ymonyanuto: «UDP»

«Kareropus coobLieHus»

Bbi6op kaTeropuu coobLueHnin, KoTopble ByayT 3anMMCbIBaTLCS B XXYpHan
MOHUTOPUHra

«YpoBEHb IOrMpPOBaHUS»

Bbi6op ypoBHs norvposaHusi cobbiTuii (INFO, WARNING, ERROR, CRITICAL,
DEBUG)

13.2 . HacTpoiika oTrnpaBku yBeAOMJIEHUIA O CUCTEMHbBIX COBLITUAX

[Ons HacTporkM OTNpPaBKM YBEAOMJIEHUA O CUCTEMHbIX COBbITUSIX cneayeT nepentu «Hactporikn -

CucrtemMHble napamMeTpbl - YBenomneHua».

LocTynHble ans pegakTMpoBaHUs agMUHUCTpaTopy Termidesk napamMeTpbl nepeynciieHbl B cTonbue
«[MapameTp» cnenytoLen Tabnunubl (cm. Tabnuua 47).

Tabnuua 47 — MNMapaMeTpbl OTNPaBKMU YBEAOMNEHWUIN O COBbITUAX

Mapametp

OnwucaHue

«Bkn/Bblkn MOYTOBbIX YBEAOMIEHUIA»

BkntoueHue nnu oTkAroUeHe BO3MOXKHOCTH OTnpaBKH yBep,OMJ'IEHVIVI o
CUCTEMHbIX COBbITUAX MO 3ﬂeKTpOHHOﬁ noyTte

«XocT» IP-agpec unv nms yna, Ha KOTOPOM paseepHyTa cnyx6a cepeepa 3/1eKTPOHHOM
noyThbl
«[MopT» Homep nopTa, Ha KOTOPOM BefeTCsA MPOC/yLUIMBaHKUE Cy>K6on cepeepa

SJIEKTPOH HOM MOoYTbl

«Email otnpasuTens»

MouToBbIV agpec oTApaBUTENS COOBLLIEHNA HA CepBepe 3/1eKTPOHHOM MoYTbl.
MopmMart: mailto:user@mail.domain
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Mapametp

OnwucaHue

«lMonb3oBatenb»

MaoeHTubmMkaTop nonb3oBaTeNs CepBUCa IEKTPOHHOM MOYTbI

«[Maponb»

MocnenoBaTeNbHOCTL CUMBOJIOB A/19 MOATBEPXKAEHNA MOTHOMOUMIA
NMoJib30BaTe/Nsi CEPBMCA 3N1EKTPOHHOM MOYThI

«Monaepxkka TLS»

BkntoueHune noanepxxku npotokona TLS npu B3auMoaencTemm c cepeepom
3N1eKTPOHHOM MOYTbI

«Mopnepxxka SSL»

BkntoueHune noaaep>xku npotokona SSL npu B3aumMoaencTemm ¢ cepeepom
3N1€KTPOHHOM MOYTbI

«TanmayT»

Bpemsi oxxmpaHus (B cekyHAax) oTBeTa OT cepBepa 3/IeKTPOHHOM MOYTbl

«Email nonyyartenen (Yepes 3ansTyro)»

MepeyeHb agpecoB 3neKTPOHHOW MOYTbI NoayYaTener ysegoMneHnin. @opmar:
mailto:user@mail.domain

«[Mpedukc ana TeMbl NUCbMa»

TekcToBOe Mone, coaepykalliee MHDOPMaLMIO ANS NOACTAHOBKWU B TEMY
3/1eKTPOHHOIO NMCbMa

«YBeaoM/eHe 0 CMEHE pexxnMa
TeX06CYXKMBaHWUS B MOCTABLUMKE
pecypcoB»

BkntoyeHre BO3MOXKHOCTU OTMPaBKW YBELOMIIEHUS MO 3N1EKTPOHHOM NoYTe O
CUCTEMHOM CObbITUM «CMeHa pexxrMa TeXoBCY>XXMBAHMS B MOCTaBLUMKE
pecypcoB»

«YBe#oOMJIEHNE O CMEHE peXxxMma
TexobcnyxusaHus B poHae paboumx
MecT»

BkntoyeHMe BO3MOXKHOCTU OTMPaBKW YBELOMIEHUS MO 3NEKTPOHHOM NoyTe O
CUCTEMHOM cobbiTum «CMeHa pexxmnma TexobcnyxmnsaHus B poHae paboumx
MecT»

«YBenoMneHne o0 BOSHMKHOBEHUM OLLMBOK
c pabounMm Mectamm»

BkntoyeHre BO3MOXHOCTU OTMPaBKU YBELOMIIEHMS MO 3/IEKTPOHHOM NoYTE O
CUCTEMHOM COBbITUM «BO3HMKHOBEHWE OLLIMBOK BHYTpY hoHAa paboumnx MecT»

«YBenoMsieHne o NpeBbILLEHUN
JINLLEH3UPOBAHHOIO KONMYEeCTBa
MOAKTHOYEHUN»

BkntoueHre BO3MOXXHOCTU OTNPaBKU YBEAOMIEHUS MO 3/IEKTPOHHOM MOYTE O
CUCTEMHOM COBbITUM «3anpocC NOAKIHOYEHUS CBEPX JIMMUTA, YCTAHOBIEHHOMO
NINLLEH3MEN»

«YBenoMJIeHNE O NPeBbILLEHUN
NMUEH3UPOBAHHOMO KONMYEeCTBa
nonb3oBaTenem»

BkntoueHre BO3MOXXHOCTH OTNpaBKKX yBeaOMNIEHUA NO 3J1€KTp0HHOl7I no4yTte o
CUCTEMHOM COBbITUM «3anp0c BXOAa nosib3oBaTtena ceepx AMMuTa,
YCTaHOBNEHHOIO J'IVILI,GHBME;I»

13.3 . LLlabnoH gna MoHuTOpUuHra Zabbix

Termidesk nopaep>xmMBaeT MOHUTOPUHI COCTOSIHUSI KOMMOHEHTOB Yepe3 Zabb1ix.

LLIabnoH ans MOHMTOPUHIa pacnpocTpaHsieTcs Yyepe3 iso-obpa3 Termidesk.

B wabnoHe HaxogaTca MeTPUKMU AN MOHUTOPWMHra KoMnoHeHToB Termidesk: «YHuBepcanbHOro

avcnetyepa, «LLnto3sa», «MeHenykepa BUpTyasbHOro paboyero mecTta».

PeanusoBaHbl kak NpocTble NpoBepku (NOAKIOYEHWE K MOPTaM), Tak U ONPOC COCTOSIHUA cny>b health

checking.

134 . OTtyeTbl

Ons dopMmnpoBaHus 0TYETOB O COBbITUAX B rpaduyeckoM MHTepdernce ynpaBneHUs cneayeT MnepenTu

«MOHUTOPUHT - OTUeTbI».

MoxxHOo cchopMMpoBaTb CneayroLMe OTYeETbI:

® OT4YET NOo nocneaHeMy MOb30BaTENIbCKOMY BXO4Y B CUCTEMY;

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024)

128



@ TERMIDESK C/MET.10001-02 90 02

" OTYeT NO MOJIb30BaTeJ/IbCKUM CeaHCaM;

" OTYET NO MNMoJib30BaTEJIbCKMM MOAKTHOYEHUAM.

,ﬂ.]‘lﬂ CI)OpMMpOBaHVIﬂ oT4yeTa NOo nocnegHeMy nMoOJib30BaTE/IbCKOMY BXOA4Yy B CUCTEMY HAAO HaXXaTb
skpaHHyto kHorky [Cospatb], BbIOpaTh TMN oTyeTa «OTUET NO NocneaHeMy MoOJSb30BaTEIbCKOMY BXOAY B
CUCTEMY» U 3aMONHUTb MapaMeTpbl, NepeyncneHHble B ctonbue «lapameTp» cnepytolier Tabnuubl (cm.
Tabnuua 48).

Tabnuua 48 - NMapameTpbl 415 HGOPMUPOBAHUS OTHETA MO NOC/EAHEMY MOMb30BATE/ILCKOMY BXOAY B
Termidesk

Mapametp OnucaHue
«HazBaHune» TekcToBOE HaMMeHOBaHMe OTYeTa
«KoMMeHTapumn» MHbopMaumoHHoe coobLieHme, UCNOob3yeMOE 419 OMMCAHUA OTHETA
«[lata 1 BpemMst Hayana» [ata v BpeMsi Hauana cobbITus, OT KOTOpbIX ByaeT cdhopmmpoBaH oTyeT. s
BblBOpa AaTbl MU BPEMEHM HAZ0 HaXKaTb JIEBOM KHOMKOWM MbILLM B NOJe BBOAA,
3aTeM BbIBpaTb HY)KHOE 3HaYeHUE U HaxkaTb Knasuwy <Enter> nns
noaTBepXaeHna Bbibopa

A Ecnn chopMupoBaHHbIe OTYETbI HE COAEPXKAT HMKaKoM MHdopMaumum (nycTbie), HeobxoamMmo
NpoBepUTb, YTO CUCTEMHbIN napameTp ayauTa «CoxpaHeHue B BLl» ycTaHOBneH B 3HauyeHue
«[a» (cM. nogpaspen CucteMHble napaMeTpbl ayauTa).

Ons dopmmnpoBaHMa oTyeTa MO MoJsIb30BaTENIbCKMM CeaHCaM HaA0 HaXaTb 3KpaHHyto kHonky [CospaTs],
BblOpaTh TMN oTyeTa «OTYET NO NONb30BATENBCKMM CEAHCAM» U 3aMONIHUTb NMapaMeTpbl, NePEUYUCTIEHHbIE

B cTonbue «lMapameTp» cnepytoLlen Tabnuubl (cm. Tabnuua 49).

Tabnuua 49 - MNapameTpbl A1 GOPMMPOBAHUS OTYETA MO MNOJIb30BaTENIbCKUM CEaHCaM

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HaMMeHOBaHWe OTYeTa
«KoMMeHTapumn» MHdopmaumoHHOe coobLLEHME, NCMONb3YEMOE A/151 ONUCAHUS OTYETa
«[laTa 1 BpemMsi Hayana ceaHca» [ata 1 BpeMa Hauana cobbiTma. [na Bbibopa AaTbl U BpEMEHU HAAO

Ha)kaTb JIEBOM KHOMKOWM MblILWIM B none BBOAa, 3aTeM Bbl6paTb HY>XHO€e
3Ha4YeHUE U HaXKaTb KJjiaBuLly <Enter> ANna noareep>XXaeHua Bbl60pa

«[JlaTa 1 BpeMs 3aBepLUeHMNa ceaHca» LaTa 1 Bpems 3aBepLueHms cobbitua. [lnsa Boibopa AaTbl M BpEMEHU HaLO
Ha)kaTb JIEBOWM KHOMKOW MbILIW B MOJIe BBOAA, 3aTeM BbIGpaTh HY>KHOE
3Ha4YeHue 1 HaxkaTb knasuwwy <Enter> gna noaTeepxxaeHus Bbibopa

«JloMeH ayTeHTUDUKaLMU» HavumeHoBaHUWe foMeHa ayTeHTUdMKaLMK, No KOTopoMmy ByaeT
OCYLLLECTBEH NOUCK COBbITUSA

«[lMonb3oBaTenb» NoruH noJsib3oBaTesisd, N0 KOTOpoMy 6y,IJ,ET ocyLiecTBneH NoncCK cobbITUS

Ona dJOpMMpOBaHVIFI OTYETa NO MNOJIb30BATE/IbCKMUM MNOAKNKOYEHNAM HaAO HaXXdTb 3KPaHHYH KHOMKY
[COSAaTb], Bbl6paTb TMn otyeta «OTyeT NO NONb30BaTENLCKUM noaKnr4veHnAM» U 3afNO0JHUTDb

napameTpbl, NepeyncieHHble B cTonbue «lMapameTp» cnenyrowen Tabnmubl (cm. Tabnuua 50).
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Tabnuua 50 — MNapameTpbl Ans GopMUpoBaHMS OTHETA MO MNONb30BaTENIbCKUM MOAKIHOUEHUSIM

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE OTYeETA
«KomMeHTapumn» MHdopmaLmoHHoe coobLLEeHME, UCMONb3yeEMOE /15 ONUCAHUS OTYeTa
«[laTta n Bpems Hayana NoaKIOHYEHUS» [ata v BpeMsi Hauana cobbiTua. [na Bbibopa AaTbl U BPEMEHU HA[O

HaXkaTb JIEBOM KHOMKOM MbILIK B NOJIe BBOAA, 3aTeM BblBpaTb HY>XXHOE
3Ha4yeHue 1 HaxkaTb KnaBuwy <Enter> pna noareepxxaeHus Bbibopa

«[ata 1 BpemMs 3aBepLUEHUS MOAK/THOUEHMS» [ata v Bpems 3aBepLueHus cobbitusa. [1is Bbibopa Aatbl U BpEMEHU
HaZl0 HaXXaTb JIEBOI KHOMKOM MbILLM B MOJIE BBOAQ, 3aTEM BbIGpaThb
HY>KHOE 3HayeHue M HaxkaTb kKnaeuwy <Enter> ona nogTeep)kaeHus
BblbOpa

Ons npocmotpa cdhopmupoBaHHOro otyeta cnepyeTt nepertn «MoHuTopuHr — OTueTbi» M BblOpaTb
Ha3BaHMe OTYeTa.

Mpy nomoLm skpaHHon KHornku [CSV] MoxHO BbIrpy3uTb B csv-tain BeCb NpeacTaBNeHHbIW OTYET (cm.

PucyHok 34).

TERM'DESK @ @CI/ICTeMHI:Iﬁ nonb3oBatesb (admin123) v
@ 0630p OTuétel > Bxop B cuctemy
& KoMnoHeHTbl > OTuéT Bxog B cuctemy

OTyeT no nocsieHeMy Nob3oBaTe/IbCKOMY BXOAY B CUCTEMY HaunHas ¢ 4 nond 2023 1. 12:12

Og HacTtpoiiku >

lCSV‘

L Pa6ouve vecta >

[fata ~ MNMonb3oBaTenb [lomeH ayTeHTUPUKaLMM ApMuHncTpaTop MepcoHan
03.08.2023, 12:10:04 admin123 BcTpoeHHbIl [Ja JIE]
.l MownTopunr > 15 v | Ha cTp. Tms1 | & < 1wzt > »

PucyHok 34 — OkHO cpopMMpPOBAHHOIO OTYETA MO NMOC/AEAHEMY MOJIb30BATEIbCKOMY BXOAY
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14.1 . CucreMHble napaMeTpbl ayauTa
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Ons KoHpUrypauum cUCTeMHbIX napaMeTpoB ayauTa cnenyeTt nepentm «Hactporkm - CucTteMHble

napameTpbl - AyanT».

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 50).

Tabnuua 51 = CucteMHble NnapameTpbl ayauTa

Mapametp

OnucaHue

«Mcnonb3oBaTb “cTpornin” pexxum ayamurta»

BktoueHme pexknma MakCMMasbHO MOJIHOrO COXpPaHeHUs MHdopMauum o
cobbITMAX ayauTa

«CoxpaHeHue B b»

Bbi6op coxpaHeHus cobbiTun ayauTa B B/,

«Bpems xpaHeHust 3anucu B BLl, (aHewn)»

Bpemsi xpaHeHus (B AHsIX) 3anucK cobbiTus ayamTa B b,

«MakcuMyM yaansiemMbix cObbITUIN»

MakcrMManbHOe KONMYECTBO YAANSIEMbIX COBbITUI B XXypHase ayamta

«CoxpaHeHue B dann»

Bbi60op coxpaHeHus cobbiTuM ayauTa B OTAENbHbIN dalin XXypHana

«®ann xpaHeHUss COBbITUIN»

YKazaHue NosIHOro nNyTu K danny XxpaHeHUs XKypHasa cobbiTui ayamTa
npu Bbl6paHHoM onuun «CoxpaHeHune B hann»

«KonunuectBo apxmBHbIX hannoe»

MakcuManbHoe KONMYecTBO apXMBHbIX alioB XXypHana cobbiTUM
ayauTa, Mo AOCTUXKEHUM KOTOPOro HauYMHAETCS nepe3anmch

«OTnpaBka B Syslog»

HanpaeneHve nornpoeaHusa Ha oTAenbHbIN syslog-cepsep

«XocT»

IP-appec unu ums ysna, Ha KOTOpOM pa3BEpHYTa cNyx6ba syslog-cepsepa

«[MpoTokon»

Bbi6op npoTokona paboTbl 4na cny>x6bl syslog-cepeepa.

HocTynHble 3HaueHus: «UDP», «TCP», «TLS». Mpu ncnonb3osaHum
npoTtokona « TLS» HeobxoanMo yCcTaHOBUTb Ha « YHMBEPCaJIbHbIN
avcnetyep» Termidesk kopHeBor ceptudmkat LLC, ncnonbsytowwmiicsa B
syslog-cepBepe, cornacHo nogpaszeny YcTraHOBKa KOPHEBOMO
cepTudumkarta LeHTpa cepTudmKaumm.

3HaueHue no ymonyaHuto: «UDP»

«[lMopT»

MopT, Ha KoTopoM HaxopuTca cnyxba syslog-cepsepa

«KaTeropusi coobLueHus»

Bbi6op kaTeropmu coobLLEeHMI, KOTOpble OyayT 3anMCbIBaTLCS B KypHa
ayauTa

CobbiTus ayguTa, pernctpmpyemole Termidesk:

* COObITUSA, CBA3aHHbIE C MHTEP(ENCOM KOMaHAHOW CTPOKMU:

* U3MEHEHWEe CUCTEMHbIX MapaMeTpoB «YHUBEPCASIbHOMO [MCMETYEPA» Yepe3 KOMaHAOHYHO

CTPOKY;

e ornepaumu Nnosib3oBaTeNen C 06bEKTAMMU;

e BXOp, NOMb30BATENSA B CUCTEMY Yepe3 MHTeEpPdENC KOMaHAHOW CTPOKMW;

* BbIXOZ, MOb30BATENSA U3 CUCTEMbI Yepe3 NHTephENC KOMaHLHOW CTPOKMU;
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* CobObITKA, CBA3aHHbIe C NonTUKaMn toHos BPM:

N3MeHEeHWe rNobasibHbIX NOMANTUK;
usMeHeHue nonntmnk BPM;
cbpoc nonntuku BPM;

cbpoc rnobanbHbIX MNOMUTUK;

. CO6bITVIFI, CBsI3aHHbIe C MOJib30BaTeNeM:

noakstoyeHme nonbsosatensa kK BPM;

OTKJItoUeHMe nonb3osatens oT BPM;

Bxop, nonb3osatens 8 OC BPM;

BbIxog, nonb3osatensa us OC BPM;

6nokunposka rocteson OC BPM;

pasbnokunposka rocteson OC BPM;

HEeaKTMBHOCTb MO/b30BaTENS;

aKTMBHOCTb MO/b30BaTENS;

noak/toveHue nonb3osatens K BPM n Hayano paboTsi;

npekpaLleHmMe CeCCUM NOJIb30BaTENS MO KOMaHAE C « YHMBEpPCaNbHOIo AUCMETYEPa»;

Ha3HayeHMe nonb3oBaTens Ha BPM;

* CcobbITKA, CBA3aHHbIe C Beb-nHTepdericoM Termidesk:

BXOZ, MOJIb30BaTe/Nsl B CUCTEMY Yepes BeG-UHTepdeNnc;

BbIXOA, NONb30BaTeNs U3 BEG-UHTepdenca;

M3MEHEHWE CUCTEMHbIX napameTpoB Termidesk;

onepauuu noJsib3oBatenen ¢ obbekTamu yepes REST API;

3arpyska danna nuueHsum yepes REST API;

NnpeKpaLLeHMe CECCUM NONb30BATENS MO KOMaHAE C « YHUBEPCANbHOMO AUCMETYEPa»;

C6pOC CeCCnU nonb3oBaTend nNo KoMaHOe C «yHMBepcaanoro ancnertyepa»,

* cobbiTKA, cBasaHHble c API:

BXOZ, MoJsib30BaTesnisi B cuctemy yepes API;

BbIX0A4 NO/b30BaTENA U3 CUCTEMbI Yepe3 API.

14.2 . XXypHanbl

XXypHanbl Termidesk xpaHsTca B katanore /var/log/termidesk.

CNET.10001-02 90 02

YcTaHoBneHbI cnepytowme ypHanbl Termidesk, pasgneneHHble Mo TMnaM COBbITUMA, KOTOpPble B HMX

3aMnCbiBatOTCA:

= auth

. log - 3anucbIBatoTCa cobbITUS 06 aBTOpM3aLmMM cybbekToB B Ternidesk;

* celery-beat.log - 3aNMUCbIBatOTCA COObLITUSI MEPUOAMYECKON MPOBEPKMU COCTOSIHUSI 06paboTumka

3agaHuK yepe3 RabbitMQ. Moanep>kmeaeTcs aBTOMaTMYECKas poTaLMs >KypHana oS UCKIKYEHUS

BO3MOXXHOCTU nepenosiHeHNA NpOCTpaHCTBa ANCKaA,
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* celery-worker.log - 3anucbiBalOTCs COObITUS o0bOpaboTumka 3apaHuK  yepe3 RabbitMQ.
MoppepknBaeTca  aBTOMaTM4veckas poTauMs  >KypHana ANl UCK/IKOYEHUSI  BO3MOXXHOCTM
nepenosIHeHUs MPOCTPaHCTBA ANCKA;

* other.log - 3anMcbIBatOTCA COObITUSA, HE OTHOCALLMECS K APYTMM MOAYNISIM;

* database.log - 3anNMCbIBatOTCSA OTNAL0YHbIe COBbITMA BI;

* termidesk.log - 3anMcbIBatoTCA CObbITUS paboThl « YHUBepcanbHoro gucnetyepa» Termidesk;

* use.log - 3anuMcbiBatOTCA CObbITUS Nonb3oBaTenen BPM;

* workers.log - 3anNMcbIBatOTCA CObbITUS 06paboTUMKa HOHOBBIX 3a4ay.

HacTponkn poTauum >KypHanoB onpegeneHbl B KOHMUrypauuoHHoMm danne /etc/logrotate.d/

termidesk.local.
14.3 . HacTpoiika >xypHanMpoBaHus

YpoBeHb >XypHaNMpoOBaHUS 3a[aeTCs MapamMeTpoM LOG_LEVEL B KoHdurypaumoHHoMm danne /etc/
opt/termidesk-vdi/termidesk.conf.
Lna n3ameHeHMs ypoBHS >XypHaNMpPOBaHUSA HEOBXOAMMO:

" U3MEeHWUTb NnapamMeTp LOG_LEVEL;

* nepe3anycTuTb cny>xbbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

14.4 . MpocmoTp xypHanos

Ona npocmoTpa obuiero »>kypHana coOObITUM, CBSiZ3aHHOrO C dyHKUMOHMpoBaHWeM Termidesk w
LENCTBUSIMM CyObEKTOB LOCTyna, cresyeT neperntn «MoHuTopuHr — XXypHan», roe BU3yasimnsmMpyoTcs
CUCTEMHbIE COBbLITUA C YKa3aHWEM YPOBHSI BaXKHOCTMU (CRITICAL, ERROR, WARNING, INFO, DEBUG) wu

WMCTOYHUKA BO3HMKHOBEHUS COBbITUS.

Mpy nomowy 3KpaHHOM KHOMKKM [CSV] MOXHO BbIrpy3uTb B csv-cani BeCb NMpeacTaBIeHHbIN >XypHan
cobbITMN.

KonnyectBo cobbiTni, oTobpaXkaemMbix B rpaduyeckom MHTepdence MamM 3KCNoOpTUPYEMbIX B csv-dann,
MOXXHO MEHSATb MpM MOMOLUM BbiNagatowiero cnmcka «KonuyecTtBo 3anmcert ona 3arpysku». Takum

obpazom MoxkHo 3agaTb 100, 500, 1000 3anucen nnum BBECTM CBOE 3HAYEHME B OCTYMNHOM MOSeE.
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= @ TERM' DESI—( @ @ CucTemHbli nonk3osarens (adminé09) v

e
& KoMmnoHeHTbl > XKypxan
,@ HacTpoiiku > C|[[10cex ~ Mouck Q IKoane:‘rBo sanucei AnA 3arpysku || Bolbepute numnT csv
o cooBLIEHWIO
+ (v
Aata YpoBeHs | WcTouHuk = CoooblyeHune 100
[ Paborive mecta >
25.09.2023, 14:56:37 INFO admin OBHOBKA NapameTpsl KOHGUrYpaLrK 500
25.09.2023, 14:53:50 INFO web Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Win 1000
.-I|I MOHUTOPUHT > AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.ou
25.09.2023, 14:53:50 INFO web user admin609 has Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64;

%64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

PucyHok 35 — OTobpaykeHne obLLero >xypHana B rpadmyeckoM nHTepdence ynpasneHus Termidesk

[na npocMoTpa >KypHana cobbiTUI, CBA3aHHOIO C OEUCTBUSIMU CYObEKTOB LOCTyMa, CleayeT MepenuTu
«MOHUTOPUHT — AyanT».

Mpy nomowm 3kpaHHOM KHOMKK [CSV] (cm. PucyHok 36) MOXHO BbIrpy3uTb B csv-ann Becb
NpeacTaBAEHHbIN XXYPHa COBbITUMN, MO0 CTPOKU COBbLITUN.

KonnuyectBo cobbiTMin, 0TOBpaXkaeMbiX B rpadmyeckoM MHTepdence mam 3KCNopTUpPYeEMbIX B csv-dann,
MOXXHO MEHATb Mpu MoMoLWM Bbinagarowero cnucka «Konuuyectso 3anmcent A8 BbIrpysku». Takum
obpazom MoxkHo 3agaTb 100, 500, 1000 3anucen nnu BBECTM CBOE 3HAYEHME B AOCTYMNHOM MOJeE.

Mpu nomoLm skpaHHoM kHonku [KonupoBatb] cTpoku cobbITHIM MOXHO CKOMMpPOBaThb B Bydep obMeHa.

& Ecnv cobbiTva ayouTa He oTobpaxkatoTcss BO Bknagke «MOHUTOPUHr — AyauT», HeobxoguMmo
ybeantbcs, uto B «Hactporku - CucteMHble napameTpbl - Ayamut» napametp «CoxpaHeHue B
b» vmeeT 3HaueHue «da».

— @ TERMlDESK ® @ Cuctembiii nonbsosatens (adminG09) v
& onr
& KowmroHenTsl > XKypHan cobbITrin
x HacTpoiiku > Mowck: X Q Konuuecteo 3anuceid 4na sarpysku Boibepute tumnT v I
Mo NoNbL30BaTENH WK IP aapecy
- + | v
Co6bITHE nioboe cobbiTue + | mpowsolwno c 4 || Oumcruts CSV | KonuposaTb

[d Pa6oume mecta > e — 100

fata CobbiThe Onud 500

25.09.2023, 14:56:37 termidesk.audit.events.web.SystemConfigChanged = Mons 1000 HHBIA)" U3MEHWA CUCTEMHBIE NapameTpsl (ip-agpec 10.10.100.5)
ll MorwTopukr > 15 v |Hacrp. w1 € < w1 > »

PucyHok 36 — OTobpaxkeHuWe KypHana ayamTa B rpaduyeckoM nHTepderice ynpaenenus Termidesk
14.5 . OnucaHue WwWabnoHoB cobbiTU ayauTa

14.5.1 . Tunbl gaHHBbIX perucTpupyemoit HpopMauum cobbITUiA ayamuTa
Mpn dwukcaumm cobbITUI ayauMTa MCMONb3yeTcs psig TUMOB OAHHbIX (cMm. Ta6nauua 52) PErucTpUpyemMom

MHbOPMaLMM, COCTAB KOTOPbIX MOXET OT/INYATLCS A1 Pa3HbIX CODbITUN.
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Tabnuua 52 — Tunbl BaHHbIX perucTpupyemon nHbopMauum

Tuvn paHHbIX

OnucaHue

Lata/Bpems [ata 1 BpeMs ykasbiBatoTcs B popmaTe: DD.MM.YYYY, hh:mm:ss,
roe:
DD.MM.YYYY 0B603HauaeT «AeHb» - KMECALY» - KroA»;
hh:mm:ss 0603Ha4YaeT 3/1IEMEHTbI BPEMEHM KYACH» - KMUHYTA» -
«CeKkyHOa»;
«.%» U «:» UCMOMb3YHTCA KaK pasaenmTeny B 0603Ha4YeHMaX AaThbl U
BPEMEHU AHS1 COOTBETCTBEHHO

Nmsa/nornn MaeHTUdUKALMOHHbIE AaHHbIe Cy6beKTa, COBEPLUAOLLErO AOCTY K

06bEKTY

HaumeHoBaHWe napameTpa/ceKLMmn/MoNNTUKU

YKasblBaeT 06bEKT, Hag, KOTOPbIM NMPOM3BOAMUTCA AEUCTBUE

3HauyeHue

Yka3biBaeTcs 3HayeHue, KoTopoe NpUuHUMan Nnu NpUHAanN 06beKkT nocne
BbIMOMHEHUA Had HUM onepauumn

Tun 06bEKTa/CYLLHOCTH

Yka3biBaeT TUM 06beKTa, Hag, KOTOPbIM MPOU3BOANTCS AeUCTBUE

[encreue

HasBaHue onepaunn, KOTOpyro coBepLunn Cy6'bEKT Han 06beKTOM

YpoBeHb BaKHOCTU

Mokazatenb KPUTUYHOCTHU cobbITUA

MaoeHTudukatop YKa3bIBalOT YHUKaNbHYO (419 COOTBETCTBYHOLLEro
06bekTa) NoCnefoBaTeNbHOCTb YMCEN AJiS €r0 OAHO3HAYHOM
UOEHTUGUKALMMU

IP-appec 32-6uTtoBoe uncno. Mopmon 3anucu |P-anpeca aBnsietTcs 3anucb B BUAE

YyeTblpex AeCATUYHbIX Ymcen 3HadeHmeMm oT 0 go 255, pasaeneHHbIx
Toykamu (Hanpumep, 192.0.2.1)

14.5.2 . Tunbl 1 WabnoHbl perucTpmpyembix cobbiTUI ayamuTa

Cnu1cok perucTpmpyembix CObbITUM U WABMOHbI K HAM MpUBEAEHbI B Tabnuue (cm. Tabnuua 53).

Tabnuua 53 - Cnncok TMNOB 1 WabIoOHOB PErMCTPUPYEMBIX COBLITUI ayanTa

HaumeHoBaHue cobbiTUs

Cocrae peructpupyemoii uHopmauum LLla6noH perucrpaumm
co6bITHs

CobbiTHs,

CBSi3aHHble C KOMaHAHOW CTPOKOM

M3MeHeHMe CUCTEMHbIX NMapaMeTpoB
«YHUBepCaNbHOro gucneTyepa» yYepes
KOMaHOHY CTPOKY
cli.SystemConfigChanged

Peructpupyetcs: «[Nonb3oBatens
= JIOrMH nonb3oBaTens (username); "[username]” usmeHun
* Ha3BaHMWe cekuuu (section_name); CMCTEMHbIM NapameTp
* Ha3BaHWe M3MEeHAeMOoro rnapameTpa, [section_name].
(parameter_key); [parameter_key]=[par
* HOBOE 3Ha4eHue rnapameTpa ameter_value]»

(parameter_value)

CRUD onepaumm c obbekTamMu Hyepes KOMaHAHYHO
CTpOKY
cli.EntityAction

Peructpupyetca: «Monb3oBaTenb
" MMS CUCTEMHOIO MNoJfb30BaTeNs, "[username]” BbINOMHMA
3anycTMBLIEro KoMaHay (username); onepauumto [action] ansa
= TWN cywHocTH (entity); obbekTa [entity]
* VHUKaNbHbIA uaeHTUdMKaTop (uuid); ([uuid]) [subtype]
= Tun obbekTa (subtype); [name]"»

* Ha3BaHMWe obbekTa (name);
= pencTBue Hapg obbekToM (action)
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Bxop, nonb3oBatens B cMCTEMY Yepes KOMaHAHYHO
CTPOKY
cli.Userlogin

Peructpupyetcs:

HauMeHOBaHWe AOMeHa

ayTeHTUdUKaumm (authenticator);
NOrvH nonb3osatens (username);

Tvn nopTana (portal);

maeHTUdMKaTop nopTana (portal_uuid)

«[Monb3oBaTenb
"[username]
([authenticator])”
BOLLIENT B CUCTEMY Yepes
[portal]
([portal_uuid])»

BbIXO,EI, noJsib3oBaTens U3 CUCTeMbl 4Yepes
KOMaHOHYH CTPOKY

cli.UserlLogout

Peructpupyetcs:

HauMeHOBaHWe AOMeHa

ayTeHTUdUKaumm (authenticator);
NOrvH nonb3osatens (username);

Tvn nopTana (portal);

maeHTUdMKaTop nopTana (portal_uuid)

«[Monb3oBaTenb
"[username]
([authenticator])”
BbILLES U3 CUCTEMbI YepEe3
[portal]
([portal_uuid])»

CobbiTHa, cBA3aHHbIE C NOJIUTUKAMM

M3MeHeHMe rnobanbHbIX NOAUTUK
policies.GlobalPolicyChanged

Peructpupyetcsa:

MMs nosb3oBaTens (username);
Ha3BaHMWe AOMeHa ayTeHTUbUKaLum
nonb3oBatens (authenticator_name);
Ha3BaHWe NoanTUkK (policy_name);
HOBOE 3Ha4YeHMe B APY>KECTBEHHOM K
nosib3oBaTesto onucaHum (value);
naeHTUdMKaTop AOMeEHa
ayTeHTUdUKaLUKM nonb3oBaTens
(authenticator_uuid);

HOBOE 3Ha4yeHWe, B OPUTrMHANbHOM
dopmate (value_raw)

«[lMonb3oBaTenb
"[username]
([authenticator_name]
)" U3MeHUN 3HaYeHue
rnobanbHOM NOANTUKM
"[policy_name]” Ha
"[value]"»

M3meHeHne nonntuk BPM
policies.DeployedServicePolicyChanged

Peructpupyetcs:

MMs nosb3oBaTens (username);
Ha3BaHWe AOMeHa ayTeHTUbUKaLum
nonb3oBatens (authenticator_name);
Ha3BaHWe NoanTukK (policy_name);
Ha3BaHue doHaa BPM
(deployed_service_name);

HOBOE 3HaYeHMe B APY>KECTBEHHOM K
nonb3oBaTento onucaHum (value);
naeHTUdUKaTop AOMeHa
ayTeHTUdUKaLMM Nonb3oBaTeNs
(authenticator_uuid);
maeHTudbmkaTop poHaga BPM
(deployed_service_uuid);

HOBOE 3Ha4yeHue, B OpUrMHaNbHOM
¢dopmate (value_raw)

«[lMonb3oBaTenb
"[username]
([authenticator_name]
)" U3MeHUN 3HaYeHune
MONUTUKMU
"[policy_name]l” ons
¢doHaa
"[deployed_service_na
me]"Ha "[value]"»

C6poc nonutnku BPM
policies.DeployedServicePolicyDeleted

Peructpupyetcs:

MUMs nonb3osaTtens (username);
Ha3BaHWe JOMeHa ayTeHTUdMKaLun
nonb3oBatens (authenticator_name);
Ha3BaHuWe NoAnTUKK (policy_name);
Ha3BaHue ¢doHaa BPM
(deployed_service_name);
naeHTUdMKaTop AOMeHa
ayTeHTUbUKALMM NoNb3oBaTesNs
(authenticator_uuid);
naeHTudukatop doHna BPM
(deployed_service_uuid)

«[lMonb3oBaTenb
"[username]
([authenticator_name]
)" cbpocmn 3Ha4YeHne
MOSINTUKM
"[policy_namel” ons
¢doHpa
"[deployed_service_na
me]"»
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C6poc rnobanbHbIX NOANTUK
policies.GlobalPolicyDeleted

Peructpupyetcs:

UMs nonb3osaTtens (username);
Ha3BaHWe AOMEHA ayTeHTUdUKaLMK
nonb3oBatens (authenticator_name);
Ha3BaHWe NosnMTUKK (policy_name);
MAEHTUGDMKATOP LlOMEHa
ayTeHTUUKALMKM NONb30BaTeNS
(authenticator_uuid)

«[Monb3oBaTenb
"[username]
([authenticator_name]
)" cbpocun 3HayeHne
rnobanbHOM NOAUTUKMU
"[policy_name]"»

COGbITMﬂ, CBsi3@HHbI€ C NoJ/ib30BaTe/ieM

MNopkntoyeHne nonb3osatena K BPM
workplace.UserConnected

Peructpupyetcs:

Ha3BaHWe JOMeHa ayTeHTUdMKauun
nonb3oBatens (authenticator);
NOruvH nonb3oeaTens (username);
umsi poHga BPM (workplace);
uMs BblAaHHoM BM (vm_name);
IP-appec BblgaHHOM BM (vm_1ip);
NpoToKON AocTaBku (transport)

«K pabouemMy mecTy
[vm_name]([vm_ip])
doHpa [workplace]
rnonb3oBatens
"[username]
([authenticator])"”
npousBefeHoO
noaKatoUYeHme ¢
NMOMOLLbIO MPOTOKO/A
[transport]»

OTkntoyeHune nonb3osaTtens ot BPM
workplace.UserDisconnected

Peructpupyerca:

Ha3BaHWe AOMeHa ayTeHTUdMKaLun
nonb3oBatens (authenticator);
NOTVH nonb3oBatens (username);
ums doHaa BPM (workplace);
uMsi BblgaHHou BM (vm_name);
IP-appec BbigaHHoOM BM (vm_ip);
NPOTOKON AOCTaBKM (transport)

«MopkntoueHune K
pabouyemy MecTy
[vm_name]([vm_ip])
doHpa [workplace]
rnonb3oBaTens
"[username]
([authenticator])” no
npotokony [transport]
pa3opBaHO»

Bxop, nonb3osatensa 8 OC BPM
workplace.UserlLogin

Peructpupyetcs:

Ha3BaHWe JAOoMeHa ayTeHTUdMKauun
nonb3oBatens (authenticator);
JNlorvH nonb3oBaTens (username);
MMs nonb3oBaTens COBepLLAOLLETO BXOA,
B roctesyto OC BM
(guest_os_username);

IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

ums poHza BPM (workplace);
uMsi BblgaHHou BM (vm_name);
IP-appec BblgaHHOM BM (vm_1ip)

«lMonb3oBaTtenb
"[username]
([authenticator])"”
Bowen B rocteryto OC
BM [vm_name]
([vm_ip]) dpoHaa
[workplace] kak
rnonb30BaTeNb
[guest_os_username] c
ip-apgpeca [ip]»

Bbixon, nonb3osatens us OC BM
workplace.UserlLogout

Peructpupyetcs:

Ha3BaHWe JAOMeHa ayTeHTUdMKauun
nonb3oBatens (authenticator);
JIOrMH nonb3oBatens (username);
MMS MO/Nb30BaTE/Nsi COBEPLUAOLLENO BXO/,
B roctesyto OC BM
(guest_os_username);

IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

ums poHza BPM (workplace);
uMsi BblgaHHou BM (vm_name);
IP-appec BblgaHHOM BM (vm_ip)

«lMonb3oBaTtenb
"[username]
([authenticator])"”
Bbiwwen u3 rocteson OC
BM [vm_name]
([vm_ip]) dpoHaa
[workplace] kak
rnonb3oBaTeNb
[guest_os_username] c
ip-appeca [ip]»
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Bnokunposka BPM
workplace.UserLock

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 rocteson OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHaa BPM (workplace);

* uMg BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
3ab6/10KMpPOBan roCcTEBYHO
OCBM [vm_name]
([vm_ip]) doHpa
[workplace] kak
nonb3oBaTesb
[guest_os_username]»

Paz6bnokuposka BPM
workplace.UserUnlock

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrvH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 roctesonn OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHaa BPM (workplace);

* uMg BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
pa361I0KMpOBan rocTeBYHO
OC BM [vm_name]
(Tvm_ip]) doHaa
[workplace] kak
nonb3oBaTeb
[guest_os_username]»

Monb3oBaTtenb HeaKTUBEH
workplace.UserIdle

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrvH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 roctesonn OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHga BPM (workplace);

* uMg BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
HEaKTMBEH B rOCTEBOM
OC BM [vm_name]
([vm_ip]) doHpa
[workplace] kak
nonb3oBaTesb
[guest_os_username]»

Monb3oBaTtenb akTUBEH
workplace.UserActive

Peructpupyetcs:

* Ha3BaHWe JOMEeHa ayTeHTUbUKaLmm
nonb3oBatens (authenticator);

* IOrMH nonb3oBaTens (username);

" KUMS NO/b30BaTENS COBEPLUAOLLENO
Bbixog, u3 roctesonn OC BM
(guest_os_username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* umsa doHga BPM (workplace);

* uMs BblaaHHoM BM (vm_name);

= |P-appec BblgaHHor BM (vm_ip)

«[Monb3oBaTenb
"[username]
([authenticator])"”
BHOBb aKTUBEH B
rocteson OC BM
[vm_name] ([vm_ip])
¢doHpa [workplace] Kak
nonb3oBaTesb
[guest_os_username]»

MopaxnroueHune nonbsosatensa K BPM u Hauano
paboThbl

user .WorkplaceConnectionRequest

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* IOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* HasBaHue doHaa BPM (workplace);

* uMg BblaaHHoM BM (vm_name);
* Ha3BaHMWe NPOTOKOMA AOCTABKM
(transport)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
nogkntoumnaca Kk BM
[vm_name] doHaa
[workplace] no
npotokony [transport]
c ip-agpeca [ip]»
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anKpaLLI,EHME ceccnn nonb3oBaTtensa no KomaHae
C «yHVIBepCéU'IbHOFO ancnertyepa»

user.WorkplaceMessageSent

Peructpupyetcs:

Ha3BaHMe AOMeHa ayTeHTUbMUKaLum
nonb3oBatens (authenticator);
MAEHTUbMKATOP LOMEHA
ayTeHTUdUKaLMKM nosb3osarens
(authenticator_uuid);

MMs nosb3oBaTens (username);
Ha3BaHuWe doHaa BPM
(deployed_service_name);
nmaeHTudmkatop dpoHaa BPM
(deployed_service_uuid);
Ha3BaHWe BPM (user_service_name);
maeHTudmkatop BPM
(user_service_uuid);

TN cooblueHms (msg_level);
TEKCT coobLueHus (msg_text)

«[Monb3oBaTenb
[username]
([authenticator])
oTnpaBua coobLueHne
"[msg_text]" ypoBHs
[msg_level] Ha pabouee
MecTo
[user_service_name]
¢doHaa
[deployed_service_na
me]»

Ha3sHauyeHue nonb3osatensa Ha BPM
workplace.UserAssigned

Peructpupyercs:

JIOrMH nonb3oBatens (username);
Ha3Ha4YeHHbIV Nosb30BaTeNb
(assigned_to);

KEM Ha3HayeH Mosb30BaTesNb
(assigned_by);

BpeMs HaszHadyeHus (assignment_time)

«[Nonb3oBaTenb
"[username]” Ha3HayeH
Ha paboyee MecTo
"[assigned_to]’
noJsib3oBaTesem
"[assigned_by]"»

CobbiTus

, CBA3aHHbIEe C Be6-uHTepdeiicom

Bxopn nonb3oBaTens B cuctemy 4vepes Beb-
UHTepdenc

web.UserlLogin

Peructpupyetcs:

Ha3BaHMe AOMeHa ayTeHTUDUKaL MUK
nonb3oBatens (authenticator);

NOruvH nonb3oeatens (username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

Tvn nopTana (portal);

maeHTUdMKaTop noptana (portal_uuid)

«lMonb3oBartensb
"[username]
([authenticator])"”
BOLLIeN B CUCTEMY C ip-
agpeca [ip]4epes
[portal]
([portal_uuid])»

Bbixon nonb3oBatens U3 Beb6-nHTepdenca
web.UserLogout

Peructpupyetcs:

Ha3BaHWe AOMeHa ayTeHTUdMKaLun
nonb3oBatens (authenticator);

NOrvH nonb3oBatens (username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

TN nopTtana (portal);

naeHTudmkatop noptana (portal_uuid)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
BbILLEN U3 cucTeMbl (ip-
appec [ip]) vepes
[portal]
([portal_uuid])»

M3MeHeHWe CUCTEMHbIX NapaMeTpoB
«YHUBEpPCanbHOro gncreTyepa»

web.SystemConfigChanged

Peructpupyetcs:

Ha3BaHMWE AOMeHa ayTeHTUDUKaL UK
nonb3osatens (authenticator);
JIOrWH nonb3oBaTens (username);
IP-agpec, c koToporo 6bin caenaH
3anpoc (ip)

«[lMonb3oBatenb
"[username]
([authenticator])"”
M3MEHUJT CUCTEMHbIE
napameTpsbl (ip-agpec
[ip])»

CRUD onepaumm c obbektamu yepes REST API
web.EntityAction

Peructpupyetcsa:

Ha3BaHMWE AOMeHa ayTeHTUDUKaL UK
nonb3osatens (authenticator);
JIOrVH nonb3oBaTens (username);
IP-agpec, c koToporo 6bin caenaH
3anpoc (ip);

TN cylwHocTH (entity);
naeHTudmkatop (uuid);

TMN obbekTa (subtype);

Ha3BaHWe obbekTa (name);
[lecTBuE Haf 0bbekToM (action)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
BbINOJIHMA OMepaLmio
[action] ansa obbekTa
[entity] ([uuid])
[subtype] "[name]” (ip-
appec [ip])»
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3arpyska ¢arina nuueHsum yepes REST API
web.LicenseUpdated

Peructpupyetcs:

* Ha3BaHWe JOMEHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

= uMa danna IMueH3um
(license_file_name)

«[Monb3oBaTenb
"[username]
([authenticator])"”
3arpysus HoBbl dann
NULEH3UN
[license_file_name]
c ip-apgpeca [ip]»

MpekpalleHne ceccum Nonb3oBaTessi Mo KOMaHAae
¢ «YHuBepCcanbHOro amMcrnetyepa»

web.LogoffUserservice

Peructpupyetcsa:
* NOrvH nonb3oBaTens (user);
* paHHble rocteBor BM, ceccuto koTopon
npekpatuam (userservice)

«Monb3osartens "[user]”
OTMpaBu 3anpoc Ha
npekpaLleHmne ceccum
[userservice]»

C6poc ceccum nonb3oBaTens No KOMaHAE C
«YHUBEpPCanbHOro gucneTyepa»

web.DisconnectUserservice

Peructpupyetcs:
* JIOrMH nosnb3oBaTens (user);
= JaHHble rocteBor BM, ceccuto koTopon
npekpatunu (userservice)

«[lMonb3osatensb "[user]”
OTMnpaBu 3anpoc Ha
cbpoc ceccum
[userservice]»

CobbIT

usl, CBA3aHHble C pasHbiMu AP

Bxop, nonb3osatens B cuctemy yepes AP
api.UserLogin

Peructpupyetcs:

* Ha3BaHMWe JOMeHa ayTeHTUbUKaLmUm
nonb3oBatens (authenticator);

* NIOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

= Tun noptana (portal);

* unaeHTudmkaTop noptana (portal_uuid)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
BOLLIENT B CUCTEMY C ip-
agpeca [ip]4epes
[portal]
([portal_uuid])»

Bbixon nonb3oBaTensi U3 cuctembl yepes API
api.UserlLogout

* Ha3BaHMWe AOMeHa ayTeHTUbUKaLUK
nonb3oBatens (authenticator);

* JIOrMH nonb3oBaTens (username);

= |P-appec, c koToporo 6bi1 caenaH
3anpoc (ip);

= Tun noptana (portal);

* npeHTUdmKaTop noptana (portal_uuid)

«[Monb3oBaTenb
"[username]
([authenticator])"”
BbILLEN U3 CUCTEMDI C ip-
agpeca [ip] 4epe3
[portall]
([portal_uuid])»

14.5.3 . MopmaTbl perucTpupyembix cobbiTUiA ayauTa U UX NpUMepbl

Kaxxpasa 3anucb ayamTa

perncTpupyoTcs B

dopmare:

[faTal]

[termidesk.audit.events.HanmeHoBaHMe co6bLITMA] [TEKCT COOGLITMSA COracHo wabnoHy].

Mpumep pernctpauum cobbiTus ayamta «M3MeHeHMe CUCTEMHbIX MApaMeTPOB «YHMBEPCAIbBHOIO

avcnertyepas:

HaTta

CobbiTHe

TekcT cobbiTUs

28.08.2023, 16:55:35
gChanged

termidesk.audit.events.web.SystemConfi

192.0.2.1)»

«[Monb3oBatensb "adminl23(BcTpoeHHbin)”
M3MEHWUS CUCTEMHbIe MapaMeTpbl (ip-agpec

Mpumep perncTtpaunm cobbitma ayauta «CRUD onepaunm c obbektamu yepes REST API»:

Hata CobbiTHe

TekcT cobbiTus

28.08.2023, 17:02:59 termidesk.audit.events.web.EntityAct

ion

«[Monb3oBatens "u(BcTpoeHHbIN)" BbINOAHUA
onepauuto read ans obbvekTa Provider (c1305fb0-
e2ab-5fae-905b-b441c816f1f9) SessionsPlatform
"RDS Provider (ip)" (ip-aapec 192.0.2.1)»

Mpumep perncTpauum cobbiTns ayamta «lMonb3oBaTenb HEAKTUBEH»:
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Hata CobbiTne TekcT cobbiTus
28.08.2023, 17:04:00 termidesk.audit.events.workplace.User | «[onb3oBatens "userl(FreelPA)" HeakTuBeH B
Idle roctesot OC BM al7olf-a17s-120(192.0.2.1)
doHpa al7olf-al7s-2 kak nonb3oBaTeNb U»

14.6 . OTcnexxMBaHUe >XM3HEHHOIO LIMK/1a CECCUIA U PeCypCOB NoJb30BaTes1e

HauunHas ¢ Termidesk Bepcum 5.0 noppeps>kMBaeTcss BO3MOXHOCTb OTCNEAMTb AEUCTBUSI MONb30BaTENS MO
naeHTUPUKaTOpaM, KOTOPbIMU MAPKUPYHOTCA BCE CODObLITUS, OTHOCALUMXCS K paboTe nonb3oBaTens c
Termidesk c MoMeHTa ero aBTopu13aLmmn 1 40 3aBepLUeHus paboTbl ¢ Termidesk:

* rnobanbHbIM YHUKaNbHbIA CECCUMOHHbIM mnaeHTUdMkaTop (Global Unique Session ID, GUSID,
'YCH) - nosBonsieT 04HO3HAYHO COMOCTaBWUTb MOMb30BATENS U MPOU3BOAMMbBIE UM AEUCTBUS.
MpucBanBaeTcs B MOMEHT ayTeHTUHUKALMM MONb30BaTeNss B KOMMOHeHTe «KnuveHT» uam Ha
nopTasne nonb30BaTeNs;

* YHUKaNbHbIM mMaeHTUdMKaTop 3anycka pecypca (Unique Resource Start ID, URSI) - nossonser
OHO3HAYHO COMOCTABUTb MONb30BATENS U KOHKPETHbIW Pecypc, KOTOpbiM OH nonyyaeTt - BPM w/

U NpunoxxeHume. anICBaVIBaeTCﬂ B MOMEHT 3anycCKa nosib3oBaTesieM pecypca.

nOCJ'Ie,D,OBaTe}'IbHOCTb NMPpUCBOEHUA N OTMNPaBKU M,D,EHTVId)MKaTODOB npenctaB/sieHa Ha PUCYHKE.

@ & EEt

Knnent YHuBepcaabHbIi ko3 Arent BPM CeccHoHHBII areHT STAL
AUCTeTYep
———AUTHENTICATION— >

GUSID:

GUSID

Request VM

[ Delivery protocol, GUSID, URSI::>

URSI

URSI

GUSID, URSI

GUSID, URSI

GUSID, URSI

PucyHok 37 - NMocnenoBatenbHocTb npucsoeHus u otnpaskun GUSID u URSI

AHHynuposaHme GUSID npoucxogut npu:
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* 33aBepLUEHUM ceccumn nonb3oBaTens no NCTEYEHUM BPEMEHM, 3alaHHOro
napameTpoMm «[lamMTenbHOCTbL ceccumn nonb3osatena» (cMm. nogpasgen lMapamerpbl 6e3onacHocTU
Termidesk);

* OTK/IKOYEHMM NOJIb30BaTENS OT « YHMBEPCANbHOro AUCMETYEpa»;

* 33aKpbITUM KOMMOHeHTa «KnneHT» nonb3oBaTesnem;

* 3aMyCcKe HOBOro 3K3eMrnspa KoMmnoHeHTa «KnueHT» Ha ToM >Xe nonb3oBaTenbCKoM pabouen
CTaHUMK;

" HEBO3MOXHOCTW BOCCTAHOBJIEHUSI MoakJodeHMa nocne obpbiea cesasm - GUSID n URSI 6yoyT
CUNTATbCA  HEOEUCTBUTENIbHbIMM U MNpU  CHedYHOLWEM  MOAK/OYEHMM  Mosb3oBaTens K

«YHUBEpCanbHOMY AucrneTyepy» ByayT Ha3Ha4YeHbl HOBblE MAEHTUDUKATOPDI.

AHHynmnposaHune URSI npouncxogmT npu:
* 33aKpbITUM MONb30BaTe/IeM OKHa OMyONMKOBAHHOIO MPUNOXKEHUS WU Bbixoae U3 ceaHca BPM
(logoff);
= OTKNtoYeHun oT ceaHca BPM (disconnect);
* 3aKpbITUM KOMMNOHeHTa «KaneHT» u okHa nporpammbl goctaBkn BPM (termidesk-viewer);
" HEBO3MOXXHOCTW BOCCTAHOBJIEHUSI MoOAKJoYeHMs nocne obpbiea ceszn - GUSID mn URSI 6ygyT
CUNTATbCA  HEOEUCTBUTENIbHBIMM U MpU  CNEefYHOLEM  MOAK/IHOYEHMM  MoSb3oBaTens K

«YHUBepcanbHOMYy amucretTdepy» byayT HazHa4yeHbl HOBbIE MAEHTUDUKATOPDI

GUSID u URSI peructpupytoTcs B KypHanax:
* KOoMMoHeHTa «CeCcCUOHHbIN areHT»;

* KOMMOHEHTA «AreHT BUPTYasibHOro paboyero MecTa».

CobbiTus, ceasaHHble ¢ GUSID n URSI, xpaHaTtca B BA. OHKM focTynHbl A5 NpocMOTpa B XXypHasie Ha
noptane Termidesk (cm. noppasgen MNMpocMoTp XXypHanoB). MprMep coobLueHMs OT UCTOYHKMKA «agent»:
«preConnect. User: u, Protocol: spice, GUSID: 93418bcd-5c95-5f46-aelb-980a8519ae8f, URSI:
73fe89e3-5fe4-5b02-81a8-06b8e3bac2dl».
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15. YMNPAB/IEHUE UHOPACTPYKTYPOM TERMIDESK

15.1 . O630p u ynpaBneHue uHepacTpykrypoi Termidesk

Pazpen «MHdpacTpykTypa» npesHasHavyeH 4SS UCMOMb30BaHUS B Ka4eCTBE eAMHOrO LIEeHTpa YrpaB/ieHus
npw pacnpeaeneHHon yctaHoBke Termidesk. OH no3BonseT LEeHTPaNM30BaHHO YNpPaBasaTb KOMMNOHEHTaMM
M NPOCMaTPUBATb UX CTATYC Ha cepBepe.

MpocMOTp KOMMOHEHTOB M WX COCTOSHUSA Takxke poctyrneH B pasgene «0O630p» (cm. PucyHok 38),
HaMMEHOBaHMS 3/IEMEHTOB B KOTOPOM C/Y>KaT aKTUBHOM CCbIJIKOWM Ha COOTBETCTBYHOLLMI MOApa3aen Beb-
nHTepdenca.

CocTosiHMe KOMMOHEHTA BU3YyanuM3npyeTcs MUKTOrpaMMO:
. @ - KOJTMYECTBO Y3/10B, HaX0oAaLMXCca B cTaTyce «ok», KoTopbin BepHyA 3anpoc healthcheck;

2
. ‘3\ - KO/IMYECTBO Y3JI0B, HAaXOAALMXCS B CTaTyce «maintance» (Texobcny>kmsaHue), KOTOpPbIN
BepHyn 3anpoc healthcheck;

. @ - KOMIMYECTBO Y3/I0B, HaxOAALLUMXCA B cTaTyce «error» (owmnbka), KOTOpblA BEpHYn 3anpoc

healthcheck;

" - KOJIMYECTBO Y3/10B, HaXoasaLwWmxcs B cTatyce «unknown» (HenssecTHo). CTaTyc nosiensietcs,
€C/IM MOCNe PEerncTpaumMm KOMMOHEHTa €elle He ObII0 HXM OO4HOM MOMbITKM 3anpoca COCTOAHUS
healthcheck.

Mo YMONYaHUKO 3anpoC COCTOAHUA KOMMOHEHTOB Npon3BognTCA C MHTEPBaJIOM 60 CeKyHA.
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@ TERM'DESI‘( @ @CMCTEMHblﬁ nonb3oBatens (admin123) «
@b 0630p
&3 3 Paboume gi1 MocTaBwmKn B 1 DoHABI U 1 lomeHbl
& KomroHeHTel > MecTa pecypcos paboumx MecT ayTeHTUOUKaLWK
a1l 22 @1 Ko @1 Ao a1l H
ﬂﬁ HacTpoiikm >
® o £ 1
LJ PaBoune mecta >
PacnpegeneHve nonb3osaTeneh KOHKYPEHTHbIE COeMHEHWSA
"'ll MoruTopukr > /| Bcero 9 13 10 gocTynHo
E WHbpacTpykTypa> \
'] W BcrpoeHHblii 1
Beero AKTUBHO
=] AuvcneTuep NogkMoYeHA gi 1 MeHegpxep BUPTyanbHBIX pabo-inx mect
@1 Xo ®o0 Ao ®1 KXo ®o Ao
gi1 MopTans! 8l 0 Wz
@1 Xo ®o0 Ao ®o Xo ®o Ao

PucyHok 38 — OTobpaykeHne koMNoHeHTOB B pasaene «O630p»

Perncrtpaumsi KOMNOHEHTa B CUCTEME MPOUCXOOMT Yepe3 noakntodeHue k cepepy RabbitMQ, koTopbin
XpaHUT UMHPOpMaumo 06 y3ne KOMMOHEeHTa M nepenaeT ee KOMMOHeHTYy «MeHemxkep paboumx
mMecT» (termidesk-taskman) ans obpaboTkm u pobasneHus B Tabnuuy paspena «UMHbpacTpykTypa».
Perncrpaums KOMNOHEHTOB NPOUCXOAUT NPU UX 3amnycCKe.
Ons nonyyeHuss cnucka komnoHeHToB Termidesk HyxHO nepenTu B pasgen «MHbpacTpykTypa» (cm.
PucyHok 39) U BbIOpaTb MHTEPECYHOLLIMIN SNIEMEHT:

» «Jnucnetyepbl NOAKNIOYEHNINY;

» «MeHepykepbl BPM»;

» «[lopTanbi»;

» «Lnto3bi» (termidesk-gateway).
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Mo yMonuaHuMIo 3anucK B NpeacTaBneHHoW Tabnuue ByayT ynopsaodeHbl cornacHo ctonbuy «Mmsax». Ona
yAaneHua ysna KOMMOHEHTa M3 Tabnuubl cnenyeT BblbpaTb HY)XKHbIA KOMMOHEHT M Ha)kaTb 3KPaHHYHO

kHonky [YaanuTtb].

© VYnaneHue KOMMOHEHTa M3 TabnuLbl Takxe yaanuT ero us Tabnuubl b, ogHako Npu nepesanycke
Cny>kbbl KOMMOHEHTA OH 3aperncTpPUpPyeTCca CHoBa.

& OTobparkeHne Tabnuy 6OyaeT [AOCTYMHO agMUHMUCTPATOPY, €CAM Yy HEero ecTb paspeLleHue
«[MpocMoTp 06BEKTOB MHDPACTPYKTYPbI».
YnaneHue y3na KOMMOHEHTa M3 Tabnuupbl ByaeT AOCTYNHO aAMUHUCTPATOPY, ECIN Y HErO ecTb
paspeLleHue «YaaneHne ob6bekToB MHDPACTPYKTYPbI».

I:D TERM'DESI‘( @ @Cncreuﬂhlﬁ nonesosatens (admin123) ~
ﬁ 0530p [wcneTuepsl
MoOSKIKYEHWA
& KoMMOHEeHTBI > MeHegwepsl BPM HWA
MopTans
£ Hactpoiiku > S Q N AanLTE
Hoe IP appec(a) Mameneno  [aTa CospaHo [ata
E Pabouue mecTa > eHHoe Kem W3MEHEHMA  KeM Co3gaHWA
ermidesk- 10.100.254.181 rermidesk 13.05.2024, termidesk | 27.04.2024,
.-lll MOHWTOPWHT > er.ealoc 12:10:29 17:16:59
£ vndpactpyktypa » »
1-1ms1 « | < 1wzl | > | »

PucyHok 39 - NMprmMep oToBparkeHUs CrMCKa 3N1eMEHTOB MHPPACTPYKTYpbI

OuvcneTuepbl NOAKAKUEHWNIA

C || 10cek ~ Mouck Q Yganute
Mo Ha3EaHWID
Wma ~ CraTyc MonHoe IP agpec(a) WzmenerHo [aTa vsmeHeHua CospaHo [ata cosganma UID Hoge YHUKanbHBIA
AOMEHHOE MMA KEM KEM HoMEp
Termidesk = ok z=ztra- 10.100.254.139 13.05.2024, 15:19:59 termidesk 13.05.2024, 15:18:59 352470ec- d825ea67-
17s.stand8.local 0f14-4552- 1dbb-5d&1-
aBbe- 9473-

11153218407 | 28b0c30a01ced

15 ~ [Haap. 1-Tus1 &« | < 1| ms 1 > | @

PucyHok 40 - Mpumep oTobparkeHUs1 3aNncen MOHUTOPUHTA

OcHoBHble perucTpupyemble NapaMeTpbl NpUBELEHbI B TabnuvLe (cm. Tabnuua 54).
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Tabnuua 54 — OcHoBHble MapaMeTpbl CNMCKA 3IEMEHTOB MHDPACTPYKTYpbl

MapameTtp OnucaHue
«Nma» HanmeHoBaHMe KOMMOHEHTa
«Ponb» MapameTp pocTyneH Tonbko ans anemeHTa «[lopTan», T.K onpenenser Tvn
nopTana, C KOTOPbIM YCTAHOBJIEH KOMMOHEHT « YHWBEPCabHbI/ AUCMETYEP».
MoseT BbITb: «admin» (aAMUHUCTPATUBHbIN), «user» (Mob30BaTENbCKUI),
«universal» (yHMBepcanbHbI1, eCNu YCTaHOBMAEHbI «admin» u «user»)
«Crartyc» TekyLLiee COCTOSIHME KOMMOHEHTa, MOXeT NPUHUMATb 3HaYeHUS:

* «0k» - KOMMOHEHT HOPManbHO PYHKLUUOHUPYET;
= «failed» - kOMMNOHEHT PYyHKLMOHMPYET C oIMBKaMu;
= «unknown» - COCTOSIHWE HEU3BECTHO MU HE MOALEPXKMBAETCS

«[MMonHoe AOMEHHOE UMA»

MonHoe AOMEHHOEe M4 Yy3/1a, Ha KOTOPOM 3anyujeH KOMMNOHEHT

«IP appec(a)»

Cnucok IP-appecoB Ha y3ne, Ha KOTOPOM 3anyLeH KOMMOHEHT

«M3meHeHOo keM»

HanmeHoBaHMe cybbekTa, KOTOPbIM BHEC NOC/eLHMUE USMEHEHUS

«[aTa usMeHeHUA»

,EI.aTa BHECEHUA nNocnegHUX U3MEHEHUM

«Co3paHo Kem»

HaunmeHoBaHue Cy6'bEKTa, KOTOprVI 3anyCTun KOMMOHEHT

«[aTta co3paHua»

[ata co3sgaHma 3anuncu B TabamLe 0 KOMMOHeEHTe

«UID HogpbI»

Cuctemubin UUID (Universally Unique Identifier, yHukanbHbIN
nMaeHTUUKATOpP) Y3113, Ha KOTOPOM YCTAaHOBNEH KOMMOHEHT

«YHUKaNbHbIN HOMEpP»

YHUKaNbHbIN NOEHTUPUKATOP KOMIMOHEHTA
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16 . PEXXMM BbICOKOW OOCTYMNHOCTU U1 PABOTA C CEPTUDUKATAMMU

16.1 . Hacrpoiika «MeHepkepa paboyero Mecta» B peXXuMe BblCOKOU JOCTYMHOCTU

HacTpoika BbINosHAeTCS Mocie YCTaHOBKM  MPOrpaMMHOrO  KOMMJIeKCa B pacrnpeneseHHOM

KOHbUrypauum.

MocnenoBaTeNlbHOCTb HACTPOUKM Y3/1I0B C KOMAOHEHTOM «MeHepykep paboumnx MecT» cinepyroLas:
* Ha y3/e, BbIOpaHHOM B KayecTBe master, MOMMMO YK€ 3amnyLUEeHHbIX CAyX0, 3anyCTUTb TONbKO

cnyxby termidesk-taskman, He L06aBNsA ee B pa3faen aBTOMaTUUECKOM 3arpy3Ku:
:~$ sudo systemctl start termidesk-taskman

" Ha Yy3/1aXx master wu SlaVGPyCTaHOBMTb nakeTbl nOporpamMm™Mm Ona opraHusauunu BbICOKOM

AOCTYNHOCTW:
:~$ sudo apt install -y keepalived ipset

roe:
-y - K104 414 nponycka noaTeepXXaeHnsa yCTaHOBKM;
* Ha y3nax master M slave co3matb Katanor /etc/keepalived/ (ecnn katanor paHee He Obin

CO34aH):
:~$ sudo mkdir -p /etc/keepalived

roe:

-p - KJIOY 419 CO34aHMS NOAKATANoOroB B YKa3aHHOM MyTU, €C/IU UX He CYLLECTBYET;

" Ha y3nax master u slaveB KkaTtanore /etc/keepalived/ co3gate nycTble dannbl
keepalived.conf (dann HacTpoek pexxmMa BbICOKOM AOCTYMHOCTM) M notify.sh (ynpaeneHue

NepeksItoYEHUAMU PEXXMMOB BbICOKOM JOCTYMHOCTH):

1 :~$ sudo touch /etc/keepalived/keepalived.conf
2 :~$ sudo touch /etc/keepalived/notify.sh

" OTpPEedaKTMpPOBaTb CO34aHHbIM dann /etc/keepalived/keepalived.conf, npuBeas ero Kk

cnepytoweMy Buay (Mo ovepenm Ha KaXkaoM M3 y3/10B):

& 3HauyeHuns napameTpos B danne keepalived.conf npuseaeHbl B KayecTBe npumepa. 3HayeHUs
[OMKHbI BblTb 3aMeHeHbl Ha akTyaslbHble, COOTBETCTBYHOLLME CXEME aapecauuu, NMpUHATOM B
MHbPACTPYKType NpeanpuaTus.

1 global_defs {
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19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52
53
54

router_id NAME_OF_ROUTER_ID # HYXHO YKA3ATb: hostname xocTa
script_user user # HYKHO YKA3ATb: BMecTO user -> nofb30BaTeflb, OT WMEHMU

KoToporo 3anyckaetcsa keepalived

enable_script_security

vrrp_script check_httpd {

script "/usr/bin/pgrep apache" # path of the script to execute

interval 1 # seconds between script invocations, default 1 second
timeout 3 # seconds after which script is considered to have failed
#weight <INTEGER:-254..254> # adjust priority by this weight, default ©

rise 1 # required number of successes for OK transition
fall 2 # required number of successes for KO transition
#user USERNAME [GROUPNAME] # user/group names to run script under
init_fail # assume script initially is in failed state

# [lna kaxgoro BupTyanbHoro IPv4-ajpeca co3gaeTcsi CBOW 3K3eMnasp vrrp_instance
vrrp_instance termidesk-taskman {

notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HYKHO YKA3ATb: ethO® -> uHTepodeinic, cmoTpsawuii B UHTepHeT
interface eth0

arbitrary unique number from @ to 255

used to differentiate multiple instances of vrrpd

running on the same NIC (and hence same socket).

HYXHO YKA3ATb: BMecTo 106 -> HOMep 3K3emnaspa vrrp_instance
virtual_router_id 106

H*+ o

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HYXHO YKA3ATb: BMecTOo 128 -> npuopuTeT 3K3emnaspa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1

# HYXHO YKA3ATb: BmecTOo IP_ADDRESS_OF_THIS_HOST -> IPv4-aapec uHTepdelica,

cMOTpsillero B WHTepHeT

unicast_src_ip IP_ADDRESS_OF_THIS_HOST

authentication {
auth_type PASS
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55 # HYKHO YKA3ATb: ksedimret -> 3amMeHUTb Ha 6e30nacHbIi Naposb

56 auth_pass ksedimret

57 }

58

59 virtual_ipaddress {

60 # HYKHO YKA3ATb: BmMecTo VIRTUAL_IP_ADDREESS/MASK -> BupTyanbHbli IPv4-
aZipec n ceTeBoOil npedukc c uHTepdelica, CMOTpPAWEro B WHTepHeT

61 # HYKHO YKA3ATb: BMecTo eth@® -> uHTepdeic, cmMoTpAwnin B UHTEpHeT

62 # HYKHO YKA3ATb: BMecTO eth@:<3HaueHue> -> uHTepdeinc, cmoTpswuni B
WHTepHeT:4- OoKTeT BupTyanbHoro IPv4-agpeca

63 VIRTUAL_IP_ADDREESS/MASK dev eth0 label eth0:<3HauyeHune>

64 }

65

66 track_script {

67 check_httpd

68 }

69 1}

roe:

script_user - 3HayeHMe 3TOro NapamMeTpa COOTBETCTBYET HAMMEHOBAHUIO MOMb30BaTeNsl, OT UMEHM
KOTOporo 3anyckaeTcsi cny>kba keepalived (0bbl4HO - root);

NAME_OF_ROUTER_ID - ums 30HbI MapwpyTusaummn VRRP (obwee ona y3nos master u slave);
IP_ADDREESS_OF_THIS_HOST - TeKkyLMW CTaTU4YECKWUU IP-appec y3/1a, Ha KOTOPOM 3anyckaeTcsa
cnyxba keepalived;

VIRTUAL_IP_ADDRESS/MASK - BUpTYyanbHbli cTaTuyeckun |IP-agpec u macka (obwime pns ysnos
master u slave);

ethO:<3HayeHne> - 3HayeHMe 4YeTBepTOro okTeTa BupTyanbHoro IPv4-agpeca. Hanpumep, ecnm
Mcnonb3yeTcs BUPTYyanbHbiM cTatuyeckmun |P-agpec 192.0.2.30, To AaHHbIM napamMeTp MpuUMeT

3HayeHuMe eth0:30;

A B pamkax ogHoM pacnpeneneHHoM YCTaHOBKM 3HadeHuMe NAME_OF_ROUTER_ID napameTpa
router_id BO/MKHO ObITb MAEHTUYHbIM. Ecnn B cetv unm B ogHom VLAN npucyTcTBytoT
HECKOJIbKO  pacnpeneneHHblX YycTaHoBOK Termidesk, To 3HayeHne NAME_OF_ROUTER_ID
napameTpa router_id AO/MKHO BbITb YHUKAJIbHbIM 411 KaYKAOr0 3K3EMMJISipa YCTaHOBKM.

* MO Oo4Yepeam Ha KaxAoM M3 y3/ioB master M slave OTpedaKTMpPOBaTb CO3AaHHbIA dann /etc/

keepalived/notify.sh, npuBens ero K cnegyrowemy suay:

#!/bin/sh -e

1

2

3 SELF_BIN=S(realpath ${01})

4 SELF_DIR=$(dirname ${SELF_BIN})

5 TYPE=${1}

6 NAME=${2}

7 STATE=${3}

8 PRIORITY=${4}

9 TASKMAN_SYSTEMCTL_NAME="termidesk-taskman"
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24
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27
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31
32
33
34
35
36
37
38
39
40

TASKMAN_SYSTEMCTL_DESCRIPTION="Termidesk-VDI Taskman daemon"
TASKMAN_SYSTEMCTL_PIDFILE="/run/termidesk-taskman/pid"
msg2log () {

logger -i "Termidesk: ${1}"
}
taskman_stop () {

msg2log "Stopping ${TASKMAN_SYSTEMCTL_NAME} service"

systemctl dis-active -q S${TASKMAN_SYSTEMCTL_NAME} && systemctl stop -q $
{TASKMAN_SYSTEMCTL_NAME}
}
taskman_start () {

msg2log "Starting ${TASKMAN_SYSTEMCTL_NAME} service"

systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} || systemctl start -q $
{TASKMAN_SYSTEMCTL_NAME}
}
# VRRP event type: INSTANCE, name: 1lsb_40, state: BACKUP, priority: 64
msg2log "VRRP event type: ${TYPE}, name: ${NAME}, state: S${STATE}, priority: $
{PRIORITY}"
case ${STATE} 1in

BACKUP)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
55
FAULT)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
)
MASTER)
[ "S{NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_start
55
*)
msg2log "Error: unknown state ${STATE}"
exit 1
55
esac
exit O

* Ha y3nax master u slave caenatb pann notify.sh ncnonHaembim:

:~$ sudo chmod +x /etc/keepalived/notify.sh

* Ha y3nax master u slave f006aBUTb B aBTOMaTUYECKYHO 3arpy3Ky M 3anyCcTuTb cepBuc keeaplived

:~$ sudo systemctl enable keepalived
:~$ sudo systemctl start keepalived

16.2 . HacTpoiika 6anaHcuMpoBLUMKA A1 paboTbl C cCaMONoANUCcaHHbIMU cepTUdUKaTaMm

16.2.1 . CozpaHue camonopnucaHHoro SSL-ceptugpukara

Lna cozpaHus camonognucaHHoro SSL-ceptudmkara u Knroya K HEMY HY>KHO:

* OTKpbITb NporpamMmy «Terminal Fly» n nonyumtb goctyn K MHTEpdENCY KOMAaHOHOW CTPOKMU;
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BbINONIHUTb reHepaumto SSL-ceptudmkata (/etc/ssl/certs/nginx-selfsigned.crt) u knwova

K HeMy (/etc/ssl/private/nginx-selfsigned.key):

1 :~$ sudo openssl req -new -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/
ssl/private/nginx-selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

MCI'IOJ'IbByEMbIe KJTHOYU KOMaHAObl:

openss1 - 6a30Bbl MHCTPYMEHT KOMaHAHOM CTPOKU A1 CO3A4aHMS U ynpaBneHus cepTudmkaTamm,
Kntodamm n apyrumu dannamm OpenSSL;

req - 3Ta OMNUMS YKa3blBaeT, YTO HA OAHHOM 3Tamne HY>XHO MCMONb30BaTb 3anMpoc Ha MOAMUCb
ceptudpukara X.509 (CSR). X.509 - 310 cTaHAapT MHDPACTPYKTYpPbl OTKPbLITOrO KJto4a, KOTOPOro
npuaepxkmpatotca SSL u TLS npu ynpaBneHun kntodamm u ceptudukatamu. [JaHHas komMaHza
no3BongeT co3aaTb HOoBbIN cepTudmkart X.509;

new - 3Ta ONUMS yKa3blBaeT, YTO OyaeT co34aBaTbCs HOBbIW 3anpoc;

x509 - 3Ta ONuMs BHOCUT MOMPaBKYy B MpeablayLlyto KOMaHAy, Cooblias yTuaMTe O TOM, YTO
BMECTO 3amnpoca Ha noanuvcaHve cepTudukata HeobxoAMMO C€O34aTb CaMOMOANMCAHHbIN
ceptudumkar;

nodes - K/tOY 4711 MPOMYyCKa OnuuMu 3aWwmTbl cepTudukata naponbHon ¢pason. HyxkHo, 4TobbI Npu
3anycke 6anaHCUPOBLLMK Harpysku (nginx) MMen BO3MOXHOCTb YMTaTb dann 6e3 BMelLaTenbCTBa
nosb3oBaTens. YCTaHOBMB NapoJsib, MPUAETCS BBOAUTb €ro MOC/e KaXa0W nepesarpysku;

days 365 - 3Ta onumsa ycTaHaBAMBAET CPOK AencTBus cepTudmkaTa (B AaHHOM ciydae cepTudmkaTt
[EeNCTBUTENEH B TeYeHUe roaa);

newkey rsa:2048 - 3Ta ONuMs NO3BOMSIET OAHOBPEMEHHO CO34aTb HOBbIM CepTUPUKAT M HOBbIM
kntod. lMockonbky Kto4, HEOOXOAUMbIM AN noanucaHua cepTudukaTa, He Obin co3aaH paHee,
HY>KHO CO34aTb ero BmecTte ¢ ceptudukatom. [aHHaa onums co3pgact RSA-kntou pasmepom 2048
ouT;

keyout -3Ta onumsa coobiaet OpenSSL, Kyna noMecTUTb CreHepuMpoBaHHbIM (ain Ktoya;

out -3Ta onuma coobwaet OpenSSL, Kyaa NnoMecTUTb CO34aHHbIN cepTUdMKaT.

Mocne ncnonHeHWss KoMaHAbl Hago MOC/eOOBaTE/IbHO BBECTMU paa napaMeTpoB, 3anpoCbl Ha KOTOpPble

OTO6pa3$|TC$I B KOMaHAHOM CTpoKe:

Country Name (2 letter code) [AU];

State or Province Name (full name) [Some-State];
Locality Name (eg, city) [];

Organization Name (eg, company) [Internet Widgits Pty Ltd];
Organizational Unit Name (eg, section) [];

Common Name (e.g. server FQDN or YOUR name) [];
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*= Email Address [].

Hanbonee BaxkHbIM napameTpom siBnsgetcs Common Name (Heobxogumo BBecT FQDN-ums
6anaHcupoBsLumka). Kak npaBunio, B 3Ty CTPOKY BHOCSAT OOMEHHOE UMS, C KOTOPbIM HY)XKHO CBSI3aTb

cepsep. B cnyyae ecnm LOMEHHOrO MMEHU HET, HYXKHO BHECTU B 3Ty CTpoKy |P-anpec cepsepa.

Marinbl kNOYa U cepTudUKaTa ByayT pasMeLLEHbl B KaTanore, ykasaHHOM Mpu Bbi30Be KOMaHAbl openssl

B MapaMeTpax keyout u out.

Mpu ncnonbzoeaHmm OpenSSL HeobxoguMo Takxke co3aatb kitoun duddu-XennmaHa, ong storo:
* OTKpbITb NporpamMmy «Terminal Fly» n nonyumntb goctyn K MHTEpdENCY KOMAaHOHOW CTPOKMU;
* creHepupoBaTb Katoun Ouddu-Xennmana anmHon 4096 6UT n coxpaHuTb Ux B dann /etc/nginx/

dhparam.pem:

:~$ sudo openssl dhparam -out /etc/nginx/dhparam.pem 4096

16.2.2 . Hactpoiika nginx gns nogaep>xku SSL

[ns HacTpomku nginx Hy>HO:

" CO34aTb HOBbIM MYCTOM CHWUMNMET nginx B KaTanore /etc/nginx/snippets p[ns ykasaHus

pasmeLlieHuna CepTMCI)MKaTa N KNKoYa:
:~$ sudo touch /etc/nginx/snippets/self-signed.conf
" OTPEeAaKTMPOBaTb CO34aHHbIM (al, NpuBeas ero K BuaYy:

1 ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
2 ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;

* CO3[aTb eLle OAMH MYCTOW CHUMMET, NpefHa3Ha4YeHHbIN ana HacTpoek SSL (3To no3sonuT cepeepy
NginX WMCNoNb30BaTb  HAEXHbIA MexaHW3M MpeobpasoBaHUs U BKJIKOYUT  HEKOTOpble

AononHuTenbHble GYyHKLMM Be30MacHOCTH):
:~$ sudo touch /etc/nginx/snippets/ssl-params.conf
" OTpeAaKTMpPOBaTb CO34aHHbIM Gann ssl-params.conf, NpuBeas ero K BUAY:

ssl_protocols TLSv1.3;

ssl_prefer_server_ciphers on;

ssl_dhparam /etc/nginx/dhparam.pem;

ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-AES256-GCM-SHA512 : ECDHE-RSA-
AES256-GCM-SHA384 :DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384;
ssl_ecdh_curve secp384rl; # Requires nginx >= 1.1.0

ssl_session_timeout 10m;

7 ssl_session_cache shared:SSL:10m;

A WDN B

o U
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ssl_session_tickets off; # Requires nginx >= 1.5.9

ssl_stapling on; # Requires nginx >= 1.3.7

ssl_stapling_verify on; # Requires nginx => 1.3.7

resolver 77.88.8.8 77.88.8.1 valid=300s;

resolver_timeout 5s;

# Disable strict transport security for now. You can uncomment the following
# line if you understand the implications.

# add_header Strict-Transport-Security "max-age=63072000; includeSubDomains;
preload";

add_header X-Frame-Options DENY;

add_header X-Content-Type-Options nosniff;

add_header X-XSS-Protection "1; mode=block";

A TMockonbky cepTUdMKaT ABNSETCA CAMOMNOANMCaHHbIM, SSL stapling He ByaeT MCNONb30BaThCS.
CepBep nginx BblAACcT npeaynpexaeHwe, OTKNOUUT stapling Ans AaHHoOro ceptudukata wm
NPOAO/IXKUT paboTy.

16.2.3 . KoHdurypuposaHue Beb-cepeepa

Lna koHdUrypmpoBaHus Beb-cepeepa HY>XHO:

* C034aTb NYCTOM KOHUIYpaUUOHHbIN dann:

:~$ sudo touch /etc/nginx/sites-available/sampledomain.ru.conf

* OTpenaKTMpPOBATb CO3AaHHbIN dal, NpUBEAs ero K BUAY:

& 3pecb v panee npumepbl IP-agpecoe npueeaeHbl B cootBeTcTBuM ¢ RFC 5737. YkaszaHHbie |P-
agpeca AO/MKHbl BbiTb 3aMeHEeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMacHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKType NpeanpuaTus.

coO~NOoOULh WN K

upstream daas-upstream-ws {
least_conn;
# PROXY TERMIDESK

server 192.0.2.41:5099;
server 192.0.2.42:5099;
server 192.0.2.43:5099;
server 192.0.2.44:5099;

upstream daas-upstream-nodes {
least_conn;
# DISPATCHER TERMIDESK

server 192.0.2.30:443;
server 192.0.2.31:443;
server 192.0.2.32:443;
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e
~

19

20 }

21

22 server {

23 listen 0.0.0.0:80;

24 listen 0.0.0.0:443 ss1;

25

26 include snippets/self-signed.conf;

27 include snippets/ssl-params.conf;

28

29 location /websockify {

30 # limit_req zone=fast nodelay;

31 proxy_http_version 1.1;

32 proxy_pass http://daas-upstream-ws/;

33 proxy_set_header Upgrade $http_upgrade;
34 proxy_set_header Connection "upgrade";
35

36 # Connection timeout

37 proxy_connect_timeout 1000;

38 proxy_send_timeout 1000;

39 proxy_read_timeout 1000;

40 send_timeout 1000;

41

42 # Disable cache

43 proxy_buffering off;

44 proxy_set_header Host $host;

45 proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
46 }

47

48 location / {

49 proxy_pass https://daas-upstream-nodes/;
50

51 proxy_set_header Host $host;

52 proxy_set_header X-Forwarded-Proto $scheme;
53

54 1

55

56 }

& 1P-agpeca, nepeuncneHHble B aMpekTMBe daas-upstream-ws, aBnsatoTca agpecamu «LLntozos»
Termidesk, a |P-agpeca, nepeuncneHHble B AupekTMBe daas-upstream-nodes, SBASOTCA
appecamu «YHUBepcanbHbIX aucnetyepoB» Termidesk.

" CO34aTb CMMBOJIMYECKYHO CCbIIKY Ha OaHHbIM BUPTYaAJIbHbIM XOCT U3 AupekTopumn /etc/nginx/

sites-available B oupekTopuio /etc/nginx/sites-enabled, 4TobObl NginX ero o6CcNy>KMBanN:
:~$ sudo 1ln -s /etc/nginx/sites-available/sampledomain.ru.conf /etc/nginx/sites-enabled/

* MPOBEPUTb KOPPEKTHOCTb HACTPOEK:
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sudo nginx -t

1 nginx: [warn] "ssl_stapling" dignored, tdissuer certificate not found
2 nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
3 nginx: configuration file /etc/nginx/nginx.conf test is successful

Beb-cepBep BO3BpallaeT npeaynpexaeHne B CAy4Yae UCMOJIb30BaHUS CaMOMOAMNMCAHHOMO
cepTuduUKaTa, O4HAKO 3TO He BIMSIET Ha paboTy.

€CJIN B CMHTaKCMCe 0BHapy>KeHbl OLLMOKM, HEOBXOAMMO UCMPaBUTbL MX, 3aTeM MNepe3anyCcTuTb Beb-

cepsep:

sudo systemctl restart nginx
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17 . SKCIrNEPUMEHTAJIbHbIE ®YHKLUUU

17.1 . MepeyeHb nepeMeHHbIX OKPY)KEHUA « YHUBEPCA/IbHOro AMcreTyepa»

B Termidesk wucnonb3ytoTcs nepemMeHHble AN YKasaHWs MapaMeTPoOB HACTPOMKM KOMMOHEHTOB
NporpaMMHOro KoMmnnekca.

MepeyeHb NepeMeHHbIX M MapaMeTpoB, UCMOJIb3YEMbIX KOMMOHEHTOM « YHUBEPCAsbHbIN AMCHeTYep»,
npuBeaeHbl B Tabnuue (cm. Tabnuua 55).

nepeLIEHb nepeMeHHbIX, MCNONb3yEMbIX B APYTMX KOMMNOHEHTaxX NMporpaMMHOro KoMmnnekca, npmeeaeH B

COOTBETCTBYIOLLMX UM OOKYMEHTAX.

Tabnuua 55 - MNepeMeHHble okpykeHns Termidesk

MepeMeHHas oKpy>keHus 3Ha4yeHue no OnucaHue
YMO/IYaHUIO

«YHUBepCanbHbIA gucneTHep»

TDSK_AUTOFS_IMAGES_ID He 3apaHo Mcnonb3yeTca Ans HaCTpoMKKM LLabnoHOB NepeHOCUMBbIX
npocdunen. B kauecTBe 3HaYeHMs UCMONbL3YHOTCS
UAEHTUDMKATOPLI AUCKOB.

Mpumep: TDSK_AUTOFS_IMAGES_ID=xx[,yy[,zz[,...]11].
3HauyeHMe nepeMeHHOM 3adaeTcs B danne /etc/opt/
termidesk-vdi/termidesk.conf

DBHOST He 3apaHo IP-agpec unn FQDN CYB/[, PostgreSQL.

HayanbHoe 3HaueHWe 3a4aeTcs Ha 3Tane NoAroToBKe Cpeapl
yHKUMOHMpPOBaHUS 1 ycTaHOBKKM Termidesk.

M3MeHUTb 3HaueHne nepeMeHHON MOXHO 4Yepes dain /etc/
opt/termidesk-vdi/termidesk.conf

DBPORT 5432 MopT, KoTOpbIM MCMoNb3yeTca AN coeanHeHus ¢ cepeepom b/,

M3MeHUTb 3HaueHne nepeMeHHON MOXHO 4Yepes dain /etc/
opt/termidesk-vdi/termidesk.conf

DBSSL He 3agaHo MpoTokon, ncnonesyroLwmiics npu nogkaroveHun k b,
BosmoxkHble 3HadeHusa: Disable, TLSv1.2, TLSv1.3.

HauanbHoe 3HaueHWe 3aaaeTcs Ha 3Tane yctaHoBkM Termidesk.

M3MeHUTb 3Ha4eHMe MOXKHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

DBNAME He 3agaHo Nma BI.

HauyanbHoe 3Ha4YeHWe 3a4aeTcs Ha 3Tarne NoArOTOBKWU Cpefbl
¢byHKUMOHMpPOBaHUWs nepen, yctaHoBkon Termidesk.
M3MeHUTb 3HaueHne NepeMeHHOM MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf

DBUSER He 3agaHo Mma nonb3osatens, nmetowero goctyn Kk b,

HayanbHoe 3Ha4eHUWe 3a4aeTca Ha 3Tane NoAroTOBKM Cpeabl
(yHKUMOHMPOBaHUS Nepen, ycTaHoBkon Termidesk.
M3MeHUTb 3Ha4YeHne NepeMeHHOM MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf
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DBPASS

He 3apaHo

Maponb nonb3oBatens, umMetowero goctyn K b/.

HauyanbHoe 3HayeHuWe 3a4aeTcsa Ha 3Tarne NoAroTOBKWU Cpeabl
(YyHKUMOHMPOBaHMSI BO BpeMsl yCcTaHOBKU Termidesk u xpaHuTtcs
B KOHbUrypaumoHHoM daiine /etc/opt/termidesk-vdi/
termidesk.conf B npeobpa3oBaHHOM BUAE.

A B CTaHAAPTHbIX YCTaHOBKaxX 3Ha4e€HUA MEHATb He
cnegyert.

M3MeHUTb 3HaueHne nepeMeHHON MOXHO 4Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. [na nonyyeHus
npeobpa3oBaHHOI0 3Ha4YEHUs Maposis CleayeT BOCMOIb30BaThHCA
YyTUAUTOM scramble:

:~$ sudo /opt/termidesk/bin/scramble -v
<naponb>

YTunuta scramble Mcrnonb3yeT B Ka4eCTBe BeKTOpa
npeobpa3oBaHus 3HaveHMe 13 darna /etc/opt/termidesk-
vdi/termidesk. cookie. 3HaueHuWe reHepupyeTcs
aBTOMaTM4YeCKM Ha 3Tane ycTaHoBku Termidesk

DBCERT

He 3apaHo

MyTb k ceptndmkaty mTLS ang 3aLmLeHHOro NOAKOHYEHMS K
bA.

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

A mTLS - Meton obecneyeHuss  3aLUMULLEHHOMO
coefuHeHUs c B[l  uepes  ABYCTOPOHHIOLO
ayTeHTUPUKALMIO C UCMOb30BaHNEM CEPTUDUKATOB.

DBKEY

He 3apaHo

MyTb k kntowy MTLS gnga 3awmiieHHoro noaxntodenus Kk b,

Kntou MoXeT MMeTb NaposibHyo 3amTy. [1na ncnonbsosaHus
K/IHO4a HY>KHO NMpeobpa3oBaTh ero K Ha4yanbHOMY 3HAYEHUIO:

:~$ openssl rsa -in <nyTb_K_o¢ainy_knw4da> . key
-out
<NyTb_COXpaHeHnss_npeobpa3oBaHHOro_kJo4va> . key

M3MeHUTb 3HaYeHWe nepemMeHHOM DBKEY MoyKHO yepes dawnn /
etc/opt/termidesk-vdi/termidesk.conf

DBCHAIN

He 3apaHo

MyTb K KOPHEBOMY U NMPOMEXKYTOUHbLIM cepTUdmkaTtam mTLS
0N9 3almLLeHHoro nogkntodeHusa K b.

M3mMeHUTb 3HaueHne MOXXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

DJANGO_SECRET_KEY

He 3apaHo

MapameTp, ncnonb3yemblt 45 NPOBEPKU AAHHBIX,
nepecbliiaeMbix Mexay komnoHeHTamu Termidesk. 3HaueHume
reHepupyeTcs npu yctaHoBke Termidesk v 8oO/MKHO 6bITb
OLMHAKOBbIM ANS BCEX Y3/10B MpPW pacrnpeneneHHoM YCTaHOBKe.

M3mMeHUTb 3HaueHne MOXXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf
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RABBITMQ_URL

He 3apaHo

MapameTpbl ans noakntoveHus K cepsepam RabbitMQ. MoxHo
NMOAKJIOYUTL 40 TPeX (BKIHOUUTENBHO) CEPBEPOB.

HauanbHoe 3HayeHWe 3apaeTcs Ha 3Tane ycTaHoBkM Termidesk.
3HauyeHMe 3Toro napameTpa 3anucbliBaeTca B hann /etc/opt/
termidesk-vdi/termidtermidesk-vdi/termidesk.conf.

Maponb, yka3aHHbIM Ans noaxntoveHus K cepsepy RabbitMQ
XPaHUTCS B Npeobpa3oBaHHOM Buae. IToT hyHKLMOHAN
peanunsoBaH, HauMHasa c Bepcum Termidesk 4.3.1, u npumeHsieTca
TO/NbKO A9 HOBbIX YCTaHOBOK. Npu 06HOBNeHMM ¢ Bonee cTapoi
BEPCMM COXPAHSAETCS 3HAYEHUE STON NMepeMeHHOMN.

Mpy HEOBXOAMMOCTM M3MEHUTL MAPOJIb MOAK/HOUEHUS CrieLyeT

Mosly4mTb NPeobpasoBaHHOE 3HAYEHWNE YTUAMUTON scramble u
BbINOJIHUTb Nepe3anyck cnyxb Termidesk

RABBITMQ_SSL

He 3apaHo

MpoTokon, ncnonb3yrowmincsa npu noakatodeHnn k RabbitMQ.
Bo3MoykHble 3HaueHusa: Disable, TLSv1.2.

HauyanbHoe 3HayeHuWe 3agaeTcsa Ha 3Tane ycTaHoBkM Termidesk.

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

NODE_ROLES

He 3apaHo

MapameTp, 3agaroLwmi TUN ponu, C KoTopon ByaeT ycTaHOBNEH
Termidesk. Bo3MoykHble 3HaueHma: ADMIN, USER, TASKMAN.
HauanbHoe 3HayeHue 3apaeTcs Ha 3Tane ycTaHoBkM Termidesk.
M3mMeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. HacTpoiku ByayT npuMeHeHbl nocne
nepesanycka cny>x6bl termidesk-vdi.

Mpwu nepeycTtaHoeke Termidesk 3HaueHWe napameTpa B
KoHbUrypaunoHHoM dawnne byaeT nepesanmncaHo

LOG_LEVEL

INFO

YpoBeHb XXypHannMpoBaHua coobLueHui. Bo3MoxkHble 3HaveHus:
DEBUG, INFO, WARNING, ERROR, CRITICAL.

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

LOG_ADDRESS

/dev/log

Appec ons oTnpaBKU 3anmMcen B CUCTEMHbIN XXypHan. Obbl4HO
370 /dev/log ans Linux-cuctem. Bo3moxkHo ykasatb |P-agpec
W NopT.

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

LOG_FACILITY

local3

MapameTp, onpeaensitowmin KaTeropmio coobLueHun syslog.
KaTteropusa ponykHa coBnazaTtb C HaCTpoMkamu B
KoHburypaumoHHoM davine /etc/syslog-ng/conffirst.d/
termidesk.conf

HEALTH_CHECK_ACCESS_KEY

He 3apaHo

MapameTp ons goctyna k nposepke coctosiHna APl cepgepa.
HauyanbHoe 3Ha4YeHWe reHepupyeTCst Ha 3Tarne YyCTaHOBKM
Termidesk.
M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf.
Mpw 3apaHUKM 3HaYeHUs NapaMeTpa cliefyeT pyKOBOACTBOBATLCS
NMpaBuUJIOM, YTO:

= pa3mep posixkeH cocTaenaTb oT 0 o 64 cumeona;

* [OMXHbI MCMOMb30BaTLCA CUMBOJIbI B LLECTHAALATEPUUHOMN

cucteme (0-9, a-f)

TASKMAN_HEALTH_CHECK_PORT

8100

MopT, Ha KoTopoM paboTaeT Beb-cepBep AN 06CNY>KMBAHUS
3anpocoB npoBepku cocTosiHus APl komnoHeHTa «MeHemkep
paboumx MecT».

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. [1lo ymMonyaHuto nepemMeHHas He
MCnonb3yeTcs (3aKOMMEHTMPOBaHa)
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TASKMAN_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/

taskman- MEecT».
healthcheck.pem

MyTb k cepTudumkaty SSL/TLS ans 3awmiueHHOro NoakaoyeHns
K nposepke cocTosiHua APl komnoHeHTa «MeHepykep pabounx

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. Mo ymMonyaHuto nepeMeHHas He
ucnonb3yeTtcs (3aKOMMEHTUPOBaHa)

TASKMAN_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/

taskman- MEecT».
healthcheck.key

MyTb K kntouy SSL/TLS png 3amiLeHHOro NoaKItoYeHus K
npoBepke cocTtosiHust APl koMnoHeHTa «MeHemkep paboumx

M3MeHUTb 3HaueHne MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. Mo ymMonyaHuto nepeMeHHas He
ucnonb3yeTtcs (3aKOMMEHTUPOBaHa)

MyTb K bariny c noBepeHHbIM KOPHEBLIM CEPTUDUKATOM.
MepeMeHHas ncnonb3yeTcs AJis HACTPOMKK paboTbl €

EULA_ACCEPTED

termidesk.conf

cornalleHus npu ycTaHoOBKe.
3apaeTcsa yepes dann /etc/opt/termidesk-vdi/

REQUESTS_CA_BUNDLE He 3apgaHo ceptudmkaTamu cobcTeeHHbIx LLC.
[06aBnTb NepeMeHHY0 MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf. Mo ymMonyaHuto
rnepeMeHHas He UCMoJb3yeTca (3aKOMMeHTUpPOBaHa)
He 3agaHo MapameTp, onpeaensatowmnin NpUHATUE IMLEHIMOHHOIO

YcTaHoOBOYHbINM nakeT termidesk-vdi

TDSK_PKG_DEBUG

He 3apaHo

BkntoueHune pexxuma oTnagKu npu ycTaHOBKE nakeTa.
Mpumep: TDSK_PKG_DEBUG=1

17.2 . YnpaeneHue 3KcnepuMeHTa/IbHbIMU NapaMeTpamm Termidesk

BkntoueHne M OTKIOYEHME 3KCMEPUMEHTaNIbHbIX MapaMeTpoB cepBepa Termidesk npowssoguTca u3

KOMaHAHOW CTPOKMU.

MepeyeHb aKCNepMMeHTaNbHbIX NapaMeTpoB NpUBEAEH B Tabnuue (cm. Tabnuua 56).

Tabnuua 56 — DkcnepruMeHTanbHble NapameTpbl Termidesk

MapameTp

OnwucaHue

3HaueHue No yMoN4aHuUIo

experimental.2fa.enabled

MapameTp nopnepyku AByxhakTOpHOM

experimental.radiusauth.enabled

ayTeHTUdUKaLUK 0
experimental.deviceauth.enabled [MapameTp noonepyxku aBTopusaumm

YCTPOWMCTB fOCTYyNa )

MapameTp nogaep)kku foMeHa

ayTeHTUdUKauun RADIUS 0

Ons akTMBauMM 3KCNEPUMEHTANIbHOro NMapamMeTpa HeOBXOAMMO MPUCBOUTbL €MY 3HayeHWe 1, BbIMOSHUB

KOMaHAbl:

" MepeK/roYUTbCA Ha Nonb3oBaTens t ermidesk :

:~$ sudo -u termidesk bash
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® aKTUBUpPOBATb NapaMeTp:

:~$ /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config set --section Experimental --key
experimental.2fa.enabled --value 1

rpe:
experimental.2fa.enabled - HauMeHOBaHMe NapameTpa;
1 - 3Ha4yeHWe napameTpa 415 ero akTmeaLum;

0 - 3HaYeHWe napameTpa 4na ero AeakTUBALMM.
17.3 . YcTaHOBKa NNarMHOB pacLUMpeHUi

DKCnepuMeHTanbHbIM (PYHKLMOHAN, He BOLWeALMA B OCHOBHOM penu3 Termidesk, MOXXHO no6GaBuTbL B
NPOrpaMMHbIA KOMIMJIEKC Yepe3 YCTAHOBKY MJarvHOB paclumMpeHuin (katanor addons B KOMMIEKTauuu

nocTtaBku Termidesk).

[ng ycTaHOBKUW MAarMHOB HY>KHO BbIMOJHUTL CleayoLLee:
" pacnakoBaTb COAEPXUMOeE z1ip-apXmBa B LeNIeBOV KaTanor (Hanpumep, /tmp);

" MEepeKroYNTLCA Ha nonb3osBaTens Termidesk:
:~$ sudo -u termidesk bash

* nepeunTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/

" aKTUBUPOBATb BUPTYaJIbHOE OKpY>XeHue Termidesk:
:~$ source venv/bin/activate

* YCTAaHOBWUTb HEOOXOAUMbIN MNAruH:

1 :~$ pip install --upgrade --no-index --find-1links /tmp/termidesk_internaldbauth
termidesk_internaldbauth

roe:
/tmp/termidesk_internaldbauth - katanor c whl-dannamu;
termidesk_internaldbauth - umMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclunpenus danna);

" BbIMTM U3 OKPY>KEHUS Mosib3oBaTens Termidesk:
:~$ exit
* 06HOBUTbL CTPYKTYpY B, 1 cTatnyecknx garnos kKoMmaHAAMU:

1 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage migrate
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2 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage collectstatic --no-input
* nepe3anycTutb cny>by Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service

17.4 . YpaneHue nnarMHOB pacLUMpPEHUA

& Tepep ypaneHveM nnarvHa Heobxoammo yaanutb doHabl BPM, wabnoHbl BM 1 noctaslumka
pecypcoB, COOTBETCTBYHOLMX AHHOMY MaaruHy.
Ynanenue doHga BPM MoxkeT 3aHATb Npoao/iXuTenbHOE BpeMs.

Ona yAaneHua nnarnHa paCLIJMPEHMl;I HY>XHO BbINOJIHUTb CcneaytoLlee:

" MepeKnrYNTLCA Ha nonb3oBaTens Termidesk:
:~$ sudo -u termidesk bash
* nepeunTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/
* aKTUBUPOBATb BUPTYaJIbHOE OKpY>XeHue Termidesk:
:~$ source venv/bin/activate
" yAaNUTb HEOBXOAMMDbIN MNAruH:
:~$ pip uninstall -y termidesk_dinternaldbauth

roe:
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclumpenus danna);

* BbIUTU U3 OKPY>XeHUs nonb3oBatens Termidesk:
:~$ exit
* nepesanycTuTb cny>xoy Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service
17.5 . OTkaTt K npeablayLLEN BEPCUMM NIaruHa

OTkaT K npe,u,bl,u,yu.l,eﬁ Bepcuu ¢)a171na BbIMOJIHAETCA B TOW XKe nocnenoBaTesibHOCTU, YTO N YCTaHOBKaA,

OAHaKO BMECTO KOMaHAbl YCTAaHOBKW MarMHa NCNob3yeTcqa cneayrolas:
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1 :~$ pip install --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth==4.0.1

roe:
/tmp/termidesk_internaldbauth - kaTanor ¢ whl-cdannamu, whl-cann c Bepcuen naarvHa AOMKEH
CYLLECTBOBaTb B JAHHOM KaTaJiore;

termidesk_internaldbauth - Mg nnarnHa c ykasaHuem Bepcumn.
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KOMIMOHEHTOB TERMIDESK

18.1 . O6Lme cBeaeHMA NMo NpoBepke COCTOAHUS KOMMOHEHTOB
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[na oTcnexxuBaHMS COCTOAHMS KOMMOHEHTOB Termidesk un o6pau.|,eHm:| K HAM 019 BbINMOJTHEHUNA MPOBEPOK

coctosiHusa (health check) ncnonbsyetca API-3anpoc /api/health.

HauanbHasa cneundukaumsa cxembl HealthCheck APl B dopmate OpenAPI cooTBeTCcTBYET ONMCaHMIO:

1 openapi: 3.0.3
2 info:
3 title: Termidesk health check api schema
4 version: 0.1
5 paths:
6 /api/health:
7 get:
8 responses:
9 '200':
10 description: Successful Response
11 content:
12 application/json:
13 schema:
14 type: object
15 properties:
16 status:
17 type: string
18 enum: [pass, warn, fail]
19 example: fail
20 description: "CocTosAHMe KOMMOHeHTa"
21 version:
22 type: string
23 example: 3.3
24 description: "Bepcusa KomnoHeHTa"
25 description:
26 type: string
27 example: termidesk-taskman
28 description: "OnucaHue KomnoHeHTa"
29 output:
30 type: string
31 example: "django.db.utils.OperationalError: FATAL:
authentication failed for user 'termidesk'"
32 description: "OnucaHue ownbku (ecnm ecTb)"
33 required:
34 - status
35 '401"':
36 description: Authorization information is missing or invalid

bazosbii URL gns API: /api/health.

Twn KoHTeHTa: application/json.
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[ns kaxporo koMnoHeHTa Termidesk MexaHW3M MPoOBEPKU COCTOAHUS [O/MKEH ObITb LOCTYMEH Ha NopTe,
334aHHOM B KOHbUrypaunoHHoM damnne /etc/opt/termidesk-vdi/termidesk.conf. MopT MoXXHO
nepeornpenenvTb B 3TOM e danne.

Ons vckntoyeHus 3noynoTpebneHneM 4yacTbiMu BbizoBamMu API, cnocobHbiMM cO34aTb HarpysKy Ha
cuctemy, poctyn K APIl-3anpocy KOHTponupyeTcs OTAeNbHbIM TOKEHOM. 3HayeHMe TOKeHa 3a[aeTcs
KOH(UIypaLUUOHHbIM darinom /etc/opt/termidesk-vdi/termidesk.conf B nepemMeHHom
HEALTH_CHECK_ACCESS_KEY.

Mpumep:

HEALTH_CHECK_ACCESS_KEY = '"9944b09199c62bcf9418ad846dd0e4bbdfcbee4b"

18.2 . CocTosiHMe KOMMOHEeHTa « YHUBepCabHbIM aucneTyep»

Mpu pacnpeneneHHon yctaHoBke Termidesk 3K3eMnAsipbl KOMMOHEHTa «YHUBepPCasbHbIM OMCMETYEP»
MOryT 6bITb YCTAaHOB/IEHbI HA HECKONbKMX Yy3nax. JocTyn K y3n1aM opraHM3yeTcs yepe3 6anaHCUPOBLLMK
Tpaduka, HO A4/19 MexaHM3Ma MPOBEPOK COCTOSIHUS HY>XXHO 06paLLaThCs K KaXKAOMY Y31y HanpsiMyto.
KoMMOHEHT M3HavanbHO 33a4encTBOBaH Ans pabotbl no npotokony HTTP, nosTtoMy MexaHM3M npoBepku
COCTOSIHMSA peanusyeTcs oTaeNbHbIMK BbizoBaMu REST API.

MprMep KOMaHAbl NPOBEPKM COCTOSAHUSI KOMMOHEHTA Yepe3 yTUAUTY cur L:

1 :~$ curl -v -s =X '"GET' "S{HOSTNAME}:${HEALTH_PORT}/api/health" -H 'accept:
application/json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w
"\n%{http_code}"

18.3 . CocTosiHMe koMMnoHeHTa «LLino3»

Mpun pacnpepeneHHor yctaHoBke Termidesk 3sk3emMnnsipbl koMnoHeHTa «LLnwo3» MoryT 6biThb
YCTAHOBJIEHbI Ha HECKONbKMX y3nax. [ocTyn K y3i1aM opraHusyeTcs yepes 6anaHCMpOBLUMK Tpaduka, HO
AN MEXaHM3Ma MPOBEPOK COCTOSIHUS HYXKHO 00paLLaTbCs K KaXKAOMY Y371y HarnpsmMyto.

MpuMep KOMaHAbl MPOBEPKU COCTOSIHUS KOMMOHEHTA Yepes yTUAnTy curl :

:~$ curl -I -X 'GET' -H "Accept: text/plain" http://<IP-agpec_wmo3a>:5099/info

anMep OTBETAa OJ14 pa6OTOCI'IOCO6HOFO KOMMOHEHTa:

HTTP/1.1 200 OK

Date: Tue, 28 Nov 2023 07:37:51 GMT
uWebSockets: 20

Content-Length: 314

A WN B

® Kop 200 B otBeTe Ha APl-3anpoc cBuaeTenscTByeT 0 paboToCnoCobHOCTH KOMMoHeHTa «LLnto3».
OTcyTcTBME OTBETA FOBOPUT O TOM, YTO KOMMOHEHT He paboTaeT. [JaHHOe nNpaBMno HeobxoauMo
no6aBuTb Ha BanaHcMpoBLMKe TpadukKa.
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Ons vckntoyeHus 3noynoTpebneHneM 4yacTbiMu BbizoBaMu API, cnocobHbiMM cO38aTb HarpysKy Ha
cucteMy, poctyn K APIl-zanpocy komnoHeHTa «Llnto3» termidesk-gateway KOHTponupyeTtcs
OTAENIbHbIM TOKEHOM. 3HayeHWe TOKeHa 3ajaeTcs npu 3anycke cnyxbbl «Llntosa» B napamerpe --
healthCheckAccessKey.
Ons ucnonb3oBaHWsS MeXaHW3Ma MPOBEPKWU COCTOSIHUSI KOMMOHEHTAa HeobXOAMMO BbIMOMHUTL 3amnyck
LLnto3a termidesk-gateway C ykasaHWEM MyTeW pacnonioXxeHuss cepTudmrkaTa u knroda (--sslkey n —-
sslCert), UCNONb3yeMbIX ANS 3ALUMLLEHHOIO MOAKIHOYEHMS.
MpuMep KoMaHAbl 3anycka cny>bbl termidesk-gateway:

1 :~$ termidesk-gateway --wssServerIP=0.0.0.0 --wssServerPort=8443 --

sslKey=<nyTb_K_Kaw4y> --sslCert=<nyTb_K_cepTupkaTty> --urlCheckToken=http://

<FQDN_Y¥3na>/api/wsproxy/vl/verify --wsIdleTimeout=30 --mgtServerIP=0.0.0.0 --
mgtServerPort=8102 --healthCheckAccessKey=<HEALTH_CHECK_ACCESS_KEY> --debug

MpuMep KOMaHAbl MPOBEPKM COCTOAHMS KOMMOHEHTA 4epe3 yTuamMTy curl pns koMroHeHTa «LLnto3»
termidesk-gateway:
1 :~$ curl -v -s -X '"GET' "S${HOSTNAME}:8102/api/health" -H 'accept: application/

json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%
{http_code}"

18.4 . CocTosiHue KoMnoHeHTa «MeHemkep pabounx MecT»

Mpun pacnpepeneHHon ycTtaHoBke Termidesk sk3emnnsipbl KOoMMoHeHTa «MeHemkep paboumx MecT»
MOryT ObITb YCTaHOBNEHblI Ha HECKOJIbKMX Y3/1aX, HO aKTUBEH AONXEH OblTb TONbKO OAUH M3 HUX. Bce
OCTaJIbHble KOMMOHEHTbI ABNSOTCS PE3ePBHbIMU U, MO YMOJTYaHUIO, HAXOAATCSA B COCTOSHUM «Passive».
[Ons vcnonb3oBaHUs MexaHU3Ma MPOBEPKU COCTOSIHUSI KOMIMOHEHTa HEOBX0AMMO B KOHMUIYypauMoOHHOM
danne /etc/opt/termidesk-vdi/termidesk.conf packoMMeHTMpOBaTb CTPOKM MapaMeTpoB
TASKMAN_HEALTH_CHECK_PORT, TASKMAN_HEALTH_CHECK_CERT,

TASKMAN_HEALTH_CHECK_KEY. Ona napamMeTpoB TASKMAN_HEALTH_CHECK_CERT,
TASKMAN_HEALTH_CHECK_KEY HY)XXHO YyKa3aTb NyTb K CepTUdUKATy W KUY, MUCMONb3yeEMbIX ANS
3aLUMLLEHHOIO NOAKJ/OYEHMS, U BbINONHUTL Nepe3anyck cny>6 Termidesk.

Mpumep 3apaHMNs 3HaYeHUN:

1 TASKMAN_HEALTH_CHECK_PORT=8100

2 TASKMAN_HEALTH_CHECK_CERT=/etc/opt/termidesk-vdi/taskman-healthcheck.pem

3 TASKMAN_HEALTH_CHECK_KEY=/etc/opt/termidesk-vdi/taskman-healthcheck-
decrypted.key

MpuMep KOMaHAbl MPOBEPKU COCTOSIHUSE KOMMOHEHTA Yepe3 yTUAuTy curl:
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1 :~$ curl -v -s =X 'GET' "S$S{HOSTNAME}:8100/api/health" -H 'accept: application/
json' -H "Authorization: Token S${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%
{http_code}"

Boinyck ot masi 2024 (c ucnpasneHusmu ot 28.06.2024) 166



@ TERMIDESK

19 . HEWUTATHbIE CUTYALUU

19.1. HewrTaTHble cMTyauumu u cnocobbl UX yCTpaHeHUs!

CNET.10001-02 90 02

Bo3MoxkHble HeucnpaBHOCTM npu pabote ¢ Termidesk u cnocobbl MX ycTpaHeHUss npuBeaeHbl B

Tabnuue (cm. Tabnuua 57).

Tabnuua 57 — MNepeyeHb BO3MOXKHbIX HELLTATHbIX CUTYaLUM

NHaukaums

Onucanue

BosmoxxHoe pelleHue

Owwnbka:

«CBOW: ocTaBwmecs cnoTbl
NMOAKIHOUYEHMI 3ape3epBUPOBaHbI AJis
MOAKIOYEHUI cyneprionb3oBaTens (He
ANsi penankaumm)»

Owmnbka BO3HMKAET Mpu MOnbITKe
aBTopm3aumMm Ha cepeepe Termidesk

M3MeHUTb MakCUMManbHOE KOJIMYECTBO
NMoAKIOYEHMN B HacTpomkax B:
U3MEHWUTb 3HAa4YeHMe max_connections
B KOHbUrypaLMoHHOM cdarine /etc/
postgresql/11/main/
postgresql.conf B 60nbLwyto
CTOPOHY

Owwubka:

«SSL: WRONG_VERSION_NUMBER]
wrong version number (_ssl.c:1056)»

Owmnbka BO3HMKAET, eciu cepeep
MOCTaBLUMKa PECYPCOB He
noaaeps>kmeaet SSL

Heobxoarmo oTpenakTupoBaTb
MoOCTaBLLMKa PecypcoB, BbICTaBUB
napameTpy «Mcnonb3oeatb SSL»
3HauveHue «HeT»

Owwubka:

«kinit: Client 'HTTP/
termidesk.local@LOCAL' not found in
Kerberos database while getting initial
credentials»

Owwnbka BO3HMKAET Npu AobaBreHUU
WY pesakTMpoBaHMU AOMeHa
ayTeHTUdUKaumm Freel PA

HeobxoamMMo co3aaTh yKasaHHYo
yyeTHyto 3anucb Ha K[, Freel PA

Owwmrbka npu ycTaHOBKE NnakeTa:

«HeBO3MOXKHO HaMTK NakeT» Uan
«HeynoBneTBopeHHble 3aBUCUMOCTUY

Owmnbka BO3HMKAET Mpu MonbITKe
ycTaHoBuTb naket B OC

Heobxonvmo ybeauTbes, uto B hanne /
etc/apt/sources.list 3agaHbl U He
3aKOMMEHTUPOBAHbI UCTOYHUKMN
nosilyyYeHuns nakeTos (penosuTopun),
3aTeM 0BHOBUTb CANCKM NaKeToB:

:~$ sudo apt update

Mocne atoro HY>XHO BHOBb BbIMO/MHUTb
KOMaHAy yCTaHOBKWM MakeTa.

[na peweHuns npobnemsbl ¢
HeyA0BNETBOPEHHbIMWU 3aBUCUMOCTAMMU,
NMOMMMO MOAK/HOUYEHNS PENO3UTOPUEB B
danine /etc/apt/sources. list,
MOXHO BOCMOJ/1b30BaTbCA KOMaHA0M:

:~$ sudo apt -f install

Knou -f MCNONb3yeTCAa ONsd NoMNbITKU
MCNpaBUTb HapyLUeHHbl€ 3aBUCUMOCTU
MakeToB.
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Nrankauma

Onucanue

Bo3moxkHoe pelueHune

Owmnbka npu ycTaHoBKe NakeTa:

«HeBO3MOXHO HaWTKU NaKeT» Unn
«HeynoBneTBopeHHble 3aBUCUMOCTUY

Owmnbka BO3HMKAET NP NMOMbITKE
ycTaHoBuTb nakeT 8 OC

Heobxoammo ybepuTbes, uto B dhanne /
etc/apt/sources. list 3agaHbl U He
3aKOMMEHTUPOBaHbl MCTOYHUKM
nonyyeHus naketos (penosutopum),
3aTeM OBHOBUTb CAMCKM NaKeTOB:

:~$ sudo apt update

Mocne 3Toro HY>KHO BHOBb BbIMOMHUTL
KOMaHZy YCTaHOBKM MakeTa.

[ns peweHuns npobnemsoi ¢
Hey[0BIeTBOPEHHbIMU 3aBUCUMOCTAMMU,
MOMMMO MOAKJIOUYEHUS PEMO3UTOPUER B
danne /etc/apt/sources.list,
MOX>XHO BOCMO/1b30BaTbCsl KOMaHOOM:

:~$ sudo apt -f dnstall

Kntou -f ucnonbsyertca ans nonbIiTKy
WCMNPaBUTb HapyLLEHHble 3aBUCUMOCTHU
NnakeToB
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20 . MEPEYEHb TEPMHNHOB

TepMuH OnpepeneHue
BanaHcupoBLmk CaMocTosiTeNbHbIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpefeneHne Harpy3ku Ha MHOXKECTBO
Harpyskm «YHMBepcanbHbIX aucnetyepos» u «LLintosos»

BupTtyanbHoe pabouee
MecTo

Takxke: BPM.

lMNoctesas OC mnun OC, ycTaHOBNEHHAsi Ha BbIAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOW
peanu3yeTcs C MOMOLLbIO NPOTOKOMA YAANEHHOMO JOCTYyNa

[ocTesas OC

OC, dyHkumnoHupytowas Ha BM

pynnbl paboumx mecT

Takoke: rpynnbl BPM.
®OyHKUMOHaNbHOE 06beanHEHME MHOXeCTBa ¢oHAoB BPM no onpepgeneHHoMy npusHaky

«MeHepykep pabounx
MecT»

LomeH Cnocob npoeepku Cy6beKTOB U X MOAHOMOYMUIA
ayTeHTUbMUKaLmm
KoMmnoHeHT KoMnoHeHT Termidesk. OTaenseMbii KOMNOHEHT MPOrpaMMHOI0 KOMIJIEKCa, OTBEYatoLLMI 3a

B3aMMOAENCTBME C NOCTABLLMKOM pecypcoB 1 ynpaBneHua >XU3HEHHbIM UUK/IOM BPM, BKJ1HO4as
co34aHue, HaCTpOﬁKy, 3anycCK, OTK/IKOHEHUE U yaaneHue.

AsnseTca 06paboTYNKOM OHOBBIX 3a4a4y.

YcTaHaBnuBaeTcs U3 naketa termidesk-vdi. HaumeHoBaHWe ciy6bl nocne ycTaHOBKU:
termidesk-taskman.service

MocTaBLmK pecypcos

OC, nnatdopma BUpTYyanusaumm unm TepmMmnHanbHbini cepeep (MS RDS/STAL), npegocTasnstoime
BbIUMCIUTESIbHbIE MOLLHOCTM, PECYPCbl XPaHEHUA AaHHbIX, @ TAaKXe CEeTeBblE Pecypcbl Ang
pasMelleHus doHaos BPM

MpoTokon poctaBku

MopnepykmBaemsbit B Termidesk npoTokon yaaneHHoro goctyna k BPM

KoMnoHeHT
«CecCUOoHHbIN areHT»

KomnoHeHT Termidesk. YcTaHaBnuBaetca Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOYXHOCTb MHOXECTBEHHOMO AOCTYrMa Nob30BaTeNel K yaaleHHbIM paboymM cTonam u
NMPUNOXKEHUAM

KomnoHeHT
«YHUBepcanbHbIn
avcnetyep»

KomnoHeHT Termidesk. OTaenseMbii KOMNOHEHT MPOrpaMMHOI0 KOMIJIeKCa, OTBEYatoLLMI 3a
MAEHTUDMKALMIO Nonb3oBaTesiel, HasHayeHne MM BPM 1 koHTpona goctaskn BPM.

YcTaHaBnuBaeTcsa U3 naketa termidesk-vdi. HaumeHoBaHWe cny»bbl nocne ycTaHOBKMU:
termidesk-vdi.service

®oHpa pabounx mect

Takxke: poHg BPM.

COBOKyI'IHOCTb noaroToBJIEHHbIX BPM ana A4OCTaBKK Mo O4HOMY UJTN HECKOJIbKMM MPOTOKOJ1IaM
YAaneHHoro Aoctyna B 3aBUCMMOCTHU OT MOSIHOMOUYMI NONb30BaTeNen

LLlabnoH pabouero
MecTa

Takoke: wabnoH BPM.
MapameTpbl koHbUrypaumm 6azosoro BPM ans ncnonbsosaHus B doHae BPM

KomnoHeHT «LLinto3»

KomnoHeHT Termidesk. CaMocToATeNIbHbIA KOMMOHEHT, OTBEYAKOLMI 38 TYHHEIMpPOBaHWe
NpPOTOKONOB AOCTABKM, MCMOMb3YHOLLMX TPAHCMOPTHbIN npoTokon TCP.

B 6onee cTapon peanunsaumm yctaHaBnMBaeTcs M3 naketa termidesk-vdi. HaumeHoBaHue
Ccny>k6bl Nocne yCTaHOBKU: termidesk-wsproxy.service.

B HoBoW peanusauuu yctaHaBAnBaeTCs M3 nakeTa termidesk-gateway, noanepyka cTapow
peanusaumu yaaneHa, HaduHasa ¢ Termidesk sepcun 5.0. HanmeHoBaHue cnyx6bi nocne
yCTaHOBKU: termidesk-gateway.service.

KomnoHeHT «CepBep
TepMuHanoB Astra
Linux»

KomnoHeHT Termidesk. Takxe: STAL.

Ob6ecneunBaeT NOAK/IOHYEHME NOJIb30BaTENIbCKUX paboumx cTaHumii K BPM ¢ OC Astra Linux
Special Edition yepes ceaHc yaaneHHoro TepMuHana

MopTan
aAMUHUCTpaTopa

MpepocTaBnseT Beb-uHTepdeic ana yrnpasneHus Termidesk n nHtepdenc swagger gna goctyna K
OrpaHUYeHHOMY CMMCKY Moayfen aokyMeHTaummn no komanaaM REST API («auth», «discover»,
«health», «agent», «webui»).
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TepMuH OnpepeneHue

MopTtan nonb3osatens | MNpenocTaBnseT nonb3osatenbckui Beb-nHTEpdenc Termidesk (6e3 goctyna Kk GyHKLMAM
ynpaeneHus) n nHTepdenc swagger Ang LOCTYNa K OrPaHUYEHHOMY CMIUCKY MOAY/en
[loKyMeHTaumm no komaHgam REST API

MopTan MpenocTtaenset PpyHKUMKM 0boux BapuaHToB - U «[MopTana agMUHUCTpaTopa», U «lMopTana
YHUBEPCaNbHbIM nonb3osatens». [pu 3ToM aKTUBMPYETCA AOCTYM KO BCEM MOAYNAM LOKYMEHTALMU MO KOMaHAAM
REST API, npegocTtaBnseMbiM UHTepdecoM swagger

Kntou MpumMeHsieTcs B KoHTekcTe danna, He onumm B koMaHae. MNocnenoBaTenbHOCTb NCEBAOCTYYANHbIX
yuncen, CreHepmpoBaHHasa 0cobbiM 0bpasom

Ceptudmkar ApTedakT, cogepskalmii MHGOpMaLMIO 0 BNagefbLe Koua U NOATBEP>KAAOLLMIA MPUHAAIEXKHOCTb
KJI04a BnagesbLy
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21 . NMEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

b, basa gaHHbIx

BM BupTtyanbHas mMawimHa

BPM BupTyanbHoe pabouee MecTo

3ncC 3aMKHyTas nporpaMMHas cpefia

ocC OnepaunoHHas cuctema

no MporpamMmmHoe obecneyeHue

CYb/L, CucTeMa ynpaeneHus 6azamMu faHHbIX

aun DneKkTpoHHasa undposas noanuch

ALD Astra Linux Directory (eaMHoe npocTpaHCTBO NMosb30BaTeNen)

API Application Programming Interface (uHTepdeiic npuknagHoro
NporpaMMmUpoBaHms)

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe MMs IOMeHa)

Freel PA Free Identity, Policy and Audit (oTkpbiToe peLueHue no 6e3onacHocTu Linux-
cucteM)

GID Group ldentification Data (naeHTUdMKaTOop rpynnbi)

HTML Hypertext Markup Language (s13blk rMnepTeKCTOBOM pa3MeTKM)

HTTPS Hypertext Transfer Protocol Secure (pacwmperue npotokona HTTP gna
NOAAEPXKKU LLINGDPOBaAHUS)

ID Identification Data (npeHTUdUKaTOP)

IP Internet Protocol (Me>xceTeBow NpoTokon)

LDAP Lightweight Directory Access Protocol (ferkoBecHbI NpoToKon AocTyna K
cny>xbaM KaTanoros)

MS AD Microsoft Active Directory (cny»6bi katanoros Microsoft)

ou Organizational Unit (opraHv3sauvoHHas eguHULA)

RDP Remote Desktop Protocol (npoTtokon ynaneHHoro pabouyero ctona)

RDS Remote Desktop Services (cny>k6bi yaaneHHoro paboyero ctona Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCcOB yaaneHHbIX pabounx cTon0B)

SAML Security Assertion Markup Language (OTKpbITbIM cTaHAapT 0BMeHa AaHHbIMU
ayTeHTUdUKaLmm)

SSL Secure Sockets Layer (kpuntorpacduyeckuii npoTokon)

SSO Single Sign-On (TexHonorusa eguHoOro Bxoaa)

STAL Terminal Server Astra Linux (cepsep TepmunHanos OC Astra Linux Special Edition
(Server))

TCP Transmission Control Protocol (npoTokon ynpasneHus nepenayein)
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CokpalueHue MosicHeHuWe

Termidesk MporpamMmHBbI KoMnekc «ducneTyep NOAKAHOYEHUIM BUPTYabHbIX pabounx MecT
Termidesk»

TLS Transport Layer Security (NpoTokon 3aLmTbl TPaHCMOPTHOrO YPOBHS)

ubP User Datagram Protocol (npoTokon nonb3oBaTenbCKUX AaTarpamm)

URL Uniform Resource Locator (yHuduMUmpoBaHHbIM yKasaTenb pecypca)

VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUpTYanbHOro
pe3epBUPOBaHUS MapLLpPYTU3aTOPOB, NpeiHa3HaYeHHbIM ANS YBEUYEHUS
[OCTYMHOCTK)
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