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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacToawmn nOKYyMeHT SBNSeTCs MHCTPYKUMEN MO UCMONb30BaHUIO KOMMOHeHTa «BupTyanbHbii Moaynb
Termidesk» nporpammMHoro komnnekca«ducnetyep nNOAKMOYEHUM BUPTYasbHbIX paboumMx MecT
Termidesk» (manee - Termidesk). JokyMeHT npeaHa3HadeH o5 aAMUHUCTPATOPOB CUCTEMBI U CETU.

B nokyMeHTe nNpuBefeHO Ha3Ha4YeHWe, HaCTPOMKa M MCMOJMb30BaHME KOMMOHeEHTa «BupTyanbHbin Mogynb
Termidesk». Ona Toro 4tobbl MONy4YMTb MHGOPMALMIO MO AOCTYMHbLIM OEUCTBUSM B Beb-uHTepderice
Termidesk, HeobxopuMo obpatuTtbcs Kk gokymeHtam CJIET.10001-02 90 02 «PykoBoacTBo
agMuHucTpaTopa. HacTtporka nporpammHoro komnnekca» u CJIET.10001-02 90 03 «PykoBoactBo

agMuHUcTpaTopa. ['paduyeckmin nHTepdenc ynpaeieHus NporpaMMHbIM KOMIMJIEKCOMY.,
1.2 . HasHaueHMe koMnoHeHTa «BupTtyanbHbii Moaynb Termidesk»

KomnoHeHT «BupTtyanbHbint Moaynb Termidesk» (aanee - BMT) npencTtaenseT coboi 06pa3 BUpTyanbHOM
MawmuHbl (BM) (unn oucka BM) ¢ npenBapuTenbHO YCTAaHOBIEHHOM M HAaCTPOEHHOM OMepauyoHHOM
cuctemon (OC) m Habopom nporpammHoro obecrniedeHus (IM0O), HeobxoguMoro ans 3KcnayaTaumm
Termidesk.
BMT npenocTaBnsieT GUKCMPOBaHHbIM Habop hYyHKUUI AN BbICTPOro pa3BepTbiBaHMS U UCMOb30BaHMUS
Termidesk ¢ BbINONHEHWMEM MUHMMYMa OEUCTBUIM MO €Fr0 HACTPOMKE, YTO CYLLECTBEHHO YNpPOLLAET BBOA, B
3KCMJlyaTauMio nporpaMMHoro komrnnekca. Kaxabii aksemnnsp BMT MoxeT 6biTb yCTaHOBNEH C
pasfnYHbIM HabopoM pyHKuun Termidesk:

* 3K3eMMNJsp, peanusyroLLmnin GyHKLMK KOMMOHEHTA « YHMBEPCANIbHbIN AUCNETYEPY;

* 3K3eMMNJsp, peanusyroLmin GyHKLMK KOMMNOHeHTa «LLnto3»;

* 3K3eMMNJsp, peanusyroLmin GyHKLMK KOMMOHeHTa «MeHemykep paboumnx MecT».

CocTtas BMT:

» OC Astra Linux Special Edition 1.7.5;

* MporpaMMHble NakeTbl U3 COCTaBa nogkatoveHHoro B8 BMT penosutopus Termidesk:
e termidesk-vdi;
* termidesk-gateway;
* termidesk-digsig-keys;

* cucTema ynpasreHusi 6aszamu gaHHbix Postgres-11;

* H6pokep coobuieHmr RabbitMQ-server;

» Beb-cepsep Apache;

= cnyx6a BefeHUs KypHanos syslog-ng;

* [10 obecneyeHns BbICOKOM AOCTYMNHOCTM y3/10B U cnyxb keepalived;

* WHCTPYMEHT OpraHu3saLmm cnmcka ceten ipset.
y
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Mpu nepeuyHoM HacTporike BMT BbibMpaeTcs oguH 13 aByx pexxknumoB 3awmuieHHoctn OC Astra Linux
Special Edition: «basoBbin» («Open») wnu «YcuneHHbin» («BopoHex»). Pexum  3awwmuieHHoCcTH
onpenensieT, Kakue MexaHusmbl 6e3onacHoctn OC OGyayT akTuBupoBaHbl. [na pexuma «basosbin»
crneunanbHble MexaHM3Mbl 6e3onacHocTn OC He akTUBMpYHOTCS.
Ons pexkxnma «YcuneHHbIM» aKTUBMPYHOTCS Chneaylolime crneumanbHble MexaHu3Mbl 6esonacHoctn OC
Astra Linux Special Edition:

" peXXuM 3aMKHYTOM NporpaMMHoM cpeabl (astra-digsig-control);

" MexaHM3M KOHTPOJISl LLeSIOCTHOCTM B aape (astra-mic-control);

" peXXMM MaHAATHOro KOHTPONS LEeNoCTHOCTU harioBOM cucTeMbl (set-fs-ilev);

* pexxuM be3onacHoro yaaneHus pamnos (astra-secdel-control);

* GNIOKMPOBKA 3arpy3ku Hemcnonb3yembix Moaynen sapa (astra-modban-Tlock);

* OTKIOYEHMe oTobparkeHUs MeHto 3arpy3yunka GRUB (astra-nobootmenu-control).

1.3 . KoMmnnekT nocTaBku

BMT pacnpocTpaHsieTcs B cnenytowmx popmaTax:
» nns runepsmusopos QEMU/KVM:
* OUCK image.qcow2;
* nMakeT OTKpbiTOoro BupTyanbHoro YycTtpouctea (Open Virtual Appliance, OVA),
npencTaBneHHbIN dhannom termidesk-virtual-appliance_<Bepcusi>_ovirt.ova.
» ans nnatdopMmbl BUpTyanusaumm VMware:
e ¢dopmat oTkpbiTon BupTyanmsaumm (Open Virtualization Format, OVF), npeactaBneHHbIN
dbarnamu:
e termidesk.vmx;
e image.vmdk;
e termidesk.ovf;
e termidesk.mf;
* MakeT OTKPbITOrO BWPTYasbHOrO YCTPOWCTBA, NpeacTaBneHHbIM dannom termidesk-

virtual-appliance_<Bepcusa>_vmware.ova.

B o6paze BMT ucnonb3ytoTca pasHble Habopbl MHCTpyMeHTOB rocteBomr OC gns ykasaHHbIX naatgopmMm.

1.4 . TpeboBaHus K ypOBHIO NOArOTOBKM NEepCOHana

TpeboBaHMA K YpOBHIO MNOAFOTOBKM W COCTaBy MepcoHasa CoOBMajatoT ¢ TpeboBaHMaMM,
npenbsaBAseMbiMU 4ns skcnayatauum Termidesk. [ng wraTHom akcnayataumm TpebyeTcs:
* CUCTEMHbIM agMUHUCTPATOP;

" cneynanncTt Nno TeEXHNYeCKoOMy O6Cﬂy)KVIBaHMI-O.
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CuCTeMHbIM  aAMUHUCTPATOP JO/KEH MMETb OMbIT paboTbl C naatdopmMamMu  BUPTYyanM3aLum U
aaMuHUcTpupoBaHus cepeepoB ¢ OC Astra Linux Special Edition 1.7.
OcCHOBHbIMU 0BSI3aHHOCTAMM CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCA:

* YCTaHOBKA, HAaCTpoMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

* BOCCTaHOB/EeHMWe paboTocnocobHocTu Termidesk nocne ycTpaHeHUsi HEMCNPABHOCTEN KOMMJIEKCa

TEXHNYECKUX CpencTB.

Cneumanumct no TEXHUYECKOMY 0BCNY>KMBAHUIO O0SKEH UMeTb onbIT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb ¥ NOHMMaTb NPUHLMMbI PaboTbl CETEM NMEpPenayn OaHHbIX, @ TaKXKe BNaAeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMMJIEKCA TEXHUUYECKUX CPEeaCTB.
OCHOBHbIMU 06A3aHHOCTAMM CMELMANUCTa N0 TEXHUYECKOMY 0B6CNY)KMBAHUIO ABNSIOTCS:

* HACTpoMKa, MOAEpPHM3aLMS M NPOBEPKA COCTOAHMSA KOMMJIEKCA TEXHUYECKUX CPEeaCTB;

* OMArHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCA TEXHUYECKUX CPEeACTB;

. HaCTpOlZKa ceTeBbIX I'IO,EI,KJ'II‘O‘-IEHVII‘;I.

1.5 . Tunorpadckue cornaweHus

B HacTosweM foKyMeHTe NPUHATBI cneaytolme Tunorpadckme CornalleHms:

* MOHOLUMPWHHBIA WPUGT — UCNONb3yeTcs ANS BblaeneHuss @parMeHTOB TeKCTa Mporpamm,
HauMeHoBaHMM (annoB M nanok (AMpPeKTopuin), MyTen nepeMeLLeHUs, CTPOK KOMMEeHTapues,
Pa3NIMYHbIX NPOrpPaMMHbIX 371EMEHTOB (0ObEKT, KNacc, TUM, MePEMEHHAsl, KOMaHAa, Makpoc U T. 4.),
a Tak>ke BBOAMMOIO M BbIBOAUMOIO TEKCTA B peXXMMe KOMaHAHON CTPOKMU;

" «KaBblYKU» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKW, UCMONb3YeTCa AN 0B03Ha4YeHUs HaMMeHOBAHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeH0, HAMMEHOBAHUI OKOH, BKIa[OK,
nosien, opyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pe>xxuMme rpacumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TeKCT, 3aK/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMNonb3yeTcs ANs
HaMMEHOBaHMA 3KPaHHbIX KHOMOK;

* <yrnoBble CKOBKU> — TEKCT, 3aK/IFOUYEHHbIM B Yr/I0Bble CKOOKM, MCMONb3yeTcs N5 HaMMEHOBaHWS

KnaBuLl KflaBUaTypbl.
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2. NoAroToBKA K PABOTE

2.1 . MNonyyeHue obpazoB BMT

BMT pocTtyneH u3 iso-o6pasa Termidesk, nonyunTb KOTOPbI MOXHO ABYMS Cocobamu:
* 3anonHMB ¢dopMy 3anpoca Ha camte Termidesk: https://termidesk.ru/support/#request-
support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.
2.2 . MNopsapok 3arpy3ku BMT

Lna 3arpyskn BMT Ha nnatdopMy BUPTYanmnsaumm HY>KHO:
* BbINOAHUTbL MUMMOPT obpasa BMT dopmata .ovf Ha nnatdopmy BupTyanmsauuu. Ons mmnopTa

MOXET TaK)Ke MCMosib30BaTbCca 06pas ¢popmarta .ova;

& Ecnv nnatdopma BUpPTYanmMsaumm He noaaepykxmMBaeT MMMopT us obpasos popmata .ovf unm .ova,
HeobxoguMo co3gatb BM Ha Takor nnatdopme BpyuHYH M MOAKMHOUUTL AUCK dopmaTa .vmdk
(gcow2 ana MK CB bpecT) 13 komMniekTa NOCTaBKMU.

" 00XOaTbCA OKOHYaHUA UMIMNOpPTa U CO30aHUA BM,

* BbINOJHUTL 3anyck BM;

& Ecnv BM He 3anyckaeTcs, He06Xo4MMO MpoBEPUTb, YTO B CBOMCTBaX BM BbibpaHbl KOPpeKTHbIe
napameTpbl: TN OC - «Linux», Bepcus - «Other Linux (64-bit)», ceTb - ooMH U3 TUNOB ajanTepa
«Intel 1000».

* Bbl6paTb B MeHt0 GRUB (cm. Pucynok 1) nyHKT «Astralinux GNU/Linux» (no yMon4aHuto) 1 HaxaTb
knasuwy <Enter>;
* BbINONHUTbL MepBOHaYanbHy HacTponky Termidesk B cooTBeTcTBUM C nogpasgenom lNepeuyHas

HacTpoiika BMT.
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GNU GRUEB, EE

PucyHok 1 — Mento GRUB
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3. NEPBUYHAS HACTPOMKA

3.1. MNopspok pa3BepTbiBaHua BMT

O6wun nopspok passepTbiBaHMA BMT nomkeH BbINOMHATLCS MO CNEAYHOLLMM NpaBUIaM:
* BMT pomkeH ycTaHaBnMBaTbCa B pacnpeneneHHOM BapuaHTE;
* nepBsbiv 3k3emMnnap BMT yctaHaBnuBaeTcs ¢ ponbto «MeHepykep pabounx mect». [Mpu aToM:

e MpU HEOOXOOMMOCTM MOXHO YCTaHOBUTb BTOpou y3en BMT c atom e ponbto ans
obecneyeHMs BbICOKOM AOCTYMHOCTU (HAaCTPOMKY BbICOKOM AOCTYMHOCTU HYXKHO BbIMOSHUTD
oTaenbHo). B 3TOoM cnydae nepBbi 3Kk3eMMAap € ponbio «MeHepykep paboumnx MecT» LOMXKeH
ObITb YCTAaHOBJIEH C YKa3aHMeM TuMa Hogbl «Master». [1ns BToporo ak3emnnspa «Menemkepa
paboumx MecT» HYXHO BblOMpaTb Tun Hoabl «Slave». Dk3eMnnsipbl AOMKHbI ObITb
CMHXPOHM3UPOBaHbl (CM. noapasdenbl KcnopT napaMeTpoB Termidesk v UMnopt
napametpoB Termidesk);

e ecin nepebin BMT ¢ ponbto  «MeHegkep paboumx MecT» YyCTaHaBAMBanACA C
MHUUMaNM3aumen nokanbHou 6asbl aaHHbix (B), To npu nepeBuYHOM HacTponke BTOPOro
«MeHepykepa paboumnx MecT» cnepyeT ykasaTb nogktodeHue K B, nepsoro sksemnnsapa;

* nocnepytowme 3ksemnaspel BMT yctaHaBnuBaetca ¢ ponbto «[lopTan agMUHUCTpaTopa» wau
«[NopTtan nonb3osatena». Mpu aTom:

e HY)XHO YyKa3aTb TuMN Hoabl «Slave» M BbINOJHUTL CUHXPOHM3ALMIO MapaMeTpoB C
«MeHepykepoM paboumx MecT» (CM. noppasgenbl DKCnopT napameTpoB Termidesk wu
MUmnopT napametpoB Termidesk);

e ecin BMT c ponbto «MeHemkep paboumx MecT» YCTaHaBAMBANACA C WHULMANU3ALMEN
nokanbHon b, To npu nepeuuHOM HacTpouke «[lopTana agmuHucTpaTopa»/«lMopTana

nosib3oBaTena» ciefyeT ykasaTb noakntodeHue K b «MeHemkepa paboumx MecT».
3.2 . MNMepBuyHaa HacTpoika BMT c Tunom Hopapbl «master»

lMepBMYHaa HacTpoMKa BbINOMHSAETCA Npu NMepBoM BktodYeHUM BM ¢ nogkntoueHHbIM 0bpasom BMT.
B npouecce nepBUYHOM HACTPOMKM HY>KHO BbIMOMHUTE CleayroLLee:

* 03HAaKOMWTBLCS C JINLLEH3MOHHBIM COMNaLLEeHNEM (cM. PucyHok 2) M HaXKaTb 3KpaHHYto kHonky [OK];

® [MepekntoyeHne Mexay MyHKTaMU MeHIO BbinonHseTca knasuwen <TAB>. MoatsepskaeHue
Bbibopa BbinonHsaetca knasuwamm <ENTER> nnn < SPACE>.
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~tual Applianc

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

CNIET.10001-02 91 03

PllIcyHOK 2- JlnueHsnoHHoEe cornawleHme

* BblbpaTh pexkum 3awmieHHocTn OC (cm. PucyHok 3). PeXXuMM 3alLMLLEHHOCTM OnpenensieT, Kakue

mMexaHusMbl 6esonacHoctu OC OyayT akTuMBMpoBaHbl. [ns  pexuma

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

(xIMbasic Bl
{1 advanced  YCWAEHHBIA

0K <OTHEHES>

PucyHok 3 — Bbibop pexkmma 3awmweHHocTn OC

«basic» («bazoBbIn»)

* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;

* Mocne nepesanycka CUCTeMbl OyaeT MoKa3aHO WHOOPMALMOHHOE COODBLLEHME (cM. PucyHok 4) O

HacTpoeHHOM pexxuMme 3amiieHHocTM OC 1 aKTUBUPOBAHHbIX MEXaHU3MaX (cM. PucyHok 5);

Bbinyck ot mas 2024
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FE®AM ZAWAWLEHHOCTY 'BazoBwA
{Open) ' ycrewHo HacTpoeH

PucyHok 4 — CoobLueHne 0 HACTPOEHHOM PEXXMME 3aLUULLEHHOCTH

YOOEEHE SAWMWEHHOCTY PEXMME BesonacHOCTW: haselorel)

PEXMM ZEMKHUTON NPOrpaMMHOR cpeas (3TC): HEAKTWEHO

MEXEHWEM KOHTPOAA UBNOCTHOCTA B SAape: HEAKTWEHOD

FexiM MaHAaTHORD KOHTRoOAS LUEAocTHOCTW &C: HEAKTWMEHD

MKLl B AZHHHA MOMEHT OTKJKYEH

PexuM GE30MacHOr0 YaaneHws $anaos: HEAKTWMEHD

BAOKMPOEKE 38rPYSKW HEWCMOABSYEMERX MOAYAEW Aapa: HEAKTWEHD

OTKJNHEHVE OTOOPSKEHWA MEHN ZArpysduka GRUBZ: HEAKTWEHOD

ENOKWPOEKE BOSMOXHOCTM YCTAHOEKW Ha ¢alfe OWTa paspewsHWA WCNOAHEHWA: HEAKTMEHO

PucyHok 5 — MHdbopMaLmoHHoe coobLieHme 06 akTUBMPOBAHHbLIX MexaHM3Max 6e30MacHOCTM Ha

npuMepe pexxunma «bazosbin»
* 3aMONHUTb WMMS  XOCTa (cM.  PucyHok 6) (hostname), koTopoe OymeT MCNONb30BaTbCs ANS
noeHTudUKauum yctponcTea B cetu. HeobxogMMo yyecTb, YTO yKasaHHbIM hostname, B CBOH
ouvepeab, AOMKEH ABNSATbCSA MONHbIM AOMeHHbIM uMmeHeM (FQDN), ecnu BMT wucnonb3syetcs B

AoMeHe. YKazaHHbIW hostame GyaeT MCNOIb30BaH 41 HAaCTPOUKKM Beb-cepBepa apache;

A HeO6XO,CI,MMO y4yecCTb, 4YTO MNpU MUCNONIb30BaHUN YKa3aHHONo MMEHU B OpYyrux nNOAKIHOYEHUAX
TpebyeTcs, 4TObbl B CeTEBOM MHPPACTPYKType MMEHaA XOCTOB MOruM paspewlaTtbcs B |P-agpeca
(monykeH 6bITb HacTpoeH DNS-cepeep).

HEZMEHEHWE WMEHK XOCTS
WHA =oCcTa

{terﬂmidesk\

< 0K > JRRGRCEREE

PucyHok 6 — Beog, uMeHM xocTa

* Mocne NpUMeHeHUs HaCTPOMKM ByaeT NokasaHo MHMOPMALIMOHHOE COOBLLEHME (cM. PucyHok 7);
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WM wocTa OuAOD YCMEeWwHo
WIMEHEHD

PucyHok 7 — MHdopMaumoHHoe coobLieHme 06 yCnewHoM U3MEHEHUN UMEHU XOCTa

* BblOpaTb ceTeBble MHTEPDENCHI (cm. PucyHok 8) Mpu nomowm knasuwmn <SPACE>;

BuGEpWTE WHTEQGEACH ANA HAcTRORKW

[] enslBE 00 [:u:: E'EJ fD cd CC

<O0THEHE

PucyHok 8 — Bbibop ceTeBoro nHtepderica
* fanee ykasaTb ceTeBble HacTpouku: IP-agpec, macky cetu, IP-agpec wnto3a mn IP-agppeca DNS-
CepBEPOB, BbLIMNOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpownku cnepyet
BbIMOMHUTL ANs  Ka)kaoro wuHTepdenca. Mo ymonyaHMiO NpensioXXeHO 3ajaTbh CTaTUYeckue
HACTPOMKMU (cM. PucyHok 9), oaHako npu nomowm knasuwm <TAB> MoxHO nepenTtun K MeHwo

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl oT DHCP-cepBepa;

& Bce ykazaHHble |P-agpeca fonHbl 6bITb 3aMeHEHbl Ha aKTyalslbHble, COOTBETCTBYHOLLME CXEME
agpecauuu, NpUHATON B MHPPACTPYKType opraHM3auuu.
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@O TERMIDESK

WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 9 — 3apgaHue cTaTUYeCKUX CETEBbIX HACTPOEK

CNET.10001-02 91 03

" U3YYUTb 3adaHHble NapaMeTpbl (cM. PucyHok 10) U MoATBEPAUTb MU3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PucyHok 10 - lMopTBepykaeHMe ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cm. PucyHok 11);

Bbinyck ot mas 2024
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PucyHok 11 — MHdopmaumoHHoe coobLeHne 06 ycnewwHon KoHPUrypaumm ceteBbix MHTepdencos

* fanee HeobxoaMmo BblbpaTb Tun Hoabl BMT (cm. Pucyrok 12) «master» - Hoga obnagaer
COBCTBEHHbIM HAabopoM Kito4en, ucnonblyembiMu B Termidesk pns npoBepok nepecblnaeMbix
MeXAy KOMMOHeHTaMM JaHHbIX U coctosHua APl 2ToT TuMn  Hoabl aBTOMAaTU4ecku

YCTaHaBNMBAETCS C posibio «MeHepykep paboumx MecT»;

® Ona ponu «MeHemkep paboumx MecT» aKTUBUPYIOTCS Cnyxbbl termidesk-taskman,
termidesk-celery-beat, termidesk-celery-worker. Takxe 6ygeT WHULMANU3MPOBAH
6pokep coobueHm RabbitMQ-server n BeinonHeH 3anyck cny6bl rabbitmg-server.

PucyHok 12 — Bbibop Tvna ycTtaHaBnvBaemon Hoabl BMT

* BblGpaTb TMN wucnonbdyemon B[ (cm. PucyHok 13). lMpu Bbibope BHewHen b nokanbHas He

aKTUBUPYETCS;

Bbinyck ot mas 2024 14
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BOEpWTE TWN YCTAHABAWESEMOWN Q83 A3HHbIX

local JNokanEHad
remote  BHEWHAR

< 0K <OTHMEHE>

PucyHok 13 - Beibop TMna ucnonbsyemon bl

e ecnn Obina BbibpaHa JiokanbHas Bbl, To HY)XHO yKasaTb Maposb (cMm. PucyHok 14) oS Hee.
Maponb ByaeT xpaHUTbCa B nNpeobpasoBaHHOM Buae. [Nocne BBoaa napons OyneT BbiBEAEHO

MHPOPMaLMOHHOE COOBLLEHME O MPOMYCKE HACTPOEK 3alUMLLEHHOro nogkatodeHus k b,
HY>XHO Ha)kaTb 3KpaHHY0 kHomnky [[poaomkuTs];

MEWAYMERTE NapoAb And NoAKANYEHWA K AoKaibHOW Oaze
AAHHbI

<0TMEHS>

PucyHok 14 - CozpaHue napons gns nokanoHou bl
e ecnM Obina BblbpaHa BHewHss b, To HY)XHO yKasaTb MapaMeTpbl MOAKJIKOYEHMS (cM.
PucyHok 15) K Hel. B napameTpe «xocT» ponykeH ykasbiBaTbcs BHewHun |P-agpec nnn FQDN
ans nopkntoyveHuns k bl. 3atem BbiGpaTh 3kpaHHYO KHOMKY [TecT] ans nposepku poctyna. B
cnydae, ecnu BJ ¢ ykazaHHbIMW HACTPOMKAMU He CYLLECTBYET, MEPEXOA, K C/IeAYHOLLIEMY OKHY
OyneT HeBo3MoxeH. B cnyuae, ecnm Bl ¢ ykasaHHbIMM HacTpoMKaMu CyLLECTBYET, byneT

NMOBTOPHO OTOBpaXKeHO OKHO C napaMeTpamu BJl, B KOTOpoM cnegyeT HaxkaTb 3KpPaHHYHO
kHonky [OK];
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YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMa NoAez0EaTEAA
MapoiL

HOCT

MopT

Baza gaHHbx

< 0K < TECT » LO0THEHE

PucyHok 15 - NapameTpbl nogkntoueHns K yaaneHHoun bl

CNET.10001-02 91 03

e ecnM 6bina BbibpaHa BHewHss b, To Hy)KHO TakXXe yKa3aTb MPOTOKON (cM. PucyHok 16),

KOTOpbIM ByaeT mucnosb3oBaTbcs Npu nogkntodeHuu K bL. Mpu Boibope 3HaveHus «Disable»

3aLUMLLEHHOE COeaMHEHME NpU noakntodeHmn K b ucnonbsoBatbea He byaeT;

BuOEpUTE pEXUM IALMUEHHOCTA
Baze AaHHbX

COEAWHEHWA 4RA NOOKANHEHNA K

() TLSvl.2
() TLSw1.3 TL

<0TMEHE>

PucyHok 16 — Bbibop npoTtokona ans nogkntoveHus K bl

* B C/leOyloleM OKHe HeobxoaMMOo YKasaTb MapaMeTpbl (cM. PucyHok 17) 419 MOAK/OYEHUS K

RabbitMQ-server:

e «MMs nonb3oBaTena». ecnu YCTaHOBKa JiOKaJibHad W MNOAKMHOYEHME HE MpPOU3BOAUNTCA K

yOasieHHOMY cepBepy, yKa3aTb termidesk;

. «ﬂaponb»: €C/iM YCTaHOBKa JiOKaJsibHad U NogKJko4YeHne He npomsBoamMTCA K yaaJIEHHOMY

cepsepy, yka3aTtb ksedimret;

e «XocCcT»: ecnm YCTaHOBKa JiOKaJ/ibHad M NOAKJIKOYEHUE He Nnpou3BoaAUTCA K yAaJIEHHOMY

cepBepy, TO HY>KHO yKa3aTb 127.0.0.1;
* «[lopT»: Nno yMon4yaHuto 5672;

e «Ouepegpb»: No yMonyaHuto termidesk;

Bbinyck ot mas 2024
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YIKEKWTE AZHHHE 4A9 NoakAndeHws K RabbitMi

MMa NoOAL30BATENA
Mapone

HOCT

mopT

O4yepeak

<OTHMEHS?

PucyHok 17 - MNapameTpbl gns nogkntoveHns kK RabbitMQ
" MOC/ME BbIMOJHEHUS HACTPOEK MU3YUYUTb 334aHHble TMapamMeTpbl W MOATBEPOUTb HACTPOUKM
BblIBpaHHOM ponun, HaXkaB 3KpaHHYto kHonky [Aa];

" 0OXKAATbCSA YCMNELUHOro npMMeHeHMsa HaCTpoeK U BbiBOAA COo0bLLEeHUS (cM. PucyHok 18).

KoHGMrYypauma YCrewHo CoxpaHeHa.
AOCTUNEH NEPEXOA B OKHO YNPasAeHWA

PucyHok 18 — MHdopmaLmoHHoe coobLLeHre 06 yCNewHOM NPpUMEHEHUN KOHDUIypauum
Mocne BbINONHEHUS LWIAroB Mo NePBMYHOM HAaCTPOMKE NMPOU3OUAET Nepexon B OKHO yrnpasneHmns BMT (cm.

PucyHok 19). Cny>k6bl Termidesk ByaoyT aBTOMaTMYeCKM aKTUBMPOBaHbI, Mepesarpyska He TpebyeTcs.
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| |
| Termidesk Wirtual gppliance |
| |
| Bepcwa Termidesk: 5.0-tpd-astral? |
| Bepcua OC: 1.7.5 , |
| Pexum zawvwéHHocTW: Basoswn (Open) |
| |
| |
| |

WMMa ®ocTa: termidesk
TWN WMCAOABESYEMb 550 CEPTWUGWEATOE: CAMONDAMNWCAHHHE

<F2» - TEpexoad B DAcWWNEHHOE MEHH

PucyHok 19 — OkHo ynpaeneHuss BMT

3.3. lNepBuruHasa HacTpoiika BMT c Tunom Hoppl «slave»

MepBUYHasa HAaCTPOMKa BbIMOMHSAETCSA NPU NePBOM BKItoveHUM BM ¢ nogkntoueHHbIM 06pazom BMT.
B npouecce nepBUYHOM HACTPOMKU HY>KHO BbINONHUTb ClefyHOLLEE:

* O3HaKOMUTbLCA C IULLEH3UOHHbIM COrNalleHUNEM (cm. PucyHok 20) U HaXKaTb SKPaHHYHO KHOMKY [OK],

Bbinyck ot mas 2024 18



~tual Applianc

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

CNIET.10001-02 91 03

PucyHok 20 - JInueH3noHHOoE cornawleHme

* BbIbpaTh pexkuM 3sawmiieHHoOCcTU OC (cm. Pucyrok 21). Pexknm 3alLMLIEHHOCTM onpeaensieT, Kakue

mMexaHusMbl 6esonacHoctu OC OyayT akTuMBMpoBaHbl. [ns  pexuma

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

(xIMbasic Bl
{1 advanced  YCWAEHHBIA

0K <OTHEHES>

PucyHok 21 - Bbibop pexxuma 3awmweHHocTn OC

«basic» («bazoBbIn»)

* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;

* Mocne nepesanycka CUCTEMbl OyaeT Mokas3aHO WMHAOPMALMOHHOE COOBLLEHME (cM. PucyHok 22) O

HaCcTpoeHHOM pexxume 3atmiieHHocTM OC 1 aKTUBUPOBAHHbIX MEXaHM3MaX (cM. PucyHok 23);

Bbinyck ot mas 2024
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FE®AM ZAWAWLEHHOCTY 'BazoBwA
{Open) ' ycrewHo HacTpoeH

PucyHok 22 — CoobLueHMe 0 HACTPOEHHOM PEXMME 3aLLULLEHHOCTH

YOOEEHE SAWWUEHHOCTH pexuMa GesonacHocTw: haselorel)

PEXMM ZEMKHUTORA MPOrpaMMHOR cpeas (3TC): HEAKTWEHO

MEXAHWZEM KOHTPOAA LUEADCTHOCTW B Aape: HEAKTWEBHOD

PE®KMM HaHaaTHoOro KoHTpona UesocTHoOCTW EC: HEAKTWEHOD

MKLL B ASHHHIA MOMEHT OTKANHEH

PesM OE30MACHOrD YAaAEHWA $aRA0E: HEAKTUEHOD

BADKMPOEKE 3arpyskin HEWCNOABSYEMBX MOAYAER Adpa: HEAKTHMEHD

OTKANYEHWE OTOOPEXEHMA MEHH Sarpuysdynka GRUBZ: HEAKTWEHD

BEADKMPOEKA BOIMOXHOCTW UCTAHOBKW Ha $alapl GUTE paspewsHWs WChoAHEHWA: HEAKTWEHO

PucyHok 23 - MHdopmaLmoHHoe coobLueHne 06 akTUBUMPOBAHHbIX MEXaHM3MaX 6e30MacHOCTU Ha

npumepe pexknMa «basoBbin»
" 3aMONHUTb WMSI  XOCTa (cM.  PucyHok 24) (hostname), KkoTopoe OyaeT WMCNONb30BaTbCA  ANS
noeHTUdUKauum yctponcTea B cetu. HeobxogMMo yyecTb, YTO yKasaHHbIM hostname, B CBOHO
ouvepenb, AOMKEH ABNSATbCSA MONHbIM AoMeHHbIM mMmeHeM (FQDN), ecnu BMT wucnonb3syetca B

[oMeHe. YKa3aHHbIM hostame ByaeT MCMONb30BaH A1 HACTPOMKKM Beb-cepBepa apache;

& HeobxoaMMo yuecTb, YTO MpPU MCMOJSIb30BAHUM YKA3aHHOTO MMEHU B APYrUX MOAKIHOUYEHUSIX
TpebyeTcs, 4Tobbl B CETEBON MH(PPACTPYKTYype MMEHA XOCTOB MOMU paspewatbcs B |P-agpeca
(momkeH bbITb HacTpoeH DNS-cepsep).

HEZMEHEHWE WMEHK XOCTS
WHa =oCcTa

{terﬁmidesk

< 0Kk - JREORCEREE

PucyHok 24 - Beog nMeHM xocTa

" MOC/e MPUMEHEHUS! HACTPOMKM ByaeT NoKazaHo MHMOPMALMOHHOE COOBLLEHME (cM. PucyHok 25);
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MMa =xocTa Geao YCMNEWHOD
WNZEMEHEHDO

PucyHok 25 - UHdbopmaumoHHoe coobLieHne 06 yCnewHoOM M3MeHEeHUM MMEHU XOCTa

* BblbpaTb ceTeBble MHTEPDENCHI (cM. PucyHok 26) Npw nomolum knasmwin <SPACE>;

BuOBOWTE WHTED®EACH AN9 HACTRORKK

[#] en=192 00:0c:29:f0:cd:ico

Ense2d00:0c: 29: f0:cd:dE

<0TMEHE>

PucyHok 26 — Bbibop ceTeBoro nHtepderica
* fafiee ykasaTb ceTeBble HacTpouku: IP-apgpec, macky cetu, IP-agpec wnto3a mn IP-agpeca DNS-
CepBEPOB, BbLIMOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpounku cnepyet
BbIMOJIHUTL A8 Kakgoro uHTepderca. Mo yMonuaHuio NpennoXkeHo 3agaTb CTaTMYeckue
HACTPOMKM (cM. PucyHok 27), OAHAKO Mpu nomouwm knasuwim <TAB> MoXXHO nepentn K MeHo

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl or DHCP-cepBepa;

& Bce ykasaHHble |P-agpeca ponykHbl ObiTb 3aMeHeHbl Ha akTyasibHble, COOTBETCTBYHOLLME CXEME
agpecaumnu, NPUHATOM B MHbPACTPYKTYpe opraHM3aumu.

Bbinyck ot mas 2024 21



@O TERMIDESK

WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 27 — 3apaHue CTaTUYeCKUX CETEBLIX HACTPOEK

CNET.10001-02 91 03

" U3YYUTb 3adaHHble MNapaMeTpbl (cM. PucyHok 28) U MOATBEPAUTb M3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PucyHok 28 - lNMopTBepykaeHMe ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cm. PucyHok 29);

Bbinyck ot mas 2024
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PucyHok 29 - MHdopMaLumoHHoe coobLueHme 06 ycnewHon KoOHbUrypaumm ceTeBbiX MHTEphENCOoB

* fanee HeobxoguMo BblbpaTb TN Hoabl BMT (cm. Pucynok 30) «Slave» - Homa He obnagaer
cobcTBEHHbIM HabopoM kitoder. Knroum gonykHbl BbITb MMMOPTUMPOBaHbI C Hoabl «Master». [ns

3TOro TMNa HoAbl AOCTYMNEH BbIOOp yCTaHaBAMBAaEMOWM ponn (CM. HUXKeE);

PucyHok 30 — Bbibop Tvna ycTtaHaBnvBaemon Hogbl BMT

* yKa3aTb MapaMeTpbl CepBepa CUHXPOHM3aLMK, MOMyYeHHble C Hoabl «Master» (cM. noppasgen
SkcnopT napameTtpoB Termidesk) v BBecTH nx;
* 33aTeM BbIOpaTb YCTAHAB/IMBAEMYH POJb (cM. PucyHok 31): «[lopTan agmMuHucTpatopa», «[loptan

nonb3oBartena», «LLnto3» nnm «MeHepykep paboumnmx MecT»;

® [Mpu Bblbope ToW MAM MHOM ponu ByayT aBTOMATUYECKM aKTUBMPOBaHbl COOTBETCTBYHOLLME
cny>x6bl Termidesk:
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* npu Bbi6ope ponu «lMopTan agMUHUCTPaTOPa»: YCTaHOBUTCA KOMMOHEHT « YHMBEPCaNbHbIN
avcretyep» ¢ «lMopTanom agMuHUCTpaTopa». «[lopTan agMUHUCTpaTopa» npeaocTaBnseT
uHTepdenc pnsa  ynpaeneHuss Termidesk w©  uHTepdenc swagger gns  gocTyna K
OrpaHWUYEHHOMY CMWUCKY Moaynen AokKymeHTauuu no koMaHgam REST APl («auth»,
«discover», «health», «agent», «webui»). [locne yctaHoBkM OypeT 3anyLieHa
cnyxba termidesk-vdi. Takxxe byaeT ckoHpUrypupoBaH 1 3anyLleH Beb-cepeep apache;

* npu Bbibope ponu «[MopTan nonb3oBaTens». yCTaHOBUTCA KOMMOHEHT «YHMBepCanbHbIN
avcrietyep» ¢ «[lloptanom nonb3osaTena». «[lopTan nonb3oBatena» npegocTasnseT
nonb3oBaTenbCckmnm  uHTepdenc Termidesk ©  uHTepdenc swagger ona  pgoctyna K
OrpaHWUYEeHHOMY CMWUCKY Moaynen AokKymeHTauuu no koMaHgam REST APl («auth»,
«discover», «health», «client», «wsproxy», «agent»). MHTepderic ynpasneHms Termidesk
6yneTt HemocTyneH. Mocne ycTtaHoBkM ByaeT 3anyuwieHa cnyxba termidesk-vdi. Take
OyoeT ckoHbUrypmpoBaH M 3anyuleH Beb-cepep apache. Ecnm Bbibpatb 06a Tuna
noptanos, OyaeT akTuBuMpoBaH «[lopTan yHWBepcanbHbIM», COBMeLLAlOWMA B cebe
OYHKUUM 060MX TUMOB;

* npu Bblbope ponu «Llnto3»: ycTaHoBUTCA KOMMOHeHT «Llnto3», Oymer 3anylieHa
cnyxba termidesk-gateway;

* npu Bblbope ponn «MeHemkep pabouMx MecT»: YCTAaHOBUTCS KOMMOHEHT «MeHemkep
pabounx MecT», ByayT 3anyuleHbl cny>kbbl termidesk-taskman, termidesk-celery-
beat, termidesk-celery-worker. Takxe 6yaeT MHUUMANIN3MPOBAH GpoKep COOBLLEHNM

RabbitMQ-server n BbinonHeH 3anyck cnybbl rabbitmg-server.

BbIﬁEDMTE poaa 419 YCTaHOBEL .

[ 1 TopTan agMuHWCTRaTORE
[ 1 MopTan noAbsOEaTENA

< gkl <OTMEHAY

PucyHok 31 - Bbibop ycTaHaBnnBaeMoum ponm

* ecnn 6bina BblbpaHa ponb «LUnwo3», To HyXHO BBecTM agpec y3na c ponbto «[lMopTan

agMUHUCTpaTopa»/«MopTan nonb3oBaTens» UAM agpec 6anaHCUMPOBLLMKA (€C/IM OH UCMONb3YeTCS)
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ONna  NOoAKNHYEHUA K HEMY (cm. PucyHok 32). YkazaHue nopta And nNoaKMAYEHUA ABNAETCA

OMUMOHAaNIbHbIM;

BEEAWMTE aapec X0CTa (AOMEHHOE WMA WAW IP-3apec, AOCTYNEeH
EEOA dopMaTa: host [:<port>]) Bpokepa

133.51.100.252

< oK <OTMEHA 3 <CNpABKAD

PucyHok 32 — Beog agpeca ans nogkntouveHus K «bpokepy»
* ecnu 6bina BbibpaHa ponb «[lopTtan agMuHUcTpaTopa»/«llopTan nonb3oBatens» unm «MeHenyxep
paboymx MecT», TO HY>XXHO BblbpaTb TN mucrnonbdyemon B, (cm. PucyHok 33). [1pu BblibOpe BHeLLHeN

Bl nokanbHasi He aKTUBUpPYETCS;

& B cnyuvae, ecnmn paHee TMn Hoabl «master» Bbln YCTaHOBNEH C BbibopoM nokanbHou b, To ans
(OYHKLMOHMPOBAHUS KOMMJIEKCa B pacnpefeneHHOM BapuaHTe HeobxoaMMo BbIOpaTb MYHKT
«remote» 1 ykasaTb NapaMeTpbl NnogkntodeHuns Kk B

* «Mma nonb3oBaTena»: termidesk;

» «[Taponb»: naponb, 3a4aHHbIN NPU HACTPOMKE HOAbl «master»;
» «XocT»: BHewHum IP-agpec nnn FQDN y3na «master»;

= «[lopT»: 5432;

* «ba3a gaHHbIX»: termidesk.

BLOEQMTE TWMN UCTEHEEAWEEEMON GASH AaHHHX

local JNokansHad
remote  BHEWHAH

¢ 0K 3 <OTHMEHES>

PucyHok 33 — Bbibop T1na ncnonbsyemon b,
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e ecnu bbina BblbpaHa NokanbHas B, To HY)KHO MpuAyMaTb Naposb (cM. PucyHok 34) AN Hee.
Maponb ByneT xpaHUTbCS B Npeobpa3oBaHHOM Buae. MNMocne BBoaa napons GyaeT BbiBeAeHO

MHGDOPMALIMOHHOE COODBLLEHME O MPOMYCKE HACTPOEK 3aLUMLLEHHOrO noakntouveHus K b,
HY>KHO Ha)kaTb 3KpaHHYto kHonky [[popomkuTs];

MoUAYMaATE Napoas AAA NOAKJANHEHWA K A0KadsHOR Gase
AZHHbI

<0TMEHZ>

PucyHok 34 — Co3paHue naponsa gns nokanoHou bl
e ecnn 6bina BblbpaHa BHewHss B[, To HyXXHO yka3aTb MapaMeTpbl MOAK/IHOUEHMUS (cM.
PucyHok 35) K Hel. B mapameTpe «xocT» ponxeH ykasbiBaTbcs BHewHuM |P-agpec nnn FQDN
y3na c bll. 3atem BbIOpaTb 3KpaHHYO kHOMNKy [TecT] ana nposepku poctyna. B cnyuvae, ecnm
B[, c ykasaHHbIMM HACTPOMKAMW He CYLLECTBYET, Mepexos K CleaylLeMy OKHy OyaeT
HeBo3MOXeH. B cnyuae, ecnm B, ¢ yka3aHHbIMW HAaCTPOMKaMK CyLLEeCTBYET, ByaeT NOBTOPHO

0TOOparkeHO OKHO € napameTpamu B/, B KOTOpoM cnepyeT HaxkaTb 3kpaHHYto kHonky [OK];

YEQ¥WTE JaHHHE AN9 NOAKJINYEHWA K YaaNEHHON
Base faHHb

HMa NoAez0EaTEAA
MapoiL

HOCT

MopT

Baza daHHblx

< 0K £ TEBCT » LOTHEHE

PucyHok 35 - NapameTpbl nogkntoueHns K yaaneHHomn bl
e ecnM 6bina BbibpaHa BHewHss b, To Hy)KHO TakXXe yKa3aTb MPOTOKON (cM. PucyHok 36),
KOTOpbIM ByaeT mucnosb3oBaTbcs Npu nogkntodeHuu K bL. Mpu Boibope 3HaveHus «Disable»

3aLUMLLIEHHOE COeaMHEHME NMpY NoakatoveHun K Bl ncnonbsoBaTbes He ByOeT;
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" ecnun

BLOEOWUTE PEXVM SAWVWEHHOCTH COBAMHEHWSA A8 NOAKANHEHUR K
Baze AAHHbIX

€3] il ERNEES SEWIATHI
) TLEwl.2 TLswl.Z2
() TLEwl.3 TLsw1.3

<0TMEHE>

PucyHok 36 — Bbibop npoTokosa ans noaknatoveHus K bl

paHee Obina BblbpaHa posib «MeHemkep paboumx MecT», TO B C/IEAYIOLLEM OKHE HY>XHO

yKazaTb NapaMeTpbl (cm. PucyHok 37) AN noakatoveHus k RabbitMQ:

«MMa nonb3oBaTensi»: ecnu yCTaHOBKA JIOKalbHasi M MOAK/IKOYEHME HE MPOU3BOAMUTCS K
yhoaneHHOMY cepBepy, YKasaTb termidesk;

«[laponb»: ecnu yctaHOBKa NOKanbHas U MOAKIIOYEHUE He MPOU3BOAUTCH K YyAANeHHOMY
cepBepy, yka3aTtb ksedimret;

«XOCT»: eCcni yCTaHOBKA JIOKanbHas W MOAK/OYEHME He MPOMU3BOAMUTCS K YyAANeHHOMY
cepBepy, TO HY>XHO yKa3aTb 127.0.0.1;

«[NopT»: No ymonyaHuio 5672;

«QOuepenpb»: Mo yMonyaHuio termidesk;

YIESRWTE AaHHEE AA7 NoakAawndeHda € RabbitMo

HMa MoAL30BaTEANA
Mapons

HOCT

MopT

OYyepeab

<0THEHS>

PucyHok 37 - lMapameTpbl ans nogkntoveHms K RabbitMQ

" nocne BbINOJIHEHUA HACTPOEK WM3YYUTb 3aOdHHbIE MapaMeTpbl W MNOATBEPAUTDL HaCTDOIZKM

BblIOpaHHOM ponu, HaXkaB 3KpaHHYo kHonky [da];

" 00XAaTbCAd yCnewHOoro npymeHeHna HaCtpoek u BbiBOAA COO6LLI,EHMFI (cM. PucyHok 38).

Bbinyck ot mas 2024 27



0 TERMIDESK CNET.10001-02 91 03

KOH$UrUpauna YCNewHo CoxXpaHeHa.
JOCTYNEH NEPEXODA B OKHO YNpasieHud

PucyHok 38 — UHdbopmaLmoHHOe coobLieHre 06 yCnewHOM NpUMeHeHNN KOHbUIypaumm
Mocne BbINONHEHWUS LWIArOB NO NEPBUYHOM HAaCTPOMKE NMPOU3OUAET Nepexos B OKHO yrnpasneHns BMT (cm.
Pucynok 39). Cny>kbbl Termidesk ByayT aBToMaTMyeCckn akTUBUMPOBaHbI, Mepe3arpy3sKka He TpebyeTcs.

Termidesk Wirtual Appliance

|

|

|

| Bepcua Termidesk: 5.0-rc3-astrall
| Bepcwa 0OC: 1.7.5

| PE®MM SaLMLEHHOCTW: BEa3oswd (Open)
|
|
|

WMA wocTa: termidesk
TWA WCNOAL3YEMbIX S5L CEPTWGWKATOB: CaMONOANWCAHHLIE

~31BHIA

IWEHHOCTIA No

Admin
: HWeb Conf

<F2> - TEPEXOA B PACWWREHHOE MEHH

PucyHok 39 — OkHo ynpasneHus BMT
3.4 . MNepBuyHas HacTpoiika BMT B pe>xMMe KOMMNNEKCHOM YCTaHOBKU

MepBMYHaa HacTpoMKa BbINOMHAETCA Npu rMepBoM BktodeHUM BM ¢ nogkntouyeHHbIM 0bpasom BMT.

© KoMnnekcHyo yCTaHOBKY PEKOMEHAYETCSl UCMOJb30BaTh TOMbKO A1 03HAaKOMJIEHUSI B TECTOBOM
cpege.

B npouecce nepBUYHOM HACTPOMKM HY>KHO BbIMOSHUTL CleaytoLLee:

* 03HAaKOMWUTBLCS C JINLIEH3UOHHbBIM COrNaLleHNeM (cM. PucyHok 40) U HaXkaTb 3KpaHHYyto kHorky [OK];
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® [MepekntoyeHne Mexay MyHKTaMuM MeHIO BbinonHseTca knasuwen <TAB>. MoatsepskaeHue
Bblbopa BbinosiHaeTca knasuwamm <ENTER> nnn < SPACE>.

ual Appliar

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

PucyHok 40 - JInueHsnoHHOoE cornawleHme
* BbIbpaTh pexkuM 3sawmieHHoOCcTU OC (cm. Pucyrok 41). Pexknmm 3alLMLLEHHOCTM onpeaensieT, Kakue
MexaHusMbl 6e3onacHoctn OC Oyayt akTuBupoBaHbl. [ns pexuma «basic» («basoBbin»)

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

€3] s
) advanced  YoUAEHHWRA

0K <OTHEHES>

PucyHok 41 - Bbibop pexxuma 3awmieHHocTn OC

* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;
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" nocne nepe3sanycka CUCTEMbI 6y,u,eT MOKa3aHo VIHCIJOpMaLI,MOHHOE COO6LLI,€HVI€ (cM. PucyHok 42) O

HAaCTpOEeHHOM peXXmume 3alllULLEHHOCTHU OCwu AKTUBUPOBAHHbIX MeXaHU3MaX (cm. PucyHok 43);

FE®AM SAWWUEHHOCTY 'Bas0BwA
{Open) ' yYcrewHo HacTpoeH

PucyHok 42 — CoobLeHMe 0 HACTPOEHHOM PEXMME 3aLLULLLEHHOCTH

YPOEEHE 3AWMWEHHOCTY peExdMa GesonacHocTW: baselorel)

PEXMM SEMKHYTOR NPOrpaMMHoR cpeds (3TIC) : HEAKTWEHOD
MEXEHWZM KOHTROAA UEAOCTHOCTW B A4pe: HEAKTWEHO

PesiM MaHaaTHoro KodTpona UenocTHocTw EC: HEAKTHMEHO

MKL B ASHHBIA MOMEHT OTKAKYEH

PEXM GE30NACHOND YAAAEHWA $EAN0E: HEAKTWEHD

EAOKWAOEKE 3arpysKid HEWCHOABSYEMEY MOAYNER Aapa: HEAKTWEHD
OTkAKYeHWe oTobpaxeHua MeHn sarpyzdvka GRUBZ: HEAKTMEHO

PucyHok 43 - UHdopmaLmoHHOe coobLeHne 06 akTUBUPOBAHHbIX MEXaHM3Max 6e30MacHOCTU Ha

npuMepe pexkmma «basoBbin»
" 3aMO/IHUTb MMSI  XOCTa (cM.  Pucynok 44) (hostname), koTopoe OymeT MCMoOsb30BaTbhCA AOJ1s
noeHTudmMKauum yctponctea B cetu. HeobxogMmo yyecTb, YTO yKasaHHbIM hostname, B CBOHO
ouyepenpb, OO/MHKEH ABNATHCA MONAHbIM foMeHHbIM MMmeHem (FQDN), ecim BMT wucnonb3yetca B

JoMeHe. YKazaHHbIM hostame OyaeT MCNOb30BaH 419 HAaCTPOUKKM Beb-cepBepa apache;

& HeobxooMMo yuecTb, YTO MpU MCMOSIb30BAHUM YKA3aHHOTO MMEHM B APYrUX MOAKIHOUYEHUsIX
TpebyeTcs, 4YTOObI B ceTeBOM MHMPACTPYKType MMeHa XOCTOB Moriu paspeluatbcs B |P-agpeca
(momkeH 6bITb HacTpoeH DNS-cepaep).

MIEMEHEHWE WMEHKW XOCTa3
WHA =oCcTa

{terﬂmidesk\

< 0K > JRRORCEREE

PucyHok 44 — Beoa MMeHM xocTa

* roc/e NpMMEHEHUs! HaCTPOMKM ByaeT NokasaHo MHMOPMALMOHHOE COOBLLEHME (cM. PucyHok 45);
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WM wocTa OuAOD YCMEeWwHo
WIMEHEHD

PucyHok 45 - UHdbopmaumoHHoe coobLieHne 06 yCnewHOM M3MeHEHUM MMEHU XOCTa

* BblbpaTb ceTeBble MHTEPDENCHI (cM. PucyHok 46) Npw nomolum knasuwmn <SPACE>;

BuGEpWTE WHTEQGEACH ANA HAcTRORKW

[] enslBE 00 [:u:: E'EJ fD cd CC

<O0THEHE

PucyHok 46 — Bbibop ceTeBoro nHtepderica
* fanee ykasaTb ceTeBble HacTpouku: IP-agpec, macky cetu, IP-agpec wnto3a mn IP-agppeca DNS-
CepBEPOB, BbLIMNOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpownku cnepyet
BbIMOMHUTL ANs  Ka)kaoro wuHTepdenca. Mo ymonyaHMiO NpensioXXeHO 3ajaTbh CTaTUYeckue
HACTPOMKM (cM. PucyHok 47), OoAHaKo Mpu nomouwm knasuwn <TAB> MoKHO nepenTtun K MeHio

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl oT DHCP-cepBepa;

& Bce ykazaHHble |P-agpeca fonHbl 6bITb 3aMeHEHbl Ha aKTyalslbHble, COOTBETCTBYHOLLME CXEME
agpecauuu, NpUHATON B MHPPACTPYKType opraHM3auuu.
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WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 47 — 3apaHue CTaTUYeCKUX CETEBLIX HACTPOEK

CNET.10001-02 91 03

" U3YYUTb 3adaHHble MNapaMeTpbl (cM. PucyHok 48) U MOATBEPAUTb MU3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PucyHok 48 - lNMopTBepykaeHMe ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cM. PucyHok 49);
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PucyHok 49 — UHdopMaLumoHHoe coobLeHme 06 ycnewHon KOHbUIrypaumm ceTeBbiX MHTEPhENCOB

* fasiee HeobxoanMo BblbpaTb TMN Hoabl BMT (cm. Pucynok 50) « AlLINnOne»;

11 In0ne@koMnAekCHES YCTaHOEKS

PucyHok 50 — Bbibop Tvna yctaHaBnmBaemon Hoabl BMT

" 3aTEM OTMEeTUTb BCe MNYHKTbI (cM. PucyHok 51) Ona Tuna yCTaHaB)’IVIBaeMOl;i ponu: «I'IopTan

agMuHUcTpaTopa», «[opTan nonb3osatena», «LLnto3», «MeHepykep paboumnx MecT»;
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BHOEpMTE NOAW ANA YCTEHOEKK

[ 1 MopTan agmuHWCTRaTopa
[ 1 MopTan NoAb3S0EATEASR

< oK vl <OTHEHA>

PucyHok 51 — Bbibop ycTaHaBnnBaemou ponm

@ T[pu BbibOpe TOWM MAM MHON PONM aBTOMAaTUYECKM aKTUBMPYHOTCS COOTBETCTBYHOLLME CAYXKObl
Termidesk:

* npu Bbibope ponu «lMopTan agMUHUCTPaTOPa»: YCTAaHOBUTCA KOMMOHEHT « YHMBEPCAbHbIN
avcnetuep» ¢ «lMoptanom agMuHucTpatopa». «llopTan agMUHUCTpaTopa» NpegocTasnseT
nHTepdenc pona  ynpaeneHuss Termidesk u  uHTepdenc swagger gns  goctyna K
OrpaHMYEeHHOMY CMWUCKY Moaynen AokyMeHTaumm no komaHgam REST APl («auth»,
«discover», «health», «agent», «webui»). T[locne ycTtaHoBkM 6ygeT 3anyuwieHa
cnyxba termidesk-vdi. Takxe byneT ckoHPUryp1poBaH 1 3anyLleH Beb-cepeep apache;

* npu Bblbope ponu «lMopTan nonb3oBaTensA»: YCTAaHOBUTCA KOMMOHEHT «YHMBEpPCaNbHbIN
avcnetuep» ¢ «[loptanom nonb3osaTtena». «[llopTan nonb3oBaTena» npegocTaBngeT
nonb3oBaTenbckni  uHTepdenc Termidesk u  uHTepdenc swagger ona  poctyna K
OrpaHMYEeHHOMY CMMCKY Moayner AokyMeHTaumm no komaHgam REST APl («auth»,
«discover», «health», «client», «wsproxy», «agent»). MHTepdeiic ynpasneHus Termidesk
bynet HepmocTtyneH. Mocne yctaHoBkM ByneT 3anylieHa cnyxba termidesk-vdi. Takke
Oynet ckoHbUrypupoBaH M 3anyweH Beb-cepsep apache. Ecnu Bbibpatb oba Tuna
nopTanoB, OyaeT akTuBupoBaH «[llopTan yHMBepcanbHbIM», COBMeLLaOWMA B cebe
byHKUUM 060MX TUMOB;

* npu Bblbope ponu «LUnwo3»: ycTaHOBUTCS KOMMOHeHT «Llnto3», OymeT 3anyLieHa
cnyxba termidesk-gateway;

* npu Bblbope ponn «MeHemkep paboumMx MecT»: YCTaHOBUTCA KOMMOHEHT «MeHemxep
paboumx ™MecT», OyayT 3anyueHbl cnyxbbl termidesk-taskman, termidesk-celery-
beat, termidesk-celery-worker. Takxxe OyaeT MHUUMANM3NMPOBaH GPOKep COOBLLEHUN

RabbitMQ-server u BbinonHeH 3anyck cny>6bl rabbitmg-server.
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* BblbpaTb TWMN ucnonbayemon Bl (cm. Pucymok 52). [lMpu BbIBOpE
aKTUBMpPYETCS;

BHewHen Bl nokanbHag He

EwOEpUTE TN YCTEHABAWEAEMON Oa3b AaHHb

local NokanEHad
remote  BHeWHAd

o 0K <OTHEHE?

PucyHok 52 — Bbibop T1na ncnonbsyemon b,

e ecnu Obina BbiOpaHa JsokanbHas B, To HY)XHO yKasaTb Maposb (cMm. PucyHok 53) O/s Hee.
Maponb BypeT xpaHUTbCS B NMpeobpasoBaHHOM Buae. [locne BBoda napons ByaeT BbiBEAEHO

MHbOPMaLIMOHHOE COObLLEHME O MPOMYCKe HACTPOEeK 3alUMLLEHHOrOo noakatoveHus K B,
HY>XHO Ha)kaTb 3KpaHHYO kHomnky [[poaomkuTs];

MoWAUMaATE Napois AAA NOAKJNHEHWH K AO0KadsHOR Oase
AaHHbIX

<0TMEHE>

PucyHok 53 — Co3paHue napons ana nokanoHon b/,

e ecn 6bina BblbpaHa BHewHss B, To Hy)KHO ykas3aTb MapaMeTpbl MOAKIHOYEHUS (cMm.
PucyHok 54) K Hel. B napameTpe «xocT» ponxeH ykasbiBaTbcs BHewHun IP-agpec nnn FQDN
y3na c bll. 3atem BbIGpaTh 3KpaHHYO kHOMNKy [TecT] ana nposepkn poctyna. B cnyuyae, ecnn
B[ c ykasaHHbIMM HAcCTPOMKAaMW He CYLLEeCTBYeT, Mepexop K CleaylollemMy OKHy byaeT
HeBo3MOXeH. B cnyuyae, ecnn Bl ¢ ykazaHHbIMM HAaCTPOMKaMM CyLLECTBYeT, OyneT NoOBTOPHO

oTobpaxkeHO OKHO c napameTpamu bJl, B koTOpoM cnenyeT HaxaTb 3kpaHHyto kHonky [OK];

Bbinyck ot mas 2024 35



@O TERMIDESK

YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMa NoAez0EaTEAA
MapoiL

HOCT

MopT

Baza gaHHbx

< 0K < TECT » LO0THEHE

PucyHok 54 - MapameTpbl nogknitodeHms K BHelwHen bl
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e ecnM 6bina BbibpaHa BHewHss b, To Hy)KHO TakXXe yKa3aTb MPOTOKON (cM. PucyHok 55),

KOTOpbIM ByaeT mucnosb3oBaTbcs Npu nogkntodeHuu K bL. Mpu Boibope 3HaveHus «Disable»

3aLUMLLEHHOE COeaMHEHME NpU noakntodeHmn K b ucnonbsoBatbea He byaeT;

BuOEpUTE pEXUM IALMUEHHOCTA
Baze AaHHbX

COEAWHEHWA 4RA NOOKANHEHNA K

() TLSvl.2
() TLSw1.3 TL

<0TMEHE>

PucyHok 55 - Bbibop npotokona ans nogkntoveHus K b,

* B C/leOyloleM OKHe HeobxoaMMOo YKasaTb MapaMeTpbl (cM. PucyHok 56) 41K MOAK/OYEHUS K

RabbitMQ-server:

e «MMs nonb3oBaTena». ecnu YCTaHOBKa JiOKaJibHad W MNOAKMHOYEHME HE MpPOU3BOAUNTCA K

yOasieHHOMY cepBepy, yKa3aTb termidesk;

. «ﬂaponb»: €C/iM YCTaHOBKa JiOKaJsibHad U NogKJko4YeHne He npomsBoamMTCA K yaaJIEHHOMY

cepsepy, yka3aTtb ksedimret;

e «XocCcT»: ecnm YCTaHOBKa JiOKaJ/ibHad M NOAKJIKOYEHUE He Nnpou3BoaAUTCA K yAaJIEHHOMY

cepBepy, TO HY>KHO yKa3aTb 127.0.0.1;
* «[lopT»: Nno yMon4yaHuto 5672;

e «Ouepegpb»: No yMonyaHuto termidesk;
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YIKEKWTE AZHHHE 4A9 NoakAndeHws K RabbitMi

MMa NoOAL30BATENA
Mapone

HOCT

mopT

O4yepeak

<OTHMEHS?

PucyHok 56 — MapameTpbl gas nogkntodenms K RabbitMQ
* BBECTM agpec y3na c ponbto «[lloptan agmuHucTpaTopa»/«llopTan nonb3osBatensa» waM agpec
GanaHcMpoBLUMKa (€CNM OH MCMONb3yeTCs) AN MOAKIOYEHUS K HeMY (cMm. PucyHok 57). B pexxume
KOMMNIEKCHOM YCTAaHOBKM HYXXHO BBeCcTM 127.0.0.1 wuam localhost. Ha 3anpoc o
HeLOCTYMHOCTM Yy3/1a oTBETUTbL «[a»: MocKosibKy B 3TOT MOMEHT cnyxba «bpokepa» elie He

3anyLLeHa, OLMBKY MOXKHO MPOMnyCTUTb;

BEEAWTE agpec =0CTa (AOMEHHOE WMA WAW IP-aapec, ADCTYMNEH
Be0a dopmaTa: host[:<port>]) Bpokepa

127.0.0.1

< 0K 3 <OTMEHAE > <CNpaekKay

PucyHok 57 — Beopg agpeca y3na c ponbto «bpokep»
* M3Yy4YMTb 33JaHHble MapaMeTpbl U MOATBEPAUTb HACTPOMKM BbIOPAHHOW POJSIM, HaXKaB 3KPaHHYHO
Yy y

kHonky [da];
* [OX[AATbCSl YCMELUHOMO NPUMEHEHUSI HACTPOEK U BbIBOAA COOBLLIEHUS (cM. PucyHok 58).

KOH®MMYpaUWma UCNEWHD COXpaHeHa.
JOCTYUNEH MEPEXOA B OKHO JYNPaBAEHWA

PucyHok 58 — UHdbopmaLmoHHOe coobLieHre 06 ycnewHoOM NpUMeHeHNN KOHbUrypaumm
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Mocne BbINONHEHUS LWIAroB Mo NepBMYHON HAaCTPOMKE NMPOU3OUAET Nepexon B OKHO yrpasneHmns BMT (cm.
PucyHok 59). Cny>x6bl Termidesk 6yayT aBTOMaTM4yecku aKTUBMPOBAHbI, NMepesarpyska He Tpebyetca. IP-
appec, oTtobpakaemblt B rnaBHoM okHe BMT, cooteetctByeT |P-agpecy nepBoro HacTpOeHHOro

nHTepdenca.

Termidesk Wirtual fAppliance

Bepcwa Termidesk: 5.0-rc3-astral?
Bepcwa OC: 1.7.5 )
PEXWM SAWWLEHHOCTW: Basoewl (Open)

MMA ®ocTa: termidesk
TUA WCNOAB3YEMBX SEL CEPTWGUKATOE: CaMONOANWCEHHLE

Ca/bHEIRA

<F2» - TIEpEX04 B PACWWOEHHOE MEHH

PucyHok 59 — OkHo ynpasneHuss BMT

3.5 . MNposepka paboTocnoco6HOCTH

BMT pabotocnocobeH, ecnM nocne yCTaHOBKM OTobpasunocb rnaBHoe MeHo BMT, a Takke npwm
nepexoge no appecy https://<IP-agpec_BMT>:8443/ oTobpasunacb CTpaHWLA aBTOPU3ALUM (cm.
PucyHok 60) Be6-nHTepderica BMT.
Ons poctyna k Beb-mHTepdericy BMT nocne ycTaHOBKM HEOOGXOAMMO WMCMOMb30BaTb CreaytoLime
JaHHble:

" JIOrUH: admin;

* naponb: admin.

Bbinyck ot mas 2024 38



@ TERMIDESK

CNET.10001-02 91 03

& C

Ifl Termidesk Virtual Appliance x ar

e
®
®
&

Il

O G O hitps;//192.168.80.144:8443/login

2. admin

& ooooo|

Bbinyck ot mas 2024

PucyHok 60 — CtpaHuua aBTopusaummn Beb-nHTepderica VA

39



@ TERMIDESK C/IET.10001-02 91 03

4 . IMLUEH3UPOBAHUE

BMT He nuueHsupyeTcs otaenbHo oT Termidesk. Beop nuueHsmm ocyulectensieTcs B Beb-uHTepdence
Termidesk.

4.1 . MNMony4yeHWe NULEH3UOHHOrO K/lo4a

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3NPOBAHMUS:
» Termidesk VDI (nopaepy>kka coBMecTUMbIX Naathopm BUPTYanamnsaLmm n CEpBEPOB TEPMUHASIOB);
* Termidesk Terminal (nogpep>xka Tonbko cepepoB TepmuHanoB anss OC Microsoft Windows (MS
RDS/MS RDSH) u Astra Linux Special Edition (STAL)).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIULLEH3USI NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEOMHEHWUSIM - JIMUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepes CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOIO
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMWN pecypCcoB MM NPOTOKONAaMM AOCTaBKU, OyAyT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. OuctpnbyTms
npefHasHayeH Oia NpPOBeAEeHUsI UCMbITaHWUS, O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeN. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXXET MpefoCcTaBnsTbCs 6e3 3ak/toveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMm
JIMLLEH3MOHHOIO COr/alleHMe C KOHEYHbIM MO/Ib30BaTe/IEM MOXHO O3HAaKOMUTbCS Ha CalTe KOMMaHWM:
https://termidesk.ru/eula.pdf.
Lna nonydeHms [ONONHUTENBbHbIX TULLEH3UMOHHBIX KJKOUYEN C LESIbI0 03HAKOMJIEHMS HEODXO0AUMO NePENTH
no ccbinke https://termidesk.ru/products/#request-key wun cdopMmpoBaTb 3anpoc, 3anoJIHUB
KOPPEKTHbIMU AAHHbIMU CNEAYHOLLME SKPAHHbIE NoNs:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHTepdence ynpaeneHus «HacTtponka

- Jlnuensus - Cuctema», npumep rnokasaH Ha PUCYHKE (cM. PucyHok 61).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenocTaBuTb B 3anpoce cucteMHble UUID Bcex y3noB € KOMMOHEHTOM
«YHMBEpCanbHbIA OUCMeTYep» U BCEX Y3/IOB C KOMMOHEHTOM «MeHemkep paboumx MecT».
MHdbopmaumio o cuctemHoMm UUID B 3ToM cnyyae HEOBX0AMMO MONYYUTh OIS KaXK4oro ysna us
danna /sys/devices/virtual/dmi/id/product_uuid, BbINONHUB KOMaHAY Ha HY>XHOM Yy3/e:

:~$ sudo cat /sys/devices/virtual/dmi/id/product_uuid

= @ TERM'DESK ® @CHCTEMHHE nonL3o0BaTent (u) ¥
=

a 0630p NuueHsua

& KoMnoHeHTEl > WHdpopmauyma o nuLeHsnn

NvueHsna Cucrema 3arpyzka
i}g Hactpoiiku > " Py

ICHcreMHblﬁ UuID: 288634c3-adfa-4e31-897a-3efee73d6608 I
G ntrrrrE—s Bepcwa NO: 4.1-rc2
Mogynw: HazBaHwe BepcuA
termidesk_vmmprov 4.1
“l|| MOHWUTOPWHT > termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 61 — PacnonoxeHue nHdbopmaumnm o cuctemHom UUID

Mo 3aBepLUeHMM 3aMONHEHUSI MONEN HYXKHO HaXKaTb 3KpaHHyt KHomnky [OTnpaBuTb 3anpoc kao4a

aKkTuBaumm].

Lna nonydeHms NULEH3MOHHOIO KJOYa Ha NPUOBPETEHHOE KOMIMYECTBO JINLIEH3UM CliefyeT MNEPENUTU Mo
ccoblike  https://termidesk.ru/products/#request-key wu cdopmMupoBaTb 3anpoc, 3anosiHMB
KOPPEKTHbIMU AAHHbBIMU CNeAyoLLMe SKPAHHbIe Nons:

» «KopnopatmeHbIi email»;

* «MMg nuua, 3anpaLwlvBatoLLErO JIULIEH3MIOY;

* «CucrtemHbin UUID»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.
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4.2 . Bog MUeH3MK

Lna nobaBneHns nuueHsnoHHoro kntoda B Termidesk B rpacdmyeckoM mMHTepdence ynpaBneHus cnepyeT
nepenTn «Hactporku - JlnueHsus - 3arpyska». Haxae akpaHHyto kHonky [Bbi6patb], ykaszatb nyTb K

hanny ¢ IMLEH3UOHHBIM KFOUOM (cMm. PucyHok 62), @ 3aTEM HaXkaTb 3KPaHHYHO KHOMKY [3arpysuTb].

= @ TERM'DESK ® @EMCTEMHulFl nonb3oBatens (u) v
=

ﬁ 063Dp NuueHsmna

& KomnoHeHTel > WNHdopmauma o nuueHsnn

NueHzng Cucrema 3arpyzka
ﬁ: HacTpoiikn > H Py

NueHsna Yiaweume aiin ¢ nuyeH3ued.. BuiGpaTb

G Paboune mecta > P——

all Momvtopunr >

PucyHok 62 — OkHo pobasneHus danna c AMUEH3NEN

4.3 . lNMposepka CBeAEHUIA O TULIEH3UM

[Ons npocmoTpa MHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJTtOYe CrieayeT nepenTy B rpaduyeckuim
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsma - JluueHsma» M NpocMoOTpeTb CBEAEHUS B
CNnefyroLmMX 3KpaHHbIX NOMsX:

* «MMa» — CUCTEMHOE UMS YCTPOMUCTBA, rae dyHKuMoHupyeT Termidesk;

» «OpraHusauus» — HaMMeHOBaHME OpraHu3auuK, 4 KoTopon chopMUPOBaH INLEH3UOHHbIN KITHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO KJHou4a;

* «KOHKYpeHTHble COEAMHEHUS» — MaKCUMalbHO BO3MOXHOE KO/MYECTBO OAHOBPEMEHHbIX

coeguHeHun ¢ BPM;
* «JocTtynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJEHHOrO BUAA JIMLIEH3UM

roctesbix OC.
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5. PACLUMPEHHAS HACTPOMKA

5.1. [OenctBus, pocTynHble B MeH0 VA

5.1.1 . UsMeHeHMe HacTpoeK ceTu
ns n3MeHeHUs HaCTPOEK CEeTU HY>KHO B rnmaBHOM MeHo BMT HaxaTb knasuwy <F2>, BBeCTM TeKyLmn

naponb agMUHUCTpaTopa (Mo yMONYaHUIO Nocne yCTaHOBKKU - admin). byaeT BbinonHeH nepexon B MeHO

pacCLLUMPEHHbIX HACTPOEK (cM. PucyHok 63).

PACWMPEHHE HACTHORKM

HacTpolka W AMErHOCTUKS CETW
CHCTEMA CUCTEMHLE HACTRORKMK
Mepesarpuska  [EpESArpyYsSKa CUCTEMb

Bhik MHYEHWE BHKMWYEHWE CHCTEMDI

< gk <OTMEHAY

PucyHok 63 — MeHIo paclumpeHHbix HacTpoek VA

B meHIo HacTpoek BbibpaTb NyHKT «CeTb», 3aTeM «HacTporika» (cm. Pucyrok 64). [lanee aenctemns He byoyT

OT/IMYaTbCA OT rMpouecca MepBUYHOro KOHMUrypupoBaHUS CeTeBblX MapameTpoB (CM. noapasgen
Mepsu4Has HacTpoiika BMT).

HEICTF:IDI.-T'IKEI 1 ANarHOCTWES CETK

HacTpowka HacTpowka CeTw
AuarHocTika  JAMarHoOCTWKE CETW

0K <OTMEHE?

PucyHok 64 - lMNepexogn kK KOHDUrypaumm cetm
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5.1.2 . marHocTuka cetu

Ons OMarHOCTUKM CETU HYXXHO MEPEMTU B MEHIO PACLUMPEHHbIX HACTPOeK, HaxkaB knasuwy <F2> B
rnaBHOM MeHto BMT, BBecTM TekyLwimi Maposib agMuMHUCTpaTopa (MO YMOSYaHUIO MOCNE YCTAaHOBKM -
admin). danee BbibpaTb NyHKT «CeTb», 3aTeM «narHoctmkas.

Beectn uma unm IP-agpec y3na (cm. PucyHok 65), MOAKIHOYEHME K KOTOPOMY HYXXHO mnpoBeputb. BMT
BbIMOJIHUT KOMaHAY ping A0 YKa3aHHOro y3na.

EeeanTe WMA waw IP agpec ysna:

195.51.100. 2535 _

TS <0conuuTe DNS> < OTMEHS

PucyHok 65 — OKHO AMarHOCTMKM CeTH

Pe3synbTaT gMarHoCTMKKM ceTu ByaeT NokasaH B OKHE (cM. PucyHok 66).

AWArHOCTAKA CETKW CO CABAYHWWMA MapaHe TRamMA
IAEEpWEHE

MMa war IP aapec ysha: 198.51.100.253
Mcnonezoeate DWNS: True

FesynsTaT OwBka

PucyHok 66 — Pe3ynbTaT AMarHOCTUKKU ceTu

5.1.3 . UsMeHeHue nmeHu y3na BMT
Ons naMeHeHUss UMEHM y3na HY>KHO B rnaBHOM MeHo BMT HaxaTb knasuwy <F2>, BBeCTU TeKyLumn

naposib aAMMHUCTpaTopa (Mo yMONYaHWIO Nocse yCTaHoBKM - admin). [lanee BbibpaTh NyHKT «Cuctema»,

3aTeM «MMga xocTa».

B nosBuBLUEMCca OKHe (cM. PucyHok 67) 3aaaTb HoBoe MMs y3na BMT u HaxaTb akpaHHyto kHonky [OK],

[OXAATbCSA NPUMeHeHUs n3MeHeHu. HoBoe nms y3na 6yaet oTobparkeHoO B rnaBHOM MeHio BMT.
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WIMEHEHWE WMEHW =OCTa
WMa =oCTa

termidesk-neuw_

< 0K > EEOREREr

PucyHok 67 — PepakTupoBaHue nmenu ysna BMT

5.1.4. CMeHa naponsi agMUHUCTpaTopa
Mocne yctaHoBkn BMT no ymonuyaHuto ncnonb3dyetcs nornH admin ¢ naponeM admin Ans focrtyna K
Be6-uHTepdency Termidesk u pagy GyHKLMIA ynpaBneHus.
Lna cMeHbl Napons Hy>KHO:
* B rnaBHOM MeHto BMT HaxaTb knaBuwy <F2>, BBeCcTW TeKywmi naposb agMWHUCTpaTopa (no
YMOJTYaHUIO NMOC/e YCTaHOBKM - admin);
* nanee Bbl6paTb NyHKT «CucteMa», 3aTem «[lMaponb»;
" B MOSIBUBLUEMCSI OKHE (cM. PucyHok 68) BBECTM TeKYLLUMW Naponb (nocne yCTaHOBKW Maponb Mo
yMON4YaHuto - admin) 1 HaxaTb 3kpaHHYyto kHonky [OK];
* 3aTeM (cM. PucyHok 69) BBECTM HOBbIW Maposib, NMEPeKSItoYUTLCS Ha CTpoKy «[loBTop napons» npwm
nomowm knasuwm <> (KCTPEJIKA BHWM3>) 1 noetopuTb BBOA Napons. MNMoaTeBepauTb AaHHbIe,

Ha)xaB akpaHHYyto kHonky [OK].

BEEEAMTE TEKYWWKA Napoib
SAMUHWC TRaTORA

< oK <OTMEHAS>

PucyHok 68 — Beopg TekyLlero napons aaqMMHUCTpaTopa
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BEEAWTE HOEM Naponb

MMoETOR Napond

<Ok <OTHEHES:>

PucyHok 69 — Beog HOBOro naponst agMMHUCTpaTopa

5.1.5 . 3aMeHa ceptudmkara yepes meHio BMT
LOna poctyna k Beb-uHTepdency Termidesk no npotokony HTTPS Ha 3Tane nepBMYHOM HACTPOMKMU
reHepUpyeTCs CaMOMOANMCAHHbIM cepTUdMKaT.
3amMeHa camonognucaHHbix SSL-cepTudukatoB poctynHa B Beb-uHTepderice BMT (cMm. noppaspen

MpocmoTp U 3ameHa cepTudmkarta yepes Be6-uHTepdeiic BMT).

5.1.6 . C6poc ycTaHOBNEHHBIX cepTUdMKaToB Yepes MeHio BMT

Cbpoc  yCTaHOBNEHHOM  KOHGUrypauuum MpUBEAET K 3aMeHe TeKylWwuX CepTUDMKATOB  Ha
CaMOMOAMMUCaHHBIE.

C6poc ycTaHOBNEHHbIX cepTUdMKaTOB AOCTyneH B BeG-uHTepdence BMT (cm. noppasaen MpocmoTp u

3aMeHa cepTudukarta Yepes Be6-uHtepderic BMT).

5.1.7 . Dkcnopt napameTtpoB Termidesk

Mapametpel DJANGO_SECRET_KEY v HEALTH_CHECK_ACCESS_KEY wucnonb3ytotca B
Termidesk pns npoBepok nepecbiaeMbiX MeEXAY KOMMOHEHTaMW paHHbIX U cocTosHua APIL. Tpwu
pacrnpeneneHHoM YCTaHOBKE 3TU NapaMeTpbl LO/KHbI ObITb 0AMHAKOBbIMU Ha BCexX y3nax BMT.

Lna nepepaun koHduUrypaumn n napametpoe BMT uncnonbsyet mexaHnsm ETCD u ceTeBble nopTbl 2379,
2380 (npotokonbl TCP/UDP).

A CuHxpoHM3auma yKasaHHbIX MapaMeTpoB He MoApasyMeBaeT CMHXPOHMU3ALUMIO YUETHbIX AaHHbIX
Ans nogkntoveHms RabbitMQ.

Lna skcnopTta napameTpos c Hoabl BMT HyxHoO:
* B raBHOM MeHto BMT HaxkaTb knaeuwy <F2>, BBecTu Tekywmit maponb agMuHucTpatopa (no
YMOJTYaHUIO MOC/e YCTaHOBKM - admin);
* panee BblbpaTb NYHKT «CucteMa», 3ateM « CUHXpOHU3aUUN»;

* B MOSIBUBLLEMCS! OKHE (cM. Pucyrok 70) BbIBPaTb « DKCMOPT KIHOUEN»;
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CMHXPOHNZAUMA MalnH

SECcnopT KAnHerB3KCOopT KAnYed
MMOORT KANYen MMNopT KAnYen

T <OTMEHE>

PucyHok 70 - lNepexon K 3KCnopTy Katouen
* 334aTb CEKPETHOE C/I0BO, KOTOpOe ByAeT MCMOMNb30BaTbCA MPU MMMOPTE KKOYEN HA APYryH Homoy
BMT;

BEEAWTE CEKPETHOE CANOBO:

< oK <OTMEHEY

PucyHok 71 — Co3naHue cekpeTHOro cjloBa
* 3aMOMHWUTb CreHepMpPOBaHHbIA BPEMEHHbIVM Maposib AN CUHXPOHU3ALMM (cM. PucyHok 72), KOTOpPbIN

ByaeT UCNOIb30BaTbCA NPU MMMOPTE KAKOYEN Ha ApYryto Hogy BMT.

AANEC CENBEDS CUHXPOHWISLAN
135.51. 100,252

BpEHEHHHﬁ nNapone AN9 CHUHXPOHAS AL
mUN3vLYYEnaZ48ua

PucyHok 72 - MapameTpbl AN CUHXPOHM3aLMKU MeXAy HogaMum

5.1.8. Umnopt napametpoB Termidesk
[Ona umnopTta napameTpoB Ha Hogy BMT HyxHo:
* B rnaBHOM MeHto BMT Haxatb knaBuwy <F2>, BBecTW TeKywwmi naposnb agMWHUCTpaTopa (no
YMOJITYaHMIO NMOC/e YCTaHOBKM - admin);
* nanee BblbpaTb NyHKT «Cuctema», 3aTeM « CUHXPOHM3aLUS»;

* B MNOSABUBLLUEMCS OKHE (cM. PucyHok 73) BblbpaTb « IMMOpPT Kitouen»;
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CWHxXQOHWZELNA MaLWH

3KCI‘IDET K JHHEN 3KCI‘IDET KJHYEN

<O0TMEHE>

PucyHok 73 — lNepexon K UMAOPTY Ktouen
* BBECTM MapaMeTpbl CUHXPOHM3ALMU, MOMYYEHHbIe MPU 3KCMOpTE KAOYeW C ApYron Hoabl (CM.
nogpasgen kcnopt napaMmetpoB Termidesk). Haxatb 3skpaHHyto kHonky [OK] u poxapatbes

CO06LLEHNS 06 YyCMeLHOM NPUMEHEHUN KOHDUIYpaLmm.

BEEAWTE d3HHHE AAA NOAKAKYEHWA K Master a4ad
WMMADPTE EANHELR

IF @apec Master'sa

BOEMEHHEIE Napons
CEKPETHOE CAOED

< 0K <0TMEHZ>

PucyHok 74 — Beoa napamMeTpoB CUHXPOHM3aL MK

5.1.9. UaMeHeHUe HacTpoek nogkntoveHus kK b/,

Ons v3ameHeHna HacTpoek noakntodeHust K B, Hy>kHO B rnaBHOM MeHto BMT HaxaTb knasuwy <F2>,
BBECTM TEKYLLMIM NMaposb agMUHUCTpaTopa (MO yMOMYaHUIO Nocne ycTaHoBKM - admin). [Janee BbibpaTb
nyHKT «Cuctema», 3ateM «PekoHdurypauus cepeucos» - «basa gaHHbIX».

BbinonHuTb NnepeHacTponky nogknarodeHms K bL:

* Bbl6paTb TUN wucnonbdyemon B (cm. PucyHok 75). [pu BbiGope ymaneHHow BJI, nokanbHas He

aKTUBMpYETCS;
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BuOepuTE TWMN YCTaHaBIWEIEMON 0336 A3HHHX

local JNokantHas
Femote  YdaneHHas

¢ 0K 3 <0TMEHED

PucyHok 75 - Bbibop T1na ncnonbsyemon b,
* ec/iv 6bia BbibpaHa nokanbHas B, To HY>XKHO NMpuayMaTb Naposb (cm. PucyHok 76) N Hee. [Naponb
OymeT XxpaHuUTbCca B npeobpasoBaHHOM Buze. [locne BBoga napons OyaeT  BbiBEAEHO
MHbOPMALIMOHHOE COODLLIEHME O MPOMYyCKe HAaCTPOEK 3aLUMLLEHHOrO noakntodeHus K b, Hy>kKHO

HaXkaTb 3KpaHHYto kHonky [Aa];

MoWAUMaATE Napois AAA NOAKJNHEHWH K AO0KadsHOR Oase
AaHHbIX

<0TMEHE>

PucyHok 76 — Co3paHue napons ana nokanoHown b/,

* ecsiv bbina BbibpaHa yaaneHHaa B, To Hy>XHO yKas3aTb MapaMeTpbl MOAKIKOYEHMS (see page 0) K HEM.
B napameTpe «xocT» po/keH ykasbiBaTbcs BHewHwu IP-agpec mnu FQDN ysna ¢ BA. 3atem
BblObpaTb 3KkpaHHYto kHonky [TecT] ans nposepkm poctyna. B cnyuvae, echn Bl ¢ ykasaHHbIMK
HaCTpPOMKaMM He CYLLECTBYET, Mepexos K CleayolemMy okHy OyaeT HeBo3MoxeH. B cnyuae, ecnu
bl c ykasaHHbIMW HAaCTpPOMKaMKM CyLLECTBYET, OyaeT NOBTOPHO OTOOPaXXeHO OKHO C MapaMeTpamu

B, B koTopoM cneayeT HaXkaTb 3KpaHHYto kHonky [OK];
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YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMa NoAez0EaTEAA
MapoiL

HOCT

MopT

Baza gaHHbx

< 0K < TECT » LO0THEHE

PucyHok 77 — MNapameTpbl nogkntoueHns K yaaneHHon bl
* ecnu 6bina BbibpaHa yaaneHHas b, To HY>KHO Taky)ke yKasaTb MPOTOKOS (see page 0), KOTOPbI ByaeT
ucrnonb3oBatbcs MNpu nogkntodeHun Kk BL. lMpu Bbibope 3HauveHuss «Disable» 3awmieHHoe

coeguHeHue nNpu noakntodeHuun K b ncnonb3osaTtbesa He byaeT;

BHOEDUTE [DEXMM SEWWWEHHOCTH COERAMHEHWA ANA NOAKJANHEHWA K
Baze AaHHbX

() TLSvl.2
() TLSw1.3 TL

<0TMEHE>

PucyHok 78 — Bbibop npoTokona ans nogknatoveHus K b,

* [NOXKAATbCA OOHOBNEHUS KOHDUIYypaLmu.

5.1.10 . UameHeHMe HacTpoek noakntoveHusi K RabbitMQ-server
Ons v3meHeHus HacTpoek noakntodeHus K RabbitMQ-server HyxHo B rnaBHom meHto BMT HaxaTb
knasuwy <F2>, BBeCTU TekyLLMI Naposib agMUHUCTpaTopa (MO YMONYaHUIO MOCie YCTaHOBKM - admin).
Lanee BbibpaTb NyHKT «CucTtema», 3aTeM «PekoHpurypaums cepsmcos» - «RabbitMQ».
BbinonHuTb nepeHacTporiky noakntoveHmsa k RabbitMQ-server:
" yKasaTb MapaMeTpbl (cMm. PucyHok 79) AN NOAK/IHOHEHUS:
* uMs nonb3oBatens. Ecnu ycTtaHoBKka nokanbHas WM MOAK/IIOYEHME HE MPOU3BOAUTCH K
yOasieHHOMY cepBepy, yKa3aTb termidesk;
* naponb Ana noakntodeHus K cepsepy RabbitMQ. Ecnam  yctaHoBka JfiokanbHas WM

MoaKJItoYeHMe He NPomM3BOAUTCA K yaasleHHOMY cepBepy, YKa3aTb ksedimret;
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e XOCT ANis noakntoueHus. Ecnm yctaHoBKa nokanbHas M NOAKIKOYEHWE HE MPOU3BOAUTCA K
yAaNeHHOMY CEpPBEPY, TO HY>KHO YKa3aTb 127.0.0.1;
e nopT AN noakntoueHus. Mo ymonyaHuio 5672;

e oyepenb ona noakntodeHus. Mo ymonyaHuto termidesk;

YIKa®WTE AdaHHLE AAA NoagnandeHKrd € RabbitMo

HMa NoAEz0BEaTENA
Maponk

HOCT

MopT

O4yepeak

< oK ol <0THMEHE>

PucyHok 79 - MNapameTpbl ana nogkntodeHus k RabbitMQ

* [NOXKAATbCA OOHOBNEHUS KOHbUIYypaumm.

5.2 . [eictBus, joctynHble B Be6-uHTepdeiice BMT

5.2.1 . O630p AocTynHbIX PyHKLUUIA Beb-UHTepdeisca
LDoctyn k Be6-uHTepdency ynpaeneHus BMT ocywiectensietca 13 Be6-6paysepa no npotokony HTTPS ¢
ykasaHuem URL-agpeca nogkntoueHus: https://<IP-agpec_BMT>:8443/.
Beb-uHTepdennc BMT nossonsieTr aAlMMHUCTPATOPY BbIMOMHUTbL P, 3a4ay MO HAaCTPOMKE U YMpaBNEHUIO
BMT, a uMeHHO:
* HacTpouTb Hoabl BMT B pexxnume Bbicokour goctynHocTH no npoTtokony VRRP uepes keepalived;
* MpoBepUTb cOCTosiHME CNyXkK6 BMT u BbINONHUTBL MX OCTAHOB, 3aMycK 1 Nnepesanyck;

* chopMMpOoBaTb U BbIFPY3UThb XXypHasbl paboTbl BMT.

Cpa3zy nocne ayTeHTUDUKALMM aaMUHUCTPATOPY AOCTYMHA MaHenb, COAep Kallasi CMMCOK OCHOBHbIX
bYHKUMI:
» «O630p» - NpepocTaBnsgeT UHGOPMaLMIO 06 OCHOBHbIX MapamMeTpax, XapakTepusyrowmx BMT (cm.
PucyHok 80), TakKuUX, KakK:
 Bepcusi yctaHosneHHou OC;
e Bpems goctynHoctn BMT, nHdpopmauus 06 akTMBHbIX MOJIb30BATENSX CUCTEMbI (JOCTYMHA
MPWY HAaXKAaTUM CCbIIKM «<KONMYeCTBO> users» B Bnoke «Bpemsi mocTynmHOCTU cucTeMbI»),
nonyyeHHas yTUIUTOU w;

¢ Ha3Ha4deHHble |P-agpeca;
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e Bepcusa Termidesk;
* CMWUCOK YCTaHOBNEHHbIX PONEN;
* rpadumku ncnonb3osaHus npoueccopa («CPU Usage») n namatn («Memory Usage»).
» «Cnyx6bI» - NpepocTaBnseT MHPOpMaLUmIo 0 cocTosiHUM cnyxb6 BMT, nossonseT ynpasnaTb MMu;
» «CepTudukat» - npepocTaBnseTr WHbOpMaLMo 00 YCTaHOBNEHHOM cepTuUdMKaTe, a Takxe
NMO3BONSIET 3aMEHUTb €ro Ha ApYroun;
* «VRRP» - no3BonsieT BbINONHUTL HacTpornKy Hog BMT B pexxuMe BbiCOKOM AOCTYNHOCTU. [TyHKT
6ynet poctyneH, ecn BMT yctaHoBneH ¢ ponbto «MnaHnpoBLUmnK»;
* «Jlata n BpeMa» - NO3BONSET BbIMNOAHUTbL HACTPOMKY AaTbl U BpPeMeEHU, f06aBUTb MHDOPMALMIO O
NTP-cepsepax;
» «XXypHanbl» - no3sonset cpopMmpoBaTb 0OLLMI apxmB C darnamm xxypHanos BMT u Bbirpysutb

ero.

admin v

0 oner O630p

= Cnyx6bl

) Cucrema Bpema AocTynMHOCTH cUCTeMbl Cetb

) Ceprudukar

Bepcua: 1.7.5 0 days, 1:21,0 users, load average 0,21,0,21,0,13 IP aapeca

<% VRRP 192.168.80.139
192.168.80.138

@© Aatanspems

Bl Xyprans Termidesk

Bepcusa: 5.0-tp4-astral?
CncTeMHbIA MOHWUTOP

¢, 10cekyna+ ¢, 10cekyna s

[/ CPU Usage /1 Memory Usage

100 79461
80 6000

4000
20 2000

YcTaHOB/IEHHbIE poan

Bpokep (Broker) LLnto3 (Gateway) MnanuposLumk (Task
manager)

PucyHok 80 — OTobpaykeHne dbyHkumnmn «O630p»

5.2.2 . YnpaBneHue coctosiHueM cnyk6 BMT
Lna npocMoTpa cocTosiHUA cnyX6, KpUTUUHbIX ans BMT, HeobxoguMo nepenTu B dyHKLUMIO «Cny>kObi»

Beb-nHTepderica BMT.
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Cnucok cny>6, oTobparkaeMblil Ha CTpaHULE, 3aBUCUT OT NepeyHs ponen (Mam ponu), BbIOpaHHbIX Npu
nepBuyHon Hactponke BMT. Cnucok MoxkeT 6biTb 0OTCcOpTMpoBaH Mo ctonbuam «Cnyxba»,
«3arpy>eHo», «CocTosiHue», «MogpobHoCTU».

[Ons ynpaBneHus cocTtosiHMeM Cny>Obl HYXXHO BblIOpaTb CTPOKY C HaMMeHOBaHWEM CnyXbbl (3a pa3
MOXHO BbIOpaTb TONbKO OAHY) M BOCMONb30BaTbCA 3KPaHHbIMM KHoMkamu [3anycTtuTb], [OcTaHOBUTDL]
unu [[Nepe3anycTnTb], B 3aBUCMMOCTU OT AENCTBUS, KOTOPOE HY>XXHO MPOM3BECTU HaL CNy>KOOW.

Cnuncok obBHOBMTCS Mnocne TOro, Kak BblOpaHHas paHee cny)kba W3MeHMNa CBOE COCTOsSIHME Moche
BbINOJIHEHHOIO AENCTBUSA, He OXuaas obHoBneHuss no Taumepy (no ymonuvanutwo 10 cekyHp). Ons
NPUHYAUTENBHOrO OOHOB/IEHUSI CTaTYCOB MOXHO BOCMOJ1b30BaTbCsl 3KPAHHOW KHOMKOM, NPUBEAEHHOM Ha

PUCYHKE (cM. PucyHok 81).

admin v

o oo Cny>x6bl

= Cayx6bl
G 10 cekyHa * D> 3ANYCTUTbL ® OCTAHOBUTH C MEPE3ANYCTUTH

|’_:‘| CepTudukat

pTue C/YXBA+ 3ATPYXEHO = CTOAHMES  MOAPOBHOCTW = OMNUCAHME

=< VRRP

keepalived.service loaded inactive dead Keepalive Daemon (LVS and VRRP)
KypHanei

postgresql.service loaded active exited PostgreSQL RDBMS
postgresql@11-main.service loaded active running PostgreSQL Cluster 11-main
rabbitmq-server.service loaded active running RabbitMQ Messaging Server
ssh.service loaded active running OpenBSD Secure Shell server
termidesk-celery-beat.service loaded active running Termidesk-VDI Celery Beat
termidesk-celery-worker.service loaded active running Termidesk-VDI Celery Worker
termidesk-gateway.service loaded active running Termidesk Gateway
termidesk-taskman.service loaded active running Termidesk-VDI Taskman daemon
termidesk-vdi.service loaded active running Termidesk-VDI daemon

PucyHok 81 — OTobpaxkeHne byHKLMN «Cny>kObi»

5.2.3 . HacTtpoiika pexkuMa BbICOKOM [OCTYMHOCTH

Lna HacTporku pexkmma BblicOkoM pocTynHocT BMT HykHO nepentn B dyHkumio «VRRP» Beb-
uHtepderca BMT m 3anonHUTbL JaHHble, nepedynciieHHble B cTonbue «[lapameTp» cnenytoLLen
Tabnmubl (cm. Tabnuua 1). [yHKT «VRRP» 6ynet poctyneH, ecnin BMT ycTaHoBneH ¢ ponbto «MeHemkep
pabo4ymx MecT».

Tabnuua 1 — JaHHble NS HACTPOMKM PeXkKMMa BbICOKOM AOCTYMNHOCTH

Mapametp OnuvcaHue

«router id» MpeHTudukaTop y3na.

Mo ymonuaHuto - 3HaueHue ceTeBoro uMeHn BMT (hostname),
HEAOCTYMHO AN U3MEHEHUS
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Mapamertp

Onucanue

«script_user»

Monb3oBaTtenb, OT UMEHU KOTOPOro BYAET BbIMOMHEH 3amnyCcK CyXbbl
keepalived.

3HayeHuMe Mo YMOJIYaHUIO - «root», HefoCTYMNHO ANA U3MEeHeHUA

«interface»

Bbi6op nHTepdeiica, Ana kotoporo byaet npMMeHeHa KoHUIypaums

«virtual_router_id»

YHuKanbHbIV MAEHTUUKATOP BUPTYaNbHOIO poyTepa.
3HauyeHue no ymonyaHuto - «105»

«priority»

MpuopuTeT Hoabl OTHOCKTENBLHO ApyrMx. Hopga ¢ HaubonbLuM
npuopuTeToM nepexoamt B coctoaHue «MASTER».

3HayeHWe No yMon4yaHuio - «128»

«auth_pass»

MaponbHas dpasa, koTopasi ByLeT MCMONb30BaHa A1 CUHXPOHU3ALLUMN
VRRP mexxay Hogamu.

3HayeHue no ymonyaHuto - «ksedimret»

«virtual_ip_address/mask»

BupTyanbHbIn agpec, KoTopbiv ByaeT NpucBoeH cnykbom keepalived
09 JaHHOM Hoapl B hopMaTe <IP-agpec>/<macka>, Harnpumep
192.0.2.1/255.255.255.0

M3MeHeHUs1, BHECEHHbIE B MapaMeTpbl, NpuUMeHatoTca B danne /etc/keepalived/keepalived.conf,

coaep>XmMoe KoToporo gHaMmn4yecku OTO6pa)KaETCFI B I'IpaBOVI 4aCTU CTpaHULbI.

Ons npuMeHeHUs UW3MEHEHUM HYXXHO MOC/Ie[0BaTe/IbHO BOCMO/b30BATLCS 3KPAaHHbIMW  KHOMKaMM
[MPUMEHUTD KOHOPUTYPALMUIO] n [BKNKOYUTb VRRP]. [Ona cbpoca koHpurypaumm K

3Ha4eHUdaM No yMon4aHUKO HY>XHO BOCMNOJIb30BaTbCA 3KpaHHOI‘;1 KHOI'IKODI, I'IpVIBE,D,EHHOVI Ha PUCYHKe (cMm.

PucyHok 82).

® Ecnu koHopurypauma VRRP 6bina BbinonHeHa paHee M nNpuMeHeHa, 3Ha4eHns napameTpos byayT
oTobpaxkaTb Tekyliue HacTponku. MNpu gencTeytowen koHdurypaumm VRRP 3kpaHHas KHormka
[BKJTFOUUTDb VRRP] 6ynet 3ameHeHa kHomkon [OTK/TKOYUTDb VRRP].

admin v

3

O630p
= Cayx6el
o3 VRRP

E XKypHanb!

Hactpowika VRRP

router_id

script_user

interface

BuibepuTe nHTepdEiic

virtual_router_id

106

priority

128

auth_pass

ksedimret

virtual_ip_address/mask

VIRTUAL_IP_ADDREESS/MASK

BKJ/IKOYUTb VRRP

Mpeanpocvotp [ELAIN 0\

BHeCUTe U3MEHEHNs B KOHGUTYPaLMIo,
4To6bI yBUAETL NPEANPOCMOTP

MPUMEHUTb KOHOUTYPALINIKO
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5.2.4 . ®opmupoBaHue U Bbirpyska XxypHana BMT
Ons dopmupoBaHma apxmBa € danaMn >KYPHANOB M KOHOUIrypauum HYXXHO MepenTu B PYHKLMUIO
«XypHanbl» Beb-uHTepderica BMT U HaxaTb 3KpaHHYK KHOMKY, OTMEYEHHYK Ha PUCYHKE (cm.
PucyHok 83). bynet cpopmmpoBaH apxuB ¢dbopmaTa .tar.gz Cc UMeHeM
TDVAlogs_<BpeMeHHasi_MeTKa>.tar.gz, B KOTOpbIM ByayT noMelleHbl dannbl U3 KaTanoros /var/log/
M KOHbUrypaumoHHble dannbl /etc/opt/termidesk-vdi/termidesk.conf, /etc/rabbitmq/
defifnitions.json, /etc/keepalived/keepalived.conf.
Mo 3aBepLueHUN HOPMUPOBAHUS apXMBa CTaHYT AOCTYMHbI CAeAyoLWMe AeNCTBUS (cM. PucyHok 84):

* CKayaTb CPOPMUPOBAHHbBIN apXMB;

* 0OHOBUTb apxmB. HOBbIM apxmB nepe3anuiueT npeabiaywunii 6e3 noarsepxxaeHust. 1o okoH4YaHus

hopMMpPOBaHMS HOBOIO apXmMBa NpeablayLLMIA He YaanuTcs;
* ynanuTb apxuB. [locne npuMeHeHUsI 3TOro [JeWcTBMS apxuB OyaeT yadaneH, CTpoka C ero

HanMeHOBAHUEM U Pa3sMEPOM UCHESHET.

o0 XKypHanbl

Cnyx6bl

&

ApxuB He cpopmMpoBaH
VRRP - o _|_
Ko paLym

KypHanbi

m &

PucyHok 83 — OTobpaxkeHune dyHKumm «XKypHanbi»

o KypHansbl

Chy>6bl

EH

TVAlogs_1703632078.24684.tar.gz
VRRP

m &
|[&

KypHanebl

PucyHok 84 — [locTynHble 4eNCTBUS C apXMBOM

5.2.5. MpocMoTp u 3aMeHa cepTudukara Yepes Be6-uHtepdeiic BMT

LOns poctyna k Be6-uHTepdency Termidesk no npotokony HTTPS, a Takke ans apyrvux noakarOUYeHUN,
Tpebyrowmx 3aWMLIEHHOe COeAMHEHMe, Ha 3Tane MepBUMYHOM  HACTPOMKM  CreHepupoBascs
camMonoAanucaHHbIN cepTUdUKaT.

Ona npocmoTpa Tekyuwiero ceptudmkata, yctaHoBneHHoro B BMT, HykHo nepentn B (yHKUUIO
«Ceptudukar» Beb-mHTepderica BMT, 3aTeM HaxkaTb 3kpaHHyto kHomnky [[oppobHee]. B otaenbHom
OKHe bymeT oToGpaXkeHO nogpobHoe onucaHue (cMm. PucyHok 85) CO30AHHOIMO MM 3arpyykeHHoro Ha BMT

cepTudmkara.
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Tekct ceptTndwmkaTta

Certificate:
Data:
Version: 3 (@x

Serial Number:

43:¢cf:90:36:bf:b9:54:40:95:085:bb:84:25:64:8b:5d:11:e9:c4
Signature Algorithm: sha256WithRSAEncryption

2)

Issuer: CM = client-dev-building-02

validity
Not Before

Not After :

Subject: CN =

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

v Jan 19 13:54:31 2024 GMT

client-dev-building-@2

RSA Public-Key:

Modulu
[215]
=15]

de:
teb:
1ef:
:d6:
189
14b:
ba:

of
7
c2
60
el

fb:

5%

tab:
1d7:
1bl:
Q0:
75:
7c:

5c

d3:
2e:

5a:
98:
le:

Se:
dd:
t6:
fa:

41

fa:
c4:
de:
6b:

Jan 16 13:54:31 2834 GMT

(2048 bit)

1c:
ae:
dg:
22:
420
@9:
c4:
da:
7b:

b8g:
be:
eb:
c3:
fo:
cc:
57:
ds:
10:

b5
78

74
c2:
az:

cb
6a

66

192
10e:
3f:
39:
1d:
199:
1491
o9f:

10d:

CNET.10001-02 91 03

PucyHok 85 — OTobpaykeHne noapobHoro onvcaHma ceptTudmkaTa

[na 3amMeHbl TekyLLero cepTUdMKaTa Ha HOBbIN HY>XHO:

* B dyHKUMK «CepTudumkaT» HaxaTb 3KpaHHY0 KHOMNKy [M3MeHunTb];

* B OTKpbIBLUENCS dhopMe (cM. PucyHok 86) BbIBpaThb:

» cann HoBoro cepTudumkara. Nogaep>xmeatoTcsa popmatbl: . pfx, .pem, .crt, .cer;

 cann 3akpbiToro kntoya. lNogpepykmBatoTca popmatsl: . pem, . key;

e dann nposepku uenoyvku cepTudukatoB (HeobsizaTtenbHo). [Mopaep>kmBatoTcs dopMaThbl:

.pfx, .pem, .crt, .cer.

® B cnyuae, ecnu BblbpaHHbIA haitn 3alUMLLEH MapoNieM, TO MPU MOMbITKE ero 3arpy3vTb B Beb-
Gpay3epe MOsSIBUTCA BCMJbIBatoLWee OKHO BBOAa napons. Heobxoonmo BBeCTM Maposib U HaxkaTb

3KkpaHHyto kHonky [OK].
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XKypHanbl

Ceptudpukat

MzmeHeHwe Tekyllero ceptudukata

TekyLwmnin cepTudmkaT

Obuiee nmMsa client-dev-building-02

[levcTBUTENEH 40 16.01.2034, 13:54:31

BbinyweH client-dev-building-02

MNOAPOBHEE

HoBblll cepTudukar

Obuee uma

[ewncteutenet ao

Boinywex

NOAPOBHEE

*®aiin cepTudmrkarta

Beibepute pain

*®aun NprBaTHOTO KAto4a

Buibepute daiin

®aiin npoBepku LIENoYUKKU cepTUhUKaTOB

Bribepute daiin

lMons, oTMeueHHble 2883a04KO# (*), ABA

BEINYCTUTL CAMOMOAMNNCAHHBIA CEPTU®KAT

AKOTCA 0DA3aTeNbHLIMM ANA 3aM0NHEHKA

OTMEHWNTb MPM

PucyHok 86 — 3ameHa cepTudmkaTa Yepes Beb-nHTepdenc BMT

* nocne 3arpysku ¢ansioB napaMeTpbl HOBOro ceptudmkata oTobpas3saTca psoomM C napaMeTpamu

Tekywero ceptudukata. [nsg oTobpaxkeHMs MOMHOro onucaHus cepTUdMKaTa HYXXHO HaxkaTb

3KpaHHYto kHomMKy [[MoapobHee]. [ns npvMeHeHUs USMEHEHWUIA HY>KHO HaXkKaTb 3KPaHHYH KHOMKY

[MpuMeHUTS].

[ns 3aMeHbl TekyLero cepTudmkaTa Ha HOBbIM CaMOMOAMMCAHHbINA HYXHO:

= B PpyHKUmK «CepTudurKaT» HaxaTb IKpaHHYO KHomnKy [M3MeHUTb];

* B OTKPbIBLUEWNCS POpMe HaxKaTb IKpaHHYO KHOMKY [BbimycTuTb caMmonoanucaHHbl cepTudmkar];

* 334aTb (cM. Pucyrok 87) obuiee ums (Common Name, CN) un paty, [o koTopor byneT aenmcTBuTeNeH

cepTudmkar;

& Hosoe o6wwee nma (CN) pomKHO OTIMYaTbCA OT NpeablayLLero.

* HaXxaTb 3KpaHHYto KHornky [CreHepupoBaTb];

* 3aKPbITb OKHO BbIMYCKa MU HaXKaTb 3KpaHHYto KHoMKy [[TpuMeHUTD].
y y y
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Bbinyck camonoanmcaHHoro
cepTudmKaTa

Obwee nma (CN)

client-dev-building-02

[elcTeutensH a0

30.05.2024 0

CIrEHEPUPOBATb

PucyHok 87 — Bbinyck camonognucaHHoro ceptudukaTa

® Hosbinn cepTudukat otobpasuntcs B hyHKUMmn «CepTudukaT» nocae 06HOBNEHUS CTPaHULIbI.

5.2.6 . YnpaeneHue patoi u BpemeHeM Ha BMT
[Ons npocMoTpa TeKyLlero BpeMeHW M OaTbl HeObXoauMo neperTv B pyHKumio «[ata v Bpemsa» Beb-
nHTepdenca BMT.
[Ons 6onee noapobHOro MPOCMOTPa YCTAHOBNEHHbIX 3HAYEHUI AaTbl U BPEMEHM HYXKHO BOCMOJIb30BaTbCS
aKpaHHow kHonkor [Moapo6HbIA NPOCMOTP], koTopas 0To6pasuT BbiBOA KOMaHAbl timedatectl.
Ons n3MeHeHUs [aTbl U BPEMEHW HYXHO:

* Ha)xaTb 3KpaHHYO KHoMKy [U3MeHuTb] B dyHKuMK «[aTa 1 Bpemsa» Beb-uHTepdeinca BMT;

* Ha OTKPbIBLLENCS CTPaHULLE BHOBb Ha)KaTb 3KPaHHYHO KHOMKY [M3MeHUTb] (cm. PucyHok 88) Ans nons

«TekyLLee BpeMs»;
* 33[aTb HY)XKHble 3HA4YEHMS N HaXKaTb IKPaHHYI KHOMKY [BbibpaTb] (cm. PucyHok 89);

* HaXxaTb 3KpaHHYo KHomMky [[puMeHuUTB].

@ [Ona cbpoca 3HaueHW ucronb3yeTcs 3KpaHHas kHorka [OuucTuTb], BOCCTaHaBNMBatOLLast
3Ha4yeHUsi, KOTOopble OblM aKkTyalbHbl B MOMEHT Mepexoda Ha CTpaHuuy, €eciv He 6blna

aKTMBMPOBaHa 3KpaHHas kHorka [[1puMeHunTb].
Mocne akTuBaumm akpaHHou kHonku [puMeHUTb] COpOC 3HaUYeHNI He pencTByerT.
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admin v

4} 06
o 13meHeHue Tekywmx Aatbl n BpemeHu
= CnyxBbl [ata v Bpema Wamerenne Tekyumx Jatel v Bpemenn
8 Ceptudukat
Tekywee spems:  15.05.2024 15:59:.07 /# W3MEHWTb
=3 VRRP . N
Yacosoit noac: v
@© Qfatam Bpema
o Kyprianel Wcnonbszosate NTP:
Cepeepa NTP: + 0/5C
OYNCTUTL MPUMEHUWTH
PucyHok 88 — U3meHeHue gaTbl 1 BpemeHu y3na BMT
[larawn Bpema /  M3ameHeHwe Tekywwmx [latel v Bpemeru
Tekywee Bpema:  15.05.2024 16:05:09  /# W3MEHWUTL
< Mai v 2024 >
Hacosoii nosc: M Br Cp Yr Mr C6  Be
1 2 3 4 5
6 7 8 9 10 1 12
Wecnonbsosate NTP:
13 14 e 16 17 18 19
Cepeepa NTP: —+
20 21 22 23 24 25 26
27 28 29 30 31
OYNCTNTL
16 : 15| : 02
I Buibpats v I

PucyHok 89 — Bbibop HOBbIX 3HaYeHUI 4aTbl U BPEMEHM
BMT nopnepykvBaeT 3agaHve NTP-cepepa onsi aBTOMaTMYECKOro noJjiydeHust AaTbl M BPEMEHW, ANs
3TOr0 HYXHO:
* HaXkaTb 3KpaHHYO KHomnky [U3MeHuTb] B dyHKUMK «[aTa 1 Bpemsi» Be6-nHTepderica BMT;
* BOCMOJIb30BaTbCA 3KPaHHOM KHOMKOW [+] (cm. PucyHok 90) 1 BBecTu IP-agpec nnu FQDN cepsepa.
MopnnepxxuBaeTtcs pnobasneHue fo nsatu (BknoumtenbHo) NTP-cepsepos. Ecnu cepsep HepocTyneH,
OyneT BbiIBEAEHO COOTBETCTBYHOLLIEE COOBLLEHME (cM. PucyHok 91);

* HaXaTb 3KpaHHYto KHomKy [[1puMeHUTB].
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[ata n Bpema /  WameHenue Tekywwmx [JaTel v Bpemenu

Tekywee Bpema: 16.05.2024 16:37:.05 /Z W3MEHWUTL

Yacosou nosc:

4

<

cnonb3oBate NTP:

192.168.1.1 Jlo6aBnTb HOBLIKA aapec NTP- m
Cepsepa NTP: cepBepa

+ 1/5@

OYNCTATE MNMPUMEHNTL

PucyHok 90 — JobasneHne NTP-cepsepa

<

Ncnoab3oBate NTP:

il
=}

Cepsepa NTP:

+ 1/5®

OYUCTTL NMPUMEHMTL

PucyHok 91 — CoobueHune o HepocTynHocTu NTP-cepepa

5.3 . YpaneHHoe nopkniodeHue K BMT

Ons pacwupeHHon Hactpoviku BMT MoxeT ncnonb3oBaTbCs yaaneHHOe MOAK/OYEeHWE MO MpPOTOKONY
SSH k BM, Ha KoTOpoW OH NpeaBapuTeNibHO YCTaHOBIIEH.
Mo ymonuyaHuto yaaneHHoe nopakatoveHue no npotokony SSH BkawoueHo. Ons ynpaBneHus pexxumMom
BKJIIOYEHUS U OTKItoYeHUs SSH Hy>Ho:

* B rnaBHoM MeHto BMT HaxaTb knaBuwy <F2>, BBeCTM TekylMid Maposib agMuUHUCTpaTopa (rno

YMONYaHWUIO NOCe YCTaHOBKU - admin);
* nanee BblbpaTb NyHKT «CeTb», 3aTeM «SSH»;
* BblOpaTb HYXHbIM BapuaHT: «on» (BktoveHue) unm «off» (BbikntoueHMe) M HaXKaTb 3KPaHHYHO

kHonKy [OK]. Mocne Bbibopa pexxrnMa HAaCTPOMKM NMPUMEHSATCS aBTOMaTUYECKM U Cpasy.
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[aHHble N0 yMON4YaHWIO ANs NOAKAHOYEHMS:
" NIOrMH. admin;
* naponb: admin. B cnyyae, ecnn naponb 6bin M3MeHeH Yepe3 MeHo BMT (cM. noppaszen CMeHa

napons aAMVIHI/ICTpaTOpa), npun NOAKNHOHYEHUU HY>XXHO NCMNOJIb30BATb MU3MEHEHHbIN napo’b.

CepTudukat, MCnosib3yeMbIN oS YOANEHHOMO MOAKJIHOYEHMUS, FTEHEPUPYETCS NMpU nepeoM 3anycke BMT.

Takum obpazoM ans kaxkaoro sksemnagpa BMT 6yneT ncnonb3oBaTbCcs MHANMBUAYANBHbIM cepTUdUMKAT.

5.3.1 . Pe3zepBHoe konupoBaHue b,

PezepsHoe konupoeaHue b, cozpaHHon CY B/, Postgres-11 MOXHO BbINOMHUTL yTUANTOM pg_dump:

1 :$ pg_dump -d <HammeHoBaHue B> -h <IP-agpec_xocTa> -p <nopt> -U <nonb3osatenb> -W
--format=t > <umsa_chaiina_ana_coxpaHeHna_B[,. tar>

roe:

-d <HavmeHoBaHue B> - uma bL. MNMpu cTaHpapTHBIX HACTPOMKax UCMONb3yeTcs uMsa termidesk;

-h <IP-appec_xocta> - IP-agpec y3na, roe pacnonoxeHa b[. Ecnu B, ycTtaHaBnvBanacb N0OKanabHO,
HY>XHO yka3aTb localhost;

-p <nopT> - nopT Ans nogkntodeHust k BA. MNMpu cTaHaapTHbIX HACTPOMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTenb> - WMs Mofb30oBaTens Ans nopknwodeHus. [lpu  cTaHZapTHbIX  HAacTpoMKax
ucrionb3yeTtcsd UMa termidesk;

-W - 3anpoc napona ans noaxntoveHus k BI. MNpu cTaHAapTHbIX HacTpoMKax MpW MOsIBEHMW 3amnpoca
HY>XHO yKa3aTb ksedimret;

--format=t - ko4 ana skcnopta b B popmaTe tar;

<umsa_cpaiina_ans_coxpaHennsi_BA. tar> - ums u popmat danna (tar) ana coxpaHeHus bA.

5.3.2 . BoccraHoBneHue b/l U3 pesepBHOI KOnNuK

BocctaHoBneHue b/, 13 pesepBHOM KOMUM BbINOMHAETCS KOMaHA0M:

1 :$ pg_restore -d <HaumeHoBaHue B> -h <IP-agpec_xocta> -p <nopt> -U <nonb3oBartesnb>
-W -f <dan_konum_B/L.tar>

roe:

-d <HaumeHoBaHve B> - ums BL. MNMpwu cTaHAapTHBIX HAaCTPOMKax UCNONb3yeTcs UMa termidesk;

-h <IP-agpec_xocta> - |P-agpec y3na, rae pacnonoykeHa bll. Ecnu ncnonbsyetcs nokanoHas b, Hy>kHO
ykasaTb localhost;

-p <nopT> - nopT ans noakntoveHus K bA. Mpu cTaHaapTHBIX HACTPOMKax UCNoNb3yeTcs 5432;

-U  <nonb3oBatenb> - MMA  Monb3oBaTens Ans  noakntodeHus. [lpu  cTaHAapTHbIX HacTpomnkax
ucrnonbsyetcs nMsa termidesk;

-W - 3anpoc napons ans nopkntoveHus k b. MNMpu cTaHAapTHbIX HacTpOMKax Mpu MOsIB/IEHUM 3anpoca
HY>XHO yKa3aTb ksedimret;

-f <dpalin_konun_B[.tar> - nyTb kK danny pesepsHon konuum b/.
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6 . SABEPLLEHUE PABOTDI

6.1 . 3aBepweHue pabotol BMT

[na 3asepienHuns pabotel BMT u BeikntoueHns BM cnepyer:
* MepenTM B MEHIO PACLUMPEHHbIX HACTPOeK, HaXkaB kKnasuwy <F2> B rnaBHoM MeHio BMT;
* BblbpaTb NYHKT «BbikntoueHue»;

* MOATBEPAUTb AEUCTBME (cm. PucyHok 92), HaXKaB 3KpaHHYo kHonky [Aa].

B ANYATE Termidesk
Wirtual Appliance?

PucyHok 92 - MopTBepyxaeHue BbikntoveHus BMT
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7 . MPUHATBIE TEPMUHbI U OINMPEOEJIEHUA

TepMuH

OnpegpeneHue

BupTtyanbHoe
pabouyee MecTO

Takke: BPM.

locteBas OC unu OC, ycTaHOBNEHHas! Ha BblAENIEHHOM KOMIMbIOTEPE, AOCTYM K KOTOPOM
peanusyeTcs C MOMOLLbIO MPOTOKOMA YAANIEHHOMO JOCTYNa

[ocTeBas OC

OC, dyHKLMOHUpYtOLWas Ha BM

KomnoHeHT
«MeHep>xep pabounx
MecT»

KomnoHeHT Termidesk. OTaensieMbit KOMMOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAKOLL MM 3a
B3aMMOAENCTBME C MOCTABLUMKOM PECYPCOB U YMpaBieHMWs XXM3HEHHbIM LuknoM BPM, Bkatovas
CO34aHMe, HACTPOMKY, 3aMyCK, OTKJIHOUEHME U yaaeHMe.

SlBnaeTca 06paboTUMKOM (OHOBbLIX 334auy.

YcTaHaBnuBaeTca u3 naketa termidesk-vdi. HaumeHoBaHume cny6bl nocne ycTaHOBKM:
termidesk-taskman.service

MocTaBwuk pecypcos

OC, nnatdopMa BUpTYanmsaumm Uan TEpMUHANbHbLIN CEPBEP, NPEAOCTABNSIOLLME BblYUCIUTENbHbIE
MOLLHOCTM, pECYpPChbl XpPaHEHUS AaHHbIX, @ TAaKXe CETEBbIE Pecypcbl Ans pasMelleHus doHaos BPM

MpoTokon pocTtaBku

Moppnepskmeaembit B Termidesk npoTokon yaaneHHoro goctyna kK BPM

KomnoHeHT
«YHuBepcanbHbIM
aucnetyep»

KomnoHeHT Termidesk. OTaensieMbli KOMNOHEHT NPOrpaMMHOI0 KOMIJIEKCa, OTBEYatoLLMIA 3a
naeHTUbMKauuio nonb3osaTenen, HasHavyeHne MM BPM 1 koHTpona goctaskn BPM.

YcTaHaBnmBaeTcs u3 naketa termidesk-vdi. HauMeHoBaHMe cny»6bl nocne yCTaHOBKMU:
termidesk-vdi.service

KomnoHeHT «LLinto3»

KomnoHeHT Termidesk. CaMocToATeNbHbI KOMAOHEHT, OTBEYAIOLLMIA 33 TYHHENMPOBaHME
NPOTOKOOB AOCTaBKM, UCMOMb3YHOLMX TPAaHCNOPTHbIW npoTokon TCP.

B 6onee cTapo peanvsaummn yctaHaBaMBaeTcs M3 NakeTa termidesk-vdi. HaMmeHoBaHWe ciy>x6bbl
rocse ycTaHoBKW: termidesk-wsproxy.service.

B HoBoM peanusauum yctaHaBnuBaeTCs M3 naketa termidesk-gateway, noanepyxka cTapom

peanusaumu yaaneHa, HaumHas ¢ Termidesk Bepcum 5.0. HanmeHoBaHUWe cnyybbl nocne yCTaHOBKM:
termidesk-gateway.service.

MopTan
aAMUHUCTpaTopa

MpenocTaenset Be6-mHTepdelic ana ynpaeneHmsa Termidesk n nHtepdenc swagger ana gocryna K
OrpaHWYeHHOMY CMMUCKY Moaynen aokyMeHTaumm no komangaMm REST API («auth», «discover»,
«health», «agent», «webui»).

I'IopTan nonb3oBaTtend

MpenocTaBnseT nonb3oBaTenbckuin Beb-uHTepdenc Termidesk (6e3 pocTyna Kk dyHKUMaM
ynpaBneHus) U nHTepdeinc swagger 4N JOCTYNa K OFPaHUYEHHOMY CMUCKY Moaynei
AOKyMeHTaumm no komaHaam REST API

MopTan
YHUBEPCANIbHbIN

MpepocTaenseT GpyHKLUMM 06OUX BapnaHTOB - U «[MopTana agMMHUCTpaTopa», u «MNopTana
nonb3osatens». [1pyn 3ToM akTUBMPYETCS LOCTYMN KO BCEM MOAY/SAM JOKYMEHTALMU NO KOMaHAAM
REST API, npepoctaBnsieMbiM nHTepdencom swagger

Knroy

MocnenoBaTeNlbHOCTb NCEBAOC/YHAMHbBIX YMCEN, CreHepupoBaHHasi 0cobbiM 06pa3om

Ceptudmkar

ApTedakT, coaep>kalimnii MHPOpMaL Mo O BNagesbLe KKYa U NoaATBEPXKAAIOLWMI NMPUHALIEXKHOCTb
KJ1to4a BRagesnbLy
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8 . MEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

BM BupTtyanbHas MaluuHa

BMT BupTyanbHbii Mogynb Termidesk

oC OnepaumoHHas cucTema

no MporpamMmmHoe obecneveHune

API Application Programming Interface (uHTepdeinc npuknagHoro nporpaMMmnpoBaHus)

DHCP Dynamic Host Configuration Protocol (npoTokon anHamuyeckomn koHdUrypawmm
X0cTa)

DNS Domain Name System (cucTteMa LOMEHHbIX UMEH)

GRUB GRand Unified Bootloader (3arpy3sumk OC)

HTTP HyperText Transfer Protocol (npoTokon nepegayu runeprekcra)

HTTPS Hypertext Transfer Protocol Secure (pacwumperue npotokona HTTP gna nopaepskkm
wncpoBaHus)

IP Internet Protocol (MexxceTeBow npoTokon)

KVM Kernel-based Virtual Machine (nporpaMmHoe pelueHune, obecneumnBatoLlee
BMpTyanusaumio B cpege Linux Ha nnatdopme, koTopas nofaep>KMBaeT annapaTHyo
BMpTyanusaumio Ha 6ase Intel VT (Virtualization Technology) nu6o AMD SVM
(SecureVirtual Machine))

OVA Open Virtual Appliance (oTkpbITOe BUpTYyanbHOE YCTPOMCTBO)

OVF Open Virtualization Format (dbopmaTt oTKpbITOM BUpTYyanusaumnm)

QEMU Quick Emulator (cpepcTBa aMynsauum annapaTtHoro obecrneyeHus)

REST Representational State Transfer (nporpamMmHas apxuTekTypa, onpefenstoLas
ycnosusi pabotbl API)

SSH Secure Shell Protocol (npoTokon 3almiLeHHOM nepeaayvn nHdopmaumm)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoToKon)

Termidesk MporpamMHbIY kKoMnneke «JucneTyep NOAKIHOYEHUIM BUPTYanbHbIX paboumnx MecT
Termidesk»

uuibD Unique User Identifier (yH1MKanbHbIM naeHTUdMKATOp Nonb3oBaTens)

VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUpTYanbHOro
pe3epBUPOBaHUA MapLLPYTU3aTOPOB, NPefHa3HaYeHHbIN NS YBEAUYEHUS
[OCTYMHOCTK)
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