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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoawmn OOKYMEHT BASETCA MHCTPYKUMENW MO  MCMOJIb30BaHMIO KOMMOHeHTa «Termidesk
Live» (nanee - Termidesk Live) nporpammHoro komnnekca«Jucnetyep NOOKIOYEHUIA BUPTYasIbHbIX
pabounx ™mect Termidesk» (nanee - Termidesk). [okyMeHT npefHasHayeH Ans8 agMUHUCTPATOPOB
CUCTEMBI.

B pokyMeHTe npuBeneHO Ha3HaueHMe, HacTporka W ucrnosb3oBaHue Termidesk Live. [dns Toro 4tobbl
nony4mTb MHPOPMaLMIO MO AOCTYMHbIM AEUCTBUSM B KOMMoHeHTe «KnuneHT», Bxogawem B Termidesk
Live, Heobxognmo obpatutbcs kK pokymeHTy CJIET.10001-02 92 01 «PykoBoacTtBo nosb3oBaTens.

YcTaHOBKa M 3KCryaTauus KoMnoHeHTa «KnmeHT».
1.2 . HasHayeHue koMnoHeHTa « Termidesk Live»

KomnoHeHT «Termidesk Live» (ganee - Termidesk Live) npenctaenset coboi 3arpy3ouHbiid 06pa3
onepaumoHHon cuctembl (OC) ¢ npegycTaHOBNEHHbIM KOMMOHEHTOM «KnueHT» (nanee - KnueHT) u3
CoCTaBa MPOrpaMMHOro KoMnsekca «J[ucnetyep MNOAKIOYEHUM BUPTYaNbHbIX paboymx  MecT
Termidesk» (nanee - Termidesk).
Termidesk Live npenHasHayeH ans paboTbl cpa3y Mnocse 3arpysku, He TpebyeT YCTAaHOBKM Ha YXXECTKUM
AWCK 1 Noaaep>KMBaET ABa pexkmMma:

* 3arpyska c nogrotosneHHoro USB-HocuTens;

= 3arpyska no ceTu, C ucnonb3oBaHnem TexHonorun PXE-3arpysku.

1.3 . KoMnnekT noctaBku

Termidesk Live pacnpocTpaHsieTca B popMaTax:
* js0-06pa3, MCNoNb3yHLWMIACA AN1s 3arpy3ku ¢ nogrotosneHHoro USB-Hakonutens;

= kaTanor initrd (c darnamum initrd, vmlinuz), ucnonbsytowmmnca ans PXE-3arpysku no cetu.

1.4 . TpeboBaHUs K YPOBHIO NOArOTOBKU NepCcoHana

MoproToBka K 3KCMyaTaLMM OCYLLECTBASETCS CUCTEMHbBIM aAMUHUCTPATOPOM.
DKcnnyaTauus OCyLLeCTBNSIeTCS CyObekTOM A0CTyna € posbto «[lonb3oBaTenb», KOTOPbI AONXKEH UMETH
onbIT paboTbl C nepcoHanbHbiM koMmnbtoTepoMm Ha 6aze OC GNU/Linux Ha ypoBHe nonb3oBaTens M

YyBEPEHHO OCYLLeCTBNATL 6a3oBble onepauun B 3Tom OC.
1.5 . Tunorpadckme cornalueHus

B HaCTOALWLEM OOKYMEHTE NMPUHATDLI cnegyrouime TMI'IOFpaCIJCKMe cornawleHua:
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* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeTCA ANa BblaeneHus (parMeHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB M MNanok (AMPEKTOPUIA), MyTen MepeMeLLeHMs, CTPOK KOMMEHTapwWeB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBAaHWUM
[LOKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. NoAroToBKA K PABOTE

2.1 . MNonyyeHue obpazoB Termidesk Live

O6paz  Termidesk Live  pa3smeweH B WHTepHeT-penosmnTopum  Termidesk: https://

repos.termidesk.ru/Addons/Live/.

HocTtynHbl cnepytowme Bepcumn Termidesk Live:
* Bepcua 5.6 pna 32-6UTHOM apXUTEKTYpPbl COAEPXKUT 06pas, MCMONb3yeMbIn Anst GU3UYECKMX MALLIMH
(tonk-1200);
* Bepcua 6.2 pna 64-6UTHOM apXUTEKTYpPbl COAEPXXUT 06pas, UCMONb3yeMbIN Anst GU3UYECKMX MALLIMH

(tonk-1200). Moonep>knsaeTcs 3arpyska cneumbmkaumm UEFIL.

2.2 . MNoproToBka K 3arpyske ¢ USB-Hocutena B OC Microsoft Windows

MoprotoBka 3arpysoyvHoro USB-HocuTens MoXeT BbIMONHATHCS Yepe3 yTunuTbl etcher wunm rufus.

PekomeHayeTcs ncnonb3oBath yTUAUTY rufus, NocTaBnsieMyto B obpase thinstation.iso.

Ons nogrotosku 3arpysouHoro USB-HocuTens yepes ytunuty etcher Hy>Ho:

© BHumanune! USB-HocuTens 6yaeT oTdopMaTUpoBaH, ybeauTecb, UTO Ha HEM HET BaXKHbIX
OaHHbIX. He npepbiBaniTe MOHTMpoBaHWe obpasza Ha USB-HakonuTenb, Tak Kak BO3MOXXEH €ro
BbIXOZ, U3 CTpPOS.

1. ykasaTb 3arpy>keHHbl paHee 0bpa3 thinstation.iso, BbibpaB NnyHKT «Flash from file»;
2. ykazatb USB-HocuTenb, Ha KoTopbin ByaeT 3anucaH obpas, BbibpaB NyHKT «Select target»;

3. Ha4yaTb 3anucb obpasa, BbibpaB NyHKT «Flash!» (cm. Pucynok 1).
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balenaEtcher - X

.’j balenaEicher

0o

B Flash from file

& Flash from URL

|l Clone drive

PucyHok 1 - MNMocnepoBatenbHOCTb LWaroe npu pabote c etcher
Mpn ycnewHoM 3aBeplLueHWM 3anucu obpasa B MHTepdence yTUAUTbI etcher nosBUTCS coobLueHue
«Flash Completed!». USB-HocuTenb rotoB K ganbHenweMy MCMNONb30BaHUIO. YTUAUTY etcher MOXHO

3aKpbITb, a USB-HocuTenb nssneub 13 paboyen cTaHUmMu.

& Ecnv nocne 3anucu uepes ytunuty etcher 3arpyska c¢ USB-HocuTtens He npoucxoguT,
HeobXxoaMMO NepenoaroToBUTb ero yTuanTon rufus, kak onucaHo aanee.

LOns nogrotoBku 3arpysovHoro USB-HocuTens yepes yTuamTty rufus Hy>XHO CHavana pa3apXMBUMpOBaTb
obpa3z thinstation.iso nO6bIM AOCTYMHbLIM apXMBAaTOPOM W OTKPbITb YTUAUTY W3 KaTasnora

\thinstation-efi\rufus. 3aTem:

© Bhumanve! USB-HocuTens 6ymeT oTdopmaTupoBaH, ybeauTecb, UTO Ha HEM HET BaXKHbIX
OaHHbIX. He npepbiBaiiTe MOHTUpoBaHMe obpa3za Ha USB-HakonuTenb, Tak Kak BO3MOXEH €ro
BbIX0O[, U3 CTPOS.

1. ykasatb USB-HocuTenb, Ha KoTopbin ByaeT 3anuncaH obpas, Bbibpas ero B nyHkTe «Device;
HaXxaTb 3kpaHHyto kHonky [SELECT] v Bbi6paTh 06pa3 thinstation.iso. YbeanTbcs, 4To
napameTpy «Partition Scheme» npuceomnnock 3HaueHne «MBR», napameTpy «Target system» -
«BIOS or UEFI», napameTtpy «Volume label» - « ThinStation»;

3. HauvaTb 3anucb obpasa, HaxkaB 3KpaHHYH KHOMKY [START] (cm. Pucyrok 2). Ha 3anpoc (cm. PucyrHok 3)
«ISOHybrid image detected» Bbi6paTb BapmaHT «Write in ISO Image mode (Recommended)».
MoaTBepAUTb (cM. PucyHok 4) YHUUTOXKEHUE AAHHbIX HAa HOCUTENE U A0XKAAThCS YCMELHOro

OKOHYaHMS (cM. PucyHok 5) 3anmMcu obpasa.
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& Rufus 3.13.1731 — *
Drive Properties
Device @
TEST (F) [8 GB] v [H
Boot selection
thinstation-efi.iso v © SELECT
Partition scheme Target system
MBR w22 BIOS or UEFI S
# Hide advanced drive properties
[ List USB Hard Drives
Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MBR with BIOS ID 0x80 (Default)
Format Options
Volume label
| ThinStation
File system Cluster size
FAT32 (Default) ~ 4096 bytes (Default) w
# Hide advanced format options
Quick format
Create extended label and icon files
[] Check device for bad blacks 1 pass o
Status
READY
D D= START CLOSE
Using image: thinstation-efi.iso

PucyHok 2 - lNMocnepoBatenbHoCTb Waros npu pabote c rufus
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ISOHybrid image detected

'o The image you have selected is an 'ISOHybrid" image. This means it can be

' written either in ISO Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using 150 Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
@ Write in ISO Image mode (Recommended)

(O Write in DD Image mode

PucyHok 3 — Bbibop pexkmma 3anmcu

Rufus >

WARNING: ALL DATA ON DEVICE ThinStation (G:) [8 GB]' WILL BE
DESTROYED.
To continue with this operation, click OK. To quit dick CANCEL.

oK OTmeHa

PmcyHOK 4 - I'Io,u,TBepmp,eHme YHUYTOXEHUA OaHHbIX Ha HOCUTENE
Status

READY

PucyHok 5 — CurHanusaumsa o6 ycnewHou 3anucu obpasa

2.3 . MoparoToBka k 3arpyske ¢ USB-Hocutena B OC Astra Linux Special Edition

Ona noprotoekm 3arpysodHoro USB-HocuTens pekoMeHayeTcs uMcnonb3oBaTb BcTpoeHHyto B OC

ytunuty fly-admin-iso («3anucb ISO obpasa Ha USB HocuTenb»).

Mocne 3anycka yTuanTbl:

© Buumanuve! USB-Hocutens 6ymeT oTdopmaTupoBaH, ybeauTecb, UTO Ha HEM HET BaXKHbIX
JaHHbIX. He npepbiBaiiTe MOHTMpoBaHWe obpasa Ha USB-HakonuTenb, Tak Kak BO3MOXEH €ro
BbIXOA, U3 CTPOS.

1. ykasate USB-HocuTenb, Ha KoTopbiM OyneT 3anmMcaH 0b6pas, BbIOpaB NMYHKT «3anucaTb Ha:»;
2. yKasaTb 3arpy>keHHbIM paHee obpas3 thinstation.iso, BbibpaB NyHKT «O6pa3 I1SO»;

HayaTb 3anucb 0bpasza, BbIGpaB MYHKT «3arnMnCb» (cM. PucyHok 6).

Bbinyck ot mas 2024 9
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"; 3anuce IS0 obpaza Ha USE HocuTenb

Obpaz 150:

/home/u/3arpyzkn/thinstation.iso

0.47 I'b (502267904 b)

JanucaTte HA:

Generic USB Flash Disk (sda)

7.62 I'b (8178892800 B)

Iannck

PucyHok 6 — lNMocnenoBatenbHOCTb Waros npu pabote ¢ ytunuton fly-admin-iso
2.4 . MNoaroToBka K 3arpy3ke ¢ USB-Hocutens B apyrux OC Linux

Ons nopgrotosku 3arpysodHoro USB-HocuTens B OC Linux MOXeT MCNosib30BaTbCA MOCTaBASIEMbIN C
obpasom Termidesk Live ucnonHaembin dann iso2usb.sh. 3ToT cnocob nogonaeT TONbKO AN 3anuncu
obpaza Bepcun 6.2 pna 64-6UTHOM apXUTEKTYPbI.
[ns 3anucm obpasa Ha USB-HocuTenb Hy>kHO:
" pa3apxMBUpPOBaTb MONy4YeHHbIM thinstation.iso B mpegnouMTaeMblv KaTanor ANS MONyYeHus
pocTtyna K danny iso2usb.sh;

* 334atb darny iso2usb.sh ¢nar gna 3anycka:
:~$ sudo chmod +x <nyTb_kK_iso2usb.sh>

* y3HaTb NyTb K USB-HOCKTENtO, BbINOMHMB KOMaHAY BbIBOAA CMMCKA AMCKOB:
:~$ sudo fdisk -1

* BbINOJIHUTb 3aNUCb 1s0-006pa3a Ha USB-HocuTenb koMaHaom:
:~$ sudo <nyTb_K_iso2usb.sh> /dev/sdX <nyTb_k_thinstation.iso>

roe:
/dev/sdX - nyTb k USB-HocuTento, nonyyeHHbIM Yyepes koMaHay fdisk;

" 00XOaTbCA 3aBepLueHna 3anmcu.

Bbinyck ot mas 2024 10
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2.5 . MNoaroTtoeka k PXE-3arpyske no cetu

Ons PXE-3arpy3ku no ceTu AO/MKHO BbIMOHATLCA C/IEAYIOLLEe:
* BCE LIeNIEBblE YCTPOMCTBA (KOMMbOTEP, TOHKUIM KAWEHT WM Ap.) OO/MKHbI HAaXOAUTbCS B O4HOM
JIOKaNbHOM CeTu (B OQHOM LUMPOKOBELLATE/IbBHOM AOMEHE);
* B 3TOM CETU AOMKHbI BbITb:
e HacTpoeHHbIi DHCP-cepBep, BblAatOLLMN KIIMEHTCKUM KOMMbIOTEPAM He TONIbKO ceTeBble |P-
appeca, HO M pgpyrue ceTteBble napameTpbl (B 4acTHocTu, IP-appec TFTP-cepsepa, c
KoToporo byaeT 3arpy>katbcs Termidesk Live);
e HacTpoeHHbI TFTP-cepBep, C KOTOPOro MOXHO 3arpy3vTb YCTAaHOBOYHbIE AaHHble U dansbl
NS NEPBUYHOM 3arpy3Ku;

* HAaCTpOEHHbIE pa3gendeMble CETEBbIE PECYPCbI, N3 KOTOPbIX MOXXHO 3arpy>xatb NMakKeTbl.

Mopspok paboTbl:

* LefieBOe YCTPOMCTBO MOAKJIOYAETCS K CeTM W 3anpawwuBaeT |P-agpec, nepepaBas B 3anpoce
MHpopMaLMIO 0 COBCTBEHHOW KOHpUTypaLumu;

» DHCP-cepBep Ha3zHauaeT ueneBomy ycTpoucTtsy |P-agpec m BMecTe C Ha3HAaYeHHbIM ALpPECOM
nepenaeT eMy [OOMOJIHUTENbHbIE CeTeBble MapameTpbl, B ToM uucne IP-agpec TFTP-cepeepa c
HeobxoanMbiMK dhannaMm cueHapueB 3arpy3km Termidesk Live;

" Le/fleBOe YCTPOMCTBO nogkntovaetTcs kK TFTP-cepeepy wu 3arpyxaeT dannbl co cueHapusiMu

3arpysku Termidesk Live.

Mpumep noarotoskn TFTP-cepeepa Ha OC Windows

MoprotoBka cepBepa OymeT ocywecTBnaTbCs ytunuton tftpd (mocTtyn no ccbinke: https://
bitbucket.org/phjounin/tftpd64/downloads/). Lna YCTaHOBKM ncnonb3yeTcs dann
Tftpd64-4.64-setup.exe.

& Bce ykazaHHble |P-agpeca ponykHbl 6bITb 3aMEHEHbl Ha aKTyasibHble, COOTBETCTBYHOLLME CXEME
agpecaumm, NPUHATON B MHPPACTPYKTYpe opraHM3aumu.

lMocne ycTaHOBKM yTUANTBI HEOBXOANMO:

* co3pgatb B ((DannoBOM CUCTEME KaTaslor, KOTOpPblM OyAeT WCMoMb30BaTbCA AN  XPaHEHWUS
3arpysoudHbix garnos (B npumepe ncnonbsyetcs F :\tftpboot);

* cKa4yaTb 3arpysumk syslinux (mocTyn mno ccbiike: https://mirrors.edge.kernel.org/pub/
linux/utils/boot/syslinux/syslinux-6.03.zip) B zip-dopMaTte M pa3apXMBUPOBATb.
Ckonuposatb B KaTasor F:\tftpboot dannbi:

¢ \syslinux-6.03\bios\core\pxelinux.0;
e \syslinux-6.03\bios\com32\elflink\1ldlinux\1ldlinux.c32;

» co3paTb pann default cnegytowero coaep>kaHus:

Bbinyck ot mas 2024 11
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a b wnN =

TIMEOUT ©

DEFAULT default

LABEL default

KERNEL ::vmlinuz

APPEND 1initrd=::initrd splash=silent,theme:default load_ramdisk=1
ramdisk_blocksize=4096 root=/dev/ram@ ramdisk_size=786432 console=ttyl
vt.global_cursor_default=0 quiet loglevel=3 LM=3

» co3paTb katanor F:\tftpboot\pxelinux.cfg u ckonupoBaTb B Hero ¢amn default;

* ckonupoBaTb B Katanor F:\tftpboot\ paHee 3arpyxxeHHblie cdamnbl Termidesk Live: initrd,

vmlinuz;

* OTKpbITb yTUANTY tftpd u nepenTtu B NyHKT «Settings - TFTP». 3agate napaMeTpbl (cM. PucyHok 7):

«Base Directory» - KopHeBas OUpPeEKTOPUS, B KOTOPOM HaxoasaTcs danbl 3arpysku;

«TFTP Security» - ynpaBneHue ypoBHeM TFTP-6e3sonacHoctu. CTaHAapTHbIA YypPOBEHb -
yYTeHue 1 3anucb Hannos LOCTYMHbI TONIbKO B KOPHEBOM AMPEKTOPUM;

«Timeout (seconds)» - TanMayT nepefayn B CEKYHAAX;

«Max Retransmit» - MakcMManbHOE KOJIMYECTBO MOMbITOK MOBTOPHOM Nepeaayu;

«Tftp port» - ucnonbzyembii noptT. CneayeT W3MEHUTb, €CM CepBep PacrosioXeH 3a
MEXXCETEBbIM 3KPaHOM;

«PXE Compatibility» - ynpasneHue PXE-coBmMecTuMOCTbIO;

«Show Progress bar» - ynpaBneHue MHAMKaLMen 4Ns KaXKA0M Nepefaym AaHHbIX;

«Translate Unix files names» - ynpaeneHue npeobpasoBaHuemM uMeH dannos B Unix-
noaobHble;

«Bind TFTP to this address» - agpec, c koTopbiM byaeT accoummpoBaH TFTP-cepsep;

«Allow \' As virtual root» - ynpaeneHue 4yteHrem hannos 13 KOPHEBOU AMPEKTOPUM;

Bbinyck ot mas 2024 12
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“?c‘-e Tftpd64: Settings X ‘

GLOBAL TFTP | DHCP| svsLoG |

Base Directory

F:\tftpboot Browse
| _Browse |

TFTP Security TFTP configuration

" None Timeout (seconds) 3
' Standard Max Retransmit &
" High Titp port B9
" Read Only local ports pool

Advanced TFTP Options

I Option negatiation

Iv P<E Compatibility

¥ Shaow Progress bar

v Translate Unix file names

¥ Bind TFTP to this address |1 92026 LJ
IV Allow ' As virtual root

I” Use anticipation window of I_ Bytes
I Hide Window at startup

I Create "dir.t<t" files

I Create md5 files

I~ Beep for long transfer

Default | Help | Cancel |

PucyHok 7 — Hactponkun TFTP-cepBepa

* nepentn B nyHKT «DHCP». 3apatb napametpbl ans DHCP-cepBepa (cm. PucyHok 8):

option 1 (cornacHo ykasaHuto IANA) - «Mask» - macka noaceTu;

option 3 - «Def. router» - IP-agpec MapwpyTursaTopa;

option 6 - «DNS Servers» - IP-anpec DNS-cepsepa;

option 15 - «Domain Name» - goMeHHOe nms;

option 42 - «NTP server» - IP-agpec NTP-cepsepa. B npumepe He ncnonb3osancs;
option 44 - « WINS server» - IP-agpec WINS-cepsepa;

option 120 - «SIP server» - IP-agpec SIP-cepsepa. B npumepe He ucnonb3oBancs;

«IP pool start address» - HauanbHbIM |P-agpec nyna;

«Size of pool» - pasmep nyna;

«Lease (minutes)» - Bpems apeHgpl |P-agpeca;

«Boot File» - pacnonoxeHve danna pxelinux.0 C Y4YeTOM YKa3aHHOW KOPHEBOM
ANpeKTopUK;

«Ping address before assignation» - ynpaBneHue npoBepkoi agpeca nepes HazHauYeHUEM;
«Persistant leases» - ynpaeneHue coxpaHeHnem nHdopmaumum ob apeHae IP-agpeca;

«Bind DHCP to this address» - agpec, c koTopbIiM byaeT accoummposaH DHCP-cepgep;
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~ DHCF Settings

‘% Tftpd64: Settings X

GLOBAL | TFTP  DHCP | sysLoG |
DHCP Pool definition

IP pool start address  [192.168.1.7

Size of pool [0

Lease [minutes) [2880
Boot File | prelinue.0
DHCP Options

Det. router (Opt3)  [1921681.258
Mask [Opt 1) [255.255.255.0

DNS Servers (Opt6) [gsas
WINS server (Opt 44) [gg88
NTPserver (Opt42) [
SIP server (Opt 120 |

Domain Name (15)  [WORKGROUP
Additional Option  [o~ |

¥ Ping address before assignation

IV Persistant leases

[ Double arswer if relay detected

¥ Bind DHCP to this address | 192.168.1.5 LI

Defaut | Hep | Cancel |

PucyHok 8 — Hactponkn DHCP-cepBepa ytunuthbi tftpd

C/ET.10001-02 91 04

* B NIaBHOM OKHe npoBepuTb, 4To napameTpbl «Current Directory» un «Server interfaces»

COOTBETCTBYHOT paHee Bbl6paHHbIM (cM. PucyHok 9).

Current Directory

B Titpd64 by Ph. Jounin — O X

LI Browse |

Server interfaces  [192.168.1.6 Reatek | _ ShowDir |

Thtp Server ] Titp Client | DHCP server | Syslog server | Log viewer |

peer file start time | progress |

About

Help

PucyHok 9 — OTobparkeHune 3aaaHHbIX NapaMeTpoB B rMaBHOM OKHe yTunuTsl tftpd

MoppobHo o TOM, kak noarotoBuTb WMHbpacTpykTypy PXE Ha OC Astra Linux, MOXHO y3HaTb B

CNpaBOYHOM  LEHTpe
pageld=263031254.

Bbinyck ot mas 2024
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3. HACTPOMKA

3.1 . Oo6aBneHue npunoxkeHnn B Termidesk Live

3.1.1. O6wme cBepeHun
Termidesk Live noppep>kuBaet pobasneHune npunoxeHnnn B OC nocpeactsoM ¢hanioBo CUCTEMBI
overlay, npu 3TomM nepBoHa4anbHbIM 06pa3 Termidesk Live He meHsieTcs. MpunoxeHus, HeobxoaMMble
nosb3oBaTento Ans paboTbl, nobaBnatoTCa Ha 3Tane 3arpy3ku obpasa 4yepes onpoc NFS-cepsepa,
KOTOpPbIM JOMXKEH CYLLLECTBOBATb B CETEBOM MHDPACTPYKTYpE.
Lna nobaBneHns NpUIOXKEHUIM LONXKHO BbINMONHATLCS ClefytoLee:
" BCE LeNeBble YCTPOMCTBA (KOMMbIOTEP, TOHKUM KAWEHT W Ap.) AO/KHbl HaXoAUTbCA B OOHOM
JNIoKanbHOM ceTH (B OOHOM LLUMPOKOBELLATENbHOM AOMEHE);
* B 3TOM CETU AOMKHbI ObITb:
» HacTpoeHHbin DHCP-cepBep, BblaaloLmMin KIMEHTCKMM KOMMbOTEPAM He ToNbKo ceTeBble |P-
agpeca, HO M apyrve ceTeBble MapameTpbl, B YacTHocTu, IP-agpec NFS-cepeepa n onuumto

«appimage». HacTpowka onumm «appimage» npmBeaeHa HUXXE;

& Pabota ¢yHkuMoHana nposepeHa ¢ nporpaMmHbiMu DHCP-cepepamu. C  annapaTHbiMU
komnnekcamm DHCP-cepBepoB paboTta dyHKUMOHana 6yneT 3aTpyaHeHa, MOCKONbKY B
6onbwmnHcTBe cnyyaeB Takme DHCP-cepBepbl nogaep>kmBatoT TONbKO HasHadveHue |P-appecos u
He NoAAepXXUBAIOT Nnepeaady ApYyrux CeTeBbIX NapaMeTpoB.

e HacTpoeHHbin NFS-cepBep, Ha KOTOPOM BbIMOJIHEHbI  OOMOJIHUTENbHbIE  OEUCTBUS,
NPUBELEHHbIE HUXKE;
e paspensiemble ceTeBble pecypcbl NFS-cepBepa, Mcnonb3yembie AN XPaHEHUS MPUNOXKEHWUM.

HacTporika ceTeBbix pecypcoB nNpuBeaeHa HUXKE.

Mopsnok paboTbl peLeHus:
* LefieBoe yCTpoucTBo € obpasom Termidesk Live noakntovaeTtcs K ceTm 1 3anpawmsaeT |P-appec,
nepenaeas B 3anpoce MHMOPMaLUo 0 COBCTBEHHOM KOHDUIypauum;
» DHCP-cepBep Ha3HauaeT ueneBomy ycTpoucTtsy |P-agpec u BMecTe C Ha3HaYeHHbIM aLpPECcOM
nepenaeT emy [OOMOJIHUTENIbHbIE CeTeBble MapameTpbl, B ToM uncne |P-agpec NFS-cepsepa u

3HaYeHUe onuMKM «appimagey;

(® O6pas Termidesk Live noctaBnsetcs C yxe HaCTPOEHHbIM (QYHKLMOHANIOM MNOAAEPXKKM
nonyyenus IP-agpeca ot DHCP-cepBepa.
Ecnu ueneBoe ycTponcTteo ¢ obpasom Termidesk Live nmeet 2 u 6onee ceteBbix UHTepdenca ¢
aBTOMaTUYeCKUM nony4yeHneM napametpoB ot DHCP-cepBepa, ona noucka NFS-cepsepa bynet
MCMOJIb30BaTbCA MepBbin MHTepdenc.
B Tekywen Bepcum Termidesk Live He npegycMoTpeHa mnaposibHasi MAWM Kakas-nmbo WHas
ayTeHTUbMKaLma Npu MOHTUpoBaHMK KaTanora ¢ NFS-cepeepa.
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* LefieBOe YCTPOUCTBO C obpaszom Termidesk Live nogkntoyaeTcs K YKaszaHHOMY B OMUUK
«appimage» NFS-cepBepy u katanory n moHtupyet ero B OC Termidesk Live;
* nocne 3aBeplueHus 3arpyskun Termidesk Live npunoxxeHus, KoTopble 6bl/iM pa3MeLLEeHbl B KaTanore

Ha NFS-cepBepe, oTobparkatoTcs Ha pabouem ctone OC Termidesk Live.

3.1.2 . [lononHuTenbHasa HacTpomka cylecteytowero DHCP-cepeepa
DononHuTtenbHaa HacTporka cyuwecTsytowero DHCP-cepeepa cBoaMtcs K  pefakTUpOBaHUIO
KoHdurypaumoHHoro danna dhcpd. conf, a UMeHHoO:

* B (parine obsazaTeNbHO AO/KHA ObITb yKasaHa onuusi «appimage» c kogoM «155» mn 3HadeHueMm

«text»:

© TMonyueHune onumn «appimage» ¢ kogoM «155» u 3HaueHuneM «text» npemonpeneneHo B obpase
Termidesk Live, ncnonbzoBaHMe Apyrux 3HaYEHMN OMNLMKN HE NPefyCMOTPEHO.

1 option appimage code 155 = text;
» B dhansie oba3aTenibHO JOMKeH 6biTb yka3aH NFS-cepeep, Hanpumep:

1 host nfs-server { hardware ethernet 08:00:27:be:4a:f0; fixed-address
192.0.2.1; }

* B (danne obszaTeslbHO MPUCBOMTbL OMNUMKM «appimage» nyTb K Katanory Ha NFS-cepsepe, u3

koToporo Termidesk Live byaeT nonyyaTb NpUnoXKeHUs:

1 option appimage "192.0.2.1:111:2049:/nfs";

roe:

192.0.2.1 - IP-appec NFS-cepBepa;

111 - NOpT perucTpaumm yaaneHHbix BbizoBos npouenyp (RPC);
2049 - nopt ans nogkntodeHma kK NFS-cepeepy;

/nfs - nyTb K kaTtanory Ha NFS-cepBepe anss MOHTUpOBaHuUS.

Mpumep damna dhepd. conf:
& TlMpueeneH Tonbko npumep damna! Hactponku DHCP-cepsepa u IP-agpeca ponkHbl 6biTb

3aMEHEHbl Ha aKTyaJibHble, WCMOMb3yEMbIE COMMACHO CXeMe aApecaumu, npuUHATOM B
MHPACTPYKTYpe NpeanpusaTms.

1 option appimage code 155 = text;

2 subnet 192.0.2.0 netmask 255.255.255.0 {

3 host nfs-server { hardware ethernet 08:00:27:be:4a:f0; fixed-address
192.0.2.1; }

4 option routers 192.0.2.2;
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313

option subnet-mask 255.255.255.0;

range 192.0.2.10 192.0.2.255;
default-lease-time 600;

max-lease-time 1800;

option appimage "192.0.2.1:111:2049:/nfs";
option domain-name-servers 8.8.8.8, 8.8.4.4;

=
R © O 0 ~N o0 Ul

=

. JdononHutenbHaa HacTpouka cyuwecTtytowero NFS-cepsepa

HononHuTtenbHas HacTpomka cywecTteytowero NFS-cepeepa cBoamTcs K:

:~$

Co3haHuI0 0bsi3aTeNnbHOro KaTanora, YKasaHHOro B OMUMKM «appimage», B KOTOpoMm OyayT

pasMeLLaTbca npunoxenus (/nfs):
sudo mkdir /nfs

CO34aHMI0 NoaKaTanora appimage B ykasaHHOM kaTanore (/nfs/appimage) ans xpaHeHus dannos

pa3pewieHunsa .AppImage:
sudo mkdir /nfs/appimage

CO30aHUIO  MoAKaTasnora menu B YyKasaHHOM  KaTanore (/nfs/menu) pna  xpaHeHus

KOHMUIrypaumoHHbIX (aiioB:
sudo mkdir /nfs/menu

CO30aHMI0 MopkaTanora images B kKatanore appimage (/nfs/appimage/images) ana xpaHeHus

n306paXkeHUM (MKOHOK) NMPUIOXKEHWUN:

sudo mkdir /nfs/appimage/images

Mocne CO30aHUNA KaTaJ1oroB OHU O0JDKHbI ObITb HaMOMHEHbI COOTBETCTBYHOLLUM o6pa30M:

B KOpeHb KaTtanora /nfs/appimage HeobxoaMMO MOMECTUTb HEMOCPEACTBEHHO MPUJIOXKEHUS B
dopmaTe .AppImage (cospaHue dannoB nogobHoro dopmaTta npuseneHo B nogpasaene CosgaHue

npunoxxeHui popmara Applmage);

A Daninam .AppImage 0693aTeNIbHO HYXKHO 806aBUTbL (iar UCNONHEHMUS:

:~$ sudo chmod +x /nfs/appimage/*.AppImage

B KaTasnior /nfs/appimage/images HeOBXOAMMO NOMECTUTb U30OPAKEHUS;
B KaTtanor /nfs/menu HeobxoguMMO MOMECTUTb KOHPUIrypaumoHHble dannbl, COOTBETCTBYOLLME
.AppImage, cogep>kallume onMcaHue pasMeLLeHMs NpUIoXKeHns Ha paboyem ctone Termidesk Live.

Mpumep koHbUrypauyoHHoro damnna /nfs/menu/Application:
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needs="x11"; title="Application"; dicon="/nfs/appimage/images/Application.png"; command="/
nfs/appimage/Application-x86_64.AppImage";

3.1.4. CospaHue npunoxxeHui dopmarta Applmage

Ona

co3gaHMa  npunoxkeHun QopmaTta .AppImage MOXET WCMONb30BATLCS WUCMOJHAEMbIN  dann

appimage-builder.sh. [lpeobpa3oBaHve NPUNOXKEHUIM [O/MKHO BbIMOJHATLCS Ha AOboM  y3ne,

oTnn4HoM oT Termidesk Live n Ha KOTOPOM BO3MOXXHO paspeLleHne 3aBUCUMOCTEN, MPUBEAEHHbIX HUXKE.

LencTema ons nogroToBKM K MCNOMb30BaHMIO appimage-builder.sh:

o

Bce nepeuncneHHble B 3TOM nogpasaene AeUCTBUS AOMXKHbI BbiNonHATbes Ha OC, oTanyHom oT
OC Astra Linux Special Edition, Hanpumep: Alpine Linux, Debian.

:~S

CKayaTb yTUAUTY appimagetool: https:/github.com/Applmage/appimagetool/releases. NomecTuTh
B JIODYO OMPEKTOPULD, HanpuMmep, /home/user/;

CKayaTb cpefny BbIMosHeHus runtime:  https:/github.com/Applmage/type2-runtime/releases.
MomecTuTb B NtobYyO AUpeEKTOpUIO, HanpuMmep, /home/user/;

YCTaHOBUTb NakeTbl rpm2cpio U cpio;

YCTaHOBUTb NakeT binutils;

Ha3HauuTb Gnar MCNOMHEHUS AAS 3arpy>XEHHbIX YTUIUT appimagetool-x86_64.AppImage u

runtime-x86_64:

chmod +x /home/user/appimage-builder/appimagetool-x86_64.AppImage /home/user/appimage-

builder/runtime-x86_64

€o3paTb KaTanor appimage-builder:

mkdir /home/user/appimage-builder

CKOMMpPOBaTb B Hero damn appimage-builder.sh 1 caenaTb €ro UCNONHSEMbIM:
chmod +x /home/user/appimage-builder/appimage-builder.sh

CO34aTb KaTasior MpPUIOXKEHUS apps C MOAKAaTaNIoroM HaMMEHOBaHWSA MPUIIOXKEHUS (B Mpumepax

ucnonblyeTcs icaclient):
mkdir -p /home/user/appimage-builder/apps/icaclient

co3patb B KaTtasiore /home/user/appimage-builder/apps/icaclient dann sources v BHECTU

B HEro Bce 3aBUCUMOCTU NPUNOXKEHUA, MPUMEP!

1 http://security.debian.org/debian-security/pool/updates/main/w/webkit2gtk/
libwebkit2gtk-4.0-37_2.42.5-1~debl2ul_amd64.deb

2 http://security.debian.org/debian-security/pool/updates/main/w/webkit2gtk/
libjavascriptcoregtk-4.0-18_2.42.5-1~debl2ul_amd64.deb
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http://ftp.ru.debian.org/debian/pool/main/i/icu/1libicu72_72.1-3_amd64.deb
http://ftp.ru.debian.org/debian/pool/main/g/gst-plugins-badl.0/libgstreamer-
plugins-badl.0-0_1.22.0-4+debl2u5_amd64.deb
http://ftp.ru.debian.org/debian/pool/main/1libj/libjpeg-turbo/libjpeg62-turbo_2.1

.5-2_amd64.deb

http://ftp.ru.debian.org/debian/pool/main/1liba/libavif/libavifl5_0.11.1-1_amd64.

deb

http://ftp.ru.debian.org/debian/pool/main/1libm/libmanette/libmanette-0.2-0_0.2.6
-3+bl_amd64.deb

http://ftp.
http://ftp.

64 .deb

http://ftp.

eb

http://ftp.

md64.deb

http://ftp.
http://ftp.
528b0-1_amd64.
http://ftp.

amd64.deb

http://ftp.ru.

ru.
ru.

ru.

ru.

ru.
ru.

ru.

debian.org/debian/pool/main/d/davlid/libdavld6_1.0.0-2_amd64.deb
debian.org/debian/pool/main/libg/libgavl/1libgavli-1_0.18.0-1+bl_amd

debian.org/debian/pool/main/r/rust-ravle/libravlie®_0.5.1-6_amd64.d
debian.org/debian/pool/main/s/svt-avl/libsvtavlencl_1.4.1+dfsg-1_a
debian.org/debian/pool/main/a/aom/libaom3_3.6.0-1_amd64.deb
debian.org/debian/pool/main/liby/libyuv/libyuve_0.0~git20230123.b2
deb

debian.org/debian/pool/main/a/abseil/libabs120220623_20220623.1-1_

debian.org/debian/pool/main/g/gcc-12/1libstdc+

+6_12.2.0-14_amd64.deb

http://ftp.ru.

deb

http://ftp.

md64.deb

http://ftp.
http://ftp.

ru

ru

ru.

0-2_amd64.deb

http://ftp.
plugins-basel.
http://ftp.

ru.

ru

debian.org/debian/pool/main/g/glib2.0/1libglib2.0-0_2.74.6-2_amd64.

.debian.org/debian/pool/main/1libs/libselinux/libselinux1_3.4-1+b6_a

.debian.org/debian/pool/main/libf/libffi/libffi8_3.4.4-1_amd64.deb

debian.org/debian/pool/main/g/gstreamerl.0/libgstreamerl.0-0_1.22.

debian.org/debian/pool/main/g/gst-plugins-basel.0/libgstreamer-
0-0_1.22.0-3+debl2ul_amd64.deb

0-0_1.22.0-3+debl2ul_amd64.deb

* B KaTasore npunoxeHus (B npumepe - icaclient) co3paTb nogkatanor files:

:~$ mkdir /home/user/appimage-builder/apps/icaclient/files

* NOMecCTUTb B noakatanor files dannbl gns 3anycka Applmage, a uMeHHo:

e M306parkeHne NpunoxeHus B dopmaTe . png;

e KOHMUrypauuoHHbln ¢ann dopmara

~No b wWwN R

NMpUSIOXKEHUs, npumep:

[Desktop Entry]

Version=1.0

Type=Application
Name=Citrix Workspace
Icon=receiver
Categories=Network;

Exec=opt/Citrix/ICAClient/selfservice --icaroot opt/Citrix/ICAClient

Bbinyck ot mas 2024
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e MCnonHseMbl darn AppRun, COAEPXKALLMIA OCHOBHYIO KOMaHAY 3amnycka MpUIoXKeHus,

npuMmep:

1 #!/bin/sh

2
3 export LD_LIBRARY_PATH="11ib/x86_64-1linux-gnu;lib;lib64;usr/lib;usr/1lib/x86_64-
linux-gnu;"
4
5 readlink_file() {
6 next_path=$1
7 i=0
8 while [ "$i" != 10 ] && [ "x$next_path" != "x$path" ]; do
9 path=$next_path
10 next_path=$(readlink "$path" || echo $path)
11 ((++1))
12 done
13 echo "$path"
14 }
15
16 basedir() {
17 file=$(readlink -f "$1") || $(readlink_file "$1")
18 echo $(cd "$(dirname "sfile")" && pwd -P)
19 }
20

21 cd "$(basedir "$0")" && LD_PRELOAD=usr/1lib/x86_64-1inux-gnu/libgmodule-2.0.s0.0
opt/Citrix/ICAClient/selfservice --icaroot opt/Citrix/ICAClient

® Ecnun npunoxeHune HeobxoaMMo MoaMdUUMPOBaTb, NPUMEHUTL K HEMY MaTy, TO 3TO BO3MOXHO
chenatb, CO34aB UcMosiHAeMbIn dann build. sh.
Build.sh momkeH copepxxaTb B cebe HEOBXOAMMble UHCTPYKLUMU MO MoaMbUKALMU U LOSHKEH
ObITb CKOMMPOBAH B KaTasor MpPUJIOXKeHUsl, B npumepax 3To /home/user/appimage-builder/
icaclient.

* ybeamuTbCa, YTO CTPYKTypa Katasora npunoxeHus (B npumepe - tdcaclient) cooTBeTCTBYeT

CNefyoLLEN:

1 appimage-builder/icaclient

2 |— build.sh (HeoBszatenbHbIi thaiin)
3 |— files

4 | b— AppRun

5 F— dcaclient.desktop

6 | L— dcaclient.png

7 L— sources

Mocne BbINOMHEHUSI BCEX MEPEUNCNEHHBIX AENCTBUM MO MOATOTOBKE CPeAbl BbIMOAHEHUSI MOXXHO MepenTu
K dopMupoBaHuio dannos .AppImage:

* nepenTM B KaTanor appimage-builder:

:~$ cd /home/user/appimage-builder/
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* 3aMyCTUTb MCMNoNHSeMblM dann appimage-builder.sh, yka3aB npuno)keHWe, [N KOTOPOro

HeobxoanMo cchopMmpoBaTb .AppImage (B npuMmepe - icaclient), U MHCTPYMEHTbI COOPKU:

:~$ ./appimage-builder.sh --appimage-tool /home/user/appimage-builder/appimagetool-x86_64.

AppImage --appimage-runtime /home/user/appimage-builder/runtime-x86_64 icaclient

Ecnu cpena BbinosnHeHWs Gblia NOArOTOBNEHA MPaBUIIbHO, TO appimage-builder.sh aBTOMaTUYeCKU

co3pacT Katasor AppImages B AOMalUHEM KaTajiore rnoJjib3oBaTeNa U MOMeCcTUT B Hero rnocrne C60pKVI

dannbl .AppImage 1 XKypHan cbopku. B kauecTBe BpeMeHHOro Katasora ucnonb3yeTtcs /tmp/.

Cnucok Bcex napamMeTpoB, NOAAEP)KMBAEMbIX UCMOHsAeMbIM dainioM appimage-builder.sh, npuseneH

B Tabnumue (cm. Tabnuua 1).

Tabnuua 1 - Cnucok napameTpos gns appimage-builder.sh

Mapamerp OnucaHue
--help Bbi3oB cnpaBku appimage-builder.sh
--version BbiBog TekyLuen Bepcun appimage-builder.sh

--appimage-tool

MyTb K MHCTPYMeHTY cbopkm appimagetool

—-—appimage-runtime

MyTb K UHCTPYMEHTY Cpeabl BbIMOAHEHMS runtime

-—input-path

KaTanor ¢ darinamu ncxogHbix naketos (AppRun, .desktop, .png)

--output-path

Katanor ans coxpaHeHusi cobpaHHbix dannos . AppImage

--cache-path KaTanor c 3arpy>keHHbIMM NakeTamMu 3aBUCMMOCTeN. 3alaHWe napaMeTpa
n36aBnsieT 0T HEOBXOAMMOCTM NOBTOPHOM 3arpy3ku NakeToB, YKa3aHHbIX B
sources

--log-path Katanor ans coxpaHeHus xypHana c6opku
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4. PABOTA C TERMIDESK LIVE

4.1 . 3arpyska B OC
4.1.1 . 3arpyska c USB-HocuTens

Ons Hauana pabotbl ¢ Termidesk Live u 3arpysku c noaroToBneHHoOro paHee 3arpysouvHoro USB-
HOoCcUTensd Hy)KHO:
* yctaHoBuTb USB-HocuTens B8 USB-nopt uenesBoro yctponcTtsa (KOMMbHOTEP, TOHKUM KIIMEHT M
[p.), KOTOpoe JOMKHO BbITb 3arpy»eHo ¢ Termidesk Live;
* BKJIHOUYUTb LiESIeBOE YCTPONCTBO;
* Ha 3Tane BkAto4eHMa Ao 3arpy3km OC HaxkaTb knasuwm <F11> unu <F12> ona nepexopa B MeHto
BbIOOpa 3arpy3o4HOro ycTponcTsa B 6a3oBon cucteme Beoga-Bbisoga (BI1OS);
* BbIbpaTh noarotosneHHbIi USB-HocuTens;

* poxkaatbes 3arpy3km OC (cm. Pucyrok 10) M 0TOBpaxkeHMst paboyero cTona (cm. PucyHok 11).

PucyHok 10 — DkpaH 3arpyskum Termidesk Live
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Termidesk Client

O TERMIDESK

&% Applications = g 07:34 PM
PucyHok 11 - Pabouuni cton Termidesk Live
4.1.2 . 3arpy3ka no cetu

Ons 3arpyskmu Termidesk Live no ceTu Hy>XHO MOATrOTOBUTbL LieNIeBOE YCTPOMCTBO, HacTpous B BIOS/
UEFI 3arpysky no cetu.

4.2 . Hayano pa6ortbl

Mocne 3arpyskm B OC HyxHO oTkpbiTb KnuneHT (apnbik nporpammbl  «Termidesk Client»),
pacrnosioXXeHHbIM Ha paboyeM cTone. LocTynHble aencTBus no pabote ¢ KnueHToM npuBeneHbl B
nokymenTe CJIET.10001-02 92 01 «PykoBoacTBOo rmonb3oBaTens. YCTaHOBKA M 3KCriyaTaums
koMnoHeHTa «KnneHT».
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5. 3ABEPLUEHUE PABOTDI

5.1 . 3aBepweHue pabotbl ¢ Termidesk Live

Lns 3aBepueHns pabotbl ¢ Termidesk Live v BbIkntOUYeHUS yCTPOMCTBa HEOBX0AUMO:
* B naHenu ynpasneHuss OC nepentun «Applications - Session»;

* BblbpaTb NYHKT «Shut Down» (cm. PucyHok 12).

© TMocne 3aBepwenua pabotbl ¢ Termidesk Live nporpecc, caenaHHblid 3a ceaHC, He 6yadeT
coxpaHeH!

H O 6

Reload Restart Shut Down

Cancel

PucyHok 12 — [yHKT MeHI0 Ansi BbIK/IFOYEHUs yCTPOMCTBA
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6 . HELUTATHbIE CUTYALIUU

6.1 . HewTaTHble cuTyaumm U cnocobbl X yCTpaHeHUs

C/ET.10001-02 91 04

Bo3MoxkHble HeucnpaBHOCTM Mpu pabote ¢ KnveHTOM M cnocobbl MX YCTpaHeHUsl npuBeaeHbl B

Tabnuue (cm. Tabnuua 2).

Tabnuua 2 - NMepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB MX YCTPaHEeHUs!

«Number of service reached
MAX for service poll»

NHpukaums OnucaHue BosMoxxHoe pelueHue
Owmnbka: Ownbka nosensieTcsa npu Heobxonvmo obpatuTbcst K AAMUHUCTPATOPY.
«He 3apaH TpaHcnopT nonbITke nonyunte BPM ALMWHUCTpaTOPY HEOBX0AMMO A06aBUTL NPOTOKOSbI
MOAKIYEHUA» pocTtaeku B poHa BPM
Owmnbka: Ownbka nosensieTcsa npu Heobxonvmo obpatuTbcst K AAMUHUCTPATOPY.

3anpoce BPM

OwmnbKa 3HaUUT, YTO AOCTUTHYTO MaKCUMabHOE
konuyectso BPM.

ALMUHUCTpATOPY HEeobXxoanMo NMbo nepenTh B HOHA,
BPM u npuHyauTensHo 3aBepLUnTbL ceccuto, Nnbo
yBenuuutb B poHae BPM makcumanbHoe konvyecTso
BPM

Owwnbka:

«[Mpokcu-cepsep 3anpetun
NoaKtoHeHUe»

Ownbka nosenseTcs npu
noakatoveHun K poHay BPM

Heobxonvmo 0bpatuTbcst K AAMUHUCTPATOPY.

Heobxonvmo HacTpouTh npokcu-cepeep Ha yposHe OC
MoJiIb30BaTeIbCKOM paboyer CTaHLUM

Cratyc «[lMogrotoeka pabouero
MeCTa» BUCUT HEOTPaHUYEHHO
[ONro

Mpu NonbITKe NOAKNOUUTLCA K
BPM no npotokony RDP
(HanpsMyto nnu Yyepes LWHO3)
nosBnseTca cTatyc
«[NopkntoyeHne k pabovemy
MeCTy», KOTopasi MoTOM
cMeHsieTcs Ha «[NoaroTtoska
pabouero mecta» u
OTOBpaXkaeTcs HEOrPaHUUYEHHO
ZLonro

Heobxonvmo 0bpatuTbcst K AAMUHUCTPATOPY.

CuTtyaumsi BO3HUKAET, ecnv nopT cepsepa Termidesk
HeaoCTyrMeH: Npu 3anpoce noakntoveHns kK BPM no
npoTtokony RDP nepeg Bblgaver noakao4eHms
ancnetyep Termidesk npoBoauT npoBepky
JOCTYMHOCTU NopTa 3aTpeboBaHHOro NPOTOKONa Ha
uenesom IP-agpece.

AILMUHUCTPATOPY HEOBXOAMMO B HaCTpomKax punbTpa
TpacuKa paspelnTb NOAKIIOUYEHMNE U3 CErMeHTa CEeTU C
uHdbpacTpykTypon Termidesk ansa ysnos c ponsmu
ANCNeTYepoB NMOAK/IHOYEHUI B CEIMEHT CeTH, rae
HaxogsaTca BPM, Ha nopt RDP 3389

Mpw nonbiTke coeamnHeHUs ns
OC Astra Linux Special Edition
1.7 K TepMUHaNbLHOMY cepBepy
Astra Linux (STAL) nnu
ony6/IMKOBAaHHOMY Ha HeM
MPUIOXEHUIO COEAMHEHME He
yCTaHaB/MBaeTCa

Mpu noaxntoueHun k STAL
COeAMHEHUE He YCTaHaBIMBAETCA

Heobxoammo 06paTuTbcst K AAMUHUCTPATOPY.

Lna ycTpaHeHus npobneMbl HeO6X0AMMO B
rpaduyeckoM nHTepderice ynpasneHus Termidesk
nepenTtn «Paboune mecta - MoHabI», BbIGPaTb GoHA
BPM u 3apatb eMy nonuTtuky «MexaHusm
obecneyveHms 6e3onacHocTu Ha ypoeHe ceTtu (RDP)» -
«TLS» unu «RDP» ans noctyna k STAL
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Nnomkauma

OnucaHue

BosmMoykHoe pelueHue

He oTobpaykaeTcs okHO
MPUNOXEHUS, MNONYYEHHOMO
yepe3 Microsoft Remote
Desktop Services, 8 OC
Microsoft Windows

Mpw 3anycke NpunoXkeHus Ha
naHenu 3agay otTobparkaeTcs
MKOHKa MPUIOXEHUS, CaMO
NPUIOXEHME He OTOBparkaeTcs

YT106bI 060MTH 3TY NPOBNEMY, HYXKHO OTK/IHOUUTH
pexxuMm hi-Def Ha nonb3oBaTenbCKon paboyen
cTaHumu.

ﬂ,}'lﬂ 3TOro BbIMNONMHNTb NOCNE[O0BaTENIbHOCTb ,EI,EV‘ICTBMI;'IZ

* Ha)xaTb 3KpaHHYyto KHonky [MMyck], BBecTn
regedit u BblbpaTb regedit.exe;

* B OTKpPbIBLUEMCS PefaKTOpe peecTpa OTKPbITb
noapasgen
«HKEY_CURRENT_USER\SOFTWARE\Micr
osoft\Terminal Server Client»;

= B MeHt0 «[lpaBka» BbIbpaTb NyHKT «Co3aaTb», a
3ateM «[lMapameTrp DWORD»;

* B none «HoBoe 3HauyeHne 1» BBECTHU
EnableAdvancedRemoteFXRemoteAppSupport
n HaxxaTb knasuwy <ENTER>;

* MpaBOM KHOMKOWM MbILLM HaXKaTb Ha NapameTp
EnableAdvancedRemoteFXRemoteAppSupport
1 BbIBPaTb NYHKT «M3MeHUTbY;

* B MOJe JaHHbIX «3HaYeHne» BBECTU O U
HaxkaTb kHonKy [OK];

* 33KpbITb peaakTop peecTpa

Owmnbka:
«Ownbka cepsepa»

Ownbka nosenseTcsa npu
MOMbITKE COEAMHEHUS K
TepMuHa/bHOMY cepBepy Astra
Linux (STAL)

Heobxonrmo o6paTuTbcs K AAMUHUCTPATOPY.

ALMUHUCTPATOPY HEOBXOAMMO MOAKIHOUUTBLCS K
cepBepy c yctaHoBneHHbIM STAL v nposeputb
3HauyeHue napamMeTpa allowed_users B danne /etc/
X11/Xwrapper.config. DTOT napameTp AO/KEH
COOTBETCTBOBATH:

allowed_users=anybody
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7 . MPUHATBIE TEPMUHbI U OINMPEOEJIEHUA

TepMuH

OnpegpeneHue

BupTtyanbHoe
pabouyee MecTO

Takke: BPM.

locteBas OC unu OC, ycTaHOBNEHHas! Ha BblAENIEHHOM KOMIMbIOTEPE, AOCTYM K KOTOPOM
peanusyeTcs C MOMOLLbIO MPOTOKOMA YAANIEHHOMO JOCTYNa

[ocTeBas OC

OC, dyHKLMOHUpYtOLWas Ha BM

MocTaBLmK pecypcos

OC, nnatdopma BUpTYyanusaumm unm TepMmmnHanbHbii cepeep (MS RDS/STAL), npepoctasnstoLime
BbIYUC/IUTENbHbIE MOLLHOCTU, PECYPCbl XpaHEHUs JaHHbIX, @ Tak)Ke CETEBbIE pecypchl Aist
pasmeweHuns doHgos BPM

n POTOKO OOCTaBKU

Mopnepskmeaembivt B Termidesk npoTokon ypaneHHoro goctyna kK BPM

KoMnoHeHT
«YHUBepcanbHbIn
aucnetyep»

KomnoHeHT Termidesk. OToensieMbift KOMNOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAKOLLMI 3a
MAEHTUbMKaALMIO Monb3oBaTeNien, HasHavyeHne MM BPM u koHTponsa goctaskn BPM.
YcTaHaBnuBaeTcsa u3 naketa termidesk-vdi. HaumeHoBaHuWe cnyybbl nocne ycTaHOBKM:
termidesk-vdi.service

®oHg paboumx mecT

Takxke: doHa BPM.

COBOKyI‘IHOCTb noaroToBJIEHHbIX BPM ANna 4OCTaBKKM MO OAHOMY UJIM HECKOJIbKUM NMPOTOKOJ1aM
YAaneHHOoro oocrtyna B 3aBUCUMMOCTU OT MOSIHOMOYMI MOJIb30BaATENEN

KomnoHeHT «LLnto3»

KomnoHeHT Termidesk. CamocTosiTeNbHbIM KOMAOHEHT, OTBEYAIOLLMIN 338 TYHHENIMPOBaHMWE
NPOTOKO/IOB AOCTaBKM, UCMOMb3YHOLMX TPaHCMOPTHbIN npoTokon TCP.

B 6onee cTapoi peanvsaummn yctaHaBaMBaeTcs M3 NakeTa termidesk-vdi. HaumeHoBaHWe ciyx6bl
rnocne yctaHoBKW: termidesk-wsproxy.service.

B HoBoOW peanuzauum ycTaHaBAMBaEeTCs M3 NakeTa termidesk-gateway, noanepyxka CTapomn
peanusaumu yaaneHa, HauuHas ¢ Termidesk Bepcun 5.0. HanmeHoBaHWe cnyybbl nocne ycTaHOBKM:
termidesk-gateway.service.

KomnoneHT «CepBep
TepMuMHanoB Astra
Linux»

KomnoHeHT Termidesk. Takxe: STAL.

O6ecneunBaeT NoAKIKOYEHME NOb30BATENLCKMX paboumx cTaHum K BPM ¢ OC Astra Linux
Special Edition yepes ceaHc yaaneHHoro TepMuHana
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8 . MEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

BPM BupTyanbHoe pabouee mecTo

ocC OnepaunoHHas cuctema

BIOS Basic Input-Output system (6a3oBas cucTeMa BBOAa-BbIBOAA)

DHCP Dynamic Host Configuration Protocol (npoTokon anHamuyeckon koHdUrypauum
xocTa)

IP Internet Protocol (MexceTeBon npoTokon)

NTP Network Time Protocol (npoTokon ceTeBoro BpemMeHM)

PXE Preboot eXecution Environment (cpeaa ans 3arpysku KOMnboTepa € MOMOLLLbIO
ceTeBOW KapTbl 63 UCMOMb30BaHMSA NIOKa/IbHbIX HOCUTENEN JaHHbIX)

RDP Remote Desktop Protocol (npoTtokon ynaneHHoro pabouyero ctona)

SIP Session Initiation Protocol (npoTokon MHMLManM3aumm ceaHca CBA3N)

SPICE Simple Protocol for Independent Computing Environments (npoctor npotokon ans
HE3aBMCMMOM BbIYUCANTENbHOM Cpeabl)

SSL Secure Sockets Layer (kpuntorpacduyeckuii npoTokon)

Termidesk MporpamMMHbIM KoMniekc «ducneTyep NOAKIOHEHUIM BUPTYanbHbIX pabounx MecT
Termidesk»

TFTP Trivial File Transfer Protocol (npocTo npotokon nepeaayn dannos)

UEFI Unified Extensible Firmware Interface (yHubu1LMpPOBaHHbIN paclumpsiemMbii
MUKPOMpPO-rpaMMHbIN MHTepdENC)

usB Universal Serial Bus (nocnegoBaTtenbHbIn MHTEPdENC AN5 NOAKIOYEHUS
nepucepUnHbIX YCTPOMUCTB)

VNC Virtual Network Computing (cuctema yaaneHHoro goctyna kK pabouemy crony
KOMMbHOTEPA)

WINS Windows Internet Name Service (cnyx6a conoctaneHus NetBIOS-uméH
KoMnbtoTepoB ¢ |P-agpecamu y3noB)
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