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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmn OOKYMEHT SBNSIeTCS 4eTBEPTOM YaCTbl PYKOBOACTBA agMUHUCTPaATOpa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTOM pykoBoACTBE NMpUBEAEHO Ha3HAaYeHWe, YCTaHOBKA M HAaCTpOMKa KOMMOHeHTa «AreHT». Ons Toro,
yTOOblI MONYYUTH MHPOPMALMIO O MeCcTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCe, HeobxoamMMo
06paTUTBLCS KO BTOPOM 4YacTu pykoBoacTBa agMuHucTpatopa - CJZTET.10001-01 90 02 «PykoBoactBo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

1.2 . Ha3zHayeHWe KOMMOHEHTa «KAreHT»
KomnoHeHT «AreHT» (fanee - AreHT) BXxoamT B cocTaB Termidesk.

K KOMMOHEHTY AreHT oTHOCATCHA cneapyrwowme nNnogKOMMOHEHTDI, Ka)l(,ﬂ,bll)'l M3 KOTOPbIX yCTaHaB/1MBaeTCAa
OTAeNbHO:

* AreHT BupTyanbHoro pabouyero Mecta (BPM) - ycTaHaBnuBaeTcs B rocTeByto OMeEpaLMOHHYHO
cuctemy (OC) npu noarotoBke 6azoBoro BPM. BbinonHset B3aumogencTBue C AUCMETYEPOM
Termidesk, koHdburypmpyetr BPM, dukcmpyeT pencteus nonb3oBaTensl, peanusyeT Mepegadvy
YMpPaBASOLWMX COOBLLEHNI;

* AreHT y3na BupTyanmsauum (panee - AreHT YB) - ycTaHaBnmMBaeTcs Ha y3en BMpTyanu3auuu.
AreHT Y B B3auMopencTByeT C runepBM3opoM yepes moayib Libvirt;

" CECCUMOHHbIM AreHT - YCTaHaBNIMBAeTCA Ha CepBep TEPMMHANIOB, aKTMBMPYET BO3MOXKHOCTb
MHOXECTBEHHOIO AOCTyNa Nosb30BaTeNen K yaaneHHbIM paboymnM CTONIaM U NPUSTOXKEHUSIM;

* BuAeoareHT - ycTaHaBnmeaetca B rocteByto OC npu noprotoske 6azosoro BPM. BbinonHser
nepeHanpas/iieHME BUAEOKAMEpPbI C MOMb30BaTe/IbCKOM paboyer cTaHumMu B BPM;

* AreHT BMpTYa/lbHbIX CMapT-KapT - ycTaHaenuBaeTcs B rocteByto OC npu noarotoBke 6a30BoOro
BPM. BbinonHseT nepeHanpaBfiieHWME  MOAKJOYEHHbIX K  MOJIb30BaTeNIbCKOM  pabouen

CTaHUMM cMapT-KapT B BPM.

COOTBeTCTBVIe nepevyncsieHHbIX MNOAKOMMOHEHTOB YCTAaHOBOYHbIM cbaﬁnaM npmeegeHo B Ta6}'IVILI,€ (CM.
Tabnuua 1).

Tabnuua 1 - CooTBeTCTBME NOAKOMMOHEHTOB M HAMMEHOBAHWUIM YCTAHOBOYHbIX (harnoB

HauMeHoBaHMe NOAKOMMNOHEHTA MecTo ycTaHOBKM HanmeHoBaHMe NakeTa yCTaHOBKM
NOAKOMIMOHEHTA
Arent BPM lNoctesasa OC python3-termidesk-agent /
termidesk-agent
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HauMeHoBaHMe NoaKOMMNOHeHTa MecTo ycTaHOBKM HanMeHoBaHMe nakeTa yCTaHOBKM
NOAKOMIMOHEHTA

ArenT YB oVirt, zVirt, MK CB bpecTt python3-termidesk-vmsd

CeccnoHHbIM AreHT CepBsep TepMuHanoB termidesk-session-agent

BuaeoareHT lNoctesag OC termidesk-video-agent

AreHT BUPTYyaNbHbIX CMapT- lMNoctesas OC termidesk-pcsc-vscard

KapT

AreHT YB (cepBuc termidesk-vmsd) 3anyckaeTcs Ha y3nax BupTyanusaumm oVirt, zVirt, nporpammHom
komnnekce «CpeactBa BupTyanusaumm «bpect» (panee - MK CB bpect) u pabotaeT B kaudecTse
nocpegHuka Mexay Llibvirtd w areHtom BPM u4epes virtio kaHan /dev/virtio-ports/
ru.termidesk.tvm.0.

MonyyeHHble ot AreHta BPM komaHapb! (shutdown, disconnect), termidesk-vmsd TpaHcaupyeT B

libvirtd, no3sonss TeM cambiM ynpasnsaTe BM, Ha koTopown 3anyuwieH AreHT BPM.

BupeoareHT (cepBuc termidesk-video-agent) 3anyckaetca B BPM u npegHasHaueH ans npuema
M306paXkeHUs1 C Kamepbl MOJIb30BAaTENbCKOM pabouyen CTaHUMM uYepe3 virtio kaHan /dev/virtio-
ports/ru.termidesk.RealtimeStreaming.o0.

Mony4eHHbIM NOTOK NepeHanpaBAfeTCs Ha NpeaBapUTENIbHO CO34aHHYO BUPTYaslbHYHO BUAEOKAMeEpY, YTO

NMO3BONSIET MPUNIOXKEHUSM BUAEOKOHbEpeHLMIN paboTaTb BHYTpu BPM.

1.3 . TpeboBaHus K annapaTHOMY U NPorpaMMHOMY obecrneyeHuIo

,D,J'Iﬂ YCTaHOBKM MNOAKOMMOHEHTOB AreHta MMWHUMabHblE arnnapaTHble Tpe6OBaHVIFI y3na AO0J1KHbI

COOTBETCTBOBaThb CneayroW UM

* npoueccop apxmuTekTypbl Intel x86 paspspHocTn 32/64 6uT;
* onepaTuBHas NamATb, He MeHee 1 'b;
* CcBO6OAHOE ANCKOBOE MpPOCTPaHCTBO, He MeHee 200 Mb ;

* ceTeBOe coegmHeHue, He meHee 100 MéuT/c.

TDEGOBaHVIﬂ K nporpaMMHOMY obecneyeHuto Ana NnoAKOMMOHEHTOB NpmBeOEHbI B Ta6J'IMLI,e (cm. Tabnuua 2).
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Tabnuua 2 - MNepeyeHb TpeboBaHUI K MpoOrpaMMHOMY 0becrneyeHuno

CNET.10001-01 90 04

= Debian 10.13;
= Ubuntu 18.04;
= Ubuntu 20.04

OcC:
= Ubuntu 20.04

AreHt BPM BupeoareHT u AreHT YB CeCcCHOHHbIA AreHT
AreHT BUPTyanbHbIX
CMapT-KapT
0cC: ocC: Mnatdopma OC:
= Astra Linux » Astra Linux BMpTYyanusaumu: = Astra Linux Special
Special Edition Special Edition » MK CB Edition (Server);
1.7; 1.7. Paborta Bbpect * Microsoft Windows Server.
= Microsoft BMUAeOareHTa Bepcun 3.2 | B OC gomkHbl 6bITb
Windows rapaHTMpoBaHa M HoBee YCTaHOBNEHbI:
paspsAHOCTU TOZBKO AN * Python 3.7.3 c cucTemoi
32/64 bur. yPOBHA y>n/paBneva nakeTamm
HdononHuTtenbHo 3aLULLIEHHOCTH pip;
NoAAep>KMBAOTCA «Open». = koMnoHeHT «CepBep
cnepytowme OC: LdononHuTenbHo TepMmuHanos» ans OC
* Debian 9.13; No4AEP>KNBAETCH Astra Linux Special

Edition (Server);
= MS RDS ana OC
Microsoft Windows Server.

B OC Astra Linux Special
Edition (Server) ponxHbl ObITb
BblOaHbl MpaBa Ha paboTy ¢
DBUS.

B OC Microsoft Windows Server
[OMKHbI BbITb BblAaHbl NpaBa
JIOKa/IbHOrO aAMUHMCTpaTopa

YKa3aHHbIN B Tabnuue koMnoHeHT «CepBep TepMMHaNoB» ABNAeTCa KoMNoHeHToM Termidesk.

B nnatdopme BupTyanuszaumm Oons BMAeOAreHTa [O/HKEH ObiTb aKTMBMPOBAH KaHan /dev/virtio-

ports/ru.termidesk.RealtimeStreaming.O0.

B nnatdopme BupTyanusaummu ans Arenta Y B ponykeH 6biTb akTMBMPOBAH KaHan /dev/virtio-ports/

ru.termidesk.tvm.0.

1.4 . Tunorpadckue cornawieHus

B HaCTOALLEM OOKYMEHTE NPUHATDLI cnenyrouimne TVII'IOFpaCbCKVIe cornawleHusa:

" MOHOLUMPUHHBIA WPUAPT -

MCMoNb3yeTcs AN BblaeneHuss ¢parMeHTOB TeKCTa

nporpamm,

HauMeHOoBaHMIM (annoB M nanok (AUPeKTopui), MyTen MnepeMeLLeHUs, CTPOK KOMMEHTapueB,

Pa3/IMYHbIX NPOrPaMMHbIX 3/1IEMEHTOB (0OBEKT, KNacc, TUM, NepeMeHHas, KOMaHAa, Makpoc 1 T. 4.),

d Tak>Xe BBOAMMOIo U BbiIBOOMMOIO TEKCTA B peXxxmme KOMaHﬂ,HOl‘/'I CTPOKMU,

" «KaBbl4KMN» — TEKCT, 3aKJIHOUYEHHbIN B KaBbl4KUN, NCNosib3yeTca Ond 0603HaYeHUa HaMMeHOBAHUM

[OKYMEHTOB, Ha3BaHWIM KOMMoHeHTOB Termidesk, MyHKTOB MeH, HAMMEHOBAHMW OKOH, BKIa[OK,

nosnemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Takxke BBOAMMOIO M BbIBOAMMOIO TeKCTa

B pexxuMe rpacdumyeckoro nHTepdenca;
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" [KBa,qpaTHble CKOGKVI] — TEeKCT, 3aKJIHOYEHHbIA B KBagpaTHblE CKO6KM, ncnonb3yeTca Aansd
HanMeHOBaHMA 3KpaHHbIX KHOMOK;
» <yrioBble CKOBKU> — TEKCT, 3aKJIIOYEHHbIN B yrnosblie CKO6KM, ncnonb3yeTca onigd HamMeHoBaHUA

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MonyyeHne NAKETOB YCTaHOBKMU Yepe3 MHTepHET-peno3uTopuii

Ona nonyyeHuMs nakeToB YCTAHOBKM MOXET wucnonb3oBatbcs WMHTepHeT-penosuTopun: https://

termidesk.ru/repos/.

LOns nopgkntoueHms penosmtopusi B OC Astra Linux Special Edition Hy»kHO BbINONHUTbL CnepytoLLee:

* YCTaHOBUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
-y - KJIHOY 419 NMPonycKa NoATBEPXKAEHUS YCTAaHOBKMU;
* nobaButb WHTepHeT-peno3uTopmin Termidesk (/var/repos/astra) B dann /etc/apt/

sources. list.d/termidesk_local. list yepe3 KOMaHOHbIN MHTEPNpPETATOp sh:

1 :~$ sudo sh -c 'echo '"deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIIOY A5 YTEHUs1 KOMaH[ U3 BBOAMMOMW CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHa BblBOOA TeKCTa, COBMECTHO C CMMBOJIOM «>» UCMNOJb3yeTCsl A5 nepeHanpasrieHus
CTpoku deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free - nobaBnsembin
peno3nTopui, BoXKeHHas koMaHaa $ (lsb_release -cs) NMoacTaBnseT Bepcuto - 1.7_x86-64;

" MoNy4unTb KNtod pernosmtopus Termidesk GPG-KEY-PUBLIC w pobasutb ero B OC:
:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* OBHOBWUTbL AaHHbIE MAKETHOrO MeHeayKepa:

:~$ sudo apt update

2.2 . MNonyuyeHune naketoB ycraHoBku B OC Astra Linux Special Edition

OuctpnbytrB npeactaBneH OuHapHbIM - dannoM naketa nporpaMmHoro obecneveHus (M0O) B
deb-dbopmare. YctaHoBka B OC Astra Linux Special Edition nponsBogmTCcs 13 nokanbHOro penosnTopums,

pacrnpocTpaHsieMoro B dopmate iso-obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMSI cnocobamu:
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* 3aMosiHMB 3anpoc Yepe3 canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NIMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lnsa nopgkntoueHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbINOJIHUTb CNeayoLLee:
* CKOMMPOBATb B JIOMALLHMI KaTasor Mnonb3oBaTens 0bpas aMcka termidesk-<Bepcus> . iso;

" MOAKAKUUTL 06pa3 aMcka K hannoBoM CUCTEME B KaTasior /mnt:

:~$ sudo mount -o loop termidesk-<Bepcusa>.iso /mnt

roe:

-0 loop - napameTpbl Ans NpuBS3KM netnesoro yctporctea (/dev/loop) K danny termidesk-
<Bepcus> . iso, yCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTanor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTanora repos MOAKIYEHHOro obpasa Aucka B Katanor /var

NoKanbHoW harioBOM CUCTEMDI:
:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - K04 O/ peKYpPCUBHOIO KOMMPOBAHMSA MOAKATaNoroB M GanioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

* OTKJIHOUMTb MNOAKJIHOYEHHbIN paHee 0bpa3 AMCKa OT y3na:
:~$ sudo umount /mnt
= YCTaHOBUTb NakeT lsb-release:

:~$ sudo apt install -y lsb-release

roe:
-y - KJIOY 419 NpPOonycKa NOATBEPXKAEHUS YCTaHOBKM;
* nobaBUTb JIOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local. list 4yepes KOMaHAHbIK MHTeprpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY 41151 YTEHUS1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHZa BblBOAA TEKCTA, COBMECTHO C CMMBOJIOM «>» UCMOJMb3YETCS AN NepeHanpaBieHus
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/

sources.list.d/termidesk_local. list;
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deb file:/var/repos/astra $(lsb_release -cs) non-free - n06GaBNSEMbIN PENO3UTOPUM,
B/IOYKeHHasa koMaHaa $ (lsb_release -cs) noacrasnseT BepCcuUIo - 1.7_x86-64;

* BbINOJIHUTb NMOUCK Ktoya peno3uTtopust Termidesk GPG-KEY-PUBLIC u po6aeutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
» ybeamTbcs, YTo KoY € uid «release@uveon. ru» Bbln ycnewHo AobaBneH:

:~$ apt-key list

& B cnyuvae, ecnm knroy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEO6XOAMMO Y6eamTbCs, YTO Kntod GPG-
KEY-PUBLIC cyLlecTsyeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyllecTByeT, HEOOXOAMMO MPOBEPUTL MPABUIbHOCTb BbIMOMHEHMS LWAroB Mo
[ob6aBneHuo penosuTopusi Termidesk B dann /etc/apt/sources.list.d/
termidesk_local.list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LLUArOB KOMaHAA BbIBEAET COAEPXKMMOE Kio4va B cdopmate
Base64.

* 0BHOBUTL JaHHble NaKeTHOro MeHea)kepa:

:~$ sudo apt update

DaHHyto komaHay (sudo apt update) HeEO6XOAMMO BbIMOMHATbL MPU KaXXAOM W3MEHEHWUW CruMcKa

MCTOYHUKOB NakeToB U nNpmn MsMeHeEHUN COAEPXKNMOIo 3TUX NCTOYHUKOB.

2.3 . YcraHoBka B cpeae OC Microsoft Windows

2.3.1. AreHt BPM
[ns yctaHoBku AreHTa BPM Heobxoanmo npensaputenbHo noarotoButh 6asoBoe BPM c roctesoii OC (cM. nogpaszoen
MNonrotoska 6asosoro BPM pokymenta CJIET.10001-01 90 02 «PykoBoacTBO agMuHuMcTpaTopa. HacTpoika

NPOrpaMMHOIr0 KOMMJIEKCA»).

AreHt BPM ycTaHaBnmBaeTca M3 msi nakeTa termidesk-agent, 4OCTYMHOrO M3 MOCTABASEMOrO iSO
obpasza.

YctaHoBka AreHta BPM HauuHaeTca nocne 3anycka nonyyYeHHoOro yctaHoBoudHoro danna. [Mocne
npefocTaBneHUsT HEOOXOAUMbBIX pa3peLleHU Ha BHECEHME W3MEHEeHWM, MporpamMma YCTaHOBKM HaYHET

MHCTANINSALMIO (see page 0). YCTaHOBKa Npom3onaeT ana Bcex nonb3osatenen OC.

& Tlocne yctaHoBKkM AreHT 0b6s13aTeNbHO LO/KEH BbiTb HACTPOEH cornacHo noppasgeny Hacrpoiika
KOMIMOHEHTa.
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2.3.2 . CeCCUOHHDbIN AreHT

C/ET.10001-01 90 04

CeccuoHHbIM AreHT yCTaHaBIMBAETCS Ha cepBep TepMuHanoB Microsoft Windows Server n3 msi naketa

termidesk-session-agent.

Ona YCTaHOBKKM CECCMOHHOIO AreHTa HGO6XO,£I,VIMOI

* BbINOJIHWUTb 3aMYyCK YCTaHOBOYHOro danna termidesk-session-agent_XXX.ms1;

* B OKHe NpPWBETCTBMS HaxaTb KHoOMKy [[anee] (cm. Pucyrok 1);

ﬁ Yctanoeka Termidesk Session Agent

Termidesk Session Agent

Bac NpUBETCTBYET MacTep YCTaHOBKY

MacTep ycTaHoBKM ycTaHoBuT Termidesk Session Agent Ha
KoMNbHTEpe. HammuTe KHoNKy "Janee”, uTobbl NPOAOIKHTE,
WM KHOMKY "OTMeHa", uTobkl BRIATH M2 MBcTepa YCTaHoBKM.

OTMeHa

PucyHok 1 — OkHO NpmBETCTBUSI YCTAaHOBKM CECCMOHHOIO AreHTa

" MPUHATb yCnoBua TMULEH3MOHHOIO cornalleHna N HaXXaTb KHOMKY [,D,anee] (cM. PucyHok 2);

ﬂ Ycranoeka Termidesk Session Agent -

JNinuensnoHHoe cornameHne

BHUMATENEHD npouu‘raﬁ're cnegyHwies NUUEHZKMOHHOE COrnalleHne

pad

&

JIMOEHSMOHHOE COTJIANIEHME C KOHEYHHM IIOJILSOBATEIIEM
IMCIeTYep NOAKIINYEHMI BMPTYAaJNbHEX pPabodMx MecCT
TepMUMIECK

BuMManue ! BHMMATENRHO NPOUYMTANTE HUEESCIIEIYVOIME
VCIOBMA, OPERIe YeM YCTaHaBIMBATH, KONWPOBATE WMIIM
MHEM CHNOCO00M MCHONBESOBATE OUCISTYED NOOKIINUYSHUN
BMpTYyalbHEX paboumx MecT Tepmuaeck (manee — II0) .
YCTaHOBKAa, KONMPOBAHME MIM MCIONbIOoBaHMe II0 MHEM

ﬂ MNPUHUMEH YCNOBKA NHMUEHZHMOHHOMO CUI’ﬂaLLIEHHHS

MNeuats Hazag lanee

e e e T e e TVmmm e e e e e

OTMeHa

PucyHok 2 — OKHO € yCNOBUSIMU IMLEH3UOHHOMO COrNaLleHus
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. Bbl6paTb nyTb YCTaHOBKM UIN OCTaBUTb €ro no yMONYaHUKO U HaXXaTb KHOMKY [,El.anee] (c™m.

PucyHok 3);

ﬁ Yctanoeka Termidesk Session Agent - X

Koxeunan nanka
HaxmuTe kHonky "danee”, yTobbl BEINONHWTE YCTAHOBKY B NANKE N0 YMONYEHWID, @
WK KHOMKY "W3MennTh", YTobbl BEIOpETEL ApYryH nanky.

YecraHoeuTs Termidesk Session Agent B:

C:\Program Files\UVEON\Termidesk Session Agent\,

MaEMeHWT...

Hazag lanee CTmeHa

PucyHok 3 — OkHo BbI6Opa KaTasiora yCTaHOBKM

" HaXKaTb KHOMKY [YCTaHOBWUTB] (cm. PucyHok 4)ANs1 HaYana npouecca yCTaHOBKM;

ﬁ Ycranoeka Termidesk Session Agent - ped

Bce roroso K ycraHoeke Termidesk Session Agent @

HaMWTe KHONKY "YCTaHoBKTL", yTobbl HAYaTh YCTaHOBKY. HaxMuTe kHonky "Hazag", uTobel
NPOBEPHTE MAKH H3MEHWTE N@paMeTPbl YCTAHOBKM. HaMuTe KHoNKy "OTMeHa", uTobbl BLIATK
M3 MacTepa.

Hazag I “.. YCTaHOBHMTE OTMeHa

PucyHok 4 — OkHO noaTBepXXAeHUsl YCTaHOBKM

" cornacuTbCa C nepe3arpy3K017| CUcTteMbl nocsie yCTaHOBKU CECCHMOHHOrIO AFeHTa, Ha>XaB KHOMKY

[OK] (cm. Pucyrok 5). B npoTMBHOM cny4ae ycTaHOBKa byaneT npepsaHa.
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ﬁ ¥Ycranoeka Termidesk Session Agent X

Mporpamme ycTaHoBKM TpebyeTca 00HOBWTE qainel MoK
'o- cnys#6bl, KOTOpEIE HEBO3MOXKHO 0BHOBWTE BO BpEMA
BEINOAHEHMA CHCTEMEL. ECIW NPOACI#WTE, LNA 23BEpLUeHHR
yCTaHoBKW NoTpebyeTcA nepesarpyska.

PucyHok 5 — OkHO NoaTBeEP>KAEHMUS Mepe3arpy3kmM CUCTEMbI NMOC/E YCTaHOBKM

=

Mocne ycTaHoOBKM co3dacTcs KOHMUrypaumoHHbiM ¢ann  C:\Program Files\UVEON\Termidesk

Session Agent\session_agent.ini.

& Tlocne ycTaHOBKM ceccMOHHOro AreHTa HeobxoauMo co3paTb MpaBWuio afis bpaHamayspa Ha
OTKpbITUE NopTa 31000.
Mocne yCTaHOBKM CECCUMOHHbIM AreHT Mpyv HEOBXOAMMOCTU MOXKET ObITb HACTPOEH COrJIacHO
noppasaeny Hactpoiika KOMMNOHeHTa.

2.4 . YcraHoBka B cpege OC Astra Linux Special Edition 1.7

2.4.1. YcraHoBKka AreHTa BPM
Mepen ycTaHOBKOM HeobGXOOMMO MOAKIOYUTL perno3uTopui Termidesk, kak ykasaHo B nogpaszene

Mony4yeHne nakeToB yCTaHOBKM uYepe3 MHTepHeT-penosuTopuii unu lMonyveHue nakeToB YCTaHOBKU B
OC Astra Linux Special Edition.

YcTtaHoBka AreHTa BPM BbinonHaeTtca B roctesort OC npu noMoLLm KoOMaHbl:

:~$ sudo apt install python3-termidesk-agent

roe python3-termidesk-agent - HauMMeHOBaHWE YCTaHaBAMBAeEMOro AreHTa, B [OaHHOM MpuUMepe
AreHta BPM.

A TMocne ycTtaHoBKM AreHT 06a3aTefIbHO [0MKEH BbITb HACTPOEH cornacHo noapasaeny Hacrpoika
KOMIMOHEHTa.

2.4.2 . YcTaHOBKa BUaeoareHTa

Mepep ycTaHOBKOM HeobxogMMO MNOAKMHOUMTL peno3uTopui Termidesk, Kak ykasaHO B rnoppasaene
MonyyeHne naketoB ycTaHOBKM 4Yepe3 UHTepHeT-penosuTopuii unu [onyyeHne nakeToB yCTaHOBKWU B
OC Astra Linux Special Edition.
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Mepen yctaHoBkoM BupaeoareHTa (termidesk-video-agent) Heobx0AMMO BbIMOAHUTL WMHCTANNSALMIO
naketa linux-headers, cooTeeTcTBytowlero yctaHoBneHHoMy B OC sagpy, ons 3Toro BbIMOMHUTH

KOMaHA4y:

:~$ sudo apt install "linux-headers-"uname -r'"

& Tpu HeobxognmocTn ycTtaHoBkM BupaeoareHTa He B OC Astra Linux Special Edition cnemyet
y4yecTb, YTO HaMMEHOBAHME MaKeTa 3arofioBOYHbIX (aMoB A4pa MOXET OT/MYaTbca OT Llinux-
headers.

YcTaHOBKa BMAEOAreHTa BbINO/HAETCS B rOCTEBOMU ocC npu NnoMoLKM KoOMaHAabl:

:~$ sudo apt install termidesk-video-agent

& Pabota BugeoareHta B OC Astra Linux Special Edition rapaHTupoBaHa TONbko npu
Mcrnonb3oBaHMM ypoBHA 3awmweHHoct OC «Open». Ons paboTbl BMAEOAareHTa B YPOBHE
3awmeHHocTn «CMoneHck» HeobxoguMo Hanmume B OC noanucaHHbIX Mopynen sapa Linux-
headers.

& TMocne ycTaHoBKM AreHT AoMKeH BbiTb HACTPOEH cornacHo noapasaeny Hactpoiika KOMNoHeHTa.

2.4.3 . YcraHoBKa AreHTa BUpTYyasbHbIX CMapT-KapT

Mepen ycTaHOBKOM HeOBGXOOMMO MOAKIOYUTL perno3uTopui Termidesk, kak ykasaHo B nogpaszene
Mony4yeHne nakeToB ycTaHOBKM uYepe3 MHTepHeT-penosuTopuii unu MonyveHue nakeToB YCTaHOBKU B
OC Astra Linux Special Edition.

YcTaHoBKa AreHTa BUPTYasibHbIX CMapT-KapT BbinonHseTcs B roctesor OC npu nomMoLum KoMaHabl:

:~$ sudo apt install termidesk-pcsc-vscard

& TMocne ycTtaHoBKM AreHT AoMKeH BbiTb HACTPOeH cornacHo noapasaeny Hacrtpoiika KOMNoHeHTa.

2.4.4. YcraHoBKa AreHTa YB
AreHT Y B (cepBuc termidesk-vmsd) 3anyckaeTcs Ha y3nax BupTtyanmsaumm [NK CB bpecT n paboTaeT B
KayecTBe nocpenHuka mexay libvirtd w areHTom BPM uepes virtio kaHan /dev/virtio-ports/

ru.termidesk.tvm.0.

MonyueHHble ot AreHta BPM komaHgbl (shutdown, disconnect), termidesk-vmsd TpaHcnmpyeT B
1ibvirtd, nosgonas Tem cambiM ynpaenste BM, Ha koTopown 3anyweH AreHt BPM.
AreHt YB ycTaHaBnuBaetca w3 deb nmaketa python3-termidesk-vmsd. [lepen ycTaHoOBKoOM

HeobxoaAMMO MNOAKAUUTL peno3uTopuin Termidesk, kak ykasaHo B nogpasgene lNMony4vyeHue nakeToB

Bbinyck ot Hos6ps 2023 14



@ TERMIDESK C/NET.10001-01 90 04

ycTaHoBKM yepe3 UHTepHeT-peno3uTopuii nnu MonyyeHue naketoB yctaHoBkM B OC Astra Linux Special
Edition.

YctaHoBka AreHTa Y B BbinonHseTcs npuv NoMoLM KOMaHAObl:

:~$ sudo apt install python3-termidesk-vmsd

& Tlocne ycTaHOBKM pEKOMEHAYETCS BbINOJHUTL Nepe3arpysKky y3na BUpTyaam3aumm.

2.4.5. YcraHoBKa ceCCMOHHOro AreHTa
CeccuoHHbIM AreHT ycTaHaBnmBaeTcst Ha cepsepe TepmuHanoB OC Astra Linux Special Edition (Server)

u3 deb naketa termidesk-session-agent.

Mepen ycTaHOBKOM HEOBXOAMMO MOAKAOYMTL peno3uTopui Termidesk, kak ykasaHO B nogpasaene
MonyyeHne naketoB ycTaHOBKM 4Yepe3 UHTepHeT-penosuTopuii nnu [onyyeHue nakeToB yCTaHOBKWU B
OC Astra Linux Special Edition.

YcTaHOBKa ceccCMOHHOro AreHTa BbIMoJIHAETCA npuv NoMoLM KOMaHAabl:
:~$ sudo apt install termidesk-session-agent

lMocne yctaHoBkM cnyxba termidesk-session-agent aBTOMaTMYeCKM 3aMyCTUTCH, TakXKe CO34acTCs

KOH(UrypaumoHHbIn dhann /etc/opt/termidesk-ssa/session_agent.ini.

& TMocne ycTaHOBKM AreHT MOXKET BbITb HACTPOEH CornacHo noapasaeny Hactpolika KoMnoHeHTa.

2.5. YnaneHue AreHTa

Ynanernune AreHTta u3 cpegbl OC Windows BbinonHseTcsa yepes «[lyck - MaHenb ynpaeneHus - YaaneHue
nporpammbl». Heobxoanmo BbIGpaTh M3 CMKUCKa YCTAaHOBMIEHHbIX MPOrpaMM AreHT M HaXKaTb 3KPaAHHYHO
KHonKy [Y@anutsb].

Mpu yaaneHuu AreHTa He oyneT yaaneHa BETBb peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run.

Ynanenne AreHTta us cpeapl OC Astra Linux Special Edition 1.7 BbinonHaeTca KoMaHOOM:
:~$ sudo aptitude purge -y python3-termidesk-agent

roe:

-y - KJIHOY 419 MPOMNyCKa NOATBEPXKAEHMS yaaNeHUs;

python3-termidesk-agent - HaumeHoBaHWe MakeTa. [na yoaneHUs CECCMOHHOIro AreHTa HYXXHO

MUCrnonb3oBaTb HauMeHoBaHMe termidesk-session-agent.
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Ecnun YCTaHOBKa MakeTa npoun3soaMnacCb He U3 NOKaJIbHOro peno3nTopusa, yoaneHue BbINOJIHAETCA

KOMaHO0M:

:~$ sudo dpkg -P python3-termidesk-agent

2.6 . ObHoBNeHUe AreHTa

C Termidesk Bepcum 4.3 o6HOBNeHWE AreHTa BbIMOMHAETCS YCTAaHOBKOM HOBOW BepCUM MOBEPX

npeablayLuen.
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3. HACTPOMKA KOMMOHEHTA

3.1 . Hacrpoiika AreHta BPM

3.1.1. Hactpoiika AreHta BPM gna OC Microsoft Windows
Mocne yctaHoBkM AreHTa BPM HeobxoaMMoO BbIMOMHUTL €ro HAaCTPOWKY A/ B3aUMOAEWUCTBUS C

Termidesk.

[na storo notpebyetca nepentu B «llyck - Bce nporpammbl» BbibpaTb kaTanor «Termidesk» u 3a)kaTb
knaBuwy <SHIFT> u HaxaTb npaBor KJaBULUEM MbIlKM Ha Apnblk areHTa «Termidesk Agent», B
NMOSIBUBLLEMCSI KOHTEKCTHOM MeHH BblbpaTb CTpokKy «JlononHMTeNbHO» W B MOSIBUBLLEMCS
[OTMONHUTENBHOM MEHH BbIBpaTb CTPOKY «3anyCcK OT MUMEHM aAMUHUCTpATOpa».

3anyck MOXHO TaKXXe OCYLLUEeCTBUTb M3 spnblka areHTa «Termidesk Agent» Ha paboyem cTone: 3axaTb
knaBuwy <SHIFT> u HaxaTb npaBor KJaBULUEM MbIlM Ha Apnblk areHTa «Termidesk Agent», B
NOSIBUBLLEMCSI KOHTEKCTHOM MEHH0 BblbpaTb CTPOKY «3anyck OT UMeHW aaMUHUCTpaTopa». Ecnu cTpokum
«3anyck OT UMEHU aAMUHUCTPATOPa» HET, MOXXHO HaXkaTb MPaBOM KMaBULUEM MbILUM Ha APJbIK areHTa
«Termidesk  Agent», B nosABMBLUEMCS KOHTEKCTHOM MeHK Bblbpatb «CBoncTBa», 3aTeM

«COBMECTUMOCTb» U OTMETUTb «3amnyckaTb 3Ty NMPOrpaMMy OT UMEHU agMUHUCTPATOpa».

KoHburypauus AreHTa obecneuymBaeTcs yKasaHUEM CNeayroLMX 3HAYEHUM (cM. PucyHok 6):

» «Appec cepepa» — |P agpec uan nonHoe LOMeHHOE MMSI yCTaHOBIEHHOro cepeepa Termidesk;

» «MacTep KIOUY» — UCMONb3YeTCs A9 B3aMMOAENCTBUS ¢ cepepoM Termidesk. 3HayeHMe macTep-
K/lo4a MOXKHO Moay4nTb B rpadmyeckoM uHTepdence ynpasneHus Termidesk, nepengs B
«Hactporiku - CucTteMHble napameTpbl - besonacHocTb» M ckonWpoBaB 3Ha4deHMe MapaMeTpa
«MacTep-knrou»;

» «WndposaHme» — BbIGOp TMNA WKMPOBaAHMS;

* «YpOBEHb OTNAAKM» — CTeneHb AeTaNM3aumMm CNy>KeBHbIX CO0BLLEHMM (BO3MOXHbIE 3HAYEHUS:
DEBUG, INFO, ERROR, FATAL).

Ons npoBepkM KOPPEKTHOCTM BBEAEHHbIX 3HAYEHUM HEOBXOAMMO HaXKaTb 3SKPAHHYHK  KHOMKY
[MpoBeputb]. Pe3ynbTaToM npoBepKu AONXKHO ABAATHCS coobLueHue «[TpoBepka ycreLwHO 3aBepLueHa.
[ns coxpaHeHUsi BBEAEHHbIX 3HAYEHUIM HEOOXOAMMO HaKaTb Ha 3KpaHHYto KHonKy [CoxpaHuUTb], a 3aTem

3aKpbITb OKHO NMPW MOMOLLM 3KPaHHOW KHOMKW [3aKpbITb].
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L Hactpoiixka nogentousHng =

Anpeccepeepa  |192.168.140.15 |
Mactepimou  |0123456789 |

Lindpomarise Be3 usbposaHin v
YpoBeHE OTNAAKM 'DEH.IG V|
] Paspeusis NEPEONPEAENEHME JHAHEHNIT YEDE3 NEPSMEEEIE DKDYHEHIR

|Cu:q:\n-m’h. Mposempms |3.!{phl'l'b|

PucyHok 6 — KoHdurypaumsa Arenta gna OC Microsoft Windows

3.1.2. Hacrpoitka AreHta BPM ana OC Astra Linux Special Edition 1.7

LOns HacTponkn AreHta BPM HeobxoaMMo BbIMONHUTL CieaytoLme AencTBus:

* nepenTtn B rpadpuyeckom nHtepderice OC B «3Be3na - MaHenb ynpaeneHus - CucteMa» un BbibpaTb

spnbik «VDI Agent Configuration» (cm. PucyHok 7);

(€]

KopanHa [#] Nanens ynpaenexna

® FAaHenb ynpaBneHus

Moii
KOMMbIOTER

‘ ‘ ! Pabo4mid cTon
oY 4 H L.
MomoLs A O6opynosaHne B

YnpaeneHue CucremMHble ABTO3anycK NNaHWPOoBLLKMK Lata n epema

ﬂ Mpouee npareepamn anbTepHaTHBbl 3apaq

‘ - .
e BezonacHocTb -
Bxoj B cuctemy MepemMeHHble 3arpy34vk GRUBZ MynbTUTEpPMKMHE... CHHXPOHWM3aLWA
Cnerema OKPYXEHWA pexuM BpEMEHN

@ FE 0B &

& Cems

YcTaHoBKa MpunoxeHua ona  LeHTp cucTemMHbx  MHULManM3aLmna MeHenxep
c oBHOBNEHWIA TUNOE hainos oT4eToB CHUCTEMBI nakeToe Synaptic

62 Tpadmka

[»] MyneTuMegua
(@ HaydHble @

VDI Agent
Configuration

YTUNAUTBI

{8 CucTeMHble

) MocnegHue ‘ Nowck...

MNaHens ynpaeneHua ‘ Cnpaeka ‘ | 3aKpbiTh |
[€] MeHenxep dainos

Q Mouck...

1+ 3asepweHune paboTel...

PucyHok 7 — PacnonosxeHue sipnbika Arenta BPM B OC

* BBECTM Naponb cynepnosb3osaTtens OC;

* yKasaTb NapaMeTpbl KOHOUIYPUPOBAHUS (cM. PucyHok 8).
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*  Hactpoiika nogknioueHIA »

Afpec Cepeepa | 19216814015
MacTep knkod | 0123456739
WndporaHue  EBes wudposaHua ~

¥poBeHL 0TNAAKK | DEBUG w
[[] Pazpemrs nepecnpeeneHine 3HAUEHMIA HEPE3 NEPEMEHHLIE DKDYHEHUA

NpoBepuTh | CoXpaHnTs 3aKpbITE

PucyHok 8 — KoHdurypaumsa Arernta gna OC Linux

3.2 . Hacrpoiika ceccmoHHoro AreHTa

3.2.1. lNepBuuHas HacTpoika

B 06bI4HOM KOHDUIypaLMmM HaCTPOMKM CECCUMOHHOIO AreHTa He TpebyeTcs.

CepTudukatbl OTKpbITOro Kito4a (cert.pem) M 3aKpbITbid Ktod (key.pem), KOTOpble MCMONb3YHOTCS
CECCUOHHbIM AreHTOM ansi ¢GOpMUPOBaHMUS TOKEHOB M B3aMMOLEWCTBUSI C OPYrMMU KOMMOHEHTaMm
Termidesk, reHepupytoTcs aBToMatuyeckn. CepTuduKaTtbl U KHOY pacronoXeHbl B Katasnore /etc/opt/
termidesk-ssa/certs/ ana OC Astra Linux Special Edition (Server) nnu B katanore %ProgramData%/

UVEON/Termidesk Session Agent/certs/ ans OC Microsoft Windows Server.

® Knrou - nocnenosaTeNbHOCTb MCEBAOCAYYAMHBIX YMCEN, CreHepupoBaHHas 0cobbiM 06pa3oMm.
Ceptudukar - aptedakT, cogepxawmii MHOOPMaLMIO O BNAAE/bLE KHOYa M MOATBEPXKAAOLLMM
NMPUHALNEXHOCTb K/koYa BRagenbLy.

3.2.2 . AktuBauus ponu cepBepa TepmuHanoB B OC Microsoft Windows Server

DTOT noapasfen HacTpoek WCMonb3yeTcs TONMbKO MpPU  UCMOMb30BaHMM MOCTABLUMKA pPecypcoB
MeTanpoBamngep B Termidesk.

Ons Tnpaxknposanus npunoxxennin OC Microsoft Windows Server HeobxoaMMo nocnie yCTaHOBKM ponu
«Remote Desktop Session Host» ns coctasa «Remote Desktop Services» BbIMONHUTL aKTMBaLMIO Yepes
CECCUOHHbIN areHT:

* rnony4mTb JWT-TOKeH, oTrnpaBmB POST-3anpocC 4epe3 yTuAMTy curl Ha agpec 127.0.0.1:<nopt
CECCMOHHOro areHTa>/auth. 3HayeHMe 127.0.0.1 UCMNONb3YETCs, MOCKO/bKY 3anpocC BbIMOMHAETCS
JIOKaNbHO, Ha cepBepe, rAe YCTaHOBNEH CECCUOHHbLIM areHT. B oTBeTe ByneT copepykaTbCst 3HaYeHMe
access_token;

* ycnonb3dyss access_token otnpaButb POST-3anpoc 4yepes ytuamty curl Ha agpec
127.0.0.1:<MOPT CECCUOHHOrO areHta>/meta/install_rds_role. B oTeBete [O0MKHO ObiTb

BO3BpaLLEeHOo 3HadveHue: {"result": "success"}.
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3.3 . HacrpoWka BupeoareHTa
[ns HacTpolikun BuagoareHTa HeoBX0AMMO BbIMOMHUTL CleayHoLLME AENCTBUSA:

* pa3peLmnTb aBTOMaTUYECKMIM 3anyck nocne nepesarpyskmn OC:
:~$ sudo systemctl enable termidesk-video-agent
" OCyLLeCTBUTb 3aNyCK BUAeoareHTa:

:~$ sudo systemctl start termidesk-video-agent

Lna npoBepku cOCTOAHUSA CNy>KObl BUAEOAreHTa HEOOX0AMMO BBECTU KOMaHAY:
:~$ sudo systemctl status termidesk-video-agent

Ctpoka Active oTOGpaxaeT COCTOsiHMEe cepBuca, rge CcTatyc active (running) uanM active

(exited) cBnaoeTenbCcTByeT 06 yCheLwHOM 3anycCcke BnaeoareHTa U ero rotoBHOCTHU K pa60Te.

3.4 . Hactpoika AreHTa BUpTYyaJibHbIX CMapT-KapT

JdononHntensHomn HaCTpOﬁKM HenocpeacTBeHHO AreHTa BUPTYasibHbIX CMapT-KapT He Tpe6yeTc9|, OOHaKoO
Ana peleHuna HeWTaTHbIX CVITyaLI,MVI MOXXeT I'IOTpe6OBaTbC$l BK/toUeHne 6bonee I'IO,EI,pO6HOFO YPOBHA

YKYPHa/IMpoBaHUS cobbITUI ApalriBepa BUPTYaNbHOM CMapT-KapTbl.

YpoBeHb XXYpHa/NMpOBaHWS onpeaensieTcss KOHUrypauuoHHbiM  dannom /etc/reader.conf.d/
exconf/vscard. DToro danna MoxeT He ObITb, B TaKOM CJly4ae HeOBX0AMMO CO34aTb KaTasor, NepenTu B

Hero 1 co3aaTb NycTon damn:

1 :~$ sudo mkdir -p /etc/reader.conf.d/exconf
2 :~$ cd /etc/reader.conf.d/exconf
3 :~$ sudo touch vscard

Ona Toro, 4TOObI BKAKOYUTH OTNAAOYHOE >KYPHA/MPOBaHME, KOH(PUIypaLMOHHbIM dann  [oSKeH

copep>aTb eAUHCTBEHHOE 3HadeHue - LOGLEVEL co 3HayeHunem DEBUG :

LOGLEVEL DEBUG
MapameTp LOGLEVEL onpenensieT ypoBeHb >XYPHa/lMpPOBaHUS M MOXET MpMHUMaTb 3HaveHus: DEBUG,
INFO, ERROR. [Mpu otcyTtctBum damna /etc/reader.conf.d/exconf/vscard 3HayeHWe napameTpa

LOGLEVEL no ymMonyaHuto INFO. DTO 3Ha4yeHne MOXKET BbITb nepeonpeneneHo I'IepeMEHHOVI OKpY>XXeHWns

TDSK_DEBUG, B TakOM C/ly4ae YpOBEHb XKYPHAIMPOBaHUS ByaeT UMeTb 3HadeHue DEBUG.

Bbinyck ot Hos6ps 2023 20



@ TERMIDESK C/NET.10001-01 90 04

3.5 . lNepeMeHHble OKpY>KEHUS U Apyrve NapaMeTpbl KOHGUIYpUpPOBaHUS

B Termidesk wncnonb3ytoTcs nepemMeHHble OKPYXeHUsI U aprymMeHTbl WHTepderica koMaHgHou ctpoku (CLI) ans

YKa3aHua napaMeTpoB HaCTpOVIKVI KOMMOHEHTOB NpPOrpaMMHOro KoMnJiekca.

B ArenTe YB ncnonb3yeTtcs aHanor nHtepderica virsh gna otnpaeku komaHg vepes CLI.

MepeueHb nepemMeHHbIX M aprymeHTtoB CLI, ucnonbsyembix AreHTamu, npuBefeHbl B Tabauuax:
nepeMeHHble okpyxkeHust AreHta BPM (cm. Ta6nmua 3), nepemMeHHble oKpy>keHUst AreHTa Y B (cm. Ta6nuua 4),
nepemMeHHbIe OKPYXXEeHWs BWAEOAreHTa (cm. Tabnuua 5), MEPEMEHHbIE OKPYXKEHUS areHTa BUPTYasibHbIX
CMapT-KapT (cm. Tabauua 6).

AreHT BPM npepycmaTpuBaeT BO3MOXXHOCTb KOH(UIYPUPOBaHUSI MepeHOCUMbIX NMpoduen N HaCTPOMKM
ayTeHTUdbMKaunm nonb3osarenen BPM uepes cdann c nomowbio Mogynsa pam_tdsk.

[Ons HacTponku nepeHocuMbIX npodunen cnepyet obpaTuTbCcs K noapasaeny Hacrpoiika nepeHOCUMBbIX
npopunerr pokymeHta CJIET.10001-01 90 02 «PykoeoactBo aaMuHucTpaTopa. HacTponka
NporpaMMHOIo KOMMJIeKca».

[ns HacTporku TEXHONOrMKM eauHOro BXoAa cienyeT obpatuTbcs K noapasgeny Hactponka TexHonoruu
eamHoro Bxoga B roctesor OC BM pokymenTta CJ/1IET.10001-01 90 02 «PykoBoacTBO agMMHUCTpaTOpa.
HacTpolika nporpaMMHOro Komnaekca.

LOns HacTponkn ayTeHTUbMKaumm nonb3osatener BPM uepes dainin cnepyet obpatutbcs kK nogpaspeny
Hactpoiika ayteHTudukaumm nonb3osateneir BPM uepes ¢aitn pokymenta CJIET.10001-01 90 02

«PykoBoacTBO agMuHMCTpaTopa. HacTporika NporpaMMHOro KoMniekca.
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Tabnuua 3 - MNepemMeHHble okpy>keHuss AreHTa BPM

MNMepemeHHasn 3HaueHue no OnucaHue ApryMeHT KOMaHAHOM
OKPY>KEHUSA YMOJIYAHUIO CTPOKM
TDSK_VDI_URL He 3agaHo 3apaet 3HauveHue |IP-agpeca --host
cepsepa Termidesk ans
NoAKIHOUEHMS.

B nepemeHHomn TDSK_VDI_URL
3apaetca URL-cTpoka c IP-
aapecom aucnetyepa Termidesk.

Mpu ncnonb3oBaHUM aprymeHTa —-
host 3agmaeTcs Tonbko IP-agpec
amcnetdepa Termidesk.

Mpumep:

vdi-agent-config update --
host 192.0.2.30

roe 192.0.2.30 - agpec
amcnetdepa Termidesk.

Mpumep IP-apgpeca npuBeneH B
cootBetctBuM ¢ RFC 5737, oH
[OMKeH ObITb 3aMeHEH Ha
aKTyanbHbIM, UCNONb3YyEMbIN
COrnacHO CXeMe agpecaumm,
NPUHSATON B MHbPaACTPyKType
npeanpuaTus.

[na Bbi30Ba CrpaBKM HY>KHO
BBECTU KOMaHAYy:
vdi-agent-config update --
help

TDSK_VDI_KEY He 3agaHo 3apaeT 3HavyeHMe MacTep KJko4a -—key
AN NOAKJTOYEHUS K CepBepy
Termidesk.

Mpumep:

vdi-agent-config update --
key 0123456789

roe 0123456789 - 3Ha4yeHMe Ko4a

TDSK_PIDFILE /var/run/ 3agaeT nyTb K pid-danny He 3agaHo
termidesk.pid
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MNMepemeHHasn 3HaueHue no OnucaHue ApryMeHT KOMaHAHOM
OKpPY>XeHUS YMOJI4YaHUIO CTPOKMU
He 3apaHa He 3agaHo KomaHpa ona Bxoaa B dmctl login

rpaduyeckyto ceccuto
nonb3osateng BPM.

[ns paboTbl KOMaHAbI AONXKHA
BbITb BKJIFOYEHA TEXHOJIOIMMUS
eJuHOro BXoaa.

Mpumep:

vdi-agent-config dmctl login
--user-name USER --user-
password PASSWORD

rpe:

USER - nMsa nonb3oBaTens;
PASSWORD - naposib rnosib3oBaTteng.
[na Bbi30Ba CrpaBKM HY>KHO
BBECTM KOMaHAY:
vdi-agent-config dmctl login
--help

Tabnuua 4 - MNepemMeHHbIe okpy>keHUs AreHTa Y B

MepeMeHHasn 3Ha4yeHue no OnucaHue ApryMmeHT
OKpY>KeHUs YMOJIHaHUIO KOMaHAHOMU CTPOKM
He 3agaHo He 3agaHo Mcnonb3yeTcsa ana npobpoca attach-device

yCTpOﬁCTB UNnN NX OTKNYEHUA.

AprymMeHT KOMaHAHOM CTPOKM
BbI3blBaeTCcs vepes virsh.

Mpumep:

termidesk-vmsd virsh attach-
device

Llns BbI30Ba CNpaBKM HY>XHO BBECTHU
KOMaHAbl:

termidesk-vmsd virsh attach-
device --help

termidesk-vmsd virsh detach-
device --help

detach-device
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lNMepemeHHasn
OKpY>KEHMs

3HaueHue no
YMOJIHaHUIO

OnucaHue

AprymeHT

KOMaHAHOW CTPOKM

He 3agaHo

He 3agaHo

Mcnonb3yeTcsa ona B3aMMoaencTBus C
QEMU wu3 koMaHAHOM CTPOKM.

PeanusyeT dbyHKUMM ynpaBneHus
npobpocom USB-ycTponcTts n
ycTaHoBku USB-dunbrpa.

,D.J'IFI Bbi30Ba CNpaBK1 HY>XHO BBECTU
KOMaHA4y:

termidesk-vmsd virsh gemu-
monitor-command —--help

Mpumep nobasneHma USB-punbTpa Kk
BM «one-184»:

termidesk-vmsd virsh gemu-
monitor-command --usbredir-add
"Ox03:-1:-1:-1:1|-1:-1:-1:-1:0"
--domain-name one-184

Mpumep ucnonssosaHus QEMU pna
n3MeHeHus KoHpurypauun BM
«one-184»:

termidesk-vmsd virsh gemu-
monitor-command --from-json
'{"execute":"query-kvm"}' --
domain-name one-184

gemu-monitor-
command

TVMD_TLEVEL_SOCKET

63

3a4aeT 3HavyeHMe MeTKU LLeNIOCTHOCTHU
Ha co3gaBaemMbin TVMD-COKeT.

M3MeHeHMe 3HaYEHUSI METKM
LEeNIOCTHOCTM MOXET MOHaA0buTbLCS,
ecnu OC, Ha koTopyto
ycTaHaBnmeaetcsa AreHT Y B, nmeer
YPOBEHb LLeJIOCTHOCTU, OT/INYHbIN OT
63.

MapameTp 3apaeTcs B unit-cdanne
cnyxo6bl termidesk-vmsd (dann /
lib/systemd/system/termidesk-
vmsd.service).

[o n3meHeHnsa darina cny>obl
HeobxooMMOo OCTaHOBUTb ee
koMaHaou sudo systemctl stop
termidesk-vmsd.service.

Mocne nsmeHeHus darina HeobxoamMmo
BbIMNOSIHUTb KOMaHAbl sudo
systemctl daemon-reload n sudo
systemctl start termidesk-
vmsd.service

-—tvmd-ilevel-
socket
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Tabnuua 5 - MNepeMeHHbIe OKpY>KEHUS BUAEOAreHTa

MepemeHHas 3Ha4yeHue Nno yMon4aHuio OnucaHue AprymeHT
OKPY>)KEHUS KOMaHOHOM
CTPOKM
TDSK_DEBUG He 3apaHo BkntoueHune pexkxnma He 3apaHo
OTNAAKM.
Bo3MokHble 3Ha4eHus:
yes
He 3agaHo He 3apaHo BbiBon cnpaBku no -h
MCNOMb30BaAHMNIO
apryMeHToOB KOMaHOHOM
CTPOKM.

Llna Bbi3oBa cnpaBKku
HY>XHO BbIMO/IHUTD:
/usr/local/sbin/
video_agent -h

He 3apaHo He 3asaHo MonyyeHne KOHTPONbHbIX -m
CYMM BXOASLLMX JaHHbIX
(ncnonb3yeTca anroputm
MD?5).

Cny>«ebHbIV napameTp,
He AN UCMONIb30BaHUS

He 3agaHo He 3agaHo Mcnonb3oBaHue -n
HeGNoKMpYoLLEero
pexxuma yTeHusa. B aTom
pe>xxMme BUAeOAreHT
NnpoaonyaeT NPUHUMATb
[JaHHble, AaXKe ecnu HeT
obHoBneHun (B
GNOKMpYIOLLEM peXxxMMe
BbIMO/IHEHWE
BMOEOareHTa
OCTaHaBNMBaeTCa A0
MOMEHTA NOCTYMNJIEHUS
HOBbIX JaHHbIX).

Cny>«ebHbln napameTp,
He AN UCMOJIb30BaHUS

He 3agaHo /dev/video® YcTponcTBo BbiBOAA -0
BMAEO
He 3apaHo /dev/virtio-ports/ MopT BXOAALLMX AaHHbIX. -p
ru.termidesk.RealtimeStreaming.0 | MeHaTb 3HaYeHMe He
pekoMeHayeTCcs
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MepemeHHas 3Ha4yeHue Nno yMon4aHuio OnucaHue AprymeHT
OKPY>)KEHUS KOMaHOHOM
CTPOKM
He 3asaHo He 3asaHo Bpemsi oxkxuaaHus mexay -s

Kagpamu B nopTe
BXOZSALLMX AAHHbIX (B
MUKPOCEKYHAAX).
Cny>kebHbIn napameTp,
He 419 UCMOb30BaHMS

He 3agaHo He 3apaHo Bpemsi oxxnpaHus mexxay -t
MOMbITKaMWU OTKPbITUSA
rnopTa BXO4ALMX OAHHbIX
(B cekyHpax).
Cny>xebHbln napameTp,
He 419 UCMob30BaHUA

He 3agaHo He 3agaHo BbiBog, Bepcum -V
MPUNOXKEHUS.

[nsa BbiBOAa BEpCUMK
HY>XHO BbINO/HUTb:
/usr/local/sbin/
video_agent -v

Tabnuua 6 — NepeMeHHbIe OKPYXXEHWUS areHTa BUPTYasibHbIX CMapT-KapT

lNMepemeHHasn 3HaueHue no OnucaHue ApryMeHT KOMaHAHOM
OKPY>KEHUS YMOJIHaHUIO CTPOKM
TDSK_DEBUG He 3agaHo BkntoueHue pexkrMa oTnagku. He 3agaHo

MoyeT Tak>Ke MCMoNb30BaTbCS
dann /etc/reader.conf.d/
exconf/vscard (cMm.
noapasgen Hactpoiika AreHTa
BUPTYaJIbHbIX CMapT-KapT).

Bo3MoXHble 3HaueHuMs: yes

3.6 . KoHdurypaumoHHbii ¢aiin ceCCMOHHOrO AreHTa

Ona  HacTpolkm  ceccMoHHOro  AreHTa  MCMONb3yeTcs  KOHMUIYypauMoHHbIM  dann /etc/
termidesk_session_agent/session_agent.ini (gna OC Astra Linux Special Edition (Server)) nnu
%ProgramData%\UVEON\Termidesk Session Agent\session_agent.ini (ans OC Microsoft

Windows Server).

LocTtynHblie B kKOHpUrypaLuMoHHOM daline napamMeTpbl NPUBELEHbI B TabaMLe (cm. Tabnuua 7).

Tabnuua 7 — MNMapameTpbl KOHPUTYPUPOBAHUS CECCMOHHOIO AreHTa

Cekuus MapameTp OnucaHue 3HayeHue No yMoON4YaHu1Io

AGENT LISTEN_IP IP-appec nnn FQDN ceccuoHHoro 0.0.0.0
AreHTa
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Cekuusn MapameTp OnucaHue 3HayeHue No yMoN4aHu1Io
AGENT LISTEN_PORT MopT ceccuoHHoro AreHTa 31000
SSL CERTIFICATE_PATH|MyTb no SSL-ceptudukara. /etc/opt/termidesk-ssa/
/etc/opt/termidesk-ssa/ certs/cert.pem
certs/cert.pem ucrnonb3yeTcs unm
angd OC Astra LinUX SpeCial %Pr‘ogramData%
Edition, \UVEON\Termidesk
%ProgramData% Session Agent\certs\
\UVEON\Termidesk Session cert.pem
Agent\certs\cert.pem
ucnonbsyetcsa gaa OC Microsoft
Windows Server
SSL PRIVATE_KEY_PATH | [yTb A0 3aKpbITOro Kjtoua. /etc/opt/termidesk-ssa/
/etc/opt/termidesk-ssa/ certs/key.pem
certs/key.pem mcnonb3lyeTtcs unu
ans OC Astra Linux Special %ProgramData%
Edition, \UVEON\Termidesk Session
%Programbata% Agent\certs\key.pem
\UVEON\Termidesk Session
Agent\certs/key.pem
ucnonbsyetcs agna OC Microsoft
Windows Server
SSL USE_HTTPS Kntou 3anycka cecCCMOHHOrO False
AreHTa B peXKxMMe MCMoJIb30BaHMs
npotokona HTTPS. Mpwu
BK/THOYEHHOM peXkmme (3HadeHue
True) 3anpocbl MO NPOTOKONY
HTTP obpabaTbiBaTbCst He ByayT
LOGGING LEVEL YpoBeHb XKypHanMpoBaHus. INFO
LonycTuMble 3Ha4eHus: NOTSET,
DEBUG, INFO, WARNING, ERROR,
CRITICAL
LOGGING ROTATION_LIMIT |MakcuManbHOe KOIMYeCcTBO 5
darnos xxypHanos. lNMNocne
LOCTUXEHUS Npeaena,
MPOUCXOAMT CXKATUE XXYPHASIOB B
apxuB
LOGGING MAX_FILE_SIZE |MakcumanbHblin pasmep danna 2097152

»KypHana (B 6arTax)

3.7 . XXypHanupoBaHue

XypHanbl paboTbl AreHTa BPM pacnonoxeHbl B cnepytowmx dannax:
* OC Astra Linux Special Edition 1.7: /tmp/termidesk/.local/share/termidesk/agent.log,

~/.local/share/termidesk/agent. log;
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= OC Windows: C:\Windows\Temp\agent. log, C:
\Users\user\AppData\Local\Temp\agent. log.

>KypHasnbl paboTbl ceCCMOHHOro AreHTa pacnofioXKeHbl B cnegyrowmx dannax:
» OC Astra Linux Special Edition 1.7: /var/log/termidesk/session-agent. log;
» OC Windows: C:\Program Data\UVEON\Termidesk Session Agent\log\session-
agent. log.

XypHan AreHta BPM MoxHO Takyke nmpocMoTpeTb B cucTeMHOM >xypHane OC Windows . [na atoro
nepentn «lyck - CpeactBa agMuHucTpmpoBaHmns Windows - pocMoTp cobbiTuii», B OTKpbIBLLUEMCS
OoKHe nepenTn no gepesy «XXypHanbl Windows - [NpunoxkeHune», 3aTeM B AOCTYMHbIX AENCTBUSX BbIOpaTb
«@PUnbTp TEKYLLEro XypHana» U 3agaTb B none «McToUHUKKM CoBbITUM» 3HaveHue «Termidesk Agent»,
nocne HaxaTb 3KpaHHYt KHonky [OK] (cm. Pucyrok 9) .

W .

@aiin  [fleiicreue  Bua Cnpaeka

«= #m B

& npocvorp cobumuii (Noxansn| LT e DuneTROBATS TERYILAF XyPrian * I T —
N, £
e il ¥ Otdunetposaro:Xypran: Application; ctoury  ®veTP XML Mpunoxenve -
v L KypHane! dows o ~
o = TKPBITE COXPaHEHHBIA XYPHaN..
Mpunoxketive Aara: Mio6oe spemn i i P
fs] BesonacHocts YposeHb Mata v spems Werounnk ¥ CosnaTh HacTpavBaemMoe NPeacTa..
E i E i Yposexs cobbitua:
T Yaranoska @Cseﬂenm 20032023 11:01:30  Termidesk Agent P [ Kpuruueckoe [] Mpeaynpexaenue [ MoapoBroctia VNPT HacTpauBaeNoro MpescT..
"—‘ Cucrema (i) Ceeperma 20032023 12:17:34  Termidesk Agent
(] Nepenanpaenensisie co 20032023 121734 Termidesk Agent O Ownbea [ Cocaernn OucTuTe: ypHan.
v L) KypHank! NpUAOKEHW 1 ¢ i 20032023 11:01:30  Termidesk Agent Kypransi cobemmit: ||‘\pmo>«ewe v DUNLTP TeKYLLEro XypHana.. I
=] GigabyteEngine (i) Coenerma 20032023 110130 Termidesk Agent OuMCTHTS GrALTp
el 20032023 110130 Termidesk Agent Wicrourmkin cobemuik: ffermidesk Agent ~ | & cooricraa
[E: ) = al
= '"‘e'"Et‘E"p‘”er 2103202381334 Termidesk Agent
s Microsoft W ouwnbka 2103202381334  Termidesk Agent Brnrouermne nnu ncknoueHne kojoe cobeituii. Beeaure kogel coBeitiii nwam guanasomst % Haiit...
ﬂ Microsoft Office Alerts || 7y o peunn 2103202381334 Termidesk Agent | KOAQB, Pa3A€nAR WX sanATuimi, JU1A NCKTIOHEHIA YC/ICBIA BEEANTE 3HaK MHHYC. Hanpiep: I Coxpanuts aiin orguasrposan..
] OcButtonLog - . 1,3,5-99,-76
OpenssH Wounbka  200320231217:34  Termidesk Agent MpHEA3aTe 3a5asy K KypHany..
e (i) Coepermn 20032023 12:17:34  Termidesk Agent <Bee kol cobuimwii>
5] Windows PowerShell - ) o] CoxpaHuTe YUALTP B HACTpauBae..
] CryGaynpasnenan || (D) Cooastinn 2103202381334 Termidesk Agent | Kareropua 3agasu: | . ,
] Cobuimun oBopyaoaany "
24 Noanuexi Knrouesbie cnosa: | - l|@ O6nosurs
Coberrue 4100, Termidesk Agent i ﬂ Cnpaska 4
Monesoearent: <Bce nonb3osatenn >
Obwwe  MogpoBHocT Cobeitve 4100, Termidesk Agent a
Komnsrotepsr: <Bce koMMbIOTEPSI> — . .
[ Ceoiictea coBbmuii
He yaaeTcs HaiiTin onrcanine Ans WABHTUA MKATOP: -
em ettt 1on et s sttt 4 ime s Ouncruts T npuessars sagavy k cobbmuio...
Wims swyprana:  Mpunoxermne H CoxpaHuTs BeiGpaHHsie cobbmvA..
Werounmk: Termidesk Agent Dal e — 52 Kenwuposare »
= > - = & OBHoBWTL

Co3panme punsTpa

PucyHok 9 — PacnonoyxeHue cobbituin AreHta B cucteMHoM xypHane OC Windows

CobbITus, CBA3aHHbIE C BUAEOAreHTOM, PerMcTpmUpyroTca B XKypHane syslog. [lna npocMoTpa cobbiTum,
PErucTpUpyeMbIMU B XXypHase, MOXHO BOCMONb30BaTbCs MHCTPYMEHTOM journalctl W OTCOPTMPOBATbL
BbIBOZ, COObITUI MO TEKCTY «Video»yTUnuTon grep.

Mpumep:

:~$ sudo journalctl | grep 'video'

B >xypHanax peructpupyroTcs cnefytoume cobbiTus:
* nHdopMauus o 3anycke AreHTa;

* MHdopMauus o HacTporke AreHTa;
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* coobLLeHUs, NepenaBaeMblie Mexay AreHToM u cepeepom Termidesk;
* COO6LLEHMS, NepeaaBaeMble OT aAMUHUCTpaTopa K nonb3osatento BPM;
» BpeMs npocTtos BPM;

* MOAKJ/OYEHUE NEPEHOCUMBbIX Npodunen (NpU BKIOYEHUN COOTBETCTBYHOLLENO YHKLMOHANA).
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4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

ArenTt YB AreHT y351a BUpTyanusaumm

BM BupTtyanbHas mawmHa

BPM BupTyanbHoe paboyee mecTo

ocC OnepaumoHHas cuctema

MK CB bpecT MporpammHbIn komnnekc «CpeacTea BUpTyanm3aumnm «bpect»

no MporpamMHoe obecneyeHme

CLI Command Line Interface (MHTepdenic kKoMaHAHOM CTPOKM)

HTTP HyperText Transfer Protocol (npoTokon nepepayn runeptekcTa)

IP Internet Protocol (MexceTeBon NpoTokon)

Termidesk MporpamMMHbIN komMnnekc «ducnetyep noaxkaoUYeHUn
BMPTYaNibHbIX paboumx MecT Termidesk»

URL Uniform Resource Locator (yH1dULMpOBaHHbIM yKa3aTesnb
pecypca)
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