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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT €BNsSieTCS MepBOM 4YacTbiO PYKOBOACTBA aAMMHMUCTpaTopa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B nepBom 4yacTM pykoBOACTBa MpPMBESEHO Ha3HadeHMe M ycTaHoBka Termidesk. [ns Toro 4TobGbl
nosyunTb MHbOpMaumto o HacTponke Termidesk, HEO6Xo0aMMO 0B6PATUTLCS KO BTOPOM YacTU PYKOBOACTBA
apMuHucTpaTopa - CJIET.10001-02 90 02 «PykoBoacTBO agMuHMUCTpaTopa. HacTporika nporpaMMHOro

KOMMeKca».
1.2 . HasHaueHue

Termidesk B BapuaHTe nuueH3supoBaHus «Termidesk Terminal» npeaHasHayeH [Ona  [O0CTaBKU
NPUNOXEHUW, OpraHM3auuM TEepMUHANBHOrO [OCTyna Monb3oBaTeNen K pecypcaM MoCpeacTBoM
NpOTOKONIOB yAaneHHoro goctyna. B BapuaHTe nuueHsuposaHusa «Termidesk Terminal» obecneunBaeT

foctaBky BPM Ha nonb3oBaTenbckyto paboyyro cTaHumMio nocpeactsom npotokona RDP.
1.3 . O6nactb npuMeHeHUs

Termidesk B BapuaHTe nuueHsnposaHus «Termidesk Terminal» MoXeT NpUMEHATLCS ANS CO34aHUS MU
MOAEPHM3aLMN MHPOKOMMYHUKALMOHHOM MHDPACTPYKTYpbl MacliTaba npeanpustms.

Termidesk opueHTMpoBaH Ha obpasoBaTesibHble M WHble OpPraHW3auMM, B KOTOPbIX MNPesyCcMOTPEHO
NCMonb30BaHWE BUPTYasbHbIX pabounx MmecTt (BPM) MHoxecTBOM nmu,

Termidesk nogxoanT ons NnpMMeHeEHUs B CETM NPeAnpUATUIA C Pa3BETBNEHHOW (PUINMANIBHOM CETbIO.
Termidesk nosBonsetT peann3oBaTb MOJIMTUKU MOBbILLIEHHbIX TpeboBaHWMM K 6e30MacHOCTU AaHHbIX,

NpensaTCTBYOLLMX HECAHKLMOHUPOBAHHOMY PacnpoCTpaHeEHUO UHGopMaLmu.
1.4 . OcHoBHble XapaKTepUCTUKU

Termidesk cocTouT M3 pspga KOMMOHEHTOB, KOTOPble MOryT 6biTb IMBO oTaensieMbiMU (NoapasyMeBaeT
BbIOOP poNn NpM yCTaHOBKe M3 0bLLero nakerta), 1Mbo camMocTosTeIbHbIMU (KOMMOHEHT YCTaHAB/MBAETCS
M3 OTHENbHOro TMakeTa, HO MCMNONb3yeTcs B COCTaBe OOLLUEero KOMMjekca). Takoe pasgeneHue
obecreymBaeT rmbkoe MacLITabUpoBaHME CUCTEMbI AJ19 Pa3/IMYHbIX CLLeHAapPUEB MPUMEHEHMS.
B coctas Termidesk B BapuaHTe nuueHsmnpoBaHua «Termidesk Terminal» BxogaT cnenyrowme
KOMMOHEHTbI:

* «YHMBepCaNbHbIN OUCMETYEP» - KOMMOHEHT, OTBEYAOLWMA 33 MAEHTUDUKALMIO MOMb30BaTeNEeN,

Ha3Ha4yeHMe U KOHTpOons AocTaBkn um BPM;
* «LLInto3» - KOMMOHEHT, OTBEYAKOLLMIA 32 TYHHE/IMPOBaHME MPOTOKOJIOB AOCTaBKU, UCMOJb3YHOLMX

TpaHcnopTHbIN npoTtokon TCP;
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* «MeHenkep paboumx MecT» - KOMIMOHEHT, OTBEYAIOLWIMM 338 B3aMMOLENCTBME C MOCTABLUMKOM
PECYPCOB M YMpPaBNEHUSI >KM3HEHHbIM UMKAoM BPM, Bkntouasi cosmaHue, HacTpoyky, 3anyck,
OTK/IFOYEHWE U YOANEHMUE;

* «AreHT» - KOMMOHEHT, OTBEYalOLWMIM 3a KOHTponupyemyto pocTtaBky BPM, Bsaumopgenicteme c
YHUBEpPCANbHbIM AMCMETYEPOM U MeHepykepom BPM;

» «KnneHT» - KOMNOHEHT, OTBeYatoWM A3 jocTaBky BPM Ha nonb3oBaTenbckyto paboyyro CTaHLMIO
C BO3MOXXHOCTbIO MepeHanpaBneHus nepmudepum, KaTasoros, U ONTUMMU3ALMUIO UX UCMONb30BaHUS B
NpOTOKOJIE AOCTABKM;

» «CepBep TepMMHANIOB» - KOMMOHEHT, OTBEYAIOLLMI 32 OpraHM3aLuio TepMuHanbHoro goctyna 8 OC
Astra Linux Special Edition;

* «YOaneHHbl MOMOLLHMK®» - KOMMOHEHT, NPefoCTaBNSOWMIA aAMUHUCTPATOPY WM CREeUMnanmcTy
TEXHUYECKOW MOALEPXKKM 3KpaH y3/1a MOb30BaTeNs Yepe3 CeaHC YAANEeHHOrO MOAKIOYEHMUS U
obecneymBatoLLMA Nepeaady rofoCoBom MHGOPMaLMK A8 B3aUMOAENCTBUS C MOJIb30BATENEM;

* «Virtual Appliance» - KOMMNOHEHT, NpeacTaBnstoWMI cobor obpa3 BUPTYyanbHOW MalnHbl (BM)
(vnn amucka BM) c npenBapuTenbHO YCTAaHOB/IEHHOM M HAacTPOEHHOM OMepaLyMoOHHOM CUCTEMOW
(OC) u HabopoM nporpaMMHOro obecrneyeHusi, HeobxoamMmoro Ans 3akcnnayaTtauum Termidesk.
KoMnoHeHT no3BonseT 6bICTPO pa3BepHYTb WM MCMOMb30BaTb KOMMOHEHTbI «YHUBEPCANbHbIN
avcnetyepy, «LLnwo3», «MeHemykep paboumx MecT»;

» «Termidesk Live» - KOMMOHEHT, npeacTaBnaOWMM cobon 3arpysouHbin obpaz OC c

npegycrtaHoBJIEHHbIM KOMMOHEHTOM «KnuenTt».

KomnoHeHTbl «YHuBepcanbHbiM aucnetyep», «LWnto3», «MeHemkep paboumx MecT» SBASOTCA
OoTAeNsieMbIMM M MOTYT YCTaHaBAMBATbCA KaK B KOMIMJIEKCHOM BapuaHTe, Tak U B pacnpeneneHHom
KOHbUrypauum.
MapameTpbl KOHPUIYypUPOBaHUS OTAENSEMbIX KOMMOHEHTOB NPUBEAEHBI B CEAYIOLLIMX AOKYMEHTAX:

» CJIET.10001-02 90 02 «PykoBoacTBO agMUHUCTpaTopa. HacTpolika nporpaMMHOro KoMrekca;

= CJIET.10001-02 90 05 «PykoBoacTBo agMuHUCTpaTopa. HacTporika komnoHeHTa «LLnto3».

KoMnoHeHTbl «AreHT», «KnueHT», «CepBep TepMMHaNoB» «YOaneHHbIM MNOMOLWHUKY», «Virtual
Appliance», «Termidesk Live» saBnawTca camMocToaTe/llbHbIMM, HO paboTaloWuMM B COCTaBe
NporpaMMHOro KoMmnnekca.

MapamMeTpbl yCTAaHOBKM W KOHPUIrypupOBaHUS KOMMOHEHTa «AreHT» MpuBEAeHbl B [OOKyMeHTe
C/IET.10001-02 90 04 «PykoBoncTBO agMmHMCTpaTopa. HacTponka KOMNoOHEHTa « AreHT».

MapamMeTpbl yCTaHOBKM U KOHMUIYpUPOBaHUS KOMMOHeHTa «KnueHT» npuBedeHbl B [OOKyMeHTe
C/NET.10001-02 92 01 «PykoBoncTBo nonb3osatens. Hactponka n akcnnyataums KoMnoHeHTa «KnveHT».
MapameTpbl YCTaHOBKM WM KOHMbUrypupoBaHMs KoMroHeHTa «CepBep TepMWHaNoB» NpuBeLeHbl B
pokymeHTe CJTIET.10001-02 90 06 «PykoBopctBO agMuHucTpaTopa. HacTporika komnoHeHTa «CepBep

TEpPMMHANOB».
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Mcnonb3oBaHWe KOMMNOHEHTA «YAaJIeHHbIM MOMOLLHUK» npuBeaeHo B gokymeHTe CJIET.10001-02 91 02
«MHCTpyKUMs No ncrnonb3oBaHUto. KOMNOHEHT «YaaneHHbIM MOMOLLHUK.
Mcnonb3oBaHue koMnoHeHTa «Virtual Appliance» npuBeseHo B pokymenTe CJIET.10001-02 91 03
«UHcTpyKumsa no ncnonb3oBaHuto. KomnoHeHT «Virtual Appliance».
Mcnonb3oBaHne koMnoHeHTa «Termidesk Live» npueegeHo B pokymenTe CJIET.10001-02 91 04
«MNHCcTpyKuusa no ucnonb3osaHuto. KomnoHeHT « Termidesk Live».
Ons npotokona poctaBku Termidesk peanusyetr pexum npsaMoro M TYHHENbHOrO COEeAMHEHMUS.
TyHHEeNbHOEe CoefMHEHME NMPUMEHSIETCS NMpu noaktodeHnn BPM u3 HepoBepeHHbIx ceTen. KombuHaumsa
NPOTOKOJIOB AOCTaBKMU U CNOCOBbI MoaktoueHUs npeponpeaenersl B Termidesk.
Termidesk nopnep>kuBaeT paboTy C cepeepaMmn TEPMMHANOB U NYBAMKALUKN MPUSTOXKEHUN:

* Microsoft Windows Server c ponbto «Remote Desktop Session Host» uz coctaBa «Remote Desktop

Services» (nanee - MS RDS, MS RDSH);

* Terminal Server Astra Linux (nanee - STAL). Peanusyetca komnoHeHTOM «CepBep TepMUHANOB».
1.5 . Tpe6oBaHus K YpOBHIO NOArOTOBKMU NepcoHana

Lna wratHom akcnnyatauum Termidesk TpebyeTcsa cnegyrolmii nepcoHan:
" CUCTEMHbIN aAMUHUCTPATOP;

" cneynanuncT no TeEXHUYeCKoMy O6CJ'Iy)KMBaHM}O.

CUCTEMHBIMN aAMUHUCTPATOP AO/MKEH UMETb OMbIT agMUMHUCTpUpoBaHMa cepeepoB ¢ OC Astra Linux
Special Edition 1.7.
OcHOBHbIMU 0BSI3aHHOCTAMU CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCS:

* YCTaHOBKA, HAaCTpOMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

= BOCCTaHoOBneHue pabotocnocobHocTn Termidesk nocne ycTpaHeHUs HEMCNPABHOCTEW KOMMEKCa

TEXHNYECKUX CpencTB.

Cneumanumct no TEXHUYECKOMY OBCNY>KMBAHUIO A0/HKEH UMeTb onblT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb 1 NOHMMAaTb NPUHLUMMbI PabOTbl CeTEM Nepeaayn AaHHbIX, a TaKXKe BnaaeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMIMJIEKCA TEXHUYECKUX CPEeaCTB.
OCHOBHbIMM 0653aHHOCTAMM CMELMANNCTA MO TEXHUYECKOMY 0BCTY>XXUBAHUIO SABASIOTCS:

* HacTpoMKa, MOAEPHM3ALIUA N NPOBEPKA COCTOAHUSA KOMMJIEKCa TEXHUYECKUX CPeacTB;

* AMarHOCTUKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCa TEXHUYECKUX CPeacCTB;

* HaCTpOWMKa CETEBbIX MOAK/HOUEHMNA.
1.6 . Tunorpadckue cornaweHus

B HacToaLwEeM [OKYMEHTE MPUHATBI CrieaytoLme Tunorpadckme cornalleHms:
* MOHOWMPWHHBIA WPUT — UCMONb3yeTcs AN BbloeneHus ¢GparMeHTOB TeKCTa Mporpamm,

HauMeHoBaHMM (annoB M nanok (AMPeKTopuin), MyTen nepeMeLLeHUs, CTPOK KOMMEeHTapues,
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Pa3NIMYHbIX NPOrPaMMHbIX 31eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03HAYeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHUM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. TPEBOBAHUA K CPEAE ®YHKUNOHUPOBAHUA

2.1 . TpeboBaHus K annapaTHoMy obecre4yeHuto

Ons yctaHoBku Termidesk MuHMManbHble annapaTHble TpebOBaHWSI y3na OO/MKHbI COOTBETCTBOBATb
CNnefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

2.2 . TpeboBaHus K nporpaMMHOMY obecrieyeHuio

B cpene dyHKumMoHupoBaHus Termidesk AonKHbI BbITb NpeaBapUTENIbHO YCTAaHOB/IEHDI:
= OC Astra Linux Special Edition Bepcuu 1.7 (v Bbiwe);
» CYBM Postgres-11 us coctasa penosutopus OC Astra Linux Special Edition Bepcuu 1.7;
* MporpaMMHbIM Bpokep coobueHn RabbitMQ-server Bepcum 3.7.8 (M Bbllwe) U3 cocTaea
peno3uTtopus OC Astra Linux Special Edition Bepcun 1.7.

OC Astra Linux Special Edition Bepcun 1.7 gonxxHa 6bITb ycTaHOBNEeHa M3 is0-06pasa, AOCTYMHOro B
NIMYHOM KabuHeTe Ha noptane Astra Linux: https:/lk-new.astralinux.ru/. Pabota Termidesk Ha

npefHacTpoeHHbIx obpasax OC He rapaHTUpyeTCcs.
2.3 . TpeboBaHUsI K CUHXPOHU3ALUM BPEMEHU

B ceteBon uHdpacTpykType nomkeH 6biTb HacTpoeH NTP-cepsep, obecrneumBatoLMin CUHXPOHM3ALUIO

BpeMeHU aN1s « YHMBepcanbHOro aucneTuepa», «LLintosa», «Menenkepa pabounx mecT».
2.4 . Tpe6osaHusi Kk DNS n DHCP

B ceteBo uWHpacTpykType [OMKHblI ObiTb pa3BepHYTbl U UCNPaBHO (YHKUMOHUPOBATb CHYXObI
foMeHHbIX uMeH (DNS) n aBTomaTnyeckoro HasHaveHus ceTeBbix napametpoB (DHCP) B HeobxoanMbix

CerMeHTax ceTu.
2.5 . TpeboBaHus K cepBepaM KaTasloroB
CepBepbl KaTanoroB A0/XKHbI YAOBNETBOPATb C/EAYIOLMM TPeBOBaHUSAM:

* cepBep KaTajloroB [O/DKEH pa3MeLaTbCsl B TOM >K€ CerMeHTe JOKaJbHOW CeTu, rae OymyT
pa3BepHyTbl BPM. Ecnn BbinonHeHWe TpeboBaHUS HEBO3MOXHO W CepBep KaTasoroB HaXo4UTCS B
[ApYroM cerMeHTe, TO Heo6xoAMMO 0becneynTb MapLIPYTU3ALIMIO MEXAY STUMU CErMeHTaMu;

" MpY WCMNONb30BaHMM B KayecTBe cepBepa KaTanoroB Microsoft Acive Directory (MS AD)

HeobXxoAMMO CO34aTb CEPBMCHYIO YYETHYK 3anucb Ans  B3aumogencteus Termidesk ¢
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KoHTponnepoM gomeHa (KM). HJonyckaeTcs MCNONb30BaHME YYETHOW 3anMCKU agMUHUCTpaTopa
[LOMEHa;

* npy wucnonb3oBaHun MS AD pekoMeHayeTcs C€O34aBaTb OTAE/bHblE  OpPraHU3aLMOHHbIE
noapasaenerHma (OU) pna nonb3osatenei BPM u gna yuyeTHbix 3anucen tuna «KomnbroTep» ans
cammx BPM. lpaBa Ha OU aons KoMnbrOTEPOB OOMKHbI ObiTb /IMO60 Y CO34aHHOM CEPBMCHOM
YYEeTHOM 3anucu, nMbo y OTAENbHOW CO34aHHOM YYETHOM 3anucu, J[OMYCKAeTCs TaKXke
MCMNONb30BaTb YYETHYHO 3aNnCb aAMUHUCTPATOPA LOMEHa;

* Npu mucnonb3oBaHuM cepepoB KatasoroB FreelPA u ALDPro B kayecTBe cepBUCHOM Y4eTHOM
3anucu ans B3ammopencteus Termidesk ¢ KI no yMonuyaHuio mMcnonb3yeTcs y4yeTHas 3amnucb

AdAMNHNCTPaTOpa AOMEHa, nmbo oTAeNIbHaga y4yeTHasa 3anmcCb C aHaN10rM4YHbIMMU MNMOJTHOMOYUYNAMMU.

& MexaHusm nogkntoueHmsa k LDAP-cepeepy simple bind nepegaeT aaHHble 419 NOAKIKOUYEHUS B
OTKPbITOM BUAE.

2.6 . TpeboBaHUs K cepBepaM TeEPMUHaANOB

Mpn ncnonb3oBaHMK cepBepa TepMuHanoB Microsoft HeobxoamMMo Hanuuume BHYyTpu gomeHa MS AD
cepBepoB c cootBeTcTBYytOWMMKU ponsamu (MS RDSH - ponb cepeepa TepmmHanos, MS RDS - ponb

cepBepa Nyb6anKaLMmn NpUIoXKeHUN).
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3. NoArotToBkA CPEAbl ®YHKUNOHUPOBAHUA

© Ecnn Termidesk nnaHupyeTcs ycTaHaBAMBaTb aBTOMAaTM3MPOBAaHHO COMNAcHO noapasaeny
ABTOMaTU3MpOBaHHasi YCTaHOBKA, TO MOArOTOBKY cpenbl (PYHKUMOHUPOBAHUSI BbIMONHATL He
HY>KHO.

3.1. YcraHoBka CYbB[] Postgres-11

LOna yctaHoBku CYB[, Postgres-11 Heobxoamnmo:
* OTpeaakTMpoBaTb dann /etc/apt/sources.list, OCTaBMB B Ka4eCTBE MCTOYHWKOB MOJYyYEHUS
NnakeToB ceTeBble peno3uTopuu. [lns 3TOro 3aKOMMEHTMPOBATb CTPOKY, HaumHarowytocs ¢ deb

cdrom. [lonxeH Nony4mTbCca cneayroLwmii CIMCOK:

=

# Astra Linux repository description https://wiki.astralinux.ru/x/0oLiC

N

3 #deb cdrom: [0S Astra Linux 1.7.3 1.7_x86-64 DVD ]/ 1.7_x86-64 contrib main non-
free

4 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-main/
1.7_x86-64 main contrib non-free

5 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-update/
1.7_x86-64 main contrib non-free

7 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

8 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© Ecnu e daine /etc/apt/sources.list NpucyTCTBYeT peno3uTopuii astra-ce:
# PacwupeHHbn peno3nTopuii (KOMMOHEHT astra-ce)
deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce
HeobxoaMMO 3aKOMMEHTUPOBATb €ro, 4YTobbl M36eXkaTb YCTAHOBKM HECOBMECTUMbIX BEpPCUM
MakeToB.

" nepenTM B MUHTEpdENC KOMAHAHOM CTPOKWM depe3 nporpamMmy «TepmuHan Fly», BbIMOAHWUTH

KOMaHAOy 0DBHOBMEHMA CMMCKOB MaKeTOB:
:~$ sudo apt update
* BbINONHUTbL KOMaHAy ycTtaHoBku CY B[, Postgres-11:
:~$ sudo apt install -y postgresql-11

roe:

-y - KoY N4 nponycka noareep>XXaeHna yCTaHOBKU.
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3.2 . Hacrpoiika CYB[, Postgres-11
Mepen ycTtaHoBkon Termidesk HYy>XHO BbINOAHUTbL HAaCTPOMKY 6a3bl AaHHbIX (B).

Lna HacTponkn B cnepyeT nepenTn B MHTEPhENC KOMAaHAHOM CTPOKM U BbIMONHUTb CNEAYHOLLEE:

" MEPEKIHOYUTBLCA MOC/IENO0BATE/IbHO HA MON1b30BaTeNd root, 3aTEM Ha postgres:

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3anycTuTb TepMuHanbHbir knveHT CY B/, Postgres-11:

:/home/astra$ psql

& Ecnv nocne BbiNoONHeHMs KOMaHAbl oTobpaxkaeTcs owmbka «could not change directory to "/
home/": OTKazaHO B JOCTYMNe» M He MOABNSETCA NPUrIaLLEHNE KOMAHOHOW CTPOKU postgres=#,
HeobxoaMMO BMECTO «su postgres» MCMoNb30BaTb KOHCTPYKUMIO «su - postgres». Ecnu
npurnaleHne postgres=# NosiBUIOCb, TO COOBLLEHME 06 OLLIMOKE MOXKHO NMPOUHIOPUPOBATD.

" MCMNONb3ys UHTEPaKTUBHbIA UHTepdenc TepMuHanbHoro knveHta CYB[, co3pate Bl termidesk

(cMMBON «;» B KOHLE CTPOKM MNpU paboTe C MHTEPAKTUBHbLIM UHTEP(ENCOM 06a3aTeNeH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

roe:
LC_COLLATE - nopsooK COpPTMPOBKM ANa ucrnonb3oBaHus B B, BnusieT Ha nopsaok COpTUPOBKM,
NPUMEHsIEMbIM K CTpokaM. 3HadveHue «ru_RU.utf8» ykasbiBaeT Ha WMCNonb3oBaHWE PyCCKOM
JNlokanusaumu;

LC_CTYPE - knaccudukauma CMUMBOMIOB ON1a Mcrnonb3oBaHus B Bbll, BnuseT Ha kateropusaumto
CMMBOJIOB;

TEMPLATE - wumsi wabnoHa, n3 kotoporo cosgaetcs bl. LLabnoH «templateO» mcnonb3lyetca pgns
cuctemHon Bl camon CYB[, Postgres-11.

* co3gaTb nosib3oBaTens termidesk ¢ naponem ksedimret ansa ganbHeMwero nogknatoveHms K b

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

A B I'IpMBe,EI,EHHOIZ KOMaHOe M4 Nosib30BaTeNna U Naposib UCMNOMb3YHOTCA B Ka4eCTBe NMpmuMepa. ZIVE
nonb3oBatend U naposib OO0/DKHbl 3a4aBaTbCA B COOTBETCTBUM C BHYTPEHHUMU CTaHOAPTaMU
opraHmsauuu no NnpuMeHeEHUO napoanoﬁ 3allUnNTbI.

* HasHa4yMTb npaBa no mucnosb3zosaHMto bl termidesk co3paHHOMY nonb3oBaTento termidesk:
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postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* BbINTM U3 UHTEPAKTMBHOIo MHTepderica TepMuHanbHoro knneHta CY B/
postgres=# \q

* BbIMTM U3 CEAHCOB MO/b30BaTeNIeEN postgres U root:

1 :/home/astra$ exit
2 :/home/astra# exit

* OoTpefdakTMpoBaTb ann /etc/parsec/mswitch.conf, ycTaHoBMB napameTp zero_if_notfound

B 3Ha4veHue yes, TOYHO co6mo,u,a;| OTCTYNbI U npo6enb|:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes

© B cnyuae nocneaytouero obHosneHns CY B[, Postgres MmoxkeT noHanobutca nepecosaaHue b. B
3TOM cny4ae creayeT npeaycmoTtpeTb 3kcnopT bl nepen o6HoBneHnem CY B[, Postgres.

3.3. YcraHoBKa 6pokepa coobLueHuit RabbitMQ-server

© Ecnm ysen c yxe yctaHosneHHbIM RabbitMQ-server 6yneT neperMeHoBaH, To 6pokep coobLLEeHMM
nepecTaHeT MpPUMHMMATb MOAKAOYEHMS. [Na MCNpaBneHUsi CUTyaumm HeoBXOAMMO  yaanUTb
RabbitMQ-server, 3aTemM BbINOAHUTbL €r0 NepeyCcTaHOBKY.

Ons yctaHoBkM RabbitMQ-server Hy>kHO nepenTy B MHTepdENC KOMaHAHOM CTPOKM 4Yepe3 nporpammy

«TepmuHan Fly» 1 BbINOAHUTL KOMaHAY:

:~$ sudo apt install -y rabbitmg-server

roe:

-y - KN4 angd nponycka nogreep>XXaeHUa yCTaHOBKU.

3.4 . HacTtpoiika 6pokepa coobyeHui RabbitMQ-server

LOns HacTponku RabbitMQ-server cnenyer:
* nepenTM B MHTepdenc KOMaHAHOM CTpPoKM uyepe3 nporpammy «TepmuHan Fly» u ybegutbca B

HanuuMu Katanora /etc/rabbitmg:
:~$ 1s Jetc/

" eCnn Katanor OTCyTCTBYET, HEO6XO,CI.VIMO CO30aThb ero:
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:~$ sudo mkdir -p /etc/rabbitmq

roe:
- p - KJIOY 411 aBTOMATMYECKOro CO34aHNS AMPEKTOPUM, YKa3aHHbIX BHYTPU NyTw;

* nepenTu B KaTanor /etc/rabbitmg:
:~$ cd /etc/rabbitmg

* co34aTb NycTble dannbl rabbitmg.conf (ocHoBHOM dann koHdurypaumm RabbitMQ-server) n

definitions.json (bann onpegeneHuns AaHHbIX A9 NOAKIHOUEHUS):

1 :~$ sudo touch rabbitmqg.conf
2 :~$ sudo touch definitions.json

* nomeHsATb Bnagenbua (rabbtitmqg) u ngeHTudukaTop rpynnbl (rabbitmg) ona co3gaHHbIX daninos:
:~$ sudo chown rabbitmq:rabbitmqg definitions.json rabbitmg.conf

* OTpenakTMpoBaTb dann rabbitmg.conf, npueeas ero K BuAy:

1

2 ## Preload schema definitions from the following JSON file.

3 ## Related doc guide: https://rabbitmqg.com/management.html#load-definitions.
4 ##

5 # management.load_definitions = /path/to/exported/definitions.json

6 management.load_definitions = /etc/rabbitmg/definitions.json

* oTpenakTMpoBaTtb dann definitions.json, 3agaB nonb3oBaTtenen termidesk n admin, npueeas

ero K snay:

A B danne /etc/rabbitmg/definitions.json naponu ykasbiBatOTCA B BUAE Npeobpa3oBaHHOIo
3HAYEHUS, KOTOPOE MOXXHO MOJYYUTb Yepes UCMOHAEMbIN dann rabbitmg_password2hash.sh
MoapobHo 0 ToM, Kak NpeobpasoBaTb Naposib, NPUBEAEHO AaJEee.

1 {
2 "rabbit_version": "3.7.8",
3 "users": [
4 {
5 "name": "termidesk",
6 "password_hash": "pnXiDJtUdk7ZcelL9i0gx44PeDgRa+X1+eIq+7wf/PTONLb1h",
7 "hashing_algorithm": "rabbit_password_hashing_sha256",
8 "tags": ""
9 1,
10 {
11 "name": "admin",
12 "password_hash": "FXQOWFNSrsGwRki9BT2dCITnsDwYu2lsy7BEN7+UncsPzCDZ",
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"hashing_algorithm": "rabbit_password_hashing_sha256",

"tags": "administrator"
}
1,
"vhosts": [
{
"nameﬂ: "/"
1,
{
"name": "termidesk"
}
1,
"permissions": [
{
"user": "termidesk",
"vhost": "termidesk",
"configure": ".x",
"Write": H.*",
"readﬂ: ".*H
1,
{
"user": "admin",
"vhost": "termidesk",
"configure'": ".x",
"Write": H.*",
"readﬂ: ".*H
}
1,
"topic_permissions": [
{
"user": "termidesk",
"vhost": "termidesk",
"exchange": "",
"Write": H.*",
"readﬂ: ".*H
}
1,

"parameters": [],
"global_parameters": [
{
"name": "cluster_name",
"value": "rabbit@rabbitmg"
}
1,
"policies": [],
"queues": [],
"exchanges": [],
"bindings": []
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a4 B npumepe MUCMoNb3ytoTCA cnepytowipe napbl JIOrMH-Napornb: admin:admin,
termidesk:ksedimret.
MMs nonb3oBaTens v Naposib AOMKHbI 334aBaTbC B COOTBETCTBUM C BHYTPEHHUMMU CTaHAapTamMu
OpraHm3auum nNo NpUMEHEHMIO NaposibHOW 3aLLMUThI.

* BbIMOMHUTb KOMaHAY MHMUManu3aumum RabbitMQ-server:

:~$ sudo rabbitmg-plugins enable rabbitmg_management

* nepesanyctuTb RabbitMQ-server:

:~$ sudo systemctl restart rabbitmg-server

YT106bl NONYy4YMTb Npeobpa3zoBaHHOE 3HAYEHME MApONS HYXXHO BOCMOJIb30BaTbCS UCMONHSEMbIM (ansioM
rabbitmg_password2hash.sh, pacnonoxeHHbIM B MOAKIOYEHHOM pernosuTopum Termidesk (cm.
MonyuyeHne naketoB yctaHoBkun B OC Astra Linux Special Edition) no nytu /var/repos/Addons/
Scripts/:

* MepenTn B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/
* 33paTb danny rabbitmg_password2hash.sh dnar ons 3anycka:

:~$ sudo chmod +x rabbitmg_password2hash.sh

roe:
+X - KJIHOY YCTAaHOBKM pa3peLleHus Ha 3anyck dalina oia Bcex rnosb3oBaTesnien;

* BbINOJIHUTb UCMOJTHAEMbIN hann:
:~$ sudo ./rabbitmq_password2hash.sh

Mpun BbINONHEHUW ucnonHseMoro danna OyaeT npeasiiodXeHoO BBECTWM Maposb WM MOBTOPUTbL €ro.
lMpeobpasoBaHHOE 3HaYeHWe BBEAEHHOMO Napons byaeT oTobpaXkeHO B MHTepdence KOMaHAHOM CTPOKMU.
HeobxognMo BHeCTM nosyyeHHoe 3HadeHWe npu  dopmupoBaHuM danna /etc/rabbitmq/
definitions.json (cekumsa password_hash).

Ecnu koHdurypaumoHHbin dann /etc/rabbitmg/definitions.json yxe cyuwiecTByeT, HO TpebyeTtcs
M3MEHUTb 3HaYeHWe NpPeobpa3oBaHHOIO NApPONs B HEM, HYXKHO:

* BbIMOMHUTbL NpeobpasoBaHue U gobasneHue naponsa B hann /etc/rabbitmq/definitions.json:

:~$ sudo ./rabbitmq_password2hash.sh -w -u <user> -p <naposnb>
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roe:

—-W - KJ1HOY 411 COXpPaHEeHUs u3MeHeHu B dann /etc/rabbitmg/definitions.json;
-u - nonb3oBatenb rabbitMQ. B ctaHaapTHOM ycTaHOBKE MOXHO YKa3biBaTb admin;
-p - Naponb;

* nepesanyctuTb RabbitMQ-server:

:~$ sudo systemctl restart rabbitmg-server
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4. YCTAHOBKA NMPOrPAMMHOIO KOMITJIEKCA

4.1 . MNMonyyeHue naketoB ycTtaHoBkKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbIMOMHUTb CNeAyoLLee:

* CKOMMPOBATb B IOMALLHMI KaTanor nonb3oBaTens 0bpas amMcka termidesk-<Bepcus> . iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcus>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT y3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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4.2 . YcTaHOBKa U HaCTpOMKa OTAeNsAeMbIX KOMNOHEHTOB Ha O4HOM Y3ne

4.2.1 . AsTOMaTU3MpOBaHHas YCTaHOBKA

4.2.1.1. AstomaTnsvpoBaHHas yCTaHOBKa Yepes MCMONHseMbIN dhain

[na aBToMatmMsmpoBaHHOM ycTaHOBKM Termidesk 6e3 ncnonb3oBaHus nceBporpaduyeckoro nHTepdenca
MOXXHO BOCMOJIb30BaTbCA WCMOJIHAEeMbIM dannoM termidesk-standalone.sh, pacrnonoXeHHbIM B

noaxito4eHHoOM perno3mtopum Termidesk: /var/repos/Addons/Scripts/.

B aTom cnyuyae Bce geMcTBUA Mo noprotoeke cpenbl GYHKLMOHMPOBAHUS U yCTaHOBKKM Termidesk 6yayT

BbIMOJIHEHbI UCMOMHAEMbIM anioMm.

©® WcnonbsosaHue wucrnonHsemoro daina pns yctaHoeku Termidesk [onyckaercs ToMbko B
03HaKOMUTENbHbIX Lensx!

[.na Bbi30Ba NpoLecca yCTAaHOBKU YEPE3 UCMONHAEMbIN hann HY>XXHO:

* MepenTu B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/

* pasapxuBupoBaTb hamn Termidesk.zip:
:~$ sudo unzip -j Termidesk.zip

roe:

-3j - KJItOY Ans pasapxuBaumm Bcex hannoB BHYTpU Termidesk.zip B TEKYLLYH AUPEKTOPUIO;

* 334atb davny dnar 4ns 3anycka:
:~$ sudo chmod +x termidesk-standalone.sh

roe:
+X - KJIO4 YCTaHOBKM pa3peLLeHust Ha 3anyck danna ajs BCEX Nosib30BaTenen;

* 3aMyCTUTb UCMOMHSAEMbIN daln:

:~$ sudo ./termidesk-standalone.sh

4.2.1.2 . AstomaTnsmpoBaHHas yCTaHOBKa yepes daiin oTBeToB

B OC Astra Linux Special Edition ecTb BO3MOXHOCTb NOArOTOBUTL (panl OTBETOB, B KOTOPOM MOXHO

YKa3aTb onpegeneHna n 3Ha4eHMa napaMeTpoB 419 MCNoJb30BaHUA BO BpeMSA YCTaHOBKW MaKeTOB.

[na aBToMatnsmpoBaHHom ycTaHoBKkM Termidesk yepes dain oTBeToB HeO6X0LMMO:
" MOArOTOBUTb M COXPAaHUTbL han OTBETOB, NpuMep daisia NPUBELEH HUXKE;

" YCTaHOBUTb yTUINUTY debconf, ecnn oHa He ycTaHosneHa B OC:

Bbinyck ot Hos6ps 2023 20



@ TERMIDESK C/ET.10001-02 90 01

:~$ sudo apt install debconf
* BbIMONHUTbL fobaBneHue darina oTBETOB B yTUNUTY debconf:
:~$ sudo debconf-set-selections /home/user/notification_file

roe:

/home/user/notification_f1ile - NnyTb K cOXpaHeHHOMY (ali/ly OTBETOB.

Mpumep danna oTBeTOB:

1 # Bbl NpUHYMaETe yC0BUSA NONb30BATENIbCKOW JIMLEH3NN?

2 termidesk-vdi termidesk-vdi/yesno-eula boolean true

3

4 # true - UHTepakTuBHbLIV pexum. false - nakeTHbIn (TUXWIA) pexum:

5 termidesk-vdi termidesk-vdi/interactive boolean false
6

7 # MAPAMETPbI NOAKMHOYEHWA K CYB/,

8 # Apgpec cepBepa CYB/[, Termidesk:

9 termidesk-vdi termidesk-vdi/dbhost string 127.0.0.1

10 # [o6asneHo B Bepcun 4.1.1. [lopt cepBepa (6GanaHcuposlimka) CYB[, Termidesk:
11 termidesk-vdi termidesk-vdi/dbport string 5432

12 # VIMsa 6a3bl faHHbiX Termidesk:

13 termidesk-vdi termidesk-vdi/dbname string termidesk

14 # Monb3oBartenb 6a3bl gaHHbIX Termidesk:

15 termidesk-vdi termidesk-vdi/dbuser string termidesk

16 # lMaposnb 6a3bl faHHbIX Termidesk:

17 termidesk-vdi termidesk-vdi/dbpass string ksedimret

18 # Jlo6aBneHo B Bepcun 4.3. lcnonb3oBaHue 3aluiLEHHOro nogxaodeHus k CYB/, .
19 # BO3MOXHble BapnaHTbl 3HauyeHuii: Disable, TLSv1.2, TLSv1.3

20 # 3HauyeHve no ymonyaHuto: Disable

21 termidesk-vdi termidesk-vdi/dbssl select Disable

24 # MAPAMETPbI NOAKMHOYEHNA K CEPBEPAM RABBITMQ

25 # RabbitMQ URL #1

26 termidesk-vdi termidesk-vdi/rabbitmg_urll password amqgp://termidesk:ksedii
mret@127.0.0.1:5672/termidesk

27 # RabbitMQ URL #3

28 termidesk-vdi termidesk-vdi/rabbitmg_url3 password

29 # RabbitMQ URL #2

30 termidesk-vdi termidesk-vdi/rabbitmg_url2 password

31

32 # [o6asneHo B Bepcun 4.1. Bbi6op ycTaHaBNMBaeMbIX Ha y3/e posei.

33 # Cnucok, pasgenuTens - 3andatble. PakTUyeckn, 3TO BbIGOP Crlyx6, KoTopble ByayT
34 # aBTOMaTMYecku 3anyckatbcs. [ocTynHble posim: Broker, Gateway, Task manager
35 # Ecnun He TpebyeTca aBTOMATUYECKMIA 3aMyCK CNYyX6 (Hanpumep, npu UCMoNb30BaHUN
36 # VRRP), TO B KayecTBe PO/ MOXHO yKa3aTb HeCyLLeCTBytoLLee HazBaHne ponu,

37 # Hanpumep - Empty.

38 termidesk-vdi termidesk-vdi/roles string Broker, Gateway, Task manager
39

40 # [lo6aBneHo B Bepcun 4.2.
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41 # Twn Beb6-mHTEpdeiica. ViMeeT cMbicn Npu 3anycke gemoHa termidesk-vdi (Bbi6op ponu Broker
npu yCTaHOBKe naketa) .

42 # admin - [OCTyneH TO/bKO (DYHKLUMOHa aAMUHUCTPUPOBaHNS ,

43 # user - [OCTyNeH TOMbKO MOJb30BaTENbCKMIA OYHKLMOHA ,

44 # universal - [OCTyneH Kak Nonb30BaTeNbCKUii, Tak U aAMUHUCTPATVBHbINA YHKLMOHA .

45 # Tlo ymonyaHuio, ucnosb3yeTca pexuMm universal

46 termidesk-vdi termidesk-vdi/webportaltype select universal

47

48 # HE TPEBYIOLWWMECHA NEPEMEHHBIE, cyry60 ans cnpasku

49 # BpemeHHble nepeMeHHble A5 NPOMEXYTOUYHOIO XpaHeH)s NapaMeTpoB NOAK/IUEHNS

50 # Kcepepy RabbitMQ, u3KoTOpbIX co3gatTca cTpokn termidesk-vdi/rabbitmg_urll,

51 # termidesk-vdi/rabbitmg_url2, termidesk-vdi/rabbitmg_url3

52 # Choices: 1 amgp://termidesk:termidesk@l27.0.0.1:5672/termidesk, 2 Empty, 3

Empty, Save
53 termidesk-vdi termidesk-vdi/rabbitmg_select select Save

54

55 # Termidesk RabbitMQ host

56 termidesk-vdi termidesk-vdi/rabbitmg_host string 127.0.0.1
57 # Termidesk RabbitMQ port

58 termidesk-vdi termidesk-vdi/rabbitmqg_port string 5672

59 # Termidesk RabbitMQ user

60 termidesk-vdi termidesk-vdi/rabbitmqg_user string termidesk
61 # Termidesk RabbitMQ pass

62 termidesk-vdi termidesk-vdi/rabbitmqg_pass string termidesk

63 # Termidesk RabbitMQ Virtual Host
64 termidesk-vdi termidesk-vdi/rabbitmg_vhost string termidesk

65

66

67 # BpemeHHas nepemeHHas A/151 MPOMEXYTOYHOr0 XpaHeHusi Bbibopa fa/HeT
68 termidesk-vdi termidesk-vdi/yesno boolean false
69 # BpeMeHHas nepeMeHHas /11 0TO6paXeHUs COOBLLEHNS Ha SKpaHe

70 termidesk-vdi termidesk-vdi/message note

71 # BpemeHHas nepemeHHas 4151 0TOGPaXEHNS NO/Ib30BATEIbCKOW INLLEH3NM
72 termidesk-vdi termidesk-vdi/text-eula note

© BbipaxeHue termidesk-vdi termidesk-vdi/rabbitmg_urll password amgp://
termidesk:ksedimret@127.0.0.1:5672/termidesk B 6noke # RabbitMQ URL #1 [OOJ/IKHO
ObITb 3aNMCaHO B OAHY CTPOKY!

A Mexay Tnom napameTpa (string, password, boolean U T.4.) M 3HaYEHUEM NMapameTpa LOSHKEH
ObITb TONBKO OAMH CMMBON NMpobena.

® B panbHelieM HeobxoauMble napameTpbl AN MOArOTOBKM daina OTBETOB MOryT ObiTb
nosyyYeHbl KOMaHAOM:

:~$ sudo debconf-get-selections | grep -i termidesk

KomaHgza BbinonHsietcss B8 OC, B koTopoun ycTaHoBneH Terrmidesk.
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4.2.2 . HeaBTOMaTM3MpoBaHHasa ycTaHoBka Termidesk
Ons yctaHoBkn Termidesk ¢ mcnonb3oBaHveM nceBnorpaduyeckoro MHTepdenca HY>KHO BbIMONHUTb
cnepytoulee:

* noakauuTb penosuTtopun Termidesk;

» ycTaHoOBUTb Termidesk:
:~$ sudo apt -y install termidesk-vdi

roe:

-y - KJO4Y ANs NponyckKa NoaTBEPXKAEHUSI YCTaHOBKMW.

& HauvHas c Bepcum 4.3 B 3aBUCMMOCTb MakeTa YCTaHOBKM termidesk-vdi pobaBneHa cnyykba
BedeHusi >KypHanoB syslog-ng. Pabota ¢ apyrumm cnyx6amu BeoeHMs KypHanoB He
rapaHTUpyeTcs.

® [Ons nepekntoueHus Mexay 3KpaHHbiMu kHonkamu [Ok] u [OTMeHa] B nceegorpadmyeckom
nHTepdence ncrnonbsyeTcs knasmwa <Tab>.

B npouecce yCTaHOBKU HY>XHO BbIMONIHUTbL cnieqytoLlee:

®* O3HAaKOMUTbCA C MNUEH3UOHHbIM COrlalleHNEM U HaXXdTb 3KPAaHHYH KHOMKY [OK] (cM. PucyHok 1),

License agreement

JMIEH3MOHHOE COIVIAIIEHME C KOHEUHHM TIOJIb3OBATEJNEM

IuCreTYep HOX EMPTYaNBHEX Pacounx MecT TepMUmScK

BuymManme ! LHO OpO jiTe HUXecHe, YCHOBMA, HpexfAe YeM yCTaHABIMBATL, KOAMPOBATL MM MHEM CHOCOGOM MCHONLZ0BATL HMCHeTUYSD HOXKIIOYEHUM
BMPTYaJbHHX patouMx MecT Tepmuueck (Ianee - II0) .
YcraHoBKa, KOMMpOBaHME WIM UCHOAbSOBaHMe MO MHEM COOCOGOM OSHauaeT Bame COTMacHe C OPVBENEHHEMM HWKE YCHOBUAMA 6€3 KAKUX-—JMO0 USHATUN.

HacroAmee JMUEHSMOHHOE COIJIalleHMe C KOHEUHEM NOJibZ0BaTeseM (Hanee - CorjlameHMe) 2aKINUAeTCA MeXZy OOMEeCTBOM C OTPAaHMYCHHOM OTBETCTBEHHOCTLO «YBEOH —
OBJIAUHHE TEXHOJIOTMM» (manee — Kommaums) u Bamu - OPUAMYESCKMM JHALOM, ¥ ONPEXeNnAeT HNOPANOK M YCJOBMA MCRONbBOBaHUS Bamm NO.

CorsameHue BCTyHaeT B Culy, KOTIa Bel HavYamM ucnojb=o0BaTh II0 mbo, ecimM 5TO NpenyCMOTPeHO QYHKIMOHaJbHBMM BO3BMOXHOCTAMM II0, C MOMeHTa, KorHma B
OpyHVMaeTe yCIOBMA COTNameHys, B NpPOHecCe yCTaHOBKM [0 HAa CBOeM yCTPOMCTBe MMM MHEM, NPeOJIOXSHHEM OOpas=oM BEpAXaeTe CBOe COTWIacue Ha SkpaHe Bamero
YCTPOMCTBa C NOMOmMBO MHTepdefica ycraHoBrM 0. JIoGoe M2 BREISYKABAHHEIKX ASMCTBMA OBHAYaeT, YTO Be OBHAKOMWIMCE COTJIACHMEM, HOHAMM eT0 M NPUHAIM
conmepXamMecAa B HEM YCJOBUA.

Eciu Bbl HEe COTJIaCHH C yCHOBMAMM COTJameHus, TO B He uMeeTe MpaBa YCTAHABIMBATL, SanyCKaTh, KOMMPOBATHL MM MHEM CNOCOGOM MCHONb30BaThH MO.

Hpunmuas ycaoeua Corsamenus IlonmbzoBaTesns NONTEEPXAaeT, YTO HeliCTByeT Ha HOBPOBOJLHEIX HadalaX, COSHATeNbHO, 683 KaKoro—JmBo NPUHYXHEHWS CO CTOPOHE
Kommaumm M/WmM TpeTLMX JML, OH NPaBOCNOCOOSH, M BOpaBe sawmodaTs CorjlameHue.

[lpenocTap/ieHMe NpaBa MCHONL30BaHUA II0 CONpoBOXNaeTCA OTHOSNLHLM LOTOBOPOM, ZaKIUEHHEM MexOy Kommanuel wm IlapTHepoM KoMmanum M Bamy. [IpM 2aKIRUEHMM
mexny Bamyt u Komnanmedt yum HaprhHepom Komnasumy FOTOBOpa, COTNameHue ¥ BCE €T0 NONOKSHMA ABJIASTCA HEOTHEMIEMONM YacTh® TAKOTO HOTOBOPA.

TEPMVHH ¥ ONPEJEIEHNT

«KoMnanmuay — OCmMECTBO C OTPAHMYSHHOM OTBETCTBEHHOCTLI «YBEOH — OBJIAUHHE TEXHOJIOIWMI», MHH 9729237371, ABnAKmesecAa npaeoobiamaTerneM 0.

«lonpsoBaTenby («Be») - OPUAMYECKOS JUIO, KOTOpoe mpnobpesio JMUeHSMo mIA COOCTBEHHOTO MCHNONb30BaHWA, a HE WIA HOCJAeNyOmeTO PacHpOCTPaHEeHWA M
NpemoCTaBIIe A CyCIMIEHSMMA JUIM OKAZBaHMA yCIyT C IoMomeio IO TpeTemM jmaM, JMCO JMICG, KOTOPOe MNONYUYMIo yHOAaleHHEN mocryn k [0 uepez cers WHTepHeT s
COGCTBEHHHX HY®H, a HE IJIA OKAaBaHMA YCJIyT C HNOoMOmbo IO TpeThuM JULaM.

«[porpamMqHoe otecnevenne («IO») — IucneTyep NOINKICUEHMM BUPTYANLHHEX Pacounx MecT TepMuIeCK, BKIRUAA BCe M KamObll OTHEJILHENY KOMIOHEHT, BCTPOSHHLII B
OpOOYKT, a Takke BCe NOCHenyomMe OOHOBJIEHMA TaKOoTO NPOTPaMMHOTO oOfechnedYeHus ¥ CONYTCTBYWmAasa OOKyMEeHTalLVid.

«ueH=MA» — NpemocTapjieHHOoe KoMmaHmelt NpaBO Ha YCTaHOBKY, SamyCK M MCHOJb3OBaHMe QyHKUMOHambHOCTM [0 Ha YCJOBMAX NPOCTOM (HEMCKINOWATENIBHOM) JMUeH3MN
B COOTBETCTEMM C YCIOBMAMM HOTOBOpa Mexmy HNomszoBamenem u Komnaumedt yums MaprHepom KoMmammm.

«llapTHep KoMmanmm» — OPUAMYSCKOe JIMLO, KOTopoMy KoMnaHMA HpefOoCTaBRmia [PAaBO PACHPOCTPAHEeHMA WM MHOT'O MCHOJAL20BaHMA IO.

«YCTPOMCTRBO» — CEPBEpPHOE OOOPYMOBAHWE M PEmMEHME BUPTyaNMsalMy, Ha KOTOPOM IMombsoBaTeNnb MCHnodbsyeT I0.

«PaBoTHMK» — (QM3MUYECKOe JMUO, KOTOPOe COCTOMT B TPYHOBHX OTHOmeHMAX C [osbzoBaTeseM.

«Kimoy akTMBALMM» - COelMalbHO paspacoTaHHENI mis 0 SJIeKTPOHHBI KINY, NPeACTaBRJISOIMEA COOOM HaGop CMMBOJIOB M NpefHasHAYEHHEIM miA akTmBammm I10.

<Ok>

PucyHok 1 - JluueHsnoHHoe cornatueHue
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* 0N MPUHATUS YCNIOBUM JIMLEH3NOHHOIO COMMALLEHMS] U NMPOAO/IKEHUS YCTAaHOBKU ClieayeT HaXKaTb
3KpaHHyto kHonky [[a]. B cnyyae oTkasa OT yCnoBWW COrnalleHUs CrefyeT HaXkaTb 3KPaHHYH

kHonky [HeT]. Mpu aToM ycTaHoOBKa npepBeTcs (cm. PucyHok 2);

1 License agreement |

In order to install this package, you must accept the license terms. Not accepting will cancel the installation.

Do you accept the EULA license terms?

PucyHok 2 — MNMpuHATHME YCNOBUIA IMLLEH3UOHHOIO COMNaLLEHMS

Mocne nNpUHATMS YCNOBUM JIMLLEH3MOHHOMO COMalIeHUs HeobXoAMMO 3anofHUTbL 3KpPaHHble Mons
nHpopmaumen o nogkatodeHmn k b, Termidesk:
» «Termidesk DB server address»: agpec y3na c yctaHoBneHHou bl (B cnyyae nokanbHOM yCTaHOBKM

— 127.0.0.1 (cm. PucyHok 3));

Termidesk Database config

Termidesk DB server address:

<OTMeHa>

PucyHok 3 — Beog agpeca y3na ¢ yctaHoBneHHou bl
» «Termidesk DB server port»: HOMep MopTa, KOTOPbIA UCMOb3YeTC AN COEAMHEHUS C CEPBEPOM

B (ykasaH cTaHZApTHbIWM NOPT — 5432 (cM. PucyHok 4));
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Termidesk Database config

Termidesk DB server port:

<OTMeHa>

PucyHok 4 — Beog Homepa nopta B/,
* «Minimum TLS version for connecting to DB»: BbibpaTb npoTokon, koTopbii OyaeT
Mcnonb3oBaTbca nNpu noakntodeHun K BL (cm. Pucynok 5). lMpu Bbibope 3HadeHusi «Disable»

3aLlUMLLEHHOE COeaMHEHUE Npu noakntodeHmn k b ucnonbsoBatbea He byneT;

Termidesk Database config

Minimum TLS version for conmecting to DB:

TL5v1.2

TL5v1.3

<0TmMeHa>

PucyHok 5 — Bbibop npoTokona gns nogkntodeHms K b,
* «Termidesk DB name»: termidesk (paHHbIM napameTp 3agaBancs npu co3gaHuum B, (cm.

PucyHok 6));
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Termidesk Database config

Termidesk DB name:

<OTMeHa>

PucyHok 6 — Beog HasBaHus Bl

» «Termidesk DB user»: termidesk (aaHHbIWM NnapamMeTp 3agasancs npu cosgaHum B (cm. PucyHok 7));

Termidesk Database config

Termidesk DB user:

<OTmMmeHa>

PucyHok 7 — Beog, uMeHn nonb3osatens b/,
» «Termidesk DB password»: ksedimret (AaHHbI napamMeTp 3afaBancs npu co3gaHum B, (cm.

PucyHok 8));
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Termidesk Database config

Termidesk DB password:

<OTMeHa>

PucyHok 8 — Beog napons nonb3oBaTens ans nocrtyna k b,

A Bce 3HauyeHMa MoryT 6bITb OCTaBneHbl MO yMon4yaHuio, ecnn B 6bina npeaBapuTenbHO
HacTpoeHa (cM. nogpasaen YcraHoBka CYB/, Postgres-11 1 Hactpoitka CY B[, Postgres-11).

Mocne okoH4YaHUs npouecca HacTpoukn B, HeobxoanMo HacTpouTb nogkntoveHue K RabbitMQ-server.
[lns 3TOro Hy>HO BbINOJIHUTL CNeayOLLEE:

* B 3KpaHHOM dopMe «RabbitMQ URL» HaxaTb 3kpaHHyto kHOMNKY [OKk] (cm. PucyHok 9).

Bbinyck ot Hos6ps 2023 27



@O TERMIDESK

RabbitMQ URL

1 Empty

<OTMeHa>

PucyHok 9 — DkpaHHas popma «RabbitMQ URL»

3anoNHUTb 3KpaHHble Nons MHpopmauuen o nogkntodeHnm Kk RabbitMQ-server:

» «Termidesk RabbitMQ user»:
RabbitMQ-server (cm. Pucyrok 10));

CNET.10001-02 90 01

termidesk (maHHbIM napaMeTp 3afaBajscs MNpuU  HACTPOMKe

RabbitMQ User

Termidesk RabbitMQ user

termidesk

<OTMeHa>

PucyHok 10 - Beog nmeHu nonb3osatens RabbitMQ

» «Termidesk RabbitMQ pass»:
RabbitMQ-server (cm. Pucyrok 11));
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RabbitMQ Password

Termidesk RabbitMQ pass

<OTMeHa>

PucyHok 11 — Beog naponsa nonb3osatens RabbitMQ
» «Termidesk RabbitMQ host»: agpec ysna c yctaHoBneHHbIM RabbitMQ-server (B cnyuae

JIOKaNbHOM YCTAaHOBKM — 127.0.0.1 (cm. PucyHok 12));

RabbitMQ Host

Termidesk RabbitMQ host

<OTMeHa>

PucyHok 12 — Beopg appeca y3na ¢ yctaHoBneHHbIM RabbitMQ-server
* «Termidesk RabbitMQ port»: HoMep nopTa, KOTOpbIM MCMNONb3yeTCA AN YCTaHOBNEHMUS

coepnHeHus ¢ RabbitMQ (ykasaH cTaHAapTHbIM NOPT — 5672 (cm. PucyHok 13));
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RabbitMQ Port

Termidesk RabbitMQ port

<0OTMeHa>

PucyHok 13 — Beog Homepa nopTa RabbitMQ
» «Termidesk RabbitMQ Virtual Host»: termidesk (cm. PucyHok 14).

RabbitMQ Virtual Host

Termidesk RabbitMQ Virtual Host

termidesk

<OrMeHa>

PucyHok 14 — Beopg Ha3BaHUMs BUpTYanbHoro xocta RabbitMQ

Lanee skpaHHaa d¢opma «RabbitMQ URL» oTobpasut B none ykasaHHble HacTpovku. [ns

pefaKTUPOBaHMSA HAaCTPOEK CleayeT BblIbpaTb HY>KHOE MoJie U HaxkaTb knasuwy <Enter>, pns coxpaHeHus
HaCTPOEK C/leAyeT HaXkaTb 3KPaHHYH KHOMKY [Save] (cm. Pucymok 15).
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] RabbitMQ URL |

1 amgp://termidesk:ksedimret@127.0.0.1:5672/termidesk
2 Empty

3 Empty

<0k> <OTmena>

PucyHok 15 - CoxpaHeHue co3paHHbixX HacTpoek RabbitMQ

& Bce 3HayeHMss MoryT ObITb OCTaBneHbl MO yMon4yaHuto, ecnu RabbitMQ-server 6bin
npeaBapuTeNibHO HAacTpoeH (cM. noapasaen YcTaHoBka 6pokepa coobieHunii RabbitMQ-server u

HacTpoiika 6pokepa cooblueHuii RabbitMQ-server).

Mocne HacTporiku nogkntodeHur K RabbitMQ-server  uHcTannstop  npepnoXuT  BbibpaTb

YCTaHaBIMBAEMbIU Ha y3en KOMTMOHEHT: «Broker» («YHuBepcanbHbIN ancnetyep»),

«Gateway» («LLnto3»), «Task manager» («MeHemkep paboumx MecT»). B cnyyae ycTaHoBkuM

KOMJIEKCHOM YCTAaHOBKU HY>XHO OTMETUTb BCE€ KOMMOHEHTbI (cM. PucyHok 16).

Choose Termidesk roles to start

Choose Termidesk roles to start:

<OTMeHa>

PucyHok 16 — Bbibop ycTaHaBIMBAEMOro KOMMNOHEHTA B MHCTANIATOPE

BbibpaHHble ponn onpepensitoT, Kakue cnyxbbl Termidesk OyaoyT Bk/O4YeHbl 4S8 3amycka BO BpeMs
ctapta OC 1 aBTOMaTM4YeCKM 3anyLLEHbI:
* npu Bbibope koMMoHeHTa «Broker» BbyneT 3anyuwieHa cnyxkba termidesk-vdi;

* npwu Bbibope koMMNoHeHTa «Gateway» ByaeT 3anyLueHa cny>kba termidesk-wsproxy;
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* npu Bblbope kommnoHeHTa «Task manager» 6yayT 3anylieHbl cayXbbl termidesk-taskman,

termidesk-celery-beat, termidesk-celery-worker.

Ecnm He BbIGpaTb HM OAHOrO KOMMOHEHTA WM HaXaTb 3KpaHHyt kHomnky [OTMeHa], wnu knaBuwy
<ESC>, To n3amMeHeHuMe HaCTpoeK NPUMEHSTLCS He ByaeT.
KOMMOHEHTbI MOXKHO 33[1aBaTb KakK B PeXXMMe MHTEPAaKTUBHOM YCTaHOBKM, Tak U Yepe3 ¢aii OTBETOB ANS

MCNO/b30BaHMA B MaKETHOM peXXNMe.

Lanee nHcTannaTop NpensioXXmT BbibpaTb OAUH U3 Tpex TUMNOB Beb-uHTepdenca Termidesk:

* «admin» - Npu BbIGOPE 3TOr0 3HAaYEHUS MOC/e YCTAaHOBKM OyaeT AOCTYMNEH TONIbKO BeEG-UHTepdenc
ana ynpaeneHus Termidesk u uHTepdenc swagger ons QocTyna K AOKYMEHTALMKM MO KOMaHAaM
REST API. Nonb3oBatenbckmnin MHTepdenc byaeT HELOCTYMNEH;

* «user» - Npu BbIBOPEe 3TOro 3HaUYEHUS NMOC/Ie YCTAaHOBKU BYAET AOCTYMEH TOJIbKO MOJIb30BATENbCKUM
Beb-nHTepdenc. UHTepderic ynpasneHus Termidesk un swagger 6yayT HegOCTYMHbI;

» «universal» - npu BbIbope 3TOro 3HauyeHuUs ByayT OOCTYMHbI Bce yHKUMU Beb-uHTepderica u

swagger.

Hy>kHO BbIOpaTb OAHO W3 3HAYEHUM W HaxaTb 3KpaHHYt KHonKy [OK] (cm. Pucywok 17). [Mo3pHee
NnepekItoumMTh TUN BeG-MHTepdenca MOXKHO 4epe3 napameTp WEB_PORTAL_TYPE KOHMUrypauyoHHOro
davina /etc/opt/termidesk-vdi/termidesk.conf. HacTpokmu OyoyT npuMeHeHbl nocne

nepesanycka cnyxo6bl termidesk-vdi.

Choose Termidesk web interface tuype

Choose Termidesk web interface tupe:

admin

<{DTMBHE>

PucyHok 17 — Bbibop Tuna Beb-nHTepderica

Mocne yctaHoBku Termidesk Heobxoanmo ckoppekTupoBaTb damn KoHdurypaumm seb-cepsepa /etc/
apache2/apache2.conf. [Ons 3TOro HY>XHO HauWTWU W pPaCKOMMEHTMPOBATb CTPOKY C MapaMeTpoMm
AstraMode, nanee npMcBOUTb AaHHOMY MapameTpy 3HadeHue off, TOUHO cobnroaas OTCTyMbl U Npobenbl
B parine:

1 # Astra security mode
2 #
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3 AstraMode off

3aTeM nepesanycTuUTb Beb-cepaep:

:~$ sudo systemctl restart apache2

4.3 . PacnpepeneHHas ycTaHOBKa NpPOrpaMMHOI0 KOMI/eKca

4.3.1 . OcHOBHble NPUHLMNbI pacnpeaesieHHON YCTaHOBKM
B Termidesk npenycmoTpeHa pacnpeneneHHas yCTaHOBKA KOMMOHEHTOB B Ka4eCTBE pPoJien Ha OTAe/bHbIe
cepsepbl Unn BM.,
YcTaHoBka komrnoHeHToB Termidesk BbinonHseTcs B cpene dyHkumnoHmposaHma OC Astra Linux Special
Edition 1.7.
PacnpeneneHHO MOryT yCTaHaBAMBATbLCSA C/IeAYOLIME KOMMOHEHTbI:

* yHUMBepcabHbIK aucnetyep (cnyxba termidesk-vdi);

* LW1H03 NoaKAtodeHur (cnykba termidesk-wsproxy);

* MeHemkep paboumx MecT (cnyxbbl termidesk-taskman, termidesk-celery-beat, termidesk-

celery-worker).

MepeyeHb ycnoBun ana pacnpeneneHHoM yCTaHOBKMU:

* koMnoHeHT RabbitMQ-server ycTtaHaBnuBaeTcs Ha ogHom y3ne ¢ CYB[ (B obiem cnydae 3ToT
KOMMOHEHT MOXEeT YCTaHaBAMBATbCA Ha OTAENbHbIM Yy3e/, HO B paMKaxX HaCTOALEN Mpoueaypbl
OAaHHbIA BapMaHT He paccMaTpuBaeTcs);

* Ha BCeX Yy31aX, NpefHa3HayYeHHbIX A/ YCTAaHOBKM KOMMOHEHTOB, HAaCTpoeHbl cTaTtuyveckue |P-
appeca;

® Ha BCeX Yy3/1aX HaCTPOEHa CUMHXPOHM3aLUMA BpeMEHU OT €AMHOIo MCTOYHUKaA.

YnpouwleHHas oblias cxema npu pacrnpenesieHHoM ycTaHoBKe Termidesk npuBeseHa Ha pUCYHKe (cm.

PucyHok 18).
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Y

Jucmeraep 1

Y

Hducmetuep 2

A

Cepeep PostgreSQL

BbaaancupoBmuk

VRRP

MeHex:xep pabounx
MecT 1

MeHemxkep padounx

MecT 2

Iar03 1 Iar03 2

PucyHok 18 — Cxema pacnpeneneHHOM YCTaHOBKM

I'Iepequb 00603Ha4YeHHbIX Ha CXeME KOMIMOHEHTOB npueeneH B Ta6nmu,e (cm. Tabnuua 1).

Tabnuua 1 - MNepeyeHb KOMMOHEHTOB

KoMnoHeHT

FQDN

Moanuck Ha cxeme

YHuBepcanbHbin aucnetdep Termidesk 1

displ.termidesk.local

Oucnetuep 1

YHuBepcanbHbin gucneTtyep Termidesk 2

disp2.termidesk.local

Oucnetuep 2

Lnto3 Termidesk 1

gwl.termidesk.local

Lno3 1

LLnto3 Termidesk 2

gw2.termidesk.local

L no3 2

MeHenykep paboumnx Mect (master)

tskl.termidesk.local

Meneaykep paboumnx mect 1

MeHemykep paboumx mecT (slave)

tsk2.termidesk.local

Meneaykep paboumnx MecT 2

banaHcupoBLLMK Harpy3ku (nginx)

nginx.termidesk.local

banaHcupoBLLMK

baza paHHbIX

db.termidesk.local

Cepgep PostgreSQL
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PacnpeneneHHas ycTaHOBKa NpOBOAMTCS B CNefyOLLEN NOCef0BaTeIbHOCTU:
1) yctaHaBnuBaeTcs y3en ¢ komnoHeHTamu CYB/ n RabbitMQ-server (obe cny>6bl Ha 0OAHOM y31e);
2) ycTaHaBNMBAaEeTCS NepBblA Yy3en C yHMBepcanbHbIM aucnetyepoM Termidesk. Mpu ycTaHoBke
amcnetdyepa Termidesk HeobxoaMmo BblIGpaTb KOMMOHEHT «Broker» B aOManoroBomM okHe

ncesgorpadpuyeckoro nHTepdenca MHCTaNIATopa;

& HacTporiku nepBoro ysna c yHMBepcanbHbIM gucnetyepoM Termidesk ByayT MCnonb3oBaTbCA Kak
3Ta/IOHHbIE A1 OCTajbHbIX Y3/10B C koMMoHeHTamu Ternidesk (yHMBepcanbHOro gucneTyepa,
L0308, MeHemkepos BPM).

MapameTpbl koHUrypaumm Termidesk Haxomatca B danne /etc/opt/termidesk-vdi/
termidesk.conf.

Hy>xHO ckonupoBaTb Katanor /etc/opt/termidesk-vdi BMecTe C ero cogep>XMMbIM Ha Bce
y371bl, 32 UckntoveHmem ysnos ¢ CYB/ n 6anaHCcMpoBLLMKOM.

3) yCTaHaBIMBAlOTCS OCTasibHbIE Y3/ibl - YHUBEPCANbHble aucneTyepbl Termidesk ¢ KonvpoBaHWeM
$arnoB, yKasaHHbIX B M.2, C 3TaJIOHHOrO y3/13;
4) ycTaHaBNMBAKOTCS y3/bl - WO3bl NogkatoveHnn Termidesk ¢ konupoBaHueM hanno., yKasaHHbIX
B N.2, Cc 3TanoHHoro y3na. lpu yctaHoBke wnto3a Termidesk HeobxoamMmo BblbpaTb KOMMOHEHT
«Gateway» B AMaNIOrOBOM OKHE NceBAorpacmyeckoro nHTepdenca MHCTaNIATopa;
5) yctaHaenuBatoTca y3nbl - MeHemkepbl BPM ¢ konmpoBaHueM ¢aininoB, ykasaHHbIX B M.2, C
3TanoHHoro y3na. lMpu yctaHoBke mMeHemxepa BPM Termidesk HeobxogMMo BbiGpaTb KOMMOHEHT
«Task Manager» B [OManoroBoM OKHe NceBAorpadMYeckoro uMHTepdenca UHCTaNnsTopa
(opHoBpeMeHHO cny>kba MeHemkepa BPM termidesk-taskman gonykHa 6bITb 3anyLleHa TONbKO Ha
OfHOM U3 y3no08!).

3aKNOUNTENbHBIM 3TAMNOM YCTaHaBIMBAKOTCSA M HacTpamMBatoTCs GanNaHCUMPOBLUMKM Harpysku Ha 6aze OC

Astra Linux Special Edition 1.7 n nginx.

4.3.2 . YcraHoBKka u HacTpoiika CYB[] Postgres-11

Mpouecc yctaHoBkn CYB/L, Postgres-11 u 6pokepa coobweHun RabbitMQ-server He oTnaunuyaeTtcs oT
npoLiecca, onMcaHHOro Ans KoMnaekcHon yctaHoBku Termidesk (cm. noapasaen YcTaHOBKa M HAacCTpoMKa
oTAeNsseMbIX KOMMNOHEHTOB Ha O4HOM Yy3ne).

[ns 3aBepLUeHMNS HAaCTPOUKUM HY>KHO:

* OTpeaakTMpoBaTh dann rabbitmg-env.conf, npueeas ero K BUAY:

1 # Defaults to rabbit. This can be useful if you want to run more than one
node

2 # per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-
machine

3 # combination. See the clustering on a single machine guide for details:

4 # http://www.rabbitmq.com/clustering.html#single-machine

5 #NODENAME=rabbit

6

7 # By default RabbitMQ will bind to all interfaces, on IPv4 and IPv6 if
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8 # available. Set this if you only want to bind to one network -interface
or#
9 # address family.
10 NODE_IP_ADDRESS=0.0.0.0
11 # Defaults to 5672.
12 NODE_PORT=5672

* COXpaHUTb ana 1 nepe3anycTuTb CNyxby rabbitmg-server:

:~$ sudo systemctl restart rabbitmg-server

4.3.3 . YcTaHOBKa NepBOro y3na C yHMBepcajbHbIiM aucnetyepom Termidesk

Mpouecc ycTaHOBKM nMepBOro y3na C YHMBEpPCalbHbIM aucnetdyepoM Termidesk aHanormueH
KOoMnnekcHou yctaHoBke Termidesk, 3a nckntodyeHmem Bbibopa TONbKO KOMMOHeHTa «Broker».

Mocne ycTaHoBKM nepenatb Katanor /etc/opt/termidesk-vdi Ha ocTanbHblE Y3/bl YHUBEPCAJIbHbIX

ONCMNEeTYEepOB, LLHO30B NOAKIOYEHUN U MeHeaykepoB BPM:

:~$ sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/

roe:

-r - KJIIOY AN5 PEKYPCUBHOM (CO BIOXKEHHbIMUM KaTasioraMu) nepenayuu;

localuser - Mg Nonb3oBaTeNs Lenesoro ysna;

ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - nyTb, Kyaa 6yaeT CKOMMPOBAH KaTasor.

Mepen HayanoM YCTAHOBKM OCTaslbHbIX Y3/10B - YHMBepCasbHbIX aucrneTyepoB Termidesk Heobxoanmo

nepeMecTUTb CKOMUPOBAHHbIN paHee kaTtanor termidesk-vdi B katanor /etc/opt/:

:~$ sudo mv /home/user/termidesk-vdi /etc/opt/

YCTaHOBUTbL OCTasibHbIE Y3/bl C YHUBEPCA/IbHbIM aMcnetyepoM Termidesk no aHanormm ¢ nepebiM, HO B
ananore nogkntodeHus Kk CYBL v 3anonHeHuss mvHdbopMauum o nogkntoveHun k RabbitMQ-server,

BbIGpaTb 3kpaHHYto kHonky [OTMeHa].

4.3.4 . YcTaHOBKa Y3/10B - LLJIHO30B NOAK/IHOYEHUM

YcTaHOBKA Y3/10B - LUIHO30B MOAKJ/KOYEHUM aHaNOrM4yHa KOMIJIEKCHOM YycTaHoBke Termidesk, 3a
WCK/IFOYEHMEM BbIbOpa TONIbKO KOMMoHeHTa «Gateway».

Mocne 3aBepLIEHNS YCTAHOBKM M3MEHUTB HACTPOMKM 3amycka Cy>k0bl termidesk-wsproxy:

* oTpenakTMpoBaTb pann /etc/opt/termidesk-vdi/termidesk.conf , npuseas ¢pparmMeHT danna

K BUAOy:
1 ce
2 # TMopT, KkoOTOpbIA ByaeT npocnywmBaTtb cnyxba termidesk-wsproxy
3 WSPROXY_PORT=5099
4 # Appec, KOTOpbI Jo/mKHA cnywaTtb cnyxba termidesk-wsproxy
5 # npwv pacnpefenéHHon ycTaHOBKe
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6 WSPROXY_BIND_ADDRESS="0.0.0.0"

* COXPaHWUTb dal, a 3aTeM Mepe3anyCcTUTb CNyXKby:

:~$ sudo systemctl restart termidesk-wsproxy

4.3.5 . YcraHOBKa y3n0B - MeHemkepos BPM

YcTaHoBka MeHepykepos BPM npouseoamTcs Ha aBa y3na, paboTatolwmx B pexxume network failover.
YcTaHOBKa aHasiorMyHa KOMIMIEKCHOM YycTaHoBke Termidesk, 3a wuckntouyeHMeM Bblbopa TOMbKO
KoMnoHeHTa « Task manager».

lMocne ycTaHOBKM HYXKHO OCTaHOBUTH (systemctl stop) u ucknoumtb (systemctl disable) cnyxby

termidesk-taskman K13 aBTOMaTM4eCKOro 3arnycka:

:~$ sudo systemctl stop termidesk-taskman && sudo systemctl disable termidesk-taskman

NcknoyeHne C]'Iy)K6bI M3 aBTOMAaTU4YECKOro 3anycka HeO6XO,EI,l/IMO, NMOCKONbKY ynpaBneHune ee COCToOAHMEM

nponsBoanTCA CKpUNTaMun pexkmma BbICOKOM AOCTYNMHOCTU.

4.3.6 . YcraHOBKa 6anaHCUPOBLLMKOB

BanaHCMpoOBLUMKM  Harpy3km HeobxoamMbl ANt  GanaHCUPOBKM  KJIMEHTCKUX  MOAK/HOYEHUA K
YHUMBEpCa/sbHbIM AMUCMETYEPAM W LUMKO3aM, PAaBHOMEPHOrO pacrnpeneneHus Harpysku Ha Hux. Cpepown
dYHKUMOHMpoBaHMA AN 6anaHcuposLmkos Harpy3sku aensietcs OC Astra Linux Special Edition 1.7.

BaﬂaHCMpOBLLI,MK nginx YCTaHaB/1MBaeTCA KOMaHAoM:

:~$ sudo apt install -y nginx

roe:

-y - KN4 ond nponycka noareep>XXaeHna yCTaHOBKU.

4.3.7 . [lenctBua nocne pacnpeneneHHon yCTaHOBKU

Hactporika mMeHemkepa BPM B pexxume BbicOKOM AOCTYMHOCTM npuBedeHa B noapasgene Hacrpoiika
MeHemkepa BPM B pexxuMme Bbicokon pgoctynHoctn pgokymeHta CJTIET.10001-02 90 02 «PykoBoacTtso
agMUHUcTpaTopa. HacTpolika nporpaMMHOro KoMnekca.

HacTtpoiika 6GanaHcMpoBLUMKA Harpysku npueeseHa B nogpasgene HacTpoiika 6anaHcuMpoBLuMKka s
paboTbl ¢ camonognucaHHbiMuM ceptudmkatamm pokymenta CJIET.10001-02 90 02 «Pykoeoacteo

agMUHUcTpaTopa. HacTpolika nporpaMMHOro KoMnaekca.
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4.4 . YcraHoBKa NporpaMMHOI0 KOMIJIeKCa B peXKMMe 3aMKHYTOU NporpaMMHON Cpefbl

3amMkHyTass nporpamMmHas cpega (3IMC) aensieTtca cpenctBoM nosbiweHus 6GesonacHoctu OC nyTtem
KOHTPOJSIS  LENIOCTHOCTM  (HeuM3MeHHOCTM) arnoB. MexaHM3M KOHTpPONs peanu3oBaH B  BUAE
HeBbIrpyxkaemoro moayna saapa OC Astra Linux Special Edition 1.7 (mMopynb digsig_verif),

BbINOJIHAOLLIErO NPOBEPKY 3N1eKTPOHHOM undposor noanucu damnos (SLLIM).

Ona yctaHoBkun Termidesk npu BkawodeHHoM B OC pexumme 3M1C HeobxoguMo nNpenBapuUTESIbHO
yCTaHOBUTb NakeT termidesk-digsig-keys, BbINONHMB CleaytoLLee:
* NoAKAUUTL peno3uTtopun Termidesk nnm nonyunTb oTaenbHbIM NakeT termidesk-digsig-keys
u3 penosmnTopwus;

® BbIMNOJIHUTb YCTAaHOBKY C NCMNOJIb30BaHWNEM peENO3NTOPUSA:
:~$ sudo apt -y install termidesk-digsig-keys
* 16O BbINOAHUTb YCTAaHOBKY M3 deb-nakeTa:
:~$ sudo apt install -y /home/user/termidesk-digsig-keys—XXXXXX_amd64.deb

roe:

-y - KJIKOY 4719 NponycKa NMoaTBEP>KAEHMS YCTaHOBKM;
/home/user/termidesk-digsig-keys-XXXXXX_amd64.deb - pacnonoxeHue rnaketa termidesk-
digsig—keys—XXXXXX_amd64.deb.

* nepesarpy3utb OC:
:~$ sudo reboot
* BbIMNOMAHUTbL YCTaHOBKY Termidesk B Hy>kHOM KOHPUTrypaunmn (KOMRNeKcHas Unu pacnpeaeneHHas).

LOna 3MNC MoxkeT ObITb BbINMOMHEHA aKTUBALMUS peXxkxuMa npoBepku BcTpoeHHou DL B paclumpeHHbIx
aTpubyTtax (DIGSIG_XATTR_MODE). B 3tom cnydae notpebyeTtcs noanucatb ¢annbl, KoTopble OyayT
NPOXOAUTb MPOBEPKY, Ha MMEIOLUMXCS B OpraHusaumm knwodax. MHdopmaums o npouecce noanucu u
aKTMBALMK MeXaHM3Ma NpPoBepku BCTpoeHHoM DL B paclumpeHHbIX aTpubyTax npvBeieHa B AOKYMEHTE
PYCB.10015-01 97 01-1 «OnepaunoHHas cucTeMa cneumanbHoro HasHadeHus «Astra Linux Special
Edition». PykoeogctBo no KC3. Yactb 1» u B cnpaBoyHoM ueHTpe Astra Linux: https://

wiki.astralinux.ru/pages/viewpage.action?pageId=41190634.
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4.5 . Mposepka paboTocnocobHOCTM NOC/IE YCTAaHOBKU

Termidesk saBnseTca paboTocnocobHbIM, ecnu B pe3ynbTaTe MNepexoga B Beb-Opaysepe no agpecy
https://localhost/ wnan https://127.0.0.1/ oTobpa3unacb CTpaHULA BXOAa (cM. PucyHok 19) B
Termidesk.

YKasaHHble agpeca WUCMoJb3YHTCA B C/lydae JoKajbHOM ycTaHoBKM. Ecnn Termidesk ycTtaHoBneH Ha
cepBepe, OT/IMYHOM OT Yy3/1a, Ha KOTOPOM MpPOMCXOAMT MpPOBepKa, HeobXxoauMO BMECTO 3HaYeHUM

localhost unn 127.0.0.1 mcnonb3oBaTb |P-agpec cepsepa Termidesk.

& HaunHas c Bepcum 4.2 No yMon4YaHUIO BKJIOYEHO nepeHanpasBneHue Ha npotokon HTTPS npwu
poctyne Kk Termidesk. MNpy Heo6xoAMMOCTM MCMONBb30BAHUS He3alMLLEeHHOro npoTtokona HTTP
aAIMUHUCTPATOP O0/XKEH U3MEHUTb daln /etc/apache2/sites-available/termidesk.conf

} Paboume mecTa - Mozilla Firefox -8 X
@ Pabouve MecTa x |+
(— - C @ @ localhost/login/ e @Y mw e =

TEPMUOECK

‘ Norux

Maponb

PucyHok 19 — HavanbHasa Beb-cTpaHmua Termidesk

Mo yMonuyaHuto nocne ycTaHOBKM BXog, B MHTepdenc ynpasneHmsa Termidesk focTyneH Tonbko
aBTopmsoBaHHOMY nosnb3oBatento OC c ponbto « AgMuHUcTpaTop». [Nonb3osatens OC gonkeH 6bITb
YNieHOM rpynnbl astra-admin (1001). [ns Bxoaa B MHTepdenc yrnpasneHns B nonsax «J1ormH» mn
«[Maponb» HeobxoaMMo yKazaTb naeHTUbMKaTop nonbsosaTenss OC u ero Nnaposib COOTBETCTBEHHO, a
3aTeM Ha)kaTb 3KpaHHYyto KHonky [BoiTu].

Mposepka gobasneHms kawo4a ot penosuTtopus npounssoamtens B OC BbiNosHAETCA KOMaHAO0M:

:~$ apt-key list

HDOBepKa COCTOAHUA OoTAENAEMbIX KOMIMOHEHTOB Termidesk BbinonHsaeTcs KOMaHOaMu:
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1 :~$ systemctl status termidesk-vdi.service
2 :~$ systemctl status termidesk-taskman.service
3 :~$ systemctl status termidesk-wsproxy.service

Ctpoka «Active» oTOBpaXaeT COCTOsIHME CepBMUCA, TAE CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycnewHom 3anycke Termidesk.
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5. OBHOBJIEHUE NMPOIrPAMMHOI'O KOMITJIEKCA

5.1 . KomnnekcHoe obHoBneHue Termidesk

KomnnekcHoe oGHOBMEHME Moppa3yMeBaeT, YTO KOMMOHEHTbI « YHMBEpPCanbHbIM aucnetTyep», «LLinto3»,

«MeHemykep paboymx MecT» yCTaHOB/IEHbI Ha OLHOM Y3/1e.

© Ecnv B 6onee paHHux Bepcuax Termidesk ans ¢oHgos BPM  ucnonb3osanca wabnoH
«CasizaHHbIM knoH BM K CB «BPECT» (non-qcow2)», To npy1 06HOBNEHUU Ha HOBYHO BEPCUIO
Bce doHapl BPM  Ha ocHoBe 3Toro wabnoHa 6yayT yaaneHbl 6€3  AOMOMAHUTENbHbIX
npeaynpexxaeHuin u nopTeepxaeHun. [epen obHoBneHWeM Ha HoByto Bepcuto Termidesk
HeobXxoAMMO MepeBecTM Mosib3oBaTenen Ha HoBble hoHabl BPM c wabnoHom «[lMonHbin knoH BM
MK CB «bPECT».

& Tpu HeobxoguMocTH noHMKeHUs Bepcumn Termidesk no 4.0 HeobxoaMMO yaanuTb U Nepeco3paTb

bA.

A& Ecnv B dannbl koHbUrypaumm u 3anycka Termidesk BpyuHyto ObinM BHeceHbl Kakue-nnbo
M3MEHEHMS, TO 3TU U3MEHEHUS NPU OBHOBNEHUWN HE COXPaHSOTCS.

Mepep, ntobbiM 0b6HOBNEHUEM Termidesk pekoMeHAayeTCs BbIMONHUTL pe3epBHoe konuposaHue bl

1 :$ pg_dump -d <HammeHoBaHue B> -h <IP-apgpec_xocTa> -p <nopT> -U <nonb3oBaTenb> -W
> <ums_gpaiina_pnsa_coxpaHeHns_B/L . sql>

roe:

-d <HammeHoBaHue B> - uma bL. Npn cTaHAAPTHbLIX HACTPOMKAX UCMONb3YeTCs UMA termidesk;

-h <IP-agpec_xocta> - |IP-agpec y3na, roe pacnonoxeHa bI. Ecnn BL ycTaHaBnvBanacb nokasjibHO,
HY>XHO yKa3aTb localhost;

-p <nopT> - nopT Ansa nogkntoveHmsa K bI. Mpu cTaHgapTHBLIX HACTPOMKAX UCHOMb3yeTCa 5432;

-U <nonb3oBateNnb> - WMS MONb30oBaTens Ans noakntoveHmsa. [lpyM  cTaHOAApPTHbLIX HacTpoMKax
ucrnonbsyetcs uMa termidesk;

-W - 3anpoc naponsa ana nogkntodeHuns K BI. MNpu cTaHAapTHLIX HAaCcTpoMKax Mpu MOSIBNIEHMM 3ampoca
HY>XHO yKa3aTb ksedimret;

<umsa_dpaitna_ansa_coxpaHenns_BA.sql> - ums u popmat danna (sql) ana coxpaHenms bA.

Lna komnnekcHoro obHoBneHus Termidesk Hy>kHO:

* OCTaHOBUTb cNy»kbbl Termidesk:

:$ sudo systemctl stop termidesk-vdi termidesk-wsproxy termidesk-taskman termidesk-celery-
beat termidesk-celery-worker
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* yoanuTb Kew danna otBeToB debconf koMaHAaMu:

1 :$ sudo rm -f /var/cache/debconf/config.dat
2 :$ sudo rm -f /var/cache/debconf/config.dat-old

roe:
~f - KNOY UTHOPUPOBaHUS HECYLLLECTBYOLWNX HanIoB;

* noakNuUTbL penosuTtopuin Termidesk (cm. nogpaszen MNMonyyeHue NakeToB YCTAaHOBKM);

* BbINOJIHUTb OBOHOB/IEHME:

:$ sudo apt install -y termidesk-vdi

roe:
-y - KJItO4 4151 NPONyCKa NOATBEPXKAEHUS YCTAaHOBKM.

* B Amanorax BeBoga napameTpoB noakstoveHuss Kk CYBM v K[ Hy>XHO Ha)kaTb 3KpPaHHYH KHOMKY

[OK];

& [vanor HacTponku noakntoveHMn K cepepam RabbitMQ-server otobpaxkaeTcss B TOM clyvdae,
ecin B KOHDUrypaumMoHHoM danne /etc/opt/termidesk-vdi/termidesk.conf paHee He
6b11K 3apaHbl NapaMeTpbl RABBITMQ_URL.

" B Aumanore Bbl60pa koMnoHeHTa Termidesk B cny4dyae KOMMNEKCHOIo OobHOBNEHUA Bce MYHKTbI

[LONIXXHbI ObITb OTMEUEHbI «*» U HYXXHO HaXkaTb 3kpaHHyo KHorky [OK].

& HauvHas c Bepcum Termidesk 4.1 un3MeHeHa NOAUTWMKA JIMLEH3UPOBAHWUS MPOrpaMMHOIO
KOMMeKca.
JInueH3nmn orpaHuyYeHbl AOCTYMHbIMU MOCTABLLMKAMKU PECYpCOB M MPOTOKONamMu aocTaBku. Bce
paHee BbIMYLLEHHbIE IMLEH3UN CHUTAIOTCS HEOrPAHUYEHHbBIMU.
Mpy aKTUBALMM NULEH3UU C OFPaHUYEHUSIMU, BCE OOBEKTDI, CBA3AHHbIE C HEIMLEH3MPOBAHHbIMMU

NnoCTaBWMKaMUN U NPOTOKOJ1aMMU, 6y,EI,yT HEOOCTYMHDbI.

Ecnv Hy)XXHO BbIMOMHUTL OOHOBMEHWE 6e3 noak/toyveHMs peno3uTopus (NpyM Hanuumm deb-nakeTa)

cnenyetT BbINONMHUTb KOMaHAY:

:$ sudo apt install -y <nyTb Kk deb-nakety termidesk-vdi>

B cny4yae, ecnam npu OBHOBNEHUN MOSABNSIETCA coo6u.|,eHv1e O Hepa3pelleHHbIX 3aBUCUMOCTAX, cnenyert

BbIMNOJIHNTb KOMaHAY:

:$ sudo apt install -f

roe:
-f - kntou, yKa3bIBaI-OU.I,VI17I, UYTO HY>XHO ncnpaBumTb CJIOMaHHbIE 3aBUCUMOCTU NMaKETOB.
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Mocne 3aBepLieHuda 0bHOBNEHMSA HY>XHO!

* NpoBepuUTb cocTosiHue cny>x6 Termidesk:
:$ sudo systemctl -a | grep termidesk

roe:
-a - KJIo4 419 BbIBOAA CMUCKA CNYXKO;
grep - yTUAUTa AN NOMCKa TEKCTa B BbIBOAE NpeablayLed KOMaHAabl.

* MpoBepUTb AOCTYMHOCTb BeG-MHTepdenca.

5.2 . O6HoBNEHME N1 pacnpeneneHHON KOHPUIrypaumm yCTaHOBKU

5.2.1 . O6was KoHuenumus 0bHOBNEHUS
O6HoeneHne Termidesk, ycTaHOBNEHHOro B pacrnpeaeneHHOW OTKa30yCTOMYMBOM KOHUrypaumm,

BbIMOJIHAETCA B cne,u,yrou.l,eﬁ nocnenoBaTeNIbHOCTU:

& [lpuBeneHHas 3pecb npouesypa OOHOBNEHMS MpeanonaraeT, YTO WMCMONb3YHTCA Y3/bl-LUAHO3bI
termidesk-wsproxy.
Ecnn paHee Ha y3nax-wnto3ax Obll yCTaHOBNEH 3KCMEPUMEHTaNbHbIM W03 termidesk-
gateway, HeobXoaMMO CHayana OBHOBWUTb UX, U TONbKO MOTOM - Y3/bl-AUCNETYEPbl U Y3Nbl-
MeHemxepbl BPM.
Larn 3-8 oTHocaTCcs K 06HOBNEHMIO y3n0B-aucneTyepoB Termidesk (cny>x6a termidesk-vdi).
LWarn 9-14 oTtHocsaTca kK obHOoBNeHUIO y3noB-wto30B Termidesk (cnyba termidesk-wsproxy).
LWarn 15-22 oTHocsATCS K OBHOBMEHUIO Yy3noB-MeHegykepoB BPM (nnaHupoBLUMKOB 3apaHui)
Termidesk (cnyxbbl termidesk-taskman, termidesk-celery-beat, termidesk-celery-
worker).

LWar 1. Ha cepeep ¢ CYB/, nMbo Ha oTaenbHO BblAENEHHbIN CEpBEP, YCTAHABIMBAETCS U HAaCTpauBaeTcs
komrnoHeHT RabbitMQ-server B cnyyae, ecnu paHee RabbitMQ-server He 6bin ycTaHOBNEH.

Lar 2. Cospnaetca pesepBHas konus RSA-kntouen, pacnosiokeHHbIX B KaTanore /etc/opt/termidesk-
vdi/wsproxy/ oas nocnenyroLLen KOPPEKTHOW paboTbl ANCMETUYEPOB U LLJTHO30B.

Lar 3. Ha 6anaHcMpoBLIYKE Harpyskuy, OTBEYAOLLEM 33 pacrnpeneneHne NMoaK/IOYeHUI K gUCrneTyepam,
n3 cnncka 6anaHcMpoBkK (KOHPUrypaumm nginx) UCKIKOYAETCS AUCNeTYep, noanexawmmi o6HOBNEHMIO
(3a pa3 - Tonbko OAUH).

LWar 4. Oencteus wara 3 NOBTOPAOTCA 418 KaXKAOMO CYLLECTBYHOLLEro 6anaHCUpPOBLLMKA.

Lar 5. O6HoBnsieTCs yKa3aHHbIM Ha Liare 3 gucneTyep.

War 6. Ha obHoBneHHOM pgucneTyepe BocCTaHaBnAuBatoTcs RSA-knouM M3 pesepBHbIX KOMUK,
CO34aHHbIX Ha ware 2. Y3en nepesarpyykaeTcs.

Lar 7. BeibupaeTcsa cnenyowmim gucneTtyep, noajiexxalimin 0OHOBEHMIO, AJ1S1 HErO BbIMOHSAIOTCS LWaru
3-6.
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LWar 8. Mo 3aBepeHun obHoeneHms BCEX aucnetyepoB cnncok 6anaHCMPOBKM BOCCTaHABAMBAETCS [0
ncxopgHoro. MpoeepsieTca gocTynHocTb rpaduyeckoro nHTepderca Termidesk cHavana obpalleHMeM Ha
IP-appec kaxaoro us aMcrneTyepos, 3aTeM obpalleHneM Ha |P-apgpec 6anaHcKpoBLLMKa HarpysKku.

LWar 9. Ha 6anaHcMpoBLUMKe Harpysku, OTBEYAlOLLEM 33 pacrpenesieHne NOAKAKYEHUM K LWI03aM, U3
cnucka 6anaHCMPOBKM UCKITHOYAETCS LLKO3, MNOANEXaLLMA 06HoBNeHMIO (3a pa3 - Tonbko OOUH).

LWar 10. dercTBus wara 9 noBTOpSHOTCSA ANS1 KaXKA0MO CyLLECTBYHOLLEro 6anaHCUPOBLLMKA.

Lar 11. O6HoBnseTca yKa3aHHbIM Ha ware 9 wJos.

Lar 12. Ha obHoBneHHOM LUtO3e BoCCTaHaBNMBaroTca RSA-kouM 13 pesepBHOM KOMUKU, CO34aHHOM Ha
ware 2. Y3en nepesarpyxaetcs.

LWar 13. BbibupaeTca cneaytolmi LWAO3, NOAJEXALLMN OOHOBNEHUIO, OIS HEro BbIMOMHAKOTCA LIaru
9-12.

LWar 14. Mo 3aBepweHun obHoBneHns BCEX wnto30B cnucok 6anaHCMpoOBKM BOCCTAaHABIMBAETCS [0
MCXOLHOrO.

Lar 15. Ha y3nax c ycTaHOBNEHHbIM NJaHMPOBLUMKOM 33a[4aHUIM, KOTOPbI paboTaeT B 0TKa3oyCTOMUYMBOM
KoHduUrypaumm B pexkume «SLAVE», nonkeH 6biTb BbIMOMHEH OCTAHOB CNYX6 keepalived.

Lar 16. O6bHoBnsieTCs BblIOpaHHbIM NNaHMPOBLUUK 3aAaHM. BbinonHaeTca 3anyck cnysko.

War 17. Ha obHOBNeHHOM nAaHMPOBLUMKE 3afaHUMM BoccTaHaBnmBatoTcs RSA-knwoum m3 pesepBHOM
KOMWK, CO30aHHOM Ha ware 2. Y3en nepesarpyaeTcs.

LLar 18. BoinonHsieTcs 3anyck cnyxo6 keepalived.

Lar 19. Ha y3ne ¢ ycTaHOBNEHHbIM MIAHUPOBLLMKOM 334aHUI, KOTOPbIX paboTaeT B 0TKa30yCTONUYMBOM
KoHduUrypaumm B pexkume «MASTER», nonxeH ObITb BbIMONHEH OCTAHOB CNYX6 keepalived.

Lar 20. O6bHoBnsieTCs BblIOpaHHbIM NNaHMPOBLUUK 3adaHM. BbinonHaeTca 3anyck cny»kb.

LWar 21. Ha obHOBNEHHOM MNAaHMPOBLUUKE 33JaHUM BOCCTaHaBnuBatoTcs RSA-knwoum 13 pesepBHOM
KOMWK, CO30aHHOM Ha ware 2. Y3en nepesarpyaeTcs.

Lar 22. BoinonHsieTcs 3anyck cny>xo6bl keepalived.

& O6HoeneHve po Termidesk Bepcun 4.1 BO3MOXKHO, €CNIM NpeablAyLLIAs YCTaHOBIEHHAs Bepcus He
Huxe 4.0.

A& Ecnv B dannbl koHbUrypaumm m 3anycka Termidesk (/1lib/systemd/system/termidesk-x)
BPYYHYIO OblIM BHECEHbl KakuMe-MbO MU3MEeHeHUsi, TO HeobXOoAMMO BbIMONHUTL Pe3epBHOE
KOMMPOBaHWE AaHHbIX (anioB, MOCKONbKY 3TU M3MEHEeHUs1 Npu O0BHOBNEHUWM cOpacbiBatOTCA A0
3HAYEHUM MO YMONYaAHUIO.

& HauvHas c Bepcum 4.0 koHdurypauma Termidesk cBegeHa B eguHbi dann /etc/opt/
termidesk-vdi/termidesk.conf.
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B cnyuae, ecnu npeabiaywasn Bepcua Termidesk 6bina yctaHosneHa Ha OC Astra Linux Special Edition
1.6 unun Astra Linux Common Edition, To noTpebyetcs nepeyctaHoBka OC u Termidesk.
Torpa ona coxpaHeHus cywecTteyrowen b, Hy>kHo:
* BbINoAHUTL 3kcnopT bl n3 Termidesk npeabioywien sepcmu;
* BbIMOMHUTb pe3epBHOe KomnupoBaHMe ¢arnoB KoHdurypaumm u 3anycka Termidesk (/1lib/
systemd/system/termidesk-*, /etc/opt/termidesk-vdi/wsproxy/x);
* BbINonHUTb ycTaHoBky OC Astra Linux Special Edition 1.7;
* BbIMOJIHUTbL YCTAaHOBKY M HacTpoiky RabbitMQ-server cornacHo noapasgenam YcTaHoBKa bpokepa
coobieHnin RabbitMQ-server n Hactpoitka 6pokepa coobwieHuin RabbitMQ-server;
* BbIMNONHUTL YcTaHOBKY M HacTponky CYB[ Postgresql-11 cornacHo noapa3genam YcTaHOBKa
CYbA Posrgres-11 n Hactpoiika CYB[, Posrgres-11;
* BbINOJIHUTb MMMOPT paHee coxpaHeHHow bl;
* BbINONHUTL YycTaHoBKY Termidesk cornacHo nogpasgeny PacnpepgeneHHas  ycTaHOBKa

NporpaMMHOro KoMmnJjekca.

5.2.2 . Wlar 1: ycraHoBka u HacTpoika RabbitMQ-server
LLlar BbinonHsieTcs B COOTBETCTBMM C nogpasgenamu YcraHoBka RabbitMQ-server v Hactpoiika

RabbitMQ-server npu oTcyTcTBMM paHee ycTaHoBneHHoro RabbitMQ-server.

5.2.3. Lar 2: pesepBHOe konupoBaHue RSA-kntouei
BbinonHuTb pesepeHoe konmpoBaHne RSA-ktoden ¢ ogHOro ms ysnoB-gucneTtyepoB. PesepBHble konum

KJIFOYEN MOXXHO CKOMUPOBATb, HaNpUMep, Ha APYroi CETEBOM Y3ea KOMaHA0m:

:~$ sudo scp -r /etc/opt/termidesk-vdi/wsproxy localuser@ipaddr_or_fqdn_host:/home/
localuser/

roe:

-r - KJIHOY AN5 peKyPCUBHOM (CO BIOXXEHHbIMUM KaTanoraMm) nepeaayu;
localuser - nM4a nonb3oBaTens LEenesoro ysna;
ipaddr_or_fqdn_host - IP-agpec unu FQDN ueneBoro y3na;

/home/user - nyTb, Kyaa byaeT CKONMpPOBaH KaTasor.

5.2.4 . War 3: pepakTupoBaHue KOHPUrypaumm 6anaHCMpOBLUMKA Harpy3Kku
Ha 6GanaHCMpOBLUMKE HArpyskm HYXXHO OTKPbITb W OTpedakTMpoBaTb dann /etc/nginx/sites-

available/sampledomain.ru.conf.

B paHHOM koHdUrypaumoHHoM davne cnepyeTr HauTM  AMpekTuBy daas-upstream-nodes C
nepevymciieHneM CrncKa UCNeTYepoB, BbIOpaTb NEPBbIM MO CNUCKY AUCNETYEDP, 3aKOMMEHTMPOBATbL €ro U

COXpaHUTb damnn.
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Mpumep oNa cnmcka 6anaHCUpPOBKM:

& 3pecb n panee npumepsbl |P-anpecos npuseaeHbl B cootsetcTBumn ¢ RFC 5737. YkasaHHbie |P-
agpeca AO/MKHbl BbiTb 3aMeHeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COrMaCHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKTYpPE NpeanpusaTms.

upstream daas-upstream-nodes {
least_conn;

server 192.0.2.30;

server 192.0.2.31;

server 192.0.2.32;

~No ubhwN R

Lna vckntoueHns NepBoro No Cnucky gucreTtyepa Gann NpMBOAUTCS K BUAY:

1 upstream daas-upstream-nodes {
2 least_conn;

3 # server 192.0.2.30;

4 server 192.0.2.31;

5 server 192.0.2.32;

6

7

Mocne naMeHeHus darina Hy>KHO Nepe3anycTUTb Beb-cepBep:

:~$ sudo systemctl restart nginx

5.2.5. War 4: pepakTupoBaHMe KOHPUrypaLmMm oCTanbHbIX 6aNaHCUPOBLUMKOB HarpysKku

Ha Bcex cyuiecTByrOLWMX 6BanaHCUPOBLLMKAX Harpysku BoinonHmTe Lar 3.

5.2.6 . Lar 5: obHOBNeHMe aucneTyepa

Mpouenypa oBHOBNEHWMS MPOBOAUTCA C MOMOLLBIO YCTAaHOBKM HOBOM Bepcum Termidesk nosepx yxke
MMEIOLLLENCS U He OT/IM4YaeTCsl OT Mpouecca, onMcaHHoro B NyHkTe HeaBToMaTuM3upoBaHHas yCTaHOBKa
Termidesk 3a mckntoueHMEM OTCYTCTBUSI HEOBXOOMMOCTU KOPPEKTUPOBKU daina KoHUrypauum Beb-

cepsepa.

& Tpu ycraHoBke aucnetyepa Termidesk HeobxoguMo BbibpaTb KoMMoHeHT «Broker» B
[AManoroBoM okHe rncesgorpaduyeckoro MHTepdenca MHcTannaTopa.

& KoppekTnpoBska danna /etc/apache2/apache2.conf, onucaHHas B MyHKTE
HeasTroMaTnaupoBaHHas yctaHoBka Termidesk, npy o6HOBNEHWN He NpoU3BOAMTCS.

Mepen 3anyckoM npoLesypbl 0GHOBNEHMS HY>KHO:
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* oCcTaHOBUTb cny»kby Termidesk:
:~$ sudo systemctl stop termidesk-vdi
* yaanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

roe:

—-f - K04 MFTHOPUMPOBAHMS HECYLLECTBYHOLLMX hansIoB.
5.2.7 . War 6: BoccTtaHoBneHne RSA kntoyeit U3 pesepBHOM Konum
BbinonHuTb KONMpoBaHMe coxpaHeHHbIX Ha LLlare 2 RSA kntoyer Ha y3en ¢ 06HOBNEHHbIM AMCMETYEPOM.

3aTeM nepe3arpy3uTb y3en:

:~$ sudo reboot

Mocne 3arpy3ku y3na NnpoBepuTb COCTOSIHME CNYXKD:
:~$ sudo systemctl -a | grep termidesk

rpge.

—-a - KJIHoY 415 BbIBOAA CMCKa CNy»b;

grep - yTUAUTA 19 NOUCKA TEKCTA B BbIBOAE MNpeablayLlen KOMaHabl.

MpoBepuTb fOCTYNHOCTL BEG-MHTEpderica aucneTyepa Termidesk yepes Be6-6pay3zep.

5.2.8. War 7: obHOBNeHMe cneayoLLEero rno CNMcKy aucneTyepa

Heobxoanmo BbinonHuTb gericteus ¢ Lara 3 no LLar 6 gna cnepytowero no cnucky amMcneryepa.

Mpu BbinonHeHun LWlara 3 paHee 3aKOMMEHTUPOBAHHbIM 3MEMEHT OCTAETCA B TOM >XE COCTOSIHUM,

AONONHUTENIbHO HY>XHO 3aKOMMEHTUPOBATb CTPOKY CO CieAyHOWnMM JUucneT4epom.

5.2.9. War 8: BoccTaHoBNneHue KoHdUrypaumm 6anaHCMpoBLLMKA Harpy3Kku
Mo 3aBepLueHun obHoBneHns BCEX aucnetyepos cnucok 6anaHcmposkn Ha BCEX 6anaHcupoBsLmkax

BOCCTaHaB/IMNBAETCA OO0 UCXOAHOIO.

Panee 3dKOMMEHTUPOBaAHHbIE CTPOKU HYXXHO PaACKOMMEHTUPOBATb, 3aTeEM BbINONIHUTb MNepe3arpysky

CNY>Bbl Nginx Ha KaXkaoM 6aflaHCUPOBLUMKE:

:~$ sudo systemctl restart nginx
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BbinonHUTb NpoBepKy AOCTYMHOCTU rpaduyeckoro uHtepdenca Termidesk yepes Beb-6paysep cHadvana
obpaweHneM Ha IP-agpec kaxkgoro n3 aucneTyepos, 3aTeM obpalleHneM Ha IP-agpec 6anaHcupoBLLmMKa

Harpysku.

5.2.10. Waru 9-14: o6HOBNEHME LLIO30B
O6HOBNEHME LINO30B MO CBOEN CTPYKTYPE He OTANYAETCs OT AEUCTBMI MO OBHOBAEHMIO AUCNETHEPOB, 3a

NCKTIOYEHMEM Bbl60pa YCTaHaB/IMBAa€EMOIo KOMIMOHEHTA.

& Tpu ycraHoeke wto3a Termidesk Heobxoammo BbibpaTb kOoMMoOHEHT «Gateway» B AManoroBom
OKHe nceBaorpaduyeckoro MHTepdernca MHCTaNNaTopa.

Mpu pepakTupoBaHum darna /etc/nginx/sites-available/sampledomain.ru.conf cnepyet HauTn
ANPEKTUBY daas—upstream—ws C nepedyncneHmemMm Crnmcka LWAKO30B U BbINOJIHUTL WCKIKOYEHKUE
(KOMMEHTUpOBaHWE CTPOK) LLUHO30B.

Mepen 3anyckom npouenypbl OGHOBNEHMS LLITHO30B HY>KHO:

* OCTAQHOBWUTb CNY>XObI LIHO3a:
:~$ sudo systemctl stop termidesk-wsproxy
* yoanuTb Kew danna oTBeToB debconf koMaHaaMm:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

Mocne 3aBeplueHUs YCTAHOBKM HeobxoaMMo ybeauTbcsl, 4yTo B (danne /etc/opt/termidesk-vdi/

termidesk.conf napameTp WSPROXY_BIND_ADDRESS npuBeaeH K cneayroLwemMy Buay:

WSPROXY_BIND_ADDRESS="0.0.0.0"

5.2.11 . War 15: ocTtaHoB cny>6 Ha MeHemkepe BPM
Ha y3nax c ycTtaHoBneHHbIM MeHemkepom BPM, paboTatoliemM B OTKa3oyCTOMYMBOM KOHUIypauuu B

pexxuMe «SLAVE», BbINonHAETCS 0CTaHOB cNy>kbbl keepalived koMaHOoM:

:~$ sudo systemctl stop keepalived

5.2.12 . LLar 16: o6HoBNneHne MeHemkepos BPM
O6HoBneHne MeHemxepa BPM no cBoeit CTpyKType He OT/IMYaeTca OT AEUCTBMI MO OBHOBMEHMIO

AncneT4yepos, 3a UCKJTHOYEHUEM Bbl60pa YCTaHaB/1IMBaeMOIro KOMMNOHEHTA.
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& Tpu yctaHoeke MeHemykepa BPM Termidesk Heobxoanmo BbibpaTb KOMMOHeHT « Task manager» B
[AMaNnoroBoM OKHe nceBaorpadpuyeckoro nHTepdenca MHCTanIsTopa.

Mepen 3anyckoM npouenypbl 06HoBNeHMs MeHeaykepa BPM HyxHo:

* OCTaHOBUTb Cny>bbl Termidesk:

:~$ sudo systemctl stop termidesk-taskman termidesk-celery-beat termidesk-celery-worker

& Tpu octaHoBke cnybbl Ha MeHepkepe BPM, Haxopswemcs B pexume «SLAVE», komaHaa
MOXKET BblaTb OLLUMOKY - 3TO HOpMasibHOE NOBeAEHME.

* yoanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

Mocne ycTaHOBKM HY>XHO UCKOUYUTb CNy>by termidesk-taskman M3 aBTOMaTMYeCKOro 3anycka:

:~$ sudo systemctl disable termidesk-taskman
UckntoueHne cny»kbbl U3 aBTOMAaTUYECKOrO 3anyCcka HEO6X0AMMO, MOCKO/bKY YMpaBiieHUe ee COCTOSIHUEM
NPOU3BOAUTCA CKPUMTAMMU PeXXMMa BbICOKOM AOCTYMHOCTH.

Ha y3ne, Bbl6paHHOM B KayecTBe slave, HY)XHO He TO/IbKO UCKJIOUYUTb CJ'Iy)K6y M3 aBTOMaTUYECKOIro

3anycka, HO M OCTaHOBUTb €€ nocne 06HOBNEHUSA:

:~$ sudo systemctl stop termidesk-taskman

5.2.13 . Llar 17: BocctaHoBneHue RSA knioueit Ha MeHemkepe BPM
BbinonHuTb KONMpoBaHWe coxpaHeHHbiX Ha LLlare 2 RSA-kntoyer Ha y3en ¢ 0BHOBIEHHbIM MEHEOYKEPOM
BPM.

3aTeM nepe3arpy3uTb y3en:

:~$ sudo reboot

5.2.14 . LLar 18: soccTaHoBneHue cnyx6eb! keepalived

BbinonHuTb 3anyck cnyx6bl keepalived kKoMaHaoM:

:~$ sudo systemctl start keepalived

5.2.15. Laru 19-22: o6HoBNeHMe ocHOBHOro MeHemkepa BPM

O6HoBneHne ocyuwecTenseTcsa aHanormyHo Laram 15-18.
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6 . YAANNEHUE NMPOIMPAMMHOIO KOMITJIEKCA

LOna ynaneHuns Termidesk Heobxoanmo:
* ecnun yctaHoBka Termidesk Obina BbIMOSHEHA C WMCMO/Ib30BaHMEM MOAK/IFOYEHHOIO Peno3nTopus,

BBECTW KOMaHAy:
:~$ sudo aptitude purge -y termidesk-vdi

roe:
-y - KJIOY 419 MPONyCcKa NOATBEPXKAEHMS yaaleHUs;
* ecnm yctaHoBka Termidesk 6biia BbinonHeHa M3 deb-nakeTa 6e3 MCMNONb30BAHUS MOAKIHOUYEHHOIO

peno3nTopusa, BBECTU KOMaHAY:
:~$ sudo dpkg -P termidesk-vdi
" nocne yganeHus Termidesk HY>XHO OYUCTUTb OCTaBLUNECHA 3aBUCUMMOCTU U KOHd)MpraLI,MMI
:~$ sudo aptitude purge ~c -y

KOMaH,EI,a NOTHOCTbHO yﬂ,a}'IVIT OoCTaBLlunecsd HaCTpOﬁKM N 3aBUCUMOCTU y>Ke y,EI,aJ'IeHHbIX MNaKeToB.
Ons ynanenus B v ponu nonb3oBaTens cnepyeT BbIMONHUTL CleaytolMe OEUCTBUS, CTpoOro cobntopas
MX NOCNeNoBaTe/IbHOCTb:

" MepeKkSIFUYUTLCS Ha NoJib30BaTeNs postgres (Yepes Nonb3oBaTens root):

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3aMyCTUTb TepMUHANbHbIM KnueHT CYB/:
:/home/astras$ psql
" MCMONb3ys MHTEPAKTUBHbIN MHTEpdenc TepMuHanbHoro knneHTa CY B[, yaanute BA;:
postgres=# DROP DATABASE termidesk;
" yoanuTb ponb nonb3osatens b
postgres=# DROP ROLE termidesk;
" BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
postgres=# \q

* BbINTU U3 CEAHCa NONb30BaTeNs postgres KOMaHOOM:
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:/home/astra$ exit

" yAaNUTb OCTaBLUMWCS KaTanor ¢ daniamum, coaepXkallMMu nepeMeHHble gas nogkntoveHus Kk b,

cepTUDUKAT U KoY
:~$ sudo rm -R /etc/opt/termidesk-vdi

roe:

—-R - koY ang pekypcmBHOro ,EI,EIZCTBMFI. By,u,yT yAaneHbl BCe BJIOXXEHHbIE NMOAKATa0ru.

& Ecnv nocne ypanenuss Termidesk (ymaneHve B[, npu 3TOM He NpoOwM3BOAMNIOCH) BO3HMKIA
HeobXxoAMMOCTb MOBTOPHOW YCTAHOBKM MPOrpaMMHOI0 KOMMJIEKCa, TO MOC/Ae MHCTannaumm
MOYKET MOHaA00bUTHLCS CHOBa BBECTWM ayTEHTUDMKALMOHHbIE AaHHble (Naposib, TOKEH AOCTYMNa) B
nocTaswmke pecypcoB (cM. pasgen MNocraBwmku pecypcoB gokymeHta CJTIET.10001-02 90 02
«PykoBoacTBO agMUHMCTpaTopa. HacTpolka mMporpaMMHOro KOMMIeKca»).
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7 . TMLUEH3UPOBAHUE

7.1 . MNMonyyeHne NULEH3UOHHOrO Klo4Ya

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3UPOBAHMS:
» Termidesk VDI (nopaepy>kka coBMecTUMbIX Naathopm BUPTYanamnsaLmm n CEpBEPOB TEPMUHASIOB);
* Termidesk Terminal (nogaep>kka Tonbko cepsepoB TepMuHanoB anss OC Windows (MS RDS/MS
RDSH) u Astra Linux (STAL)).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIMLLEH3US! NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEAMHEHWUSIM - JIMLUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepe3 CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOI0
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMMN pecypCcoB MM NPOTOKONAaMMU AOCTaBKU, OyayT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. AuctpnbyTms
npefHasHayeH O1a NpPoOBeAEeHUsI UCMbITaHWUS, 0O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeW. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXET MpefoCcTaBnsATbCs 6e3 3ak/itoveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMu
JINLLEH3MOHHOIO COr/alleHMe C KOHEYHbIM MOJIb30BaTe/IEM MOXHO O3HAaKOMUTLCS Ha CalTe KOMMaHWM:
https://termidesk.ru/eula.pdf.
Lna nonydeHms [ONONHUTENBbHbIX ULLEH3NOHHBIX KJKOUEN C LESIbI0 03HAKOMJIEHMS HEODXOAUMO NePENTH
no ccoinke https://termidesk.ru/products/#request-key u cdopMmpoBaTb 3anpoc, 3anoJIHUB
KOPPEKTHbIMU AAHHbIMU CNEAYHOLLME SKPAHHbIE Nos:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHtepdence ynpaeneHus «Hactponka

- Jlnuensus - CuctemMa», npumep rnokasaH Ha PUCYHKE (cM. PucyHok 20).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenocTaBuTb B 3anpoce cucteMHble UUID Bcex y3noB € KOMMOHEHTOM
«YHMBEpCanbHbIA OUCMeTYep» U BCEX Y3/IOB C KOMMOHEHTOM «MeHemkep paboumx MecT».
MHdbopmaumio o cuctemHoMm UUID B 3ToM cnyyae HEOBX0AMMO MONYYUTh OIS KaXK4oro ysna us
darina /sys/devices/virtual/dmi/id/product_uuid.

= @ TERM'DESK ® @EHCTEMHHH nonk3o0Baren. (u) v
~

a 0630p NwueHsua

& KommoHeHTbl > WHdopmauma o nMLeH3Mn

. Nvuensna Cucrema 3arpyska
£ Hactpoiiku >

| cvicremmbizi uuiD: 288634c3-adfa-4e31-897a-3efee73d6608 |
G o Bepcua NO: 4.1-rc2
Mogynu: HasBaHue Bepcwa
termidesk_vmmprov 41
.'|| MOHUTOPUHT > termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 20 - PacnonoxeHue nHpopmauum o cuctemHom UUID

Mo 3aBepLUeHWMM 3aMONHEHUsI MONEeN HYXHO HaXKaTb 3KpaHHyt KHoMky [OTnpaBuTb 3anpoc kioua
akTuBauum].

[Ons nonyyeHWs NULEH3MOHHOIO K/KOYa Ha NMpUOBpPeTEeHHOE KOMMYECTBO JIMLEH3UIW CrieayeT NepenTu no
ccbike https://termidesk.ru/products/#request-key u cdopmMupoBaTb 3anpoc, 3anosiHMB
KOPPEKTHbIMU AAaHHbIMWU CNeAYOLLME SKPaHHbIE NONs:

» «KopnopaTuBHbIn email»;

» «MMga nnua, 3anpallmnBatoOLLEro JINLLEH3MNIO;

* «CuctemHbin UUID»;

» «Cornacre Ha 06paboTKy NePCOHaNbHbIX AAHHbIX».

7.2 . Beog nvueH3umn

Ons pobaBneHus nuueH3mMoHHoro knto4va B Termidesk B rpaduyeckom nHTepderice ynpaBsneHus cnepyet
nepenTn «Hactpoiku - Jlnuensus - 3arpyska». Haxae akpaHHyto kHonky [Bbibpatb], ykaszatb nyTb K

banny ¢ IMLEH3UOHHBIM KTFOUOM (cMm. PucyHok 21), @ 3aTE€M HaykaTb 3KPaHHYHO KHOMKY [3arpysuTb].
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= @ TERM'DESK ® @EMCTEMHmFl nonb3oBatens (u) v
=

ﬁ 0O630p NuueHzna

& KoMnoHeHTel > WNHdopmauma o nuueHsnn

NueHzng Cucrema 3arpyzka
ﬁ: HacTpoiikn > H Py

NuueHsuna Vieowume gadin ¢ auyeH3ued... BuiGpaTb

G Paboune mecta > P——

all Momvtopunr >

PucyHok 21 — OkHo pobasneHus danna c AMUEH3NEN

7.3 . lNpoBepka cBeAeHUIA O NULIEH3UM

[Ons npocmoTpa nHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJTtoYe CrieayeT nepenTy B rpaduyeckui
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsmsa - JluueHsmsa» M NpocMoOTpeTb CBEAEHUS B
CNnefyoLmMX 3KpaHHbIX NOMsX:

* «MMa» — CUCTEMHOE UMS YCTPOMCTBA, rae dyHKuMoHupyeT Termidesk;

» «OpraHusauus» — HaMMeHOBaHME OpraHu3auuK, 4 KOTopon chopMUPOBaH INLEH3UOHHbIN KITHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO KJTHou4a;

* «KOHKYpeHTHble COEAMHEHUS» — MaKCMMalbHO BO3MOXHOE KO/MYECTBO OAHOBPEMEHHbIX

coeguHeHun ¢ BPM;
* «JocTtynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJEHHOrO BUAA JIMLIEH3UM

roctesbix OC.
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8. MEPEYEHb TEPMHUHOB

TepMuH OnpepeneHune
banaHcupoBwuk | CaMoCTOATENbHBIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpenesieHne Harpysku Ha
Harpyskum MHOXECTBO YHMBEPCa/bHbIX AMCMNETYEPOB U LUJIHO30B
BPM BupTyanbHoe pabouyee mecTto: rocteBas OC unmn OC, ycTaHoBNeHHas

Ha BbIAE/IEHHOM KOMMbIOTEpe, AOCTYM K KOTOPOW peannsyeTcsl C MOMOLLbHO
NpOTOKO/A YAANIEHHOro AOCTYna

Mpynnbl paboumx
mecT

Takxke: «rpynnbl BPM».

®OyHKUMOHaNbHOe 06beanHeHMe MHoxecTBa hoHaoB BPM no onpepgeneHHomy
npu3sHaky

HomeH Cnocob npoBepku Cy6bLEKTOB U UX NMOJTHOMOYUIA
ayTeHTUbMKaLUK
MeHenyxep Takoke: «NNaHUPOBLLMK 3a4aHUN», «MeHeaykep BPM»,

pabouunx mecT

OTpenseMbii KOMMOHEHT NPOrpPaMMHOIO KOMMJIEKCa, OTBEYAIOLLMI 3
B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YNPaBNEHUS XXU3HEHHbIM LIMK/IOM
BPM, Bkntoyas cozpaHme, HaCTPOMKY, 3aMyCK, OTK/IHOUEHUE U yaaJIeHME.
SABnseTca 0bpaboTUMKoM POHOBBIX 334a4.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny>kbbl nocne
ycTaHoOBKU: termidesk-taskman.service

MocTaBLmk B BapuaHTe nuueHsnpoBaHus « Termidesk Terminal»: TepMuHanbHbIv cepeep (MS

pecypcos RDS/STAL), npenocTaBnstoLmi BbIYUCAUTENbHbIE MOLLHOCTHU, PECYPCbl XPaHEHUS
[JaHHbIX, @ TaKXe CeTeBble pecypcbl ana pasMelleHus doHzos BPM

MpoTokon Monnepxkusaembin B Termidesk npotokon yaaneHHoro goctyna k BPM

[OCTaBKM

CeccrmoHHbIN
dalreHT

YcTaHaBnmBaeTcs Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOXHOCTb MHOXX€CTBEHHOIO JOCTYMa NOMb30BaTeNen K yaaneHHbIM paboymm
CTONIaM U NPUNOXKEHUAM.

YcTtaHaBnmBaeTcs n3 naketa termidesk-session-agent

YHuBepcanbHbIN
ancnetyep

OTnenseMbit KOMMOHEHT MPOrPaMMHOI0 KOMIJeKca, OTBeYaroL Mt 3a
naeHTUdUKaLUIo nonb3osaTenemn, HasHadeHe M BPM 1 koHTpona aocTtasku
BPM.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny»bbl nocne
ycTaHOBKU: termidesk-vdi.service

MoHpa paboumx
mMecT

Takke: «poHa BPM».

COBOKyI'IHOCTb noaroToB/NEHHbIX BPM Ona oCTaBKM MO OOHOMY UTN HECKOJIbKUM
NpoOTOKOJ1aM yAaNneHHOro A4oCTtyna B 3aBUNCMMOCTU OT MOJIHOMOYU I NOJb30BaATENEN

LLlabnoH
paboyero MecTa

Takxke: «wabnoH BPM».
MapameTpbl KOHDUrypauum 6asosoro BPM ana ncnonbsosaHusa B doHae BPM
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TepMuH OnpepeneHue
LWnio3 OTpensemMbii KOMMOHEHT, OTBEYAOLLMM 3@ TYHHEIMPOBAHWE NMPOTOKOIOB AOCTaBKMU,
MCNONb3YHOLWMX TpaHCHOPTHbIM npoTtokon TCP.
YcTtaHaBnmBaeTcs u3 naketa termidesk-vdi. HaumeHoBaHue cny>k6bl nocne
yCTaHOBKU: termidesk-wsproxy.service
STAL Cepgep TepmuHanos Astra Linux. PeanuzoBaH komnoHeHToM «CepBep

TepMuHanos» Termidesk.
YcTaHaBAMBaeTcs M3 nakeTta stal
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9. NEPEYEHb COKPALLEHUM

CokpalleHue MosicHeHue

b Basa paHHbIX

BM BupTyanbHas MawmHa

BPM BupTyanbHoe paboyee mecTo

3MNncC 3aMKHyTasi nporpamMMHas cpefa

KO KoHTponnep noMeHa

OoC OnepaumoHHas cuctema

MK CB bpecT MporpammHbIn komnnekc «CpeacTea BUpTyanmsaumnm «bpect»

no MporpammHoe obecneyeHune

CYb/ CucTtema ynpaBneHusa 6a3aMm JaHHbIX

oUun DneKTpoHHasa uudposas NoanmUCh

API Application Programming Interface (nporpamMMHbI MHTepderic
NpUNoXeHus)

DHCP Dynamic Host Configuration Protocol (npoTokon Ha3zHaueHus
CeTeBOro agpeca)

DNS Domain Name System (cucTemMa JOMEHHbIX MMEH)

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe UMsi
flOMeHa)

HTML Hypertext Markup Language (13bIk runepTeKCToOBOM pa3MeTKM)

IP Internet Protocol (MexceTeBon npoTokon)

LDAP Lightweight Directory Access Protocol (nerkoeecHbin npoToKos
[OCTyna K cny>kbam KaTanoros)

MAC Media Access Control (yHMKanbHbIM MaEHTUDUKATOP CETEBOMO
yCTpOMCTBA)

MS AD Microsoft Acive Directory (cny>6a katanoros Microsoft)

NTP Network Time Proetwork Time Protocol (npoTokon ceteBoro
BpPEMEHM)

ou Organizational Unit (opraHusauyoHHas eaMHULaA)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro paboyero ctona)

RDS Remote Desktop Services (cny>bbl ynaneHHoro paboyero crona
Microsoft)
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CokpalueHue MosicHeHMe

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabo4mx
cTONOB)

RSA Rivest, Shamir and Adleman (kpunTorpacduyeckmm anropuTm c
OTKPbITbIM KJTHOYOM)

SPICE Simple Protocol for Independent Computing Environments (npocTomn
NPOTOKON A5l HE3aBUCUMOW BbIYUCIIUTENBHOW Cpeapbl)

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux
Special Edition (Server))

Termidesk MporpamMMHbIN kKoMnieke «ducneTyep NOAKIFOUYEHNN BUPTYAJIbHbIX
paboumx mect Termidesk»

uuibD Unique User Identifier (yHMKanbHbIM naeHTUdUKaTOp Nosib3oBaTesist)

vGPU Virtual Graphics Processing Unit (BupTyanbHbi rpacdmyeckmi
npoueccop)

VNC Virtual Network Computing (cuctema yganeHHoro goctyna K

paboyeMy cTONy KOMMbtOTEpa)
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