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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmmn [oKYMeHT IBNSIeTCS PYKOBOACTBOM MO/b30BaTeNs Ha KOMMNOHEHT «KnueHT» (ganee - KnueHT)
NporpamMMHoOro komnnekca «ducnetyep nogkarOUYeHMn BUPTYanbHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

1.2 . HasHayeHue koMnoHeHTa «KnueHT»

KnueHT peanusosaH B BMAe yCTaHaBAMBaeMoro naketa (termidesk-client), Heobxoaum ans o6paboTkm
URI, npenoctaBnsembix Termidesk, v mno3BonsieT MOAKMHOUMUTLCA K BUPTYyasbHbIM paboynmM MecTam
(BPM) uepes paznnyHblie NpOTOKO/bI AOCTaBKU, B TOM vncie RDP.

Mpu noaxntodeHmn no npotokony RDP KnveHT BbINOAHUT 3anyCcK YCTaHOB/IEHHOM B MOJIb30BaTE/IbCKOM
paboyen cTaHUMKM NporpaMmbl anst goctaBkn BPM (mstsc.exe, wfreerdp.exe unu xfreerdp).

KnueHT ycTaHaBNMBaeTCs Ha MOJb30BaTENIbCKYHD paboyyro CTaHUMIO, C KOTOPOM ByaeT Mpou3BOAUTLCS

noakntoyeHme K BPM.
1.3 . TpeboBaHus K annapaTHOMy U NporpaMMHOMY obecneyeHuo

Ons yctaHoBkn KnneHTa MUHMManbHbIe anmnapaTHble TpeboBaHMSA MOb30BaTENbCKOM paboyen CTaHLUM
[OMKHbI COOTBETCTBOBATb C/IEAYHOLLMM:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTuBHas NamATb, He MeHee 1 'b;

* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

LOns yctaHoekn KnueHTta TpeboBaHus k MO nomkHbI COOTBETCTBOBATL CNEAYHOLLMM:
» onepaumnoHHas cuctema (OC) Astra Linux Special Edition 1.7 nnun OC Microsoft Windows 10
x86_64 (unu cTapLue);
» Beb-6pay3ep ¢ nopaepxkkon cneumdukaumm W3C HTMLS (Anpekc.bpaysep Bepcun 15.9 u Bbiwwe,

Google Chrome Bepcuu 46 1 Bbiwe, Mozilla Firefox Bepcun 41 u Bbiwe).

HononHutenbHo nopaepxusatotca OC:
= CentOS 7, 8;
* Fedora 37/38;
= Astra Linux Common Edition 2.12 («Open»);
* Debian 10/11;
= CentOS 7;
= Astra Linux Special Edition 4.7 («HoBopoccuiick»);
= Ubuntu 16.04 LTS;
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= Ubuntu 18.04 LTS;
= FreeBSD 12;
= PEO OC7.5.

1.4 . TpeboBaHMs K YPOBHIO NOATrOTOBKWU NepcoHana

DkcnnyaTtaums KnveHTa ocyLiecTBnseTcs CybbekToM AOCTyNa € ponbto «llonb3oBaTenb».
CybbekT gocTtyna fOoMmKEH UMeTb OMbIT paboTbl C NepcoHanbHbIM KoMMbloTepoM Ha 6aze OC GNU/Linux

nnm Microsoft Windows Ha ypoBHe Nnosib30BaTensi M yBEPEHHO OCYLLECTBNSATL H6a30Bble onepaumm B 3TUX
OC.
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2. YCTAHOBKA U YOAJIEHUE

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

pacrnpocTpaHsieMoro B opmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbIMOMHUTb CNeAyoLLee:

* CKOMMPOBATb B IOMALLHMI KaTanor nonb3oBaTens 0bpas amMcka termidesk-<Bepcus> . iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcus>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTasora repos MOAK/OYEHHOro obpasa Aucka B Katanor /var
nokanbHou ansioBOM CUCTEMBI:

:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT y3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.

2.2 . MNMonyyeHne nakeToB YCTAaHOBKMU Yepe3 UHTepHeT-peno3uTopuis

Ona nonyyeHusa nakeToB YCTAaHOBKU MOXET wucnonb3oBatbcs WMHTepHeT-penosuTopun: https://

termidesk.ru/repos/.
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LOna nogkntoueHusa penosuntopus B OC Astra Linux Special Edition Hy>kHO BbINOJIHUTbL ceaytoLLee:

= YCTaHOBWUTbL NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
-y - KJIHOY 419 NponycKa NOATBEPXKAEHUS YCTAaHOBKMY;
* nobaButb WHTepHeT-peno3uTopmun  Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list yepe3 KOMaHAOHbIN MHTEprpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIOY ANS YTeHUs1 KOMaH[, U3 BBOAMMOMW CTPOKM (CTaHAAPTHbIN BBOA,);

echo - KOMaHAa BblBOAA TEKCTa, COBMECTHO C CUMBOJIOM «>» UCMOMb3YeTCs AN19 nepeHanpaBieHns
CTpoku deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free - gobaBnsieMbin
penosnTopun, BoXKeHHaa koMaHaa $ (1lsb_release —-cs) NMoacTaBnaeT Bepcuto - 1.7_x86-64;

* NonyYuThb KoY penosnTtopus Termidesk GPG-KEY-PUBLIC wu gobasuTb ero B OC:
:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:

:~$ sudo apt update

2.3 . OC Astra Linux Special Edition

2.3.1. YcraHoBKa KnueHTa

Mepen ycTaHOBKOM HEOBXOAMMO MOAKJIOYUTL CETEBOM WM JIOKasbHbIM perno3uTtopuin Termidesk, kak
npuvBeneHo B nogpasgene [lonyyeHMe nakeToB YCTAaHOBKM 4epe3 WMHTepHeT-penosMTopui unu
Mony4yeHue naketoB yctaHoBKM B OC Astra Linux Special Edition.

LOns yctaHoBkn KnveHTa Heo6xoaMMO BbIMOAHUTL CNeayroLme 4eUCTBUS:
* OTKpbITb NporpamMmmy «TepmuHan Fly» n nonyumtb goctyn Kk uHTepdency KOMaHAHOM CTPOKMU;

* BbIMONHUTbL yCTaHOBKY KnneHTa:
:~$ sudo apt -y install termidesk-client

LOna yctaHoBku MO termidesk-viewer BbINOJHUTbL KOMaHAY:
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:~$ sudo apt -y install termidesk-viewer

2.3.2 . YcraHoBka KnueHTa B peXkuMe 3aMKHYTOM NporpaMMHOM cpeabl
3aMkHyTas nporpamMmHas cpegda (3IMC) aensetcs cpenctBoM nosbiweHns 6esonacHoctv OC nyTtem

KOHTpPOS LLeNIOCTHOCTU (HEM3MEHHOCTU) alnos.

Ons ycrtaHoBkn KnueHta npu BkatoveHHom B OC pexume 3M1C HeobxoaMmo npenBapuUTenbHO
YCTaHOBUTb nakeT termidesk-digsig-keys, AN 3TOro BbIMNOJIHUTb NOC/AEA0BaTEIbHOCTb LUAroB:
" NoAKAUUTL penosnTopun Termidesk;

* BbIMNOJIHUTb YCTaHOBKY C UCIMOJIb30BaHUEM PEro3nTopus:
:~$ sudo apt -y install termidesk-digsig-keys

* BbINOAHUTL nepesarpysky OC:
:~$ sudo reboot

* BbINOAHUTbL ycTaHoBKY KnueHTa:
:~$ sudo apt -y install termidesk-client

* BbIMNONAHUTbL ycTaHoBKY 10 termidesk-viewer :

:~$ sudo apt -y install termidesk-viewer

2.3.3 . Ynanenue KnuenTa u MO termidesk-viewer

Ynanenne Knnenta u MO termidesk-viewer u3 cpegbl OC Astra Linux Special Edition BbinonHseTcs

KOMaHOaMu:
1 :~$ sudo aptitude purge -y termidesk-client
2 :~$ sudo aptitude purge -y termidesk-viewer

Mocne ypaneHus HeO6X0AMMO OUMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHDUIypaLMm KOMaHLOM:

:~$ sudo aptitude purge ~c -y

KOMaH,D,a MOJIHOCTbIO YAANTUT OCTaBLUMECA HaCTpOVIKM 1M 3aBUCMMOCTU yXKeE yaaJIEHHbIX MaKeTOB.

2.3.4. O6HoBneHune Knuenta u MO termidesk-viewer
O6HoBneHne Knunenta u MO termidesk-viewer B cpege OC Astra Linux Special Edition BbinonHseTcs

YCTaHOBKOWM HOBOW BEPCUW MOBEPX MPeblAYLLEN.
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2.4 . OC Microsoft Windows

241 . YcraHoBka KnuveHTa
KnueHt ans OC Microsoft Windows pacnpocTpaHsieTcs B BUAE YCTaHOBOYHOrO dannia C paclumpeHnem

msi.

MonyunTb yCTaHOBOYHbLIM hanal MOXKHO M3 obpasa amcka termidesk-vdi.XXXXX.iso, roe XXXXX —
BepcUa COOpKM, pacnakoBaB ero Kak 0bblYHbIN apXUB B HY>XHbIW KaTasior.

YcTaHOBOUYHbIN harin ByaeT pacnonaratbcs No NyTH «repos - windows - windows_x86_64».

[ns ycTaHOBKM Ha NOJIb30BaTENbCKY paboyyto CTaHLMIO HeOBXoaUMO:

* BbINO/MHUTb YCTAHOBKY MakeT USBDk Ans KOPPEeKTHOM paboTbl nepeHanpaBieHus nepudepumn.
MakeTt OOCTYneH rno agpecy: https://www.spice-space.org/download/windows/usbdk/
UsbDk_1.0.22_x64.msi;

* 3aTeM BbIMOJHUTb 3anyck ycTtaHoBo4yHoro damnna KnvenTta Termidesk. Ons ycnewHom ycTaHOBKM
HeoBXOAMMO pa3pelinTb BHECEHME W3MEHEHUIM TMpPU  MOSIBIEHUM COOTBETCTBYIOLLENO OKHa

YBEOOMJIEHUA N NOXKOaTbCA 3aBEPLUEHUA BbINOHEHUA onepaunm (cm. PucyHok 1).

Termidesk Client 4.2.0.23234-rc2 (64-bit)

_-E] Nopoxgute, noka Windows HacTpaneaet "Termidesk Client 4.2 0 23234-rc2
I .::'f' (64-bit)"

OcTaBweecA BpeMA: 2 cek

PucyHok 1 — OkHo ycTaHoBkM koMnoHeHTa «KnueHT» B OC Windows

Mocne yctaHoBkn KnmeHTa Heobxoammo yctaHoBuTh 10 termidesk-viewer. O termidesk-viewer
pacnpoCTpaHseTCS B BMAE YCTAHOBOYHOrO aina C pacluMpeHUEM msi, €ro MHCTaNNAaLMS HauMHaeTcs

nocJsie 3anycka yCTaHOBOYHOro dansa (cm. PucyHok 2).
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Termidesk Viewer 1.6.0.23265-rc1 (64-bit)

__El Mogoxgure, noka Windows Hactpaueaet "Termidesk Viewer 1.6.0.23265-rc
I .::f' (B4-bit)"

CbHop Heobxonumon nHgopmaumn. ..

I Orena

PucyHok 2 — OkHo yctaHoBku M0 termidesk-viewer 8 OC Windows

2.4.2 . YpaneHune KnuenTta u MO termidesk-viewer B OC Microsoft Windows

Ynanernune KnueHta npomssogutcs ctaHpaapTHbiMu cpeacteamMm OC Microsoft Windows.

LOna ynaneHus KnueHTta cnegyeT oTKpbITh MeHto «[1yck», nepenTtn B «lMaHenb ynpaenenus - [Nporpammel
- YpaneHue nporpammbl», BblbpaTb «Termidesk Client» n HaxaTb Ha 3KpaHHYK KHoMKy [YAanutb].
Lanee HeobxoaMMO NOATBEPAMTD YAANEHUE U AOXKAATLCS 3aBEPLLUEHUS OnepaLymu.

Mocne ynanenus Knuenta MmoxkHo ypanutb MO termidesk-viewer. [na 3Toro oTkpbITb MeHO «[Tyck»,
nepentun B «lMaHenb ynpaeneHus - MNMporpammebl - YoaneHue nporpammbl», BbiopaTb « Termidesk Viewer»
M HaXaTb Ha 3KpaHHY KHoMky [Ymanutb]. Janee HeobxoAMMO MOATBEPAMTbL yAaneHUE U OOXKAATbCS

3aBepLieHuna onepauunn.

2.4.3 . O6HoBneHune KnuenTa u MO termidesk-viewer B OC Microsoft Windows
O6HoBneHne Knunenta u MO termidesk-viewer NpouM3BOAUTCA OnepauMaMu yoaneHus npegblayLien

BepCUN N YCTAaHOBKHU HOBOM.
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3. HACTPOMKA B IrPAOUYECKOM UHTEPDEMNCE

3.1. O6wue cBepeHus no pabote c rpadpuyeckum uHTepdeiicoM KnumeHra

Ons 3anycka rpaduyeckoro uHtepdenca Knuenta B OC Microsoft Windows HeobxoguMo aBakabl

LLENKHYTb IEBOM KHOMKOM MbIwK Nno sipabiky KnveHTa Ha pabouem ctone, a B OC Astra Linux Special

Edition 1.7 oTkpbiTb MeHtO «3Be3aa», BblOpaTb MYHKT «YTUAUTbI» U B BbIMaJatOLLEM MEHIO LLENKHYTb

NIeBOM KHOMKOM MbiwKM no cTpoke « Termidesk client».

Mocne 3anycka rpaduyeckoro nHTepdenca byayT AOCTYMHbI cneaytowme GyHKUMKU:

«HacTtporku»;

«[lMpocmoTp MHpopMaLmm o NporpamMMme»;

«JlobaBneHne cepBepa NOAKIOUEHNI;

«YnpaBneHue ayTeHTUDMKaALUEN»;

«YpnaneHue cepsepa MoAKIOUYEHUNY;

«[MpocMoTp MHbOPMaLUM O OCTYMHbIX A9 NOAK/OYEHUS HOHAAX BUPTYabHbIX pabounx MecT»;
«Bbibop NpoTokona 4OCTaBKM BUPTYasIbHOMO paboyero MecTa;

«Bblbop rpynn ¢oHAoB BUPTYanbHbIX pabounx MecT»;

«Bbi6op 0TOOBpaXkeHUs [OCTYMHbIX AN NOAKIOYEHUS hOHA0B BUPTYasbHbIX paboumnx MecT».

3.2 . Obwme HacTpoiKM

LOna usaMeHeHuna obwmx HacTpoek KnumeHTa HeobxoguMoO Ha)kaTb Ha rpaduyeckuit 3MeMEeHT B BUAE

LIeCTEPEHKM B MPaBOM BepXHeM yrny uHtepdenca.

B OTKPbIBLLEMCA OKHE MOXXHO U3MEHUTbL CNneayroLne napaMeTpsbl (cMm. PucyHok 3):

«Tema» - BbI6Op TeMbl oopmeHUs rpacbumyeckoro nHTepdenca;

«513bIK» - BbIOOP NOAAEP>KMBAEMOIO A3blKa OTODPAXKEHUS;

«[Mposepka SSL ceptudumkata» - BkarodeHne nposepku SSL-ceptudukara. MapameTp Heobxoanmo
OTK/OUUTb, ecnn SSL He ncnonbsyeTcs;

«be3onacHoe xpaHeHWe naponen» - akTUBALUUS PYHKLMM COXPAaHEHWUS MAPONS NPU NMOAKIHOUYEHUMN K
cepBepy, Mcnonb3ys BCTpoeHHble MexaHuambl OC. lMpu akTMBauMm napameTpa 3aAaHHbINM Maposb
NOAK/IOYEHUSs K cepBepy OyaeT XpaHUTbCS B Npeobpa3oBaHHOM BUAE;

«CKpbITb NPU 33aKPbITUU» - MPU 3aKPbITUM OKHA KneHTa He MpOMCXOAUT BbIXOA, U3 MPUNOXKEHUS,
KnueHT ckpbiBaeTCs B CUCTEMHbIV Tpew;

«OrpaHuyeHre Ko/MYeCTBa OOHOBPEMEHHO 3aMyLUEHHbIX 3K3eMMAsSpoB» - MpU  aKTUBALMUMK
napameTpa Hesnb3s ByaeT 3anyCcTUTb OAHOBPEMEHHO Bosiee ogHOro 3k3emMnaspa npuaoxenus. Mpu

nonbITKe 3anyCcTUTb elle OAHO npunoxeHne KrnneHTa nosSBUTCA OLWIMOKA (cM.  PucyHok 4).
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CoOTBETCTBEHHO, A/1S AKTMBALUMM BO3MOXKHOCTM Mapas/IefIbHOro 3amnycka HECKONbKMX OKOH
KnueHTa, He0bX0aMMO A€aKTUBMPOBaTb AaHHbIM NapameTp;

* «CoeanHeHne no RDP uepes Termidesk Viewer (3kcnepvMeHTanbHO)» - MpU  aKTUBALUMU
napameTpa ceaHcbl no npoTtokony RDP 6yayT oTKpbiTbl He 4Yepe3 CTaHAApPTHbIE MPOrpammbl

(mstsc.exe, xfreerdp), a Yepe3 nporpammy goctaBku BPM - termidesk-viewer.

& [na koppekTHoM paboTbl Tekyllern Bepcum KnmnenTa npoeepka SSL-cepTudurkaToB fo/kHa 6biTbh
OTKJIHOYEHaA.

HacTpoikm ? X

Tema |TE'MHEF|

ELT
) CHUCTEMHBIA

() BoiBpaHHbIi

Mpoeepka SSL ceptvdukara

BesonacHoe XxpaHeHWe Naponein

CKpbITe NPKX 2aKPBITUK

OrpaHu4eHHe KONWHeCcTea OHOBPEMEHHO 3anyLUEeHHbIX 3K3EMNNAPOE
CoegwHeHwne no RDP yepes Termidesk Viewer (3kcneprmeHTansHo)

|_ Oa | | OTMeHa | | MNpuMeHUTE |

PucyHok 3 — OkHo HacTpoek KnueHTa

Termidesk Client ? .

Opyroi 3kzemnnap Termidesk Client yxxe 3anyuieH.

X

MpunoxeHWe ByaeT 3aKpoTo.

PucyHok 4 — Owmrbka 3anycka BTOPOro 3K3eMnJisipa NMpuioXKeHus

JkpaHHas kHonka [[puMeHuTb] NnpuMeHsieT napameTpbl KOHOUrypaumm KnveHTa.

OkpaHHas kHonka [OTMeHUTb] oTMeHsieT napameTpbl KOHOUrypaumm KnmeHTa n He COXpaHsieT nx.
JkpaHHas kHonka [[a] coxpaHsieT napameTpbl koHbUrypaumm KnmeHTa.

Lna koppekTHOM paboTbl C MonyyeHMeM onyb6ankoBaHHbIX Yepe3 Microsoft Remote Desktop Services

NPUNOXXEHUIN, HEOBXOAMMO BbINOJIHUTbL AononHUTeNnbHyr HacTporky OC Microsoft Windows:
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Ha)kaTb 3KpaHHYto kHonky [[Myck], BBecT regedit u BbibpaTh regedit.exe;

B OTKpbIBLUEMCS pepakTope peecTpa OTKpbITb noapaszaen
«HKEY_CURRENT_USER\SOFTWARE\Microsoft\Terminal Server Client»;

B MeHto «[1paBka» BbibpaTb NYHKT «Co3aaTb», a 3aTeM «[lapameTp DWORD»;

B nose «HoBoe 3HauyeHue 1» BBecTM EnableAdvancedRemoteFXRemoteAppSupport U HaxaTb
knasuwy <ENTER>;

NpaBoM KHOMKOW MbILUM HaXkaTb Ha MapamMeTp EnableAdvancedRemoteFXRemoteAppSupport u
BblOpaTb MYHKT «M3MeHUTbY;

B MoJie AaHHbIX «3Ha4YeHue» BBECTU O U HaxkaTb akpaHHYto kHonky [OK];

3aKpbITb PeAaKToOp peecTpa.

3.3 . MNonyyeHne uHpopMaLUm 0 BepCUsX

Ons npocMoTpa uHdopmaumm o KnveHte HeobXoamMMo HaxkaTb Ha rpacdMyYeCcKUin SNEMEHT B BUAE KPY>KKa

C CUMBOJIOM «i» B MPaBOM BEPXHEM Yrny rpacdumyeckoro nHTepdemnca.

B oTkpbIBLLEMCS OKHE ByeT AOCTYMHA cneaytoLwas MHPopMaLms (cm. PucyHok 5):

«Ha3BaHue» - TeKCTOBOE Nose, coaepykalliee Tekylee HazBaHWe KnueHTa;

«Bepcusi» - Tekywias Bepcusi yctaHoBneHHoro KnveHTa;

«Bepcua OC» - tun n Bepcusi OC, Ha koTopyto Bblna NpoBeneHa ycTaHoBKa KnneHTa;

«Bepcusi Qt» - TekyLLas Bepcusi yCTaHOBIEHHOrO COBMECTHOIO KOMMOHEHTA;

«Heobxoammas Bepcust cepBepa He HUXKE» - MUHMMalbHas Bepcust cepBepa Termidesk, ¢ koTopbiM
BO3MOXXHa paboTa TekyLlen Bepcun KnuneHTa;

«Caunt» - URL-canTa npoussogutens;

[MHbopMauus pna Tex.nopdepXXku] - 3KpaHHas KHOMKa, MO3BONSIOLLAS BbIFpyXKaTb >KypHan

paboTbl KnveHTa B oTAeNnbHOE pacnonoxeHue haiioBoM CUCTEMBI.

Monyuntb MHPOPMALMIO O BEPCUSIX MOXKHO TaKXKe 4Yepe3 CUCTEMHbIM Tpen, HaxkaB Ha W300parkeHue

(«nKoHKy») KnveHTa npaBoi KHOMKOW MbILLW.
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0O Termidesk Client ? X

HazeaHue: Termidesk Client
Bepcusa: 4.2.0.23234-rc2

Bepcua Nindows 10 Version 2009
Bepcwa Qt: 5.15.8

Heo6GxoAWMan BEPCHA Cepeepa He HUKE: 3.3

Caim

| Mbopmauma nna Tex. nopnepxim | 3aKpeITL

PucyHok 5 - MHdbopMaumoHHoe okHO 06 ycTaHoBneHHoW Bepcum KnveHTa

3.4 . )XypHanupoBaHue

B ocC Windows >KypHan paboTbl KnueHTa pacronoXeH B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Client.log, >ypHan pa6otel [1O
termidesk-viewer pacnonoyeH B danine C:

\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Viewer.log.

B OC Astra Linux »xypHan pabotbl KnueHTta pacnonoxkeH B danne /home/<user>/.config/UVEON/
logs/Termidesk Client.log, >kypHan pabotbl MO termidesk-viewer pacnonoxeH B danne /home/
<user>/.config/UVEON/logs/Termidesk Viewer.log.

Lna cbopa >XypHanoB M COXpaHEHMS UX B apxMB Heobxoammo B KnueHTe Ha)kaTb Ha rpaduyeckmm
3/IEMEHT B BUIE KPY>KKa C CUMBOJIOM «i» B MPaBOM BEPXHEM Yy rpaduyeckoro MHTepdenca u HaxkaTtb
3KpaHHyto kHonky [UHdopMaums pns Tex.noppepxkku] (cm. nogpasgen [MonyuveHve mHbopmauum o
Bepcusix). Janee HaxaTb 3kpaHHyto kHonky [CoxpaHuTb], BbibpaTb KaTanor Ans COXpaHeHUs U 334aTb

nMmsa danny.
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4. HACTPOUKA B MHTEP®EMNCE KOMAHOHOM CTPOKM

4.1 . NHTepdeiic KOMaHAHOM CTpokK KnueHTa n napameTpbl KOHGUIypUpoBaHUs

MapameTpbl 3anycka M @yHKuMOHMpoBaHus KnuveHTa MoryT 6biTb nepeonpeneneHbl aprymMeHTamu

KOMaHZLHOM CTPOKW UM NEePEMEHHbBIMU OKPYXKEHMS.

[na nonyyeHus KpaTtkom MHbOpMaUUM Mo AOCTYMHbIM apryMeHTaM KOMaHAHOW CTPOKWU CNeayeT Bbl3BaTb

npunoxeHue termidesk-client c aprymeHTOM --help:

:~$ termidesk-client --help

Ona nony4vyeHud NoJsHOM MHdJOpMaLI,MM no AOCTYMHbIM apryMeHTam KOMaHAHOWM CTpPOKU CneanyeT Bbi3BaTb

npunoxeHue termidesk-client c aprymeHToM -—-help-all:

:~$ termidesk-client --help-all

Lns ncnonb3oaHma nHTepdenca komaHgHom ctpokn KnveHta B8 OC Windows Hy»kHO:
* OTKpPbITb KOMaHAHYH CTPOKY OT UMEHW aAMUHUCTPATOPa;
» BbI3biBaTb KAneHT us katanora C:\Program Files\UVEON\Termidesk Client\bin;
* MepeHanpaBUTb BbIBOA4, KOMaHAbl B dann. B ykaszaHHOM danne 6ymeT nokasaH pesynbTaT

BbIMOJIHEHNA KOMaHAbl.

Mpumep nonyyeHus NosHOM MHOOPMALMKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C BbIBOAOM B
dann C:\client_help_all. txt:

C:\Users\user>"C:\Program Files\UVEON\Termidesk Client\bin\termidesk-client.exe" --help-
all > C:\client_help_all.txt

Cnucok pocTynHbiX apryMeHToB npueegeH B Tabnuue. B OC Windows ykasaHHble apryMeHTbl TakyKe

BOCMNPUHMMAKOTCA, O4HAKO pe3ynbTdT HE BbIBOOUTCA B KOMaHOHYH CTPOKY.

Tabnuua 1 — Cnncok apryMeHTOB KOMaHAHOM CTPOKU U MEPEMEHHbIX OKpYy>XeHus ans KnuneHTa

MapameTp MepeMeHHaa okpy>keHus OnucaHue 3HauyeHue no
YMOJIHaHUIO
URL TDSK_VDI_URL AJnpec NoaKn4YeHus K cepeepy He 3agaHo
UM NpunoxeHuto. loctyneH c
Bepcuu 4.3.

JonycTuMble cxembl:
https://192.0.2.10 -
NnoaKJItoYeHWE K cepBepy;
daass://192.0.2.10/foo/
bar - noakntodeHue K
NPUSIOXKEHMIO
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MapameTp

MNMepemeHHas okpy>keHust

OnucaHue

3HaueHue no
YMOJIHaHUIO

--debug

TDSK_DEBUG

BkntoyeHue otnagouHoro
pexkuma. BknroueHue
0TNaA0YHOro pexuma. Ons
BKJTIOYEHUS peXKMMA Yepes
NepeMeHHY0 OKPY>KEHUS
[OCTAaTOYHO MPUCBOUTDL €N
HeHy/IeBOe 3HaYeHume

He 3agaHo

--timeout

TDSK_TIMEOUT

Bpems oxxuaaHus ceTeBbIX
MoAKHoUYEeHUM

60

--user-auth

TDSK_USER_AUTH

Nmsa ayTeHTUdMKaTOpa npu
NOAKIHOUYEHUN K CEPBEPY.
LocTyneH c Bepcun 4.3

He 3agaHo

——user—name

TDSK_USER_NAME

Mmsa nonb3osatens npu
NMOAKJ/TIOYEHUM K CEPBEPY.
LocTyneH c Bepcun 4.3

He 3agaHo

--user-
password

TDSK_USER_PASSWORD

Maponb nonb3oBaTens npu
MOAKIHOUYEHUN K CEPBEPY.
HocTyneH c Bepcun 4.3

He 3agaHo

--version

He 3agaHa

BbiBog TekyLeln Bepcumn
KnuenTa

He 3agaHo

He 3apaH

TDSK_RDS_GATEWAYHOSTNAME

Umsa wnrosza (FQDN) ans

NnpuioXeHua mstsc.exe. [ns

KOPPEKTHOM paboTbl MOXKET
notpeboBaTbca

oTpefakTMpoBaTb dann hosts B

OC. UcnonbayeTtca npu
NoaKAtovYeHUn K wntosy MS
RDS uepe3 KoMNOHEHT
Termidesk «LLinto3»

He 3apgaHo

4.2 . UnTepodeiic KoMaHaHOM cTpoku termidesk-viewer 1 napameTpbl KOHGUIypUpoBaHUS

MapameTpbl 3anycka U dyHKLMOHUPOBaHUSA termidesk-viewer MOryT BbiTb OnpeaeneHbl apryMeHTamMum

KOMaH,EI,HOlZ CTPOKU Unn nepeMeHHbIMU OKPY>XXEHUA.

Ons nonyyeHus kpaTkon MHGOPMaLUKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C/eayeT Bbi3BaTb

npunoxeHue vdi-viewer Cc apryMeHToM --help:

:~$ vdi-viewer --help

Ons nonyyeHuns nonHon MHbOpMaLMKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOW CTPOKM CneayeT Bbi3BaTb

npunoxeHue vdi-viewer c aprymeHToM --help-all:
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:~$ vdi-viewer --help-all

Lns ncnonb3oBaHma nHTepdenca koMmaHaHoM cTpokn termidesk-viewer B OC Windows Hy»Ho:
* OTKpPbITb KOMaHAHYH CTPOKY OT UMEHW aAMUHUCTPATOPa;
* BbI3bIBaTb vdi-viewer u3 katanora C:\Program Files\UVEON\Termidesk Viewer\bin;
* MepeHanpaBUTb BbIBOA4, KOMaHAbl B dann. B ykaszaHHOM danne 6ymeT nokasaH pesynbTaT

BbIMOJIHEHNA KOMaHAbl.

Mpumep nonyyeHus NosHOM MHOOPMALMKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C BbIBOAOM B

dann C:\viewer_help_all.txt:

C:\Users\user>"C:\Program Files\UVEON\Termidesk Viewer\bin\vdi-viewer.exe" --help-all > C:
\viewer_help_all.txt

Cnucok pocTynHbix aprymeHToB npmeeneH B Tabnmue. B OC Windows ykasaHHble apryMeHTbl TakxKe

BOCMNPUHMUMAKOTCA, O4HAKO pe3ynbTdT HE BbIBOOUTCA B KOMaHOHYH CTPOKY.

Tabnuua 2 — Cnncok apryMeHTOB KOMaHAHOM CTPOKU U MEePEMEHHbIX OKpy>eHusa ana KnuneHTa

MapameTp MepemeHHan OnucaHue 3HayeHue no
OKpY>KEHMS YMOJT4aHUIO
--debug TDSK_DEBUG BktoueHne o0TnagouHoro pexuma. He 3agaHo

[na BKIOYEHUS pexxnMa vepes
NepeMeHHY0 OKPY>KEHUS
[OCTAaTOYHO MPUCBOUTDL €
HeHy/IeBOe 3HaYeHMe

--timeout TDSK_TIMEOUT BpeMsa oxxupaHus nogkiroyeHms K 60
cepsucy. octyneH c Bepcun 1.5.0

--version He 3apgaHa BbiBopg, TekyLlen Bepcum He 3agaHo
termidesk-viewer

--video-codec TDSK_VIDEO_CODEC |Kopaek Buaeokamepsbl. JocTyneH c libtheora
Bepcumn 1.6.
Bo3MoxHble 3HaueHus:
* libtheora - HaTUBHbIN
mMeTog, koampoBaHua Theora;
* theora - KOgMpoBaHue yepes
koHBerep Gstreamer.
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5. PABOTA C BUPTYAJIbHbIM PABOYUM MECTOM

5.1 . [lobaBneHune cepBepa NOAKIIOUYEHUA

LOns pobaeneHus cepBepa MOAK/IHOYEHUM HEOBXOAMMO LUENKHYTb JIEBOM KHOMKOM MbIWM MO HaAmMcK
«J[Jo6aBUTbL cepBep» U B OTKPbIBLUEMCA OKHe BBecTU |P-aapec unm gomeHHoe MMa cepBepa NOAKIOHEHUN
Termidesk (cm. Pucyrox 6).

JaHHy0 MHbOpMaLUIO MOXHO MONYyYnTb Y AAMUHUCTPATOPA.

] TERMIDESK

=) Nobasnerne HoBOrO Ccepeepa
BeeawTe agpec cepeepa NogKIIgHEHUIA

vdi-demo.termidesk.ru

[No6aewnTb cepeep

PucyHok 6 — OkHo nobaBneHus cepBepa NOAKIHOHEHUI
Mocne nobaBneHWs agpeca cepeepa NMOAKIOYEHUIN B OTKPbLIBLLUEMCA OKHE HY)>KHO 3amo/IHUTb Cleaytolme
nonsa.
* «OnucaHne» - TekCToBOe COOBLLEHWe, WUCMOJIb3yeEMOE A/a OMNUCaHMs cepBepa MOAK/IHOUYEHWUN
(Heobsi3aTeNbHO);
* «AyTeHTUbMKaLma» - BbIOOp pecypca, ABNSOLWErocsl UCTOYHUKOM CBEAEHUM O CyObekTax M KX
NMOJIHOMOYMAX, HACTPOEHHOrO Ha CepBepe MOAK/IIOYEHUIM B Ka4eCTBE AOMEHA ayTeHTUDMKaALMK;
* «JlornH» - naeHTUdUKaTop cybbLEKTa B AOMEHE ayTeHTUdbMKaumm (CoBnagaeT ¢ NAEHTUPUKATOPOM
cybbekTa B Cny>kbe KaTanoros);

* «[laponb» - Habop CMMBOMOB, MNOATBEPIKAAIOLLNIM Ha3HAYEHUE MONHOMOUUN.

lMocne 3anonHeHMsl yKasaHHbIX MOMEM AN MOAKAKOYEHUSI K BblOpaHHOMY cCepBepy Hago HaxkaTb
3KpaHHY KHomky [[MoakntounTbesi] (cm. PucyHok 7). [ns M3MeHeHMs napaMeTpoB ayTeHTUdMKauuM Ha
cepBepe MOAKJIHOYEHUN HEOBXOAMMO HaxXkaTb Ha rpaduyeckuMi 31eMEeHT B BMAE LUECTEPEHKM B MPaBOM

BEPXHEM Yrny A BbIbpaHHOro cepsepa.
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B cnyvae owwunbku ayTeHTUdMKauum OydeT MoOKasaHO COOTBeTCTBylowlee coobuleHme: «Owunbka
ayTeHTUdMKauumu!». [onoNHUTENBHO MOXET BbiTb MOKa3aHO CoobLleHME, 3aaaHHOe AQMUHUCTPATOPOM

Termidesk.

@ TERMIDESK

) HacTpo#ka NOAKAHYEHUA K CepBeEpY

vdi-demo.termidesk.ru {» Anpec
vdi-dem
OnucaHune

termidesk1

AyTeHTUdUKaLWA
BHyTpeHHAA B

Norux
termidesk1

Mapone

Moakno4ynTeCA

PucyHok 7 — OKHO HacTpOMKM NOAK/HOUEHMUS K CepBepy
5.2. MopknioveHune kK BPM uepes KnueHT

Mocne ayteHTUdUKauum 1 noakntodeHus nporpammHoro KnueHta k cepeepy Termidesk oTkpbiBaeTcs
NpoCMOTp creaytoLen MHbopMaL MM 0 JOCTYNHbIX poHaax BPM:
» «HasBaHue» - TekcToBOE none, cogep>kallee Ha3BaHue poHaa BPM;
* «B n3bpaHHOM» - BO3MOXHOCTb A00aBUTb KOHKpeTHbIM ¢oHg BPM B rpynny um3bpaHHbIX nam
WCKJTIOYUTb €ro oTTYAa;
» «Cratyc» - oTobparkeHWe cTaTyca ucnonb3oBaHus BPM B ¢onae. Ecnn B doHpe mcnonbsyetcs
xoTs 661 ogHO BPM, To cTaTyc c nyctoro nsmeHuTcs Ha «Mcnonb3yeTtca»;
» «[1poTokon» - BO3MOXKHOCTb BbIGOpa NPOTOKO/A AOCTABKM AJ1S KaXKA0ro U3 oTobparkaemMbix POHA0B
BPM;
» «[pynna» - nHbOpMaLMM O HaMMEHOBAHUM FpyMMbl, Ha3HAaYEHHOM AN OTOOpakeHUs GoHOOB
BPM.

LonoNHUTENbHO MOXHO U3MEHUTb GpopMaT oTobparkeHMs nepeyHst hoHaoB BPM (cm. Pucyrok 8):
* MOXXHO CrpynnupoBaTb oTobpaxkeHue nepeyHs ¢oHaoB BPM no uneHcTBy doHAa B normyeckom
rpynne otobpaxeHusi(3neMeHT (1) Ha pucyHke);
" MOXHO CMeHWUTb dopMaT oTobpaxkeHus nepeyHs doHpoB BPM: ukoHkamu (anemeHT (2) Ha

PUCYHKE) UK CNUCKOM (anemMeHT (3) Ha pucyHke);
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* MOXXHO OTCOPTMPOBAaTb MOPSAOK OTOBpaXkeHMst POHLOB B MepeyHe Mo paay NapaMeTpoB (31eMeHT
(4) Ha pucyHke): «HassaHuwe», «B wu3bpaHHom», «Crtatyc», «[llpotokon», «[pynna», «[lo
ybbiBaHUIO» (MO yMONYaHMIO B OTCYTCTBME JApyrux napameTpoB ¢doHabl BPM B nepeune
0TOBparkatoTca B andaBUTHOM MOPSIAKE MO BO3pPaCTaHUIO);

" MOXXHO OOHOBWUTb CMMUCOK AOCTYMHbIX poHaoB BPM (anemeHT (5) Ha pucyHke).

@ TERMIDESK

O vdi-demo.termidesk.ru termideskl E

OCHOBHaA
OcHoBHanA

PucyHok 8 — DnemeHTbI rpadumueckoro nHTepdeiica
Ons nogkntoueHns kK BPM Heobxoanmo BbIGpaTb MPOTOKON AOCTAaBKM U ABaXKAbl HAXKaTb JIEBOM KHOMKOM
MbILLM Ha Ha3BaHWe doHaa BPM (cm. Pucyrok 9). B cnydae nepenybnukaumm doHga BPM npu HaBepgeHumn
MbIlUM Ha 3aronoBok ¢oHaa (B pexume nNAMTKA) MAM Ha KonoHky «CraTyc» OyaeT nokasaHo

BCrJbliBatkoLLee COO6IJ.I,€HM€ (o} HeO6XO,EI,MMOCTM 3aBepLnTb pa60Ty A0 YKa3aHHOro Cpoka.
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@ TERMIDESK

O vdi-demo.termidesk.ru Ipyrnna paboymx mect  Bce v EE N termidesk1 E

Hassanwe |E= n3bpaHHoM | CTaTyc |!'Ipc|Tc|kc|_r| | b

ALSE1-7-3 OcHoBHaA
Astra Linux CE f_{ Wcnone3ayetca

Windows 10 ﬂr Hcnonb3yeT

PucyHok 9 — Bbibop npoTokona AOCTaBKU ANsi NOAKIHOUEHUS
Mpw nogkntoveHnn no npotokony RDP KnneHT BbINOAHUT 3anycK yCTaHOBAEHHOW B MOJ1b30BaTEIbCKOM
paboyen cTaHUMM NporpaMMmbl ana goctaskn BPM. B cnyuae, ecnn B HacTpomMKax KAMEHTA YCTaHOBNEHA
onumsa «CoeamHeHne no RDP uepes Termidesk Viewer (akcnepumeHTanbHO)» (cM. nogpasgen O6wme

HaCTpOIKHM), OyaeT BbIMOMHEH 3anycK termidesk-viewer.

® MonnepxwusatoTcs cnepytolume nporpamMmel ans KnueHta, 3anyckaemoro 8 OC Windows:
* mstsc.exe (ctaHgapTHas ytunuta OC Windows);

= wfreerdp.exe.

KnuenT, 3anyckaembii B OC Astra Linux Special Edition 1.7, ncnonbsyet ans noctasku BPM no
npotokony RDP ytunuty xfreerdp.

B oTKkpbIBLLEMCS OKHE NPOrpamMMbl 4OCTaBKM HEOOXOAMMO BBECTU AaHHble gns aBTopmsauum B OC BPM.

& Tpy nopgkntoveHUn K Onyb/IMKOBAHHbLIM MPUSTIOXKEHUSIM UN TEPMUHA/IbHbIM CECCUaM cepBepa
TepmumHanoB Astra Linux (STAL) norvH n naponb Heo6xoaMMo BBOAMTb B TOM BUAE, B KOTOPOM
oHM 3agaHbl B OC (ecnu noaktoveHMe NPOUCXOOUT C YYETHLIMWU [JAHHbIMU  JIOKAJIbHOIO
Nnosib30BaTeNsl) WAM B KOHTPO//Epe AOMeHa (eC/M MOAK/KYEHUME MPOUCXOOUT C YYETHbIMMU
AaHHbIMW OMEHHOMO MOMb30BaTENS).

[aHHoe TpeboBaHMe CBA3aHO C YyBCTBUTE/IbHOCTLIO K peructpy BeoguMbix cumeonos B OC Astra
Linux Special Edition.

B 3aBuMcHMMOCTM OT NONHOMOYMI MONBL30BATENO npenoctaBndrOTCA BPM, AOCTYynHble Ond onpe,u,eneHHoﬁ

Moaenn nOCTaBKW.
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5.3. 3aeepLueHue pabotbl ¢ BPM
Monb3oBaTtenb Termidesk MmoxeT 3aBepwnTb paboTy ¢ BPM aByms witaTtHbIMM cnocobamu:

* BbiMTM U3 rocteBo OC BPM — Bbixon ocylLlecTBAseTcsa CTaHO4ApPTHbIM CrocoboM 3aBepLueHUs

paboTbl ¢ OC (cm. PucyHok 10);

& B 3aBucMMocTuM oT Mogenun goctaBku nocne Bbixoda us rocteson OC BPM MoxeT 6bIThb yaaneHo
C NoCneayHoLMM CO30aHMEM APYroro UM MOXKET OCTaTbCs B aKTyaslbHOM COCTOSIHUM.

- Termidesk Viewer

U3 0F 5, 5 [%]

)

Bef-Bpayzep
Firefox

(€]

KopsuHa

’ ‘ E Bbixof WA BbIKTIOHEHWE
o} 4

MoMoLLb &, BNOKUpOBKa []" BbiXoJ U3 Ceccuu

@ @ CoH O Mepe3arpyska

Mol
KOMMBIOTED

* rmGepHauusa Q) BblKnoyeHHe

.
NMnaHHpoBaHHUE... g—-; HoBbii Bxog ® 3aKpbiTb

‘L/‘-}? Termidesk client-.. (') Bexomwnuesicn.. I<l))) en Bﬁﬁi

PucyHok 10 - Mpumep 3aBepLueHuns pabotsl B OC

" 3dBEPLUNTDL pa60Ty NnpoToOKOJsla  AO0OCTaBKU - Nnonb30BaTe€/lb  3aKpblBaeT npunoxeHue,

ocyulecTeastoLee goctasky BPM.

A B >3ToM cnyvae, HesaBMCMMO OT Mogenu pgoctaBku, BPM He ymansetcsa, a 6nokupyertca ans
ByayLLEro UCMOMb30BaHUS MONb30BaTeNIeM, OCYLLECTBUBLLMM BbIXOA, U3 MPUIOXKEHUSI NPOTOKO/A

[OCTaBKM.
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) Termidesk Viewer B H |L|

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

A
(ASTRA LINUX'
-

ﬁ&? Termidesk Client -... Q))) en B]r?f‘acgg‘

PucyHok 11 - MNpumep 3aBepLueHmsa paboTbl npunoxeHus termidesk-viewer

5.4 . 3aBepLueHue paboTbl C BbIGpaHHbIM CEPBEPOM

Mpy HeOBXOAMMOCTM NOLKNIOYEHMS K ApYyroMy cepBepy Termides, HY>KHO 3aBepPLUNTb PaboTy C TEKYLLMM
CepBepOM.
[ns 3aBepLueHns paboTbl C CEPBEPOM HYXXHO HaXkaTb Ha rpaduyeckuii anemeHT [Bbixoa] (cm. Pucyrok 12) B

KnuenTe.
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@ TERMIDESK

G vdi-demo.termidesk.ru termidesk! E

HazgaHue

Hcnonesyerc Vv  OcHoBHasa

Wcnons3yetca RDP ~  OcHoBHaA

PucyHok 12 - 3aBepLueHune paboTbl C cepBepoM

5.5 . 3aBepLueHue paboTbl C NpUNOKEHUEM

Lna 3aBeplueHus pabotel KnveHTa Heobxoammo:
* nepeunTn B obnacTb yeegomaeHmn OC;
* Ha)XaTb MNPaBOM KHOMKOM MbILIM MO 3HauKy Termidesk;
* BblOpaTb MYHKT «BbINTWU» (cM. PucyHok 13).
- )
5

Beb-Epay3ep
Firefox

®

KopauHa

/N
oF 4

Momowb

Mo
KoMAbTEp

.
| ASTRA LINUX®

. CkpbITE
O NpPUNoXeHn
& st e DD E
iﬁf E Termidesk Client -... . ))) o] | en BT, 19 CEH

PucyHok 13 - 3aBepLueHue pabotbl ¢ KnveHToM yepes obnactb yBegomneHun OC

12:58
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6 . NMEPEHATPABJIEHUE PECYPCOB

6.1 . NepeHanpaBneHue NpUHTEpPOB

6.1.1 . O6Lue cBepeHUs
B Tekywier Bepcum nepeHanpaBieHWE MNPUHTEPOB M3 MOJIb30BaTENbCKOM paboyer cTaHumm B BPM
paboTatoT B KOMBUMHaALMAX:

* 13 OC Windows B OC Windows no npotokony RDP;

* 13 OC Linux B OC Windows no npotokony RDP.

6.1.2 . HacTpoitku pns nepeHanpaBneHus NpUHTEpPOB
[ns nepeHanpaBneHus NpUHTEpPa AOMKHbI ObITb BbIMOMHEHbI YCI0BUS:

* B8 OC nonb3oBaTenbckor paboyert CTaHUMWM [O/MKEH ObiTb [00aBNEH HYXHbIM  MPUHTEP.
Monnep>xmBaeTcs nepeHanpaBfiieHWE MNPOrpamMMHbIX MPUHTEPOB (HanpuMmep, MNpPOrpamMMHbIN
BUpTYyanbHbIn NpuHTep PDF/XPS);

= B rocteBoi OC BPM pomkeH ObiTb [06GaBNeH HY>XHbIM MPUHTEP Yepe3 CYLLECTBYHOLLY B
rocteBon OC ocHacTky (Hanpumep, «MeHepkep nedatn Fly» gna OC Astra Linux Special
Edition). [lna BbIGpaHHOro NpuHTEpa AO/HKEH ObITb YCTAHOB/IEH ApaMBep generic raw UM TOT e

Apavieep, koTopbiv ncnosblyetcs B OC nonb3oBaTesibCckon paboyer CTaHUuUM.

[Hob6aeneHne npuHTEpa MOXET ObiTb BbIMNOJAHEHO aNbTEPHATUBHLIM CMOCOOOM (He 4epe3 OCHaCTKY
rocteBont OC BPM) ana rocteson OC Linux, anga atoro:
* OTKpbITb B 6pay3epe BPM URL-agpec: http://127.0.0.1:631/;
* nepevTM BO BKNAAKy «AaMUHUCTpupoBaHue». Bbibpatb nyHKT «[lo6aBUTb MpUHTEP» W
aBTOPU30BaTbCS, UCMOb30BAB JIOMMH U Naponb ana Bxoaa B rocteryto OC BPM;
* [OOCTYMHble MNPUHTEpPbl OyayT oOToGpakeHbl B cnucke «HanaeHHble ceTeBble MPUHTEPDI» (cm.

Pucyrok 14). BbibpaTb NpuHTEp 19 AobaBneHus:;
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€« C (@ @ 127.0.0.1:631/admin/ < % 0

B Astra Linux - Y. OnepauvoHHBIe.

CUPS.org Havano QViUWETlapl:ECVEE Mpynnel  Cnpaska 3agaHus  [puHTepsbl

[06aBUTL NPUHTEP

Jo6aBneHue npuHTepa

YcTaHOBNEHHbIE NMPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)
HP Printer (HPLIP)
Serial Port #1
HP Fax (HPLIP)
HaligenHble ceTeBble NPUHTEPbI: Canon-MF3010 (Canon MF3010)
Canon-MF3010 @ dbriskii-ThinkPad-T14-Gen-3 (mf3010)
HP LaserJet m109-m112 (HP LaserJet m109-m112, hpcups 3.21.12)
HP LaserJet m109-m112 @ dbriskii-ThinkPad-T14-Gen-3 (HP LaserJet m109-m112)
HP LaserJet M110w (897F27) (HP HP LaserJet M109-M112)
Apyrve ceTeBble NpuHTepbl: © Backend Error Handler
MpoTokon uxTepHet-neyarn (http)
XocT unm npunTep LPD/LPR
Mpotokon nHTepHet-nedaty (hitps)
AppSocketHP JetDirect
MpoTokon uHTepHeT-neyary (ipp)
MpoTokon uHTepHeT-neyaty (ipps)
Windows Printer via SAMBA

| Npogonxums |

PucyHok 14 — Cnucok HaMaeHHbIX CETEBbIX MPUHTEPOB

= y6e,u,MTbc;|, yTO B cTpOKe «[loakatoueHne» (cm. PucyHok 15) aapec HauMHaeTcs ¢ tdsk-prt;

A Hactporika tdsk-prt akTyanbHa npv noakntodeHunn no npotokony SPICE (vdi-viewer).

<&« C @ @ 127.0.0.1:631/admin < % 0O &

B Astra Linux - Yam OnepaunoHHIe.

CUPS.org Hauano NUWEIIaIGLECTM Mpynnsl  CnpasBka 3agadna  MpuHTeps!

[o06aBUTL NpUHTEp

Jo6aBneHne npuHTepa

[HP_Laserdet_m109-m112_hpcups_3.21.12 |
(MOXeT CogepXaTh NioBbie CUMBONLI, Kpome "I","#" 1 nposena)
o] [HP LaserJet m1e9-m112, hpcups 3.21.12 |
(pacwmpentoe onucarme, Hanpumep, "HP LaserJet ¢ AynnexcHoii nevarbio”)

MecTopacronoxetvie npuiTepa, Hanpimep, "KasuHer 557)
I'Iommmﬂenue/devNinio—pons/ru.lermideskAPrinter.O/743erOZ3102b144b4c7781762120329
CoBmecTHbIi gocTyn: () PaspewunTs COBMECTHbIN AOCTYM K 3TOMY NPUHTEPY
| MpogonxuTe

PucyHok 15 - MNMpoeepka URL
* BblIOpaTb MoOAeNb MpPUHTEpPa M3 CMUCKa (cm. PucyHok 16) Unu mcnonb3osaTb davn PPD (PostScript

Printer Description, nporpamMmHas noaaep>xka npuHTEpPOB);
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<« C (0 © 127.0.0.1:631/admin < % 0O a

B Astra Linux - Yiu OnepauvoHHbie.

ICUPS.org Havano RViWETTwpsllhbECHE Mpynnbl  CnpaBka 3agaHua  [puHTepbl

[06aBUTb NPUHTEpP

Jo6aBneHne npuHTepa

Hassanue: HP_LaserJet_m109-m112_hpcups_3.21.12
Onucanue: HP LaserJet m109-m112, hpcups 3.21.12
Pacnonoxenue:
Moakntoyenwe: tdsk-prt//devivirtio-ports/ru.termide sk.Printer.0/743fe2023102b144b4c7781762120329
CoBMeCTHbIV A0CTYN: HeT COBMECTHOrO 0CTYNa K 3TOMY NpUHTepY
Coapatk: HP | Buspars apyrywo moens |

. [ TEseTTer TpCupS TZETTeTy =
Moaent: (o | - eriet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m109-m112 hpijs, 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)

WK Menonb3oBath (aiin PPD: | Busepite daiin | Paiin He Bui6paH g

PucyHok 16 — Bbibop Moaenu npuHTepa

* 3aBepKTb fobaBneHMe NpuHTepa.

Ecnu cnmncok «HanaeHHble ceTeBble NPUHTEPbI» NYCT:
& Hactporika akTyanbHa npu nogkntodeHnn no npotokony SPICE (vdi-viewer).

* HY>KHO BblbpaTb 3HaveHue « Termidesk Virtual Printer» B cnucke «[pyrue ceteBble NPUHTEPBI» (cM.
PucyHok 17);

<« C {0 ® 127.0.0.1:631/admin/ < % 0O &

B AstraLinux-Yau.. B OnepauwmoHHsie.

CUPS.org Hauano AHUIEPIaJ7G:ECTE pynnel  CnpaBka 3agaHua  [puHTepbl

[o6aBUTbL NpUHTEP

Jo6aBneHune npuHTepa

YcTaHOBMEHHbIE NPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)
Serial Port #1
HP Printer (HPLIP)
HP Fax (HPLIP)
HaiiieHHble ceTeBble MPUHTEpPbI:

Apyrue ceTeBble NpUHTEPbI: Backend Error Handler

O Npotokon uutepHeT-neyat (http)
XocT nam npuHtep LPD/LPR
Mpotokon uxtepHeT-neyaty (https)
MpoTokon uHTepHeT-neyaty (ipps)
AppSocket/HP JetDirect
MpoTokon uHTepHeT-neyaty (ipp)
Windows Printer via SAMBA

—>» ® Termidesk Virtual Printer

Mpogonxus |

PucyHok 17 — Bbibop gpyroro ceteBoro npuHTepa

" nepenTn K MHTepdency KOMaHAHOM CTPOKU (OTKPbITb NporpaMMy « TepmuHan Fly») u BbINONHUTDL:

=

:~$ cd /Jusr/lib/cups/backend
2 :~$ sudo ./tdsk-prt

* BbIOpaTb aApeC HY>XXHOIO MPUHTEPA M CKOMMPOBaTb ero B none «loakntoueHne» B bpaysepe;
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& C Y © 127.0.0.1:631/admin < % 0O &

B Astra Linux - Yrn... OnepaunoHHble...
CUPS.org Havano aViWPETIGGlWEECAE Mpynnbl  CnpaBka 3agaHna  [MpuHTepbl
Jo6aBUTb NpUHTEpP

Jo6aBneHue npuHTepa

Mopxs .[tdskrpn d ports/ru.termidesk_Printer.0/743fe2023102b144b4c 7781762120329 I -~
Mpumeps!:

http://hostname:631/ipp/
http://hostname:631/ipp/port1

ipp://hostname/ipp/
ipp://hostname/ipp/port]

1pd: //hostname/queue

socket : //hostname
socket : //hostname: 9100

CwmotpuTe pa3gen “CeTeBble NPUHTEPLI” 417 BbIACHEHWA NPaBU/LHOTO afipeca Ballero NpuHTepa.

Mpogonxws |

PucyHok 18 — [lobaBneHue agpeca npuHTEpa

* 33BepWUTb [L0DOaBNeHWE MPUHTEPa aHaJIOrMYHO OMMCAaHWIO Bbille, KOrga Cnucok «HanaeHHble
ceTeBble NMPUHTEPbLI» BblN He NyCT.

[obaBneHHbI NPUHTEP AOMKEH OTOOPa3UTbCS B MeHemkepe rnedatu (Hanpumep, «MeHenykep neyaTu
Fly») rocteso OC BPM.
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7.1 . HewTaTHble CUTyaLUMM U CNOCOBbI UX YCTPaHEHUs!

Bo3MoxkHble HeucnpaBHOCTM Mpu pabote ¢ KnveHTOM M cnocobbl MX YCTpaHeHUsl npuBeaeHbl B

Tabnuue (cm. Tabnuua 3).

Tabnuua 3 - NepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB MX YCTPaHEeHUs!

«Number of service
reached MAX for
service poll»

Nuankaums OnucaHue Bo3Mo)kHoe peLueHue
Owwubka: Owwubka nosenaetca HeobxoaonMo 06paTuThCcs K AOMUHUCTPATOPY.
«He 3apaH TpaHcnopT |MPY NOMNbITKE NONYYNUTb | AqMUHMCTpaTOPY HEO6X0AMMO A06aBUTbL MPOTOKOJIbI
MoaKAOUEeHUA» BPM focTtaeku B poHg BPM
Owwnbka: Owmnbka nosiBnsieTcs HeobxoaonMo 06paTuThcs K AOMUHUCTPATOPY.

npu 3anpoce BPM

Owmrbka 3HaUUT, YTO AOCTUFHYTO MaKCMManbHOE
konnyectso BPM.

AILMUHUCTpATOPY HEOBXOAMMO NGO NepenTr B PoHA,
BPM v npuHyauTenbHo 3aBepLunTb ceccuto, nmbo
yBenuunTb B doHae BPM makcmumanbHoe konvyecTso
BPM

Owumbka:
«[Mpokcu-cepsep
3anpeTun
NoAKtOUEHUE»

Owwubka nosiengeTcs
Npu NOAKMAHOUEHUM K
¢doHay BPM

HeobxognMo 0bpatuTbcs K AGMUHUCTPATOPY.

HeobxoanMMo HaCTpoUTb NPOKCU-CEPBEP HA YPOBHE
OC nonb3oBaTenbckon paboyen cTaHUUK

Cratyc «[Moarotoska
pabouyero mecta»
BUCUT HEOrPaHUYEHHO
Jile)iIne}

Mpu nonbiTke
noakntoumnTbca kK BPM
no npotokony RDP
(Hanpamyto nnu vepes
LUTIO3) nosiBNsieTcs
ctatyc «[lMogkntoueHne
K paboyeMy MecTy»,
KoTOpasi MOTOM
CMeHsieTCs Ha
«[lMoarotoeka paboyero
MecTa» u
oTobpaXkaeTcs
HEeorpaHMYeHHO A0/ro

HeobxoanMo 06paTuThCcs K AOMUHUCTPATOPY.

CuTyaumsa Bo3HMKaeT, ecnu nopT cepBepa Termidesk
HeLOCTYMeH: Npw 3anpoce noakntodeHnsa K BPM no
npotokony RDP nepep Bbigayen noakntoueHms
ancnetyep Termidesk npoBoguT npoBepky
LOCTYMHOCTM NopTa 3aTpeboBaHHOIro NPOTOKONA Ha
ueneeoM IP-appece.

AILMWHUCTPATOPY HEOBXOAMMO B HACTPOMKAx
dunbTpa Tpaduka paspenTb NOAKIHOYEHME U3
cerMeHTa ceTu ¢ uHdpacTpykTypor Termidesk ans
Y3JI0B C pONiIMU AUCMETHEPOB MNOAKITHOYEHUN B
CermMeHT ceTu, rae Haxoaatca BPM, Ha nopt RDP
3389

Mpu nonbiTke
coeguHeHua us OC
Astra Linux Special
Edition 1.7
TEPMUHANbHOMY
cepepy Astra Linux
(STAL) nnu
onybnnkoBaHHOMY Ha
HEM MPUNTOXKEHWNIO
coeflMHEHWE He
yCTaHaBMBaAETCA

Mpu noaknoyYeHnn K
STAL coeamnHeHune He
yCTaHaBAMBaAETCA

HeobxoanMo 0bpatuTbcs K AGMUHUCTPATOPY.

Lna ycTpaHeHus npobnemMbl HEO6X0AMMO B
rpacdmyeckoM nHTepderce ynpaeieHus

Termidesk nepentu «Paboume mecta - @oHabI»,
Bbl6paTb dpoHa BPM u 3apaTh emy

nonuTuky «MexaHmnsm obecneyeHms 6e30nNacHOCTM Ha
yposHe cet (RDP)» - «TLS» unu «RDP» gna
poctyna k STAL
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NHaukauus

OnucaHue

BosmoxkHoe peLueHue

He oTobparkaeTca
OKHO MPUOXKEHUS,
MOMYYEHHOrO Yepes
Microsoft Remote
Desktop Services, B
OC Microsoft
Windows

Mpu 3anycke

NpUNoOXeHna Ha NaHenun

3afa4 oTobpaxkaeTcs
MKOHKA NPUNOXKEHUS,
CaMo NPUJIOKEHUE He
oTobBpaXkaeTcs

YUT0Obl 060MTK 3Ty NPOBAEMY HY>KHO OTKJIHOUYUTD
pexxuM hi-Def Ha Nonb3oBaTeNbCKOW paboyel
CTaHUuu.

[ng 3Toro BbINOJHUTL NOCEA0BATENIBHOCTD
OENCTBUMN:
* HaxaTb 3kpaHHyto kHonky [[Myck], BBecTu
regedit v BblbpaTb regedit.exe;
* B OTKPbIBLUEMCS PEAAKTOPE PEECTPa OTKPbITb
noapasaen
«HKEY_ _CURRENT_USER\SOFTWARE\Micr
osoft\Terminal Server Client»;
» B MeHto «[1paBka» BbIbpaTb NyHKT «Co3aaTb», a
3aTeM «[lMapameTrp DWORD»;
* B nose «HoBoe 3HauveHWe 1» BBECTU
EnableAdvancedRemoteFXRemoteAppSupport
1 HaxkaTb knasuwy <ENTER>;
* MpPaBOM KHOMKOW MbILUM HaXXaTb Ha NapaMeTp
EnableAdvancedRemoteFXRemoteAppSupport
M BbIBPaTb NYHKT «M3MEHUTbLY;

* B MoJie AaHHbIX «3HayYeHne» BBECTU O U HaXKaTb
kHonky [OK];
* 3aKpbITb PefaKkTop peecTpa

Owwnbka:
«Owwnbka cepsepa»

Owunbka nosiBngaeTca
npu nonbITKe
coeamHeHus K
TepMUHANIbHOMY
cepepy Astra Linux
(STAL)

HeobxognMo 0bpatuTbcs K AGMUHUCTPATOPY.
AILMUHUCTpaTOPY HEOBXOAMMO MOAKIOUUTLCSA K
cepBepy c yctaHoBneHHbIM STAL 1 npoeepuThb
3HayeHuMe napameTpa allowed_users B cdanne /
etc/X11/Xwrapper.config. DTOT NnapaMeTp A0JIXKEH
COOTBETCTBOBATH:

allowed_users=anybody
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8 . MEPEYEHb COKPALLEHWMA

CokpallieHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

3MNcC 3aMKHyTasi MporpamMMHas cpefa

ocC OnepaumoHHas cucTema

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe nms
lOMEHa)

HTML Hypertext Markup Language (s13bIK runepTeKCToBOM pa3mMeTKM)

IP Internet Protocol (MexceTeBon npoTokon)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro paboyero crtona)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoTokon)

Termidesk MporpamMMHbIN Komnnekc «ducnetTyep NogkIOHeHUM
BMPTYasibHbIX paboumx MecT Termidesk»

URI Uniform Resource ldentifier (yHMduLMpOBaHHbIN naeHTUdUKATOP
pecypca)
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