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1. O6uiee onucaHue

B AOOKYMEHTE ONnucCbiBaeTCd, 4YTO HOBONro MIM U3MEHEHHOro nosaBMIOCb B 3TOM BbiMyCKke, NMpMBOOUTCA

MHbopMaLma 06 yCTpaHEHHbIX HEMCMPABHOCTAX M OLLIMOKaX.
2. [lata 1 Bepcus Bbinycka

Lata: aHeapb 2024

Bepcus nporpammHoro komnnekca: 4.3.2

Bepcus KoMnoHeHT
432 LucneTuyep nogkatoueHU
43 CeCcCcMOHHbIV areHT
4.3.2 KnvenT
1.8.0 Mporpamma poctaeku paboyero mecrta
1.11 Cepsep TepmuHanos Astra Linux (STAL)
0.5.0 LLinto3
0.4.0 YnaneHHbIN MOMOLLHUK
0.2.3 BupTyanbHbii Mogynb Termidesk (Virtual Appliance)
4.3.2 (komnoHeHT KnneHT) | Termidesk Live

3. nO,D,D,ep)KMBHEMbIe nocTaBLUMKKU peCypcoB

Termidesk Terminal nogaep>xmBaeT paboTy CO CneayLWMMMN NOCTABLLMKAMUM PECYPCOB.

MocraBwmK pecypcos Bepcus nocTaBLuyKa pecypcoB
Microsoft Windows Remote Desktop Services Windows Server 2016, 2019 n 2022
STAL 1.1.1, Astra Linux Special Edition (Server)

4 . YcTtaHoBKa

[na ycTaHoBo4HOro naketa gobasneHa 3aBUCUMOCTb OT Libpython3.7.

Mocne ycnewHoro 3aBepLUeHMs YCTAaHOBKM nakeTa u3 damnna oTeeToB debconf 6yayT yaaneHbl naponam
ansa nogkntovenus k CYB/L, n RabbitMQ, a Takyke norvH nonbsosatens CYB/.

B nwmanore Bbibopa nogkntouveHuss Kk cepsepy RabbitMQ naponb Tenepb 3ameHsieTcs Ha «***» nna

YMeHbLUEHUA OMNHDbI CTPOKU.
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5. [ucneTtyep noakno4eHUM

5.1. HoBble pyHKLMM

[ob6aeneHa nopaep>kka oTnpaBkyM coobuieHn Syslog Ha ypaneHHbIM xocT yepe3 TLS ans cobbitum
ayauTa.

5.2 . UN3meHeHuUs B Bbinycke

MnarvH termidesk_internaldbauth (mnomeH ayTteHTUdMKaumm «BHyTpeHHsia B, 3kcnepum.»)
obHoeneH c Bepcumn 4.0.1 no 4.3.2.

lMOHMKEH YypOBEeHb JNOrMPOBaHUSI OTNAAOYHOM MHMOPMAUMKM MpPU PErnCTPaLMM HOBbIX MOATMMOB C
«INFO» po «DEBUG». MI3MeHeHMe ncnpaBmsio CUTYaLMIO C BOSIbLLUMM KOIMYECTBOM HEMH(OPMATUBHbIX

coobLueHnr B kypHane Termidesk npu BkIto4eHHOM ypoBHe »KypHanupoBaHus «INFO».
5.3 . UcnpaBneHus B Bbinycke

UcnpaBneHa paboTta Banupaumm muMeH SAML rpynn, koTopas Bbi3blBasia OLIMBKY ayTeHTUdUKaumuu
nosib3oBaTens.

CkoppekTnpoBaHO oTobparkeHMe coobLleHus o6 olwmnbke B cnyyvae nposeaeHus TecTa (kHonka [TecT]) u
oTBETa, NPULLEALIEro B BUAE CTPOKMU.

McnpaBneHa HekoppekTHas pabota healthcheck gns RabbitMQ npu ncnonb3oBaHMmn npeobpasoBaHHOro
napons. Tenepb yUnTbIBaeTCA HaCcTpomnka paboTbl ¢ SSL npu BbINONHEHUM MPOBEPKM.

PaHee Ha cTpaHuue «HacTporiku - Manepes» 6bam nepenyTaHbl MECTAaMU UAEHTUDUKATOPbI pa3peLLeHni
nosb3oBatens. 3T0 OblI0 NPUYMHON HEKOPPEKTHOrO OTOOPaXkeHWs 3KpaHHbIX KHorok [PepakTupoBaTtb] 1

[YBanuTb] B yacTn nx goctynHocTw.
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6 . KnueHT

6.1 . HoBble pyHKUMM

Lo6aeneHa nognuce RDP-danna ceptudumkatom xocta. Mpotokon «doctyn k MS RDS no RDP (yepes
LWt03) [3KCnepuMeHTasbHbIN]» Tenepb NOAAEPXKMBAETCS.

[ob6aBneHa BO3MOXKHOCTb MOJTyYEeHUs1 NMaposis B 3almMcbpoBaHHOM BUAE MPU NOAKIIHOYEHUN MO NMPOTOKONY
RDP. Job6aBneHne ¢yHKUMM UCMpaBUIO OTOBpaXkeHWe Maponsi B OTKPbITOM BMAE B AMCMeTYepe 3aaad
Windows.

Lob6asneHa npoBepka SSL-cepTudmkatos ana termidesk-viewer u vdi-proxy.
6.2 . UsMeHeHus B Bbinycke

M3MeHeHa ayTeHTUdMKaLMS MONb30BaTeNsl Mpu MOAKIKOYEHUMM Yepe3 Beb-Opay3ep K onybimnkKoBaHHOMY

NPUIOXEHUIO.
6.3 . UcnpaBneHus B Bbinycke

OTkntoueH nonck DNS-cepsepa 3anuch Tvna «Ax.
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7 . MporpamMma poctaBku pabodero mecta (termidesk-viewer)

7.1 . HoBble pyHKUMM

L[o6aBneHo KypHannmpoBaHMe COBbITUIM O HaUAEHHbIX U NMepeHanpaB/ieHHbIX KaMepax.
Lob6aBneHa BO3MOXHOCTb 3a4aBaTb NpoBepky SSL-cepTudmkaTos.

LobaBneHo ckpbiTMe napona B ancrnetyepe 3aaa4 Windows.
7.2 . UcnpaBneHus B Bbinycke

McnpasneHa dpukcaumsa MeHo B NoJIHO3KpaHHOM pexkume paboTbl B OC Windows.

CkoppekTupoBaHo oTobpaxkeHue nyHKTa MeHto «bydep obMeHa» npu ero HeaKTMBHOM COCTOSIHUM.
McnpaeneHo noseaeHWe, MpuM KOTOPOM MOC/E BKJKOYEHMS OTNALOYHOrO >XYpPHaNMpoBaHua B dann
>KypHasa nonaganu naposiv B OTKPbITOM BUAE.

McnpasneHo 3aBucaHue noce 3aBeplieHusa coeauHeHus npu nogkatodeHmmn k STAL n RDP.
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8 . BuptyanbHbiii Mogynb Termidesk

8.1 . UsMeHeHus B Bbinycke

Banunpauma 3HavyeHUM Npu U3MEHEHMM MMeHU y3na (hostname).

Lob6aeneHo okHO ana nopkntodeHns kK RabbitMQ npu Bbibope ponert «Taskman» mn «Broker». Tenepb
YyKa3blBalOTC MOJHOCTbIO BCE MapaMeTpbl Ana noakntodeHuss K RabbitMQ, no awanorum c
noaknarodeHmnem K b,

UcnpasneH dunbTp cny>xb B Beb6-noptane. Tenepb systemd-ciy>xbbl He 0TOBpaXkatoTCs.

B rnaBHOM MeHI0 aob6aBneHa noapobHasa nHdopmMalma 06 obpase AMCKa M COCTABAAOLLIMX KOMMOHEHTOB.
8.2. UcnpaBneHus B Bbinycke

McnpaBneHa owmbka, nNpu KOTOPOM BbIXOZ CO CTpaHWUubl «HacTporku ponen» Bbi3biBaJl HAaCTPOMKY
CUCTEMDI.

McnpaBneHa owubka, nNpu KOTOPOM MPOMUCXOAUN BbIXOA B KOHCO/Mb 6€3 ABHOro YyBeAOMJIEHUS
NoJIb30BaTeNs, YTO MPOAO/IHKEHUE YCTAHOBKM HEBO3MOXHO M3-3a OTCYTCTBUS CETEBbIX MHTEPdENCOB.
McnpasneHbl olwmnbkm paboTthl keepalived npu pacnpeneneHHON yCTaHOBKe.

McnpasneHa owmnbka HEBO3MOXHOCTU BbIX0oAa M3 ncesaorpacdmyeckoro uHTepdenca npu nogkaoueHmm
no npotokony SSH u BbINoNHEHMM KOMaHabl sudo —1.

McnpaBneHo oTobpakeHMe TeKCTa Ha OCHOBHOWM CTpaHuLe C MHbOopMauMen O BUPTYaslbHOM Mopyne
Termidesk.
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9. UseecTHble Nnpobnembl

Mporpamma pocTtaBkM pabodero Mecta (termidesk-viewer): B pexxume «CmoneHck» OC Astra Linux
Special Edition HabntopaeTcs nonHoe 3aBMCcaHWE NMpU NepeHanpasBieHuM Kamepbl. MoryT HabntonaTbes

nageHna nporpamMmmbl Npm USMeEHEHUN FreOMeTpPpUn OKHa.
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10 . MonyyeHune nopaep>KKU

Ona nonydeHus TexHMYECKOM MOLLEPXKKM nepenamTe Ha camT npoussogutens https://termidesk.ru/

support/.
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