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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT BnsieTCs BTOPOM YacTbl PYKOBOACTBA agMWHMUCTPATOpa Ha MpPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

Bo BTOpoM uvacTu pykoBOACTBa npuBegeHa HacTpouka Termidesk, paccMoTpeHbl B3aMMogencTBME
KOMMOHEHTOB, pasrpaHuyveHne QYHKUMA N0 agMUHUCTpUpoBaHMto. [na Toro, 4TobObl MOAYyYUTb
MHbOopMaLMo 06 yCTaHOBKE MPOrpaMMHONO KOMMJIeKCa, HEeOBXoAMMO 06paTUTbCS K MEepBOM 4acTu
pykoBoacTBa aaMuHucTpatopa - CJIET.10001-01 90 01 «PykoBoacTtBOo agmMuHuUcTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJIeKca».

1.2 . Tunorpadckue cornawieHus

B HacToawEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

* MOHOLUMPWHHBIA WPUGT — UCMONb3yeTcs AN  BblaeNeHuss @parMeHTOB TeKCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), NyTer MepeMELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrpPaMMHbIX 31eMeHTOB (0OBbEKT, KNnacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Tak>ke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCA A/ 0603Ha4YeHMs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrNoBble CKOBKU> — TEeKCT, 3aK/IHOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs AN HAaMMEHOBaHMUS

KnaBuLl KniaBuaTypbl.
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2. NOJIb3OBATEJIU U KOMIMOHEHTbI TERMIDESK

2.1 . PasrpaHuyeHue pyHKUMIA
MpenycMoTpeHo ciepytolLee pasrpaHuyeHmne dyHKLMK No yrnpasneHmto Termidesk:

* pyHKUMM agMuHUCTpaTopa Termidesk;
* ¢dyHKumm nonb3osartensa Termidesk;

* dyHKuum onepatopa Termidesk.

AamuHuctpatopy Termidesk [OCTynHbI HacTpoWka M ynpaBiieHWME MPOrpaMMHbLIM KOMIIEKCOM Moc/e
YCMELIHOro MPOXOXAEHMSA Mpoueaypbl  uaeHTUGUKauMM U ayTeHTudMkaumm. [lo ymonyaHuo ¢
aAMUHUCTPATOPOM  acCOUMMPYETCS JIOKa/bHbIM  MOMb30BaTeNb  onepaumMoHHon cuctembl (OC) ¢

MONHOMOYMAMU aAMUHUCTPATOPA Ha y3/e C ycTaHoBNeHHbIM Termidesk.

® Termidesk MHTerpMpoBaH CO BCTPOEHHbIM KOMMIEKCOM CPeacTB 3awmTbl MHGopmauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocywectensieTcsa cpeacteamu OC.

Takyke MOALEPKMBAOTCA CNEAYHOLME LEHTPAIM30BaHHbIE CETEBbIE XPAHUAMLLA AAHHbBIX O CyObekTax u
MX MOSTHOMOYUSAX:

* FreelPA;

= SAML;

» |P-ayTeHTUDMKaALMS;

* Microsoft Active Directory (MS AD) unu LDAP;
RADIUS.

Monb3oBatens Termidesk ncnonb3yeT koMnoHeHT «KnneHT» Ans nonydveHus AoCTyna K BUPTYasibHOMY
pabouemy mecty (BPM).

Onepatop Termidesk 3apaetcs agMuHucTpatopoM Termidesk. Onepatopy Termidesk poctyneH
OrpaHWYeHHbIM agMUHUCTpaTopoM Termidesk cnWCoK MOAHOMOYMK MO AOCTYyNy B rpaduyeckmi

NHTepdenc ynpaBneHus.

2.2 . CxeMa B3aMMOAEMACTBUA KOMMOHEHTOB U NPUJIOXKEHU

CxemMa B3aMMOAENCTBUS KOMMOHEHTOB Termidesk M nNpuIoXKeHWU NpeacTaBlieHa Ha PUCYHKE (cwm.

PucyHrok 1).
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Pafouan cTaHUNA MOIBb30BATEAR // Cepsep Iemidggm Cepeep 1ep\|Hna:mn-\

VeuBepcabHBIE 1HCHETIED | | CeccnonHBIi areHT

S S : N tcrmidesk-session-agent
i termidesk-vdli T ‘ =

Kament

termidesk-client g3
! i CVEL

viipoy [ i Merexxep BF) ! : : ; : '
| PosigreSQL H idesk.sl :
| — U reocco ey g fomidoscial :

freerdp-shadow 3

=

Loz

ss0 termidesk-gateway B

| AreHT BHPTY2IBHEIX CMApT-KapT |

termidesk-pesc ru termidesk pesc. 0
RabbitMQ-server

BuzeoarenT \ Srmmmmmmsmsemssssssss el : H | KOMMOHEHT, He BXOARLIMA B Termidesk

termidesk-video-agent i - ¥ ! | KOMMOHeHT, ExoNALIMA B Termidesk
‘ Maardopyma BHPTYAIHIAUHE
"""""""""""""""" v termidesk. realimestreaming 0 Gemu-Spice ¥3en yCTaHoBKA
' Arent BPM ' Arent VB .
: s e ; fermidesk-vmsd 3
— . |

PucyHok 1 — Cxema B3aMMOAENCTBUS KOMIMOHEHTOB M NPOLLECCOB

OGo3HaYeHuna:

MprnoxeHe

OFDALLSHNS K CNYHKTS/NPUNOKEHINIO

i

Mcnons30eaHne MMEHOBAHHOTD KaHana

Tu.termidesk.tvm.0

2.3 . CxeMa ceTeBOro B3aumoaemcTeus komnoHeHTos Termidesk

CxemMa B3aMMOLENCTBUS MeXAY CETEBbIMM MOPTaMM M KOMMOHeHTamu Termidesk npencraeneHa Ha

PUCYHKE (cM. PucyHok 2).
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BPM

loctesas OC

HTTPS
TCP 443

Anvmmmcrpatop

RDP
TCP 3389 SPICE

TCP 5634-6166

CeCCUOHHBII areHT
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DHCP

BPM

Foctesas OC

oo

Arent BPM

oo

Arent BPM

Ilnatdopma BHPTYATH3AHHE

UDP 67/68

cJ
'_I_|
g

Cepsep DHCP

RPC

TCP 135,
SAM/NetLogon
TCP 1024-65535

TCP/UDP 389
LDAP SSL
TCP 636
LDAP GC
TCP 3269

J

HTTP
TCP 80,
HTTPS

TCP 443

SPICE RDP
TCP 5900-6166 TCP 3389

Kerberos
TCP/UDP 88

TCP 445

TCP/UDP 389

SmMB

LDAP SSL

TCP 636
DNS

TCP

TCP

31000
5672

HTTP
TCP 80,
HTTPS
TCP 443

cyeA

CepBep
MS RDS

i

HTTP
TCP 80,
HTTPS
TCP 443

RDP

Vaneepcaasueii | Menexxep BPM
amcnerdep

DNS

UDP 53

UDP 53

DNS

5432 5432 5672
) A4

HTTP
TCP 80,
HTTPS
TCP 443

CepBep
RabbitMQ

DNS
UDP 53

UDP 53

Kanent
(moaKII0ueHHe uepes
me03)

DNS
UDP 53

TCP 3389":

Kanent
(upsiMoe mOTKTIoUeHIIE)

PucyHok 2 — Cxema ceTeBOro B3aMoaencTBUst KOMNOHEHTOB Termidesk

O6wmin nepeyeHb y310B U KOMMNOHeHTOB Termidesk npeacTasneH B Tabnumue (cm. Tabnuua 1).

Tabnuua 1 - MNepeyeHb y310B 1 KOMMOHEHTOB

KoMnoHeHT

HanMeHoBaHMe Ha cxeme

Y3en ycTtaHOBKM

HaumMeHoBaHue nakeTta
YCTaHOBKM

«YHuUBepcanbHbIn
avcneTyep»

YHuBepcanbHbIN
aucneTtyep

OTpenbHbIN y3en ois yCTaHOBKU

termidesk-vdi

«MeHepxxep pabounx

Menenxep BPM

OT,D,eJ'IbeIIZ y3en ona yCtaHOBKU Un

termidesk-vdi

BMPTYyanmsaumm)

BMPTYyanmsaumm)

MecT» YCTaHOBKa COBMECTHO C AMCMETYEPOM
«LLnto3» LLinto3 OTpenbHbIN y3en ans yCTaHOBKU UK termidesk-vdi
YCTaHOBKa COBMECTHO C AMCMETHEPOM
«AreHT» (areHT BPM) AreHt BPM BupTtyanbHas mawmHa (BM), python3-termidesk-
yCTaHOBKa Ha 3Tarne rnoarotoBku agent / termidesk-
obpasza agent
«AreHT» (areHT y3na AreHT YB Y3en BupTtyanusauuu (nnatdopma python3-termidesk-vmsd
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KoMnoHeHT

HanMeHoBaHMe Ha cxeme

Y3en ycTaHOBKM

HaumMeHoBaHue nakeTta
YCTaHOBKM

«AreHT» (CECCUOHHbBIN
areHT)

CeCcCMOHHbIN areHT

Cepsep TepmuHanos (Microsoft
Windows Server ¢ ponbto «Remote
Desktop Services» (ganee - MS
RDS), Terminal Server Astra Linux
(nanee - STAL))

termidesk-session-
agent

«AreHT» (BUOeoareHT)

BupeoareHT

BM, ycTaHoBKa Ha 3Tane NoAroTOBKM
obpasa

termidesk-video-agent

«AreHT» (areHT

AreHT BU PTyalibHbIX

BM, YCTaHOBKa Ha 3Tane noaroTtoBkKu

termidesk-pcsc-vscard

BUPTYasbHbIX CMapT-KapT) CcMapT-KapT obpaza
«KnueHT» KnuenT Pabouee mecTo nonb3oBatens termidesk-client
(nonb3oBaTtenbckas paboyas cTaHUMS)
«OpkecTpatop» - OTpenbHbIN y3en ois yCTaHOBKM, termidesk-orchestrator
NpuUMeHsieTcs B 0bnavHoM
KoHbUrypauum
«CepBep TepMMHaANOB» STAL Cepsep TepMumHanos Astra Linux stal

(STAL), Bo3MOXHa ycTaHOBKa Ha TOM
e y3ne, rae yCTaHOBMIEH AnCreTYep

2.4 . MNMocnepoBaTeNbHOCTL CETEBLIX 3arNpocoB KoMMNoHeHToB Termidesk

lNocnenoBaTenbHOCTb CETEBbIX 3anpocoB C yKasaHMeM nepeyvyHda nopToB AJsid KOMMOHEHTOB Termidesk u

3/1EMEHTOB MHPPACTPYKTYpPbl MPeacTaBieHa Ha PUCYHKE (cM. PucyHok 3).
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Kanent

request, TCP, 80/443

Workplace request,

A AUTHENTICATION/AUTHORIZATION |
—

(2]

bBaaancuposmnk

DNS NAME request,
— UDP, 53 ]

V]

Workplace request,

Cepsep Termidesk

m )
<

J

SESSION AGENT

=

Cepsep DNS  Cepsep MS AD Bagancuposuni

ae)
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J

7S

INTERACTION
TCP, 31000

(%)

Cepsep MS RDS | I'nnepsusop; OC Astra Linux

Arent BPM

RPCINFO |

TCP, 801443

PC
TCP, 43900-44000
)

LDAP request,
TCP, 389

SPICE_gateway,
TCP, 80/443

Workplace connect,

Workplace connect,

K= SPICE_gateway,
TCP, 80/443

Workplace connect,
= SPICE_gateway, ——}
TCP, 5900+VM_ID

. RDP_direct, v RDP_direct, —
TCP,80/443 TCP,80/443 Workplace check connection,
— RDP_direct,
Workplace connect, ToP, 3369
¢ RDP_direct, >
TCP, 3389
Terminal or APP request, T“""‘L"q‘l"e"s't“”
RDP (MS RDS), d
N By RDP (MS RDS),
i TCP, 80/443
Terminal or APP connect R
———  RDP(MSRDS)
TCP, 3389
Workplace request, Workplace request,
L SPICE_direct, ————— '~ SPICE_direct, —
TCP, 80/443 TCP, 80/443
DNS NAME request,
Workplace connect,
—————— SPICE_direct,
TCP, 5900+VM_ID
Workplace request, Workplace request,
————— RDP_gateway, K= RDP_gateway, —
TCP, 80/443 TCP, 80/443
DNS NAME request,
UDP, 53 ]
Workplace check connection,
— RDP_gateway,
TCP, 3389
Workplace connect, Workplace connect, Workplace connect,
L RDP_gateway, RDP_gateway, -{<" RDP_gateway, >
TCP, 80/443 CP, 80443 TCP, 3389
Workplace request, Workplace request,
- SPICE_gateway, K= SPICE_gateway, —
TCP, 80/443 TCP, 80/443
DNS NAME request, »
UDP, 53 ]

PucyHok 3 — O6L1aa nocnenoBaTesibHOCTb CETEBbLIX 3aMpoCoB

MocnenoBaTeNbHOCTb CETEBbIX 3aMpPOCOB C YKa3aHMEM TEepeyHs MOPTOB MpU ayTeHTUDUKALUM U

aBTOPU3aLMM MOb30BaTENS Yepe3 KOMMNOHeHT «KnueHT» npeacTaBneHa Ha PUCYHKE (cM. PucyHok 4).

Windows 10 Kauent

BanancupoBumk

|+ AUTHENTICATION/AUTHORIZATION___n|
N request, HTTP/HTTPS, TCP, 80/443 v

DNS request,

Cepsep Termidesk

Cepsep DNS

UDP, 53

AUTHENTICATION/
AUTHORIZATION
request, HTTP/HTTPS,
TCP, 80/443

—N

DNS request, ¢
UDP, 53 v

LDAP request,

Cepsep MS AD

TCP, 389

ol

Windows 10

& |

Arent BPM

DNS request,

UDP, 53

kerberos exchange: N
K —UDP 88, 749; TCP 88, 543, 749— ]

754, 2105

PmcyHOK 4 - nOCJ'Ie,EI,OBaTEJ'IbHOCTb ceTeBbiX 3anpocoB npu ayTeHTMCI)VIKaLI,MM M aBTOpU3aunm
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2.5 . lMNepeueHb ceTeBbiX NopToB KOMMNOHeHTOB Termidesk

CNET.10001-01 90 02

I'Iepequb ceTeBbiX MOpPTOB, WUCMNOJIb3yEMbIX KOMMOHEHTAMU Termidesk, npueegeH B Ta6J'IVILI,E(CM.

Tabnuua 2).

Tabnuua 2 - MNepeyeHb ceTeBbIX MOPTOB, UCMOJIb3YEMbIX KOMMNOHEHTaMK Termidesk

Cnyxb6a | MpoTokon Mopt
«YHUBepcanbHbIiA aucneTyep»
HTTP TCP 80
LDAP TCP/UDP 389
HTTPS TCP 443
LDAP SSL TCP 636
AMQP (RabbitMQ) TCP 5672
POSTGRESQL TCP 5432
VDI (termidesk-vdi) TCP 8000
SESSION AGENT (TermideskSessionAgent) TCP 31000
RPC INTERACTION TCP 43900-44000
DNS ubP 53
«MeHemkep pabounx mecT»
POSTGRESQL TCP 5432
AMQP (RabbitMQ) TCP 5672
HEALTH_CHECK TCP 8100
«LLntos»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
WSPROXY_HEALTHCHECK TCP 8101
WSPROXY (termidesk-wsproxy) TCP 5099
SPICE TCP 5900-6166
DNS ubP 53
«AreHT» (areHT BPM)
HTTP TCP 80
Kerberos TCP/UDP 88
RPC TCP 135
LDAP TCP/UDP 389
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Cnyxb6a Mpotokon Mopt
HTTPS TCP 443
SMB TCP 445
LDAP SSL TCP 636
LDAP GC TCP 3269
RDP TCP 3389
SAM/NetLogon TCP 1024-65535
AGENT (termidesk-agent) TCP 39188
RPC INTERACTION TCP 43900-44000
DNS ubP 53
DHCP ubP 67/68

«AreHT» (areHT y3na BUpTyanusaumm)

VMSD (termidesk-vmsd) TCP 17082

MporpaMMHoe o6ecneueHune termidesk-viewer (ycraHaBnmMBaeTcst C KOMNOHEHTOM «KnneHT»)

HTTP TCP 80

HTTPS TCP 443

VNC TCP 5900-59XX

SPICE TCP 5900-59XX
«AreHT» (CECCUOHHbII areHT)

SESSION AGENT HTTP/HTTPS (TermideskSessionAgent) TCP 31000

«KnueHT»

HTTP TCP 80

HTTPS TCP 443

RDP TCP 3389

CLIENT (termidesk-client) TCP 1024-49151

SPICE TCP 5900, 5634-6166

«BuptyanbHbiin Mogynb Termidesk»
ETCD TCP/UDP 2379, 2380
«OpkecTpaTtop»

HTTP TCP 80

HTTPS TCP 443
«CepBep TepmuHanos» (STAL)

RDP TCP 3389
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3. HAYAJI0 PABOTbI

3.1. lNMocnenoBatenbHocTb BBoAA B AencTBue Termidesk VDI
O6was nocnenoBaTenbHOCTL WAros Ans BBoga Termidesk B aencTeue BbIrsSauT CneayroLmMM obpasom:

* MOAroToBKa CeTeBOM WHOPACTPYKTYypbl B COOTBETCTBUM C TpeboBaHMsSIMKU paspena TpeboBaHus K
cpepe $yHKuMoHupoBaHua aokymeHTa CJIET.10001-01 90 01 «PykoBoacTBO agMMHMUCTpaTopa.
YcTaHOBKa NPOrpaMMHOI0O KOMIJeKca»;

* MOArOTOBKA Yy31a BMPTYyaiM3auMM B COOTBETCTBUM C TpeboBaHuMaMM noapaspena TpeboBaHus K
nnat¢opme BupTyanusaumm nokymeHta CJIET.10001-01 90 01 «PykoBoacTBO agMuHMCTpaTopa.
YcTaHOBKa NPOrpaMMHOI0 KOMIJeKca»;

* ycTaHoBKa Termidesk B 3aBMCMMOCTM OT BbIOPAaHHOM KOHQUIrypauuu: KOMIMIEKCHas Wan
pacnpeneneHHas (cMm. pasaensl u nogpasgensl MNMoarotoBka cpeabl GyHKUMOHMPOBaHUA, YCTAaHOBKA
M HacTpoMKa oOTAensieMblX KOMMOHEHTOB Ha opHOM Yy3ne, PacnpeaeneHHas ycTaHOBKa
nporpaMMHoro koMmnnekca aokymeHTta CJIET.10001-01 90 01 «PykoBoacTBO agMuHMCTpaTopa.
YcTaHoBKa MporpaMMHOro kommnsekca»). Beog B foMeH (Mpu HeobxoaMMOCTM, COTMTIACHO CXEMe
ceTeBOM UHPPACTPYKTYpPbl NpesnpusaTms);

* YCTAaHOBKAa KOMMOHEHTa «AreHT» Ha y3en BupTyanusaumm (cM. nogpasgen YcraHoBka AreHta YB
pokymeHTa CJIET.10001-01 90 04 «PykoBoacTBO aaMMHMCTpaTopa. HacTponka KOMMOHeHTa
«AreHT»);

* noaroTtoBka 6a3oBoro wabnoHa BM Ha y3ne suptyanusauum (npumep ans MK CB bpect npueeneH
B noapasaene MNMogrotoBka 6aszoBoro wabnoHa BM Ha npumepe MK CB bpecr);

* noarortoska 6asosoro BPM Ha ocHoBe co3gaHHOro wwabsoHa:

e Hactpowmka roctesort OC BM (cm. nogpaszen MNMoparotoeka 6aszosoro BPM);

e yCTaHOBKa KOMMoOHeHTa «AreHT BPM» (cM. pasgen YcTaHOBKa M yganeHUMe KOMMOHEHTa
nokymeHTa CJTET.10001-01 90 04 «PykoBoacTBo agMuHMUCTpaTopa. HacTponka KOMNoHeHTa
«AreHT»);

e HacTporka koMnoHeHTa «AreHT BPM» (cM. pasgen Hactponka AreHta BPM nokymeHTa

C/TET.10001-01 90 04 «PykoBoacTBO agMuHMCTpaTopa. HacTpoika kKoMrnoHeHTa « AreHT»);

(® bazosoe BPM - npototun 6yayuimx BPM.
B 6asoBoe BPM Takke MoryT ObiTb YCTaHOBNEHbl KOMMOHEHTbl «BupaeoareHT», «AreHT
BUPTYasibHbIX CMapT-KapT» A/ aKTUBaLWMW BO3MOXHOCTW repeHarnpaBneHus BUAeOKaMepbl U
CMapT-KapTbl M3 MO/Ib30BaTeNIbCcKOM paboyer cTaHumm B BPM, ogHako 3To noTpebyeT akTMBaumm
KaHa/JioB Ha ys3ne BupTyanusaumu  (cM.  noppasgen  TpeboBaHua K nnatdopme
BupTyanmsaumm nokymenta CJ1IET.10001-01 90 01 «PykoBoacTBO agMMHUCTpaTopa. YCTaHOBKA
NPOrpaMMHOro KOMMJIEKCa»).
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* nepexon, B rpaduyeckuit uHTepdernc Termidesk m pobaBneHne HeobXxoAMMOro NOCTaBLUMKA
pecypcos B Termidesk (cM. pasgen lNocTaBwmKku pecypcos);

* nobaBneHne HeobxoguMoro JAomMeHa ayTeHTudukaumm (Npu  HeobxogMMOCTM, ecau B
WMHDPACTPYKType  MUCNONb3yroTc  cepBepbl  KaTanoroB) (cM. pasgen  AyTeHTudUKauus
nosb3oBaTenen);

* co3paHue wabnoHa BPM B Termidesk B pobaBneHHOM nocTaBliuke pecypcoB (CM. pasgen
BupTyanbHbie paboumne MecTa);

* pnobasneHne HacTpoek rocteBbix OC ans cospaHHoro wabnoHa BPM (cMm. pasgen Ynpaenenue
napametpamm rocteBbix OC);

* co3gaHue 1 HacTpoika doHaa BPM B Termidesk (cM. pazaen PoHp paboumnx MecT);

* pnobaBneHMe MPOTOKOJIOB AOCTaBKM, KOTOpble ByayT MCMONb30BaTbCA AN MoakatodeHuss kK BPM
(c™m. paspen MpoTokonbl AocTaBkK);

* Ha3Ha4eHWe rpynn B CO34aHHOM paHee doHae (cM. nogpasgen HasHayeHue rpynn goctyna ¢oHay
BPM);

* Ha3Ha4yeHWe MpPOTOKONOB [AOCTaBKM B CO34aHHOM paHee ¢doHae (cM. nogpasgen HasHayeHue
npoTtokonos ¢poHay BPM);

* BbIMOSIHEHME NybanKaumm HacTpoeHHoro ¢doHaa BPM B Termidesk (cm. noppaszaen My6aukauums
doHpa BPM).

3.2. MNMocnepoBaTenbHOCTb HACTPOMKM MPU UCMO/Ib30BaHUM TEPMUHANIBHOIO CepBepa

O6was nocnenoBaTenbHOCTb LWIAroB Mpyv HEOBXOAMMOCTU MCMOJSIb30BaHUA TEPMUHANbHbIX CEpPBEPOB
BbIFNSAUT CneayowmM obpasom:

" MpU UCNoNb30BaHUK cepBepa TepMmuHanoB Ha 6aze OC Astra Linux Special Edition - ycTaHoBKa
komnoHeHTa STAL (cM. nogpaspen YcraHoBka STAL pokymenta CJIET.10001-01 90 07
«PykoBoacTBO apMmHUcTpaTopa. Hactponka komnoHeHTa «CepBep TepMuHanos»). PekomeHayeTcs
MCNONb30BaTb OTAENbHbIN y3en (bU3MYecKui Unn BUPTYasnbHbIA) A8 cepBepa TEPMUHANOB U He
COBMELLLATb €ro YCTaHOBKY ¢ cepBepoM Termidesk;

* YCTaHOBKAa KOMMOHEHTA KCECCUOHHbIN AreHT» Ha cepBep TEPMUHANOB (CM. noapaszen YCTaHOBKa
ceccuoHHoro AreHTta nokymeHTa CJIET.10001-01 90 04 «PykoBoacTtBo agMuHMCTpaTopa.
HacTtponka koMnoHeHTa « AreHT»);

* nepexop, B rpaduyeckuin mHTepdenc Termidesk u pnobaBneHme noctaBwmka pecypcoB «Cepsep
TepMuHanoe» B Termidesk (cMm. paspen [ob6aeneHue cepsepa TepmuHanos (MS RDS u STAL) B
KayecTBe NoCTaBLUMKA peCypcoB);

= pobaBneHne HeobxoguMoro [gomMeHa ayTeHTudwukaumm (Npu  HeobxogMMoOCTM, ecau B
WMHDPACTPYKTYpe  MCMOMb3YHOTCS  cepBepbl  KatanoroB)  (cM.  paspen AyTeHTudukauums

nosib3oBaTenen);
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* co3gaHuve wabnoHa BPM pgna noctaBwuka «CepBep TepmuHanoB» B Termidesk (cm.
noapasaen La6noHsl BPM pns cepsepoB TepMUHaNOB);

* nobaBneHMe MPOTOKOJIOB AOCTaBKM, KOTOpble ByayT MCMONb30BaTbCA AN MoakatodeHus kK BPM
(c™m. paspen MNMpoTokonbl AocTaBkK);

* co3gaHue 1 HacTpoirka doHaa BPM B Termidesk (cMm. pasoen PoHp paboumx mMecT)

* Ha3Ha4eHWe rpynn B co3naHHOM paHee doHae (cM. noapaszen HasHadeHue rpynn goctyna ¢oHay
BPM);

* Ha3Ha4yeHWe MpPOTOKOSIOB [AOCTaBKM B CO34aHHOM paHee ¢oHae (cM. noppaspen HasHayeHue

npoTtokonos ¢poHay BPM).

3.3 . MNoaroToeka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr

Mpu co3paHun 6Gazosoro wabnoHa BM B nporpammHoM komnnekce «Cpeactea  BUpTyanusaumm

«bpecT» (nanee - MK CB bpecT) HeobxoauMo y4yecTb cnepytoLlee:

" Npu co3maHum obpasa amcka B naHenu ynpaeneHus MK CB bpecT cnegyeT nepentn « XpaHunuue -
O6paz - [llocTosiHHbIM», 3aTeM B none «[llocTosiHHbIM» BbIOpaTb 3HadeHwe «[a». Bo Bpems
yCTaHoOBKM M HacTponkn OC Tun obpasza pomkeH ObiTb MOAK/OYEH KakK MocTosiHHbIK. [locne
yCTaHOBKM M 3aBepuieHma HacTponkn OC B none «locToAHHbIN» BblbpaTh 3HauYeHMe «HeT» (cm.

PucyHok 5);
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PucyHok 5 — OkHo Bbibopa Tuna noakntodaeMoro obpasa B MK CB bpect

A Echv BM B kavectse rocteBont OC 6yaeT mcnonb3osatb OC Windows, To npu ycTaHOBKe Ha
amck Ha wuHe Virtio oo BkatoyeHns BM  HeobxogmMmo MnoaknouMTh iso-o0bpas aucka C

apaveepamum Virtio-win.

* npu co3paHum obpasa aucka B naHenn ynpasnenus MK CB bpect cnepyet nepentn « XpaHunuie -

O6pas - PacwimpeHHble HacTporiku», 3aTemM B none «LLnHa» BbIOpaTb 3HaveHue «Virtio», a B none

«@PopmaT» BbIOpaTb 3HAYEHME KQCOW2» (cM. PucyHok 6);
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YkaxuTe napameTpbl HoBoro obpasa
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PucyHok 6 — OkHO Ha3HayeHUs1 napameTpoB obpasa aucka B MK CB bpect

& 3HaueHue B none «MopmaT» 3aBUCUT OT TunNa noaktodeHHoro k MK CB bpect xpaHunuwa.

B HacTpowukax wabnoHa BM cnenyet nepentu «XpaHunuuie - PaclumpeHHble HacTponkm», B none
«LLnHa» BbIbpaTb 3HaueHMe «Virtio» (cm. PucyHok 7);
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Cospatb wa6noH BM
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PucyHok 7 — OKHO Ha3HayeHMs pacLUMpPEHHbIX NapamMeTpoB AMcKa wabnoHa BM

* B HacTpovkax wabnoHa BM cnepyet nepenitn B «BBon/BbiBoa», 3atem B none «CpeacTtsa
rpadpuyeckoro goctyna» BblopaTb 3HadeHUe «SPICE», a B none «BuaeokapTa» BbiOpaTb 3Ha4YeHMe

«QXL» (cMm. PucyHok 8);
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~
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PucyHok 8 — OkHo Ha3HayeHUs cpeacTs rpaduyeckoro focTyna wabnoHa BM

* B C/ly4Yae MHOFOMOHUTOPHOW KOH(PUrypaumm HeobxoanMo B BbinagaroleM cnuncke «Konnyectso
MOHUTOPOB» BblbpaTb COOTBETCTBYOLLEE 3HaveHme ans rocteBor OC Astra Linux, a B
BbiNnagatoLem crnimcke «KonmuecTso BUAEOKAapT» BbIOPaTb COOTBETCTBYHOLLEE 3HAUYEHUE ON1S
roctesort OC Windows;

* B HacTpoukax wabnoHa BM nepentu Bo Bknagky «OC u LIM», B none «Apxutektypa CPU»
cnepyeT OCTaBUTb 3HAYEHME MO YMONYaHUIO (He MEHSATD);

* B CJ/lyyae, ec/iv HeobxoamMM aBToMaTmMyeckmin 3anyck BM, To nocne cospaHmsa wabnoHa BM B
naHenu ynpasneHus MK CB bpecTt cnenyeT nepeiTv B Co30aHHbIN LWWAbMoH M 3a4aTh 4N
napametpa «CnyxxebHass BM» 3HaueHune «a» (cm. Pucyrok 9). Mpu nobaBneHnn nocTaBLumka
pecypcos MK CB bpecT fnomkeH 6biTb akTUBMPOBaH NMapaMeTp «3amnyck OT UMEHM CyXKe6HOro

nonb3osatens (cM. nogpasaen [lobaBneHune nocraewmka pecypcos MK CB bpecr).
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PucyHok 9 — PacnonoxeHue napametpa «Cny>kebHas BM»

3.4 . NMoparoTtoeka 6asosoro BPM

3.4.1 . O6s3aTenbHble HaCTPOMKM

[na noagrotoBkn HeobxoamMMo:

* B Cco34aHHOM paHee BM BbinonHUTb HacTporiky rocteson OC;
* BbIMOMHUTb YCTAHOBKY M HACTPOMKY KOMMOHeHTa «AreHT» (areHTa BPM, BupeoareHTa, areHTa
BUPTYanbHbIX cMapT-kapT) Termidesk (cM. paspen YcTaHOBKa M yaaneHue KOMMOHEHTA LOKYMEHTa

C/NET.10001-01 90 04 «PykoBoacTBO agMuHMCTpaTopa. HacTpoika KOMMNoOHeHTa «AreHT»).

& bazosoe BPM B goMeH BBOAMTb HE HY)KHO: MPOLECC BBOZA KOHTPOAMPYETCA MnapaMeTpamu
rocteBbix OC (cm. nogpasgen YnpaeneHue napamerpamm rocteBbix OC B Termidesk), koTtopble
yKa3sblBatOTCA npu cosgaHmmn doHga BPM (cm. nogpasznen JobaeneHue poHaa BPM).

HacTpowka roctesort OC Windows cBoAUTCS K BbIMOMHEHUIO CIeLYOLWMNX AeUCTBUN:
" OTKJ/IHOUYUTb PEXXUM rnmbepHaLmnu;
* OTK/IHOUYUTb BbIK/OYEHUE OUCMIEA U XKECTKOro AMCKa B [AOMOMIHUTE/IbHbIX MapamMeTpax CXeMmbl

IN1eKTPONUTaHUSA,
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& YCcTaHOBKY npunoxeHun gemu-guest-agent for Windows, spice-guest-tools, spice-
webdavd Hy>kHO nponycTuTb, ecniv BPM peanunsosaHo Ha 6a3e nocTtaBwuka pecypcos VMware
vSphere, nockonbKy NoakNUNTLES K TakoMy BPM MoxxHO Tonbko no npotokony RDP.

* YCTAaHOBWUTb MPUNIOXKeEHUsT gemu-guest-agent for Windows (moctyn: https:/fedorapeople.org/
groups/virt/virtio-win/direct-downloads/archive-gemu-ga/gemu-ga-win-106.0.1-1.el9/) un spice-

guest-tools (moctyn: https://www.spice-space.org/download/windows/spice-guest-tools/);

* yCTaHOBWUTb NakeT spice-webdavd gna Windows (poctyn: https://www.spice-space.org/download/
windows/spice-webdavd/) pana BkAtOYEHMS BO3MOXXHOCTW MepeHanpaB/iieHus KaTanora u3
noJsib30BaTeNbCKOM paboyen cTaHumm B BPM. lMNMepeHanpaBneHne KaTasoroB M3 Nosib30BaTeIbCKOM
paboyen ctaHuum B BPM c ycTaHoBKoM nakeTa spice-webdavd paboTaeT To/ibko A/1s MPOTOKOA
SPICE;

* BKJIFOYUTb BO3MOXKHOCTb YAANEHHOrO NMoAkatoueHust no npotokony RDP. Ons BkntoueHus poctyna
no npotokony RDP B mMeHto «[lMyck» Hy>kHO BbIOpaTb nyTb «[lapameTpbl - Cuctema - YaoaneHHbIn
paboumni CTON» U HaXkaTb IKPaHHY KHOMKY [BknounTb yaaneHHbIM pabounin cton]. Takxke CHATb
ranoyky B 3KpaHHOM rnone «Pa3spelwnTb MNOAKIOYEHUS TOMbKO C KOMMbHOTEPOB, HAa KOTOPbIX
paboTaeT yaaneHHbIM paboumii CTON C NPOBEPKOM MOAJIMHHOCTM Ha YPOBHE CeTU» (PeKOMEHAYeTCS
BoinonHUTe pns OC Windows 7, a Takyke npu nogkntodeHun no npotokony RDP ¢
nonb3oBaTenbCckon paboyen ctaHuum Ha ocHoBe OC Linux);

* O/ BO3MOXKHOCTM MEpEHanpaBieHns NMPUHTEPOB M3 MOJIb30BaTeNbCkoM pabouent ctaHuum ¢ OC
Windows HeobxoguMo ycTaHoBUTb gpavieBep Microsoft Software Printer Driver. Ona ycTaHoBKM
nepentn «lpuHTepbl N ckaHepbl - CBoMcTBa cepBepa nedatu - [pamBepbi», HaXaTb 3KPAHHYHO
kHonky [[o6aBuTb], nocne BbiGopa TUMNa apXMTEKTYPbl HY>KHO YKa3aTb M3roToBuTens «Microsoft»
n BbIbpaTb «Microsoft Software Printer Driver»;

* O/ BO3MOXKHOCTM MEpeHanpaBieHns NMPUHTEPOB M3 MOJIb30BaTeNbCkoM pabouent ctaHuum ¢ OC
Linux HeobxoguMo ycTaHoBuTb apamvBep MS Publisher Imagesetter. Ona ycTaHOBKM nepenTu
«[MpuHTepbl 1 ckaHepbl - CBoncTBa cepBepa neyaT - [pamBepbi», HaXKaTb 3KPaHHYH KHOMKY
[Ao6aBuTb], nocne Bbibopa TMNa apXUTEKTYpPbI HYXKHO YKa3aTb u3rotoButens «Generic» 1 BbIbpaTb

«MS Publisher Imagesetter».

HacTtpouka rocteBort OC Astra Linux cBogMTCS K BbINOJIHEHMIO CNEAYIOLMX AEUNCTBUMN:

* YCTaHOBUTb MaKeTbl gemu-guest-agent, spice-vdagent, xserver-xorg-video—-gx1l:
:~$ sudo apt install -y gemu-guest-agent spice-vdagent xserver-xorg-video-gxl

roe:
-y - KJIO4 419 NPOMyCcKa NOATBEPXKAEHUS YCTAaHOBKMU;

" YCTAaHOBWUTb NaKeT xrdp A1 KOPPEKTHOM paboTbl NoakatoveHus no npotokony RDP k BPM:
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:~$ sudo apt install -y xrdp
* yCTaHOBWUTb NakeT libcanberra-pulse ana KOppekTHOM paboTbl ayamo:
:~$ sudo apt install -y libcanberra-pulse

* YCTaHOBUTb NakeTbl spice-webdavd u davfs2 ang BKAKOYEHUS BO3MOXHOCTWU MepeHanpassieHus

KaTasiora u3 noJsib3oBaTesbCckon paboyen ctaHuum B BPM no npotokony SPICE:

:~$ sudo apt install -y spice-webdavd davfs2

A [ns npepoctaBneHuWs MoNb30BaTeNSAM BO3MOXHOCTM MepeHanpaBneHus katanora B BPM
HeoBXOAMMO  TakXXe  BbIMOJSIHATb  HACTPOMKM, YyKa3aHHble B nogpasgene HacTpoika
nepeHanpaBieHUs KaTanora U3 nosb30oBaTesIbCcKol pabouen cTaHumm B BPM (see page 28).

* npueecTtn pann /etc/acpi/events/powerbtn-acpi-support K Bugy:

1 event=button/power
2 action=/sbin/poweroff

* YCTAaHOBWUTb MakeT astra-ad-sssd-client ana Bo3MoxkHocTu BBoga BPM c OC Astra Linux B
pgomeH MS AD:

:~$ sudo apt install -y astra-ad-sssd-client

* YCTAHOBWUTb MakeT astra-freeipa-client gna Bo3moxHocTu BBoga BPM ¢ OC Astra Linux B

nomeH Freel PA:

:~$ sudo apt install -y astra-freeipa-client

& Tpu HeobxogmmocTn pabotbl ¢ VGPU no npotokony poctaBku Loudplay B roctesor OC
LOMOJIHUTENBbHO A0MKHbI ObITh YcTaHOBMEHbI cepBepHbie apansepbl NVIDIA n cepsep Loudplay.

LOns rocteBort OC Astra Linux Heo6xoanMMo Tak>ke M3MEeHUTb CMNOCO6 Ha3HAaYeHUS CETEBbIX HACTPOEK:
* OTKNOUUTL (systemctl --now mask) u ymanutb (apt remove) BCTPOEHHYHO MpoOrpaMMmy Aans

ynpaBneHmna ceTteBbiIMn COEOUHEHUAMU NetworkManager:
:~$ sudo systemctl --now mask NetworkManager && sudo apt remove network-manager

* BbINOJIHUTb HAaCTPOMKY CETEBbIX MHTEPDENCOB MPU MOMOLLUM KOHDUIypauuoHHbIX dannos /etc/

network/interfaces.d/<uma wuHTepdpelica>.conf. HeobxogMmo co3paTe KOHGUIypaLWOHHbIE
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dannbl M onucatb MX, BOCMOJIb30BaBLUMCb CMpPaBOYHbIM UeHTpoM Astra Linux: https://
wiki.astralinux.ru/pages/viewpage.action?pageld=3277370;

* OTpeaakTupoBaTtb ann /etc/network/interfaces, nobaBuB B Hee CeaytOLLYO CTPOKY, eC/U ee
HeT:

source /etc/network/interfaces.d/*

* MOC/NEe U3MEHEHUS HACTPOEK BbIMOSIHUTL Nepe3anyck Cy>Xbbl ceTu:

:~$ sudo systemctl restart networking

Ona rocteBont OC Linux, otnnuHomn ot Astra Linux, npn HeobxoanMocTn Beoga BPM B nomeH Freel PA
HY>XHO BHECTU uU3MeHeHus B parn /usr/lib/python3.6/site-packages/ipalib/constants.py:
1 :~$ sudo sed -i "s/ANAME_REGEX.*$/NAME_REGEX = r'[a-z][_a-z0-9\\\-]x[a-z0-9]$|

[a-z]$'/g" $(sudo find / -name constants.py -type f | grep -FzZ 'dipalib/
constants.py')

KomMaHpa ocyuwectenseT nouck darna constants.py B KOPHEBOW AMPEKTOPUM U YUUTBIBAET, YTO

HaWAEHHbIM NyTb K danny [Jo/MKeH coaep)kaTb Katanor «ipalib». B HavpeHHbIM dann BHOCUTCS
n3MeHeHue nepeMeHHoM NAME_REGEX.

& TyTb k darny 3aBmucnuT ot ucnonbzyemor OC Linux u Bepcumn Python 1 mMoxkeT oTnmnyatbcs oT
ykasaHHoro. [na onpegeneHuns nyTtn K gansy MoXKHO BOCMO/Ib30BaTbLCs yTuaAnTon find:

:~$ sudo find / -name constants.py -type f

Mpu cTaHpapTHOM HacTpoKrKe ceTeBOM MHMPACTPyKTypbl npeasnonaraetcs, 4yto IP-agpec DNS-cepsepa
onpepensietca DHCP-cepsepom. OgHako ecnn 3TO He TakK, HEOBXOAUMMO CKOppEeKTUpoBaThb cdann /etc/
resolv.conf Brocteson OC Astra Linux:

* yka3aTb UMs gomeHa u |P-agpec DNS-cepsepa:

:~$ echo -e 'domain <ums_gomeHa>\nsearch <ums_pgomeHa>\nnameserver <IP-agpec_DNS-cepsepa>' |
sudo tee /etc/resolv.conf

* 3aWMTUTbL pann /etc/resolv.conf oT nepesanucu:

:~$ sudo chattr +i /etc/resolv.conf

BepHyTb BO3MOXKHOCTb nepe3anucu danna /etc/resolv.conf MOXXHO KOMaHIOM:

:~$ sudo chattr -i /etc/resolv.conf
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3.4.2 . Hactpoiika nepeHanpaB/iieHMs KaTasora us nosnb3oBaTenbckon pabouei ctaHuun B BPM

Ona Toro uytobbl y Nosb30BaTeNs NOSBMNACL BO3MOXHOCTb nepeHarnpasneHms katanora 8 BPM, nommumo
YCTaHOBKW MaKeTOB, MEPEYMCIEHHbIX BbILLE, HYXXHO BbINONHUTb AOMOMHUTENbHYIO HaCTPOMKY rOCTEBOM
OC BPM:

= CO3[4aTb KaTanor gnas MOHTUPOBaHUS:
:~$ sudo mkdir /media/davfs
* OoTpefdakTupoBaTb dann /etc/fstab, nobaBuB CTPOKY:

1 http://localhost:9843/ /media/davfs davfs users,rw,_netdev,dir_mode=0777,file_mo
de=666 0 0

roe:

http://localhost:9843/ - MecTo pa3meLLeHuss $hanoBoOM CUCTEMDbI, MO KOTOPOMY OMpeaensieTcs
YCTPOMCTBO XPaHEHMUS AJI1 MOHTUPOBaHMS;

/media/davfs - kaTanor, B KOTOPbIX OYAET MPOUCXOAUTE MOHTUPOBAHMUE;

users,rw - Bnagenel, CMOHTMPOBAHHOM (al/IOBOM CUCTEMBI C NpPaBaMU Ha YTEHME U 3aMUCb B Hee
(rw). 3HayeHMe users NO3BOIUT MOHTUPOBaATb GarIOBYHO CUCTEMY BCEM MOJIb30BATENSM;

_netdev - onuma aBTOMaTUYECKOro MOHTUPOBaHMS ceTeBoM GhanIOBON CUCTEMBI;
dir_mode=0777,file_mode=666 - npaBa, C KOTOpPbIMW OyayT [OCTYNHbl danabl U KaTaaoru.
PekoMeHayeTcs He MeHSTb YKa3aHHble 3HAYeHUs AN UCK/KOYEHUs C/lyYaeB MOHTUPOBaHUS
$hannoBoM CUCTEMbI OT MOJSIb30BAaTENS root M HegOCTYNMHOCTM (alnoB Mpu MOAKIIHOYEHUN Yepes
nporpamMmy goctaBkn BPM (termidesk-viewer);

* oTpenakTupoBaThb daiin /etc/davfs2/secrets, nobaBuB CTPOKY:
1 http://localhost:9843/ "" ""

* BHecTM B damn /etc/davfs2/davfs2.conf HauMMeHoBaHMWe rpynnbl Monb3oBaTenenm u dnar

OTKJIFOUEHUS BNIOKMPOBaHMSA hanoB:

1 dav_group davfs2
2 use_locks 0

roe:

davfs2 - HauMeHOBaHMeE Fpynbl, NOJIb30BAaTENN KOTOPOM CMOIYT MOHTUPOBATb Pal/ioBYHO CUCTEMY.
Monb3oBaTenn AOMXKHbI OblTb YNEHaMW 3TOW FpYNMbl, 3Ha4YeHWe [OMKHO ObiTb yKa3aHO B BuAe
MMEHMU, a He YMCNOBOro naeHTUdUKaTopa;

0 - OTKJIFOYEHME BNOKMPOBaHUS (HanoB, KOrAa OHM OTKPbITbI A4J19 3aMUCH.
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3.4.3 . AsToMaTtu4yeckoe MacluTabuposaHue akpaHa B OC Astra Linux
B HekoTOpbIX Ciyyasx npu nepexome B MOSHO3KPAHHbIN PEXMM B MOJb30BaTeNbCKOM paboyein CTaHumm

rocteBas OC Astra Linux He Nnpon3BoAMT aBTOMATM4YEeCKOE MacLLUTabMpPOBaHWE 3KpaHa.

A YcnoBueM MacwiTabupoBaHUs ABNSETCS 3anyLUeHHbIM Mpouecc spice-vdagent B ceccum
nonb3oBaTens.

Llna HacTponkn aBTOMaTUYeCKOro MacLLTabMpoBaHUA 3KpaHa HEOBXoAUMO:
* oTpenakTuMpoBatb dann /etc/udev/rules.d/50-spice-vdagent.rules, co3gaB npasuio ojs

udev:
ACTION=="change", KERNEL=="card@", SUBSYSTEM=="drm", RUN=="/usr/local/bin/x-resize"
* nepe3anycTuUTb CeEPBUC udev KOMaHOOM:
:~$ sudo systemctl restart udev

* C034aTb OOMH M3 BapuaHTOB ucnonHseMoro damnna /usr/local/bin/x-resize:

e BapuaHT 1 - npocToe MacwTabupoBaHue:

#!/bin/sh

PATH=/usr/bin

desktopuser=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) || exit ©
export DISPLAY=:0

export XAUTHORITY=$(eval echo "~$desktopuser")/.Xauthority

xrandr --output $(xrandr | awk '/ connected/{print $1; exit; }') --auto

o uUlh WN K

e BapuaHT 2 - MaclITabMpoBaHME KOHKPETHOrO MoHMTOpa. B aaHHOM npumepe ucnonHaemoro

(ana BTOpon MOHUTOp pacrosiaraeTcs c/ieBa OT OCHOBHOrO:

1 #!/bin/sh

PATH=/usr/bin

3 # Wmsa nonb3osarens nosiyyaeTcsa Yepes BbIBOA, CMCKa Mosib3oBaresiein (3arofioBKu OTK/IHYEHbI) , OT
MMEeHN KOTOpbIX 3anyweH spice-vdagent | w3 cnucka Bbipe3aetca ums fly-dm (ceccus
oTobpaxeHusi BBOAA NOrMHa-naposns)

4 desktopuserlist=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) || exit

N

(0]
5 # TMpoBepeHHOoe pelleHre, HO paboTaeT TO/IbKO AN1S UMEH nonb3oBaTeneii 6e3 geucos, npo6enos u
T.4.
6 #desktopuserlist=$(/bin/ps -ef | /bin/grep -oP 'M\w+ (?=.xvdagent( |$))') ||
exit 0
7  for desktopuser 1in $desktopuserlist; do
8 export DISPLAY=:0
9 export XAUTHORITY=$(eval echo "~$desktopuser")/.Xauthority
10
11 #Get active monitors
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12 ACTMONS=$ (xrandr --listactivemonitors | awk '/[[:alnum:]]+ +/ {print $4}' |
sort)

13 #Get primary monitor

14 PRIMARYMON=S$ (xrandr --listactivemonitors | awk '/*/ {print $4}')

15

16 #Get current and preferred display resolutions

17 for MON in $ACTMONS

18 do

19 #Get preferred display resolution

20 PREFRES=$(xrandr | awk -v monpref="$MON connected" '/connected/ {p = 0} $0 ~
monpref {p = 1} p' | awk '/+/ {print $1;}' | sed -n '2~2p"')

21 #Get current display resolution

22 CURNRES=$ (xrandr | awk -v moncurn="$MON connected" '/connected/ {p = 0} $0 ~
moncurn {p = 1} p' | awk '/*/ {print $1;}"')

23 if [[ $CURNRES != $PREFRES ]];

24 then

25 if [[ $MON == S$PRIMARYMON 171;

26 then

27 xrandr --output S$SMON --auto

28 logger -p local®.notice -t ${0##x/}[$S$] "SMON primary display
change resolution to preferred SPREFRES"

29 else

30 xrandr --output S$SMON --left-of $PRIMARYMON --auto

31 logger -p local@.notice -t ${0##x/}[$$] "$SMON display change
resolution to preferred $PREFRES and left of $SPRIMARYMON"

32 fi

33 else

34 logger -p local@.notice -t ${0##x/}[$$] "SMON display is already using
preferred resolution $PREFRES"

35

36 fi

37 done

38 done

" coenatb d)aﬁn MCNONTHAEMbIM NPU NOMOLLM KOMaHAbl:
:~$ sudo chmod +x /usr/local/bin/x-resize

[na MaclwTabrupoBaHmMa sKpaHa NPMBETCTBUA HEOBXOAMMO BbIMONHUT:

* 33ab/I0KMpOBaTb aBTOCTapT kscreen, NepeMMeHOBaB PacLUMPEHUE WU YAaNMB faHHble dannbl U3
YKa3aHHbIX OVUPEKTOPUM: /usr/share/fly-dm/autostart/greeter/
kscreend_autostart.desktop, /usr/share/fly-dm/preload/greeter/
kscreend_preload.desktop;

* cAenatb CUMMBOJIbHYKO CCbIIKY Ha $Spnblk Ang  aBTo3anycka spice-vdagent pnsg 3kpaHa

NpUBETCTBUS:

1 :~$ sudo ln -s /etc/xdg/autostart/spice-vdagent.desktop /usr/share/fly-dm/
autostart/greeter/spice-vdagent.desktop

* nepe3anycTuTb npouecc fly-dm kKoMaHOoM:
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:~$ sudo systemctl restart fly-dm

& Ecnv dann /usr/bin/fly-monitor-hotplug.sh He 9BNSETCA UCMONHAEMbIM UMW yaaneH, TO
Ha 3KpaHe NPUBETCTBUSA MacCLLUTabuUpoBaHWE He BbIMOIHAETCS.

Bbinyck ot sHBapsi 2024 31



@ TERMIDESK C/IET.10001-01 90 02

4. NOCTABLUMUKUN PECYPCOB

4.1 . O6bwue cBepeHUS O NOCTaBLUMKAX pecypcoB

MocTtaBwmk pecypco - 310 OC, nnatdopma BupTyanusauumM WAM  TEPMUHANIbHLIA  CepBep,
NpeaoCTaBNAOLLME BblUMCIUTEIbHbBIE MOLLIHOCTM, PECYPCbl XPaHEHMS AaHHbIX, @ TAKXKE CETEBbIE pecypchbl

ons pasmelleHma BPM.

Monnepykka HEKOTOPbIX MOCTAaBLLMKOB PECYPCOB MOXET [L00aBNATHCS B PEXMME 3KCMEPUMEHTASIbHbIX
OYHKUUM MM NPU MOMOLLM MAarMHOB pacLUMpPEHUN.
B Termidesk nopnep>kmsatotca cnepytowme nocTaBLMKM peCYpPCOB:
* MK CB bpecr;
= VMmanager;
= zVirt;
= oVirt;
» «PEM Buptyanusauusa»;
* Openstack;
= VMware vSphere;
= MS RDSH;
= STAL.

Mpaduueckun wmHTepdernc ynpasneHuss Termidesk obecneuvBaeT cnepytoLivMe onepauuu yrpaBieHUs
NMOCTAaBLLMKAMMN pecypCoB:

* nob6aBneHwue;

* penakTUPOBAHME;

* yaaneHue;

= Texobcny>kuBaHwe;

* MPOCMOTpP CBEAEHUN;

* opraHmsauus wabnoHa BPM.

Ons no6asneHusa B Termidesk nocTaBLimka pecypcoB B rpaduyeckoM mHTepdence yrnpasneHus cnepyet
nepentn «KomnoHeHTbl - [locTaBLWMKKM pecypcoB», 3aTEM HaXKaTb Ha 3KpaHHyk KHonky [HoBbii] u
BbIBGpaTb M3 BbINaAAOLLErO CNUCKA HEOBXOAMMOrO MNOCTABLUMKA.

Kaxkabl MNOCTaBLUMK pecypcoB OMUCLIBAETCA MNepeyHeM MapameTpoB, Tpebyembix Termidesk nns
Nony4YeHMss UOEHTUDUKATOPOB CYObLEKTOB U MHPOpMaLMM 0 nonHoMoumax. MpoBepuUTb KOPPEKTHOCTb
yKa3aHHbIX NapaMeTpoB MOXKHO MPU MOMOLLM 3KpaHHOM KHOMKM [TecT], pacnono>keHHoM B TOM e OKHe.
Ons  coxpaHeHWss mMapaMeTpoB KOHGMUrypaumm HeobXOAMMO WCMOJb30BaTb 3KPAHHYH  KHOMKY

[CoxpaHuTb].
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[nsa pepakTnpoBaHus MHdOpMaLMM 0 CO3AaHHOM MOCTABLUMKE PECYPCOB chneayeT nepentu « KoMnoHeHTbI
- MocTaBwmMKM pecypcoB», 3aTeM BblbpaTb HEOGXOAMMOro MOCTABLLMKA M HaXKaTb HA 3KPAHHYH KHOMKY
[PenakTuposarts].

[Ona ynaneHus co3faHHOro MoCTaBLUMKA pecypcoB cnepyeT nepentu «KomnoHeHTbl - [MocTaBlumku

pecypcoB», 3aTeM BblOpaTb HEOBXOAMMOro NMOCTaBLLMKA U HaXKaTb Ha IKPaHHYO KHOMKY [YaanuTe].

A TlocTaBUWMK pecypcoB MOXET BbITb yAasieH TOJIbKO B TOM C/lyYae, eC/iM Ha HEM He MPOU3BOAUTCS
pa3meLleHue poHgos BPM.

4.2 . [lo6aeneHune nocraBwmka pecypcos NK CB bpecr

4.2.1 . MNony4yeHue n pobaBneHue daiina keytab
Keytab-dannbl ucnonb3yroTcs aaa ayTeHTUDUKAUMM B CUCTEMAX, UCMonb3yrowmx Kerberos. [LOns
nonyyeHus keytab-cdanna Ha KOHTposnepe AOMeHa WM [0OaBNeHUs ero Ha cepBep, rae YCTaHOBNEH

Termidesk, HeobxoaMMO BbINONIHUTL pPAL, AEUCTBUN.

DencTteua Ha kOHTponnepe aoMeHa (Hanpumep, FreelPA):
" MONYYUTb AOCTYM K KOHTPOJIIEPY AOMEHA B pexXuMe uHTepdenca KOMaHgHOM CTPOKM;
* nonyyunTtb kerberos-ticket gns nonb3oBaTtens C MNOAHOMOYUSIMU agMUHUCTPATOPa AOMEHa Mpwu

noMoLwm KoOMaHAabl:
:~$ sudo kinit admin
®" BbINO/HNTb KOMaHAY ONA ,u,o6aBneva y3na:
:~$ sudo ipa host-add --force --ip-address=192.0.2.30 disp.termidesk.local

roe:

--force - dnar gns NpUHYAUTENIbHOMO CO34aHUS;

-—ip-address - 3agaHue |P-agpeca uenesoro y3na;

192.0.2.30 - IP-agpec cepBepa, rae yctaHoBneH Termidesk,

disp.termidesk.local - M™MHumbii FQDN y3na B Tekywem pomeHe (B npumepe

termidesk.local);

& 3pecb n panee npumepsbl |P-aapecos npueeaeHbl B cooteetcTBun ¢ RFC 5737. YkasaHHble |P-
agpeca OO/MKHbl BbiTb 3aMEHEHbl Ha aKTyaslbHble, MCMOJIb3yeMble COrMacHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKTYpE NpeanpusaTms.

Muumbin FODN o3HauvaeT, 4To OH He 00si3aTeNbHO AOSKEH ObITb MpPUBS3aH K LEUCTBUTENBHO
CYLLECTBYOLLEMY Y311Y.

® BbINOJIHUTb KOMaHA4Y ,EI,O6aBJ'IeHM$I CJ'Iy)K6bI ANna HOBOro CEPBUCHOIO akkayHTa:

Bbinyck ot sHBapsi 2024 33



@ TERMIDESK CJIET.10001-01 90 02

:~$ sudo ipa service-add HTTP/disp.termidesk.local
» co3paTb pann termidesk.keytab ons cepBMCHOroO akkayHTa:

:~$ sudo ipa-getkeytab -s freeipa.termidesk.local -p HTTP/disp.termidesk.local -k /home/
user/termidesk.keytab

roe:
-s freeipa.termidesk.local - 3agaHne FQDN cepeepa-koHTponnepa nomeHa Freel PA;
-p HTTP/disp.termidesk.local - yka3aHMe paHee CO30aHHOMO CyobeKTa-Cny>kbbl;

-k /home/user/termidesk.keytab - coxpaHeHue B dhann termidesk.keytab;
& HeBaxHo, ons Kakoro y3na co3gaH keytab, HeOBX0AMMO CaMO ero Hanmume.

* nepegatb  MNOJIyY4eHHbIM  damn  termidesk.keytab Ha y3en Termidesk, Hanpumep,

BOCMNOJ/1b30BaBLLNCb KOMaHJJ,OI;iI

:~$ sudo scp termidesk.keytab localuseruser@l192.0.2.30:termidesk.keytab

roe:
localuser - unMsa NMonb30BaTeNs LeneBoro Yy3na;

192.0.2.30 - IP-agpec cepBepa, rae yctaHoneH Termidesk.

Mocne nepepaun cdanna Ha y3ne Termidesk He06X0AMMO BbINONHUTL CeaytoLLee:

* nepeMecTtuTb pann termidesk.keytab B kaTtanor /etc/opt/termidesk-vdi:
:~$ sudo mv /home/user/termidesk.keytab /etc/opt/termidesk-vdi/
* caenaTtb Bagenbuem 3Toro darna nonb3osatens termidesk:
:~$ sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/termidesk.keytab
* nepe3anycTuUTb CNyxby termidesk-vdi:

:~$ sudo systemctl restart termidesk-vdi

4.2.2 . MNepeyeHb NapaMeTpoB Ana aAobasneHUs
Ons pobaeneHua B rpaduuyeckoM uHTepdence ynpaeneHus crepyeT neperdtv «KOMMNOHEHTbl -
MocTaBWMKM pecypcoB», 3aTEM HaXkaTb Ha 3KpaHHY kKHornky [HoBbIM] v BbiGpaTb M3 BbinagatoLLero

cnucka «IK CB bpecT».
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Mpu pob6aeneHun B Termidesk nocTtaBwmka pecypcoB MK CB bpect agmuHuctpaTtopy Termidesk

HeobxoaMMO 3anoSiHUThL AaHHble, MepedyncneHHble B cTtonbue «[lapameTp» cnegyrouien Tabauupl (cm.

Tabnuua 3).

Tabnuua 3 — OanHHble ana nobasneHmsa noctaslmka pecypcos MK CB bpect

MapameTtp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYpPCoB
«KoMMeHTapumn» MHbopmaumoHHoe coobLLeHMe, UCMONIb3YEMOE 4151 ONMUCAHUS Ha3HaYeHUs!

MOCTaBLLMKa PecypcoB

«Bepcusa MK CB bpect»

Bbi6op Bepcuu ycTaHOBNAEHHOM NAaTGopMbl BUPTYanmsaLmm

«Apnpec cepeepa»

IP-apgpec nnu gomeHHoe MM GPOHTaNIbHOM MaLUUHbI NMAaTdOPMbI
BMpPTYyanusaumm

«domeH» NpeHTndukaTop obnactu Kerberos ans ayTeHTUdUKauum

«Keytab» MyTb K banny ¢ kAOYaMK AN CEPBUCHOMO akKayHTa (MoNyYeHHbI paHee
termidesk.keytab, /etc/opt/termidesk-vdi/termidesk.keytab)

«[opT» Homep nopta ans noakntoveHus k APl nnatdopmbl BupTyanusaumu. No

YMOJIHaHUIO ncnonb3yeTcs nopt 2633, ecnm Ha nnatdopme BUPTyanmnsaLmm
He OblN0 yKa3aHo MHoe

«WMcnonb3oBaTtb SSL»

BkntoyeHure ncnonbsoBaHus npoTtokona SSL

«[Tpoeepka SSL»

BkntoueHune cTporom nposepkn SSL

«3anyck BM oT umeHu cnyskebHoro
MoNb30BaTeNsA»

MepekntovaTens ans 3anycka BM Ha nnatdopme BUpTyanusaumm ot UMeHU
cny>kebHoro nons3oBatens. Ecnv gaHHbIN NnapamMeTp akTUBMPOBaH, TO
napameTpsbl «deneraums 3anycka BM», «JloruH penerata», «lMaponb
Jenerata» HacTpauBaTb HE HY>XXHO

«JlornH» CybbeKT, MMEeIoLLMIA NOMHOMOUMSA ANS yrpaBieHus naathopmMomn
BUpTYyanmsaumu

«[aponb» Maponb cybbekTa ¢ MOHOMOUUAMK AN YNpaBAeHUs naaThopMo
BUpTYyanmsaumu

«TokeH» ONeKTPOHHbIV KoY CybbeKTa C MOHOMOYMSMU 41 YIpaBIeHWs

nnat$opMor BUPTYanm3aLmMm, KOTOPbIN HY>KHO CKOMUPOBaTh U3 MHTepdenca
ynpasneHus nnatdopmon BupTyanusaumu. [lna storo cnepyeT 3aiTu B
UHTepdelic ynpasneHus nnatdopmMor BUPTYanun3aLmMm C NOMOLLbIO JIOTUHA U
Mapons yKasaHHOro NoJsib30BaTeNs, B MIaBHOM MEHIO Pa3BepHYTb pasaen
«System» u BbIBpaTb cTpoky «Users». B nossmBLLeMca okHe BbibpaTb
YyKa3aHHOro MoJib30BaTenNsl, NeperTu Ha BKNaaky «Auth» n HaxaTtb
3KpaHHyto kHorky [Manage login tokens], B nossuBLLelica dopme
CKOMMPOBaTb 3HaYyeHMe u3 nona « Token»

«[eneraumsa 3anycka BM»

BkntoueHune pgenervpoBaHus npas Ha 3anyck BM Ha nnatdopme
BUPTYanv3aLMu 4pyroMy nosb3oBaTesnto

«JloruH generata»

CybbekT, KOTOpOMY AenernpyeTtcst NpaBo Ha 3anyck BM Ha nnatdopme
BUPTyanm3aLmu

«[Maponb penerata»

Maponb cybbekTa, KOTOPOMY AenermpyeTcs npaBo Ha 3anyck BM Ha
nnatcdopMe BUPTYanmn3aLmm

«[MNoarotaenueatb BM ogHoBpeMeHHO»

KonuyectBo ogHoBpeMeHHO co3paBaemMbix BM Ha nnatdopme
BMpPTYyanusaumm
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MapameTtp

OnucaHue

«Ypanate BM ogHoBpemMeHHO»

KonnuecTtso ogHoBpeMeHHO yaansembix BM c nnatdopmbl BUpTYanusaumm

«Bpems oxxmapaHus»

MakcumanbHoe BpeMsi OXmaaHus (B CeKYHAAX) OTKAMKa OT nnaThopMmbl
BMpPTYyanmsaumm

& HeobxoamMmo 3apaTh nepeyvncrieHHble MapamMeTpbl TakMM 06pa3oM, YTobbl Mcnosb3oBasica 1Mbo
3anyck BM ot umeHn cnykebHoro nonb3oBaTens (HasHadaeTcs napameTp «3anyck BM ot

MMEHU CJ'Iy)KE6HOFO I'IOJ'Ib3OBaTeJ'I$|>)),

nubo

3anyck OT MUMEeHM noJib30oBaTeNnd-generara

(Ha3HauatoTca napameTpbl «deneraums 3anycka BM», «Jlorun penerata», «lMaponb aenerata»).
Mcnonb3oBaTb 04HOBPEMEHHO 06a TMMa 3amycka 3arnpeLueHo.

Ona ynpaenenuss nnatdopmon K CB bBpecT cybbekT [o/keH WMeTb MPUBUIIETUM, YKa3aHHbIE

B Tabnuue (cm. Tabnuua 4).

Tabnuua 4 - MNepedveHb npusunerun gnsa ponu B NK CB bpect

HYTb K npuBunernm

TpebyeMble HAaCTPOMKM

«Cucrema - [pynnbi»

Cozpatb rpynny termidesk, ycTaHOBMB HaCTPOUKM:
* Ha Bknaake «[lMpenctaBneHune»:

* OTKIKOYUTb NpenocCTtaBieHNE BCEX I'IpMBMJ'IerVI;I;

* Ha Bkiaake «[lpaBa» NpefoCcTaBUTbL NPUBUIETUN:
« BM;
e 0b6pasbl;
e WAabnoHbI

«CucTtema - Nonb3osatenn»

Cospatb nonb3oatens termidesk-tech un nobaBuThL B
rpynny termidesk

«XpaHunuwa - Obpasbi»

B pasgene «Bnageneu» Ha3zHauuTb:

= «Bnapeneu» - termidesk-tech;
» «[pynna» - termidesk

«LWa6bnoHbl - BM»

OTpepakTupoBaTh WabnoH BM:

* nepenTu: «XpaHunuuie - PacluMpeHHble HaCTPOMKM -
O6pasz»;

* B CTpoke «MMs nonb3oBaTens BnagesnbLa obpasa»
yKasaTb HYXXHOro Nonb3oBaTens;

= 06HOBUTHL WabnoH BM

4.3 . [o6aeneHune nnatgpopmbl oVirt/zVirtyRHEV

Ons pobaeneHus B rpaduuyeckoM uHTepdence ynpaBneHust cnepyeT neperitv «KOMMOHEHTbI

MocTaBWMKM pecypcoB», 3aTeM HaXkaTb Ha 3KpaHHY KHonky [HoBbii] v BbiGpaTh U3 BbiNadatoLLero

cnucka «lnatdopma oVirty RHEV ».

Ona po6asneHns B Termidesk nnatdopmbl oVirt/RHEV agmuHucTpatopy Termidesk Heobxoommo

3aMoNIHUTb AaHHble, NepevmcineHHble B ctonbue «MNapameTp» cneaytoLuent Tabnuupl (cm. Tabuua 5).
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Tabnuua 5 - DanHble ana nobasneHmsa nnatdopmol oVirt/RHEV

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MOCTAaBLLMKA PECYPCOB
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNoib3yeMOoe A5 ONMCaHUS

Ha3Ha4eHMs NOCTaBLLMKa PeCypCcoB

«Bepcus oVirt»

Bbi6op ucnonbsyemon Bepcum oVirt

«Appec oVirt»

IP-appec unu pomeHHoe uMs nnatchopmbl BUpTYyanmsauum oVirt

«JTorun» Cy6beKT, UMerLMI NOTHOMOUUS A8 YNpaBAeHUs NNaThopMoli
BUpTYyanusauuu oVirt. YkasbiBaetcs B popmate login@internal
«[Maponb» Habop cumBonOB, NOATBEP>KAAOLLMIA HaZHAYEHME MOJTHOMOYNIA

«Co3paeatb BM ogHoBpemMeHHO»

KonuyecTtso ogHoBpeMeHHO co3aaBaembix BM Ha nnatdopme
BMpTyanmsaumm oVirt

«Ypanate BM ogHoBpemMeHHO»

Konuyectso ogHoBpeMeHHO yaansembix BM ¢ nnatdopmbl
BMpTYyanusaumm oVirt

«Bpems oxunpaHus»

MakcrManbHoe BpeMs oxXmnaaHus (B CeKyHaax) oTKIMKa oT naatdopMmbl
BMpTYyanusaumm oVirt

LOns nnatdopmbl oVirt cybbekT fo/IKEH UMETb MPUBUIETUN, YKa3aHHbIe B TabaMLe (cm. Tabnauua 6).

(® B obuwem cnyyae HasHadeHWe ponen BbIFNAAMT Cheaylowmm obpa3om: Ha cepsepe oVirt

COo30a€eTCA MNOJIb30BaTeEsb

(Hanpumep, termidesk), co3paetcs ponb (B pamkax oVirt

ynoTpebnsietcs TepMuH «ponb») (termidesk). [lMonb3oBatento termidesk BbloaeTcs ponb

termidesk.

(® Cozpatb poJib termidesk

6bicTpee n npotLue yepes KOnupoBaHue

cywiecTBytowen:PowerUserRole (Heobxoammo nepenTtu B rpaduyeckoM uHTepderice oVirt B
«Administration - Configure - Roles, BbiGpaTb posib PowerUserRole u HaxaTb [Copy], n3meHuTb
HauMeHoBaHUs1 Ha termidesk). Co3maHHYHO ponb 3aTeM M3MEHUTb, A0OABMB OTCYTCTBYHOLLME
NPUBUNErUM B COOTBETCTBUMU C Tabnmuen.

Ponb termidesk c ykasaHHbIMM NPUBUNETUAMU NOAXOOAUT TONbKO ANa ynpasneHus BM, oHa He

MMeeT NpaB AOCTYyMNa Ha aAMUHUCTpUpoBaHUe oVirt.

Tabnuua 6 — NepeyeHb npuBunerun gna ponv B oVirt

Tun npuBuneruii

HaumeHoBaHWe npusuneruii

«System»: «Configure System»

«Login Permissions»

«Network»: «Configure vNIC Profile»

«Assign vNIC Profile to VM»

«Template»: «Provisioning Operations»

«Create»
«Delete»
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Tun npuBunernin

HaumeHoBaHWe npuBuneruni

«VMp»: «Basic Operations»

«Reboot VM»
«Reset VM»
«Stop VM»
«Shutdown VM»
«Hibernate VM»
«Run VM»
«Change CD»

«VM»: «Provisioning Operations»

«Create»
«Create Instance»
«Delete»

«Disk»: «Provisioning Operations»

«Create»
«Delete»
«Attach»
«Access Image Storage Domains»

«Disk»: «Disk Profile»

«Attach Disk Profile»

4.4 ., Nob6aeneHwe nnatgopmbl zVirt

Ons pobaeneHus B rpaduuyeckoM uHTepdence ynpaBneHus crepyeT neperntu «KOMMNOHEHTbI -

MocTaBWMKM pecypcoB», 3aTEM HaXkaTb Ha 3KpaHHY kHornky [HoBbIM] v BbiGpaTb M3 BbinagatoLlero

cnucka «lnatdopma zVirt».

& [na koppekTHoM uHTerpaumm Termidesk c nnatdopmont zVirt Hy>Ho:

Ha xocT zVirt Node ycTaHOBMTb [OMONHUTENbHbLIA NakeT termidesk_zVirt_hook-

<Bepcua>-zvirt.noarch.rpm:

rpm -i termidesk_zVirt_hook-<Bepcua>-zvirt.noarch.rpm
rnepesanycTuTb CEPBUC ovirt-engine:

service ovirt-engine restart

ybeguThCs, yTo KaHanbl ru.termidesk.PCSC.0, ru.termidesk.Printer.o,
ru.termidesk.RealtimeStreaming.0, ru.termidesk.tvm.0® oTOOpaeHbl B BbIBOAE

KOMaHpl:

ls /dev/virtio-ports

LOna pobaenenusa B Termidesk nnatdopmbl zVirt agmuHucTpatopy Termidesk HeobxoaMMO 3amonHUTL

[JaHHble, NepeymnciieHHble B cTonbue «lNapamMeTp» cnepytowlent Tabnumubl (cm. Tabnuua 7).
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Tabnuua 7 — aHHble ana nobasneHmsa nnatdopmol zVirt

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYPCOB
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNOoIb3yeMOEe A5 ONUCaHUS

Ha3Ha4YeHUs NOCTaBLUMKA PECYPCOB

«Bepcusa zVirt» Bbi6op ncnonbsyemon Bepcun zVirt
«Appec zVirt» IP-appec unu nomeHHoe ums nnatdopmbl BUpTYanusaumm zVirt
«JTorun» Cyb1beKT, MMeroLMIA NOJTHOMOYUS A8 YNpaBneHus nnaThopmon

BupTyanusaumm zVirt. YkasbiBaetcs B popmaTte login@internal

«I'Iaponb» Ha60p CMMBONOB, I'IO,D,TBep)K,D,aIOLLI,l/Il‘;I Ha3Ha4yeHMe NoJIHOMOYUM

«[Moarotaenueatb BM ogHoBpemMeHHO» KonuyecTtso ogHoBpeMeHHO co3gaBaemMbix BM Ha nnatdopme
BUpTyanusaumm zVirt

«Ypanate BM ogHoBpemMeHHO» Konunyectso ogHoBpeMeHHO yaansembix BM ¢ nnatdopmsl
BUpTYyanusaumm zVirt

«Bpems oxunpaHus» MakcrManbHoe BpeMs 0XXuaaHus (B CeKyHAax) OTK/IMKA OT
nnatdopmbl BUpTYyanusaumm zVirt

4.5 . No6aeneHune nnatdopmbl «PEL Bupryanusauumsa»

Ons pobaeneHuss B rpadumyeckoM wuHTepdence ynpaeneHus cnenyeT nepentn «KOMMOHEHTbI -
MocTaBWMKM pecypcoB», 3aTeM HaXxkaTb Ha 3KpaHHY KHorky [HoBbi] v BbiGpaTh M3 BbinagaroLlero

cnucka «lMnatdopma RED Virtualization».

& [na koppekTHom uHTerpaumm Termidesk c nnatdpopmon «PEL BupTyanmsauma» Hy>HoO:
* YCTaHOBWUTb Ha BCeX XOCTax naket vdsm-hook-gemucmdline:

:~$ sudo dnf install vdsm-hook-gemucmdline

[ns BapmaHTa HostedEngine:
* BbIMOJIHUTD:

:~$ sudo engine-config -s "UserDefinedVMProperties=gemu_cmdline=".x$"

* Ha 3anpoc Bbibopa Bepcum BbibpaTb 4.6 UM bonee No3gHo;

® BbINO/JHNTb Nepe3anyck CJ'Iy)K6bII

:~$ sudo service ovirt-engine restart

Ons pobasneHua B Termidesk nnatdopmbl «PEL  Buptyanuzauma» agmMuHuctpatopy Termidesk
HeobXxoAMMO 3amnoSIHUTL AaHHble, MepedyucneHHble B cTtonbue «[llapameTp» cnepyrowien Tabamupl (cm.
Tabnuua 8).
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Tabnuua 8 — NaHHble ansa nobasneHns nnatgopmbl PEL

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYPCOB
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNOoIb3yeMOEe A5 ONUCaHUS

Ha3Ha4YeHUs NOCTaBLUMKA PECYPCOB

«Bepcusa REDVirt»

Bbi6op ncnonbsyemon sepcun REDVirt

«Appec REDVirt»

IP-appec unun nomeHHoe ums nnatdopmbl BUpTyanusaumm REDVirt

«JTorun» Cyb1beKT, MMeroLMIA NOJTHOMOYUS A8 YNpaBneHus nnaThopmon
BupTyanusaumm REDVirt. Yka3biBaetcsa B dopmate login@internal
«[Maponb» Habop cumMBonOB, NOATBEP>KAAOLLMIA HaZHAYEHME MOJIHOMOYNIA

«[Moarotaenueatb BM ogHoBpemMeHHO»

KonuyecTtso ogHoBpeMeHHO co3gaBaemMbix BM Ha nnatdopme
BupTyanusaumm REDVirt

«Ypanate BM ogHoBpemMeHHO»

Konunyectso ogHoBpeMeHHO yaansembix BM ¢ nnatdopmsl
BupTyanusaumm REDVirt

«Bpems oxunpaHus»

MakcrManbHoe BpeMs 0XXuaaHus (B CeKyHAax) OTK/IMKA OT
nnatdopmbl BUpTyanusaumm REDVirt

4.6 . [lo6aBneHune nocraBwmka VMmanager

Ons pobaeneHuss B rpadumyeckoM wuHTepdence ynpasneHus cnenyet nepentn «KOMMOHEHTbI -

MocTaBWMKM pecypcoB», 3aTeM HaXkaTb Ha 3KpaHHY KHorky [HoBbii] v BbiGpaTh M3 BbinagaroLlero

cnucka «lMnatdbopma VMmanager».

Ons pobaeneHuns B Termidesk noctaBwmka VMmanager agMuHucTtpaTtopy Termidesk Heobxogumo

3aMnosIHUTb AaHHble, NepeyvncsieHHble B cTonbue «llapameTp» cnepytollen Tabnumubl (cm. Tabnauua 9).

Tabnuua 9 — OaHHble ans obaBneHMs nocTaBLmMKa pecypcoB VMmanager

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMeHOBaHWe MOCTaBLUMKA PeCYpPCOB
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHme, UCMob3yeMoe 419 OnucaHua
Ha3HaYeHWs NOCTaBLLMKA PECYPCOB
«XocT» IP-appec unu nonHoe fomMeHHoe ums cepeepa VMmanager

«JloruH (an. noyta)»

Cy6beKT, MMEIOLLMI NMONHOMOUMS ANS yrpaBneHus niathopmon
BupTyanusaumm VMmanager

«[Taponb»

Habop cumMBOnoOB, NOATBEPXKAAOLLMIM Ha3HAYEeHWe MOTHOMOYMI
cybbekTa

«WMcnonb3oBaTtb SSL»

BkntoueHune ucnonb3osaHmsa npotokona SSL

«[MpoBepaTb SSL»

BkntoueHue cTporon nposepku SSL

«[lMoprotaenueate BM ogHoBpeMeHHO»

Konnyectso ogHoBpeMeHHO co3aaBaeMbix BM Ha nnatdopme
BupTyanusaumm VMmanager

«Ynanate BM ogHoBpeMeHHO»

Konunuectso ogHoBpeMeHHO yaansiembix BM ¢ nnatdopmsl
BupTyanusaumm VMmanager
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Mapametp

OnucaHue

«TanmayT (cek)»

MakcuManbHoe BpeMsi oxxmaaHus (B CeKyHAaxX) OTK/MKa OT
nnatdopmbl BUpTYyanusaumm VMmanager

4.7 . NobaeneHne nocTaBLmka pecypcoB VMware vSphere

Ons pobaeneHns B rpaduyeckoM uvHTepdernce ynpaBneHUs creayeT nepenTu

«KoMmnoHeHTbI

MocTaBWMKM pecypcoB», 3aTeM HaxkaTb Ha 3KpaHHyk KHorky [HoBbiM] v BbIOpaTh M3 BbinagaroLlero

cnucka «lnatdopma VMware».

& Tpu B3anmogericteum Termidesk ¢ nnatdhopmon VMware Heobxopmmo Hanmume BM ynpaeneHus
(vCenter). HauuHasa ¢ Bepcum Termidesk 4.1 noppep>kmaetcs paboTa Kak C KnacTepaMu AaHHbIX
B KQYeCTBe CUCTEMbI XPaHEHMS, TaK U C 06bIYHbIMKU XpaHunuwwamu (Datastore).

LOna pobaenenus B Termidesk noctaBwmka VMware vSphere agmuHucTpatopy Termidesk Heobxoommo

3aMo/IHUTb AaHHble, NepeYmcieHHble B ctonbue «lMapameTp» cneaytoulent Tabnuubl (cm. Tabnuua 10).

Tabnuua 10 — JaHHble gns nobaeneHms noctasLlmka pecypcoB VMware vSphere

Mapametp OnucaHue
«HasBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYpPCOB
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCMob3yeMoe Ans OnncaHus

Ha3Ha4yeHKMAa NocCTaBLMKa pecypCcoB

«Bepcusa nnatdopmbi»

Bbi6op ucnonbsyemoi Bepcum nnathopMbl BUPTYyanmsaumm

«Apnpec cepsepa»

IP-appec unn nomeHHoe umsi BM ynpasneHusi nnatdopmon
BupTyanumsaumm VMware (vCenter)

«[MopT»

Homep nopta ana nogkntodenms k API

«WMcnonb3oBaTtb SSL»

®Mopcuposatb Mcnonb3oBaHMe npoTokona SSL

«JTornnH» Cy6beKT, MMEIOLLMI NMOMHOMOUUS ANS yrpaBneHus niathopMon
BUpTyanusauum VMware
«[Maponb» Habop cumBonoB, NoATBEP>KAAOLLMIA HaZHAYEHME MOSHOMOYMIA

cybbekTa

«[Moarotaenueatb BM ogHoBpeMeHHO»

Konunyecteo ogHoBpeMeHHO co3paBaemMbix BM Ha nnatdopme
BUpTyanusauum VMware

«Ypanate BM ogHoBpemMeHHO»

Konunuectso ogHoBpeMeHHO yaansemMbix BM c nnatdopmsl
BUpTyanusauum VMware

Cy6'beKT A0J/KEH MMEeTb NpuUuBUNeErnn, yKkasaHHble B Ta6n14u,e (cm. Tabnuua 11).

(® B obuwem cnyyae HasHaueHue ponen BbIrNaaMT crneayrolmM obpasoM: Ha cepsepe vCenter
cospaeTcs nonb3oBatenb (Hanpumep, termidesk), co3paetca rpynna (Termidesk Group) u
knacc (B pamkax vCenter ynoTtpebnsercs TepMuH «ponb») (Termidesk). Co3maHHoM rpynne
Termidesk Group BblgaeTcs ponb Termidesk.
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® Ponb Termidesk coctouT M3 coueTaHusi BCTpoeHHou rpynnbl Virtual machine power user
(sample) 1 VMware virtualization environments(Citrix).

Tabnuua 11 - MNepeveHb npmeunermnn gna ponn B VMware vCenter

Tun npuBunerun

HavmeHoBaHWe npuBunerui

«Datastore» «Allocate space»
«Browse datastore»
«Low level file operations»
«Global» «Cancel task»
«Network» «Assign network»
«Resource» «Assign virtual machine to resource pool»

«Scheduled task»

«Create tasks»
«Modify task»
«Remove task»
«Run task»

«Virtual machine»: «Change Configuration»

«Acquire disk lease»
«Add existing disk»

«Add new disk»

«Add or remove device»
«Advanced configuration»
«Change CPU count»
«Change Memory»
«Change Settings»
«Change resource»
«Modify device settings»
«Remove disk»
«Rename»

«Reset guest information»
«Upgrade virtual machine compatibility»

«Virtual machine»: «Edit Inventory»

«Create from existing»
«Create new»
«Remove»

«Virtual machine»: «Interaction»

«Answer question»
«Configure CD media»
«Configure floppy media»
«Connect devices»
«Console interaction»
«Pause or Unpause»
«Power off»

«Power on»

«Reset»

«Suspend»

«Virtual machine»: «Provisioning»

«Clone virtual machine»
«Create template from virtual machine»
«Deploy template»

«Virtual machine»: «Snapshot management»

«Create snapshot»
«Remove snapshot»
«Rename snapshot»
«Revert to snapshot»
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4.8 . NobaeneHue nocrasLumka VAIr

Ons  Bo3MOXHOCTM  pobaBneHWsi  nocTaBwMka  pecypcoB  VAir  HeobxoaMMO  BKIKOYUTL
3KCMNepUMEHTaNbHbIM  MapaMeTp experimental.vair.provider.enabled B COOTBETCTBMM C

noapasaenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.

Mocne BKNKOUEHMS SKCMEPUMEHTANIbHOMO NapaMeTpa B rpacdmMyeckoM MHTepdence ynpaBneHms NepenTum B
«KomnoHeHTbI - NocTaBLMKK pecypcoB», a 3aTeM HaxkaTb Ha 3KpaHHY kHonky [HoBbi] v BbibpaTh 13
BbiMagatoLlero cnmncka «lMocraswmk vAir».

LOna pobaBneHuss nocTaBlMKA pecypcoB VAIr agMuHucTpaTopy Termidesk HeobxoomMo 3amonHUTb

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytowlent Tabnumubl (cm. Tabnuua 12).

Tabnuua 12 — JaHHble ans nobaBneHMs NocTaBLmMKa pecypcoB VAIr

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCMoNb3yeMoe 415 ONMCaHUS

Ha3Ha4YeHMs NOCTaBLLMKA PECYPCOB

«Bepcusa APl nnatdopmbi»

Bbi6op ncnonbsyemon sepcum

«Apnpec cepeepa»

IP-agpec unu goMeHHoe MMs NaaThopMbl BUPTYyanmsaumm

«[MopT»

MopT ansa nogkntoyeHus Kk API

«Mcnonb3osatb SSL»

BkntoueHune ncnonb3oBaHma npotokona SSL

«JlornnH» CybbeKT, MMeloLLMI MNOIHOMOYMS A8 YNpaBneHust nnathopmon
BMpPTyanusaumum
«[Maponb» Habop cruMBonoB, noaTBepy)KAatoLLMIA Ha3Ha4YeHWE NMOHOMOYMUI

«[MNoarotaenueatb BM ogHoBpeMeHHO»

KonunyectBo ogHoBpeMeHHO co3paBaeMbix BM Ha nnatdopme
BMPTYyanmsaumm

«Ynanate BM ogHoBpeMeHHO»

KonunyectBo ogHoBpeMeHHO yaansiembix BM ¢ nnatdopmsl
BMPTYyanmsaumm

4.9 . [o6aeneHve cepeepa TepmuHanioB (MS RDS u STAL) B kayecTBe NocTaBLUMKa peCypCoB

Ons pobaeneHus B rpaduuyeckoM uHTepdence YNpaBneHUs CleAyeT MepPeEnTU

«KoMnoHeHTbI

MocTaBLMKM pecypcoB», 3aTeM HaxaTb 3KpaHHY KHonKy [HoBbit] 1 BbIOpaTh M3 BbiNaaatoLLEero cnmcka

«CepBep TepMUHaNoB».
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& [ns B3aumopencTeus ¢ cepepom TepmuHanos (MS RDS unu STAL) HeobxoaMMo yCTaHOBUTb

CECCUOHHbIN areHT B COOTBETCTBUM C NoapasfenoM YCTaHOBKa CECCMOHHOIO AreHTa AOKyMeHTa
CJTIET.10001-01 90 04 «PykoBoacTBO agMUHUCTpaTopa. HacTpoika kKoMMnoHeHTa « AreHT».
PaboTa c cepsepoM TepMunHanoe MS RDS noanep>kmBaeTcss ToNbko NpU YC/IOBUU Pa3BEPHYTOM
nonHodyHKLUMOHanbHoM WHPpacTpykTypel MS RDS. Ecnn Takon wHdpacTpyKTypbl HeT, TO
pekoMeHAyeTCs  BOCMOJIb30BaTbCSl  peLleHMEM, OCHOBAaHHbIM Ha MOCTaBLUMKE pecypcoB
«MeTanpoBangep».

STAL peanuzyetcsa koMnoHeHToM «CepBep TEPMMHANIOB», KOTOPbIM MOXET ObiTb YCTAaHOBNEH Ha
y3en coBmecTHO ¢ Termidesk, B cooTBeTcTBMM C noapa3genoM YcraHoBka STAL pokymeHTa
CNET.10001-01 90 07 «PykoBogctBO amMuHucTpaTopa. HacTtponka komnoHeHTa «Cepsep

TEpPMMHANOB».

Lna nobaenenmsa B Termidesk cepBepa TepMmHanoB agMUHUCTpaTopy Termidesk HeobxoaMMo 3aMonHUTL

JaHHble, NepeymnciieHHble B cTonbue «lNapameTp» cnepytoulent Tabnumubl (cm. Tabnuua 13).

Tabnuua 13 — daHHble ana nobaeneHuns cepeepa TepMUHANOB

Mapametp OnwucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdopmaumoHHoe coobLueHMEe, UCNONb3yeEMOE 415 ONMUCAHUS Ha3zHaYeHus

MOCTaBLUMKa pecypcoB

«AJpec CeCCMOHHOrO areHTa»

FQDN y3na, Ha KOTOPOM YCTaHOBNEH CECCUMOHHbIN areHT Termidesk

A [Ons vHbpactpyktypel MS RDS B 3ToM napameTpe ob6s3aTefibHO
HY>KHO yKa3biBaTb He |P-agpec, a FQDN y3na.
Ona STAL mMoxHO ykaszaTb BHewHun |IP-agpec ysna. Ecam STAL

yCTaHOBNEH Ha ogHOM y3ne ¢ Termidesk, HY>KHO Take yKa3blBaTb
BHewHuK |P-apgpec y3na.

Mepen usmeHeHnem FQDN wunu [P-agpeca STAL Heobxoanmo
3aBepLUMTb BCe akTuBHble ceccuun. Mocne cmenbl FQDN wnun [P-
appeca STAL akTuBHble ceccumn, CcBA3aHHble ¢ npeabiaywmm FQDN
unu IP-agpecoMm, cTaHOBATCS HeLOCTYMHbIMW. [N BOoCCTaHOBEHUS
poctyna k STAL HeobxoguMo ymanuTb Mpeaplaylime Ceccuu u
BbIMOMIHUTb HOBOE MOAK/HOUEHME.

«[lMopT ceccMoHHOro areHTa»

Homep nopta ceccuoHHoro areHTa Termidesk. Mo ymonyaHuto Homep nopTa
31000

«[domeH»

HaumeHoBaHMe gOoMeHa Ans NOAK/IOYEHMS K CEpBEPY TEPMUHAOB

«JlornH»

Cy6bekT, MMEeIoLLMIA MONHOMOYUS ANS YrpaBieHWsl CEPBEPOM TEPMMHASOB.

Ona noakntoueHns STAL B nomeHe MS AD Heobxo0auMo yKasblBaTb JIOMUH
nokanbHoro agmMuHuctpaTtopa OC y3na, Ha koTopoM ycTaHoBneH STAL. B
WMHOM C/lyyae TecT CoeamHeHUs 419 MOCTaBLUMKa MOXKET NMPOMTU YCNewHo, HO
WwabnoH paboyero mecta Npu 3ToM J06aBUTbL HE MOYYUTCS

«[Maponb»

Habop cuMBonoBs, noaTeepyKaatoLLMiA Ha3Ha4YeHWe NMOAHOMOYMI
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Mapametp OnwucaHue

«Ncnonbsosate HTTPS» Bbi6op ncnonb3oeaHus npotokona HTTPS gna 3anpocos kK ceccMOHHOMY
areHTy. o yMonyaHu1Io BbIKIHOYEHO.

Mpwu BKNtOYEHUU NapaMeTpa Ha cepBepe TEPMUHANOB AO/MKHbI BbITh
[o6aBneHbl BaNMaHble CEPTUPUKATBI U yCTaHOBNEHA onuus USE_HTTPS B
3HauveHue «True» B KOHPUrypaumoHHOM daiie CECCUOHHOIO areHTa.

B cnyuae HeobxoanmocTu ncnonb3osatb Npotokos HTTP HY>KHO OTKAKOYUTD

[JaHHbIM MapaMeTp U YCTaHOBUTb onumto USE_HTTPS B 3HadyeHue «False» B
KOH(UrypaLMOHHOM ¢aiie CECCUOHHOMO areHTa

«Banupauus ceptudukara» Bbi6op npoBepku NoasIMHHOCTU cepTUdMKaTa Npu 3anpocax K CECCUOHHOMY
areHTy. Mo yMonyaHuIo BbIK/HOYEHO

& Ecnv nocne nonbITKM npoBepuTb BBeLEHHble JaHHble 3KpaHHOW kHonkow [TecT] nossnsitoTcs
coobLeHns 06 owmnbke, To Npu co3pgaHum wabnoHa BPM 6ynet 610KkMpoBaTbCS BO3MOXKHOCTb
€ro coxpaHeHus (cosgaHus).

A [na KOppekTHOro MOAK/IYEHUS uYepe3 KOMMOHeHT «KnueHT» K cepeBepy TepMWHaNoB
HeobxoaMMo 3aaaTb napameTp «MexaHu3M obecneveHus 6esonacHocTU Ha ypoBHe cetu (RDP)»
B MOAUTMKAX KOHKpeTHoro c¢oHaa BPM («Paboume mecta - @oHAbI») B COOTBETCTBUM C
BbIOpaHHbIM CEPBEPOM:

* «TLS» nnn «RDP» - pna noaxknroueHunsa k STAL;
= «NLA» - nna nogkntodyeHmna kK MS RDS.

4.10 . Jo6aBneHue cepBepa TepMUHANOB (METaNpPOBaMLEP) B KaUECTBE MNOCTAaBLLMKA peCypCcoB

Ons Bo3MOXHOCTM pobaBneHuss nocTaBwmka pecypcoB «Cepep TepMuHanos (MeTanpoBanaep)»
HeobxoaMMo BKJTHOUMTb 3KCMEPUMEHTANbHbIN napameTp
experimental.metasessions.provider.enabled B coOTBEeTCTBUM C nogpasgenom YnpaeneHue

3KCrnepMMeHTaNbHbIMK napamMeTpamu Termidesk.

MeTanpoBanaep HY>XeH ANS TUPAXKMPOBAHUS MPUNOXKEHUIN Yepe3 MYNbTUMIMLMPOBAHUE (Pa3MHOXEHUE)
BM Ha nnatdpopme Buptyanusaumu. [aHHbIM noaxon He TpebyeT MOJMHOCTbIO  pPa3BEpPHYTOM
MHbPACTPYKTYPbl TEPMUHANIBHbBIX CEPBEPOB.
ANropuT™M NoaroToBku Ans ob6aBneHMs MeTanpoBarAepa BblrSaUT ClesyowmM obpasom:
* Ha nnatdopme BupTyanmsaumm cosgaetcs BM c roctesonn OC Windows Server (2016 u Bbiwwe)
(ns TmpaxkmpoBaHusa npunoxeHnit Windows) unnm OC Astra Linux Special Edition 1.7 (Server)
(&ns TpaxkmposaHus npunoxkeHnn Astra Linux Special Edition);
= B rocteByto OC ycTtaHaBnuMBaeTca M HacTpamBaeTca areHT BPM u ceccuoHHbIM areHT (cm.
pokymeHT CJIET.10001-01 90 04 «PykoBoacTBo agMuHMcTpaTopa. HacTpolika KoMmMoHeHTa

«AreHT»);
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* ans TupaxkmpoBaHusa npunoxxeHnn Windows B roctesyto OC Windows Server ycTaHaBnvBaeTcs
ponb cepBepa nybnukaummn npunoxeHmn «Remote Desktop Session Host» u3 coctaBa «Remote
Desktop Services», 3aTeM BbINONHSAETCA aKTMBaLMA POAU MpPU MOMOLLM CECCUOHHOMO areHTa (CM.
noapasaen AktuBauma ponu cepsepa TepmuHanoB B OC Microsoft Windows Server nokymeHTa
C/NNET.10001-01 90 04 «PykoBoactBo agMuHMcTpaTopa. HacTporika komnoHeHTa «AreHT»). Ecan
OC Windows Server He BBoguTca B aoMeH, To B OC cnegyeT cosgaTb nonb3oBaTenss C npaBaMu
[OCTyna K yaanéHHoMy paboyemy cTony;

* Ans TUpaXkupoBaHus npunoxeHmn Astra Linux Special Edition yctanHaenuaetca STAL. [ns
yctaHoBkn STAL cnemyet obpatutbea k pokymenTy CJIET.10001-01 90 07 «PykoBoacTBO
apMuHuUcTpaTopa. Hactporika komnoHeHTa «CepBep TEpMUHANOBY»);

" HeobxoaMMble MPUSIOXKEHUS LOMKHbI ObiTb BpYUHYO onybnmnkoBaHbl, anga MS RDS ucnonbsyetcs
yTunnTa RemoteApp Tool. Ons STAL ocHoBHOM cnmcok npunoxkeHun, npeanaraemoii OC Astra
Linux Specsial Edition, yxe poctyneH k nybnukaumm. [Npu HeobxoommocTu ony6sMKoBaTb
HeCTaHOAPTHOE MPUIOXKEHMe cneayeT obpatutbca kK gokymenTy CJIET.10001-01 90 07
«PykoBoacTBo agMuHUCTpaTopa. HacTpoika komnoHeHTa «CepBep TEpMUHANOBY;

®" Ha 3TOM 3Tane NoAroToBkKa 3aBepLUEHa, BM BbIK/THO4aeTCA,

® B roctesoinn OC gomkeH bbITb HACTPOEH BCTPOEHHbIM MEXCETEBOM 3KpaH A8 A0CTYMa no nopram
npotokona RDP.

* B rpaduyeckom uHTepdence ynpaeneHus Termidesk co3pgaeTcsas NOCTaBLWMK pecypcoB C Tow
nnatpopmMor BUPTyanu3aLmm, Ha KOTopon co3gaHa BM cepsepa nybnvkaumm npunoxeHun (CMm.
pa3gen MocTaswmku pecypcoB);

* B CO34aHHOM MOCTaBLUMKE pecypcoB co3paeTcs wabnoH BPM (cm. pasgen BupTyanbHble paboune
MecTa), B napameTtpe «basosas BM» Bbibupaetca noarotoeneHHas BM cepsepa nybnukaumm
NPUNOXEHUI;

* B rpaduyeckom uHTepdence ynpasneHus Termidesk cospaetca cepBucHbin ¢doHn BPM pna
co3gaHHoro wabnoHa BPM (cm. noapaznen NobaBneHne ¢doHaa BPM). B cepsucHom doHae He
YyKa3bIBalOTCS TPynmnbl MoSib30BaTeNeN, MOSb30BaTeNM, NMPOTOKONAbl AOCTaBkU. CepBUCHbIN QOHA,

[LOJ>KEH MCnonb3oBaTh Kell 1 ypoBHs (ke 2 ypoBHS He UCMonb3yeTcs) ;

& Xota 661 ogHo BPM pgomkHo nonyunTb cTaTyc «[encTBuTenbHbin» BO BKIaake «Paboune Mecta»
co3paHHoro ¢poHAa, MHade BCe JasibHenLune AerncTBus OyayT 3aBepLuaTbcs owmnbkom «He yaanocb
HaWUTM NOAXOASLLYO A MOAKITFOYEHNS MALLMHY ».

* B rpadmyeckoM WHTepderice ynpaeneHuss Termidesk nocne BKIOYEHUS 3KCMEPUMEHTASIbHOIO
napamMeTpa experimental.metasessions.provider.enabled nepentn B «KOMMOHEHTHI -

MocTaBwMKM pecypcoB», a 3aTeM HaxaTb Ha 3KpaHHyk kHonky [HoBbi4] u BbibpaTb 13
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Bbinagatowero cnucka «Cepeep TepmuHanoe MeTanpoBangep». Heobxogumo po6aBuTb
NMOCTaBLUMK PeCypCoB, 3aM0/IHUB AAHHbIE, MPUBEAEHHbIE HUXKE;

* nocne pobaeneHus noctaewmka pecypcoe «CepBep TepMuHanoB (MeTanpoBangep)» CTaHeT
[OCTYMHbIM co3paHue wabnoHa BPM  gna wero (cM. noagpasgen LWabnowsi BPM  ans
MeTanpoBanaepa). Heobxoanmo co3path wabnoH BPM;

* B rpadumyeckoM wuHTepdence ynpasneHuss Termidesk pobasutb ¢doHn BPM (cm. noppasgen
Do6asneHune poHpa BPM) nns nybnvkyemoro npunoxeHus, ykasae npu LO6ABAEHUM CO3AAHHbIN

wabnoH BPM onsa metanpoanaepa.

& Tpy HeobxoguMMOCTU MYBAMKALMU HECKOJIbKUX MPUNIOXEHUI, HEOBXOAMMO CO34aBaTb LIAbG/IoOH
BPM gns metanpoBaingepa u doHa BPM ons kaxkgoro npunoxxenus.

& TlMNepep unsmeHeHnem FQDN wnm |P-appeca ™MeTanpoBavfepa HeobxoaMMo 3aBepLIUTb BCe
akTuBHble ceccuun. lMocne cmeHbl FQDN wnu IP-agpeca meTanpoBanigepa akTMBHbIE CECCUM,
cBasaHHble ¢ npeablgywmm FQDN  wnu  IP-appecom, cTaHoBATCS HepocTynHbiMu. [ns
BOCCTAQHOB/IEHUSI AOCTyMna K MeTanpoBanaepy HeobXoAMMO YAanuTb MpeablaylimMe Ceccum u
BbINOJIHUTb HOBOE MOAK/HOYEHME.

Lna nobaenenmsa B Termidesk cepBepa TepMmHanoB agMUHUCTpaTopy Termidesk Heob6xoaMMo 3aMonHUTb

[JaHHble, NepeyuncsieHHble B cTonbue «lapameTp» cnepytrollent Tabnumubl (cm. Tabnuua 14).

Tabnuua 14 — NaHHble pna nobaBneHus cepeepa TepMmMHanoB (MeTanpoBanaep)

Mapametp OnucaHue
«HasBaHue» TekcToBOE HAMMEHOBAHME MOCTABLLMKA PECYPCOB
«KoMMeHTapumn» MHbopMaumoHHoe coobLieHme, UCMob3yeMOE A9 ONUCaHKUS

Ha3Ha4yeHMAa NocCTaBLMKa peCcypCcoB

«[lMopT ceccMoHHOroO areHTa» Homep nopta ceccnoHHoro areHTa Termidesk. Mo ymMonuaHuio Homep
nopta 31000

«[JomeH» HanMeHoBaHWe ooMeHa A5 MOAKIOYEHUS K CEPBEPY TEPMMHAMIOB

«JTorun» Cyb1beKT, UMeloLLMIA MOTHOMOYMSI 415 YNPaB/EHUs CEPBEPOM
TEPMUHANOB

«[Maponb» Habop cruMBonos, nogTBepy>kAatoLL M Ha3Ha4YeHWe NOJIHOMOUUI

«@oHa» Bbibop cepBucHOro poHAa 415 pasMeLLeHus

«NcnonbsoBate HTTPS» Bbi6op ncnonb3oeaHus npotokona HTTPS gnsa 3anpocos k

CECCMOHHOMY areHTy. Mo YMOJTHaHUKO BbIK/THOYEHO.

Mpu BkNtOUEHMM NapaMeTpa Ha cepBepe TEPMUHAJIOB AO/MKHbI BbITh
[ob6aBneHbl BanvaHble cepTUPUKATbI U yCTaHOBNEHA onumus USE_HTTPS
B 3Ha4YeHue «True» KOHbUrypaLMOHHOM aliie CECCMOHHOIO areHTa.

B cnyuae HeobxoanmocTu ncnonb3osatb npotokon HTTP HyxHO
OTK/IHOUUTb AaHHbIM MapamMeTp U YCTaHOBUTb onuuio USE_HTTPS B
3HauveHue «False» B KoHUrypaunoHHOM dainsie CECCMOHHOrO areHTa

«Banupauma ceptudukara» Bbibop npoBepkn NognMHHOCTU cepTUdUMKaTa Npu 3anpocax K
CECCUOHHOMY areHTy. Mo yMonyaHuio BbIK/IHOYEHO
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Mapametp OnucaHue

«MogaundurumpoBaHHbI cnocob 6anaHCMpoBKU» Bbi6op MogmduumpoBaHHoro cnocoba 6anaHCMpoBKM MONb30BaTENEN.
Mo yMonuaHuto BbikAOUeH (MCnonb3yeTcs CTaHAapTHaa 6anaHcMpoBKa,
OonucaHHas HUXe).

MoanduumpoBaHHbIM cNOCcob 6aNaHCUMPOBKU YUUTLIBAET HanMume
aKTMBHOM WJIM OTKJIHOMEHHOM CeCCUM Y NoMb30BaTeNs A8 ero
nepenoaktodeHus. [1na 3KoHOMUKU CepBEPHbIX PECYPCOB
PEKOMEHAYETCS BKJIIOUUTb MapameTp

MopkntoueHns nonb3oBaTenen Npu A4OCTyMne K ONy6/MKOBaHHbIM Yepe3 MeTanpoBanaep NpUIOXKEHUIM Mo
YMONYaHUIO BanaHCUPYOTCS: NpU 3anNpoce OAHOrO U TOro XKe NMPUNOXKEHUS pasHble Nonb3oBaTenu dyayT
NMOAKOYATLCA K Pa3HbIM CepBEpaM.

MpuMep: nonb3oBaTenb «1» 3anpaliMBaeT npuoxeHue «notepad.exe», NMpU 3TOM MOAK/IHOYAETCA K
cepepy «1». [Monb3oBaTenb «2» TOXe 3anpalUMBaeT MpUIOXKeHWe «notepad.exe», HO MNpu 3TOM
aBTOMAaTUYECKU MOAK/HOHAETCS YXKE K CepBepy «2».

MakcrMManbHOe KOJIMYECTBO TMOAK/HOYEHUM K HOZe MeTanpoBangepa MOXHO 334aTb KOMaHAOM

termidesk-vdi-manage, npeaBapuUTesibHO NepeKsIIOYMBLUMNCD HA NOJSb30oBaTens termidesk:

1 :~$ sudo -u termidesk bash

2 :~$ Jopt/termidesk/sbin/termidesk-vdi-manage tsdk_config set --section
Experimental --key experimental.plugins.metasessionsprov.maxConnectionCount --
value <3HauyeHue>

4.11 . Nob6aeneHune nocraBLmKa pecypcoB «Pusmueckas paboyas cTaHLmMA»

[Ons Bo3MOXHOCTM fob6aBneHms dusmMyeckor paboyen CTaHUMKM Kak MOCTaBLLMKA pecypcoB HEOOXO0AMMO
BK/IFOUMTb  3KCMEPUMEHTaNbHbIM MNapaMeTp experimental.provider.physmachine.enabled B

COOTBETCTBUM C noapazgesoM YnpaBneHUe aKCnepuMeHTalbHbIMK napameTpamu Termidesk.

®usnyeckas paboyas cTaHUMS J0MKHA BbITh 4OCTYMHA 418 noakJodeHMs no npoTtokony RDP.

Mocne BKNOUYEHUSI SKCMEPUMEHTANIbHOIO NapaMeTpa B rpacdmnyeckoM MHTepdence ynpasneHma nepenTm B
«KoMnoHeHTbl - MocTaBLMKM pecypcoB», a 3aTeM HaXkaTb Ha 3KpaHHYto KHonky [HoBbi] 1 BbibpaTh 13
BbinagaroLero cnmcka «Static IP Machines».

Ona pobaBneHmsa nocTaBLiMKa pecypcoB agMUHUCTpaTopy Termidesk Heo6xoguMMO 3aMoNHUTL AaHHbIe,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 15).

Tabnuua 15 - daHHble gna nobasneHuns dusmyeckomn paboyen CTaHUMKM Kak NOCTaBLUMKA peCypcoB

Mapametp OnucaHue
«HazBaHue» TekcToBOE HAMMEHOBAHWE MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHMe, UCMONb3yeMOe 4151 ONUCAaHUS Ha3HAYeHUs!
NoCTaBLLMKa pecypcoB
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4.12 . Jo6aBneHue nocraswmka Openstack

Ons  BO3MOXXHOCTM pobGaBneHus nocTaBwmka pecypcoB Opencstack HeobxoaMMo  BKAKOUUTL
3KCMNepUMEHTaNbHbIM NapaMeTp experimental.openstack.provider.enabled B COOTBETCTBMU C

noapasaenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.

3aTeM B rpacdmyeckom uHTepdence ynpaeneHus nepentu B «KoMnoHeHTbl - MocTaBWMKM pecypcoB», a
3aTeM HaxaTb Ha 3KpaHHyt KkHonky [HoBbit] n BbIOpaTb M3 Bbinagatowero cnucka «OpenStack
Platform».

Lna nobaBneHmsa nocrtasBwmka pecypcos Openstack agMuHucTpatopy Termidesk HeobxoamMmMo 3anonHUTL

JaHHble, NepeyunciieHHble B cTonbue «lNapameTp» cnepytrowlent Tabnumubl (cm. Tabnuua 16).

Tabnuua 16 — JaHHble ans nobaeneHms noctaslmka pecypcoB Openstack

MapameTtp OnucaHue

«HaszBaHue» TekcToBOE HAaMMEHOBaHWE MOCTaBLLMKA PECYPCOB

«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCrosb3yeMoe A1s ONMCaHUS
Ha3Ha4YeHUs1 NOCTaBLLMKa pecypcoB

«Mms xocTa» IP-agpec unu FQDN cepBsuca ayTeHTUbMKaLMM

«[MMopT» MopT ansa nogkntoueHus k Openstack, no ymonyanuto 5000

«MyTb» OnuwnoHanbHaga coctasnaowaa URI

«McnonbsosaTtb SSL» BkntoueHune ncnonb3osaHus npotokona SSL

«[lMpoBepaTtb SSL» BkntoueHune cTporom nposepku SSL

«NHTepdelic poctyna» MpoeHTudmkatop nHtepdenca poctyna Openstack

«JlomeH» MaoeHTudmkatop gomeHa Openstack

«lMNonb3oBaTenb» CybbekT, uMetoLmnii nonHomouusa ana ynpaeneHus B Openstack

«[Maponb» Habop cMMB0OI0OB, MOATBEPXKAAOLLMI HazHaYeHWe MOTHOMOUMIA

«KonnuyecTBo ogHOBpeMeHHO co31aBaeMbix BM» KonuyectBo ogHoBpeMeHHO co3gaBaeMbix BM Ha nnatdopme

«Konnuectso ogHoBpeMeHHO yaansemMbix BM» KonuyecTtso ogHoBpeMeHHO yaanseMbix BM c nnatdopmbl

«TanmayT» MakcuManbHoe BpeMsi oXxmaHus (B CeKyHAax) OTKAMKa OT
Openstack

4.13 . Pexkum Texobcny>kuBaHUA NOCTaBLUMKa PECYPCOB

Pe>xxuM TexobcnyykKuMBaHUS MpeaHa3HayeH A1 MJAaHOBbIX PEMNIAMEHTHbLIX WU aBapUMHbIX peXumax
paboTbl MocTaBLMKa pecypcoB. B pexxmme TexobcnyxkueaHus Termidesk He mcronb3yeT nocTaBLimKa

pecypcoB ans pasmelleHuns poHgos BPM.
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[Ons nepeBoda MOCTaBLUMKA PECYPCOB B PEXUM TEXOOCNY>XMBaHUS cnepyeT nepenTu «KoMMoHeHTbI -

MocTaBLUMKM pecypcoB» U HaXkaTb 3KpaHHYH KHonky [TexobcnykmBaHue] ¢ BbIGOPOM M3 BbINaaatoLLEero

CrMCKa 3HaYeHna « BKnrounTb» (cm. PucyHok 10). 3aTeM NOATBEPAUTL BKIKOUYEHUE PEXXUMA (cm. PucyHok 11).

TEQMI DESK @ @ CuUCTeMHBbI Nonb3oBatesb (admin123) v
@ ety MocTaBLUMKM pecypcoB
& KOMMOHeHTbl > MocTaBLWUKN pecypcoB
ﬁg HaCTp017IK|/| > HoBbIi v PepakTupoBaTb Ypanutb Texo6cny>xmBaHue v

BkiounTsb

HasBaHue ~ TexobcnyxusaHue  Tun BbikntounTs
4 Pabouve mecta >

brest BbiktoueHo MK CB bpect 1 16

stal BbikitoueHo CepBep TepMmyHanos 1 1

I|| MOHUTOPUHF > [3KcnepryMeHTabHBI]
ull

15 v | HacTp. 1232 K < 1 mn31 > »

PucyHok 10 — BkntoueHue pexknma Texobcny>KMBaHUs MOCTaBLLMKA pecypcoB

Brnwountb pe>xum TeXOGCny)KVIBaHVISI

Pexxnm TexobcnyxnBaHns bygeT BKIOUEH ANst MOCTaBLLMKa pecypcoB: stal.
Twn noctaBLuka: Cepeep TepMVHaNoB [3KCcrepyMeHTanbHbIN].

OTMeHUTb Braountb

PucyHok 11 - MNoaTeep>xaeHMe BKIHOYEHMUS peXXMMa TEXOOCTY>KMBaHUS

CocTosiHMe pexuma Texobcny>kmpaHus OyneT oTobpaxkeHO B cTonbue «Texobcny>xkmBaHue» CAMCKA
MOCTaBLLMKOB pecypcoB.

Lns oTKNOYEHUS pexxmMa TeXOBCNYXKMBAHUS HY>XKHO BblIOpaTb MOCTABLUMKA PECYPCOB, HaXKaTb 3KPAHHYO
kKHonky [Texobcny>xvuBaHue], a 3aTeM BbIGpaTh 13 BbINaAAOLLErO CMIUCKA 3HaYeHne « BbikaounTby.

Mo 3aBepLUeHMU TEXOBCNYXXMBAHMS MOCTABLUMK PECypCcoB MOXET BbiTb CHOBa Mcronb3oBaH Termidesk

ansa pasmeweHuns pongos BPM.
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5. AYTEHTUOUKALIMA MONIb3OBATEJIEN

5.1. O6wue cBepeHUA 0 AOMEHaxX ayTeHTUPUKaLmum
JoMeH ayTeHTUDUKALUM - UICTOYHUK CBEAEHUM O CYObEKTaX U UX MONHOMOUUSIX.

B Termidesk nopnep>knsarotca cnepytowme 4oMeHbl ayTeHTUdUKaumm:
* FreelPA;
» SAML;
» |P-ayTeHTUDUKaLMS;

MS AD vnu LDAP;

RADIUS.

ﬂop,u,emea HEKOTOpPbIX AOMEHOB ayTEHTVId)VIKaLI,VIVI MOXeT ﬂ,06aB}'IFITbC$I B pe>XXmnMe s3KCnepuMeHTalIbHbIX

OYHKUMN.

Ons pobaeneHusa B Termidesk pomeHa ayTeHTUdMKauum B rpaduyeckoM uHTepdernce ynpasieHuUs
cnepyeTt nepentu «KomnoHeHTbl - [loMeHbl ayTeHTUdUKaLMM», 3aTeM HaxkaTb 3KPaHHYHK KHOMKY
[HoBbIi4] 1 BbIGpaTh 13 BbiNaaatoLLEero CNMCcKa HY>XHbI AOMEH ayTeHTUdUKaL UK.

Kaxkabl foMeH ayTeHTUdUKALUUKM OMUCbIBAETCS MepevyHeM MapaMeTpoB, TpedyeMbixX Ans MOaydeHust
NOoeHTUDUKATOPOB CYOBLEKTOB M MHPOPMauumM o nonHoMoumsx. MpoBepuTb KOPPEKTHOCTb YKa3aHHbIX
rnapamMeTpoB MOXHO MpW MOMOLUM 3KpaHHOW KHomnku [TecT], pacrnonoxeHHor B TOM ke okHe. [ns

COXpaHeHWsi NapamMeTpPOB KOHMUIYpaLMKN HYXKHO MCMONb30BaTb 3KpaHHYH KHomnKy [CoxpaHuTb].

& Cnepyer npepycMmoTpeTb, 4YTO B Lensx 6e30MacHOCTM Yy4yeTHas 3anucb Aaa OWHOMHTra
(NoakntoYeHUs) K AOMEHY HE AO/HKHA UMETb MpaB Ha yAaJEHUE WU U3MeHeHWe obbekTa Tuna
«r0JIb30BaTEbY.

Co3paHHbIM fOMEH ayTeHTUdUKALUM MOXHO OTpeaakTupoBaTb. [na aToro B rpadmyeckom mMHTepderice
ynpasneHus cnepyet nepentn «KomnoHeHTbl - [loMeHbl ayTeHTUdMKaLMmM», 33aTeM TMOMETUTb

HeobXoAMMbBIN AOMEH ayTEHTUDMKALMU U HaXKaTb 3KPaHHYHO KHOMKY [PepakTupoBaTtb] (cm. PucyHok 12).

Bbinyck ot sHBapsi 2024 51



@ TERMIDESK C/ET.10001-01 90 02

TERMIDESK ® @ cucremuiinonaosarens ()~
@ O63op [llomeHbl ayTeHTUGUKaLMN
| &% KommoHeHTsl > [loMeHBI ayTeHTUdUKaLMN
o: HaCTpOMKVI > Mouck Q HoBbliA v Ypannte
NO Ha3BaHWKo UN IMMEHTapno
Mpuoputet * HassaHne Nonb3soBatenn KommeHTapum
L Pa6oune vecra >
MSAD MS Active Directory (LDAP)
_.||| MOHNTOPKNHT > 100 BCTpOeHHbIi BcTpoeHHbli 1

15 v HacTp. 1-3m33 « < 1 w31 > »

PucyHok 12 — OkHo BbibOpa AoMeHa ayTeEHTUPUKALUM A9 pefaKTUPOBaHMS

Co3aaHHbIN AOMEH ayTEHTUUKALMM MOXKHO MpU HEOBXOAMMOCTM yaanuTb. Ons 3toro B rpaduyeckom
nHTepdence ynpaeneHus cnepyeT nepentn «KoMnoHeHTb! - [loMeHbl ayTeHTUDUKALUMU», 3aTEM MOMETUTL

HY>XHbIW JOMeH ayTeHTUDUKALMKN U HaXKaTb IKPaHHYHO KHOMKY [YaanuTtb).

5.2 . lo6aBneHune ayteHTUdMUKaumm yepes Freel PA

Ons pobaeneHus B rpaduyeckom MHTepderice ynpasneHus cnepyet nepentn «KomnoHeHTbl - [JoMeHbl
ayTeHTUbUKaLMM», 3aTeM HaXkaTb 3KpaHHY kKHonky [HoBbIM] v BbiGpaTb M3 BbiNaAatoLEro CrMcKa
«Freel PA».

Ons pobasneHus B Termidesk ayteHTudukaumm yepes Freel PA agmMuHucTpatopy Termidesk Heobxoammo

3anoJIHNUTb AaHHblEe, NepeYNCIEHHbIE B CTOJ'I6LI,e «I'IapaMeTp» cnep,yrou.l,eﬁ TaGJ'IVILI,bI (cm. Tabnuua 17).

Tabnuua 17 — OaHHble gna nobasneHus ayteHTudmkaumm vepes Freel PA

Mapametp OnucaHue
«HassaHue» TekcToBOE HaMMeHOBaHWE JOMeHa ayTeHTUdUKaLUn
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMOb3yeMOe 4151 ONMCaHUSI Ha3HAYeHUs!

WUCTOYHUKA CBEAEHUN O cy61>eKTax U NX NnoONHOMO4YUAX

«MpuoputeT» MpenMyLLECTBO UCMONb30BaHMSA AOMEHA ayTEHTUdOMKALMUM NPU NPOBEPKE
CybbeKTa 1 ero NOSHOMOUMIA

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe ona UAEHTUGUKALUKM 06BEKTA BO
BHYTPEHHEN CTPYKType AaHHbIX Termidesk

«CepBUCHbIM aKKayHT» HasBaHuWe cepBMCHOMO akKayHTa, CO34aHHOI0 Npu A0HABNEHUM
MocTaBLUMKa pecypcoB

«OomeH» NpeHntudukatop obnactn Kerberos ans ayteHTudmkaumm
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MapameTtp OnucaHue

«Keytab» MyTb K ariny ¢ KNOYaMU AN CEPBUCHOMO akkKayHTa (Mpumep
dopMuposaHma daiina npueeaeH B nogpasaene MonyyeHue u nobasneHue
daiina keytab). Kaxkpas reHepaums keytab pomkHa nponsBoanTbCS B
HoBbIN dann. Mpu HeobXoANMMOCTU NOBTOPHOIO MCMONb30BAHNA UMEHU
danna cylecTeytowmii haitn 06a3aTeNbHO [oMKeH GbiTh yaaneH nepes

reHepaumen.
HeBakHo, AN Kakoro y3na cosgaH keytab, Heob6xoaMMo caMo ero
Hann4yue

«Cepsep FreelPA» FQDN pecypca, aBnstoLierocst ICTOYHUKOM CBEAEHUM O CyObeKTax U Ux
NOJIHOMOYMAX

«[Mposepka SSL» Mposepka ncnonbsosaHmna SSL

«[pynna agMUHUCTPATOPOB» HasBaHue rpynnbl, 4uneHam KOTOpoi NpesocTaBnsaoTcs GyHKLUK

aaAMUHUCTpUpoBaHus Termidesk

@ Mpu pobaeneHmmn BTOpOro AoMeHa ayTeHTudukaumm FreelPA (Mnn noMeHOB, OCHOBaHHbIX Ha
FreelPA, Hanpumep, nporpamMmHoro komnnekca «ALD PRO») HeobxoanMo co3aatb HOBbIV darin
keytab v 3a4aTb €My UMS, OTJIMYHOE OT YXKE CYLLLECTBYHOLLIErO.

LobaBneHne BTOPOro AoOMeHa ayTeHTUDUKALMMU He OTIMYaeTCsa OT fobaBneHus NepBoro.

& Tpu HeobxoguMocTh BBoZa B aoMeH FreelPA, passepHyTbii Ha OC Astra Linux Special Edition,
BPM c ppyron roctesor OC Linux, HeobxoaMmo BHeCTU u3MeHeHusi B dann /usr/lib/
python3.6/site-packages/ipalib/constants.py (cM. nogpasgen [MogrotoBka 6a3oBoro
BPM).

Ons  BO3MOXHOCTM  MOAKAOYMEHMS  ABYX(PAKTOPHOM  ayTEHTUDMKALMM  HYXKHO  BKIKOYUTH
3KCMepuMEHTaNbHbIM  MapameTp experimental.2fa.enabled (cM. noppasgen  YnpaeneHue
3KCNepuMeHTasbHbIMK NapameTpamMm Termidesk).
Mocne BkAtoueHMs NapaMeTpa npu nepexope «KoOMMNoOHeHTbl - [JOMeHbl ayTEHTUPUKALMMU» U HaxKaTUS
3KpaHHoOM KHonkn [HOBBIN] NosiBATCS HOBblE AOMEHbI ayTEHTUdUKaLMK:

» «FreelPA (2FA, 3kcnepuMm.)» - no3BONSIET BCEM MOJIb30BATENSIM MPOXOAUTL ABYX(DAKTOPHYHO

ayTeHTUdUKaLMIO;
» «FreelPA (2FA, HaTUBH., 3KCNepuM.)» - Nonb30BaTeNsIM TpebyeTcs Bpy4YHYo oTnpaBnaTb QR-kop,

[ANS HACTPOMKU ABYX(PaKTOPHOM ayTeHTUDMKALUM.

LByxdakTopHas ayTeHTUbMKaLMS OOCTYMNHA TONbKO NMpu Bxoge B Termidesk yepes Be6-nHTepdenc. Ons
NPOXOXAEHUS ayTeHTUDUKALMM HeobXoaMMO YCTaHOBUTb MpuioKeHUe FreeOTP Authenticator Ha

MOBU/IbHbIE YCTPOMCTBA MOMb30BATESEN.
® Termidesk He peanusyeT HenocpeacTBEHHO MeXaHW3M ayTeHTMdMKaumn. Ha koHTponnepe

nomeHa FreelPA pomkHa ObiTb nopkstoveHa ABYXdaKTOpHasi ayTeHTUdMKaLMS, TONbKO Moc/e
3Toro ee HeobxoauMo nobaBuTb B Termidesk, kak npuBeaeHo BbILLE.
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5.3 . No6asneHune ayTeHTUdMKaumm yepes ALD

& [obaeneHne nporpammHoro komnnekca «ALD PRO» B kauyecTBe OoMeHa ayTeHTUdUKaLUM
npounsBoamnTcsa Yepes gobasneHune Freel PA.

Ons pobaeneHus B rpadmyeckom mMHTepderice ynpasneHusa cnepyet nepentn «KomMnoHeHTbl - [JoMeHbl

ayTeHTMdMKaLMM», 3aTeM HaXKaTb dKpaHHYt KHonky [ HoBbIM ] v BbibpaTb U3 BbinagatoLlero cnucka

«Astra Linux Directory».

Ons pobaBneHns B Termidesk ayTeHTudukaumm udepes Astra Linux Directory (nanee - ALD)

agMuHucTpaTopy Termidesk HeobxoamMmo 3anonHUTL OaHHble, NepedncneHHble B ctonbue «lNapametp»

crnepyoLen Tabnnubl (see page 0).

Tabnuua 18 - daHHble gna nobaeneHus ayteHTudbmkaumm vyepes ALD

Mapametp OnucaHue
«HaseaHune» TekcToBOE HaMMeHOBaHWe fOMeHa ayTeHTUdUKaLUm
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHMe, UCMONb3yeMOe 4151 ONMCAHUSI Ha3HAYeHUS!
WCTOYHMKA CBEAEHUI O CyBbeKTaX U UX MOTHOMOYMUAX
«[Mpuoputer» MpenmyLLECTBO MCNONBL30BaHMSA OMEHA ayTEHTUUKALMM NMPU NPOBEPKE
cybbekTa 1 ero nosIHOMo4ui
«MeTka» MHbopmaumoHHoe none, UCNob3yeMoe Anst UAEHTUDMKALUM 06beKTA BO

BHYTPEHHEN CTPYKType AaHHbIxX Termidesk

«CepBUCHbIN aKKayHT»

Ha3BaHwue cepBUCHOro akkayHTa, CO34aHHOro npu AobaBneHum
MoCTaBLLMKa pecypcoB

«domeH»

MpeHTudurkatop obnactu Kerberos ans ayteHTudmkaumm

«Keytab»

MyTb K bariny ¢ KNOYaMKU AN CEPBUCHOMO akkayHTa (npumep
dopMuposaHua daiina npueeaeH B nogpasaene MonyyeHue u nobasneHue
¢daiina keytab ). Kaxkpas reHepaums keytab gomkHa NpousBoaMTbLCS B
HoBbIN dann. MNMpu HeObBXOANMMOCTU NOBTOPHOIO MCMONb30BAHNS UMEHU
darna cywecTeyowmin dhainn oba3aTenbHO 40/KeH BbiThb yaaneH rnepeg,
reHepaumen.

HeBaxxHo, ans Kakoro y3na coszaH keytab, HeobxoaMMo caMo ero
Hanunume

«[pynna agMUHUCTPaTOPOB»

HasBaHue rpynnbl, YUneHam KOTOpOW NpeaoCcTaBAstoTCs Npaea
agMuHUCTpupoBaHus Termidesk

«Cepsep LDAP (ALD)»

JomeHHoe uMs pecypca, SBASIOLErocs MCTOYHUKOM CBEAEHUN O
Cy6bEKTaX N NX NOJTHOMOYUAX

«TanMayT NoaKnoHeHUs»

Bpemsi oxxmpaHus (B cekyHaax) oTBeTa pecypca, SBAstoLLerocs
WUCTOYHUKOM CBEAEHUMN O CyBbeKTaxX U UX MOJHOMOYMAX

«Base DN»

KopeHb noucka B fOMeHe ayTeHTUDUKALUM
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5.4 . No6asneHune ayTeHTUMKaLmm yepes SAML

Mpoeanaep SAML - 370 eguHaa Touka BXoaa Nosib30BaTeNeN B pacnpeneneHHON CUCTEME, MO3BOSIOLLEN
ayTEHTUDULMPOBATECA B pPa3HbIX M HECBA3HbIX MeXAy COBOM 4acTax CUCTEMbl MOCPEACTBOM Beb-
6paysepa. HesaBucumo oT TOro, Kakou wucnonbsyetcs Tun 6uHamHra (binding), Bcerma npoucxoouT

nepeHanpaBneHUE Ha CTpaHuLy ayTeHTUdMKaumm «lMposangep SAML».

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTMdMKaLuMM», 3aTeM HaxkaTb 3KpaHHYt kHonky [HoBbIM] v BbiGpaTb M3 BbimajatoLlero cnucka
«SAML».

LOna po6aeneHus B Termidesk ayTeHTUdMKaumm yepes SAML agMuHucTpatopy Termidesk Heobxoammo

3aMoNIHUTb AaHHble, NepeYmcineHHble B ctonbue «lMapameTp» cneaytollent Tabnuubl (cm. Tabnnua 19).

Tabnuua 19 — JaHHble ans nobasneHms ayTeHTUdMKaumm Yyepes SAML

MapameTtp OnucaHue
«HazBaHue» TekcToBOE HAUMEHOBAHME AOMEHa ayTeHTUbMKauum
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMOob3yeMoe 4151 ONMCAaHUS Ha3HAYeH s
MCTOYHMKA CBEAEHMI O CYBbeKTaX U UX MOSTHOMOUYUAX
«[Mpuoputer» MpropuTeT MCNoNb30BaHMS AOMEHA ayTEHTUMKALLMM NPU NMPOBEpKE
cybbekTa 1 ero nNosIHOMouMi
«MeTka» MHdopmaumoHHoe none, ncnonb3yemoe ana UAEHTUGUKALUKM 06BEKTA BO

BHYTPEHHEN CTPYKTYpe AaHHbIX Termidesk

«ID knueHTa»

YHUKaNbHbIM UAEHTUDMKATOP KIMEHTA Ha CEpBUCE ayTEHTUDUKALUM
SAML

«URL mMeTagaHHbIX»

URL ans noakntoueHus kK cepsucy ayTeHTubmkauun SAML

«[lMpoBepka SSL»

Crporas nposepka SSL-ceptudmkaToB

«Tun BUHAMHra»

Cnocob otnpaBku oTBeTa cepucoM SAML Ha 3anpoc ayTeHTUdMKaLUU.
MoppepykmBatoTcs cnepytowme Tunbl: HTTP-Redirect, HTTP-POST

«Response Binding Type»

Bbi6op TMNa 6uHAMHra ans obpatHoro nepeHanpasneHus 8 SAML-
3anpoce. lMoaaepykuBatoTca cnenyrolme Tunbl: HTTP-Redirect, HTTP-
POST

«[MpuBaTHbIN KNItOY»

Habop cumBonoB npueatHoro kitoda ansa noanncn SAML-3anpocos

«®opmat Name ID»

®MopMaT conocTaeneHus naeHtTudbmkatopos nmeH SAML y noctasLmkos
YAOCTOBEPEHWI M NMOCTABLLMKOB YCIyr

«Group Attr Name»

Tun aTpnbyTa nonbsosatens (06bIYHO B 3TOM MOJIE YKA3bIBAETCS
3Ha4veHue Group)

«TanmayT»

Bpemsi oxxmpaHumsa oteeta oT SAML, B cekyHzax

Ons pabotbl c cepTudmkaTamMm MNpu MOMYYEHUM MeTafaHHbIX OT AOMeHa ayTeHTudukauum SAML
HeobXxoaMMO YCTAaHOBUTb KOpPHEBOW cepTUdMKAT ULeHTpa cepTudukaumMm u HacTpouTb Termidesk Ha

paboTy c cepTudmkaTamum (CM. nogpasgen YCTaHOBKAa KOPHEBOro cepTudmKaTa LeHTpa cepTudmrKauum).
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5.5 . Hdo6aeneHue |P-ayteHTUMKaLmm

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTUdMKaLMM», 3aTeM HaXKaTb 3KpaHHYt kKHonky [HoBbiM] 1 BbibpaTh M3 Bbinagatowero cnuncka «IP

ayTeHTUDUKALUS».

LomeH «IP ayTeHTUbMKauma» no3BonseT onpenensTb HasHa4YeHMe NpaB Ha OCHOBE CETEBbIX aApPeCcoB.
LOna pobasneHuns B Termidesk IP-ayTeHTUdMKauum agMuHucTpatopy Termidesk HeobxoauMMo 3amMonHUTL

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytrowlent Tabnumubl (cm. Tabnuua 20).

Tabnuua 20 — JaHHble gns pobasneHums |P-ayteHTUdMKaunm

Mapamertp Onucanue
«HazBaHue» TekcToBOE HAMMEHOBAHME AOMEHa ayTeHTUDMKauUK
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMob3yeMoe A1s ONMUCaHUS

Ha3Ha4YeHWs1 JoMeHa ayTeHTUdbMKauum

«[MpuoputeT» MpenMyLLEeCTBO MCMOIb30BaHMSA AOMEHA ayTEHTUDMKALMK MpPU NPOBeEpKe
cybbeKkTa 1 ero NosHOMo4YMin

«MeTka» MHdopmaumoHHoe none, Ucnonb3yeMoe Ans naeHTUbuKalumm obbekTa
BO BHYTPEHHeN CTPYKType AaHHbIxX Termidesk

«Pa3pelunTb NpoKCcMpoBaHUE» PazpewwnTb cybbekTam goctaBky BPM, Haxopswmxcs 3a npokeu-
cepBepom

5.6 . [o6asneHue ayTeHTUPUKauumu Yyepes MS AD (LDAP)

LOns pobaeneHus B rpaduyeckom mMHTepderice ynpasneHmsa cnepyet nepentn «KomMnoHeHTbl - [JoMeHbl
ayTeHTMdMKaLMM», a 3aTeM HaxaTb 3KpaHHY KHoOMky [HoBbIK] v BbibpaTb M3 BbiNajatoLLlero cnucka
«MS Active Directory (LDAP)».

Ona nobaeneHusa B Termidesk ayteHTUdukaumm yepes LDAP agMuHucTpaTopy Termidesk Heobxoammo

3aMnoJIHUTb AaHHble, NepedncieHHble B ctonbue «lMapameTp» cnesytowen Tabnmupl (cm. Tabamua 21).

Tabnuua 21 - daHHble gna pobasneHus ayteHTudmkaumm yepes MS AD (LDAP)

MapameTp OnucaHue

«HazgaHue» TekcTOBOE HaUMEHOBaHME JOMEHa ayTeHTUbUKaLUK

«KomMMmeHTapuii» MHdopmaumoHHoe coobLueHMe, UCMOoNb3yeMoe A1s1 ONMUCAHUS Ha3HAaYeHUS JOMeHa
ayTeHTUdUKaLMM

«[MpuopuTteT» MpenmyLLEeCTBO MCNONB30BaHMUS AOMEHA ayTeHTUdMKALMM NPY NPOBepKe CybbeKTa U ero
MONHOMOYUM

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe A MAeHTUGUKaLUKN 06BbEKTA BO BHYTPEHHEM
CTPYKTYpe AaHHbIx Termidesk

«Cepsep LDAP» IP-appec unm goMeHHoe UMs cepBepa, IBASIOLLLEroCs UCTOYHUKOM CBEAEHUM O CYyObEKTax U UX
MOSIHOMOUMSIX

«[MopT» TCP-nopT, Ha KOTOPOM 3anyLueHa cnyyba AoMeHa ayTeHTUDMKAL MM
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Mapametp

OnwucaHue

«Mcnonb3osatb SSL»

Mcnonb3oBaTthb 3almLLEHHOE COEAUHEHME NPU B3aUMOAENCTBUM C JOMEHOM ayTEHTUdUKALUM

«YyeTHasa 3anuncb»

YyeTHas 3anuck B dopmate Distinguished Name (DN) B spomeHe MS AD (LDAP),
ucnosbsyemas ana nogknatodeHms k LDAP.

Mpumep: CN=admin,0U=user ,DC=test,DC=desk

«[Naponb yyeTHOM 3anmncu»

Habop cuMB0o0OB, NOATBEP>KAAOLLMI MOMHOMOYMS 06bEKTa AJ1S MOAKIHOUYEHUS K CEpBEPY
LDAP

«TanmayT»

Bpemsi oxxmpaHus (B cekyHAax) oTBeTa pecypca, SBASOLLErocs ICTOYHUKOM CBeEHUN O
cybbekTax U UxX NOIHOMOUMAX

«KopeHb nouvcka»

KopeHb noucka B foMeHe ayTeHTUbUKaLuu B popmate DN.
Mpumep: DC=test,DC=desk

«Mma knacca
nonb3oBaTena»

ATpuBYT Knacca nosib3oBaTeNisl B AOMeHe ayTeHTUdMKaLMM (AN KOPPEKTHOMO 3aMoNHEHMUS
[aHHOro NMonsi HeoBXOAMMO yKazaTb 3HaudeHue «Person»)

«ATpnbyT naeHTudukaTopa
nonb3oBaTens»

ATpUBYT YHUKaNbHOMO MMEHWU UK MAEHTUDUKATOPA NONb30BATENS B AOMEHE
ayTeHTUdUKaLuuK (415 KOPPEKTHOO 3arMoNHEeHNUs AaHHOMO Mo HEOOXOAMMO YKa3aTb 3Ha4eHMe
«SamAccountName»)

«Cnucok aTpmbyTos
nonb3oBaTena»

Cnncok aTpubyToB, cosep>kaluii yHUKasbHble AaHHbIe NOb30BaTeNs, pasaeneHHble
3anaTbIMM (4151 KOPPEKTHOIO 3anoJIHEHMS JAHHOrO MOt HEO6XOAMMO YyKa3aTb 3HaueHue
«name»)

«Mms aTpubyTa rpynnbi»

ATpubYT NpUHAANEXHOCTM K rpyrnne B JOMeHe ayTeHTuduKaumm (418 KOPPeKTHOro
3aMo/IHeHWs JaHHOTO Mo/ HEOBXOAMMO YKa3aTb 3HAaUEHME «group»)

«ATPUBYT UMEHU rpynMbI»

NpoeHTudurkaTop rpynnbl, K KOTOPOM OTHOCUTCS CYOBLEKT B AOMEHE ayTeHTUDUKALMM.

Ecnu BkntoueHbl napameTpbl «Mcnonb3oBaTh peKypCUMBHbIM MOUCK rpynn» unu «Mcnonb3osatb
06paTHbIN NOPSILOK MPOBEPKM YJIEHCTBA MOJb30BaTENEN», TO HEOOX0AMMO YKa3aTb 3HaYeHME
«distinguishedname». Ecnu ykasaHHble napaMeTpbl OTKJIKOUYEHbI, TO MOXKHO UCMOJIb30BaTb
3HAYEHME KCN».

Mpu ucnonb3osaHuK 3HadeHus «distinguishedname» npu nobaBneHUn rpynnbl B AOMEH
ayTeHTUdUKaumm no nyTn «KomnoHeHTbl - [loMeHbl ayTeHTUDMKauuu - HaumeHoBaHue
JoMeHa - [pynnbi» HY>KHO 3aZlaBaTb ANIMHHbIE UMEHa rpynn, HanpuMep: CN=KopHeBas
rpynna,CN=Users,DC=test,DC=desk. [1pn NCNONb30BaHNUUN 3HAUEHUS «CN» HYXKHO
MCMOJIb30BaTb KOPOTKUE UMEHA rpynm.

Ecnu napameTp « ATpubYT UMEHM TpyNMbl» Gbl1 U3MEHEH, TO HEOBXOAMMO 3aHOBO f06aBUTb

rpynmbl, UCMOb3Ys COOTBETCTBYIOLLIME UMEHA FPYNM: ANS «CN» - KOPOTKME UMeHa, Ais
«distinguishedname» - anMHHbIE MMeHa

«ATpuByYT uneHcTBa B
rpynne»

NpeHTudukaTop rpynnbl 418 Ha3Ha4YeHUsl MOTHOMOYMI CYBBbEKTY (A1 KOPPEKTHOIO
3aMno/IHEHMS! aHHOTO MoJii HEOBXOAMMO YKazaTb 3HAYEHUE «member»)

«ATpubyT rpynn ans
LDAP-3anpocoB»

ATpuBYT, OnpeaenatoLLmMin Frpynnbl MOAb30BaTeNs MPU 3aMpocax K Cy>kbe KaTaaoros.
Bo3MoxkHbie 3HaueHust: «objectClass», «objectCategory»

«Wcnonb3oBaTb
PEKYPCUBHbIM MOUCK
rpynn»

Mpu 3anpoce rpynn nonb3oBaTensi 6yayT yUTeHbl Er0 pOAUTENbCKME TPyNibl, B KOTOPbIX OH
COCTOUT HesIBHO.
Ecnun pononHutensHo BkAtoyeH napametp «Mcnonb3osath 06paTHbIM NOPALOK MPOBEPKM

YNeHCTBa I'IOJ'IbBOBaTEJ'IePI», TO NapaMeTp «Mcnonb3osatb DEKprMBHbe/‘I MOUCK Fpynn» MOXHO
He BKNKOYaTb
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Mapametp OnwucaHue

«Mcnonb3oBaTb 06paTHbI | MpoBepka COOTBETCTBMS UYIEHCTBA NOJb30BATENS B rpyrnnax AOMeHa ayTeHTUdUKaumm
nopsifoK NpoBepKu uneHcTBy B rpynnax Termidesk. [ns paboTbl GyHKLMOHaNa Heo6xoaMMo, YTobbI 6bin 3a4aH
UNeHCTBa Nosb3oBaTtener» | napameTp « ATpUBYT MMEHU rpynnbl».

Mpw 6onbLIOM KONMYeCTBE rpynn HEMOCPEACTBEHHO B AOMeHe ayTeHTUdukaumm MS AD
(LDAP) Hy>KHO BKItOUMTb 3TOT nNapameTp. B aTom cnyuae cHavana BymeTt npoBepsaTbCs
BXOXAeHWe nonb3oBaTens B rpynnbl B Termidesk (B ToM uncie pekypcuBHo), 3aTem byaeT
npoucxoamnTb NpoBepKa HanAeHHbIX rpynn Ha cepsepe MS AD (LDAP).

Mpw BbIKAOYEHUM 3TOrO NapamMeTpa NPUMEHSETCS HAacTPoliKa Bbibopa ATpubyT rpynn ans
LDAP-3anpocos: «objectClass» unu «objectCategory».

Mpu BkNtOUYEHMM 3TOrO NapaMeTpa BCEraa NPUMEHSETCS HAaCTPoMKa Bbibopa ATpubyT rpynn
ans LDAP-3anpocos: «objectClass».

5.7 . No6asneHve poMeHa ayTeHTUPUKauum RADIUS

Ons pobaeneHuss gomeHa ayTeHTUdukaumm RADIUS HeobxogMMo BKAKOUUTHE 3KCMEPUMEHTANbHbIN
napaMeTp experimental.radiusauth.enabled B COOTBETCTBMM C nogpasgenom  YnpaBneHue

3KCrnepMMeHTaNnbHbIMU NapamMeTpamMu Termidesk.

Mocne BKNHOYEHUS 3KCMEPUMEHTaNIbHOro MapaMeTpa B rpaduyeckoM mMHTepdence ynpasneHus crepyet
nepenTn «KoMnoHeHTbl - [omeHbl ayTeHTUdMKaLMU», 3aTEM HaKaTb 3KpaHHYt kHonky [HoBbin] u

BblOpaTb 13 BbiNaaatoLlero cnmcka «Radius».

3ateM agMuHucTpatopy Termidesk HeobxogMMO 3anMONHUTL A[aHHblE, MepeyvucsieHHble B CToNbue

«[MapameTp» cnenytoLLien Tabnunubl (cm. Tabauua 22).

Tabnuua 22 - daHHble gna nobaeneHus ayteHTudmkaumm Radius

MapameTp OnucaHue
«HasBaHue» TekcToBOE HanMeHoBaHMe AOMEHa ayTeHTVI(bVIKaLI,MVI
«KOMMeHTapwﬁ» MHCbOpMaLI.MOHHOE COOGLLI.GHME, ncnosblyemMoe gna onmcaHmnsa HasHavdeHua

MUCTOYHUKA CBe,EI,EHVIl‘;I (o] Cy6'beKTaX N UX NOTHOMOYUAX

«[Mpuoputer» MpenmyLLLECTBO MCNONB30BaHMSA JOMEHA ayTEHTUUKALMM NMPU NPOBEPKE
cybbekTa 1 ero nNosHOMo4uM

«MeTka» MHdopmaumoHHoe none, ncnonbsyemoe A MAeHTUGUKaLUK 06beKTa BO
BHYTPEHHeN CTPYKType AaHHbIxX Termidesk

«Radius cepeep» IP-agpec unu nomMeHHoe UM pecypca, ABNAHLLEroCs UCTOUHUKOM
CBeAeHui o cybbekTax U ux nonHomoumsx (cepsep RADIUS)

«AyTEHTUPUKALMOHHbBIN NMOPT» MopT ons 06paboTKM 3aNpoCcoB Ha ayTEHTUPUKALUIO

«CekpeTt» Habop cumBonoB (Maposnb), NOATBEPXKAAIOLLMIA NOAKIHOUEHME K CEPBEPY
RADIUS

«TanmayT» MakcrManbHoe BpeMsi oxkuaaHus (B ceKyHax) Aflsl yCTaHOBKM
coefMHeHUs

Banupauma 3apaHHbIX NapamMeTpoB 3KpaHHOW KHomkou [TecT] npoBepsieT KOppeKTHOCTb 33a4aHHOMO
MMeHn cepeepa (BO3MOXHOCTb nonyuntb |P-agpec, wucnonbays DNS), poctynHocTb cepBepa

(koppekTHbIV NopT, paboTocnocobHocTb cepeepa RADIUS).
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Mocne pnobaBneHus pomeHa ayTeHTUdMkaunm RADIUS Heobxoammo nepenTu B CO34aHHbIA OBBLEKT U
yKa3aTb aKTyaslbHbI CIMCOK FPYIM, NOJIb30BaTENM KOTOPbIX MOrYT Npou3BoauTh Bxod B Termidesk.

Mpu panbHerwen skcnnyatauum cepBep Termidesk, ob6bpabaTbiBas 3anpoc Ha ayTeHTUhMKALMUIO,
MONYy4YaeT aKTyaslbHbIM CMUCOK FPynn Mosb30BaTeNns U CPaBHUBAET CO CBOeW KoHdurypaumen. Ecnm Hu

OOHOro coBrnageHUda He O6Hapy)KEHO, TO NMOJ1b30BaTEJHO 6y,u,eT OTKa3aHO B O0OCTyne.

& KoHdurypaumsa cepsepa RADIUS pgomkHa yunTbiBaTh Mepefady Cnuvcka rpynn nosib3oBaTensi B
aTpubyTe ¢ kntouoM 25 (Class) B oTBeTe co cTaTycoM aBTOpU3aLUMN.

Lna koppekTHoro nonydeHus cnmcka rpynn Ha Termidesk cepsep RADIUS mMoxeT 6biTb HacTpoeH

cnenyrowmM obpasom:
& TMpumep HacTponkn npuseneH ana cepsepa freeRADIUS.

» dann /etc/freeradius/3.0/mods-enabled/ldap AOMKEH COQEPXKATb KOHCTPYKLMIO BUAA:

1 ldap {

2 -

3 update {

4 ce

5 reply:memberOf += 'memberOf’
6 }

7 ..

8 }

* B dann /etc/freeradius/3.0/dictionary HeobxoaMMO f06aBUTL CTPOKY:
ATTRIBUTE memberOf 3001 string

* B danne /etc/freeradius/3.0/sites-enabled/default HEOBXOAMMO HaWTU CEKLMUIO post-
auth n [06aBUTb perynsipHoe BblpaXkeHue, hUNbTPYoLee Ha3BaHME TPyMmnbl U3 MOMYy4YaeMbiX OT

cepBepa aTpmnbyTOB:

1 foreach &reply:memberOf {

2 if ("%{Foreach-Variable-03}" =~ /CN=([",=]1+)/) {
3 update reply { Class += "%{1}" }

4 }

» B dhanne /etc/freeradius/3.0/mods-enabled/exec ykasaTb AN NapaMeTpa wait 3HauyeHue

yes:

wait = yes
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5.8 . No6asneHune ayTeHTU(PMKaLMKM Yepes BHYTpeHHIow B[,

LOna pobaBneHuns ayTeHTUbMKAUMKM Monb3oBaTeNnen vepes BHyTpeHHtow bl HeobxoaMmo ycTaHOBUTL B
Termidesk nnarvH pacwupenuss termidesk_internaldbauth B coOOTBETCTBMM C MoApa3nesioM

YcTaHoBKa nsiarMHOB pacLLUMpPeHUN.

lMocne ycTaHOBKWM MnarvHa paclimMpeHus B rpaduyeckoM uHTepdence ynpaBneHust crnepyeT MnepenTu
«KoMnoHeHTbl - [loMeHbl ayTeHTUdMKaALMM», 3aTEM HaXKaTb 3KpaHHY kHonky [HoBbiM] 1 BbiGpaTh U3
BbiNaJatoLlero cnucka « BHyTpeHHsas b/, skcnepum.».

Ona pobaBneHns BHyTpeHHen Bl kak pomeHa ayTeHTUdUKauMm agMuHUCTpaTtopy Termidesk
HeobXoAMMO 3aMoNHUTL AdHHbIE, MEpPeYUCNeHHble B cTonbue «[lapameTp» cnepytowen Tabauubl (cm.
Tabnuua 23).

Tabnuua 23 — [aHHble gns nobaBneHMs ayTeHTUdUKaLMKM Yepes BHYTPeHHo Bl

Mapametp OnwucaHue
«HazBaHue» TekcToBOE HAMMEHOBAHME AOMEHa ayTeHTUbMKaLum
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCrob3yeMoe 415 ONUCaHUS

Ha3Ha4yeHUqa UCTOYHUKa CBEAEHMVI o Cy6'bEKTaX U UX NOJIHOMOYUNAX

«[MpuoputeT» MpenMyLLECTBO MCMOJIb30BaHMS AOMEHA ayTEHTUDMKALMUK MPU
npoBepKe Cyb6beKTa M ero MOJIHOMOYNIA

«MeTka» MHdopmaumoHHoe none, ucnonb3yemoe ana naeHTUbUKaLmum obbekTa
BO BHYTPEHHEN CTPYKType AaHHbIX Termidesk

«Pa3Hble nonb3oBaTenu Ans XoCToB» [na nonb3oBarens, BbINOMHSAIOLLENO BXOZA C Pa3HbIX XOCTOB, byayT
CO34aHbl pasHble YYeTHbIE 3aMncu

«O6patHbI npocMoTp DNS» [lns noakno4aoWmMxcs XoCcToB byaeT Npomn3BoaANTLCA 06paTHBbIN
npocmoTtp DNS nns onpeneneHus umeHn xocta no ero |P-agpecy

«PaspelunTb NpoKCcMpoBaHUE» 3anpocsl Yepes Npokcu-cepeep ByayT OCYyLLECTBAATLCA OT
nepecbiiiaemoro |P-uctouHuka

5.9 . OeicTBUs Hap Nonb3oBaTeNIsIMU B AOMEHE ayTeHTUdMKaLUm

Monb3oBaTenn — nepevyeHb OOLEKTOB, MMEKLLIMX B paMKax [AOMeHa ayTeHTUdUKauuu cnyxebHble

dYHKUMM Ha ncnosb3oBaHue poHaos BPM.

Mocne Bxopa nonb3oBaTens B rpaduyeckui nHTepdenc ynpasneHms Termidesk gocTynHbl cnepytowme
[EeNCTBUS Hag, Nosib30BaTENSIMU BHYTPU AOMEHa ayTeEHTUDUKALUM:

* penakTUPOBAHME;

* yaaneHue;

* MNPOCMOTpP CBEAEHUM.
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(® PepakTupoBaHMe U ydaneHue MoNb30BaTens B AOMeHe ayTeHTUdUKauMM B rpadmyeckoM
nHTepdence ynpaeneHus Termidesk He NPMBOAUT K KaKUM-TMBO U3MEHEHMAM 0BbEKTA B CyXbe
KaTanoros.

Ons penakTupoBaHus MHdbOpMaumMm o nosib3oBaTene cneayet nepentu «KomnoHeHTbl - [lomeHbl
ayTeHTUdbMKaumMm», 3aTeM B cTonbue «HasBaHMe» cBogHOM Tabnuubl HaXKaTb Ha HaMMeHOBaHME AOMeHa
ayTeHTUdMKaLuK.

B oTkpbiBIeMcs okHe B Tabnuue «[lonb3oBaTenm» BblAENNTb CTPOKY C MMEHEM MOJIb30BaTENSt U HaXkaTb

3KpaHHYIO KHOMKY [PenakTnpoBatb] (cm. PucyHok 13).

PepgakTupoeaTb brestadmin

Norun brestadmin
Wma brestadmin
KoMmeHTapuin

Cratyc AKTUBHBIA

MNepcoxan m

AgMuHUCcTpaTop
Fpynnbl brestadmins, brestusers

Paspewenwsa Huuero He BbIGpaHo
aoctyna Kk API

Ponn Huyero He BoibBpaHo

OTMEHWTL CoxpaHuTe

PucyHok 13 — OKHO penakTUpOBaHUS NOJIb30BATENS AOMEHA ayTeHTUdUKaLMM

Lna pepakTupoBaHWs nonb3oBaTens agMMHUCTpaTtopy Termidesk Heob6xogMMO 3anoNHUTL AaHHbIE,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 24).

Tabnuua 24 — [JaHHble ons pefakTUPOBaHMS MoJb30BaTeNs LOMEHa ayTEHTUhMKALUK

MapameTp OnucaHue
«JloruH» NpeHTudukaTop cybbekTa B lOMeHe ayTeHTUdMKaLUK
«max» OTob6parkaeMoe MMs cybbekTa B Termidesk
«KoMMmeHTapuin» NHdopmaLmoHHoe coobLLEeHMe, MCMoNb3yeMoe A1 ONUCaHNs

Ha3Ha4yeHWnsa nosb3oBaTensa

«Cratyc» XapaKTepucTrKa COCTOsIHUS CybbekTa nNpu gocTyne K ¢poHay BPM

«[MepcoHan» Cny>ebHble dyHKLMM cybbekTa npu goctyne K Termidesk
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Mapametp OnucaHue

«AOMUHKUCTpaTOp» Cny>ebHble GyHKLMM CyObEKTa NpW JOCTYNE K rpacdryeckomy
nHTepdency ynpaeneHuns Termidesk

«[pynnbi» HaumeHoBaHMe rpynn, UCNosib3yeMbIX 415 ONPeneneHUs paspeLleHni
no poctyny k ¢poHgam BPM

«Pa3zpelweHus goctyna k API» MonHomoumsa ana pnoctyna K APl-uHTerpauum ¢ cuctemori pesepBHoro
KONMpoBaHus
«Ponu» HaszHaueHwue cny>kebHoM hyHKLMMU yKazaHHOMY MOJb30BaTeNtO

Ona ynaneHus nonb3oBaTenss u3 AOMeHa ayTeHTUdMKaumu Heobxoammo nepentn B «KOMMNOHEHTDbI -
LdomeHbl ayTeHTUbMKaumm», B cTonbue «HasBaHMe» CBOAHOM Tabnuubl HaXaTb Ha HauMMEHOBaHWE
JoMeHa ayTeHTudukauun. B oTkpbiBwemMcs okHe B Tabnuue «[lonb3oBaTenu» BblAeNUTb CTPOKY C

MMeHeM MoJIb30BaTeNs U HaXkaTb 3KPaHHYO KHOMKY [YaanuTb].

5.10 . YnpaBneHue ayTeHTUdMUKaALMENA HAa OCHOBE aApecoB CETU

AyTeHTUDUKALMA Ha OCHOBE aApecoB CETU MCMONb3yeTcs ANs NpeaoctaBneHuss pgoctyna K BPM,

6asumpyacb Ha IP-agpece nctovHMKa, C KOTOPOro NpomnsBoamnTCS 3anpoc K poHay BPM.

LOns pobaBneHus guanasoHa ceTy agMuHUCTpaTopy Termidesk B rpaduyeckom nHTepderice yrnpaeneHus
cnepyet nepentn «KomMnoHeHTbl - CeTu», HaXkaTb 3KpaHHYtO KHoMNKY [HoBbINM], 3aTeM 3anonHUTL AaHHbIe,

nepeyncrieHHble B cTonbue «lMapameTp» cnenytroLlen Tabamubl (cm. Tabnuua 25).

Tabnuua 25 - daHHble pna nobaBneHus ayTeHTUdMKALMM Ha OCHOBE a4 pPeECOB CETU

Mapametp OnucaHue
«HasBaHune» TekcToBOE HaMMEHOBaHWE UCTOYHUKA CBELEHUI O CYBbEKTaX U MX MOAHOMOUMAX
«duanasoH» [nanazoH ceTeBbiX afpecoB, KOTOpble ByayT MCMONb30BaTLCA AN
naeHTUbUKauum cybbekTa

COB,EI,aHHbIe TakKnM o6pa30M Anana3oHbl MOXHO OTpeaakKTMpoBaTb, AOJid 3TOro0 HYXHO MNOMETUTDb
YKE/TAEMbIN AMarnasoH aapecoB, a 3dTeEM HaX>XaTb 3KPAHHYH KHOMKY [Pe,anTVIpOBaTb].
Ona yaaneHnda Cco3gaHHOro auarna3soHa HeO6XO,£I,MMO NMOMETUTb >XEeNaeMblh AMana3oH agpecoB, a 3aTeEM

HaXkaTb 3KpaHHYH KHoMky [YaanuTs).

& [11ana3oH ceTeBbIX aApPecoB MOXET BbITb YAa/IEH TOJIbKO B TOM C/ly4ae, eC/IM OH He UCMONb3yeTcs
doHgom BPM.
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6 . BUPTYAJIbHbIE PABOYMUE MECTA

6.1 . Obwpme ceeaeHus o BPM

BPM - 370 rocteBas OC, yctaHoBneHHas Ha BM, pocTyn K KoTopon peanusyeTcs C NOMOLLbEO MPOTOKONA

YAANEHHOro JOCTyna.

Termidesk BbinonHaeT nogrotoeky BPM Ha ocHoBe 3agaHHbIX wabnoHos BPM. Kaxabin noctaBLumK
pecypcoB NoALep>KMBaeT CBOM Habop TunoB wabnoHos BPM.
MoppepykneaemMbiv B Termidesk cnmcok Tvnos wabnoHoe BPM npuseneH Huxe:

* WabnoH Ha OCHOBe CBA3aHHOrO K/JOHAa - npeanonaraet co3gaHve BPM u3 6asosoro obpasa Ha
nnaThopMe BUPTYaIM3aLnmM B PEXXMME MHKPEMEHTHOIO KOMMPOBaHMS;

* WabnoH Ha OCHOBE MOJIHOFO KJIOHa - npeanonaraet co3gaHve BPM u3 6asoBoro obpasa Ha
nnatdopMe BUPTYanm3aLmm B peXKMMe NoSIHOMO KOMMPOBaHUS;

* CBA3aHHbLIM KMNOH Ha 6as3e cHanwoTa - npeanonaraet co3gaHne BPM Ha ocHoBe cHMMKa
BMPTYa/lbHOIMO >XeCTKOro amcka 6asosov BM. B stom cnydvae Ha nnatdopme BuUpTyaamsauum
[OMKHa ObITb pa3BepHyTa HenocpeacTeeHHo BM;

* WabnoHbl CEpBEpPOB TepMWUHANoOB - npegnonaraet co3gaHue BPM Ha ocHoBe TepMMHanbHOro

A0CTyna nnn goctyna K OFIy6J'IVIKOBaHHbIM Ha cepBepe TepMMUHAN0B NPUNTOXKEHUAM.

Ons pobaBneHus wabnoHa BPM B rpaduyeckom wuHTepdence ynpaBneHuss cneayeT nepenTu
«KomnoHeHTbl - [locTaBwumku pecypcoB», B cTonbue «HasBaHue» cBOAHOW Tabnuubl HaxaTb Ha
HauMeHOBaHMe MOCTaBLUMKa PeCypCOB.

Janee B OTKpbIBLLUEMCS OKHE C/leflyeT HaXkaTb Ha 3KpaHHY kHorky [HoBbIM], a 3aTeM 13 BbinagatoLlero
cnucka BbibpaTb noaaep>kneaembiit B Termidesk cnocob dopmmnpoBaHmsa wabnoHa BPM.

Co3paHHble wabnoHbl BPM MoxHO pepakTnpoBaTtb, A 3TOro HEOH6XOAMMO BbIOpaTh LWAGMOH, a 3aTeM
Ha)kaTb Ha 3KpaHHYO KHoMKy [PepakTupoBaThb].

Co3paHHble WabnoHbl MOXHO YAANUTb, AN 3TOr0 HEOOXOAMMO BblOpaTb LWAb/MOH, a 3aTeM HaXkaTb Ha

3KpaHHY KHomKy [YaanuTtb].

A LWabnoH MoxeT BbITb yAaNEH TONbKO B TOM C/y4ae, eCNW OH He ucnosb3yetcs poHaom BPM.

6.2 . OTobparkeHne cnucka BPM us Bcex ¢poHaoB

Lna 6onee acdekTnBHOrOo agMmnHUCTpupoBaHus Termidesk npepgycmMoTpeHo oTobpayxkeHne BPM ums Bcex
¢$hoHAOB, B TOM uncie Ha3HavyeHHble BPM, a Takyke co3aaHHble U pa3MeLLEHHbIE B KELLE.
Lna nonyyeHus cnmncka Heobxoammo nepenTn «Paboune mecTta - MHamMBMAYyanbHble paboyme MecTa» (cm.

PucyHok 14) mnu nepentm no ccbinke «Paboume mecta» u3 dyHkumm «O630p» (cm. Pucyrok 15). [lo
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YMOJIYaHUIO 3annUCKU B MPeaCcTaBNeHHOM CMUCKE (cM. PucyHok 16) 6y,u,yT ynopaaodeHbl cornacHo CTO}'I6LI,y

«[ata co3gaHusa» no ybbiBaHMIO.

& OTobpaxkeHne crnvcka byaeT AOCTYNHO aAMMHUCTPATOPY, €C/IM Y HEro ecTb MoJb30BaTeIbCKoe
pa3pelueHue «l1pocmMoTp hoHA0B paboumx MecT».

[@ TERMIDESK @ @CmmemHnlﬁ nons3oBarens (admin123) v
=
@ 0630p PaGoune MecTa
o .
& KoMnoHeHTsl > orast Ta Bl 2 Nocraewmkm B2 ®oHAbI paboymx U 2 lomensl
— pecypcoB mect ayTeHTUdVKaumum
2 .
WuamsupyansHbie @ 2 * 0 @ 2 & 0 a1l I@Idl-
£ Hacrpoiikn >
paGoyne mecta =
= 2
L PabGouve mecra »
noNb3oBaTtenei KOHKyF)EHTHbIE COEeANHEHMA

,.||I MoHWTOpUHT > 9 13 10 gocTynHo

-

B Freelpa ,I

B BcTpoenHbii
AKTWMBHO

o

PucyHok 14 - Mepexop k cnucky BPM uepes «Paboune mecta - UHaMBMAyanbHble paboyune MecTa»
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@ @CMCTEMHblﬁ nons3osatens (admin123)

I £ 2 pabouve mecta I g2 MocTaBLwmkn

& KomroHeHTbl >

pecypcos
a2 o ®2 Ko
ﬁﬁ HacTpoiikn >
® o 2

m Pabouwe Mecta >

Pacnpep,eHEHme noNb3oBartenei

all MorvTopunr - > W Seero

B Freelpa

1 B BcTpoeHHblit
Bcero

B 2 dongl paboumx U 2 lomeribl
MecT ayTeHTUdMKaLMK
®2 Ao a1l EHa

KDHKypEHTHbIE COeNHEHWNA

9 1z 10 gocTynHoO

.
1

AKTUBHO

PucyHok 15 - Mepexop k cnucky BPM uepes dyHkunto «O630p»

= [ TERMIDESK

@ @Cuaemthﬁ nonb3oeatent (admini123) v

& O630p

WHavenayansHsle pabouve mecra

& KommoHeHTsl > VHanBmayanbHble paGoune Mecta

ﬂ HacTpoiiku > C (| 10cex ~ P 3anyck | IlMNaysa | B Boikn (6esonacko) | v C NepesarpysuTs
Mouck Q CoobLieHve | YaanuTs
N0 Ha38aHWK BPM v GoHAE, yHVKanEHOMY W/,
= Pa6ouve mecta » TeeEsy) eains,
Aata CraTyc
-llll MoruTopuHr > cosganva -~ Pepakuus | YHukanbHbid M4 IP-agpec HassBaHwe  ®oHg Cratyc ob6HoBNEH Wcnonbsyetcs
24.11.2023, 10.100.254.74 stal_session [leiicTBUTENBHBIA 24.11.2023,
13:01:51 13:01:52
| 4 08.11.2023, 1 02:00:D4:99:09:55 10.100.254.73 cl-00000 astra JeAcTBUTENEHBIA 08.11.2023, Het
12:06:34 13:09:01
4 »
15 v | HacTp. 12m2 | K | < 1\ws1 > >

PucyHok 16 - Mpumep oTobparkeHus cnucka BPM

Ka>K,u,a$| 3anncCb Cnm1cKa 6y,EI,ET cConpoBOXXAaTbCA MHOVKaLMEN (cm. Tabnuua 26) COCTOAHUA BM.

Tabnuua 26 — MHaukauma coctosaHua BM

NHpomkauma

OnucaHue

@

CocTosiHue HensBecTHO. CTaTyc nosiBnsieTcsl, korga coctosHve BM He noagxoauT nog,
npuBeaeHHbIe HUXKE. Takoe COCTOSIHWE TaK)KeE MOXET CBUIETENLCTBOBATb, YTO B HOHAE,
KoTopoMy npuHaanexut BPM, He nopaepyuBaeTcs ynpasneHue nutaHvem BM.

DkpaHHble kHonku [3anyck], [Maysa], [Boikn (6e3onacHo)], [[epesarpysuts] byoyT
HEAOCTYMHbI AN MCNONMb30BaHUA
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Nnaomkauma

OnucaHue

BM BkntoueHa

BM HaxoauTca B crisiLeM pexume

BM BbikntoyeHa

OcHoBHble napaMeTpsbl cnucka BPM npuseneHbl B Tabnuue (cm. Tabnnua 27).

Tabnuua 27 — OcHoBHble NapameTpbl cnucka BPM

MapameTp

OnucaHue

«[aTta co3paHua»

BpemeHHasi MeTka BbiNonHeHUs nybaukaumm BPM

«Pemakuma»

MopsaakoBbIi HOMep BepCUMM NYBMKALMM

«YHUKanbHbIN NO»

YHuKanbHbi naeHTUdUKaTtop BPM: MAC-aagpec nnu HoMep ceccum

«|IP-appec»

IP-appec, Ha3HayeHHbIN BPM

«Ha3BaHue» HavumeHoBaHne BPM u ccbinika Ha ero xxypHan
«®DoHa» HaumeHosaHune doHaa BPM u ccbinka Ha Hero
«CraTyc» ®nar ucrnonb3osaHus nybnnkauuu BPM us ponga BPM

«CraTyc 06HOBNEH»

BDEMEHHaﬂ MeTKa 0bHOBNEHMUSA CTaTycCa

«McnonbsyeTca»

®nar HasHaueHus BPM. 3HaueHne «HeT» cBMaeTensCTBYET O TOM, YTO
BPM HaxoouTca B KkeLie

«XOCT UCTOYHMKA»

HaumeHoBaHMe MHMUMaTOpa Bbigaym BPM

«IP ncrtouHmka»

IP-appec vHnuuaTopa Bbigaun BPM

«Bnapeneu»

Cyb1bekT, MHMUMKUpPOBaBLLNK Bbiaady BPM

«Bepcusa areHTa»

Bepcus koMnoHeHTa « AreHT», ycTaHoBneHHoro B roctesori OC BPM

Ha cTpaHuue co cnuckom BPM MOXKHO BbINOAHMTbL NOUCK NO:

* HauMeHoBaHuo BPM;

* HaMmeHoBaHuto ¢doHaa BPM;

* YHUWKanbHOMY naeHTudbmkatopy BPM;

» |IP-agpecy BPM;

= crtatycy. lNouck no cTatycy BO3MOXEH Mpu MOAHOM YKa3aHUMM HaMMEHOBaHMS CTaTyca B CTPOKE

nowucka, Hanpumep: «encTBUTENbHbIN».

(® B cTpoke noMcKa MOXHO 3a[aTb MHOMXECTBEHHble MapaMeTpbl, OHU 6yayT O6beaUHEHDI
nornyeckum «M»: To ecTb, pesynbTaTt nomcka byaeTt oTpaxkatb Te BPM, koTopbie yaosneTsopsatoT
BCEM 3aAaHHbIM MapaMeTpaM. B kayecTtBe paspenutens 3HayeHWM MOryT ObITb WCMONb30BaHbI
CMMBOJIbI: «,» (3ansTas), «, » (3anaTas c npobenom), npoben.

Lna oTnpaBku coobLueHMs BO BCe Ha3HadeHHble nonb3osatensasm BPM doHaa, kK KoTopoMy NpuHAANexXmnT

BblbpaHHas B cnuncke BPM, HykHO HaxaTb 3kpaHHyto kHonky [CoobweHue]. OTnpaBka coobLieHus
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BO3MOXKHA, ecm napameTp «CraTyc» umeeT 3HadeHue «JencTButenbHbin» unm «lMogrotoeka». BM npu
3TOM Heobs3aTeNbHO AO/MKHA HAXOAUTbCA B COCTOsSIHMM «BkntoyeHa» (Hanpumep, BM MoxeT 6biTb B

cocTosiHuK «lprocTaHoBNEHa»).

6.3 . LWWa6noxbl BPM ans MK CB bpect

6.3.1 . LLlabnoH Ha ocHoBe cBa3aHHOro 1 nonHoro kioHa ana MK CB bpect
Ona pobaeneHus wabnoHa agmMuHuUcTpatopy Termidesk B rpadwuyeckoM uMHTepdence yrnpaeneHus
cnepyeT nepenTtu «KomnoHeHTbl - [NocTaBwmMKKM pecypcoB», B cTonbue «HassaHue» cBogHOM Tabnuupl

Ha)kaTb Ha HaMMeHOBaHMe nocTasLumka pecypcos MK CB bpecrT.

© Ecnu B 6onee paHHux Bepcuax Termidesk mcrnonb3osanca wabnoH «CesasaHHbIM kKnoH BM MK
CB «BPECT» (non-qcow2)», To npu 06HOBNEHUM Ha HOBYtO Bepcuto Bce poHabl BPM Ha ocHoBe
3Toro wabnoHa 6yayT yAaneHbl 6e3 AOMONHUTENbHbIX MPELYMNPEXXAEHUA W MOATBEPXKAEHWUN.
Mepen obHoBNeHMEM Ha HoByk Bepcuto Termidesk HeobxoguMMo mepeBecTU MOJSb30BaTeNer Ha
HoBble ¢poHabl BPM c wabnoHom «MonHbii knoH BM MK CB «BPECT».

Hanee B OTKpbIBLUEMCS OKHE HYXXHO Ha)kaTb Ha 3KpaHHY kHornky [HoBbIM], n3 BbinapatoLero crnmcka
BblbpaTb 0anH U3 wabnoHos «[MonHbin knoH BM MK CB «bPECT» nnn «CesasanHbii knoH BM MK CB
«BPECT», 3aTeM 3ano/HUTb AaHHble, NepeuncneHHble B ctonbue «llapameTp» cnegytowen Tabnmupl (cm.
Tabnuua 28).

Tabnuua 28 — aHHble ans nobaeneHums wabnoHoB Ha ocHoBe kyioHoB gns MK CB bpect

Mapametp OnucaHue
«HassaHue» TekcToBoe HanMeHoBaHMe WwabnoHa BPM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHMe, UCMONb3yeMoe 4151 ONMUCAaHUS Ha3HAYeHUs!

wabnoHa BPM

«XpaHunuwe» MpoeHTudrKaTop pecypcoB xpaHeHUs, NpeacTaBAeHHbIX B naatdopme
BMPTYanusaumm, UCNonb3yemMbiX ana pasmelleHuns darnos BM, Bxoaawmx B hoHA,
BPM

«ba3oBbIv WabnoH» EnvHbIN 6a30BbIv 06pa3, UCMONb3yeMbll A1 CO3AaHUS TOYHOM KOnuu (peniuku),

u3 koTopown byayT co3paBaTbcsi BPM. ba3oBbivi 06pa3 cocTaBnsieT 6a308bin WabnoH
BM, nozroTtoBneHHbIl B NiaThopMe BUPTYanu3aL MM COBMECTHO C BbIMONHEHHbIMU
B roctesort OC HacTpoikamu (cM. nogpasgens Moarotoeka 6azosoro wabnoHa
BM Ha npumepe MK CB Bpect 1 MoaroToska 6azosoro BPM)

«basoBoe nma» HeunsmeHsieMas YacTb TEKCTOBOIO HaMMEHOBaHUSI, UCMOJIb3yeMast B
naeHTubmkaTope kaxxgoro BPM. basoBoe nMsa 0onyKHO Ha3HavaTbCs B
cootBeTcTBMM ¢ RFC 953: 0HO MOXeT cocTosTb 13 BykB NaTUHCKOro andaeuTa (Kak
CTPOYHbIX, TaK M MPOMUCHbBIX), LMPP U 3HaKa «-» (aeduc)

«dnuHa cybdurkca [nvHa nopsaakoBoro HoMepa TEKCTOBOro HAaMMEHOBaHMS, UCMOIb3yeMas B
naeHTudbukaTope kaxxgoro BPM
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6.3.2 . LLlabnoH Ha 6a3e cHanwota ans MK CB bpecr
Ona pobaBneHnss wabnoHa agmMuHUcTpatopy Termidesk B rpaduyeckomM wuHTepdence yrnpaeneHus
cnenyeT nepenTtu «KomnoHeHTbl - [NocTaBwmKKM pecypcoB», B cTonbue «HassaHue» cBogHOM Tabnuupl

Ha)kaTb Ha HaMMeHoBaHMe nocTasLumka pecypcos MK CB bpecrT.

Hanee B OTKpbIBLUEMCS OKHE HYXXHO Ha)kaTb Ha 3KpaHHY kHornky [HoBbIM], n3 BbinapatoLero cnmcka
BblbpaTb WabnoH «CeasaHHbIM knoH 6asoBor BM K CB «BbPECT» Ha 6ase cHanwoTa», 3atem

3aMo/IHUTb AaHHble, NepeYmcineHHble B ctonbue «lMapameTp» cneaytollent Tabauubl (cm. Tabnnua 29).

Tabnuua 29 — JaHHble ans nobasneHms wabnoHa Ha 6a3e cHanwoTa ansa MK CB bpect

Mapametp OnucaHue
«HaszsaHue» TekcTtoBoe HaumeHoBaHMe WwabnoHa BPM
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHMe, UCMOIb3YEMOE A5 ONMUCAHUS Ha3HAYeHUs

wabnoHa BPM

«XpaHunuwe» NpeHTUdUKaTOop pecypcoB xpaHeHUs, NpeACcTaBleHHbIX B naaTtdopme
BUPTYaNM3aumm, UCNoNb3yeMbIX Ana pasmelleHus dannos BM, Bxoasawimx B hoHA,
BPM

«basoBas BM» BM, Ha 6a3e koTopol byayT coznaBaTtbes poHabl BPM

«basoBoe nmsa» HeunsmeHsieMas 4acTb TEKCTOBOrO HAMMEHOBAHUS, UCMOJb3yeMas B

naeHTudmkaTope kaxxaoro BPM. bazoBoe MMsi fo/mKHO Ha3HaYaTbCs B
cootBeTcTBMM ¢ RFC 953: 0HO MOXKeT cocTosiTb U3 BYKB laTUHCKOrO andasuTa
(KaK CTPOYHbIX, Tak U NPOMMUCHBIX), LMPP M 3HaKa «-» (aeduc)

«OnuHa cydpdurkcar [/ivHa NopsaKoBOro HoMepa TEKCTOBOro HaMMeHOBaHWS, UCMO/b3yeMast B
maeHTudbmkaTope kaxagoro BPM

6.4 . LLabnoHbl BPM ana nnardopm oVirt/RHEYV, zVirt, «PE[ Buptyanusauua»

6.4.1 . LLlabnoH Ha ocHOBe CBA3aHHOrO KJoHa ans oVirt/RHEV
Ona pobaBneHus wabnoHa agmMuHuUcTpatopy Termidesk B rpaduyeckom wuHTepdence yrnpaBneHus
cnenyet nepentu «KomMnoHeHTbl - [locTaBwumkn pecypcoB», 3atemM B cTonbue «HassaHue» cBOAHOM

TaGﬂMLI,bI HaXXaTb Ha HaMMEHOBaHME NOCTaBLMKa peCypCoB.

Hanee B OTKpbIBLUEMCS OKHE HYXXHO Ha)kaTb Ha 3KpaHHYo kHornky [HoBbIM], n3 BbinapatoLero crnmcka
BblbpaTb wWabnoH «CeasaHHbIM knoH oVirt/RHEV», 3aTeM 3anonHUTb [OaHHble, MepeyucieHHble B

ctonbue «lMapameTp» cnepytoLlen Tabnuubl (cm. Tabamua 30).

Tabnuua 30 — JaHHbie ang nobasneHms WabnoHa Ha OCHoBe cBA3aHHOro kioHa anga oVirt/RHEV

Mapametp OnucaHue
«HazBaHune» TexcToBoe HanMeHoBaHMe WabnoHa BPM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCrob3yeMoe 415 ONMCAaHUS Ha3HaYeHMS

wabnoHa BPM

«KnacTtep» MaoeHTudurkatop knactepa Ha nnatdopme oVirt/RHEV, ncnonssyembin ans
pa3meleHus doHpos BPM
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Mapamertp OnucaHue

«XpaHunuiie» MaoeHTUbMKaTop pecypcoB XpaHeHUs, UCMOJIb3YeMbI 419 Pa3MeLLEHUS
¢annos BM, Bxopawmx B poHa BPM

«MecTo» MuHMManbHO HEOBXOAMMOE AUCKOBOE NPOCTPAHCTBO Ha 06bekTe
«XpaHunuwe» gna pasmelleHms dannos BM, exopgawmx B pong BPM

«basosas BM» EovHbI 6a30BbIl 06pa3, MCMOb3yeMbli 4151 CO30aHUS TOYHOM KOMUKU
(pennuku), U3 koTopor 6yayT coznaHbl hoHasl BPM

«lMamMaTb» O6bem onepaTMBHOM NaMATH, BblaenseMbii BPM

«[lapaHTMpoBaHHas NamMsATb» MuHUManbHbIN 06beM OMepaTUBHOM NaMATH, pesepeupyembin ans BPM
«USB» MonuTuka paspewenus goctyna k USB-noptam

«ducnnen» Mcnonb3yeMbivi NpoTokon yaaneHHoro goctyna k BPM

«basoBoe nma» HeusmeHsieMas YyacTb TEKCTOBOIO HaMMEHOBAHUS, UCMOJIb3yeMas B

naeHTUdmkaTope kaxaoro BPM. bazoBoe 1Msa LOMKHO Ha3Ha4yaTbCs B
cootBeTcTBMM ¢ RFC 953: 0HO MOXeT cocTosiTb U3 ByKB NaTUHCKOMO
andasuTa (KaK CTPOYHbIX, TaK M MPOMMUCHbIX), LMdP U 3HaKa «-» (peduc)

«OnuHa cyddukca» [nvHa nopsaKoBoOro HoMepa TEKCTOBOrO HaMMEHOBAHMS, UCMOMb3YEMOrO B
naeHTudukaTope kaxxgoro BPM

® BM, u3 koTopoi nnaHupyetcs co3gatb wabnoH BPM, MoxeT oTobpaxaTbcs C HEKOTOpOM
3a0EPXKKOM, eCiM OHa Obla TONbKO 4YTO co3gaHa Ha nnatdopme. B Takom cnydvae cnepyet
HEeMHOro NoAoXKAaTb, NOKa OHa 0Tobpa3uTcs B napameTpe «basosas BM».

6.4.2 . LL1abnoH Ha ocHoBe cTtatuyHon BM pna oVirt/RHEV
Ona pobaBneHus wabnoHa agmMuHuUcTpatopy Termidesk B rpaduyeckom wuHTepdence yrnpaBieHus
cnepyet nepentn «KomnoHeHTbl - [lMocTaBlmMKM pecypcoB», 3aTeM B cTosibue «HaseaHue» cBogHOM

Ta6ﬂMLl,bI HaXXaTb Ha HAaMMEHOBaHME NOCTaBLKMKa peCypCoB.

[anee B OTKpbIBLUEMCS OKHE HYXXHO Ha)kaTb Ha 3KpaHHY kHornky [HoBbIM], n3 BbinapatoLlero crnmcka
BblbpaTb WabnoH «CratnuHaa BM oVirt/RHEV», 3aTeM 3anoNHUTb JaHHble, NepeYynciieHHble B CcTobLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabamua 31).

Tabnuua 31 — JaHHbie ang nobasneHma WabnoHa Ha ocHoBe ctatuyHor BM ana oVirt/RHEV

Mapametp OnucaHue
«HazBaHune» TekcToBoe HauMeHoBaHMe WabnoHa BPM
«KoMMeHTapumn» MHbopMaumoHHoe coobLueHme, UCMONb3yeMOe 4151 ONUCAHUS Ha3HAYeH s

wabnoHa BPM

«BM» HavumeHoBaHue BM Ha nnatdopme BupTyanusaumm

® BM, u3 kotopor nnaHupyeTcs co3aath wabnoH BPM, moxeT oTobpakaTbCsi C HEKOTOpOW
3aep>XKKOM, ecm OHa bblna TO/IbKO YTO co3daHa Ha nnatdopme. B Takom cnyyae cnemyer
HEMHOIo MOAOXAATb, MOKa OHa 0TobpasnTca B NnapameTpe «BM».
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6.5.1 . LLabnoH BPM Ha ocHoge o6paza BM

LOna nobaeneHus wabnoHa BPM Ha ocHoBe obpaza BM agMuHucTtpaTopy Termidesk Heobxoommo B

rpacdmueckom nHTepdence ynpasneHua nepentn B «KomnoHeHTbI - MocTaBLMKU pecypcoB», B cTonbue

«Ha3BaHMe» cBogHOM Ta6J'IMLI,bI Ha>XaTb Ha HAMMEHOBaHWE NMNOCTaBLUKa peCcypcoB VMmanager.

Hanee B OTKPbIBLLUEMCA OKHE CneayeT HaXKaTb Ha 3KPaHHYHK KHOMKY [HOBbIﬁ], M3 BblMagakoLEero Crmcka

BblbpaTh WabnoH «BM u3 obpasa», 3aTeM 3amno/iHUTb AaHHble, MepeUYncieHHble B ctonbue «lapameTp»

cnepyrouwen Tabnaunubl (cm. Tabnuua 32).

® [Ona nobasneHus wabnoHa BPM Ha ocHoBe cesizaHHOro knioHa ans VMmanager Heobxoaumo
co3gath WabnoH «BM u3 ob6pas3a», B KOTOPOM BKJO4YUTL MepekntoyaTens «CozpaTbh Kak

CBSI3aHHbIN KJIOH».

Tabnuua 32 — JaHHble gns nobasneHms wabnoHa Ha ocHoBe obpaza BM

MapameTp Onucanue
«HazBaHue» TekcToBOE HauMeHoBaHMe WwabsoHa BPM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe A1s ONUCAaHUS Ha3HaYeHus
wabnoHa BPM
«Knactep» MaoeHTudurkatop knactepa Ha nnatdpopme VMmanager, ucnonb3yembin ans

pasMeweHus doHgos BPM

«06pas BM»

EnuHbI 6a30BbIv 06pas, MCNONb3yeMbIl A1 CO3AaHMS TOYHOM KOMUK
(pennwuku), n3 koTopon BynyT cospaHbl hoHabl BPM

«Konnyectso LLMTY»

KonnuecTtBo npoueccopos, Bbiaensiembix BM

«O6beM namMaTu, Moé»

O6beM onepaTMBHOM NaMaTH, BblaensemMoii BM

«06bem ancka, M6»

Pasmep gucka, Boigensembin BM

«[Myn ip-appecos»

MaoenTudukatop nyna IP-agpecos, ucnonbsyemoint ans BM

«[lMonb3oBaTeNbCKUM CKPUMT»

Bbl60p BbIMOJIHAEMOr0 MOJIb30BaTE/IbCKOro CKpmMnTa

«[Maponb root»

Ma ponb nonb3osaTtens root

«[loMeHHOE nMa»

Mma nomeHa pns BM (onumoHanbHo)

«bazoBoe nma»

HeunsmMeHsieMasi 4aCTb TEKCTOBOrO HaMMEHOBaHMs, UCMOJb3yeMas B
naeHTudmkaTope kaxxgoro BPM. bazoBoe MMs fomKHO Ha3HaYaTbCcs B
cootBeTcTBMM € RFC 953: 0HO MOXKeT cocTosiTb U3 ByKB NaTUHCKOMO
andasuTa (KaK CTPOYHbIX, TaK U MPOMNUCHbBIX), LUdP U 3HaKa «-» (peduc)

«AnvHa cyddmkcar

LnvHa nopsiaKoBoro HoMepa TEKCTOBOMO HaMMEHOBaHUS, MCMOMb3YeMOro B
maeHTudbmkaTope kaxagoro BPM

«COB,EI,aTb KaK CBA3aHHbIN KJIOH»

HGDEKJ'II-OLIHTEHb ANna ynpaBieHna co3gaHneM BM B pexxnme CB43aHHOro
KJ1IOHa
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6.5.2 . LLlabnoH BPM Ha ocHoBe cTratuuHoit BM

Lna nobaBneHuns wabnoHa BPM Ha ocHoBe cTtatnuHon BM agMunuctpaTopy Termidesk HeobxoamMmo B
rpacdmueckom nHTepdence ynpasneHua nepentn B «KomnoHeHTbI - MocTaBLMKKU pecypcoB», B cTonbue
«Ha3BaHue» cBoaHOM Tabnuubl HaXkaTb Ha HAMMEHOBaHWE NoCTaBLMKa pecypcoB VMmanager.

Hanee B OTKPbIBLLUEMCS OKHe ClefyeT HaXkaTb Ha 3KpaHHYyto kHonky [HoBbii], u3 Bbinagatowero cnucka
BblbpaTb WwabnoH «CrtatnuyHas BM VMmanager», 3aTeM 3anonHUTb AaHHblE, NEPEYUCIEHHbIE B CTON6BLE
«[NapameTp» cnepyroulent Tabnumubl (cm. Tabnuua 33).

Tabnuua 33 — JaHHble ang nobasneHms wabnoHa Ha ocHoBse cTaTuyHon BM

MapameTtp OnucaHue
«HaszsaHue» TekcToBoe HaMMeHoBaHwWe WabnoHa BPM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCNoNb3yeMOoe A5 ONUCaHUS

Ha3Ha4yeHusa wabnoHa BPM

«BupTyanbHas MalmHa» HaumeHoBaHve BM Ha nnatdopme BupTyanmsaumm

6.6 . LLlabnoHbl BPM pna nnardpopm VMware vSphere

Ona pobaBneHns wabnoHa agmMuHuUcTpatopy Termidesk B rpaduyeckom wuHTepdence ynpaeneHus
cnenyet nepentu «KomMnoHeHTbl - [locTaBwmkM pecypcoB», 3aTeM B cTonbue «HassaHWe» cBOAHOM

Tabnmubl HAXKaTb HA HAMMEHOBaHWE NocTaBLWwMKa pecypcoB VMware vSphere.

Hanee B OTKPbIBLLUEMCS OKHE HY>KHO HaXKaTb Ha 3KpaHHyto kHonky [HoBbIM], 13 BbinagatoLLero crnucka
BblIOpaTb OOMH U3 AOCTYMHbIX WabnoHoB «[onHbIN KNOH» unmM «CBsA3aHHbIMA KNOH», 3aTeM 3arnofHUTb

JaHHble, NepeyunciieHHble B cTonbue «lNapameTp» cnepytollent Tabnumubl (cm. Tabnuua 34).

Tabnuua 34 — JaHHble ans nobasneHms wabnoHa gns VMware vSphere

MapameTp OnucaHue
«HassaHue» TekcToBoe HaMMeHoBaHWe WabnoHa BPM
«KoMMmeHTapuii» NHbopMaumoHHOe CoobLLEHME, UCMOMb3YEMOE ANS OMUCAHMA Ha3HaYeHUs

wabnoHa BPM

«[JaTaueHTp» NpeHTudbukKaTop BUpTYyanbHOro LeHTpa 06paboTKu AaHHbIX, UCMONb3YyeMbIN OISt
pa3melLeHus BM

«KnacTtep paHHbIX» MaeHTUhUKaTOp pecypcoB XpaHeHUs, UCMOJIb3YEMbIN A8 pa3MeLLeHna dalinos
BM, Bxopawmx B poHn BPM

«KnacTtep pecypcos» MaoeHTUdUKaTOp KNacTepa pecypcoB XpaHEeHUS, UCMOb3YEMbIN AN pa3MeLLeHUs
dannoe BM, exoasawmx B doHg BPM

«[Myn pecypcoB» MaeHTUdUKaTop nyna pecypcos, UCMoNb3yeMsbiii AN pasmelleHns BM
«Pa3smeleHne BM» MpeHTudurkaTop KaTanora pasmeLleHmsa cosgaBaeMbix BM
«MecTo (I'6)» MuHMManbHbIM pa3mep cBOBOAHOIO NPOCTPAHCTBA ANa pa3melleHus BM
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MapameTtp OnucaHue

«basosas BM» EomHbI 6a30BbIN 06pa3, MCMob3yeMblid 419 CO34aHUA TOYHOM KOMUK
(pennukun), us kotTopon byayT cospaHbl poHabl BPM

«bazoBoe nmsa» HeunsmeHsieMast 4acTb TEKCTOBOrO HaMMEHOBAHUS, UCMONIb3yeMas B
naeHTudmkaTope Kaxgoro BPM. basoBoe nMsa 0onkHO Ha3Ha4yaTbCa B
cootBeTcTBMM ¢ RFC 953: 0HO MOXeT cocToaTb U3 ByKB laTUHCKOro andasnTa
(KaK CTPOYHbIX, TaK M MPOMUCHbIX), LMdpP U 3HaKa «-» (peduc)

«dnvHa cydbdumkcar» [OnvHa nopsaakoBOro HoMepa TEKCTOBOrO HAaMMEHOBaHWS, UCMONb3YEMOTO B
naeHTubmkatope kaxxgoro BPM

6.7 . LLWabnoHbl BPM pans cepsepoB TepMUHanoB

6.7.1. Wa6bnoH BPM pns poctyna K cepepy TepmuHanoB MS RDS
Ona pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxogumo B rpaduyeckom uHTepderice
ynpasneHns nepeutn «KomnoHeHTbl - [MocTaBwmku pecypcos», B cTonbue «HassaHne» cBogHOM

Tab/MLbl HaXKaTb HAa HaMMEHOBaHMWE MOCTaBLUMKa PECYPCOB CEpBepa TEPMMHAIIOB.

[anee B OTKpbIBLUEMCS OKHe CliefyeT HaXaTb 3KpaHHY KHornky [HoBbIK], 13 BbinapatoLero cnvcka
BblbpaTb wWwabnoH «RDS Terminal Service», 3aTeM 3anonHWUTb AaHHble, Mepe4yuc/ieHHble B CTosbLe

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabaumua 35).

Tabnuua 35 - JaHHble gns nobaeneHmsa wabnoHa gns goctyna K tepmuHany MS RDS

Mapametp OnucaHue
«HazBaHune» TekcToBOe HauMeHoBaHMe WabnoHa BPM
«KoMMeHTapumn» MHbopMaumoHHoe coobLueHme, UCMOb3yeMOEe /151 ONMUCAHUS Ha3HAYeH s

wabnoHa BPM

«TepMuHan» HavumeHoBaHue cywecTytoLlero TepmMmuHana MS RDS

6.7.2 . WlabnoH BPM pns poctyna K onybnukoBaHHbIM npunoxeHuam MS RDS
Ons pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM UHTepdence
ynpaenenua nepentu «KomnoHeHTbl - [locTaBwuku pecypcoB», B cTonbue «HasaHue» cBogHOM

TabMLbl HaXKaTb Ha HAMMEHOBAHMWE MOCTaBLLMKa PECYPCOB CEpBEPa TEPMMHAIIOB.

[anee B OTKpbIBLUEMCSI OKHe C/iefyeT HakaTb 3KpaHHYK KHonky [HoBblM], u3 BbimagatoLlero crnmcka
BblbpaTh WwabnoH «RDS Remote App Service», 3aTeM 3anofIHUTb JaHHble, NMepeYmciieHHble B CTosbLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabamua 36).

Tabnuua 36 — daHHble pna nobaeneHus wabnoHa ans foctyna K npunoxenusm MS RDS

Mapametp OnucaHue
«HazBaHue» TekcToBOe HauMeHoBaHMWe WabnoHa BPM
«KomMMmeHTapuii» UHdopmaLmoHHOe coobLLEeHME, MCMONb3yEMOe A5 ONUCaHUS Ha3HadveHus wabnoHa BPM
«RDS konnekuma» HazsaHue cxm,ec-rsyrou.l,eﬁ B MHDpacTpykType MS RDS konnekummn onybimMkoBaHHbIX
NPUNOXKEHUIA
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Mapametp OnucaHue
«YpanéHHoe HavmeHoBaHWe ony6iMKOBaHHOIO B KOMNEKLMU NMPUNOXKEHUS
MpUNOXeHne»

6.7.3 . LLlabnoH BPM pns poctyna K cepsepy TepMuHanoB STAL
Ons pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM UHTepdence
ynpasneHus nepentn «KomnoHeHTbl - [locTaBwmku pecypcoB», B cTonbue «HassaHue» cBogHOM

Tabnuubl HaXkaTb Ha HAMMEHOBAHWE NMOCTABLUMKA PECYPCOB CepBepa TePMUHAIOB.

Janee B OTKpbIBLUEMCS OKHe C/iefyeT HaXaTb 3KpaHHyt KkHorky [HoBbiM], n3 Bbinapatowiero cnvcka
BblbpaTb wabnoH «STAL Terminal Service», 3aTeM 3amonHWUTb AaHHble, Mepe4vncsieHHble B CTosbue

«ﬂapameTp» CnELI,yI-OU.I,eﬁ Tabnuubl (cm. Tabnuua 37).

Tabnuua 37 — daHHble gna nobasneHus wabnoHa ans octyna K TepmMuHany STAL

Mapamerp OnucaHue
«Ha3BaHune» TekcToBOE HauMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHdopmaumoHHoe coobLueHme, UCMob3yeMoe 419 ONUCaHUA Ha3zHauYeHus
wabnoHa BPM

6.7.4 . LLabnoH BPM pna poctyna Kk ony6imkoBaHHbIM npunoxxeHusm STAL
LOna pobaeneHus wabnoHa agMuHuUcTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepderce
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBwmkM pecypcoB», B cTonbue «HasaHue» cBoaHOM

Ta6}'IMLI,bI Ha>XaTb Ha HAMMEHOBaHUE NOCTaBLUNKa peCypCoB CEpBEpPa TEPMUHAIOB.

Hanee B OTKpbIBLUEMCS OKHe C/iefyeT HaXaTb 3KpaHHYyk kHornky [HoBbi], 13 Bbinapatoiero cnvcka
BblbpaTb wabnoH «STAL Remote App Service», 3aTeM 3ano/IHUTb AaHHble, NMEPEYMCNIEHHbIE B CTOJOLE

«[NapameTp» cnepytoLient Tabnumubl (cm. Tabnuua 38).

Tabnuua 38 — [aHHble ans nobasneHums WwabnoHa gns goctyna K npunoykeHusam STAL

Mapametp OnucaHue
«HassaHue» TekcToBoe HaMMeHoBaHWe WabnoHa BPM
«KoMMeHTapumn» MHbopmaumoHHoe coobLLeHre, UCMOoNb3yeMOoe 415 ONMCaHUs Ha3HadveHus WwabnoHa BPM
«YnanénHoe HavumeHoBaHWe ony6MKOBaHHOIO B KOMNEKLMU MPUNOXKEHUS
NPUIOXKEHME»

6.8 . LLlabnoHbl BPM pns metanposaitaepa

6.8.1. LWa6noH ana nybnukaumm npunoxxeHuim
LOna pobaeneHus wabnoHa agmMuHucTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepdelnce
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBlwmMKKM pecypcoB», B cTonbue «HasBaHWe» cBoaHOM

Tabnuubl HaXkaTb Ha HAMMEHOBaHKWe NocTaBLuKa pecypcos «CepBep TepMUHaNoB (MeTanpoBanaep)».
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Hanee B OTKpbIBLUEMCS OKHe C/iefyeT HaXxaTb 3KpaHHYyt KkHornky [HoBbiM], n3 Bbinapatoiero cnvcka
BblbpaTb WwabnoH «Meta Remote App Service», 3aTeM 3anonHUTbL AaHHble, NepevynciieHHble B cTosbue

«[lMapameTp» cnepytoler Tabnunubl (cm. Tabnuua 39).

Tabnuua 39 — [daHHble gna nobaeneHus wabnoHa Nyb6amnKaumMm NpUNoXeHUI 4ns MeTanpoeanaepa

MapameTtp OnucaHue
«HaszsaHue» TekcToBoe HauMeHoBaHwWe WabnoHa BPM
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNoNb3yeMOoe A5 ONUCaHUS

Ha3Ha4yeHusa wabnoHa BPM

«YnaneHHoOe NpUIoXKeHMEe» HanmeHoBaHMe ony6AMKOBAaHHOIO MPUIOXKEHUS

6.8.2 . LLIabnoH s TepMUHaNbHbIX CECCUM
LOna pobaeneHus wabnoHa agMuHuUcTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepderice
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBlwimKKM pecypcoB», B cTonbue «HasBaHWe» cBoaHOM

Tabnuubl HaXkaTb Ha HAMMEHOBaHWe NocTaBLuKa pecypcoB «CepBep TepMUHaNoB (MeTanpoBanaep)».

Hanee B OTKpbIBLUEMCS OKHe C/iefyeT HaXaTb 3KpaHHYyt KkHornky [HoBbi], 13 Bbinapatoiero cnvcka
BblbpaTb WwabnoH «Meta Terminal Service», 3aTemM 3anofHUTbL OaHHble, MNEPeYUCIEHHble B CTosbue
«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabnuua 40).

Tabnuua 40 — JaHHble ans nobaBneHms WabnoHa TEPMUHAJIbHBIX CECCUIM AN MeTanpoBanaepa

MapameTp OnucaHue
«HassaHue» TekcToBoe HaMMeHoBaHwWe WabnoHa BPM
«KoMMmeHTapuii» NHbopMaumoHHOe COOBLLEHME, UCMOMBb3YEMOE ANS ONUCAHMA Ha3HaYeHUs
wabnoHa BPM

6.9 . WWa6noHbl BPM pans pusmnyeckom paboyeid ctaHumn

6.9.1. LLWabnoH BPM Ha ocHoBe ogHoro ctatuyeckoro |P-agpeca

LOna nobaeneHus wabnoHa BPM Ha ocHose ogHoro ctatuyeckoro IP-agpeca agMuHucTpaTopy Termidesk
HeobxoanMo B rpadmyeckoM UHTepdence ynpasneHus nepentu B «KomnoHeHTbl - [lMocTasBLumkm
pecypcoB», B cTonbue «HasBaHMe» cBogHOM TabnuMubl HaXkKaTb Ha HAMMEHOBAHWE MOCTABLUMKA PeCypCcoB
«Static IP Machines».

[anee B OTKpbIBLLUEMCS OKHE CleflyeT HaXkaTb Ha 3KpaHHY kHonky [HoBbIi], 13 Bbinagatowero crnmcka
BblOpaTb WwabnoH «Static Single IP», 3aTem 3anonHUTL AaHHble, NepeyYncneHHble B cTonbue «[lapameTp»

cnepytowemn Tabnmubl (cm. Tabnuua 41).

Tabnuua 41 — OaHHble ansa nobasneHua wabnoHa BPM Ha ocHose ogHoro IP-agpeca

Mapametp OnucaHue

«HazBaHune» TekcToBoe HauMeHoBaHMe WabnoHa BPM

Bbinyck ot sHBapsi 2024 74



@ TERMIDESK C/MET.10001-01 90 02

Mapametp OnucaHue

«KoMMeHTapumn» MHbopMaumoHHoe coobLueHme, UCMOb3yeMOe 415 ONUCAHUS Ha3HAYeH s
wabnoHa BPM

«Machine IP» IP-appec BM

6.9.2 . LLabnoH BPM Ha ocHoBe MHOXecTBeHHbIX |P-agpecoB

LOna pobaeneHus wabnoHa BPM Ha ocHoBe MHoXecTBeHHbIX |IP-agpecoB agmMuHucTpaTopy Termidesk
HeobxoonMo B rpadmyeckoM uHTepdence ynpasneHus nepentn B «KomnoHeHTbl - [lMocTaBlumkm
pecypcoB», B cTonbue «Ha3eaHMe» cBOAHOW Tabnuubl HaXkaTb Ha HaMMEHOBaHME MOCTABLLMKA PeCYpCcoB
«Static IP Machines».

& [aHHbi WabnoH MCNonb30BaTb HE PEKOMEHAYETCS.

[anee B OTKpbIBLLEMCS OKHE CleflyeT HaXkaTb Ha 3KpaHHY kHonky [HoBbIi], 13 Bbinagatowlero crnvcka
BblOpaTb WabnoH «Static Multiple IP», 3aTem 3anonHUTL AaHHbIE, MEpPeYUCSIEHHble B CTONGLE

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabnumua 42).

Tabnuua 42 - JaHHble ana pobasneHus wabnoHa BPM Ha ocHoBe MHOXecTBeHHbIX |P-agpecos

Mapametp OnucaHue
«HazBaHune» TekcToBoe HauMeHoBaHMe WwabnoHa BPM
«KoMMeHTapumn» MHbopMaumoHHoe coobLueHme, UCMONb3yeMOE 4151 ONMUCAHUS Ha3HAYeHUs
wabnoHa BPM

6.10 . LLabnoHbl BPM gna Openstack
6.10.1 . LWa6noH BPM Ha ocHoBe o6pasza BM

Ona nobaeneHus wabnoHa BPM Ha ocHoBe obpasza BM agMuHucTtpaTopy Termidesk Heobxoommo B
rpacdmyeckoM mHTepdence ynpasneHus nepentn B «KomnoHeHTbl - MocTaBwumkmn pecypcos», B cTonbue
«Ha3BaHMe» cBOgHOM TabnMUbl HAXKaTb HA HAMMeHOBaHKWe nocTaBwMka pecypcoB Openstack.

[anee B OTKpbIBLUEMCS OKHE C/ieayeT HaxkaTb Ha 3KpaHHyto kHonky [HoBbii], n3 Bbinagatowero cnmcka
BblbpaTh WabnoH «BM un3 obpasa», 3aTeM 3ano/IHUTb JaHHble, NepedyncieHHble B cTonbue «lMapameTp»
cnepyowen Tabnmubl (cm. Tabnuua 43).

Tabnuua 43 — daHHble ana gobasneHus wabnoHa Ha ocHoBe obpasa BM ana Openstack

MapameTp OnucaHue
«HazBaHune» TexkcToBoe HauMeHoBaHMe WabnoHa BPM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe 415 ONUCAHMS Ha3HaYeHuUs

wabnoHa BPM

«Pernon» MpeHTudmrkatop knactepa Ha nnatdpopme VMmanager, MCNonb3yeMbli s
pa3MeLleHus doHaos BPM
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MapameTp

Onucanue

«[poekT»

EnvHbI 6a30Bbili 06pas, MCNOMNb3yeMbl AN CO34aHUS TOYHOW KOMUKU
(pennwuku), ns kotopon bynyT cospaHbl hoHabl BPM

«30Ha JOCTYMHOCTU

Bbi60p 30HbI gOoCcTYynHOCTM BM

«06pas gucka»

Bobibop 6a3o0Boro obpasa gucka, orpaHMYeH 30HOW JOCTYMHOCTH

«CeTb»

Bbi6op ceTu, B KoTOpor byaeT pacnonoxeHa BM

«Tun amucka»

Twun aucka BM

«Pa3mep amcka»

Pasmep aucka BM, B 6

«KoHburypauma BM»

Bbi6op koHdurypauum BM, cozpaHHon B Openstack

«[pynna 6e3onacHoCcTu»

Bbi6op rpynnbl 6esonacHocTu, cozpaHHon B Openstack

«[Mpedukc nmeHn BM»

HensmeHsiemas YacTb TEKCTOBOrO HAUMEHOBAHUSI, UCMOMb3yeEMas B
naeHTUdmkaTope kaxgoro BPM. bazoBoe nMsa 0OMKHO HazHa4yaTbCS B
cootBeTcTBMM € RFC 953: 0HO MOXeT cocTosiTb U3 BYyKB NaTUHCKOMO
andasuTa (KaK CTPOYHbIX, TaK MU MPONUCHbBIX), LUdP U 3HaKa «-» (peduc)

«[dnnHa cyeTuUnKa MMeH»

[nvHa nopsiaKoBoro HoMepa TEKCTOBOMO HaMMEHOBAHUS, MCMOMIb3YeMOro B
npeHTudbmkaTope kaxgoro BPM

«CocTosiHne BM B kelwe 2 ypoBHSA»

Bbi6op cocTosHmna BM no yMonuaHuto B Kelle BTOPOro YpOBHS

«MeTapaTa»

MHdopmauus o MeTagaHHbIX

«Cloud-init ckpunT»

CkpunT cloud-init, BbINONHAEMBIN Npu co3gaHum BM

6.10.2 . LLlabnoH BPM Ha ocHoBe cTatuyHovi BM

LOns pobaBneHus wabnoHa BPM Ha ocHoe cTatuuHon BM agMuHucTpatopy Termidesk Heobxogumo B

rpacdmyeckoM mHTepdence ynpasneHus nepentn B «KomnoHeHTbl - MocTaBlumkmn pecypcos», B cTonbue

«HasBaHue» cBogHOM TabnmLbl HaXKaTb HAa HaMMeHOBaHMWe nocTaswmka pecypcos Openstack.

[anee B OTKpbIBLUEMCS OKHE C/leayeT HaXkaTb Ha 3KpaHHYto kHonky [HoBbid], 13 Bbinagatowero cnmcka

BblOpaTb WwabnoH «CratnyHas BM», 3aTeM 3anonHUTL OaHHble, NepeyncieHHble B ctonbue «lapametp»

crnepytowen Tabnnubl (cm. Tabnuua 44).

Tabnuua 44 - daHHble pna nobaeneHus wabnoHa Ha ocHose cTtatuyHor BM ana Openstack

Mapametp OnucaHue
«HazBaHue» TekcToBOe HauMeHoBaHMWe WabnoHa BPM
«KomMMmeHTapuii» MHdopmaLmoHHOe coobLLEeHME, MCMONb3yeEMOe A1 ONUCaHNs
HasHayeHus WwabnoHa BPM
«Pervon» Bbibop pervoHa, B KoTopoM Haxogutcs BM
«[MpoekT» Bbi6op npoekTa, B KOTOpoM HaxoanTca BM

«BMpTyaanaﬂ MalinHa»

Bbi6op yHukanbHoro naeHtudukatopa BM Ha nnatdopme
BUPTYyanumsaumm
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6.11 . Hactpoika nepeHocuMbIX npodunei

6.11.1 . O6wue ceepeHUs
MepeHocuMble NpoduamM - 3To CPeacTBO AN COXPaHEHUs HAaCTPOEK U AOKYMEHTOB MOMb30BaTeNs MeXay

ceaHcaMu paboTbl B BPM.

HasHaueHune nepeHoCnMbIX (BTOpOG Ha3BaHWe - OT,EI,eJ'IFIEMbIX) npod)mneﬁ 3aK/1lo4aeTcda B TOM, 4YTO ONA
Ka>goro noJsib30BaTesid aBTOMaTU4YeCKn M no Mmepe HeO6XO,EI,VIMOCTM co3paeTcd o6pa3 ANCKa, KOTOprlZ

noakntoyaetca K BPM.

LericTBuS No HacTporke NEPEHOCUMbIX NPodUIen CBOAATCS K C/IEAYHOLLEN NOC/EA0BATENBHOCTM LIAroB:
1) co3paHue 6a3oBoro obpasa amcka ana npodunen B MK CB bpecT;
2) 3apjaHue co3gaHHOMY 0bpasy aTpubyTa TDSK_SHARED_TYPE co 3HadeHMeM PRIVATE;
3) HacTporka Moaynsa PAM (pam_tdsk) B 6aszoBom BPM;
4) BkNtOYEHME MexaHM3Ma nepeHocuMblx npodunen B Termidesk;
5) BkntoyeHMe B HacTporkax rnobanbHbix nonuTuk Termidesk nonntukn «OTpensembin

NONb30BaTENbCKUI NPOPUIb».

6.11.2 . CozgaHue 6a3oBoro obpasa amcka B MK CB bpecr
[Ons co3paHus nepeHocumoro npoduns (aucka) Ha nnatdpopme MK CB bpect Heobxoanmo:
* CO34aTb MOCTOSAHHbIN AUCK TpebyemMoro pasmepa U noakaounTb ero Kk BM ¢ yctaHoenenHon OC
Astra Linux. MNpu cospaHum BbiGpaTth WwnHy SCSI (DEV_PREFIX=sd) uam Virtio (DEV_PREFIX=vd)
(cM. nogpasgen MoproTtoBka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr);

& Tpu cospaHum obpasa Ha wwuHe Virtio MOXeT BO3HMKHYTb coobulieHMe o6 owwunbke «Error
attaching new VM Disk: Could not attach /var/lib/one/datastores/0/248/disk.2 (vdb) to one-248»
npu nogkntodeHmn gucka B MK CB bpect Bepcuu 2.9.

B cnyuyae BO3HWMKHOBEHUSI TaKOW OLUMOKWM HY>XXHO M3MEHUTb aTpubyT DEV_PREFIX B CBOMCTBaXx
obpaza gucka.

* CO34aTb TEKCTOBbIN ann /tmp/sfdisk.gpt v NpuBecTu ero K Buay:

label:gpt
type=773f9lef-66d4-49b5-bd83-d683bf40adl6

& BaxHo: TMn pasgena gonkeH 6biTb 773f91ef-66d4-49b5-bd83-d683bf40ad16.

* BHECTM U3MEHeHUsi B Tabnuuy paspenoB Ha AMCKE B COOTBETCTBUM € dannom /tmp/sfdisk.gpt

npu nomMowy yTunutbl sfdisk :

:$ sfdisk /dev/sdb < /tmp/sfdisk.gpt
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® B npumepax ucnonbsyeTtca obo3HadeHme aucka /dev/sdb. YTobbl y3HaTh, Kakoe 0603HauYeHMe
NPUCBOUNIOCH ANCKY, HEOBXOAMMO BOCMOJIb30BaThCs YTUANMTOM Lsblk.

* npeobpa3oBaTb HOBbIM pa3aen AMcka B hopMar ext4:
:$ mkfs.ext4 /dev/sdbl

" NpoBeEpPUTb YCNEWHOCTb CO30aHMNA AMCKA:
:$ lsblk -JO /dev/sdbl

roe:

-J0 - koY Anga BbiBoAa Bcex ctonbuos B dopmaTe JSSON.

6.11.3 . 3apaHue aTtpubyTOB CO34aHHOMY AUCKY
[na 3apaHua aTpubyTOB CO34aHHOMY paHee AUCKY HEODXOAUMO:
* BbIKOYUTE BM 1 oTKNOUMTL AUCK OT Hee;
* B CBOMCTBaX AMcKa gobaBuTb aTpmbyT TDSK_SHARED_TYPE co 3HayeHweM PRIVATE. 3anoMHMUTb

naeHTudwmkatop (ID) ancka (cm. Pucyrok 17).
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Image 29 share_home

o & o]
Info Vs Snapshots
Information
I 1D 29 I
MName share_home
Datastore default
Register time 12:06:40 27/04/2021
Type os
Persistent yes

Filesystem type =

Size 1GB

State READY

Running VMS ]

Attributes

DEV_PREFIX hd
DRIVER qocow2
TDSK_SHARED_TYPE PRIVATE

PucyHok 17 — OkHo npocMmoTpa ID gucka B MK CB bpect

6.11.4 . Hactpoitka mogynsa PAM B 6aszosom BPM

CNET.10001-01 90 02

LOns HacTponku mopyns PAM B rocteBort OC 6a3oBoro BPM HeobxoaMMo BbIMONHUTL Crieaytolee:

* BbIMOMHUTbL NoaroToBKy 6asosoro BPM (cm. nogpaszen MNMoprotoeka 6aszosoro BPM);

* co3paTtb hann /usr/share/pam-configs/pam_tdsk co cnefytowmm conep>KMMbIM:

1 Name: Termidesk session

2 Default: yes

3 Priority: -1

4  Session-Interactive-Only: yes
5 Session-Type: Additional

6 Session:

7 required pam_exec.so

mod=700 --uid-ext-range 65536-2000000000

/usr/bin/pam_tdsk --autofs --skel=/etc/skel --ch

A TapameTp --uid-ext-range [OMKEH MMeTb MUHUMaNbHOE 3HadeHue 65536, MakcMManbHoe

3HaueHwue 4000000000.

MakcrMManbHasi rpaHMuUa AuanasoHa 3aBMCUT OT MCMOMb3yEMOro AOMEHa B CeTM, OT HacTpoek
OTOBpaXKeHUs UAEHTUPUKATOPOB MONb30BaTeENEN AOMEHa B MAEHTUDUKATOPbI MOJSb30BaTENIEN

BPM.
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& TpuoputeTt Priority: -1 3agaH Ans TOro, 4tobbl AoMawHuW Katanor (dawn /usr/share/
pam-configs/mkhomedir, Priority: ©0) Obln co3gaH npexae, 4YemM OyaeT BbIMOJHEHO
noaKtoueHue aucka.

* BbINOJHUTb 06HOBNEHME Npodunen PAM:
:$ sudo pam-auth-update
» ybeauTbcs, UTO B arne /etc/pam.d/common-session NOSBUIACk CTPOKa C Moay/neM pam_tdsk:

1 session required pam_exec.so /usr/bin/pam_tdsk --autofs --skel=/etc/
skel --chmod=700 --uid-ext-range 65536-2000000000

6.11.5 . AkTuBaumsa MexaHu3Ma nepeHocuMbix npocdunen B Termidesk

Lna akTuBauum MexaHM3Ma NepeHOCUMbIX NPOdUIEN HEOOXOAMMO BbINOJIHUTbL ClIeAyOLLEE:

* 334aTb B KOHGMUIypaumMoHHOM danne /etc/opt/termidesk-vdi/termidesk.conf B napameTpe

TDSK_AUTOFS_IMAGES_ID cnucok ID auckos, Hanpumep:

1 # Cnucok naeHTM(rKaTopoB 06pa3oB AVCKOB AJ1s XPAHEHWs OTAE/SIEMbIX NO/Ib30BATENbCKUX Npohueli .
MoxeT 6bITb 33/]JaHO HECKO/IbKO 3HAUEHWIA, Yepes 3ansaTyio.
2 TDSK_AUTOFS_IMAGES_ID=29

A I'IpM HaIn4Ynm HeCKOJIbKUX ANCKOB HEO6XO,EI,MMO nepeyvyncnnTb nxX 4vepes 3andaTyto.
* nepe3anycTuTb CNyXxby termidesk-vdi:

:$ systemctl restart termidesk-vdi
. y6e,£I,VITbC9I, 4yTOo HGO6XO,£I,MMaﬂ nepeMeHHasa yCtaHoOBJ/1E€Ha:

:$ ps eanxww | grep TDSK_AUTOFS

BbIBO,EI| KOMaHAbl AO0JDKEH BK/THOYaTb YCTAaHOBNEHHYHIO nepemMeHHyto, HanpuMmep

TDSK_AUTOFS_IMAGES_ID=29.

6.11.6 . AkTuBauus nonmtuku B nHTepdence Termidesk

Ons  BkAoveHWs B HacTpomkax rnobanbHbix nonutuk  Termidesk nonntukm  «OTpensembin
Nosib30BaTeNbCKUIM Mpodunb» B rpacdumyeckoM MHTepderice ynpasneHuss Termidesk cnepyeTt nepenTtu
«HacTtporiku - MnobanbHble NONUTUKMY», 3aTeM napameTpy «OTaensieMbli NONb30BATENLCKUIA NPOdUIb»

NMPUCBOUTb 3HAYEHUE « BkntoueH».
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6.12 . lNepeHanpaeneHue BuAeOKaMepbI

I'IepeHanpaBneHme BMAEOKaMepPbl MO3BONIAET NepenaTb No CETU CKaToe aiIrTOPUTMOM KOOMNPOBaHUA BUOEO
oT yCTpOVICTB Bnaoeo3axBarta, NMNOAKMHOYEHHbLIX K USB-wuHe NeEpPCOHaNIbHOro KOMMNbOTEPA, Ha yaaJlIEHHOE

YCTPOMCTBO, Takoe kak BPM unun TepMuHanbHbIN cepeep.

BupTyanbHas BuaeokaMepa OMNpenensieTcss Kak BWAEOYCTPOMCTBO BebG-bpay3epamu, nporpaMMamm
BUAEOKOH(MEPEHLCBA3M, AUATHOCTUYECKMMU YTUAUTAMU M UHBIMW MpOrpamMmamMu, paboTaloWMMKU C
yCTPOMCTBaMM 3axBaTa BUAEO.

Ons  peanusaumm  dyHKUMOHaNa MepeHanpaBiieHUs BUAEOKAaMepbl MONb30BaTENO  HeobXoauMMo
MCMNONb30BaTb CMeLManmn3MpPOBaHHbIA KIWMEHT noakatoveHun (termidesk-viewer), KOTOpbIM ABNSETCS

AOMNOJIHEHUEM K KOMIMOHEHTY «KnuenTt».

& Bo03MOXHOCTb nepeHanpaBneHus Buaeokamepbl pocTyrnHa no npotokony SPICE (vdi-viewer,
akcnepuM.). [na akTuBauMuM 3TOM BO3MOXHOCTWM CneayeT B rpadumyeckoMm UHTepdence
ynpaeneHus Termidesk nepentn «Hactponkm - [nobanbHble MOAUTUKKU», 3aTeM B NoJe
«[NepeHanpaBneHune Buaeokamepbl B npoTokone poctaBku "SPICE (vdi-viewer, akcnepum.)»
BblOpaTb 3HadYeHWe «PaspelleHo».

B 6a3oBoe BPM, Hapaay co cTaHaapTHbIMU HacTporikamu (cM. noapasaen Moprotoeka 6azoBoro
pabouero MecTa), LOSIXKeH BbITb YCTaHOB/NEH BUAeoareHT termidesk-video-agent (cMm. moapasagen
YcraHoBka B cpeae OC Astra Linux Special Edition 1.7 pokymenta C/1IET.10001-01 90 04 «PykoBoacTeo
agMUHUCTpaTopa. HacTporika KoMNoHeHTa « AreHT»).

6.13 . NepeHanpaBneHue cMapT-KapTbl

MepeHanpaBneHve CMapT-KapTbl MO3BONSIET MepefaTb noakatodeHHyr kK USB-wwuHe nepcoHanbHoro

KOMMbIOTEpPA CMapT-KapTy Ha yaoaneHHOe YCTPOMCTBO, Takoe kKak BPM unu TepmuHanbHbin cepsep.

BupTyanbHas cMapT-kapTa Onpeaensiercs AMarHOCTUYECKMMU YTUAUTAMU U UHbIMKM MpOrpaMMamu,
paboTaoLWwmMMmM C YCTPOMCTBaMM NoaobHOro Tmna.

LOns peanusaunmn dyHKUMOHANA NepeHanpasBieHMs CMapT-KapT Mosb30BaTeto HEOBX0AMMO MCMOJIb30BaTb
CcreuManmn3npoBaHHbIN KIMEHT NoakatodeHnn (termidesk-viewer), KOTOpbIM SBNSETCS AOMOMHEHUEM K

KOMMOHeHTY «KnneHT».

A Bo3MOXHOCTb nepeHanpaBieHUs cMapT-KapTbl goctynHa no npotokony SPICE (vdi-viewer,
akcnepuMm.). [na akTMBauMmM 3TOM BOP3MOXKHOCTM crieayeT B rpaduyeckom uHTepdence
ynpaeneHus Termidesk nepentn «HacTtporiku - [nobanbHbie NOAUTUKM», 3aTEM B MoJe
«[epeHanpaeneHne cmapT-kapT B npoTtokone poctaBku "SPICE (vdi-viewer, akcnepum.)»
BbIOpaTb 3Ha4eHMe «PaspeLueHo».

B 6a30B0e BPM, Hapsay co cTaHaapTHbIMK HacTpoikamm (cM. nogpasaen Moarotoeka 6a3oBoro
pabouero MecTta), foNKeH BbITb YCTAaHOBMIEH areHT BUPTYasibHbIX CMapT-KapT termidesk-video-agent
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(cm. noppaznen YcraHoska B cpepe OC Astra Linux Special Edition 1.7 nokymenTta CJ1IET.10001-01 90
04 «PykoBoacTBO agMuUHUCTpaTopa. HacTporka koMnoHeHTa « AreHT»).

6.14 . Hacrpoiika TexHONIOrMM 4MHOro BXoAa

6.14.1 . HacTtpoiika TexHonorum eamHoro exoga B rocreson OC BM
6.14.1.1 . O6Lme ceepeHUs

HacTtpownka TexHonorum eguHoro Bxoga (SSO) no3sonsieT aBToMaTM4eCkn aBTOPU30BbLIBAaTLCS B FOCTEBYHO

OC BM npwu nogxntodeHmn nosb3oBaTens No npotokony SPICE.

& HaunHaa c Termidesk Bepcum 4.3 OOCTAaTOUYHO TONIbKO BK/IKOUMUTb MEXaHW3M aBTOMATM4ECKOM
aBTopm3sauum B roctesyto OC.

6.14.1.2 . BknroyeHMe MexaHM3Ma aBTOMaTU4YeCKOU aBTOpU3aLUm

MexaHun3M aBToMaTuyeckomn aeTopmsaumm B OC Linux MOXeT ObITb BK/KOYEH ABYMS criocobamu:

1) yepes 3apaHne nepemeHHoM DM_LOGIN_AUTOMATION co 3HayeHueM «1» B canne /1ib/systemd/

system/fly-dm.service. [pumep danna:

[Unit]
Description=The FLY login manager

#replaces getty
#Conflicts=getty@ttyl.service
#After=getty@ttyl.service

#replaces plymouth-quit since it quits plymouth on its own
#Conflicts=plymouth-quit.service
#After=plymouth-quit.service

O oo~NOoOULh WNBKE

(-
[SNG)

12 After=rc-local.service plymouth-start.service dbus.service systemd-user-
sessions.service libflygetexe-bin.service

13

14 #tresposible for plymouth stopping, so if fails then make sure plymouth still
stop

15 OnFailure=plymouth-quit.service

16

17 [Service]

18 ExecStartPre=/bin/bash -c /usr/bin/fly-dm-prepare.sh
19 ExecStart=/usr/bin/fly-dm vt7

20

21 IgnoreSIGPIPE=no

22

23 EnvironmentFile=-/etc/default/locale
24 Environment="DM_LOGIN_AUTOMATION=1"
25

26 [Installl]

27 Alias=display-manager.service
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2) BOMNONHUTENBHO K MEPBOMY CMoCcoby 3aAaTb nepemMeHHyr DM_LOGIN_AUTOMATION CO 3HayeHMEM

«1» B panne /etc/default/locale. Npumep danna:

1 # File generated by update-locale
2 LANG="ru_RU.UTF-8"
3 DM_LOGIN_AUTOMATION=1

& [aHHbiv cnocob (BTOpoK) SBNSeTCS NpeanoYTUTENbHbIM.

lMNocne BKAOYEHUA ABTOMATUYECKOM aBTopmsaummn OOHMM U3 NepeyvyncneHHbIX Bbille cnocoboB

HeobX0AMMO BbIMOMHUTL NePe3anyck KOHMUIypaLmm 3arpy>KEHHbIX MOAYNEN:

:$ sudo systemctl daemon-reload

3aTeM BbIMONHUTbL Nepe3anyck ciyXobl:

:$ sudo systemctl restart fly-dm

Lna pabotbl MexaHuama SSO B OC Windows HeobxoaMMo yCTaHOBUTb NakeT NepPeHOCUMbIX BUBAnoTek

n3 coctasa Visual Studio C++ B rocteByto OC: https://aka.ms/vs/17/release/vc_redist.x64.exe.

6.14.2 . AkTuBauLuMA TEXHOIOrMK €AUHOIO BXoAa Ha cepBepe TepmuHanos MS RDS

Lna skntoueHuss SSO Ha MS RDS HeobxogMMo BbIMONHUTL CNeay oLy NOCNeA0BaTe/IbHOCTb LLAroB:

* Ha KoHTponnepe gomeHa MS AD co3paTb rpynnoByto NOAUTUKY C HazBaHMeM SSO;
* B CO34aHHYIO rpynnoByH MONUTUKY BHECTU CNEAYHOLLME U3MEHEHUS:

e B pedaktope rpynrnoBoW  MoAuTUKM  nepentn  «KoHdurypaums  KomnbroTepa -
AILMUHUCTPATUBHbIE WabnoHbl - Cuctema - [lepegaya yuYeTHbIX [HaHHbIX», BblOpaTb
napameTp «Pa3pewnTb nepefayy YYeTHbIX AAHHbIX, YCTAHOBNEHHbIX MO YMOAYAHWUIO» U
NPUCBOUTbL €My 3HauyeHWe «BkntoueHo». 3aTeM HaxaTb 3KpaHHyk KHonky [[ob6aBuTb
cepBepbl B cnucok] v 3aaatb 3HadeHne « TERMSRV/disp.termidesk.local» (cm. Pucyrok 18), raoe
disp.termidesk.local - ums cepsepa Termidesk. danee HaxkaTb 3kpaHHble kHonku [OK]

n [MpumeHuTs];
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A PazpewnTs Nepeaauy yUETHLIX AaHHbIX, YCTAHOBABHHBIX MO YMOMYAHMID O X
5| Paspewuts nepeaauy yYeTHEIX AGHHELX, YCTEHOBAEHHBIX NO YMOAUZHUK

MNpeasiaywmii napameTp Chreayrowmii napametp

() He saaaHo KommerTtapuia:

(®) Brarouero

(O Orkaroueno

TpeGosaHus k sepcun: He Huxke Windows Vista

MNapameTpes Crnpaexa:

-
dobaeuTe cepeepll B cnucok: Il Brisoa cosepxaHua O x

CeazaTte HECTPOIHICH CHCTEME! NO YMONYaHWIO C
BEEEAEHHBIMW paHEE

LoSzsuts CEPBEPLI B CNMCOK:

3Ha4eHue

o TERMSRW:Iisp.termidesk.lcca‘

OK O1mena

OK Otmena OpumeHuts

PucyHok 18 — PepakTupoBaHue napameTpa «Pa3spelwnTb nepegayvy y4eTHbIX AaHHbIX, YCTaHOBNEHHbIX MO
YMONYaHUIO» FPYNMOBbIX NOAUTUK

e B 3TOM XXe CMuCKe BblbpaTb napameTp «PaspewmnTb nepepady HOBbIX YYETHbIX AAHHbIX C
NpoBepKoM MoaJIMHHOCTM cepBepa «Tonbko NTLM» u  npucBouTb eMy 3HayeHue
«BxntoueHo». 3aTeM HaxaTb 3KpaHHY KHonky [[lo6aBuUTb cepBepbl B CNMUCOK] v 3aaatb
3HaueHne « TERMSRV/disp.termidesk.local» (cm. Pucyrok 18), roe disp.termidesk.local -
nms cepsepa Termidesk. Janee HaxaTb 3kpaHHble kHonku [OK] v [MpumeHuTs];

e B pegaktope rpynnoBoW noauTukm  nepentn  «KoHdwurypaumsa  KomnbtoTepa -
ALMUHUCTPaTMBHbIe WabnoHbl - KoMnoHeHTbl Windows - Cny»bbl yaaneHHbIX paboymx
ctonoB - KnveHT noakntoueHWss K yaaneHHoOMy paboyeMy CTony», BblOpaTb napameTp
«3anpawmBaTb y4YeTHble AaHHblE Ha KJIMEHTCKOM KOMMbOTEPE» U MPUCBOUTL EMY 3HAYeHUe

«OTKNOUEHO».
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Mo yMonyaHuiO BpeMsi rapaHTUPOBAHHOIMO ABTOMATMYECKOrO MPUMEHEHUSI M3MEHEHUW COOTBETCTBYET
nHtepeany 90 — 120 MuHyYT nocne obHoBneHMa halroB rpynnoBbiX MNOJUTUK HA KOHTpOJIIEPE AOMEHa.
Ecnn Heobxoommo dopcupoBaTb NMPUMEHEHWE MOMUTUKM, TO Ha KOHTpossepe gomeHa, MS RDS wu

paboumnx cTaHUMAX NONb30BaTeNen He0bXoaMMO BbIMOMHUTL KOMaHAy gpupdate /force.

6.15 . Hacrpoiika ayteHTudmKaumm nonbsosareneis BPM uepes dain

6.15.1 . O6wme cBeneHUs
LencTtBma no HacTponke ayTeHTUdUKaumMm nonb3osatenen BPM uepes dainn ceBogsatcs K cnenytoLlen

nocnenoBaTeIbHOCTU LLAroB, BblMOJIHAEMbIX B rocteson OC:

* 33gaHue darna ans xpaHeHus naponen B moayne PAM;

* BKJIOYEHME MeXaHM3Ma aBTOMATUYeCKOM daBTOpuM3aLnn B roctesyro OcC.

® Termidesk nHTerpnposaH CO BCTPOEHHbIM KOMMIEKCOM CpeacTs 3awmTbl nHdopmaumm OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a  TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocylecteasieTcs cpeacteamu OC.

6.15.2 . Hacrtpoitka mopgyns PAM
Ons 3apaHusa darna xpaHeHuss naponen B Moayne PAM Heobxoanmo oTpepakTupoBatb dann /etc/

pam.d/fly-dm, no6aBMB CnefytoLLyto CTPOKY nepen cekumer @include common-auth:

1 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd

roe /etc/htpasswd - nyTb K (anny € napamMm «JIOrMH:MApPOb» MOMb30BATENEN, UMEIOLLMX MPaBO Ha

aBTOMaTUYECKUM BXO4O B CeCCUHo.

Mpumep danna /etc/pam.d/fly-dm:

1 %PAM-1.0
2 auth required pam_parsec_mac.so
3
4 auth requisite pam_nologin.so
5
6 auth required pam_env.so readenv=1
7 auth required pam_env.so readenv=1 envfile=/etc/default/locale
8 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd
9
10 @include common-auth
11  -auth optional pam_gnome_keyring.so
12 -auth optional pam_kwallet5.so
13
14 session required pam_parsec_mac.so unshare_root_only
15 session required pam_limits.so
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16
17
18
19
20
21
22
23
24
25
26

session required pam_logi

@include common-account
account required pam_parsec_mac.
@include common-session
session required pam_parsec_cap.
session required pam_parsec_aud.
session required pam_parsec_mac.

CNET.10001-01 90 02

nuid.so

so labelselect=appset

SO
SO
SO

-session optional pam_gnome_keyring.so auto_start
-session optional pam_kwallet5.so auto_start

@include common-password

6.15.3 . BkioyeHMe MexaHM3Ma aBTOMaTU4eCKOM aBTopU3aLum

MexaHn3M aBTOMaTUYECKOU dBTOPpU3aUunnM BKIKOHAETCA aAHA/IOTMYHO MNYHKTY BknioueHne MexaHM3Ma

aBTOMaTU4eCcKoi aBTopm3sauum nogpasgena Hacrpoiika TexHonoruu eguHoro exoga B roctesoii OC BM.
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7 . YNPABNEHUE NAPAMETPAMU TOCTEBBIX OC

7.1 . Obwye cBepgeHUs

MapameTpbl rocteBbix OC No3BONSIOT NPOM3BECTU aBTOMATMYECKYH U UAEHTUYHYHO HACTPOMKY OAHOM

nnu Heckonbkux rocteebix OC ana ncnonbsosaHua B poHae BPM.

Mpadmueckum mHTepdernic ynpasneHuss Termidesk obecneuvBaeT cnepytoLiMe onepauuu yrpaB/ieHUs
napameTtpamm rocteBbix OC:

» nobasrieHue;

* penakTUpOBaHWe;

* ypaaseHue;

* MPOCMOTpP CBEAEHUM.

Ons pobasneHusa napameTpoB koHdurypaumm rocteBon OC cnepyet nepentn «KOMMOHEHTbI -
MapameTpbl rocteBbix OC», 3aTeM HaxaTb 3KpaHHYt KHonky [HoBblM] v BbiGpaTb M3 BbinagaroLlero

cnmcka Tun OC.

Co3paHHble KOHOUrypaumMm MOXHO peaakTUpoBaTb, AJiI 3TOMO0 HYXHO MOMETUTb HeobxoauMble
napameTpbl OC, a 3aTeM HaxkaTb 3KpaHHY KHonKy [PeaakTuposatb].
Co3paHHble KOHPUIrypaLMmM MOXHO YAA/IUTb, 411 3TOrO HY>KHO NMOMETUTb HeobxoauMmble napameTpbl OC,

a 3aTeM HakaTb 3KpaHHYO KHonky [Yaanutb].

& TMapameTtpbl koHdUrypaumm rocteBort OC MoryT 6bITb yaaneHbl TONbKO B TOM C/y4ae, eC/in OHU
He ncnonb3ytoTcs doHaoM BPM.

7.2 . MNMapameTtpbl rocteBo OC Windows

7.2.1 . KoHdurypauus 6e3 pomeHa
Ons pobasneHus B Termidesk napametpos rocteson OC Microsoft Windows 7 unmn Microsoft Windows
10 6e3 BBOZA B AOMEH aaAMUHUCTpaTopy Termidesk Heo6xoaMMO 3aMONHUTL AaHHbIE, MEPEUYNCTIEHHbIE B

ctonbue «lMapameTp» cnepytoulen Tabnmubl (cm. Tabnuua 45).

Tabnuua 45 — OanHbie ang roctesort OC Windows 6e3 BBoaa B fOMeH

Mapamerp OnucaHue
«HaszBaHue» TekcToBoe HauMeHoBaHMe napameTpos rocteson OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLueHMe, MCMob3yeMoe 419 ONUCAHUA Ha3HaYeHus
napameTpos rocteson OC
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7.2.2 . Koudurypauus npm Beoge B nomeH MS AD
Lna nobasneHns B Termidesk napameTtpos roctesor OC Microsoft Windows 7 unmn Microsoft Windows
10 c nocneayowMM BBOAOM B OOMEH aaAMMHUCTpaTopy Termidesk HeobxoaMMO 3amoONHUTL OaHHbIe,

nepeuncreHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 46).

Tabnuua 46 — OanHble gns rocteort OC Windows npu Beoge B aomeH MS AD

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesort OC
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMoe A1 ONUCaHUS Ha3HAYeHUs!

napameTpoB. rocteson OC

«domeH» LomeHHoe umsa cnyxkbbl kaTanoros MS AD

«AKKayHT» MpeHTudukaTop cybbekTa, MMeoLmMi NoiHoMouus no fobasneHuto BPM k
[IOMEHY

«[Maponb» Habop cuMBOMOB, NOATBEP)KAAOLLMIA Ha3HAYEHWNE MOTHOMOYNIA

«OU» NpoeHTudurkaTop opraHM3aLMOHHONM eaMHULbI, B KOTOPYHO ByaeT AobasneHbl
BPM

7.3 . MapameTpsl rocteBoit OC Linux

7.3.1 . KoHdurypaums 6e3 nomeHa
LOna pobaenenusa B Termidesk napametpoB rocteBor OC Ha 6a3ze GNU/Linux 6e3 BBOga B AOMEH
agMuHucTpaTopy Termidesk Heo6xooMMO 3anMoONHUTL OaHHble, NepeyuciieHHble B cTonbue «[MMapameTp»

cne,u,yrou.l,eﬁ Tabnuubl (cm. Tabnuua 47).

Tabnuua 47 — DaHHble gna roctesort OC Linux 6e3 BBoAa B JOMEH

Mapametp OnucaHue
«HazBaHue» TekcToBoe HanMeHoBaHMe napameTpos roctesor OC
«KoMMeHTapuii» MHdopmaumoHHoe coobLLeHME, UCMONb3yeEMOE 419 ONMUCAHUA Ha3zHaYeHus
napameTpos rocteson OC

7.3.2 . KoHdurypaums npu Beoge B aomeH MS AD
na nobasnenunsa B Termidesk napameTtpos rocteson OC Ha 6a3e GNU/Linux npu Beoge B gomeH MS AD
agMuHucTpaTopy Termidesk HeobxoaMmMo 3anonHUTL OaHHble, NEpPeYnceHHble B ctonbue «lapametp»

crnepyowen Tabnmubl (cm. Tabnuua 48).

Tabnuua 48 — daHHble ana rocteson OC Linux npu BBoae B aomeH MS AD

Mapametp OnucaHue
«HaszBaHue» TekcToBoe HaMMeHoBaHWe napameTpos rocteson OC
«KoMMmeHTapuii» NHdbopMaumoHHOe CoobLLeHME, UCMONb3YEMOE AN ONUCAHMA Ha3HaYeHUs

napameTpoB rocteson OC

«omeH» MpeHTudukatop gomeHa MS AD
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Mapametp OnucaHue
«AKKayHT» MpoeHTudukaTop cybbekTa, MMeloLmin nonHoMouuns no gobasneHuno BPM k
[OMEHY
«[Maponb» Habop cumMBonOB, MOATBEP>KAAOLLMIA Ha3HAYEHNE MOHOMOUNIA
«OU» NpeHTUbUKaTOp OpraHM3aLMOHHONM eMHMULbI, B KOTOPYIO ByaeT aobaBneHbl
BPM (onuuoHanbHo)

& [na Beoga BPM c OC Astra Linux B gomeH MS AD Heobxoanmo B 6a3oBoe BPM ycTtaHoBUTL

nakeT astra-ad-sssd-client.

7.3.3 . KoHdurypaums npu Beoge B aomeH Freel PA

Onsa nobasneHmns B Termidesk napametpos rocteBon OC Ha 6a3e GNU/Linux npu BBOOE B OOMEH

FreelPA agmuHucTpatopy Termidesk HeobxoauMo 3amofiHUTL OaHHble, MEpPeYUCsieEHHble B CTOnbLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 49).

Tabnuua 49 - OaHHbie ana roctesomn OC Linux npu BBoge B aoMeH Freel PA

Mapametp OnucaHue
«HazBaHue» TekcToBOE HauMeHoBaHWe napameTpos roctesort OC
«KomMMmeHTapuii» MHdopmaumoHHoe coobLueHMe, UCNONb3yeMOE 151 ONUCaHUS

Ha3HadeHuWs napameTpos rocteson OC

«JomeH ayTeHTUDMKaLUmU»

NpeHntudukatop nomeHa Freel PA

«AKKayHT» MaoeHTudmkatop cybbekTa, MMeroLWmiA NoIHOMOUMS Mo A06aBNEHUIO
BPM k pomeny
«[Maponb» Habop cumMBonoB, MOATBEP>KAAOLLMIA HazHAYEHME MOAHOMOYUIA

& [na Beopa BPM c OC Astra Linux B gomeH FreelPA Heobxoommo B 6a3oBoe BPM ycTaHoBUTH

nakeTt astra-freeipa-client.

7.3.4 . KoHdurypaums npu Beoae B aomeH ALD

Ona nobasnenuna B Termidesk napametpos rocteBon OC Ha 6a3ze GNU/Linux npu BeBoge B agomeH ALD

agMuHucTpaTopy Termidesk HeobxoaMmMo 3anonHUTL OaHHble, NepedYncieHHble B ctonbue «lapametp»

cnepytowen Tabnmubl (cm. Tabnuua 50).

Tabnuua 50 — daHHbie ana rocteson OC Linux npu BBoae B agomeH ALD

Mapametp OnucaHue
«HazBaHue» TekcToBoe HavMeHoBaHKe napameTpos roctesor OC
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, Crob3yeMoe A4S OnmMcaHus

HasHayeHus napameTpos rocteson OC

«JloMeH ayTeHTUbUKaLMU»

MaoeHTudmrkatop gomeHa ALD

«AKKayHT»

MaoeHTudurkatop cybbekTa, MMeroLmMi NOTHOMOUUS MO A06aBNEHUIO
BPM k pomeny
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Mapametp OnwucaHue

«[Maponb» Habop cumBonoB, NoaTBEP>KAAOLLMIA Ha3HAYeHME MOSHOMOYUIA

7.4 . [eiicTeue npu Bbixoae nonb3osartens us OC
Termidesk nogaep>kmBaeT Ha3zHaveHMe aencTeum ¢ BPM npu Bbixoge nonb3oBaTenst Us ceccum.

Lna HazHaueHus pencTeus B rpadmyeckoM uHTepdence ynpaBneHus crepyeTt nepentmn «Hactpoukm -
CnobanbHble nonnTukm - [encteue npu Bbixome nonb3osaTtens n3 OC», 3aTeM HaXKaTb 3KPaHHY KHOMKY
[PenakTupoBatb] 1 BbIOpaTh OAMH U3 CnesyrOLLMX BapUAHTOB:

* «Ypanatb paboyee MecTo» - yaanutb BPM nocne Bbixoga nonbsosatens;

* «HeT» - He npomn3BoauTb aencTeuir ¢ BPM (coxpaHsaTb cocTosiHme).

CoBMecTHO c nonutukom «[erictBue npu Bbixoge nonb3oBatena M3 OC» npuMeHsieTca NOMAUTUKA
«YpaneHune pabo4yero MecTa nocne», KOTopasi MOXKET NPUHMMATb C/IeAYOLLME 3HAYEHUS:
» «[locne cobbiTna Bbixoaa rosib3osatena ns OC»;

» «[locne cobbITUA 3aBEPLLUEHUSI CUHXPOHM3aLMK NpodUna».

& O6pabotka 3HauyeHua «[locne cobbITUS  3aBEPLUEHUSI  CUHXPOHM3AUUM  Mpoduns»  He
noppep>xxusaetca B areHte BPM Bepcum 4.1. OyHKLMOHAN NpuBeaeH ANiS CNpaBKM.

7.5 . UsmeHeHue nzobparkeHus rocresbix OC

Mpacdmueckue nzobpaxkeHuns B Termidesk npumeHatoTcs ans Bu3yanbHOM MAEHTUDUKALUM UCTONb3YEMbIX

rocteBbix OC B poHpax BPM.

Ons pnobaeneHus rpaduyeckoro msobpaxkeHus cnepyeT nepentu «HacTtpowku - [Manepesa» u HaxaTb
3KpaHHyto kHonky [HoBbin].
B okHe pobaBneHust M306paKeHUS HYXXHO 3aMoSIHUTb HavMeHOBaHWe f06aBnsieMOro obbekTa, a Takxe
n06aBUTb caMo M306pakeHWe, HaXkaB 3KpaHHYO KHomnKy [BbibepuTte usobpaxeHue].
TpeboBaHUs K M306paXKEHUIO:

» pasmep: oT 16x16 pno 256x256 nukcenen;

* COOTHOLUEeHMe cTopoH: 1:1;

* noppepykmBaemble bopMmatel: .ico, .jpeg, .jpg, - png.

Mocne pobasneHus nsobparkeHnn roctebix OC B Termidesk nonb3oBaTesnb, NOAKIOUYUBLLNCL K CEPBEPY

yepes KOMMOHEHT «KANEHT», YBUAMUT UX B CBOEM UHTEPdENCE (cM. PucyHok 19).

Bbinyck ot sHBapsi 2024 90



@ TERMIDESK

CNET.10001-01 90 02

7 Termidesk Client - 4.1.1.23171-rc2

O vdi-demo.termidesk.ru

b

o
"¢ |ALSE 1-7-3
AN .

Ba3oebli - 4

@ TERMIDESK

Tpynna pabounx mect  Bce H N

ﬁ Wcnonbayercs * Wcnoneayetca

ﬁ Astra Linux CE

Orel2.12-2 ro al - 416 O3y

Windows 10

Termidesk Client
v4.1.1.23171-rc2

termidesk1 E

&

PucyHok 19 — OTobparkeHMe HazHaYeHHbIX N306paXkeHUI B ceaHCe Nosb30BaTens
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8. ®OHA PABOYUNX MECT

8.1 . O6bwue ceepeHus o poHage BPM

®oHp BPM - 370 coBokynHOCTb nogrotoBneHHbix BPM pgns poctaBku no ogHOMY MMM HECKOSIbKUM

NpoTOoKO/NaM yaaneHHOro ooctyna B 3aBUCUMMOCTU OT MO/THOMO4YMM MOJIb30BaTENEN.

Ona pobasneHunss Hoeoro ¢doHaa BPM B rpaduueckom wuHTepderice ynpaBneHus cnenyet MepenuTu
«Pabouvre mecTa - DoHAbI» U HaXKaTb 3KpaHHY KHonky [HoBbii].

Co3paHHble dOHAbI MOXHO pefakTUpoBaTb, AJI 3TOFO0 HYXHO MOMETUTb Ha3BaHMe ¢GOHAA, a 3aTeM
HaXkaTb 3KpaHHY KHomnky [PepakTupoBaTh].

Co3paHHble GoHAbI MOXHO YAANUTb, OIS 3TOr0 HY>XHO MOMETUTb Ha3BaHWe (oHAa, a 3aTeM HaXKaTb
3KpaHHYO KHOMKy [YaanuTb].

JkpaHHas kHonka [[MonuTuku], poctynHas npu Bbibope HasBaHWs GOHAA, OTKpbIBaeT MapameTpbl
BblbpaHHOro ¢oHaa. CoBOKYMHOCTb MapaMeTpoB aHasorMyHa npeacTaeneHHonm B «HacTtponkn -

FnobasnbHbIe MOAUTUKU.

Mocne pobasneHuns ¢oHoa BPM MoxHO nepenTh K ero getanbHOMy npocMoTpy. [ns aToro B cBOZHOM
Tabnuue okHa «MDoHabi» B cTonbue «HasBaHMe» cneayeT HaXkaTb Ha HaMMeHoBaHMe poHaa BPM.
Ha oTkpbiBLIENCS CTpaHULe ByayT NpeacTaBfieHbl CleayroLLme pasaenbl:
» «Paboumne ™mecta» - cnmcok BM u uHdopmauma o nogrotoeneHHbix BPM, wucnonbsyembix
cybbekTamu;
* «[lonb3oBaTenu u rpynnbi» — MMEHa NoNb30BaTeslem U HAMMEHOBAHWE TPYIM, UCMOJib3yeMble ANs
onpeneneHus paspeLleHui no goctyny Kk poHzam BPM;
» «[1poTokoNnbl AOCTAaBKM» — [OCTYMHbIE MPOTOKO/bI YAAJIEHHOrO [AOCTYMa, MCMOJib3yeMble MNpw
pocTtaBke BPM;
» «[lybnukaumm» - akTyanbHas WHdbopMauma O co3gaHHoM d¢oHae BPM. Paspen 6yaoer
OTCYTCTBOBaTb, ecnu (oHA MCMoNb3yeTcss ANna nybnvkauum NpuUNoXeHUM WM pgas [poctyna K
TepMUHaNbHbIM CECCUAM;

» «XKypHan» — CUCTEMHbIE COOBLLEHUS, CBA3AHHbIE C XXM3HEHHbIM LUMKIoM hoHaa BPM.

HacTponka oTaenbHbIX rnobanbHbIX MapamMeTpoB Mo ynpaeneHuto doHaammu BPM  (Hanpumep,
«MakcuManbHoe KoNM4ecTBO paboumx MecT, yaansieMblX eaMHOBPeMeHHO M3 ¢doHAa paboumx MecT»)
[OCTyrMHa B 06WMX cucTeMHbIX napametpax Termidesk (cM. noppasgen O6wme cUCTeMHble napaMeTpbl
Termidesk).
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8.2 . Oo6asnenHue poHga BPM

Lna nobaeneHus B rpadpuyeckom MHTepderice ynpasneHus cnegyeT nepentn «Paboume mecta - @oHabI»

M HaXkaTb 3KpaHHYto kHomnky [HoBbIN], BbIGpaTh TMN MacTepa nyb6nukauumn « BupTtyanbHble MalMHbI».

OTkpoeTtcsa MacTep nybnunkaumm dboHAa (cm. Pucyrok 20). HeobxoanMMo 3anonHUTbL NapaMeTpbl, YKa3aHHbIE B
Tabnuue, (cm. Tabnmua 51) M HaXKaTb 3KpaHHyto kHonky [[anee]. lMpu HaxkaTum 3KpaHHOM KHOMKM
[OT™MeHUTB], nn knaBuwmn <Esc>, unu nkoHku «Kpectuk», Ha ntoboM U3 3Tanos paboTbl NpousonaeT

3aKpbiTUE MacTepa 6e3 COXpaHEHUNA HACTpOEK.

MacTtep ny6nmukauumn poHga X

basoBble HacTpoikn doHAa

HaspaHue
KommeHTapuin
Wa6noH brest\astra .

MakcrmansHoe Konn4ecTeo -0 i
pabouux mect

OTMEHUTHL Aanee >

PucyHok 20 — bazoBble HacTponku oHaa B MacTepe nybnukaumm

Tabnuua 51 - bazoBbie HacTpolku poHaa

Mapametp OnucaHue

«Ha3BaHune» BBecTu TekcToBOe HanmeHoBaHue doHaa BPM. HanmeHoBaHue MoskeT
CoAepyKaTb TONIbKO NaTUHCKME ByKBbI, Undpbl, Npoben, aeduc n
HWXKHee NoaYepKMBaHUe.

I'IapaMeTp obszaTeneH ANa 3anoJIHEHUA

«KoMMeHTapumn» BeecTu nHdbopmaumoHHoe coobLLeHMe, UCMOMb3yeMOe A1S ONMUCaAHUS
Ha3HaveHus ¢poHpga BPM

«LLlabnoH» Bbi6paTb U3 cnucka WabnoH, KOTopbln ByAeT NCMOb30BaTbCS NpU
cosgaHun BPM

«MakcrManbHoe KoNMYecTBo pabounx MecT» 3apaTb MakcMManbHoe konuyectso BPM B doHge.
MakcumanbHoe uncno BPM He MoxeT BbITb MeHbLLE 3HAYEHUS,
yKazaHHoro B napametpe «Kew pabounx mecT 1-ro ypoBHsa» Ha
CnepfyoLLEM Luare MacTepa

® Ecnu obszatenbHoe mnone He 6bli0 3aMONHEHO MM €CTb OLWKMGKA MPW 3arMofHEHWUM, OHO GyadeT
NoACBeYeHO KpacHbIM LIBETOM U OyneT BbiBeAeHO cooblieHne o6 oLlumbke (cm. PucyHok 21) mocne
HaXkaTus 3kpaHHoW kHonku [danee]. NHaukaums uBeToM M cOObLUEHME He WMCYe3HYT nocne
3anonHeHus nons.
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MacTep ny6nukauymmn poHga X

basoBble HacTpoiikK doHaa

HasBaHue

"not_valid@name!

HassaHue doHAa MOXET cofepxaThb TONbko naTuHckme Byksbl, Undpsl, npaben, Tupe (-) 1
A Y F
nogqepkusadue [ _)

KommenTapuia
LWabnox brest\astra v
MaKcumansHoe KONUYecTBo -|0 b

pabounx mect

OTMeHWNTb fanee >

PucyHok 21 - Mpumep coobLieHms 06 owmnbke

Danee OyneT BbINOMHEH Mepexon Ha CNefyHLWMK War HaCTPOMKM (cm. PucyHok 22) MacTepa nybnukauum
$OoHAa, B KOTOPOM HY>KHO 3amMOSIHUTb MapaMeTpbl, yKa3aHHble B Tabaumue (cm. Tabnmua 52). [ockosibky BO
BPeMS NMepexoAa BbIMOJIHAETCA OTMpaBKa AaHHbIX Ha CEPBEP, BO3MOXKHA CUTYyaLMs, YTO NpPU BO3BPALLEHUM
Ha npeablayLLMIA War nosiBUTCa coobLieHne 06 ownbke, ecnm napameTp «lpoTokonbl 4OCTaBKMU» He Gbln
3anonHeH. OTnpaBka AaHHbIX Ha CepBep MPOUCXOAMT BCerga Mpu Mnepexone Mexay LwaramMu, Kpome

nepexona Hasapg C 3aBepLuakoliero stTana.

MacTtep ny6nukauun ¢poHga X

JononHutenebHele HacTpoiiku GoHAa

URL noaaepxku

W3oBpaxeHue Default v
Ipynna OcHoBHaa v
MNapameTpbl roctesoin OC Astra_NODomain v

npOTOKOﬂb\AOCTaBKM

Kew pabounx mect 1-ro -|0 +
YPOBHA
Kew pabounx mecT 2-ro -0 +
YPOBHA
Pexxum oTnagku Het
PaspewunTs pesepBHble Het

Konuu

-

OTMeHWTB < Hasag

PucyHok 22 — lononHuTenbHble HacTporku doHaa Mactepa nybnmkaumm
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Tabnuua 52 — JononHutenbHble HaCTpomMkK dhoHaa

MapameTtp

OnucaHue

«URL noppepsxkkn»

Beectu URL o519 cBasu ¢ TexHUYECKoW noaaepy<kom

«M306parkeHme»

BbibpaTb rpadmyeckoe npeacrasneHune poHga BPM

«[pynna»

BbibpaTb rpynny B KoTopyto ByayT BXOAUTb CYyObEKTbI 4151 AOCTYMNa K
¢oHpy BPM

«[lMapameTpsbl rocteBon OC»

Bbi6paTtb napameTpbl koHbUrypaumm rocteson OC, koTopble ByayT
MCNonb30BaHbl Npu cosgaHum BPM

« POTOKOJIbl AOCTAaBKU»

Bbi6paTb 0AMH UM HECKO/ILKO MPOTOKOJIOB AOCTABKM, KOTOpbIe ByayT
[OCTynHbI ang ¢poHpa BPM

«Keww paboumx mecT 1-ro ypoBHsi»

3a4aTb KOIMYECTBO CO3aHHbIX, HACTPOEHHbIX U 3anyLleHHbIX BPM B
doHae

«Kew paboymx MecT 2-ro ypoBHs»

3aﬂ,aTb KOJIMYeCTBO CO34aHHbIX, HACTPOEHHbIX U BbIKJTKOYEHHbIX BPM.

[ns vcnonb3oBaHus Kelwa pabounx MecTa 2-ro ypoBHsi HeobxoaMMmo,
yT06bI B NapameTpe «Kew paboumx MecT 1-ro ypoBHs» 66110 334aHO
xoTs 661 ogHO BPM

«PexxuM otnagxkm»

BkntoueHune pexxmnma oTnagku, No yMoa4aHUKO OTK/IKOYEH

«Pa3pelwnTb pesepBHbIe KOMUU»

BkntoueHune pexknma pesepBHoro konmposaHus BPM doHaa, no
YMONYaHUIO OTKJTHOUEH

lMocne 3anonHeHWs NapamMeTPOB HY>XXHO HaXkaTb 3KpaHHYO kHonky [danee].

B cnepytoleM okHe 3aBepLUMTb HAaCTPOMKY doHAa, HaXKaB IKpPaHHYO KHomMKy [3aBepwwmTb]. Hanee bynet

OTOBpaXKeEHO BPEMEHHOE OKHO C 3ab/IOKMPOBAHHbIMU 3KPaHHbIMM KHoMkamu. lMpu ycnewHom cosgaHum

doHIa B 3TOM >Ke OKHE A0JIKHO MOSIBUTLCSA COOBLLEHME (cM. PucyHok 23) «MDoOHA, yCcrnewHo co3aaH!», okHO

6y,EI,ET dBTOMaTU4YeCKU 3aKpbITO MO NCTe4eHnn 3 CeKyHA.

MacTtep ny6nukauymmn ¢poHga

3aBepLUeHNe HacTpoiikK GoHaa

@ PoHJ, yCNewHo co3aaH!

PucyHok 23 - YcnelwuHoe 3aBepLUeHWe HAaCTPOMKM Nybnukaumm doHaa
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8.3 . MobanbHble nonutukn doHga BPM

FnobanbHble MOAUMTUKM 3a4at0T MNapaMeTpbl Ans paboTbl nonb3oBaTenen ¢ BPM, nepekpbiBatoLime

MHAMBUAYAJIbHbIE HAacTponku doHaoB BPM.

Ons pepakTupoBaHUs rnobanbHbIX MOAUTUK B rpaduyeckom nHTepdence ynpasBieHus crnepyeTt nepenTu
«HacTtponku - FnobanbHble MOAUTUKU», BbIOPaTb HEOOXOAUMBIN MapaMeTp M HaXKaTb SKPaHHYHO KHOMKY
[PenakTuposarts].

HacTpoiku BblGpaHHOrO napameTpa MOXHO COpPOCUMTb A0 3Ha4YeHWM MO YMOMYaHWIO MNPU MOMOLLM
3KkpaHHow kHomnku [CopocuTs].

Ons  pepnakTupoBaHust rn106anbHbIX MONUMTUK aAMUHUCTpaTopy Termidesk HeobxooMMO 3anoONHWUTL

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytrollent Tabnumubl (cm. Tabnuua 53).

Tabnuua 53 — JocTynHble napaMeTpbl rnobanbHbiX NoAMTUK dpoHaa BPM

Mapametp OnwucaHue

«bydep obMeHa B npoTokonax goctaekn "RDP" n "SPICE | PaspelweHue Ha ucnonb3oBaHue 6ydepa ob6MeHa B MpoTOKOIax
(vdi-viewer, akcnepum.)"» pocTaBku. McnonbsoBaHue bydepa o6MeHa MOXKHO
BbIKJTFOYUTb, BKJIFOYUTb TOJIBKO OT CEPBEPA K KIIUEHTY,
BKJTIOUUTb TOMbKO OT K/IMEHTA K CepBepY, pa3peLunTb
[BYHarnpas/ieHHbIN 06MeH.

3HauyeHue Mo yMon4yaHuo: «[1ByCTOpoHHeE NepeHanpasieHue
bydepa»

«Bbibop nonb3oBaTesieM NPOTOKOJA AOCTAaBKU» OnpenensieT BO3MOXKHOCTb BbIGpaTb MPOTOKOJ AOCTaBKU
rnosb3oBaTenieM aag nogxkatoveHua kK BPM.

3HayeHMe no YMONYaHUIO!: «PaBpeLIJEH»

«[ericTBre npu Bbixome nonb3osatens ns OCx» OnpepnensieT fenicTBue nocne Bbixoaa nonb3osatens us OC.
3HaueHue rno ymonyaHuo: «Het»

«MopokntoueHme ¢ OTNIMYHBIM UMEHEM MOJIb30BaTENA» PaspelieHmne nogkntoueHmsa nonb3osatens k BM, ecnn
BBOAUMBbIN B BM noruH otnnyeH ot normvHa HasHavyeHHOM
MaluuHbl B Termidesk.

3HayeHMe No yMoNYaHUIo: «3arnpeLLeHo»

«3aBepLUaTbh CEAHC MPU AOCTUXKEHUM IMMUTA BPEMEHU» YnpaeneHue ceaHcamu Mosib30BaTeNein Npu AOCTUXKEHUU
33[1aHHOMO JIMMUTA BPEMEHU: MO UCTEYEHUMN IUMUTA BPEMEHU
RDP-ceccus byneT 3aBeplueHa, a He OTK/HOYeHa.

3HauyeHue Mo yMon4yaHuio: «BbikioueHo»

«JTUMUT BpeMeHU oS OTKJTFOYEHHOM CECCUU» YcTaHoBKa IMMUTA BpeMeHW A oTkntodeHHor RDP-ceccum.
PaboTaeT coBMeCTHO € NONUTMKOM «3aBepLUaTh CEaHC Npu
LOCTUXKEHMM IUMUTA BPEMEHM Y.

3HayeHMe no YMON4YaHUIO!: «Het OFpaHMHEHMVI>)

«JIuMUT BpeMeHU ans Bbixoma U3 ceaHcoB Remote App» YnpaeneHue TMMUTOM BPEMEHU AJ1s1 BbIXOAA U3 CEaHCOB
RemoteApp. Mo3BonseT ykasaTb, Kak AONMO CeaHC
nosib30BaTens Npu ucnosnb3oBaHun RemoteApp (ynaneHHoe
npunoXxeHue) byaeT oCTaBaTbCsl B OTK/IFOYEHHOM COCTOSIHUM
rocne 3aKkpbITusi Bcex nporpaMmm RemoteApp.

3HauyeHue Mo ymMonyaHuwo: «Hukorga»
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Mapametp

OnwucaHue

«JIUMUT BpeMeHU /19 aKTUBHbIX CEaHCOB CNY>K6
yAaneHHbIX paboynx CToNoB»

YnpasneHue TMMUTOM BPEMEHU 4151 aKTUBHbIX CEaHCOB CNY>K6
yAaneHHbIX paboumnx cTonos. YKasblBaeTCs BPeMsl, Mo
NCTEYEHNN KOTOPOrO CEAHC NMEPEXOAUT B OTKIIHOUEHHOE
cocTosiHWe (3aBepluaetcs). [MonuTnka NPUMEHSETCS B MOMEHT
aBTOpM3aL MM nonb3oeatens B BPM.

B Bepcusix Termidesk Huxxe 4.3 napameTp 3afaBancs npu
HacTpomke rocteBbix OC («KomnoHeHTbI - MapameTpbl
rocteBbix OC»). Npu Bo3BpaTe Kk BepcusiM Termidesk Huxe 4.3
napameTp OyaeT BbICTaBNEH B 3HAaYEHWE MO YMONYaHUIO.

3HayeHMe no YMOJTYaHUIO! «Het OFpaHMHEHMVI>)

«Mcnonb3oBaHne mexaHusama RemoteFX (RDP)»

MonuTtuka akTnBaumm MexaHusMa RemoteF X ana npotokona
RDP.

3HayeHMe no YMOJTYaHUIO! «BbiknoueH»

«MacLTabupoBaHue 3kpaHa ans npotokona RDP»

MonuTuka ynpasneHuns MacluTabmMpoBaHWeM 3KpaHa AJis
npoTokona RDP.

3HayeHMe no YMOJTYaHUIO! «BbikntoueHo»

«MexaHn3m obecnevyeHms 6e30MacHOCTU Ha YPOBHE CETU
(RDP)»

MonuTtuka ynpasneHus obecneyeHreM 6e30MacHOCTM Ha
YypOBHE CeTu Ana npoTokona RDP.

[Ona nopkntoueHma k STAL HeobxoamMMo MCMonb30BaTb
nonutuky «TLS» unu «RDP».

Ona noakntoyeHua kK MS RDS HeobxoauMo ncnonb3oBaTb
nonutuky «NLA».

MonuTtrka MoxeT 6bITb 334aHa 419 KOHKpeTHoro doHaa BPM
Ha cTpaHuue camoro ¢oHaa BPM.

3HaueHMe No yMon4yaHuio: «ABTOCOracoBaHue»

«OTaensemMbl NONb30BATENBCKUA NPObUIbLY»

Mcnonb3oBaHWe oTAeNs1eMOro Nob30BaTeNlbCKOro npohuns B
BPM.

MonuTtuka npumeHseTca npm ctapte BPM.
3HaueHMe No yMonyaHuio: «BbikntoueH»

«[Mepepaya dannos B npotokone goctasku "SPICE (vdi-
viewer, akcrnepum.)"»

PazpelueHue Ha nepenavy ¢annos B NpoTOKONax AOCTaBKM.
MonuTtuka noka NnprMMeHseTcs ToNbKo AN NpoTokona SPICE
(vdi-viewer, akcnepum.).

3HayeHue no ymonyaHuto: «PaspelueHa»

«[lepeHanpaBneHve BUAEOKaMepbl B MPOTOKONE AOCTABKM
"SPICE (vdi-viewer, akcnepum.)"»

PaspelueHue Ha nepeHanpaeneHue BUAEOKaMepbI B
MpOTOKONAaX AOCTABKM.

MonuTtrka noka NpUMeHseTCs TONbKO Ansi NpoTokona SPICE
(vdi-viewer, akcnepum.).

3HayeHue No yMonyaHuio: «PaspelueHo»

«MepeHanpasneHune cMapT-KapT B NPOTOKO/E JOCTABKU
"SPICE (vdi-viewer, akcnepum.)"»

PaspelueHune Ha nepeHanpasneHne cMapT-KapT B NPOTOKOMaX
[OCTaBKU.

MonuTtuka NnpuMeHseTca Tonbko s NpoTokona SPICE (vdi-
viewer, 3KCnepum.).

3HayeHue No ymonyaHuto: «PaspelueHo»

«[lMonutrka npocTos paboyero MecTa»

PaspelueHHoe Bpemsi npocTtosi BPM B cekyHaax. 3HadyeHune
«-1» 03Ha4aeT HeorpaHUYeHHOE BpeMs MPOCTOS. 3HAaYEHUE MO
yMosi4aHuto: «-1»

«[Nonntuka ynpaeneHus napaMeTpaMu nepeHanpasneHus
NpUHTEPOB»

YnpaeneHue nepeHanpaBieHWeEM MPUHTEPOB B MPOTOKOMAX
[OCTaBKWU. MOXHO 3anpeTuTb NepeHanpaeieHue, paspeLmTb
repeHanpaBnsaTb BCE NPUHTEPbI UM TONBKO BblBpaHHbIE
Monb30BaTeNeM.

3HauyeHue no ymMonuyaHuo: «He nepeHanpaenaTb»
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Mapametp OnwucaHue

«[MonHo3akpaHHbIV pexxuM (ans SPICE)» Monutrka orpaHnyeHns paboTbl B MONHO3KPAHHOM pEXUME.
3HayeHue No yMonyaHuio: «BkitoueH»

«Pa3pelueHne Buaeokamepsl B npotokosne goctasku “"SPICE | JonycTumble paspeLueHusi BuAeoKamepbl B MPOTOKOIAX
(vdi-viewer, akcnepum.)"» [OCTaBKM.

Monutuka NnpuMeHseTca ToNbko s npoTokona SPICE (vdi-
viewer, 3Kcnepum.).

3HayeHue no ymonyaHuto: «320-2560x240-1440»

8.4 . O6veanHeHue doHaoB B rpynnbl BPM

Mpynnbl BPM oTobpaxkatoTcs kak camocTosTesnbHble pasgenbl B MHTepdence nonb3oBatens. [pynnbl
BPM gaBnsitoTcs nornyecknMm npusHakoM, MO KOTOPOMY MOXHO 00beauHATb oTobpakeHue ¢oHO0B

BPM ana nonb3oBatenen.

LOns pobaeneHus rpynnbl agMMHUCTpaTopy Termidesk B rpacduyeckoM mHTepdence ynpasneHus cneayet
nepentn «HacTtponku - pynnbl paboumnx MecT» 1 HaxaTb 3KpaHHY KHornky [HOBbIH], 3aTeM 3anonHUTL

JaHHble, NepeyuncsieHHble B cTonbue «llapameTp» cnepytroLuen Tabnumubl (cm. Tabnuua 54).

Tabnuua 54 - OaHHble pna obbveamHeHus doHzos BPM B rpynnbi

Mapametp OnucaHue
«HazBaHue» TekcToBoe HauMmeHoBaHuWe rpynnsl BPM
«KomMMmeHTapuii» MHdopmaLmoHHOe coobLLEHME, MCMONb3YEMOE A5 ONUCAHWUS HazHaYeHUs
rpynnel BPM
«[MpuopuTteT» MpeumyecTso ncnonb3osaHus rpynnsl BPM B rpadunyeckom nHtepdeiice
nonb3oBaTesns

Ons penakTupoBaHusa rpynnbl paboumx MecT B Termidesk Hy>KHO MOMeTUTb HeobxoauMyr Tpynny M
HaXkaTb 3KpaHHY KHonky [PepakTupoBaTh].
Ons yoaneHus rpynnbl pabounx mect B Termidesk Hy>XHO MOMeETUTb HEOBXOAMMYIO FpYyMMy M HaXkaTb

3KpaHHYo KHoMKy [Yaanutb].

8.5 . My6nukauma poHpa BPM

My6bnukaums doHoa BPM noseonsetr cosgatb BPM BHyTpu doHaa B COOTBETCTBMM C 3a4aHHbIM B
HaCTpOMKax KOJIMYECTBOM UM OBHOBUTL YXKe umeromecs BHYTpu doHaa BPM u nogrotoBuTth nx ans

OanbHENLLEr0O NCNOMb30BaAHMUS.

Ona nybnukaumm ¢onpga BPM B rpadmyeckoMm uHTepdence ynpaeneHus cnegyeTt nepentn «Paboume
mecTa - @oHabI» 1 B cBogHOM Tabnuue B ctonbue «HaseaHue» BbIbpaTb HauMeHoBaHMe doHaa BPM.

Ha oTkpbiBwencs ctpaHuue B pasgene «[llybnukaumm» HaxkaTb 3KpaHHyto kHorky [HoBas]. B okHe
NoATBEPXKAEHMS NMyBAMKauMM nocsie BBOAA OMUMOHANIbHOrO TEKCTOBOrO KOMMEHTAPUSi HYXKHO HakaTb

3KpaHHYyto kHonky [Ony6nukoBaTb] Ans 3anycka 3aga4m obHoBneHus dpoHaa BPM.
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HaxaTtune skpaHHoM kHomnku [OTMeHUTb] He Bbi3biBaeT obHoBNeHMst doHaa BPM.

Mporpecc BbinonHeHusi nybnukauum OyaeT oTobpaxkeH B 3TOM >ke pasgene. MHawukaTtop nporpecca
OTHOCUTCA TONbKO K co3gaHutio BM B kewe (BM, noppepxunsaembix B onpeneneHHOM COCTOSHUM) U He
oTobpaxkaeT GakT nony4veHus nonbsobatenem BPM.

CyLuecTBYtOT HECKONIbKO COCTOSIHUM My6nvKaumu, KOTopble MOryT ObiTb OTpaXkeHbl B cTOnbLE
«[porpecc»:

» «MpeT cospaHne BM», nHaMKaumsa cepbiM LUBETOM (cM. PucyHok 24) - Ha4ano npouecca nybankauuu;

» «MpeT cospaHve BM», MHAMKaumMsi CUMHUM UBETOM (cMm. PucyHok 24) - HEMOCPEACTBEHHO MpoLecc
BbINOJIHEHUSI MYBAMKauuM, NpU KOTOPOM BbIMOMHSAETCA obpalieHMe K MOCTAaBLUMKY pPecypcoB M

co3gaHue BM;

(® Yactota 0bHOBNEHMS Mporpecca 3aBUCUT OT 3HAYEHUS MHTEpBana OBHOBMEHMS ANa Tabnuubl
«Mybnukaumm». OTOOpaXKaeMbIM LLBET U TEKCT 3aBUCAT OT COCTOSIHUS NyBnnKaumm.

Paboune mecTa Monb3oBatenu v rpynnel [MpoTokonbl AoCTaBKW My6ankaymn Kypran
MNy6nnkauwnn
ColliiDiceci Hoeas | | OTMeHUTL
Pepgakumsa . [fata nybavkaummn CocTtoaHne Mporpecc MpuunHa
2 21.06.2023, 17:41:31 MoaroToBka

WMaéT cozganne BM...

MawwH B nporpecce: 0 us 2

1 21.06.2023, 17:18:54 JelicTBUTENBHBIR
WMpaéT cozgadme BM...

MawwH B nporpecce: 1 us 2

15 v | HacTp. 1-2u32 AN

PucyHok 24 - NHpukaumsa nporpecca BbINoNAHeHUs nybnmnkaumm co ctatycoM «MpeT cozgaHne BM»
» «[lybnukauus ycnewHo 3aBeplleHa», MHAMKAUMSA 3eMEeHbIM LBETOM (cM. PucyHok 25) - MybnmMkaums
BM B kewwe 3aBeplueHa. MNpu Bbigaye BPM 13 kewa nporpecc BHOBb BEPHETCS Ha Ha4ano npouecca

nyo6nMkaumnu;
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Pabouume mecTa MNone3oBatenu v rpynnol [MpOTOKONBI AOCTaBKM Myenankaumm HKypHan
Myé6nnkaunmn
ol Dice i Hoean OTMeEHUTL
Pepakuns . fAaTa nybnukaunn CoctoAHne Mporpecc MpuunHa
1 21.06.2023, 17:59:29 JefcTEMTensHbIR
My6nukaLms ycrnewHo 3asepLueHa o

MoToBo MawmH: 1 K3 1

15 ~ |HacTp. 1-1m31 il 1\m3l | > | >

PucyHok 25 - UHamkauma nporpecca BbinosHeHUst Nybmkaumm co ctatycom «lMybnukaums ycnewHo
3aBepLUeHa»
* «Bo Bpems nybnukauuM BO3HMKNA OLIMOKa», WMHAMKALMUA CEPbIM LBETOM C MUKTOrpaMMomn
KpacHOro uBeTa (cM. PucyHok 26) - MpoLecc NybsvKauMM 3aBepLunnica C OLIMOKOM, TEKCT OLIMOKMU

oTobpasuTcs B ctonbue «lMpuumHa;

Pabouue mecTa Mone3oBateny v rpynmnel MpoTokonbl 40CTaBkK Myénukaumm KypHan
Nybnnkaumm
CliDiceca Hoeasn OTMeHUTE
Pepakuwa  fata nybnukauum CocToAHWe Mporpecc Mpu4nHa
1 14.06.2023, 17:04:33 YananeH
Mybnwikauna yaaneHa
3 21.06.2023, 16:22:56 Owwbka OpenNebula error
Bo BpemA ny6AvKaLMK BO3HNKNa ownbka @ 16384: "

[one.template.clone]
loToBo MawwH: 0 n3 1 Error allocating a
new virtual machine
template. NAME is
already taken by

TEMPLATE 52."
2 21.06.2023, 16:20:47 JelcTBnTensHbIA
NpéT cozgaHune BM...
|
MawwH B nporpecce: 1 us 1
1-3us3  « < 1 w31 i

15 v |HacTp.

PucyHok 26 — MHaMKaunsi BOSHUKHOBEHUSI OLLMBKM NpU Nybnmnkauum
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» «lMybnukauma ypaneHa», 6e3 uWHAMKAUMKM - WHGDOPMUPOBAHME O 3aBEPLUEHUWN YyOANEHUS
nyénvkauuu. MonyumTb faHHOE COCTOSIHME MOXKHO MPU MHULMMPOBAHMM HOBOW Mybnavkaumu (B

TaKOM C/lyyae cTapasi nybnvkaumsa yaansertcs);

* «HeT mMawuH B kewe 1-ro v 2-ro ypoBHen», 6e3 MHAMKaUUK - MHIOPMMPOBaHME 06 OTCYTCTBUM
BM, noppep>kmBaeMbix B kewe 1-ro v 2-ro ypoBHen. DTO O3HA4aeT, YTO B HacTpoMrkax (oHAaa
napameTpbl «Kew pabounx MecT 1-ro ypoBHa» u «Keww paboumx MecT 2-ro ypoBHS» He 3aJaHbl

(&ns HUX BbIGpaHO 3HauveHMe «0»).

Lns oTMeHbl cywecTBytowen nybnukaumm doHaa BPM cnepyet nepentu «Paboune Mecta - GoHabI» 1 B

cBogHoOM Tabnuue B cTonbue «HasBaHue» BbIOpaTb HauMeHoBaHWe doHga BPM.
& OTMeHa nybankaumMm BO3MOXKHa, eCM NYBINKALUSA HE HAXOAMUTCS B cTaTyce «[enCcTBUTENbHbIN».

Ha oTkpbiBlwenca cTpaHuue B pasgene «lybnnkauum» Hy>XHO HaxaTb 3KpaHHYt KHomnky [OTMeHUTB].
OtmeHa nybnukaumm ypansetr BPM us doHpa, a Takke napameTtpbl KoHdurypauum ¢onpga BPM us
Termidesk.

8.6 . HasHaueHue nonb3oBartenen AocTyna
®oHay BPM MoXHO HasHauaTb Nonb3oBaTenem, KOTopbiM 3TOT GoHA, ByaeT 4OCTYNEH.

[na nobaeneHmsa HoBoro nosb3oBatens Kk ¢oHay BPM B rpadmyeckom uHTepdence ynpasneHus cnegyer
nepentn «Paboume mecta - @PoHAabi» U B cBogHOM Tabnuue B cTonbue «HasBaHWe» Ha)kaTb Ha
HaMMmeHoBaHue ¢oHaa BPM. Ha oTkpbiBluencs cTpaHuue B pasgene «[lonb3oBaTeny v rpynnbi» HaXkaTb

Ha 3KpaHHYto kHonKy [HoBbi1] B 0bnacTu «lMonb3osatenm».

& [obaeneHve nonb3osaTens AoMeHa ByaeT AOCTYMHO TOJIbKO B TOM CJlyyae, eciu MoJib30BaTesb
X0Ts 6bl OAUH pa3 OCYLIECTBWI BXo4 B UHTepdenc nonb3osatens Termidesk nog cBoen yveTHOM
3anuchbHo.

8.7 . Ha3sHauenwue rpynn goctyna ¢oHay BPM

®oHay BPM MoxkHO Ha3sHauaTb rpynnbl Mosib3oBaTenelr AOMeHa ayTeHTUPUKALMU, KOTOPbIM 3TOT OHA

OyneT [LOCTYyneH.

Ons pobaeneHus Hoeow rpynnbl kK ¢doHay BPM B rpaduueckom uHTepderice ynpaBneHus cnepyet
nepentn «Paboume mecta - ®oHabl» M B CBogHOM Tabnuue B cTonbue «HasBaHue» HaxaTb Ha

HaMMmeHoBaHue doHaa BPM.
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Ha oTkpbiBlenca cTpaHuue B pasgene «llonb3oBaTtenn M rpynnbl» HYXKHO HaXaTb 3KPaHHYH KHOMKY
[HoBbii] B obnactn «[pynnbi». B okHe pobaBneHws obbekTa W3 BbiMajatowlero Cruvcka BblGpaTb
HeobXxoAUMbIN AOMEH ayTEHTUDMKALMM, a 3aTeM TpebyeMyto 4N Hero rpynny.

Onsa ynaneHus rpynnbl u3 hoHAa UCNONb3yeTCs 3KpaHHas KHonka [YaanuTb).

& [obaeneHuwe rpynnbl nosb3oBaTenen AoMeHa OyaeT BO3MOXHO TO/MIbKO B TOM CJlyyae, eciu
yKa3aHHas rpyrnna cyliecTsyeT B Cny)kbe kaTanora u nobaeneHa B AOMEH ayTeHTUdUKaLMKU B
nHTepderice Termidesk.

8.8 . HasHaueHue npoTokonos poHay BPM

(DOH,EI,y BPM MoykHO Ha3HauaTb AOCTynHble ONa HEro NPpoTOKOJ/Ibl 4OCTABKU KaK Ha 3Tane HaCTDOIZKM npu

nomolum «Mactepa nybnmnkaumm dboHaa», Tak 1 nocne.

Lna pobaBneHuss HoBoro npoTtokona goctaBku cdoHay BPM B rpaduuyeckoM mHTepdelice ynpaeneHus
cnenyet nepenTtn «Paboune mMecta - PoHabI» M B cBOAHOM Tabnuue B cTonbue «HassaHMe» HaXkaTb Ha
HaMMeHoBaHuMe doHaa BPM.

Ha oTkpbiBlwenca cTpaHuue B pasgene «[1poTokonbl OOCTaBKM» HY)KHO HaXkaTb 3KPaHHYHK KHOMKY
[HoBbiii]. B okHe pobGaBneHus obbekTa M3 BbiNafatoLLEro Cnucka BblbpaTb HEOOXOAMMbIM MPOTOKON

AOCTaBKW.

& [obasneHve npoTtokona pgoctaBkn B ¢doHa BPM 6GymeT mocTynHO TONbKO B TOM Ciy4vae, eciu
HaCTPOeH XOoTa bbl 0OAUH NPOTOKON A0CTaBKU B «KoMnoHeHTbI - [poTokosbl AOCTaBKM».

8.9 . YnpaBneHue ceccusiMu nogxntodeHHbIX K poHay BPM nonb3osarenei

B rpaduueckom wuHTepdence ynpasneHus Termidesk peanu3oBaHa BO3MOXHOCTb MPOCMOTpaA

MHbOPMALMK M YNPABNEHNS TEKYLLMMU aKTUBHbIMU CECCUSMM NONb30BaTeNen B hoHaax BPM.

Lna npocMoTpa OCHOBHbIX CBeAeHWIM 06 aKTUBHbIX Ceccusx nonb3oBatener B doHaax BPM cneayet

nepentn «Paboume mecta - Ceccum», Nocne Yero OTKPOETCA CBoAHas Tabnmua (cm. PucyHok 27).
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E TERMI DESK @ @ CuncTeMHbIi nonk3oBaTtens (admin609) v
@ O63op Ceccrn
& KoMnoHeHTbI > AKTMBHbIE CECCUU NoJIb30BaTenei

Ug Hacrporiku > C | 10cec ~ OTknlouUTL | C6pocnTh

fata Monb3oBaTens IP-anpec Xoct Mecto IP Mecta WA Mecta DoHA

m PaGoume MecTa » 13.12.2023. 14:18:09 BcTpoeHHblii-usert 192.168.51.6 ThinkPad 101 192.168.51.247 101 STAL

15 v Ha cTp. 1-1n31 & < 1/m31 > »

all MowvTopunr >

PucyHok 27 - MNMpocmoTp cBeaeHU 06 akTUBHbIX Ceccusax nonb3oBatenen poHga BPM
OcHoBHble napaMeTpbl ceccui  nepeuncneHbl B ctonbue «[llapameTp» cnepytower Tabnunubl (cm.
Tabnuua 55).

Tabnuua 55 — OcHoBHble NapameTpbl ceccui Nonb3oBaTeNen

Mapametp OnucaHue
«[HaTta» [ata v BpemMs Bxoga nonb3oBatenst Ha BPM
«[Nonb3oBaTenb» Mms nonb3oBaTtensi, KOTOpoMy 6bis10 BbigaHo BPM
«IP-agpec» IP-agpec nHMumMaTopa ceccum
«XocT» HaumeHoBaHMe MHMLMATOpa ceccum
«MecTo» HanmeHoBaHne BPM, BblaaHHOro nonb3oBaTesnto
«IP MecTta» HanmeHnoBaHne BPM, BbigaHHOro nonb3oBaTesnto
«N [ Mecta» HaumeHoBaHue BPM, BbigaHHOro nonb3osartesto
«@DoHa» HasBaHue dpoHaa, B cocTaBe KOTOPOro HaxoauTcs BblaaHHoe BPM

[Ons npyHYOUTENbHOro OTKKOYEHUSI CeCccuMm nosb3oBaTens cnepyet nepentu «Paboumne mecta - Ceccum».
B Tabnuue c akTyanbHouW WHdoOpMauMen 06 TeKyLMX aKTUBHbIX ceccuax nonb3osatener BPM
HeobxoauMMO MOMEeTUTb CEeCCUD MONb30BaTeNs AN OTK/OYEHMS WM HaXKaTb 3KPaHHYK  KHOMKY

[OTkntounTs].

& TMocne Haxkatus 3kpaHHOW  KHOMKKW [OTKAOYMTB]  NPUHYOUTENbHBIA  LUTATHbIA  BbIXOA,
nonb3oBatens u3 OC BPM npouzsonigeT B TeueHune 30 cekyHA.

& Ceccua nonbsoBartens 6y,£I,ET dBTOMAaTU4YeCK1 N NpUHyaoMTeIbHO 3aBepLlieHa, eCsin OH 6bin yaaneH
nnun o0OMeH ayTeHTMd)MKaLI,MM, B KOTOprlZ BXOAUT 3TOT NOJIb30BATESb, OblN OTK/IKOYEH MU yOaneH.
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8.10 . YnpaeneHue HazHayeHHbIM1 BM

8.10.1 . YnpaBneHue cocTosiHueM
Termidesk noppep>xMBaeT ynpaBneHMe COCTOSIHMEM HasHadeHHbix BM pgna BPM, cozpaHHbIX ans

cneayrowmx NoCTtaBLMKOB peECYpCOB:

MK CB bpecr;
= zVirt;
= oVirt;

VMware vSphere.

Ona mn3meHeHus cocTtosHus BM Heobxoammo nepenTtn «Paboume Mecta - DoHAabl», 3aTeM BblbpaTb

HY>KHbIM POoHA, NepenTn BO BKIaAKy «Paboume Mecta» 1 BbiGpaTb HazHavyeHHY0 BM (cm. PucyHok 28).

= (@ TERMIDESK ® @resaomin-

a 0530p PoHApl > aststic
& KOMMOHeHTel > ®DoHg aststic
Paboune mecta Mone3osateny v rpynnel MpoTokonsl gocTaBkK KypHan

I}g Hactpoiikn >

Ha3HaueHHble MalvHbI
I:I PaGouve mecta >

C | 10cek v~ I »3anyck | HlNaysa | | M Bbikn (6e3omacHo) | v Cnepeaarpyamhl CooblueHve || Yaanuts

fata YHUKaNbHbIH Cratyc XocT P BepcuA

il Monutopunr >
- co34aHna Pepaxkuma ua IP-appec HasBaHue Cratyc 06HOBNEH Wcnonb3yeTtea WUCTOYHUKA WUCTOYHUKA Bnagenel, areHTa

07.04.2023, B70757B9- unknown | INIT_al7s- | AedcTewTenshbii | 07.04.2023, 10.10.100.7 | FreelPA-
08:34:07 C89B-47CD- static 08:34:07 brestadmin

9863-
3554F9EE17FA

15 ~ | HacTp. 11m31 & | < 1 w31 > »

PucyHok 28 — PacnonoyeHue 3kpaHHbIX KHOMOK ANs1 YNPaBIeHUsl COCTOSIHMEM Ha3HayeHHbix BM

8.10.2 . Otnpaeka coobLueHus B BM

B paspene «Paboune MecTa» ecTb BO3MOMKHOCTb OTMpaBUTb COOGLIeHWE nonb3oBaTento BPM, Haxas

aKkpaHHyto kHorKy [CoobLieHue].

Bbinyck ot sHBapsi 2024 104



@ TERMIDESK CJIET.10001-01 90 02

9. NMPOTOKO/1bl AOCTABKHA

9.1. O6wue cBeaeHUs 0 NPOTOKONaX AOCTaBKU

MpoTokon pocTaBkM — 3TO noppepxmeaembl B Termidesk npotokon ypaneHHoro goctyna k BPM.

MpoTokonbl focTaBKM obecrneymBatoT nepegadvy skpaHa BPM Ha nonb3oBaTenbckyto paboyyro CTaHUMIO.

HocTaeka akpaHa BPM MoxeT 6bITb BbINOMHEHA KaK HAaNpsAMYHO, Tak U Yepe3 KOMMAOHEHT «LLinto3».

Ona pobaBneHWss npoTokona [OCTaBKM B rpacdmyeckoM MHTepdence ynpaBrieHUs crnefyeT MepenuTu
«KoMnoHeHTbl - [1poTokonbl AOCTaBKM», 3aTEM HaxaTb Ha 3KpaHHYHO KHornky [HoBbi] 1 BbibpaTb U3
BbINAaAAOLLLEro CrMCKa NoAAEPXXMBAEMbIN NMPOTOKON M CNOCO6 AOCTaBKM.

L[o6aBneHHbIe MPOTOKOJIbl MOXXHO pefaKTUPOBaThb, AJ1S1 3TOr0 HY>KHO MOMETUTb MPOTOKON M MOC/E HaXKaTb
Ha 3KpaHHYo kKHornky [PepakTupoBaTth].

L[ob6aBneHHbIe paHee MPOTOKO/bl MOXKHO YAAJIUTb, AJ1S1 STOFO HY>XKHO NMOMETUTb MPOTOKO/ M NOC/Ie HaXKaTb

Ha 3KpaHHY KHOMKY [YaanuTsb].

& TlpoTokon [OCTaBKM MOXET ObiTb ydasieH TONbKO B TOM C/ly4Yae, €C/iM OH He WCMOJib3yeTcs
dboHgom BPM.

Termidesk nopaep>xuBaeT cnepytowme NpoOTOKOSbl AOCTABKM:
SPICE (termidesk-viewer n HTMLY5);

VNC (HTMLD5);

= RDP;

* loudplay (3kcnepumeHTanbHO).

Bo3moxHocTK Kaxkgoro npoTtokona npu goctake BPM nonb3oBaTento npuBeaeHbl B Tabnuue (cm.
Tabnuua 56).

® B Tabnuue npuHATLI 0603HaYEHMS:
ALSE - OC Astra Linux Special Edition.
WIN - OC Microsoft Windows.
HanucaHwue Bepcut OC yepes peduc 0603HayaeT HanpaBaeHWe noaktodeHus, Hanpmumep, ALSE-
WIN o3HauaeT, 4To MoaKJIHOYEeHME MPOUCXOAMT M3 MOoJSb30BaTeNbCKOM paboden cTtaHumm ¢ OC
Astra Linux Special Edition 8 BPM ¢ OC Microsoft Windows.

Tabnuua 56 — @yHKUMOHaNbHbIE BO3MOXXHOCTM NPOTOKOJIOB AOCTABKM

Bo3MoXHOCTb SPICE-vdi-viewer RDP RDP Loudplay
Hanpasnexue ALSE-WIN | WIN-WIN ALSE- WIN- | ALSE-WIN [ WIN-WIN | ALS WIN-WIN
MOAKIYEHMA WIN WIN E-

WIN
Mporpamma termidesk-| termidesk- [ xfreerdp|mtsc.exe|termidesk-| termidesk- - streaming.exe
NoAKHOYEHUS viewer viewer.exe viewer viewer.exe
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Bo3smoxkHOCTb

SPICE-vdi-viewer

RDP

RDP

Loudplay

Touka
MOAK/HOYEHMA

QEMU QEMU

BM

BM

BM

BM

BM

BM

TpaHcnopTHbIN
npoToKon

TCP TCP

TCP

TCP/
ubP

TCP
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TCP/UDP
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Het
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Ha

Het
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Het

Het

Het
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Het

Het

Het
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Het

Het
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(yMeHbLUeHMe
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Het
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Het
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Het

MepeHanpasneH
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Het
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CKaHMpoBaHMA
(yMeHbLUeHMe
nosnocbl)

Het Het

Het

Het

Het

Het

Het

MepeHanpasneH
ne NoKanbHbIX
[MCKOB

M KaTasioros

Na® Na®

[a

Ha

Ha

Het

Het
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Bo3smoxkHOCTb

SPICE-vdi-viewer

RDP

RDP

Loudplay

Mopneprkka
nepeHarnpaefeH
ns

Myn bTMeaAuna

Het

Het

Het

[a

Het

Het

- Het

Monneprkka
Be6-kamepbl

Het

Het

Het

Het

- Het

Monneprkka
cMapT-KapT

ﬂam

ﬂa10

Het

[a

Het

Het

- Het

AnnapaTtHoe
KoaupoBaHue
npoTokona

Het

Het

Het

Het

Het

AnnapaTtHoe
[leKkoavpoBaHue
npoTokona

HeTt

HeTt

Her!!

HeTt

Het

Monnepykka
Lossless
peXkuma

Het

Het

Het

- Het

ABTOMaTUUECKO
€ U3MeHeHue
paspeLueHus
3KpaHa

,D,313

,El.a13

Ha

Ha

,El,a14

,El,a14

MNMopkntoueHue
HECKONbKUX
rnonb3oBaTesnemn

K ogHon BM

Het

Het

Mopnneprkka
eMHOro Bxoaa

ﬂals

ﬂals

Het

Ha

Het

Het

MonyueHne
CTaTUCTUKMU
MCMONb30BaHUs
COeaUHEHMS

Het

Het

Het

Het

Monnepykka
JocTyna B
TeKCToBOM (a)
nnu
rpaduyeckom
(6) pexkume

a) n 6)

a)unb)

6)

6)

6)

6)

Monnepykka
vGPU sharing

Het

Het

Het

Het

Het

Mpamoe
nepeHanpaeneH
ne BUAEOKapTbI

Het

Het

Het

Het

Het

OnTuMmsauma
KaHana cBs3u oT
BPM

,El.a16

D.a16

,El.a17

Ha

,El.a17

,£I.a17

MpumeyaHue:

1 YUepes koMMoHeHT vdi-proxy (u3 coctaBa komnoHeHTa «KnueHT» Termidesk) Ha monb3oBaTenbCKOM

paboyen CTaHUUK.
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2 Yepes nnatdopmMy BUpTYyanusaumu.

5 Heobxoamnm kKoMnoHeHT usbdk Ha Monb3oBaTeNbCKOW paboyen CTaHLUK.

4 Yepes texHonoruto RemoteF X.

> Yepes nepeHanpasneHve USB.

6 Heobxoonm kaHan QEMU ru.termidesk.printer.0. B BM gomkHa 6biTb HacTpoeHa cnyxba CUPS.
Mcnonb3yeTcs apariBep NpuHTEpa, YCTAaHOBMEHHOIO Ha MOJIb30BaTe/IbCKOM paboyen CTaHUMM.

7 Mopnep>kmarotca XPS-npuHTEpbl C YCTAaHOBEHHbBIM YHMBEPCAJIbHLIM ApaniBepoM nedatu Microsoft B

BM.

8 Heobxoonm kaHan QEMU org.spice-space.webdav.0. B BM ponyHbl BbITb yCTaHOB/EHbI NaKeTbl
spice-webdavd u davfs2.

9 Heobxoonm kaHan QEMU ru.termidesk.realtimestreaming.0. B BM pomkeH 6biTb yCcTaHOBNEH
KoMnoHeHT «BupeoareHT» Termidesk (termidesk-video-agent).

10 Heobxommm kaHan QEMU ru.termidesk.pcsc.0. B BM ponxeH ObiTb YCTaHOBNEH KOMMOHEHT
«AreHT BUpTYyanbHbIX cMapT-kapT» Termidesk (termidesk-pcsc). Ana OC Microsoft Windows nakeT He
cobpaH.

1 ®OyHKUMOHANbHOCTb AeKoaMpoBaHUa kogeka H264 He nopgTBepyaeHa.

12 338ucKT o1 API BUOEOKAPThI.

13 BBM LOJKEH ObITb YCTAHOBMEH NakeT spice-vdagent.

14 Nns OC Microsoft Windows Hosee 8 (Vista).

15 Mepenaya BBeAEHHbIX AAaHHbIX ayTEHTUDMKALMM M3 NPOrpaMMbl MOAK/HOUYEHMS Ha MOJIb30BaTENIbCKOM
pabouen ctaHuum B BM. B BM ponykHbl 6bITb BbINOAHEHBI HACTPOMKKU ON1S1 TEXHONOMMN €AMHOr0 BX0Aa,

YCTaHOBMIEH MOAYb pam UK KOMMNOHeHT «AreHT BPM» Termidesk.
16 g QEMU ponxkeH ObITb YCTaHOB/EH NapaMeTp jpeg-wan-compression=always.

17 OnTuMMzaumsa B nporpaMme NMoAKIKYEHUS Yepes KUK 3anycka /network:modem /compression.

9.2 . MNpotokon aoctaku RDP

9.2.1. lMNMpsamoe nogkntoyeHue no npotokony RDP

LOna pobaeneHuss npsmoro noakatodeHuss no npotokony RDP  agMuHucTpatopy Termidesk B
rpacdmyeckom uHTepdence ynpaeneHus cnepyet nepenTn «KoMnoHeHTbl - [MpoTokonbl AOCTaBKM»,
Ha)xaTb Ha 3KpaHHyt kHonky [HoBbi4], Bbibpate «RDP (Hanpsmyito)» u 3anonHWUTb [JaHHble,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 57).

Tabnuua 57 — JaHHble ans nobasneHms NpsMoro nogkJsrodeHms no rnportokony RDP

Mapametp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBAHWE MPOTOKOMA AOCTABKM
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNoNb3yeMoe 4151 ONUCaHUS
Ha3HaYeHWUs1 NPOTOKONA AOCTaBKM
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Mapametp

OnucaHue

«[puopuTteT»

MpenMyLLECTBO MCMONBL30BaHMA NPOTOKOA AOCTaBKU B hoHae BPM

«[TycTble yyeTHble faHHble»

He vcnonb3oBaTb TeXHONOrMIO €4dMHOro Bxoaa

«JlornnH» Cyb1beKT, UMerLLMIA NOIHOMOYMSI A5 NMOAKIOYEHMs Mo npoTokony RDP
k BPM
«[Maponb» Habop cnumBonos, noaTeepykaatoLLMii MONHOMOYNS

«be3 nomeHa»

He vcnonb3oBaTb naeHTUdUKaTOp soMeHa MS AD npu nposepke
NMOJTHOMOYMM CyObekTa

«domeH»

NpeHntudukatop nomeHa MS AD npu npoBepke nonHoMouum cybbekTa

«[opT»

Bbi6op nopTa ang noakntodeHus. Mo yMonyaHuio ncnonb3yeTcs nopt
3389

«Pa3pelwnTb cMapT-KapTbi»

PaspewnTb naeHTUbMKaumuto cybbekToB Ha OCHOBE CMapT-KapT

«PaspelunTb NpuHTEPDLI»

PaspelunTb nepeHanpasneHve ycTpomncTs nevatu no npotokony RDP

«PaspewnTb guCKn»

PaspelunTb nepeHanpaBneHmne ycTponcTB XpaHeHus no npotokony RDP

«Pa3pelwnTb nocnepgoBaTenbHble NOPThbI»

PaspelunTb nepeHanpasneHre Nocnes0BaTeNlbHbIX MOPTOB MO NMPOTOKONY
RDP

«lMokasbiBaTb 060U

OTobparkaTb hOHOBOE M306paXkeHMe, HACTPOEHHOE Ha paboyeM cTose

«Heckonbko MOHMUTOpPOB»

PaBpeLLII/ITb MCMNOJIb30BaTb HECKOJIbKO MOHUTOPOB

«Pa3pemv1Tb KOMMNO3uyuro pa6oqero CTONa»

PaspewwnTb TeMbl paboyero ctona

«CrnaxwueaHue wpudTOB»

Mcnonb3oBaTh TEXHOMOMMIO CrAaXKMBaHUS LIJpMCbTOB

«MNopnep>xxka CredSSP»

Mcnonb3oBaTb TEXHONOMMIO €AMHOMO BXOAA C MOMOLLBIO YCIYr
6e3onacHocTu Credential Security Service Provider

«Mcnonbsosate ALSA»

Mcnonb3oBaTb NporpaMMHbIA MUKLLIEP AN1S Nepefayu 3ByKa

«[MapameTpbl NpuHTEpa»

YKkazaTb KOHbUrypauuio nepeHanpaBnsieMoro npuHTepa

«[MapaMeTpbl cMapT-KapTbI»

YkazaTb KoHbUrypauuio naeHTMdbmKaLmMmM no CMapT-KapTam

«[ocTyn n3 ceten»

Mpu BbIGOpE 3HaueHua «a» npoTokon ByaeT paspeLueH TONbKO AJ1s
nepeuncneHHbix B napametpe «CeTu» ananasoHoOB ceTen (peanmsaums
«benoro» cnucka focTyna).

Mpu BbIBOpE 3HaueHus «HeT» NpoTokon ByaeT 3anpeLeH ans
nepeyncneHHbix B napameTpe «CeTu» anana3oHOB ceTen (peanmsaums
«YyepHOro» cnmMcka JocTyna)

«CeTtun»

BbibpaTb AManasoH ceTeBbIX aApecoB, U3 KOTOPbIX ByAeT pa3peLLeHo
WK 3aMpeLLeHo UCMOoMb30BaHMe NPOTOKOMA Ans NoaknodYeHus K BPM.
YKasaHHble AMana3oHbl A0NXKHbI 6bITb co3aaHbl B «KomnoHeHTbl - CeTu»

«Pa3peLueHHble ycTporcTBa»

YkazaTb ngeHtudmkatopsl OC, koTopble MOryT BbITb UCMOMIb30BaHbI NpU
nopknatoyeHmm no npotokony RDP k BPM

,D.J'Iﬂ npoBepkKn nNpaBUAbHOCTU 3aMOJIHEHUSA CbOprI NOoAKMHYEHNA MOXXHO MCNOJ1b30BaTb 3KPAHHYHO

kHonky [TecT].
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9.2.2 . MNMopkntoyeHne Yepes koMnoHeHT «LLinto3» no npotokony RDP

Ons pobaeneHvs nopkntodeHus no npotokony RDP yepez komnoHeHT «LUnto3» agMuHUCTpaTopy

Termidesk Heobxoaumo nepenTn «KomMnoHeHTbI - [pOTOKONbI AOCTaBKM», HAXKaTb Ha 3KPAHHYIO KHOMKY

[HoBbii], Bbibpath «RDP (4epes BebcokeT LIMO3)» U 3aMONHUTb AaHHbIE, NMepevYnCcieHHble B CTonbLe

«[lMapameTp» cnepytoler Tabnunubl (cm. Tabnuua 58).

Tabnuua 58 — NaHHble gna nobasneHus nogkntodeHms no npotokony RDP vepes «LLnto3»

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MPOTOKOMA AOCTABKM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLueHme, UCNoNb3yeMoe A5 ONUCaHUS
Ha3HaYeHWUs1 NPOTOKONA AOCTaBKM
«[MproputeT» MpenmMyLLeCTBO MCMOMB30BaHMS NPOTOKOA AOCTaBkU B hoHae BPM

«URL wntoza»

Appec cepsepa B dopMaTte ws(s)://192.0.2.30/websockify,
obecneunBatoLLero GopMMpPOBaHME U NOALEPIKAHUE COEANHEHUS.

O pekTuea ws OTHOCUTCA K MCMob3oBaHmMio nopta 80, anpekTrBa wss
03HayvaeT ucnosb3oBaHue 443 nopTa.

MapameTp 192.0.2.30 - goctynHbin IP-agpec wntosza. Mpumep IP-
aapeca npueeaeH B cootBetcTBuM ¢ RFC 5737, oH ponykeH 6biTb
3aMEHEH Ha aKTyaslbHbIW, UCMO/Ib3YEeMbI COMNIACHO CXEME agpecalmu,
NPUHATON B MHbPACTPYKType NpeanpuaTus.

3HauyeHMe 3TOro napameTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS m3 KoHdUrypaumoHHoro danna /etc/opt/
termidesk-vdi/termidesk.conf

« BDEMﬂ OXXUOaHnAa coeguHeHna»

Bpemsi oxkmpaHus (B cekyHAax) OTKAMKa LUO3a

«[MycTble yyeTHble JaHHblE»

He ncnonb3oBaTb TEXHONOMMIO €4MHOMO BX0OA4a

«Jlornu» Cy6beKT, MMEIOLLMIA NOHOMOUUS ANS NMOAKAOYEHUS No npoTokony RDP
k BPM
«[Maponb» Habop crumBonoB, NoaATBeEp>KAAOLLMIA MONHOMOYMSA

«bes3 nomeHa»

He vcnonb3oBaTb naeHTUdMKaTop goMmeHa MS AD npu nposepke
MOJSIHOMOUMI CyObeKTa

«JomeH»

MpeHTudukatop someHa MS AD npu npoBepke nonHoMouuni cybbekTa

«[TopT»

Bbibop nopta ans nopkntoveHus. Mo ymonuaHuto ncnonbsyercs nopt
3389

«PazpelwnTb cMapT-KapTbI»

Pa3pemMTb MLI,EHTVICbVIKaLI,MI'O Cy6'b€‘KTOB Ha OCHOBE CMapT-KapT

«Pa3pelwmnTb NpuHTEPDLI»

PaspelunTb nepeHanpaeneHe yCTponcTB nevatu no npotokony RDP

«PazpelwnTb gucku»

PaspelunTb nepeHanpasneHue ycTponcTB XpaHeHus no npotokony RDP

« Pa3pem UTb NocnenoBaTeibHbIE MNOPTbI»

PaBDELIJMTb nepeHanpasneHMe NocnenoBaTesibHbIX MOPTOB MO NPOTOKONY
RDP

«[lMokasbiBaTb 060U

OTo6paxkaTb poHOBOE M306paXkeHNe, HACTPOEHHOE Ha paboyem cTone

«Heckonbko MOHMTOpPOB»

PaBpeIJJMTb MCMNOJIb30BaTb HECKOJIbKO MOHUTOPOB

«PaspelunTb KOMNoO3MLMIO paboyero ctona»

PaspelnTb TeMbl paboyero cTona
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Mapametp

OnucaHue

«CrnaxuvBaHue wpudToB»

Mcnonb3oBaTb TEXHONOMMIO CraXKMBaHUS LWPUQTOB

«MNonaepxxka CredSSP»

Mcnonb3oBaTb TEXHOMOMMIO €AMHOMO BXOAA C MOMOLLBIO YCYT
6e3sonacHocTn Credential Security Service Provider

«Mcnonb3osate ALSA»

Mcnonb3oBaTb NporpaMMHbIA MUKLLEP AN MepefaYm 3ByKa

«[MapameTpbl NpuHTEpa»

YkazaTb KoHbUrypauuio nepeHanpaenseMoro npuHTepa

«[TapameTpbl cMapT-KapTbI»

YKkazaTb KOHOUrypaLumio MaeHTUbUKALMM N0 CMapT-KapTam

«[ocTyn u3 ceten»

Mpu BbIBOpE 3HaYeHUs «Oa» NpoTokon ByaeT paspeLleH TONbKO AJisi
nepeyncneHHbIx B napamerpe «CeTu» AManasoHOB ceTen (peanusaums
«6enoro» cnmMcka foctyna).

Mpu BbIGOpeE 3HaueHMs «HeT» npoTokon ByaeT 3anpeLeH ansa
nepeyncneHHbix B napameTpe «CeTu» anana3oHOB ceTen (peanmsaums
«YepHOro» cnmMcka JocTyna)

«CeTtun»

BbibpaTb AnanasoH ceTeBbiX afpeCcoB, M3 KOTOPbIX ByAeT pa3peLleHo
WN 3anpeLLEHO UCMOIb30BaHUE NMPOTOKONA A noaktoueHUs K BPM.
YKazaHHble Anana3oHbl A0MKHbI 6bITb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3spelleHHble ycTponcTBa»

YkazaTb ungeHtudmkatopbl OC, koTopble MOryT 6bITb UCMOSIb30BaHbI NpU
nogkatoyeHum no npotokony RDP k BPM

Ona npoBepkn nNpaBUAbHOCTU 3alNOJIHEHUSA CbOprI NnoAKAKYEHNA MOXHO MCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.2.3. lNMpamoe nogkntoueHune no npotokony RDP ana poctyna k pecypcaM cepeepa TepMUHANOB

Lna pnobaeneHus nopkntoueHuns ana goctyna k MS RDS agmunHucTtpaTopy Termidesk Heobxommmo

nepentn «KoMnoHeHTbl - [MpoToKONbl AOCTaBKU», HaXxaTb Ha 3KpaHHyt kHonky [HoBbli], BbiGpaThb

«Hoctyn k MS RDS no RDP (Hanpsamyto) [3kcnepMeHTanbHbIn]».

Lna nobaBneHna nogkntoueHus gna poctyna K STAL agMuHucTpatopy Termidesk Heobxoammo nepenTm

«KomnoHeHTbl - [poTokonbl AOCTaBKM», HaXaTb Ha 3kpaHHyto kHonky [HoBbii], BbiGpaTh «docTyn K

STAL no RDP (Hanpsimyto) [aKkcnepuMeHTanbHbIn]».

3aTeM 3anonHUTbL AaHHble, nepevncieHHble B ctonbue «MapameTp» cneayrowlen Tabnunupl (cm. Tabnuua 59).

Tabnuua 59 — NaHHble ana nobaeneHns npsMoro NoAK/IHYEHUA K CepBepaM TEPMMHASIOB

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE MPOTOKOMA AOCTABKM
«KoMMeHTapumn» MHbopmaumoHHoe coobLeHme, UCMONb3yeMOEe 4151 ONUCaHUS
Ha3Ha4YeHWs NPOTOKONA AOCTaBKM
«[MproputeT» MpenmMyLLeCTBO MCMONB30BaHMS NPOTOKONA AOCTaBkU B hoHae BPM

«bes pomeHa»

He ncnonb3oBatb MaeHTMdUKATOP AOMEHA MpPU NPOBEPKE MOMHOMOYMUIA
cybbekTa.

[Ons nooknto4eHUM K ony6/IMKOBaHHBIM MPUITOXEHUSIM U TEPMUHANbHBIM
ceccusam STAL nepekntoyatens «bes goMeHa» gonyxkeH 6biTb
YCTaHOB/EH B NnoJsioxkeHue «[a»
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Mapametp

OnucaHue

«[omeH»

NpoeHTudukaTop JOMeHa Npy NpoBepke NosHOMoYMM cybbekTa. [JonkHo
MCMOJIb30BaTbCsl KOPOTKOE UMS IOMEHa.

[ns nookntoueHUM K ony6/IMKOBaHHBIM MPUITOXEHUSAM U TEPMUHANIbHBIM
ceccusim STAL 3HaueHMe napameTpa HeOBXOLMMO OCTaBUTb MYCTbIM

«[TopT»

Bbibop nopta ans nopkntoueHus. Mo ymonvaHuio ncnonbsyercs nopt
3389

«PaspewmnTb cMapT-KapTbi»

PaBpeuJMTb MAEHTVICbVIKaLI,MIO Cy6'bEKTOB Ha OCHOBE CMapT-KapT

«Pa3pelwmTb NpUHTEPDLI»

PaspelunTb nepeHanpaeneHe ycTponcTe nevatr no npotokony RDP

«PazpelwunTb gucku»

PaspelunTb nepeHanpasneHune ycTponcTB XpaHeHus no npotokony RDP

« Pa3pem UTb NocnenoBaTeibHbIE MNOPTbI»

PaBDELIJMTb nepeHanpasneHMe NocnenoBaTe/ibHbIX MOPTOB MO NPOTOKONY
RDP

«[lMoka3sbiBaTb 06OU»

OTo6paxkaTb poHOBOE M306parkeHNe, HACTPOEHHOE Ha paboyeM cTone

«Heckonbko MOHMTOpPOB»

PaBpeIJJMTb MCMNoJIb30BaTb HECKOJIbKO MOHUTOPOB

«Pa3pelwmTb kKoMNo3umumto paboyero crona»

PazpelunTb TeMbl paboyero cTona

«Crna>kveaHue WpudToB»

Mcnonb3oBaTb TEXHOMOMMIO CraXKMBaHUS LLIpMCIJTOB

«Moppep>xka CredSSP»

Mcnonb3oBaTb TEXHONOMMIO €AMHOMO BXOAA C NMOMOLLBIO YCyr
6e3onacHocTu Credential Security Service Provider

MapameTp oTcyTcTByeT ang npotokona «Jdoctyn k STAL no RDP
(Hanpsmyto)»

«Mcnonb3osate ALSA»

Mcnonb3oBaTb NporpaMMHbI MUKLLEP AN MepefaYdm 3ByKa

«[MapaMeTpbl cMapT-KapTbI»

YkazaTb KoHbUrypauuio naeHTMdbmKaLmMmM no CMapT-KapTam

«Bce npuHTEpbI»

BbInonHUTbL NepeHanpasneHne BCeX YCTPOMCTB MeyaTu no npoToKony
RDP. MNpu BbikNtoueHHOM NapameTpe «PaspelnTb NPUHTEPBI» AAHHbIN
napamMeTp UrHopupyetcs

«RemoteF X»

Mcnonb3oBaTtb TexHonoruto RemoteFX

«Bce RemoteFX ycTporicTea»

Mcnonb3osaTb Bce RemoteFX ycTponctea

«[JMHammyeckoe paspeLueHne»

PaspelunTb nepegayy AMHaMMUYECKOrO paspeLleHuns ans sKkpaHa
pabouero cTona

A TapameTp ponyeH BbITb OTK/IOYEH MPU peanmsaumm AoCTyna K
STAL c pabouen ctaHumm nonb3osatens Ha OC Windows 11.

«JocTtyn u3 ceten»

Mpu BbIGOpe 3HaueHua «a» npoTokon ByaeT paspeLueH TONbKO A1s
nepeyncneHHbix B napameTpe «CeTu» ananasoHoOB ceTen (peanmsaums
«6enoro» cnvcka focTyna).

Mpu BbIBOpe 3Ha4eHMsa «HeT» npoTokon ByaeT 3anpeLueH ang
nepeuncieHHbix B napametpe «CeTu» ananasoHoB ceTen (peanmsaums
«YEpHOro» CrucKa JoCcTyna)

«CeTtun»

BbibpaTb AManasoH ceTeBbiX alpeCOB, U3 KOTOPbIX BYyAET pa3peLleHo
WAN 3anpeLLEeHo UCMoib30BaHMe NPOTOKOMA A1 noakatoveHna Kk BPM.
YKa3zaHHble anana3oHbl J0MKHbI BbITb co3aaHbl B «KomnoHeHTbl - CeTu»

«Pa3peLueHHble ycTporcTBa»

YkazaTb ngeHtudmkatopbl OC, koTopble MOryT BbITb UCMOMIb30BaHbl NpU
noakstoueHmm no npotokony RDP k BPM

Bbinyck ot sHBapsi 2024

112



@ TERMIDESK C/MET.10001-01 90 02

Ona npoBepkKn MNpaBUAbHOCTU 3aMNOJIHEHUA CbOprI NnoAKNKYEHNA MOXXHO MCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.2.4 . MNMopgkntoueHne no npotokony RDP gna pocryna k pecypcam cepeepa TepMUHANOB Yepes
KOMnoHeHT «LLnto3»

Lna nobaeneHua nogkntodeHus gna poctyna K MS RDS yepesz komnoHeHT «LLnto3» agMuHUCTpaTopy

Termidesk Heobxoanmo nepenTn «KoMnoHeHTbl - [MpOTOKO/bI AOCTaBKU», HaXKaTb Ha SKPAHHYH KHOMKY

[HoBbi], BbiGpaTh «docTyn k MS RDS no RDP (4epes wnto3) [akcneprMeHTanbHbIN]».

Ons pobaeneHus noakntodeHus ans poctyna K STAL uepe3 komnoHeHT «LUnto3» agMuHucTpatopy
Termidesk HeobxoanMo nepenTn «KoMnoHeHTbl - MpoTOKONbI 4OCTaBKM», HAXaTb Ha IKPAHHYO KHOMKY
[HoBbii], BbiGpaTh «docTtyn kK STAL no RDP (4epes wnto3) [a3kcnepyMeHTanbHbIn]».

3aTeM 3anonHUTbL AaHHble, nepevncineHHble B ctonbue «MapameTp» cneaytowlen Tabnunupl (cm. Tabnuua 60).

Tabnuua 60 — JaHHble gna 0obaBneHUs NOAKIOYEHMS K cepBepaM TepMUHanoB Yepes «LLinwos»

Mapametp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBAHWE MPOTOKOMA AOCTABKM
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCNoNb3yeMoe A1 ONUCaHUS

Ha3Ha4yeHMAa NpOTOKONAa A0CTaBKU

«[Mpuoputer» MpenmMyLLeCTBO MCMOMB30BaHMS NPOTOKONA AOCTaBkU B hoHae BPM

«URL wntoza» Appec cepsepa B dopMaTte ws(s)://192.0.2.30/websockify,
obecneunBatoLLero GopMMpPOBaHME U NOALEPIKAHUE COEANHEHUS.

[upekTuea ws OTHOCUTCA K MCMonb3oBaHmMio nopta 80, aMpekTrBa wss
O3HayvaeT ucnosb3oBaHue 443 nopTa.

MapameTp 192.0.2.30 - goctynHbin IP-agpec wntosza. Mpumep IP-
aapeca npueeneH B cootBetcTBUM ¢ RFC 5737, oH ponykeH 6biTb
3aMEHEH Ha aKTyaslbHbIW, UCMO/Ib3YEeMbI COMNIACHO CXEME agpecalmu,
NPUHATON B MHbPACTPYKType NpeanpuaTus.

3HauyeHMe 3TOro napamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS m3 KoHdbUrypaumoHHoro danna /etc/opt/
termidesk-vdi/termidesk.conf

«Bpemsi oxxuaaHus coeauHeHUa» Bpems oxumpaaHus (B ceKyHax) OTKMKa LLk03a
«be3 nomeHa» He vcnonb3oBaTb MAEHTUDUKATOP AOMEHA NPU NPOBEPKE MOHOMOYNIA
cybbekTa.

[ns nonkntoueHUM K ony6MKOBaHHBIM NMPUTOXKEHUSAM U TEPMUHANbHBIM
ceccuam STAL nepekntoyatens «bes goMeHa» gonxeH 6biTb
YCTaHOB/EH B NonoXxeHue «[la»

«[JomeH» MpoeHTUdUKaTop AOMEHa NpY MPOBEPKE NMOHOMOYUM cybobekTa. JomkHo
MCMO/b30BaTbCS KOPOTKOE UM LOMEHA.

[ns nookntoueHu K ony6/IMKOBaHHbIM NMPUIOXKEHUAM U TEPMUHANbHBIM
ceccusim STAL 3HaueHMe napamMeTpa HEOBXOLMMO OCTaBUTL MYCTbIM

«[MopT» Bbi6op nopta ana noakntodeHus. Mo yMonyaHuio ncnonbsyeTcs nopt
3389

«Pa3pelwnTb cMapT-KapTbi» PazpewinTtb noeHTUbMKaLMO CybbeKTOB Ha OCHOBE CMapT-KapT

«Pa3pelunTb NpuHTEPDLI» PaspelunTb nepeHanpasneHne ycTpomncTs nevatu no npotokony RDP
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Mapametp

OnucaHue

«Pa3pelwnTb gucku»

PaspelnTb nepeHanpaeneHne ycTponcTsB XpaHeHus no npotokony RDP

«Pa3pelwnTb nocnepoBaTeNibHble MOPTbI»

PazpelunTb NnepeHanpaBneHne NocaefoBaTeNbHbIX MOPTOB MO NMPOTOKONY
RDP

«[lMoka3biBaTb 060M»

OTobparkaTb hoHOBOE M306paXkeHMe, HAaCTPOEHHOEe Ha paboyeM cTosne

«Heckonbko MoH nTOpOB»

Pa3pem14Tb MCNOJIb30BaTb HECKOJZIbKO MOHUTOPOB

«Pa3pelwnTb kKOMMNo3umLMIo paboyero crona»

PazpelunTb TeMbl paboyero cTona

«CrnaxkmeaHue WpndTOB»

Mcnonb3oBaTb TEXHONOMUIO CrNAXKMBaHUS LWPUGDTOB

«Moppep>xka CredSSP»

Mcnonb3oBaTb TEXHOMOMMIO €AMHOMO BXOAA C MOMOLLBIO YCYT
6e3sonacHocTu Credential Security Service Provider

MapameTp otcyTcTByeT ang npotokona «Jdoctyn kK STAL no RDP (4epes
LLIIO3)»

«Mcnonbsosate ALSA»

Mcnonb3oBaTb NporpaMMHbIA MUKLLEP A5 Nepefayu 3ByKa

«[MapameTpbl cMapT-KapTbi»

YkazaTb KoHbUrypaumio naeHTMdmKaLmMmM No cMapT-KapTam

«Bce npuHTepbI»

BbinonHuTb nepeHanpasneHne BCEX YCTPOMCTB NMeYaTu no npoToKony
RDP. Mpu BbikNtoueHHOM NapameTpe «Pa3pelnTb NPUHTEPbI» AAHHbIN
napameTp UrHopupyeTcs

«RemoteF X»

Mcnonb3oBaTtb TexHonoruto RemoteFX

«Bce RemoteFX ycTtporicTea»

Mcnonb3oBatb Bce RemoteFX ycTponcTea

«[JMHamunueckoe paspeLLeHne»

PaspelunTb nepesayy AMHaMMUUYECKOro paspeLleHns 418 3KpaHa
pabouero cTona

& TMapametp fomkeH 6bITb OTKAOUEH NPU peanusaumm AOCTyna K
STAL c paboueit ctaHumu nonb3osatens Ha OC Windows 11.

«[ocTyn u3 ceten»

Mpu BbIGOpe 3HaueHMs «Oa» npoTokon ByaeT paspeLleH ToNbKO ANs
nepeuncneHHbix B napameTpe «CeTu» anana3oHOB ceTen (peanmsaums
«benoro» cnucka focTyna).

Mpu BbIGOpe 3HaYeHms «HeT» npoTokon ByaeT 3anpeLeH ana
nepeuncneHHbix B napameTpe «CeTu» ananasoHOB ceTen (peanmsaums
«YepHOro» cnmMcka JocTyna)

«CeTun»

BbibpaTb AManasoH ceTeBbiX afpecoB, U3 KOTOPbIX ByAeT paspeLLeHo
WX 3anpeLLeHo UCMonb30BaHMe NPOTOKONA 4S8 NoakatodeHus kK BPM.
YKa3aHHble Anana3oHbl A0MKHbI 6bITb co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLueHHble yCcTporcTBa»

Ykazatb unaeHtudmkatopbl OC, koTopble MOTyT BbITb MCMOMIb30BaHbI MpU
noakntoyeHuun no npotokony RDP k BPM

«Cetun»

BbibpaTb AnanasoH ceTeBbiX afpeCcoB, U3 KOTOPbIX ByAeT pa3peLleHo
WN 3anpeLLEeHO UCMOob30BaHUE NMPOTOKOA A1 noaktoveHUs K BPM.
YKazaHHble Anana3oHbl A0MKHbI 6bITb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3spelleHHble ycTponcTBa»

YkazaTtb ngeHtudurkatopbl OC, koTopble MOryT BbITb MCMOL30BaHbI MpU
nopkatoyeHmm no npotokony RDP k BPM
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9.3 . lMNpotokon aoctasku SPICE

9.3.1. MNopxntoueHune no npotokony SPICE uepes vdi-viewer

Ons nopxntoyeHus paboyer cTaHumm nonb3oBatens no npotokony SPICE vmeHa y3noB nnatdopMmbl
BUPTYann3aL MM AOMKHbI KOPPEKTHO paspellatbes B |P-agpeca aTux y3nos.

Lna nogkniodeHmsa no npotokony SPICE uepes vdi-viewer Ha y3nax nnathopmMbl BUPTYanusaumm A0MKHa
ObITb BKJIHOYEHA onTMMM3auma ana npotokona SPICE, B 6a3oBbiv 06pa3s HeoBX04MMO TaK)Ke YCTaHOBUTb
nakeT termidesk-video-agent (cM. noapasaen YcraHoBka B cpege OC Astra Linux Special Edition 1.7
CNET.10001-01 90 04 «PykoBoactBO apMuHuUcTpaTopa. HacTporika KOMMoOHeHTa «AreHT»), a Ha
MONb30BaTENbCKYHO paboyyro CTaHUMIO HEOBXOAMMO YCTaHOBWUTb MakeT termidesk-viewer cornacHo
noapasaenam OC Astra Linux Special Edition 1 OC Microsoft Windows nokymenTta CJIET.10001-01 92

01 «PykoBoacTBO agMuHUCTpaTopa. HacTporika n akcniyaTaumns KoMnoHeHTa «KnneHT»).

Lna nobaBneHuns nogkntodeHms no npotokony SPICE uepes vdi-viewer agMuHucTpaTopy Termidesk B
rpacdmyeckoMm uHTepdence ynpaeneHus cnepyeT nepentn «KoMnoHeHTbl - [MpoTokonbl AOCTaBKM»,
Ha)xaTb Ha 3KpaHHyto kHorky [HoBwii], BbiGpaTb «SPICE (vdi-viewer, 3skcnepum.)» v 3anonHUTb

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytollent Tabnumubl (cm. Tabnuua 61).

Tabnuua 61 — JaHHble ans nobasneHmsa noakatodeHus no SPICE yepes vdi-viewer

Mapametp OnucaHue
«HazBaHune» TekcToBOE HAMMEHOBAHWE MPOTOKO/A AOCTABKM
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCMob3yeMoe A ONUCaHUS Ha3HaYeHus

NpOTOKON1a AOCTaBKHU

«[MproputeT» MpenMyLLECTBO MCMONB30BaHMS MPOTOKONA AOCTaBkKu B doHae BPM

«URL wntoza» Appec cepBepa B popmate ws(s)://192.0.2.30/websockify,
obecneuymBatoiero hGopMmpoBaHMe 1 NOALEPXKAHUE COeAUHEHUS.

[ypekTuea ws OTHOCKTCA K Mcnonb3osaHuio nopta 80, aMpekTrBa wss
O3HayvaeT ucnosnb3oBaHue 443 nopTa.

MapameTp 192.0.2.30 - poctynHbin IP-agpec wnto3za. Mpumep IP-appeca
npueeneH B cootBeTcTBUM ¢ RFC 5737, oH gonykeH BbiTb 3aMeHeH Ha
aKTyaslbHbIN, UCMOMb3YEMbIN COrNIAaCHO CXEME afpecaL My, MPUHATON B
MHODPACTPYKType NpesnpusaTus.

3HauyeHMe 3TOro napamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS u3 KoHdUrypaumoHHoro danna /etc/opt/
termidesk-vdi/termidesk.conf

((BpEMﬂ OXXUOaHUNAa coeguHeHna» BDEMQ OXXnaoaHuma (B CEKyH,ﬂ,aX) OTKJIUKa LWNHO3a

«CepTudumkar» MHdopmaumsa o nybnmyHom kitove ans Aoctyna K nnatdopme
BUpPTYyanusauuu (onuMoHanbHo)

«JocTyn us ceTen» Mpu BbIGOpe 3HaYeHus «[Ja» npoTokon ByaeT paspeLUeH TONbKO Ans
nepeyncneHHbIx B napameTpe «CeTu» aManasoHoB ceTen (peanusaums
«benoro» cnvcka gocTyna).

Mpu BbIGOPE 3HaUeHUs «HeT» npoTokon ByaeT 3anpeLLeH ans

nepeuncneHHbIX B napametpe «CeTu» aManasoHoB ceTel (peanusaums
«YepHOro» CnMcKa AocTyna)
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Mapametp OnucaHue

«CeTtu» Bbi6paTb AManasoH ceTeBbiX aApecoB, U3 KOTOPbIX ByAeT paspeLleHo Unu
3anpeLLeHo 1CMob30BaHME NPOTOKOA ANA NoAaKodeHns K BPM.
YKa3aHHble Auana3oHbl A0MKHbI bbiTb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3peLueHHble yCTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT BbITb UCMOJIb30BaHbI MpU
nopxntoveHuun no npotokony SPICE k BPM

,D,J'Iﬂ npoBepkKn MNpaBUAbHOCTU 3aMNOJIHEHUA CbOprI NnoAKNKHYEHNA MOXHO MCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.3.2.. MopgkntoyeHune no npotokony SPICE yepes HTMLS5 (nokanbHbIi npokcu)

HaunHasa ¢ Termidesk Bepcuun 4.3 pna nobaeneHus nogkstodeHms no npotokony SPICE uyepes HTMLS
HeobxoaMMo ycTaHoBMTb B Termidesk nnarvH pacwmpenms termidesk-html5spicetrans B
COOTBETCTBUM C Noapasfaenom YCTaHOBKa NiarMHoB paclumpeHuit. CyLiecTByoLWMiA NPOTOKON 3TOro TMNa
He ypmanutca u3 bl, ogHako He 6OymeT oTobpakeH B Beb-uHTepdelrice 6e3 yCTaHOBKM MiarvHa

pacLUMpeHus.

& [na pobasneHusa storo npoTtokosa B Termidesk Bepcum 4.3 HeobxoauMMO MCMOJIb30BaTh MAaruH
paclimpeHusa termidesk-html5spicetrans ns nnarnHos Bepcun 4.3.1.

Mocne ycTaHOBKM MarMHa paclivMpeHusi B rpadmMyeckoM MHTepdence ynpasBneHUs CNeayeT MepenTm
«KoMnoHeHTbl - [lpoTokonbl [OCTaBKM», 3aTeM HaxaTb 3KpaHHyto kHonky [HoBbii] v BbibpaTh w3
Bbinapatowero cnucka «SPICE (HTML5, uepe3 nokanbHbii NpoOKCU)». 3anofHUTb  AaHHble,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 62).

Tabnuua 62 — JaHHble gns nobasneHmsa noakntodeHus no SPICE yepes nokanbHbIN NpoKcu

MapameTp OnucaHue
«HassaHue» TekcToBOE HAMMEHOBAHME MPOTOKOJA AOCTABKU
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCrob3yeMoe A1s ONUCAaHUS Ha3HaYeHus

NMpOTOKO/1a AOCTaBKU

«[MproputeT» MpeumyLLecTBO MCMOb30BaHUS NpoToKona fAocTaBku B doHae BPM

«URL wntoza» Appec cepBepa B popmate ws(s)://192.0.2.30/websockify,
obecneuymBatoero hGopMmpoBaHMe 1 NOALEPXKAHUE COeAUHEHUS.

[ypekTuea ws OTHOCKTCA K Mcnonb3osaHuio nopta 80, AMpekTrBa wss
O3HayaeT ucnosnb3oBaHue 443 nopTa.

MapameTp 192.0.2.30 - poctynHbin IP-agpec wnto3za. Mpumep IP-appeca
npueeneH B cootBeTcTBUM ¢ RFC 5737, oH ponykeH BbiTb 3aMeHeH Ha
aKTyasbHbIW, UCMONb3YEMbIN COrNAaCHO CXEME afpecaL My, MPUHATON B
MHPACTPYKTYype NpesnpusaTus.

3HauyeHMe 3Toro napamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS 13 KOH}UrypaLoHHoOro darna /etc/opt/
termidesk-vdi/termidesk.conf

«BDEMﬂ OXXUOaHUNAa coeguHeHna» BpeMFI OXXnaoaHma (B CEKyH,ﬂ,aX) OTKJIUKa LWHO3a
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Mapametp OnucaHue

«JocTyn u3 ceTen» Mpu BbIGOpe 3HaueHus «[Ja» npoTokon byaeT paspeLleH TONbKO Ans
nepeumncneHHbix B napametpe «CeTu» amanasoHoB ceTen (peanmsaums
«6enoro» cnucka focTyna).

Mpu BbIGOpe 3HaueHUs «HeT» npoTokon ByaeT 3anpeLleH ansa
nepeuncneHHbIx B napameTpe «CeTu» nMana3oHoB ceTen (peanmsaums
«YepHOro» cnucka JocTyna)

«CeTtu» Bbi6paTb AManasoH ceTeBbiX aApecoB, U3 KOTOPbIX ByAeT paspeLleHo unu
3arpeLLeHo 1CMoJb30BaHME NPOTOKOa ANa NoAaKodeHns Kk BPM.
YKa3aHHble AuanasoHbl A0MKHbI bbiTb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3peLueHHble yCTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT BbITb UCMOJIb30BaHbI MpU
nopxntoveHuun no npotokony SPICE k BPM

,D,J'Iﬂ npoBepkn nNpaBUAbHOCTU 3aMOJIHEHUA CbOprI NnoAKMHYEHNA MOXXHO MCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.4 . MNpotokon poctaskn VNC

9.4.1 . MNopkntoyeHume no npotokony VNC yepes HTMLS5 (nokanbHbii npokcu)

Ons  pobasneHuss noakntodeHnss no npotokony VNC uepes HTMLS (nokanbHbii  npokcu)
aagMuHucTpatopy Termidesk B rpacdmueckoM MHTepdence yrnpasneHmsa cnenyeT nepenty « KoMMnoHeHThI -
lMpoTokonbl [OCTaBKM», HaXkaTb Ha 3kpaHHyt kHonky [HoBwii], BbiGpate «VNC (HTMLS5, uepes
NIOKaNbHbIM MPOKCU)» W 3anofIHUTb AaHHble, MepeyncneHHble B cTtonbue «[llapameTp» cneaytoLlen

Tabnuupl (cm. Tabnuua 63).

Tabnuua 63 — NaHHble ans nobasneHmsa nogkntodeHms no VNC yepes nokanbHbIM NPOKCH

MapameTp OnucaHue
«HasBaHue» TekcToBOE HAMMEHOBAHME MPOTOKO/A AOCTABKU
«KoMMeHTapumn» MHdbopmaumoHHoe coobLeHme, UCro/b3yeMoe A1 ONUCaHUS Ha3HaYeHus

NMpOTOKO/1la AOCTaBKHU

«[MproputeT» MpeuMyLLecTBO MCMOb30BaHUS NpoToKona fAocTasku B doHae BPM

«URL wntosza» Appec wnto3a B popmate ws(s)://192.0.2.30/

websocki fy, obecneumeatoiero bopmMmpoBaHme 1

NoLAeP>KaHNE COeAMHEHMS.

LupekTrBa ws OTHOCUTCA K MCMonb3oBaHMio nopTa 80, AMpekTuBa wss
O3Ha4yaeT ucrnonb3osaHue 443 nopra.

MapameTp 192.0.2.30 - poctynHbin IP-agpec wnto3a. Mpumep IP-appeca
npuseaeH B cooteetcTBum ¢ RFC 5737, oH gonyeH 6biTb 3aMeHEH Ha
aKTyaslbHbIN, UCMOMb3YEMbIN COrNACHO CXEME afpecaLmum, NPUHATON B
MHbPACTPYKType npeanpuaTms.

Mo YyMOJTHaHUIKO UCNonb3yeTca agpec JIoKaNbHOM YCTaHOBKK 127.0.0.1

«Bpemsa oxXunaaHus coeguHeHns» Bpems oxxmpaHusa (B cekyHAax) OTKIMKa LLK03a

«[ocTyn u3 ceten» Mpu BbIGOPE 3HaYeHUs «[la» npoTokon ByaeT paspeLleH TONbKO Ans
nepeuncneHHbix B napameTpe «CeTu» aManasoHoB ceTen (peanusaums
«6enoro» cnMcka goctyna).

Mpu BbIGOPE 3HaUeHUs «HeT» NpoTokon ByaeT 3anpeLLeH ons

nepeuncneHHbIx B napameTpe «CeTu» aMana3oHoB ceTen (peanmsaums
«YEepHOro» CrnMcKa AocTyna)
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Mapametp OnucaHue

«CeTtu» Bbi6paTb AManasoH ceTeBbiX aApecoB, U3 KOTOPbIX ByAeT paspeLleHo Unu
3anpeLLeHo 1CMob30BaHME NPOTOKOA ANA NoAaKodeHns K BPM.
YKa3aHHble Auana3oHbl A0MKHbI bbiTb co3aaHbl B «KomMnoHeHTbl - CeTu»

«Pa3peLueHHble yCTporcTBa» Ykazatb naeHtndukatopbl OC, koTopble MOryT BbITb UCMOJIb30BaHbI MpU
noakntoyeHum no npotokony VNC k BPM

,D,J'Iﬂ npoBepkKn MNpaBUAbHOCTU 3aMNOJIHEHUA CbOprI NnoAKNKHYEHNA MOXHO MCNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.5 . Mpotokon pocrasku Loudplay

9.5.1. MNpamoe nogkntoueHune no npotokony Loudplay
Ona Bo3MO)HOCTM  pobGaBneHMss  npoTokona gocTtaBkum  Loudplay HeobxoguMo — BKAHOUMTH
3KCMNepuUMeHTaNbHbIM NapamMeTp experimental.loudplay.transports.enabled B COOTBETCTBUM C

noapasaenom YnpasneHue 3KCrnepuMeHTanbHbiMM NapameTpaMu Termidesk.

& ©®oHp BPM, ncnonbsyrowmii npotokon goctaesku Loudplay, gonkeH ncnonb3osatb wabnoH BPM
nocTaBLumKa pecypcoB «Dusnyeckaa paboyas CTaHUUSA».
B wabnoxe BPM ponxkeH 6b1Tb ykasaH |P-agpec BM, Ha koTopoun ycTaHoBneH cepeep Loudplay.

Mocne BkNOUYEHUSI SKCMEPUMEHTANIbHOIO NapaMeTpa B rpadmnyeckoM uHTepdence ynpaBneHms nepenTm B
«KomnoHeHTbl - [poTokonbl focTaBkM», @ 3aTeM HaXxaTb Ha 3KpaHHyto kHonkKy [HoBbIA] 1 BbiGpaTh 13
BbinagatoLlero cnucka «Loudplay (Hanpamyto, akcnepum.)».

Ons pobaBneHus NpoTokona AOCTaBKM agMUHUCTpaTopy Termidesk Heo6xoguMoO 3amMoONHUTbL AaHHbIE,

nepeyncnieHHble B cTonbue «MapameTp» cnepytrolen Tabnmubl (cm. Tabnuua 64).

Tabnuua 64 — daHHble pna nobaBneHus npsMoro nogkatoveHus no npotokony Loudplay

MapameTp OnucaHue
«HasBaHue» TekcToBOE HanMeHoBaHMe NPpOTOKO1a 4OCTaBKU
«KoMMeHTapumn» MHbopmaumoHHoe coobLueHme, UCMONb3yeMOe 4151 ONMCAHUSI Ha3HAYeH s

NPOTOKOJ1a 4OCTaBKU

«[MpuopuTteTt» MpenmyLLEeCTBO MCNONB30BaHMS NPOTOKONa JAocTaBku B poHae BPM

«[TpoTokon nepepaun» Bbi6op npoTokona ans nepeaayv faHHbix. o yMonuaHuio ncnonb3yercs
ubP

«[MopT rtsp-cepeepa» Bbi6op nopta RTSP-cepsepa. Mo ymonuaHuto ucnonbsyetcs 8554

«[MyTb K API» HavmeHoBaHwWe kaHana ans noaknatodeHus. Mo ymMonyaHuio ucnonbayeTcs
/desktop

«[NopT ynpaeneHus (knaBuaTypa/MbiLLb)» Bbi6op nopta ynpasneHus knasmaTypon u mblwbto. Mo yMonyaHuto

ucnonbsyetcs 8555

«[MopT cny>xebHbIN (bbr_port)» Bbi6op cnyxebHoro nopta RPC. Mo yMonuaHuto ncnonbyetcs 8556

«[NopT B1Aeo notoka» Bbi6op nopta Buaeonotoka. Mo ymonyaHuio ucnonbsyetcs 6970
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MapameTtp

OnucaHue

«[NopT ayamo noTtoka»

Bbi6op nopta ayamonotoka. Mo ymonuaHuto ucnonbsyetca 6972

«TexHonorma saxsara»

Bbi6op TexHonoruu 3axeata n3obpaxkeHus. Mo ymonyaHuto ncnonbsyercs
FFmpeg DDA

«[ocTyn u3 ceten»

Mpu BbIGOpE 3HaueHMs «Oa» npoTokon ByaeT paspeLleH TONbKO AJisi
nepeuncneHHbIx B napametpe «CeTu» auanasoHoB ceTen (peanunsaums
«6enoro» cnmMcka focTyna).

Mpu BbIGOpe 3HaueHusa «HeT» npoTokon ByaeT 3anpeLyeH ana

nepeuncneHHbix B napameTpe «CeTu» ananasoHoB ceTen (peanvsaums
«YepHOro» crmMcka JocTyna)

«Cetun»

Bbi6paTb AnanasoH ceTeBbIX afpecoB, U3 KOTOPbIX BYAET paspeLleHo Uau
3anpeLLeHo UCMosib30BaHME NPOTOKONA A8 noaktodeHns Kk BPM.
YKazaHHble AnanasoHbl A0/KHbI 6bITb co3aaHbl B «KomnoHeHTbl - CeTu»

«Pa3peLueHHble yCTpoCTBa»

Ykazatb ugeHtudmkatopbl OC, koTopble MOryT 6bITb MCMOMBb30BaHbI NpU
noakJoyeHmm no npotokony Loudplay k BPM

9.5.2. MNMopknioyeHne yepes koMnoHeHT «LLino3» no npotokony Loudplay

OrpaHnyeHns BO3MOXKHOCTU

pobaeneHns npotokona Loudplay uepe3s komnoHeHT «Llnto3»

COOTBETCTBYHOT OrpaHnyeHunaMm, npnBegeHHbIM on4a npamoro nogksroyeHnda no gaHHOMY NpoTOKOY.

Mocne BkAOUYEHUSI SKCMEPUMEHTANIbHOIO NapaMeTpa B rpacdmyeckoM uHTepdence ynpaBneHms nepenTm B

«KomMnoHeHTbl - MpoTokonbl AocTaBkM», a 3aTeEM HaXkaTb Ha 3KpaHHYt KHornky [HoBbiU] v BbIGpaTh U3

BbiNagaroLuero cnmucka «Loudplay (4Yepe3 BebcokeT LLUMO3, SKCNEPUM.)».

Ons pobaBneHus NpoTokona AOCTaBKM agMUHWUCTpaTopy Termidesk Heo6xoouMO 3anMoONHUTL AaHHble,

nepeyncneHHble B ctonbue «lMapameTp» cnepytrouien Tabnmubl (cm. Tabnuua 65).

Tabnuua 65 — daHHble gna nobasneHus noakntoyveHus vepes «LLnto3» no npotokony Loudplay

MapameTp OnucaHue
«HassaHue» TekcTOBOE HAMMEHOBAHME NPOTOKONA JOCTaBKM
«KommeHTapumn» NHdbopMaumoHHOe coobLLeHME, NCMONb3YEMOE At ONUCAHUS HazHauYeHUs
MpOTOKONa JOCTaBKU
«[Mpuoputer» MpenmyLLEeCcTBO MCNONb30BaHMS NPOTOKONA fOCTaBkU B hoHae BPM

«URL wnto3za»

Apnpec cepBepa B popmate ws(s)://192.0.2.30/websockify,
obecneunBatoLLero GopMMpoOBaHME U NOALEPIKAHUE COEANUHEHUS.
LupekTnBa ws 0OTHOCUTCA K MCnosib3oBaHuto nopta 80,
OMPEKTUBA WSS 03HaYaeT ncronb3oBaHue 443 nopra.

MapameTp 192.0.2.30 - goctynHbin |P-agpec wntosa. Mpumep IP-
appeca npueeaeH B cootBeTcTBUM ¢ RFC 5737, oH ponykeH 6biTb 3aMeHeH
Ha aKTyasbHbIM, MCMOJb3yeMbllA COFMACHO CXeMe aapecaLuu, MPUHATON B
WHDPACTPYKTYpe NpeanpuaTms.

3Ha4yeHue 3TOro NapaMeTpa He OTHOCUTCA K 3HAYEHMIO
WSPROXY_BIND_ADDRESS m3 KOH(UIypaLmMoHHoro darna /etc/opt/
termidesk-vdi/termidesk.conf

«[poTokon nepepayun»

Bbibop npoTokona ans nepepayn AaHHbIX. Mo ymonyaHuio ncnonbsyeTcs
ubP

«[opT rtsp-cepsepa»

Bbi6op nopta RTSP-cepeepa. Mo ymonuyaHuto ucnonbsyetcs 8554
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N

MapameTtp OnucaHue
«MyTb K API» HanmeHoBaHMe kaHana gna nogkntodeHums. o ymMonyaHuio ncnonbsyercs
/desktop
«[MopT ynpaeneHus (knaBuaTypa/MbiLlb)» Bbibop nopTa ynpaeneHua knaBmaTypon u Mbiwwbto. Mo yMonyaHuto

ucnonbsyetcs 8555

«[MopT cny>kebHbIN (bbr_port)» Bbi6op cnysxebHoro nopta RPC. Mo yMonuaHuio ncnonssyetcs 8556

«[MopT BUAEO NoTOKa» Bbi6op nopTa Bugeonotoka. Mo ymonuaHuto ncrnonbsyerca 6970

«[NopT ayano noTtoka» Bbi6op nopta ayamonotoka. o ymonuaHuto ucnonblyetcs 6972

«TexHonorus 3axeara» Bbibop TexHonoruu 3axeata nsobpaxkeHus. 1o yMonyaHuto ncnonbsyercs
FFmpeg DDA

«JocTtyn u3 ceten» Mpu BbIGOPE 3HauYeHMs «[da» NpoTokon ByaeT paspeLLeH TONbKO Ans

nepeuncneHHbix B napameTpe «CeTu» amanasoHoB ceTen (peanmsaums
«benoro» cnucka focTyna).

Mpw BbIGOpE 3HaueHUa «HeT» npoTokon 6yaeT 3anpeLueH ans
nepeuncieHHbIX B napametpe «CeTu» ananasoHoB ceTen (peanmsauma
«YEpHOro» Crmcka 4ocTyna)

«CeTtun» BbibpaTb ananasoH ceTeBbiX apeCOB, U3 KOTOPbIX ByAeT pa3peLleHo uam
3anpeLLeHo UCMosib30BaHMe NPOTOKONA A8 noaktodeHna Kk BPM.
YKa3zaHHble ananasoHbl JO/KHbI 6bITb co3aaHbl B «KomnoHeHTbl - CeTu»

«Pa3peLueHHble ycTporcTBa» YkazaTb ugeHtudmkatopsl OC, koTopble MOryT BbITb MUCMONb30BaHbl NpU
noaksoyeHmm no npotokony Loudplay k BPM
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10 . CUCTEMHDbIE HACTPOMKMU

10.1 . O6wme cuctemHble napaMeTpbl Termidesk

CucremHble napaMeTpbl MNO3BONAKOT 3a4dTb OCHOBHbIE 3Ha4YeHWU4d, HEO6XOLI,VIMbIe ana  ycnewHoro

dyHKUMOHMpoBaHuMa Termidesk.

Ons KoHbMrypauum obLmx CUCTEMHbIX NMapaMeTpoB B rpaduyeckomM MHTepderce ynpasBneHus cnesyet
nepenTtu «Hactporiku - CuctemMHble napameTpsbl - O6Lwme».
JocTynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk napameTpbl nepeyncrieHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabaumua 65).

& VI3MeHeHMe CMCTEMHBIX NapaMeTpoB BCTYMNAKOT B CUY TOJIbKO nocse nepesarpysku Termidesk.

Tabnuua 66 — O6wme cucTemMHble napaMeTpbl Termidesk

MapameTp OnucaHue
«[eHepaTop UMeH» BapuaHTbl cnonb3oBaHWs UMeH A4ns pa3BepTbiBaHus BPM
«Tema opopmneHus» Tema odopmneHus rpaduyeckoro nHTepderica nonb3oBaTens u
ynpaBneHus
«ABTO3anyck paboyero mecta» MapameTp koOHdUrypaLmm aBToMaTMyeckoro 3anycka BPM nocne ero
co3faHus
«MHTepBan NpoBepok K3Lla paboumx MecT» Mepuog, (B cekyHpax) onpoca poHaa BPM nns onpepnenenus

rotosHoct BPM

«MHTepBan NpoBepoK HeMcrosb3yeMbiX paboumnx BpemeHHon nHTepBan (B cekyHaax) nposepku BPM ans
MecT» NnocnenyoLWero X OTKIHYeHMs!

«MNHTepBan ouncTkn MHPOPMaLMOHHbIX 06LEKTOB» | BpeMeHHOI MHTepBan 0UMCTKU MHPOPMaLMK O COBbITUSAX,
BO3HMKaAMOLLMX B npouecce akcnnyataumm Termidesk

«KonunuectBo NoTokoB GOHOBbIX 334a4» Konnuectso ogHOBpeMeHHbIX 33Za4, BbIMOMHAEMbIX MAaHUPOBLLMKOM
B poHOBOM Mnpouecce

«He yunTbiBaTb MakCMMasbHbIE OFrpaHUYEHUa» He yunTbiBaTb MakCMMasbHble OrpaHUYeHna npu hbopMUPOBaHUM
doHpos BPM
«Bpems xpaHeHUss MHDOPMALIMOHHbBIX 0BLEKTOB BpeMeHHoM nepuopg, XpaHeHMsa MHDOPMaLMKU O COBbITUAX,

BO3HUKaKOLWNX B Npouecce sKkcnayaTaumm

«Bpems 6noknpoekn Bxoga» Bpems (B cekyHAax) nocne UCTEYEHUS KOTOPOTo ByaeT BO3MOXKEH
NMOBTOPHbIN BXOA4 Cy6beKTa C ponbio « ALMUHUCTPATOP» UAN
«[Nonb3oBaTenb» B Cy4ae, C/IM CYOLEKTOM C YKa3aHHOM POsibH Bbin
ucuyepnaH IMMUT HeyAauYHbIX MOMbITOK BXOAA

«URL Bxopa» URL-agpec HayanbHOM cTpaHuubl rpacdmyeckoro uHTepderica
ynpaBneHus

& 3HayeHune napameTpa MeHsTb He cnenyer.

«MakcumanbHoe BpeMsi MHMLManm3aumm pabovero | MakcumanbHoe BpeMs (B CeKyHAAX) OXXuaaHus rotoBHocT BPM
MecTa»
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Mapametp

OnucaHue

«MakcnMyM 3anucert B XypHase s 06bekToB»

MakcmManbHoe KoNM4YecTBO CUCTEMHbIX COBbITUN, N06aBNAEMbIX B
KYpHan

«MHTepBan NnpoBepku AN1s yaaneHUss 06beKTOB»

MHTepBan nposepku (B cekyHaax) BPM, nomeueHHbIx ansa yoaneHus

«KonunyecTBo owmnboK s orpaHudeHus poHaa»

MoporoBoe 3HayeHWe KoNMYecTBa OLWMBOK, BOSHUKAIOLLMX B MpoLecce
akcnnyataumm dpoHga BPM

«VHTepBan oTcnexxmBaHus ownboK B hoHae»

BpeMeHHOM MHTepBan NosIBNEHUS OLLMOOK, CBA3aHHbIX C
¢dyHKuMoHMpoBaHmeM doHaa BPM

«KonnyecTso NoTokoB nJaHNpoBLUMKaA 3ada4y»

MoporoBoe 3Ha4YeHWe NOTOKOB 33Jay, BbIMOJHSEMbIX MJIaHUPOBLLMKOM,
npu obecrneyeHnUn Xun3HeHHoro uukna gpoHga BPM

«Cpok faencTena ycTapesLuen nybnmkaumms

BpemeHHOM MHTEpBas, N0 UCTEYEHUIO KOTOPOro Nybnnkauma doHaa
BPM cuuTaerca ycTapeBLueil U MOMeYaeTca ANa yaaneHua us
Termidesk

«CpOK XpaHEHUA CTAaTUCTUKUN»

BpemeHHOM MHTepBan xpaHeHus $aiinos XXypHanos

«KonnuecTeo yaansemMbix paboumx MecT 3a 0AuH
npoxoa»

MakcumanbHoe konuyectso BPM, ynansembix eaMHoBpeMeHHO 13
¢oHpa BPM

JkpaHHasa kHornka [CoxpaHUTb] coxpaHsieT obLLme CUCTEMHbIE NapaMeTpbl.

10.2 . MapameTpbl 6e30nacHocTu Termidesk

Ons KoHbUrypauum cucTeMHbIX NMapaMeTpoB 6e30MacHOCTM B rpadmyeckoM uHTepdence yrnpasieHuUs

cnepyeT nepenTtun «Hactporku - CuctemMHble napaMeTpsbl - besonacHocTb».

LocTynHble ona pepakTMpoBaHUs agMuHUcTpaTopy Termidesk napamMeTpbl nepeuyvcrieHbl B CTOnbue

«[NapameTp» cnepytowiert Hactponka napameTpoB 6e3onacHocTu B Termidesk.

Tabnuua 67 — NapameTpbl 6e3onacHocTn Termidesk

MapameTp

OnucaHue

«MacTtep-knou»

MpeHTndukatop perncrtpaumm cybbektos B Termidesk npu goctyne K
¢oHay BPM

«JloBepeHHble XOCTbI»

MpeHTUdUKaTop Y3108, UMEIOLLMX NPaBO noakntodaTbes K Termidesk

«AnnTenbHOCTb CeCCMM agMUHUCTpaTOpa»

BpeMeHHOM MHTepBan ceccum, MHULMMPOBAHHOM Ha rpadmnyeckui
UHTepdenc ynpasneHus

«,D,OCTyI'I K BE6-4aCTU CUCTEMHbBIM MONb30BaTeNEM»

Bo3MOXHOCTb CybbekTa € posibio « AGMUHUCTPATOP» MOAKOHATLCSA K
rpacduyeckomMy uHTepdency

«Mcnonb3oBaTb aHOHCUpyeMbin |P knveHTa»

Mcnonb3oBaTthk |P-agpec knueHTa, nepegaBaemblit B NpoLecce BXoda B
Termidesk

«GID cucteMHoM rpynnbl aiMUHUCTpaTopa»

NpeHTudUKaTOp rpynnbl, B KOTOPYH BXOAWUT YYETHas 3anucb
cybbeKkTa C posnbio « AIMUHUCTpATOP»

«[AnnTenbHOCTbL CeCCcMM NoNb3oBaTensa»

BpemeHHoM MHTepBan ceccum cybbekTa c ponbto «[onb3oBatenby,
WHULMMPOBAHHOM Ha rpacdmyeckoM uHTepdelice nonb3osBaTens
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Mapametp

OnucaHue

«MakcMyM MonbIToK BXoda AAMUHUCTPATOPOB»

MoporoBoe NoNOXMTENbHOE 3HAUYEHME YNCIA HEYAAYHbIX MOMbITOK
Bxofa AaMuHucTpaTopoB. [MapaMeTp MOXeET BbITb M3MEHEH TONbKO
Cy6BbEKTOM € NpaBamMu agMUHUCTpaTopa (cM. HasHaueHue ciyrkeBbHbIX
(YHKUMI aAMUHUCTPaTOpaM).

3HaueHue «0» 3kBMBaNEHTHO «6e3 orpaHUUYeHNN»

«MakcumyM nonbiTok Bxoga MNepcoHana»

MoporoBoe NoNOXMUTENBHOE 3HAUYEHME UNCA HEeYAAYHbIX MOMbITOK
BXO[a CYObEKTOB, HE OTHOCALLUMXCSA K AAMUHUCTPATOPaM.

3HayeHue «0» 3KBMBANEHTHO «6e3 OrpaHUYEHNN»

«MakcmmyM nonbiTok Bxoza Nonb3oBaTtenen»

MoporoBoe NoNOXMUTENBHOE 3HAUYEHME UNCA HEYAAYHbIX MOMbITOK
BXO[a NoNb30BaTesen.

3HayeHue «0» 3KBMBANEHTHO «6e3 OrpaHUYEHUN»

10.3 . HasHaueHue cny>kebHbIX YHKLUN aAMUHUCTPATOPaM

B Termidesk nna agpMMHUCTpaTOpPOB peanv3oBaHO pasaesieHne JOCTYMHbIX CNYXXEOHbIX hyHKLMMA.

LOna HasHadeHMs [OCTYMHbIX CAY>KebHbIX (yHKUMM cnepgyeT nepentn «Hactpomkn - YnpasneHue

poONSMMU» U HaXKaTb 3KpaHHYO KHOMKy [HoBbIn] (cm. PucyHok 29).

Mpu pobaeneHMn GYHKUMM HEOOXOAMMO BBECTM TEKCTOBOE HaMMEHOBAaHME CO343aBaEMOro KJacca

aAMUHUCTPATOPA, a TakXXe BbIbpaTb CMUCOK Ha3HAYaeMbIX pas3peLleHnn.
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[lo6aBUTb HOBbIA 06bEKT

HaseaHume

MNonbsosaTenbckmne

paspelueHus

Umsa ofibekma

Huuero He BbiGpaHo

3arpyska nLeHzum

M3meHeHWe CACTEMHBIX NapaMeTpos
MpocmeTp rpynn paboumx mect

MpocMoTp AOMEHOE ayTeHTUGMKALMM
MpocmoTp u3obipasxkennii B ranepee
MpocmeTp AuueH3Mn

MpocmeTp MoHUTOPMHFa

MpocmoTp NapameTpos rocTessix OC
MpocMoTP NOANTWK KOHGUIypaLi
MpocMeTp NoNL30BATENbLCKIX CRCCHid
MpocMeTp NOCTaBLYMKOE pecypcos
MpocMoTp NPOTOKONGE 40CTABKN
MpocmoTp ceTed

MpocMeTp CUCTeMHBIX NapaMeTPoB
NpocveTp dorgos pabodunx mect
PepakTuposaHuie rpynn pabouux mect
PefakTUpOBaHIIe JOMEHOE ayTeHTUdUKaLMN
PepakTpoBatiie nsobpaxeHwii & ranepee
PegakTripoBaHvie napameTpos roctessix OC
PefakTMpoOBaHIie NOAUTUK KOHGUrypauuii
PefakTUpOBaHIE MOCTABLLMKE PECYPCOS
PepakTpoBaHiie NPeTOKONOE AOCTABKM
PenakTripoBaHve ceTeii

PepakTupoBaHiie GoHACE pabounx mect

Cozganue rpynn pabouusx mect

Co3aanue JOMeHOB ayTeHTudnKkaLu

Cospanve nsobpaxeHuii 8 ranepee

PucyHok 29 — OkHO Ha3Ha4yeHUs Mob30BaTE/IbCKMX pPa3peLleHnit

Cnucok paspelleHuit oNs Ha3Ha4YeHUst CNYXXEOHbIX YHKUMM aAMUHUCTpATOpaM MepeymncieH B ctonbue

« Pa3peu.|eHV|e» cne,u,yrou.l,eﬁ Tabnuubl (cMm. Tabnuua 68).

A Tepen HazHayeHWeM paspelLeHUs Ha pefakTUMpOBaHWE, CO34aHue, yAaleHWe UAW ynpaBieHue
HeobXxoAMMO NPeaoCTaBUTb COOTBETCTBYHOLLEE Pa3peLLEHME Ha MPOCMOTP CTPaHULLbI.

Tabnuua 68 — Cnncok JAOCTYMHbIX AN18 BbIOOpa pa3peLLeHni

PaszpeLueHue

OnucaHue

«3arpyska nanueH3numn»

Pa3peLueHune no3BonsieT 3arpyyarb JIMLEH3UM Ha CTpaHuLe
«HacTponku - JInueHsma» Ha BKNaake «3arpyska»

«M3MeHeHMe cUCTEMHBIX napamMeTpoB»

Pa3peLueHune no3sonsieT ynpaensTb CUCTEMHBIMU NapamMeTpaMu Ha
cTpaHuue «Hactponku - CucteMHble napameTpbi»

«[MpocMoTp rpynn paboumx MecT»

MpepocTaBnseT fOCTYN Ha YTeHWe cTpaHuLbl «HacTporiku -
Mpynnbl pabounx MecT» Ans NPOCMOTPa CMUCKa CO34aHHbIX Fpynmn
paboumx mMecT
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PaspelueHue

OnucaHue

«[pocMOTp AOMEHOB ayTEHTUDUKALUNY

MpepocTaBnseT AOCTYN Ha YTeHMe CTpaHULbl «KOMMOHEHTbI -
LomeHbl ayTeHTUbMKauumn». PaspelueHne No3BosnisieT BbIMOMHATD
npocmoTp:
* nosib30BaTeNier JOMeHa, HazHadyeHHbIx uMm rpynn, BPM, BM
M XKypHan;
* Crucka rpynn LOMEHa U NoJib30BaTesNeln, BXOAALLMX B
KaXkZ4yto rpynny;
= ypHana

«[lMpocMoTp nsobpaxkeHM B ranepee»

MpepnocTaBnseT [OCTYN Ha YTeHMe CTpaHuLbl «HacTporiku -
anepes» ons NpocMoTpa CNUCKa 3arpy>KeEHHbIX M306paXkeHUN

«[MpocMoTp nuLeH3NN»

MpenocTaBnseT [OCTYN Ha YTeHMe cTpaHuLbl «HacTporiku -
Nvuensusa» ong npocmoTpa MHGOpPMaLMK O NLEH3UU U CUCTEME

«[lMpocMOTp MOHUTOPUHTa»

MpepnocTaBnseT [OCTYN Ha YTeHWE CTPaHULbl K MOHUTOPUHI».
PaspeLueHne no3BonseT BbINOMAHATL MPOCMOTP:
= pasgena «>XXypHanbi», akcrnopT 3anucen B dopmate . CSV;
= pasgena «AyauT», 3KCropT 3anucen B popmare . CSV;
* pasgena «OTYéTbI», CO34aHUe, pefaKTUPOBaHWE, yaaneHue
OTYeTOB, 3KCMOPT 3anucer B dpopmarte .CSV

«[MpocmoTp napameTpoB roctesbix OC»

MpenocTaBnseT JOCTYN Ha YTeHWe CTpaHULbl «KOMMNOHEHTLI -
MapameTpbl rocteBbix OC» ana NpocMoTpa CrNUcka Co3aaHHbIX
napameTpoB rocteBbix OC

«[pocMoTp NoNUTUK KoHbUrypauumn»

MpepocTaBnseT fOCTYN Ha YTeHWe cTpaHuLbl «HacTporku -
"nobanbHble MOAUTUKM» AN NPOCMOTPa 3HAYEHUI NapaMeTpoB
NONNTUK

«M POCMOTP NOJSIb30BaATENIbCKUX ceccum»

MpenocTaBngeT JOCTYN Ha YTeHWe CTpaHuubl «Paboune mecTa -
Ceccum» 4ng NnpocMoTpa CAMCKa aKTUBHbIX CECCUIA MO/b30BaTesen

«[pocMOTp NOCTABLLMKOB pecypcoB»

MpenocTaBnsieT 4OCTYN Ha YTeHWE CTPaHULbl « KOMMOHeHTbI -
MocTaBLmMKK pecypcos». PaspelueHune no3sonseT BbINONHATb
npocMoTp:

" CMMUCKa CO34aHHbIX NOCTABLUMKOB PECYpPCOB;

* CMMCKa CO34aHHbIX WabsioHOB paboumx MecT

«[MpocMOTp NPOTOKOIOB AOCTABKMU»

HPEAOCTaBﬂﬂeT AO0CTYyN Ha YTeHue CTpaHuubl «KoMnoHeHTbI -
npOTOKOﬂbI AO0CTaBKU» Oond NpoCcMOTpa CNCKa CO34aHHbIX
MPOTOKONOB AOCTaBKU

«[lMpocmoTp ceTen»

MpepocTaBngeT JOCTYN Ha YTeHWe CTpaHULbl «KOMMNOHEHTLI -
CeTu» onga NpocMoTpa CNMCKa CO34aHHbIX CeTeMn

«[MpocMOTp CUCTEMHBIX MapaMeTpoB»

MpepnocTaBnseT [OCTYN Ha YTeHMe CTpaHuLbl «HacTporiku -
CucTeMHble NapaMeTpbl» AN NPOCMOTPA 334aHHbIX CUCTEMHbIX
napamMeTpoB

«[MpocmoTp doHaoB pabounx MecT»

MpepocTaBnseT 4OCTYN Ha YTeHWe cTpaHuLbl «Paboune mMecTa -
®oHapI». PaspelueHre No3BONSET BbINOMHATD:

* npocMoTp pasgena «PoHabI» U BbINOAHATb AEACTBUSA B
pasgene:

e MpOCMaTpMBaTb CNMCOK ONYBAUKOBaHHbIX HOHAOB
BPM;

* MpocMaTpuBaTh BKNaaku «Paboune Mecta»,
«[Nonb3oBatenu v rpynnbi», «[1poTokonbl
[ocTaBkm», « XXypHan» npu Bbibope
onybnukoBaHHoro poHza BPM;

* npocMoTp pasgena «MHameuayanbHble paboune MecTa» ona
npocMoTpa UHdopMaLUKM 0 HasHavyeHHbIX BM
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PaspelueHue

OnucaHue

«PepakTupoBaHue rpynn paboumx MecT»

PazpelueHmne nozsonset pegakTMpoBaTh NapamMeTpbl CO3AAHHbIX
rpynn paboumx Mect

«PepakTpoBaHWe AOMEHOB ayTEHTUDUKALUU»

PaspelueHmne no3sonseT pefakTMpOBaTh NapamMeTpbl CO3AaHHbIX
[IOMEHOB ayTEHTUPUKALMM

«PepakTpoBaHWe M306paXkeHU B ranepees

PaspelueHune no3BonsieT peaakTMpoBaTh NMapameTpbl 3arpy>KeHHbIX

M306paXkeHUI B ranepee

«PepakTupoBaHme napametpos rocrtesbix OC»

PaspelueHure noseBonseT pefakTMpoBaTb CO34aHHbIe NapaMeTpbl
rocteBbix OC

«PepakTpoBaHue NOAUTUK KOHDUTYpaLmn»

Pa3peu.|eH Me No3BOJIAET BbINONHATb:

* pefakTUPOBaHWE NONMUTUK;
* CHpOC 3HAYEHUA MONAUTUKM

«PepakTpoBaHMe NOCTABLLMKA PECYPCOBY»

Pa3peLueHme MO3BONIAET peaakKTUpoBaTb NapaMeTpbl CO340aHHbIX
NOoCTaBLMKOB pecypcoB

« Pep,a KTUPOBaHME NPOTOKO/I0B AOCTAaBKU»

Pa3peLueHme NMO3BONIAET peaakKTUpoBaTb NapaMeTpbl CO340aHHbIX
MPOTOKOJI0B A0CTaBKKU

«PepakTupoBaHue ceTen»

PaspelueHure no3eBonseT pefakTMpoBaTh NapamMeTpbl CO34aHHbIX
ceTen

«PepakTupoBaHue hoHO0B pabounx MecT»

Pa3peLueHV|e NO3BOISIET PeAaKTUPOBATb MNapaMeTpbl:

* co3paHHbIX doHaos BPM;
" MHAMBUAYaNbHbIX Paboumx MecT

«Co3paHue rpynn paboumx MecT»

Pa3peLueHV|e NMO3BONIAET CO34aBaTb rpynnbl pa6oqwx MecT

«Co3gnaHne [OMeHOB ayTeHTUDMKaLUN»

PaspelueHmre nossonseT nobaBnsTbL 4OMEHbI ayTEHTUDUKALUN

«Co3zgnaHue nsobpaxxeHui B ranepee»

PaspelueHure noseonseT 3arpy»arb M306paxkeHUs B ranepero

«Co3zpaHue napameTpos rocteBbix OC»

Pa3peu.|eHV|e MO3BONAET CO34aBaTb NMNapaMeTpbl NOCTEBbIX ocC

«Co3aaHue NocTaBLLMKa PpecypcoB»

PaspelueHmne nossonset fo6aBnaTb NOCTABLUMKOB PECYPCOB

«Co3pmaHne NpoTOKOIOB AOCTaBKU»

PaspelueHme nossonseT 4o6aBnsATbL MPOTOKOSIbI AOCTABKU

«Co3paHue cetemn»

Pa3peu.|eHV|e nossongdetr ,D,O6aBJ19|Tb ceTn

«Co3paHue ¢hoHA0B paboumx MecT»

Pa3peLueHme MO3BONAET CO34aBaTb d.'JOH,EI,bI pa6otw|x MecT

«YpaneHuve rpynn paboumx MecT»

PaspelueHure nossonseT yoanatb rpynnbl pabounx MecTt

«YpaneHve ALOMEHOB ayTeHTUDUKaLUU

Pa3peu1eHV|e NO3BONAET YAaNnaTb LOMEHDI ayTeHTVId)VIKaLI,VIVI

«YnaneHue n30bpaxxeHuin ns ranepem»

PaBpELLIEHVIe MO3BONIAET YAanATb M306pa)|(eHVlﬂ n3 ranepeu

«YpaneHuve napameTpoB rocteBbix OC»

PaspelueHmre nossonseT yaanate napametpbl rocteBbix OC

«Y,u,aneH ne NocCTaBLUUKa pecypcoB»

Paspeu.leHme NO3BONAET YOaNnaTb NOCTAaBLMKOB peCcypcoB

«y,El,a}'IEH Me NpoOTOKOJIOB AO0CTaBKU»

PaBDELLIEHVIe MO3BONAET YAanATb NPOTOKO/1bl 4OCTaBKU

«YpaneHue ceten»

Pa3peLueHme NO3BONAET YyAaNnATb CETU

«YpnaneHve doHaoB pabounx MecT»

PaspelueHure nossonset yaanate doHas BPM
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PazpelueHue OnucaHue

«YnpaBneHue rpynnamMm JoMeHa ayTeHTUdUKaumm» PaspeLueHune no3BonseT BbINOAHATD AENCTBUS:

* pnobasneHue rpynnbl JOMeHa ayTeHTudMKaumm;

* pefakTUPOBaHME rpynmnbl JOMEHA ayTeHTUDUKALUM;
* ypaneHue rpynnbl AOMeHa ayTeHTUdMKaLMK

«YnpaBneHue rnosib30BaTe/IbCKUMU CECCUAMU» PaspelueHune no3songeT BbINOMAHATL 4ENCTBUA C aKTUBHbLIMM
ceccusiMM Nonb3oBaTeNlen:

" OTK/IHOUYEHME Ceccuu;

= cbpoc ceccum

«YnpaBneHue NonbL30BaTENSIMUN AOMEHA PaspeLueHure no3BonseT BbINOIHATL AENCTBUSA:
ayTeHTUdMKaLMmn» = pobaBneHve Nob30BaTeNs AOMEHA ayTEHTUDUKALMM;

* pefakTUPOBaHWE MONb30BaTeNs AOMEHA ayTEHTUDUKALUY;
* yAaneHWe Nnosb30BaTenNsi 4OMeHa ayTeHTUhUKaLUK

«YnpasneHue ponaMm» PaspeLueHune no3BonseT BbINOMHATD:

" MPOCMOTP pa3gena «YrnpaBieHUe PonsiMU» U BbIMONHATb
LEeNCTBUA B pasgene:
* CO3paBaTb ponu;
* penakTMpoBaTb Ponu;
* yAansiTb ponu;
* npocMoTp pasgena «YnpasneHne ACL» 1 BbINonHaTb
LeCTBUS B pasgene:
e CO34aBaTb paspeLueHus A1 06bekTos;
e penakTMpOoBaTb paspeLleHus Ans 06beKTOB;
e yoanATb paspeLleHus A1 06beKTOB

«YnpaBneHue wabnoHaMm paboumnx MecT» PaspeLueHre no3BonseT BbINOIHATL AENCTBUSA:

= co3gaHue wabnoHa BPM;
* pepakTupoBaHwue wabnoHa BPM;
* ypaneHue wabnoHa BPM

[ns penakTvpoBaHWs Kiacca aAMUHUCTPaTOpa HYXKHO BbIBpaTb €ro, a 3aTeM HaXkaTb IKPaHHYHO
kHonKy [PepakTupoBarb].

ns ynaneHus Hy>KHO BbIGpaTb CO34aHHbIN OObEKT, a 3aTeM HaXkaTb 3KPaHHY KHOMKY [YaanuTsb].

& Knacc dAMUHNCTPATOpPa MOXKET ObITb yoaneH TO/NIbKO B TOM Cny4yae, eCcZin OH HE Ha3Ha4eH
nonb30BaTesnto.

Knacc agMuHuUCTpaTopa MOXeT ObiTb HasHayeH onpeaeneHHoMy nosb3oBaTento. [ns HasHayeHus
co3fmaHHOro knacca cnepyet nepentn «KoMnoHeHTbl - [loMeHbl ayTeHTMdUKauum» 1 3aTeM B cTonbue
«Ha3BaHue» cBogHOM Tabnuubl BbIbpaTb AOMEH ayTEHTUdUKALMK, B KOTOPbIN BXOAUT MOb30BaTEb.

Ha oTkpbiBlwencs cTpaHuue B Tabnuue «[lonb3oBaTenu» HY>XHO BblbpaTb MOJIb30BATENS U HaXkaTb
3KpaHHyto KHonky [PemakTupoBatb]. B oTkpbiBlwencs dopme penakTMpoBaHMs Monb3oBaTenst B rose

«Ponu» BbIBpaTb KNacc (cm. PucyHok 30).
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PepakTupoBaTh brestadmin

Norux brestadmin

msa brestadmin
KommeHTapwii

Cratyc AKTWBHbIA

Mepcoxan

AaMuHUCTpaTop
Fpynnbi brestadmins, brestusers

Paspewenus Huyero He Boibparo
Aoctyna k APl

Ponu I| funds admin

OTMeHUTL CoxpaHunTh

PucyHok 30 — OkHO Ha3Ha4yeHUs Mob30BaTE/IbCKUX POJien

A TMapameTtp «[llepcoHan» ykasbiBaeT, YTO MONb30BaTeENb ABNSETCA onepaTopoM Termidesk (knacc
aAMUHUCTpPaTOpPa C OrpaHUYEHHbIMM MNONHOMOYMSIMU B rpacdmyeckoM nHTepdence Termidesk).

Co3aaHHbIM KlaccaM aAMUHUCTPATOPOB MOXHO AeNernMpoBaTh ynpaBneHue oTaeNbHbiMU doHaamu BPM.
Ona pnobaBneHusa HoBoro paspelueHuss obbekTy cnepyeT nepenTu «HacTporiku - YnpasneHue ACL»,
HaXkaTb 3KpaHHYto kHomMKy [HoBbI1] 1 BbIGpaTh 06bekT «MPoHA pabounx MecT».

B pexume pobaBneHuss HOBOro paspelleHus ansi obbekTa agMuHUCTpaTopy Termidesk Heobxogumo

3aMnoJIHUTb NMapaMeTpbl, NepedncieHHble B ctonbue «lMapameTp» cnenytowen Tabnmupl (cm. Tabauua 69).

Tabnuua 69 - [ocTynHble napaMeTpbl Npu Ao6aBNEHUM MONb30BaTENIbCKMX pa3peLleHnn Ans GoHO0B
BPM

MapameTp OnucaHue

«Ponb» HaunmeHoBaHue 3apaHee CO34aHHOro 1 HasHa4eHHOro NoNb30BaTeNlko
KnacCa aAMUHUCTpaTopa

«[Nonb3oBaTenbckoe paspeLueHne» Bbi6op nonb3oBaTenbCkMx paspeLleHui, kacarowmxes poHaos BPM.
Cnncok Bcex JOCTYMHbIX paspeLleHuit:

* npocmoTp poHaoB BPM;

* penakTupoBaHue doHoos BPM;

* ynaneHue ¢poHgos BPM;

* ynpasneHue keweM dpoHaos BPM;

* ynpae/ieHWe Nonb3oBaTeNbCKMMK rpynnamu doHaos BPM;
* ynpaBneHue nonb3osatensmu doHzos BPM;

* ynpaB/ieHue NpoTokonamu goctasku poHaos BPM;

= ynpasneHue nybnukauusmm poHgos BPM
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Mapametp OnucaHue

«Ob6bEKT» PaHee co3paHHbI poHa BPM

10.4 . MNepeHanpaesneHne Ha HTTPS

Ona Toro, uTobbl BEG-MHTepdenc Termidesk pabotan no 6GesonacHomy npoTtokony HTTPS,
NCMONb3YHOTCS HACTPOMKKM Beb-cepBepa apache ans nepeHanpasneHus 3anpoca ¢ npotokona HTTP Ha
HTTPS.

HacTponkn nepeHanpaBneHuss 3apatoTcsl B KOHDUrypauMoHHoMm danne /etc/apache2/sites-
available/termidesk.conf. [locne BHeceHMs JOBbLIX W3MEHEHUM B 3TOT dana HeobxooMmo

nepesanycTuTb cNy>k0y Beb-cepsepa apache:

:~$ sudo systemctl restart apache2

& TepeHanpaeneHne Ha HTPS HacTpoeHo no ymonuyaHuto nocne yctaHoBku Termidesk. [Mpwu
HEeobXoAMMOCTU WCMOSb30BaHUA He3awumuleHHoro npotokona HTTP agmuHucTpatop mdonxkeH
M3MeHUTb dann /etc/apache2/sites-available/termidesk.conf, packoMMeHTUPOBaB
HacTponku VirtualHost n 3akommeHTUpoBaB HacTporikun HTTPS.

MpuMep ncxogHOro KoHbUrypaunmoHHoro danna:

1 #<VirtualHost *:80>
2 # ServerName #HOSTNAME#
3 # DocumentRoot /opt/termidesk/share/termidesk-vdi/src
4 #
5 # Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
6 # Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/
7 #
8 # <Directory /opt/termidesk/share/termidesk-vdi/src/static>
9 # Order deny,allow
10 # Allow from all
11 # Require all granted
12 # </Directory>
13 #
14 # <Directory /opt/termidesk/share/termidesk-vdi/src/media>
15 # Order deny,allow
16 # Allow from all
17 # Require all granted
18 # </Directory>
19 #
20 # RewriteEngine on
21 # ProxyTimeout 70
22 # ProxyPreserveHost On
23 # ProxyRequests Off
24 #
25 # ProxyPassMatch */media/ !
26 # ProxyPassMatch */static/ !
27 #
#

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
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ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# CaliT Ans NpUHYAUTENBHOTO NepeHanpasneHns Ha NpoTokosl HTTPS.
<VirtualHost *:80>

ServerName #HOSTNAME#

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x*
RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [R=308,L]

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

<IfModule mod_ssl.c>
<VirtualHost _default_:443>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
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Mpumep KoHbUrypaunoHHoro damnna ans paboTbl Mo He3awmLeHHoMy npoTtokony HTTP:

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLEngine on
SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key

B COOTBETCTBMU C YCNIOBUAMY U TPEOOBAHMSAMMN OKPYXXEHWUS MHCTANAALMN
SSLCACertificateFile

SSLVerifyClient

SSLVerifyDepth

H*H oH o H

# Tpobpoc napamMeTpoB KINEHTCKOro ceptudmkata B Termidesk
# uyepe3 Habop COOGCTBEHHbIX 3aro/I0BKOB
RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'

RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}

RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%

{SSL_CLIENT_V_START}
RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}
RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}
RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}
</VirtualHost>
</IfModule>

<VirtualHost *:80>

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
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75

ProxyPreserveHost On
ProxyRequests Off

ProxyPassMatch */media/ !
ProxyPassMatch */static/ !

ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800

ProxyPass / http://127.0.0.1:8000/
ProxyPassReverse / http://127.0.0.1:8000/

RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

# CallT ona npuHyAUTENbHOTO NepeHanpaeieHns Ha NpoTtokon HTTPS.
# <VirtualHost *:80>

#

#
#
#
#
#
#
#
#

ServerName #HOSTNAME#
ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800
ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
RewriteEngine On
RewriteCond "%{REQUEST_URI}" !A/websockify.x
RewriteRule A(.*x)$ https://%{HTTP_HOST}$1 [R=308,L]
RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

#</VirtualHost>

# <IfModule mod_ssl.c>
# <VirtualHost _default_:443>

#
#

H*H oH o H

H*H oH o H

ServerName #HOSTNAME#
DocumentRoot /opt/termidesk/share/termidesk-vdi/src

Alias /media/ /opt/termidesk/share/termidesk-vdi/src/media/
Alias /static/ /opt/termidesk/share/termidesk-vdi/src/static/

<Directory /opt/termidesk/share/termidesk-vdi/src/static>
Order deny,allow
Allow from all
Require all granted

</Directory>

<Directory /opt/termidesk/share/termidesk-vdi/src/media>
Order deny,allow
Allow from all
Require all granted

</Directory>

RewriteEngine on
ProxyTimeout 70
ProxyPreserveHost On
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76 # ProxyRequests Off

77

78 # ProxyPassMatch */media/ !

79 # ProxyPassMatch */static/ !

80

81 # ProxyPass /websockify ws://127.0.0.1:5099/ timeout=10800

82 # ProxyPassReverse /websockify ws://127.0.0.1:5099/ timeout=10800
83

84 # ProxyPass / http://127.0.0.1:8000/

85 # ProxyPassReverse / http://127.0.0.1:8000/

86

87 # RequestHeader set X-Forwarded-Proto expr=%{REQUEST_SCHEME}
88

89 # ErrorLog ${APACHE_LOG_DIR}/error.log

90 # CustomLog ${APACHE_LOG_DIR}/access.log combined

91

92 # SSLEngine on

93 # SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
94 # SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key
95

96 # [nsa koppekTHoi paboTbl Termidesk ¢ MTLS Heo6X04MMO HACTPOUTb AUPEKTUBbI HUXKE
97 # B COOTBETCTBUW C YCNIOBUAMM 1 TPEOOBAHNSAMMN OKPYXEHWNS MHCTANAALMN

98 # SSLCACertificateFile

g9 # SSLVerifyClient
100 # SSLVerifyDepth
101
102 # TlMpobpoc napameTpoB KNNEHTCKOro cepTudnkata B Termidesk
103 # 4epe3 Habop COOGCTBEHHbIX 3aro/I0BKOB

104 # RequestHeader set X-TDSK-SSL_CLIENT_FORMAT 'apache'

105 # RequestHeader set X-TDSK-SSL_CLIENT_S_DN expr=%{SSL_CLIENT_S_DN}

106 # RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_START expr=%
{SSL_CLIENT_V_START}

107 # RequestHeader set X-TDSK-SSL_CLIENT_VALIDITY_END expr=%{SSL_CLIENT_V_END}

108 # RequestHeader set X-TDSK-SSL_CLIENT_VERIFY expr=%{SSL_CLIENT_VERIFY}

109 # RequestHeader set X-TDSK-SSL_CLIENT_CERT expr=%{SSL_CLIENT_CERT}

110 # </VirtualHost>

111 #</IfModule>

10.5. 3ameHa SSL-ceptudukara seb-cepsepa

Ona poctyna k Beb-uHTepdency Termidesk no npotokony HTTPS Ha 3Tane ycTtaHoBkM Beb-cepsepa
aBTOMaTUYECKM FEHEPUPYETCS CaMOMOAMMUCAHHbIN CEPTUQMKAT U 3aKpPbITbIM KoY K HeMY. B HekoTopbix
C/y4asiXx MOXKeT NMOHAL0OMTbCS 3aMEHUTb 3TU CepTUdUKaTbl Ha opyrue.
® Kntou - nocnenoBaTenbHOCTb NCEBAOCYYaNHBIX YMCeN, CreHepupoBaHHas 0CobbiM 06pa3oM.
CepTtudukar - aptedakT, cogepxalimn nHdopMaLmMio 0 BRagesble Kaoya U NoaTBep KAatoLLmii

NPUHAONEXHOCTb K/1KOYa BnagenbLy.

[nsa 3ameHbl SSL-cepTndmkatoB HeobxoamMmo:

" MOJYYUTb HOBbIN CEPTUPUKAT U KIHOY K HEMY;
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* MOMECTUTb HOBbIM cepTudmkar popmaTa . pem B Katanor /etc/ssl/certs/:
:~$ sudo cp <nyTb_k_cepTudgmkaty> /etc/ssl/certs/
* MOMeCTUTb HOBbIM K/tod hopMaTa . key B KaTanor /etc/ssl/private/:

:~$ sudo cp <nyTb_K_kmtovy> /etc/ssl/certs/

& Ecnu ceptudukat u kntou Haxopatca B PKCS12-koHTelnHepe (darn dopmata . pfx), Heobxoammo
CHa4aJla CKOHBEPTUPOBATb MX B HYXKHbIN hopMaT:

1 :~3$ openssl pkcsl12 —1in <nyTb_K_pfx-KoHTeHepy> -out
<nyTb_K_co3gaBaemMomy_doaiiny . pem> -nodes
2 :~$ openssl pkcsl2 -in <nyTb_K_pfx-KoHTeiHepy> -nocerts -nodes -out

<nyTb_K_co3gaBaemMomy_doaiiny . key>

* oTpenakTuMpoBaTb (ann /etc/apache2/sites-available/termidesk.conf, 3aMeHMB nNyTb K

cepTndmKaTy M KUY Ans napameTpoB SSLCertificateFile m SSLCertificateKeyFile Ha

HOBbIE:
1 SSLEngine on
2 SSLCertificateFile /etc/ssl/certs/new_cert.pem
3 SSLCertificateKeyFile /etc/ssl/private/new_key.key
4 </VirtualHost>

* nepe3anycTuTb BEG-cepBep:

:~$ sudo systemctl restart apache2

10.6 . YcraHOBKa KOpHEBOro cepTudmKaTa LieHTpa cepTuduKaLum

YcTaHOBKa KopHeBoro ceptudukata ueHTpa ceptudukaumm (LLC) mMoxkeT 6biTb Heobxoguma npu
HacTpoMKe [OCTyrna Mexay KoMroHeHTamu no npotokony SSL. lMNMpeanonaraercs, 4to MHppacTpykTypa
oTKpbITbIX kntoden (PKI) yr>ke passepHyTa B opraHusauum, LLC ycTaHoBnEH.
Ons Toro 4tobbl yctaHOBUTHL KOopHeBon cepTudmkat LLC (Hanpumep, CA.crt) Ha cepeep Termidesk,
HY>KHO:

» ckonupoBaTtb pann CA.crt Ha cepsep Termidesk;

= 3aTeM ckonmpoBatb CA.crt B Katanor /usr/share/ca-certificates:
:~$ sudo cp <nyTb_k_ceptudmkary> /usr/share/ca-certificates/
* BbINOJIHUTb KOMaHAY A06aBNeHUs KopHeBoro ceptudumkaTa LIC:

:~$ sudo dpkg-reconfigure ca-certificates
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* Ha 3anpoc «[JoBepsATb HOBbIM CcepTUdUKATAM YAOCTOBEPAIOLLMX LLEHTPOB» OTBETUTL «[la»;
» ybeanTbcs, UTo cepTuduKat CA.crt OTMeYeH s akTUBaALMK;
* HaXkaTb 3KpaHHYy KHonky [Ok] u noxaaTbcs oKoHYaHMS onepaLlmu.
Lna HacTponkn Termidesk Ha paboTy ¢ cepTudUKaTaMm HY>KHO:
* [06aBUTb NepeMeHHYHD OKpY>KeHUss REQUESTS_CA_BUNDLE B ¢anne /etc/opt/termidesk-vdi/

termidesk.conf. B nepeMeHHOM OKpPYXXEHMSI HYXXHO YKazaTb MyTb K dansy C AOBEPEHHbLIM
KOpHeBbIM cepTudmkaToMm. Npumep:

REQUESTS_CA_BUNDLE=/etc/ssl/certs/ca.crt

* BbINONHUTb Nepe3anyck cny>k6bl termidesk-vdi:

:~$ sudo systemctl restart termidesk-vdi

10.7 . Pabora Be6-uHTepderica Termidesk c npotokonom TLS

Beb-nntepderic Termidesk no ymonuyaHuio nopaep>xmBaeT paboTy Ha BCcex MpoTokonax, kpome SSLv3.
Lna Toro 4Tobbl BKAOUMTE Nopmepykky Tonbko npotokonoB TLS1.2 u TLS 1.3 B Beb-cepsepe apache,

HY>XHO CKOpPeKTUpPOoBaTb damn KoHburypauum /etc/apache2/mods-available/ssl.conf.
Lnsa storo:

* BbINOJIHUTb PE3EPBHOE KOMMPOBAHUE TeKyLLero danna KoHdUrypaumm:
:~$ sudo cp /etc/apache2/mods-available/ssl.conf /etc/apache2/mods-available/ssl.conf_bkp

* BKJIIOUYMTb NOAAEPXKKY Tonbko npotokonoB TLS1.2 u TLS 1.3, BHeca wu3MeHeHus B daun

KoHbUrypauum /etc/apache2/mods-available/ssl.conf:

1 :~$ sudo sed -i 's/SSLProtocol all -SSLv3/SSLProtocol -all +TLSv1l.2 +TLSv1.3/g'
/etc/apache2/mods-available/ssl.conf

2 :~$ sudo sed -1 's/SSLCipherSuite HIGH:!aNULL/SSLCipherSuite HIGH:!aNULL:!MD5:!
3DES/g' /etc/apache2/mods-available/ssl.conf

3 :~$ sudo sed -i 's/#SSLHonorCipherOrder on/SSLHonorCipherOrder on/g' /etc/
apache2/mods-available/ssl.conf

* BbIMOJHUTb 06HOBNEHME ParnoB KOHDUIYypaLmm Beb-cepBepa apache:

:~$ sudo systemctl reload apache2

10.8 . YnpaBneHue aBTOpM3aLMen Noib30BaTeNs B KOMNOHeHTe «KnueHT»

B Termidesk npegycMoTpeHa BO3MOXHOCTb YMpaB/ieHUsI aBTOpU3aLMen MOMb30BaTENS B KOMMOHEHTE
«KnueHT».

Bbinyck ot sHBapsi 2024 135



@ TERMIDESK C/ET.10001-01 90 02

Ons v3MeHeHWs nMapaMeTpoB aBTopu3auum cnenyeT nepentu «HacTtponkm - CucTeMHble napameTpbl -
AyTeHTUDUKALMA», U  HACTPOUTb  MapaMeTpbl, TMepevyncineHHble B ctonbue  «[llapameTp»
cnepytoulen Tabnmubl (cm. Tabnuua 70).

[na coxpaHeHWs NapamMeTpoB aBTOPM3aLMMN HYXXHO HaXKaTb 3KpaHHY KHoMKy [CoxpaHuTb].

Tabnuua 70 — JocTynHble napaMeTpbl NPU HACTPONKE COXPAHEHMS NApPOSEN B KOMMOHeHTe «KnneHT»

MapameTtp OnucaHue
«Pa3pelwnTb coxpaHeHWe MMEHW NONb30BaTENS B YnpaBeneHue napaMeTpoM COXpaHEHWUsS UMEHW MOMb30BaTeNs B
KIMEHTE» KoMnoHeHTe «KnueHT» npu nogknoyeHun K cepeepy.

3HauyeHMe No yMonyaHuto: «da»

«Pa3pelwnTb coxpaHeHMe Naponsi B KIMEHTE» YnpaBneHue napaMeTpoM COXpaHeHUs Maponsi B KOMMOHEHTE
«KnuneHT» Npu NoaKNOYEHUU K CEPBEpY.

3HauyeHMe No yMonyaHuto: «da»

«Jon. nHdopmauma npu owmnbke Bxona» MHbopMaumoHHoe coobLieHme, oTobparkaemMoe npu owwmnbke
BX0O4a
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11. PESEPBHOE KOIMNMMPOBAHUE N BOCCTAHOBJIEHUE B,

11.1. PeszepBHOe konupoBaHue B/,

PesepeHoe konuposaHue b, cozpaHHon CY B[, Postgres-11 MOXHO BbINOJHUTL YTUAUTOM pg_dump:

1 :$ pg_dump -d <HaumeHoBaHuve B> -h <IP-agpec_xocta> -p <mopT> -U <nonb3oBartenb> -W
--format=t > <umsa_dalina_pnsa_coxpaHeHns_B/L . tar>

roe:

-d <HammeHoBaHue B> - uma bL. Npn cTaHAAPTHbLIX HACTPOMKAX UCMONb3YeTCs UMA termidesk;

-h <IP-agpec_xocTta> - |IP-agpec y3na, roe pacnonoxeHa bI. Ecnv B[, yctaHaBnuBanacb nokaJjibHO,
HY>XHO yKa3aTb localhost;

-p <nopT> - nopT Ans nogkntoveHmsa K bI. Mpu cTaHgapTHBLIX HACTPOMKAX UCHOMb3yeTCa 5432;

-U <nonb3oBatenb> - WMS Nofb3oBaTenss Aaa nogkntodeHust. [pu  cTaHAApTHbIX  HacTpoMKax
ucrnonbsyetcs nMa termidesk;

-W - 3anpoc naponsa ans noakntoveHus k B. MNpu cTaHAapTHbIX HacTpoMkax NpW MOsIBEHMW 3amnpoca
HY>XHO yKa3aTb ksedimret;

--format=t - kntou ansa skcnopta b B popmaTe tar;

<umsa_cpaiina_ansa_coxpaHenns_BA. tar> - ums u popmat danna (tar) ana coxpaHeHus bA.

11.2 . BoccraHoBneHue B[, U3 pesepBHOM Konuu
BoccTtaHoBneHue B/ 13 pe3epBHOM KOMUK BbIMOHAETCS KOMaHAOM:

1 :$ pg_restore -d <HaumeHoBaHue B> -h <IP-agpec_xocTta> -p <nopt> -U <nonb3osartesb>
-W -f <dpaiin_konun_BA. tar>

roe:

-d <HavmeHoBaHue B> - ums bL. MNpu cTaHpapTHBIX HACTPOMKax UCMONb3yeTcs uMa termidesk;

-h <IP-agpec_xocta> - |P-agpec y3na, roe pacnonoxeHa bl. Ecnn ncnonesyetca nokanoHas b, Hy>kHO
yka3atb localhost;

—-p <nopT> - nopT Ans nogknatodeHus kK BI. MNMpu cTaHgapTHBIX HACTPOMKaX UCMONb3yeTcs 5432;

-U <nonb3oBaTesib> - WMS  MoJb30BaTens pgas  nogkntodeHus. [lpyM  cTaHZApTHbIX HacTpoOMKax
ucrionb3yeTtcsd uMa termidesk;

-W - 3anpoc naponsa ana noaxnatodeHus K bA. MNMpu cTaHOapTHbIX HAacTpoMKax Mpu MNOABIEHMU 3anpoca
HY>KHO yKas3aTb ksedimret;

-f <dpalin_konun_B[J,.tar> - nyTb K dhanny pesepsHon konum b.
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12 . MOHUTOPUHI U YBEOOMJIEHUA

12.1. CucreMHble napaMeTpbl MOHUTOPUHTa
CucTeMHble napaMeTpbl MOHUTOPMHIA MO3BONAKOT HACTPOUTDL BbIBOA COBbLITUM B syslog-cepsep.

Ona KoHdbUrypauum cMCTEMHbIX MapaMeTPoOB MOHUTOPMHra B rpacdmyeckoM MHTepdence yrnpasieHus
cnepyeT nepenTun «Hactporiku - CucTemMHble napaMeTpbl - MOHUTOPUHMY.
JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucneHbl B cTonbue

«[MapameTp» cnepytoLen Tabnunubl (cm. Tabamua 71).

Tabnuua 71 - MapameTpbl MOHUTOpUHIa Termidesk

Mapametp OnucaHue
«JlornpoBaHue Syslog» MepeHanpaBneHve NoToKa COBbLITUN MOHUTOPUHTA Ha OTAENbHbIN syslog-
cepsep
«XocT 1» — «XocT 3» IP-anpeca unu nMeHa y3noB, Ha KOTOpPbIX pa3BepHyTa ciyxba syslog-cepsepa
«[MpoTokon» Bbi6op npoTokona paboTsl oNia cnyx6bl syslog-cepeepa.

HocTynHble 3HayeHusa: «UDP», «TCP», «TLS». Mpu ncnonbsosaHum
npoTtokona « TLS» Heobxoanmo ycTaHOBUTb Ha cepep Termidesk kopHeBow
ceptudmkat LLC, ucnonbsyrowminca B syslog-cepsepe, cornacHo nogpasaeny
YcTaHOBKa KOpHEBOro cepTudukaTa LieHTpa cepTudukaumm.

3HayeHue no ymonyanuo: «UDP»

«Kateropus coobuieHusa» Bbi6op kaTeropmu coobLueHMin, KOTopble ByayT 3anMCbiBaTbCA B KypHas
MOHUTOPUHTa

«YpoBeHb NI0rMpoBaHmna» Bbi6op ypoBHs norvpoBaHusi cobbiTuii (INFO, WARNING, ERROR, CRITICAL,
DEBUG)

12.2 . Hactpoiika oTrnpaBku YBeAOMJIEHUIA O CUCTEMHbIX COBbITUSIX

Ons HacTpoku OTNpaBKM YBEOOMJIEHUM O CUCTEMHBIX COBbITUAX B rpaduyeckoM UHTepdence

ynpasneHus cnegnyet nepentm «HacTponku - CucTeMHble NapaMeTpbl - YBELOMNEHUS».

LocTynHbie ana penakTmpoBaHus agMuUHMUCTpaTopy Termidesk napameTpbl nepeuncnieHbl B cTonbue
«[MapameTp» cnenytowlen Tabnunubl (cm. Tabnuua 72).

Tabnuua 72 - NapaMeTpbl OTNPaBKU YBEAOMIIEHUIM O COBLITUAX

MapameTp OnucaHue

«Bkn/BbIk/1 NOYTOBbIX BkntoueHWe uam oTKIKOYEHME BOSMOXHOCTU OTMPaBKU YBEAOM/IEHUIM O CUCTEMHBbIX

YBELOMJIEHUN» COBbITUAX MO 3NEKTPOHHOM MoYTe

«XocT» IP-appec unun nms ysna, Ha KOTOPOM pa3BeEPHYTa CNy>ba cepBepa 3N1EKTPOHHOM
MO4Tbl

«[MMopT» Homep nopTa, Ha KOTOpPOM BefleTCs NpoCnyLUMBaHUeE CyXXbol cepBepa 3/1eKTPOHHOM
MO4Tbl

«Email otnpaButena» MouToBbLIN appec oTnpaBUTeENs COOBLLIEHUI Ha cepBepe 3N1eKTPOHHOM MOYThI.
®opmat: mailto:user@mail.domain
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MapameTp OnucaHue
«Monb3oBatenb» UpeHTudmrkatop nonb3oBaTens CepBMCa INEKTPOHHOM NOYTbI
«Maponb» MocnenoBaTeNbHOCTL CUMBONOB A/1S MOLTBEPXKAEHUS MOJHOMOYMI Nosb30BaTens

CepBUCa 3NEKTPOHHOMN NMOYTbI

«Monaepxkka TLS» BkntoueHune nopaep>kku npotokona TLS npu B3aMMoaencTeum c cepeepomM
3N1EKTPOHHOMN MOYTbI

«Mopnepxxka SSL» BkntoueHune nopaep>kku npotokona SSL npu B3anMopencTemm ¢ cepsepom
3/1eKTPOHHOM MOYThI

«TanmayT» Bpems oxxmpaHus (B cekyHAax) OTBeTa OT cepBepa 31eKTPOHHOM MOYTbl

«Email nonyuatenen (4yepes MepeyeHb aapecoB 3neKTPOHHOM MOYTbI NosyyaTenel ysegomMneHunin. @opmar:

3anaTyo)» mailto:user@mail.domain

«[pedukc ans TeMbl NUCbMa» TekcToBoe none, copepykalliee MHGOpPMaLMIO NS MOACTAHOBKU B TEMY 3/IEKTPOHHOIO
nucbma

«YBeOOMEHME O CMEHE peXxkMMa BkntoueHMe BOSMOXHOCTU OTMPaBKU YBELOMIIEHUS MO 31EKTPOHHOM MoYTe O

TEeX06CNyXKMBaHUS B MOCTABLLMKE CUCTEMHOM CcOoBbITUM «CMeHa pexxnMa TeXobCnyXXnBaHUs B MOCTaBLUUKE PECYPCOBY»

pecypcoB»

«YBelOMNIEHNE O CMEHE PeXMMA BkntoueHne BO3MOXXHOCTM OTNPaBKM YBEAOMIEHUS MO 3NEKTPOHHOM MOYTE O

TeXobcnyKMBaHMS B hoHAE paboumx | cMcTeMHOM cobbiTuM «CMeHa pexxuMa TexobcnyxuBaHust B poHe paboumx MecT»
MecT»

«YBegoMneHe 0 BOSHUKHOBEHUM BktoueHMe BO3MOXHOCTU OTMPaBKU YBELOM/IEHUS MO 3NEKTPOHHOM MoYTe O
owmrbok ¢ pabourMm MectaMm» CUCTEMHOM CObbITUM «Bo3HMKHOBEHME OLLMBOK BHYTPY hoHaa paboumnx MecT»
«YBeOOMIEHME O NPEBbLILLIEHUN BkntoueHMe BO3MOXHOCTU OTMPaBKU YBELOM/IEHUS MO 3NEKTPOHHOM MoYTe O
JIMLLEH3MPOBAHHOMO KOIMYeCTBa CUCTEMHOM CODbITUM «3aNpoC MOLAKIIOYEHMUS CBEPX JIMMUTA, YCTAaHOBIEHHOIO
NOAKHOUEHNIA» NINLEH3MEN»

«YBegoMneHue o NpeBbILLIEHUN BkrntoueHMe BOSMOXHOCTU OTMPaBKU YBEAOM/IEHUS MO 31eKTPOHHOW MoYTe O
JIMLLEH3MPOBAHHOMO KOIMYeCTBa CMCTEMHOM CObbITMM «3anpoc BXoaa Nob30BaTeNs CBEPX IMMUTA, YCTaHOB/IEHHOMO
nosib3oBaTenemn» NNLEH3NEN»

12.3 . LLlabnoH gna MoHuTOpUuHra Zabbix
Termidesk nopoaep>xmMBaeT MOHUTOPUHI COCTOSIHMSA KOMMOHEHTOB Yepe3 Zabb1ix.

LLIabnoH ans MOHMTOPUHIa pacnpocTpaHsieTcs Yyepe3 iso-obpa3 Termidesk.

B wabnoHe HaxopaTca MeTPUKM O/ MOHUTOPUHIA KOMMOHEHTOB cepBepa Termidesk: yHuBepcanbHoro
AvcneTyepa, Wo3a, MeHemkepa BPM.

PeanusoBaHbl Kak NpocTbie NpoBepkn (MOAKIOYEHUE K MOPTaM), Tak M ONPOC COCTOsSIHUA CnyXb health

checking.

124 . OTtyeTbl

Ons dopMmnpoBaHus 0TYETOB O COBbITUAX B rpaduyeckoM MHTepdernce ynpaBneHUs cneayeT MnepenTu

«MOHUTOPUHT - OTUeTbI».

MoxxHOo cchopMUMpoBaTb CneayroLmMe OTYETbI:
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" OTYET No NnocnegHeEMY MNOsb30BaTE/IbCKOMY BXO4AY B CUCTEMY,

" OTYeT NO MOJIb30BaTeJ/IbCKUM CeaHCaM;

" OTYET NO MNoJib30BaTEJIbCKMM MOAKTHOYEHUAM.

,D.J'Iﬂ CbOpMMpOBaHVIﬂ oT4yeTa NnOo nocnegHeMy nMoOJib30BaTE/IbCKOMY BXOA4Yy B CUCTEMY HAAO HAaXXaTb

3KpaHHyto kHornky [HoBbiK], BbiGpaTh TN oTueTa «OT4YeT MO NocnesHeMy MONb30BaTENbCKOMY BXOAY B

CUCTEMY» U 3aMONHUTb MapaMeTpbl, NepeyncneHHble B ctonbue «lapameTp» cnepytolier Tabnuubl (cm.

Tabnuua 73).

Tabnuua 73 - NMapameTpbl 415 GOPMUPOBAHUS OTUETA MO NOC/EAHEMY MOMb30BATE/ILCKOMY BXO4Y B

Termidesk
Mapametp OnucaHue
«HasBaHue» TekcToBoe HaMMeHOBaHMe OTYeTa
«KoMMeHTapumn» MHbopMaumoHHoe coobLieHme, UCNOob3yeMOE 419 OMMCAHUA OTHETA

«[lata 1 BpemMst Hayana»

[ata v BpeMsi Hauana cobbITus, OT KOTOpbIX ByaeT cdhopmmpoBaH oTyeT. s
Bbl6Opa AaThbl M BPEMEHU HAZO HaXKaTb NIEBOW KHOMKOW MbILLMY B NMOJe BBOAA,
3aTeM BbIBpaTb HY)KHOE 3HAYeHUE U HaxkaTb kKnasuwy <Enter> nns
NoATBepXKAeHMs Bbibopa

A Ecnn chopMupoBaHHbIe OTYETbI HE COAEPXKAT HMKaKoM MHdopMaumum (nycTbie), HeobxoamMmo
NpoBepUTb, YTO CUCTEMHbIN napameTp ayauTa «CoxpaHeHue B BLl» ycTaHOBneH B 3HauyeHue
«[a» (cM. nogpaspen CucteMHble napaMeTpbl ayauTa).

Ons dopmMumpoBaHMs oTYeTa MO MOMbL30BATE/IbLCKMM CeaHCaM HaAo HaXkaTb 3KpaHHYyHo kHonky [HoBbin],

Bbl6paTb Tnn otyeta «OTUET NO NOMb30BATENILCKUM CEAaHCAM» U 3aMOJIHUTh napameTpbl, NnepevyncineHHble

B cTonbue «lMapameTp» cnepytoLen Tabnuubl (cm. Tabnuua 74).

Tabnuua 74 - MNapameTpbl Ana GOpMMPOBAHUS OTYETA MO MNOJIb30BaTENIbCKUM CEaHCaM

Mapametp OnucaHue
«HazgaHue» TekcTOBOE HaMMEHOBaHME OT4eTa
«KoMMmeHTapuii» NHbopmaumoHHOe coobLLeHME, UCMONb3yeMOEe As ONMCaHUa oTuHeTa

«[ata u BpeMsa Ha4alla CeaHCa»

[ata 1 BpeMa Hauana cobbiTma. [na Bbibopa AaTbl U BpEMEHM HAAO
HaXkaTb JIEBOM KHOMKOWM MbILLM B MoJie BBOAA, 3aTEM Bblb6paTb HY>KHOE
3HaYeHWe M HaxkaTb Knaeuwy <Enter> ana nogTeep>kaeHUsa Boibopa

«JlaTa u BpeMs 3aBepLUeHNs ceaHca»

HaTa v Bpems 3aBepLueHusi cobbiTus. [ns Bbibopa AaTbl M BpEMEHU HALO0
Ha)kaTb JIeBOW KHOMKOW MbILIW B MOJe BBOAA, 3aTeM BbIBGpaTh HY>KHOE
3Ha4YeHue 1 HaxkaTb knasuwwy <Enter> gna noareepxxaeHnsa Bbibopa

«JloMeH ayTeHTUDUKaL MUY

HavumeHoBaHWe foMeHa ayTeHTUdMKaLUK, MO KOTOpoMy ByaeT
OCYLLLECTBEH NOUCK COBbITUSA

«lMonb3oBaTenb»

NoruH noJsib3oBaTesisd, N0 KOTOpoOMy 6y,IJ,ET ocyLiecTBneH NoncCK cobbITUS
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,ﬂ.flﬂ d)OpMVIpOBaHMFI OTHETa NO MNOJIb30BATE/IbCKMUM MNOAKNKOYEHNAM HaAO HaXXdTb 3KPaHHYH KHOMKY
[HOBbIﬁ], Bbl6paTb Tun otyeTta «OTYET NO NONb30BaTENBCKUM NOAKNKOYEHNAM» N 3aNOTHUTb NapaMeTpbl,

nepeuncrneHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 75).

Tabnuua 75 - MNapameTpbl ans GopMUpoBaHMS OTHETA MO MNONb30BaTEIbCKUM MOAKIHOUYEHUSIM

Mapametp OnucaHue
«HaszBaHue» TekcToBOE HAMMEHOBAHWE OTYETa
«KomMeHTapumn» MHdopmaLmoHHoe coobLLEeHME, UCMONb3yEMOE /15 ONUCAHUS OTYeTa
«[laTta 1 BpeMs Hayana NoaKIOHYEHUS» [ata v BpeMsi Hauana cobbiTua. [ng Bbibopa AaTbl U BPEMEHU HA[O

HaXkaTb JIEBOM KHOMKOM MbILIK B MOJIe BBOAA, 3aTeM BblbpaTb HY>XXHOE
3Ha4yeHue 1 HaxkaTb kKnaBuwy <Enter> pna noareepxxaeHus Bbibopa

«[ata 1 BpemMs 3aBepLUEHUS MOAK/THOUEHMS» [ata v Bpems 3aBepLueHus cobbitua. [1is Bbibopa Aatbl U BpEMEHU
HaZl0 HaXXaTb JIEBOI KHOMKOM MbILLM B MOJIE BBOAQ, 3aTEM BbIGpaTh
HY>KHOE 3HayeHue M HaxkaTb kKnaeuwy <Enter> ona nogTeep)kaeHus
BblbOpa

Ons npocmotpa cdhopmupoBaHHOro otyeta cnenyeTt nepentn «MoHuTopuHr — OTueTbi» M BblOpaTb
Ha3BaHMe OTYeTa.

Mpy nomoLm skpaHHon KHornku [CSV] MoxHO BbIrpy3uTb B csv-tain BeCb NpeacTaBNeHHbIW OTYET (cm.

PucyHok 31).

TERM'DESK ® @CI/ICTeMHI:Iﬁ nonb3oBatesb (admin123) v
@ 0630p OTuétel > Bxop B cuctemy
& KoMnoHeHTbl > OTuéT Bxog B cuctemy

OTyeT no nocsieHeMy No/b30BaTe/IbCKOMY BXOAY B CUCTEMY HaunHas ¢ 4 nona 2023 1. 12:12

Og HacTtpoiiku >

l csv

L Pa6ouve vecta >

fata ~ MNMonb3oBaTenb [lomeH ayTeHTUPUKaLUn ApMuHncTpaTop MepcoHan
03.08.2023, 12:10:04 admin123 BcTpoeHHbIl [Ja JIE]
.l MownTopunr > 15 v | Ha cTp. Tms1 | & < 1wzt > »

PucyHok 31 — OkHO cpopMMpPOBAHHOIO OTYETA MO NMOC/AEAHEMY MOJIb30BATENIbCKOMY BXOAY
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[na KoHbUrypaumm cUcTeMHbIX NapaMeTpoB ayamTa B rpadmyeckoM uHTepdence ynpasneHus cnepyer

nepenTtun «Hactporiku - CuctemMHble napaMeTpbl - AyanT».

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabauua 75).

Tabnuua 76 — CucteMHble NapaMeTpbl ayauTa

Mapametp

OnucaHue

«Mcnonb3oBaTb “cTpornin” pexxum ayamurta»

BkntoueHme pexxuma MakCUMasnbHO MOJSTHOMO COXPaHeHUs1 MHhOpMaLUK O
cobbITUAX ayamTa

«CoxpaHeHue B b»

Bbi6op coxpaHeHus cobbitui ayauTa B B,

«Bpems xpaHeHust 3anvcu B BLl, (aHew)»

Bpemsi xpaHeHus (B fHsIX) 3anucuK cobbiTus ayamTa B b,

«MakcuMyM yaansiemMbix cObbITUIN»

MakcrManbHOe KONMYECTBO YAANSEMbIX COBbITUI B XXypHane ayamuta

«CoxpaHeHue B dann»

Bbi6op coxpaHeHus cobbiTUI ayamTa B OTAENbHbIN halin XXypHana

«®ann xpaHeHUss COBbITUIN»

YKazaHue NosIHOro NyTu K danny XpaHeHMUsl XKypHana cobbiTui ayamuTa
npwu Bbl6paHHoM onunn « CoxpaHeHue B dhanin»

«KonunuectBo apxmBHbIX hannoe»

MakcuManbHoe KOMYEeCTBO apXMBHbIX (hanioB XypHaaa cobbiTUM
ayauTa, No AOCTUXKEHUM KOTOPOro HauMHAETCS nepesanmch

«OTnpaBka B Syslog»

HanpasneHue nornpoeaHusa Ha oTAeNbHbIN syslog-cepeep

«XocT»

IP-appec unu nmsa y3na, Ha KOTOPOM pa3BEPHYTa cny>ba syslog-cepeepa

«[MpoTokon»

Bbi6op npoTokona paboTbl ana cayxbbl syslog-cepeepa.

HocTynHble 3HadyeHus: «UDP», «TCP», «TLS». Mpu ncnonbsosanHum
npotokona « TLS» HeobxoanMo ycTaHOBUTL Ha cepeep Termidesk
kopHesou ceptudmkat LC, ncnonssyrowmics B syslog-cepsepe,
cornacHo nogpasgeny YcTaHoBKa KopHeBOro ceptudmkara LieHTpa
cepTudUKaLmum.

3HaueHue no ymonyaHuwo: «UDP»

«[lMopT»

MopT, Ha KoTopoM HaxoauTca cnyxba syslog-cepsepa

«Kareropusi coobLueHus»

Bbibop kaTeropmm coobLueHnin, KoTopble ByayT 3anMCbIBaTbCS B XXYypHai
ayauTa

CobbiTus ayguTa, pernctpmpyemole Termidesk:

* COObITUSA, CBA3aHHbIE C MHTEP(ENCOM KOMaHAHOW CTPOKMU:

* M3MEHeHWe CUCTEMHbIX NapameTpoB [ucrneTyepa NOAKIHOUYEHNIN YePE3 KOMAHAHYO CTPOKY;

e ornepaumu Nnosib3oBaTeNen C 06bEKTAMMU;

* COoObITUSA, CBA3aHHbIe C NonTUKkaMn doHoB BPM:

* M3MeHeHWe rnobanbHbIX NONNUTUK;

* U3MeHeHune NoONNTUK pa6oqero MecCTa,
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13.2.

e COpOC NONUTUKK paboyero MecTa;

e CHpOC rNobanbHbIX NOJINUTUK;
CObbITUS, CBA3AHHbIE C MO/Ib30BATENIEM:

e MoakJtouveHme nonb3osatens K BPM;

e OTK/HOYEHMe nosb3oBaTens ot BPM;

» Bxog nonb3osatens 8 OC BPM;

» Bbixog, nonb3osatena us OC BPM;

e 6nokuposka rocteson OC BPM;

» pasbnokuposka rocteson OC BPM;

e HEAKTMBHOCTb MOJIb30BATENS;

e aKTMBHOCTb MONb30BATENS;

e noakntoyeHune nonb3osatens K BPM 1 Havano pabotsl;

* MpeKpaLleHne Ceccmm nosib3oBaTensi No KOMaHAE C CepBepa;
CobbITHA, CBA3aHHbIe € BeG-MHTepdencom Termidesk:

* BXOpA, NO/Mb30BaTeNs B CUCTEMY Yepe3 Beb-UHTePDENC;

* BbIXOZ MONb30BaTeNs U3 BeEG-MHTepdenca;

* W3MEHEHWE CUCTEMHbIX NapameTpoB Termidesk;

e onepaumu nonb3oBaTenen c obbekTamm vepes REST API;

 3arpyska danna nmueHsum vepes REST API;

* MpekpaLleHne Ceccmm nosib3oBaTensi Mo KOMaHAE C CepBepa;

o C6p0C ceCcCumn nonb3oBaTend no KoMaHAe C cepeepa.

XXypHanbi

XXypHanbl cepBepa Termidesk xpaHsiTcs B kaTtanore /var/log/termidesk.

YcTaHoBneHbl cnepytowme xypHanbl Termidesk, pasgeneHHble Mo TMnaM COBbITUMA, KOTOpPble B HMX

3aMnCbiBatOTCA:

auth. log - 3anucbiBatOTCa CobbITUSA 06 aBTOpU3aLMm cybbekToB B Ternidesk;

celery-beat.log - 3anucbIBatOTCA COBLITUS MEPUOAMYECKON MPOBEPKMU COCTOSIHUSI 06paboTumka
3agaHuK yepe3 RabbitMQ. Moanep>kmeaeTcs aBTOMaTMYECKas poTaLMs >KypHana oS UCKIKYEHUS
BO3MOXXHOCTM MEPENOSIHEHMS MPOCTPAHCTBA ANCKa;

celery-worker.log - 3anucbiBalOTCs COBbITMA 06paboTumka 3agaHuK udepe3 RabbitMQ.
MopnepxuBaeTcs  aBTOMAaTM4Yeckasl poOTauMs  >KypHana Afis  UCKJIIOYEHUSI  BO3MOXHOCTMU
nepenosIHEHUs NPOCTPaHCTBA AMCKa;

other.log - 3anucbiBatoTca cobbiTusa nnatdopm MK CB bpect 1 VMware, a Takxxe cobbiTusi, He
OTHOCALLMECS K APYTUM MOAYNSAM;

services.log - 3aNMUCbIBatOTCA CObbITUSA paboTbl BM Ha nnatdopme oVirt;
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* database.log - 3anNMCbIBatOTCA OTNAL0YHble COBbITMA BI;

* termidesk.log - 3anucbiBatoTCA cobbITUS paboThl cepBepa Termidesk;
* use.log -3anucbiBatoTCa COObITUA NOAKIOUYEHUsI nonb3oBaTenen BPM;
* workers.log - 3anMcbIBatOTCA CObbITUS 06paboTUMKa HOHOBLIX 3a4ay4;

" WSproxy. 10g - 3aMMUCbIBaOTCA CODObITUSA KOMMOHEHTA «LUJ'II'O3», €C/n OH YCTaHOBJIEH Ha Yy3ne.

HacTponkn poTauum >KypHanoB onpegeneHbl B KOHMUrypauuoHHoMm danne /etc/logrotate.d/

termidesk. local.

13.3 . HacTpoiika >xypHanMpoBaHusl

YpoBeHb >XypHaNMpOBaHUS 3a[3eTCS MapamMeTpoM LOG_LEVEL B KoHdurypaumoHHoMm danne /etc/
opt/termidesk-vdi/termidesk.conf.
Lna n3amMeHeHMs ypoBHS >XypHaNMpOBaHUSA HEOBXOAMMO:

" U3MEeHWUTb NnapamMeTp LOG_LEVEL;

* nepe3anycTuTb cny>xbbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

13.4 . MpocmoTp XXypHanoB

Ona npocmoTpa obuiero >XypHana coOObITUM, CBSi3aHHOrO C dyHKUMOHMpoBaHWeM Termidesk w
LENCTBUSIMM CyObEKTOB LOCTyna, cresyeT neperutn «MoHuTopuHr — XXypHan», roe BU3yasmnsmMpyoTcs
CUCTEMHbIE COBbLITUS C YKa3aHWEM YPOBHSI BaXXHOCTMU (CRITICAL, ERROR, WARNING, INFO, DEBUG) wu

WMCTOYHUKA BO3SHMKHOBEHUS COBBITUS.

Mpy nomowy 3KpaHHOM KHOMKKM [CSV] MOXHO BbIrpy3uTb B csv-can BeCb NMpencTaBIeHHbIN >XypHan
cobbITMM.

KonnyectBo cobbiTni, oTobpaXkaemMbix B rpaduyeckoM MHTepdence MamM 3KCNopTUPYeEMbIX B csv-dainn,
MOXXHO MEHSATb MpM MOMOLUM BbiNagatowiero cnmcka «KonuyecTtBo 3anmcert gna 3arpysku». Takum

obpazom MoxkHo 3agaTb 100, 500, 1000 3anucen nnum BBECTM CBOE 3HAYEHME B OCTYMNHOM MOSeE.
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= @ TERM' DESI—( @ @ CucTemHbli nonk3osarens (adminé09) v

e
& KoMmnoHeHTbl > XKypxan
,@ HacTpoiiku > C|[[10cex ~ Mouck Q IKoane:‘rBo sanucei AnA 3arpysku || Bolbepute numnT csv
o cooBLIEHWIO
+ (v
Aata YpoBeHs | WcTouHuk = CoooblyeHune 100
[ Paborive mecta >
25.09.2023, 14:56:37 INFO admin OBHOBKA NapameTpsl KOHGUrYpaLrK 500
25.09.2023, 14:53:50 INFO web Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Win 1000
.-I|I MOHUTOPUHT > AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.ou
25.09.2023, 14:53:50 INFO web user admin609 has Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64;

%64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

PucyHok 32 — OTobpaykeHne obLLero >xypHana B rpadmyeckoM nHTepdence ynpasneHus Termidesk

[na npocMoTpa >KypHana cobbiTUI, CBA3aHHOIO C OEUCTBUSIMU CYObEKTOB LOCTyMa, CleayeT MepenuTu
«MOHUTOPUHT — AyanT».

Mpy nomowm 3kpaHHoM KHOMKK [CSV] (cm. Pucyrok 33) MOXHO BbIrpy3uTb B csv-bann Becb
NpeacTaBAEHHbIN XXYPHa COBbITUMN, MO0 CTPOKU COBbLITUN.

KonnuyectBo cobbiTMin, 0TOBpaXkaeMbiX B rpadmyeckoM MHTepdence mam 3KCNopTUpPYeEMbIX B csv-dann,
MOXXHO MEHATb Mpu MoMoLWM Bbinagarowero cnucka «Konuuyectso 3anmcent A8 BbIrpysku». Takum
obpazom MoxkHo 3agaTb 100, 500, 1000 3anucen nnu BBECTM CBOE 3HAYEHME B AOCTYMNHOM MOJeE.

Mpu nomoLm skpaHHoM kHonku [KonupoBatb] cTpoku cobbITHIM MOXHO CKOMMpPOBaThb B Bydep obMeHa.

& Ecnv cobbiTva ayouTa He oTobpaxkatoTcss BO Bknagke «MOHUTOPUHr — AyauT», HeobxoguMmo
ybeantbcs, uto B «Hactporku - CucteMHble napameTpbl - Ayamut» napametp «CoxpaHeHue B
b» vmeeT 3HaueHue «da».

— @ TERMlDESK ® @ Cuctembiii nonbsosatens (adminG09) v
& onr
& KowmroHenTsl > XKypHan cobbITrin
x HacTpoiiku > Mowck: X Q Konuuecteo 3anuceid 4na sarpysku Boibepute tumnT v I
Mo NoNbL30BaTENH WK IP aapecy
- + | v
Co6bITHE nioboe cobbiTue + | mpowsolwno c 4 || Oumcruts CSV | KonuposaTb

[d Pa6oume mecta > e — 100

fata CobbiThe Onud 500

25.09.2023, 14:56:37 termidesk.audit.events.web.SystemConfigChanged = Mons 1000 HHBIA)" U3MEHWA CUCTEMHBIE NapameTpsl (ip-agpec 10.10.100.5)
ll MorwTopukr > 15 v |Hacrp. w1 € < w1 > »

PucyHok 33 — OTobpaxkeHue KypHana ayamTa B rpadmyeckoM nHTepderice ynpaenenus Termidesk
13.5. OnucaHue WwabnoHoB cobbiTUI ayauTa

13.5.1 . Tunbl gaHHbIX perucTpupyemoit HpopMauum cobbITUiA ayauTa
Mpn dukcaumm cobbITUIA ayauMTa MCMONb3yeTcs psig TUMOB HOAHHbIX (cMm. Ta6nauua 77) PErUCTPUPYEMOM

MHbOPMaLMM, COCTAB KOTOPbIX MOXET OT/INYATLCS A1 Pa3HbIX CODbITUN.
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Tabnuua 77 — Tunbl AaHHbIX pErMCTPUPYeMOM MHbOpMaLum

Tuvn paHHbIX

OnucaHue

Lata/Bpems [ata 1 BpeMs ykasbiBatoTcs B popmaTe: DD.MM.YYYY, hh:mm:ss,
roe:
DD.MM.YYYY 0B603HauaeT «AeHb» - KMECALY» - KroA»;
hh:mm:ss 0603Ha4YaeT 3/1IEMEHTbI BPEMEHM KYACH» - KMUHYTA» -
«CeKkyHOa»;
«.%» U «:» UCMOMb3YHTCA KaK pasaenmTeny B 0603Ha4YeHMaX AaThbl U
BPEMEHU AHS1 COOTBETCTBEHHO

Nmsa/nornn MaeHTUdUKALMOHHbIE AaHHbIe Cy6beKTa, COBEPLUAOLLErO AOCTY K

06bEKTY

HaumeHoBaHWe napameTpa/ceKLMmn/MoNNTUKU

YKasblBaeT 06bEKT, Hag, KOTOPbIM NMPOM3BOAMUTCA AEUCTBUE

3HauyeHue

Yka3biBaeTcs 3HayeHue, KoTopoe NpUuHUMan Nnu NpUHAanN 06beKkT nocne
BbIMOMHEHUA Had HUM onepauumn

Tun 06bEKTa/CYLLHOCTH

Yka3biBaeT TUM 06beKTa, Hag, KOTOPbIM MPOU3BOANTCS AeUCTBUE

[encreue

HasBaHue onepaunn, KOTOpyro coBepLunn Cy6'bEKT Han 06beKTOM

YpoBeHb BaKHOCTU

Mokazatenb KPUTUYHOCTHU cobbITUA

MaoeHTudukatop YKa3bIBalOT YHUKaNbHYO (419 COOTBETCTBYHOLLEro
06bekTa) NoCnefoBaTeNbHOCTb YMCEN AJiS €r0 OAHO3HAYHOM
UOEHTUGUKALMMU

IP-appec 32-6uTtoBoe uncno. Mopmon 3anucu |P-anpeca aBnsietTcs 3anucb B BUAE

YyeTblpex AeCATUYHbIX Ymcen 3HadeHmeMm oT 0 go 255, pasaeneHHbIx
Toykamu (Hanpumep, 192.0.2.1)

13.5.2 . Tunbl 1 wWabnoHbl perucTpmpyembix cobbiTUI ayamuTa

Cnu1cok perucTpmpyembix COBbITUM U WAaBMOHbI K HAM MpUBEAEHbI B Tabnuue (cm. Tabnuua 78).

Tabnuua 78 — Cnncok TUNOB U1 WaboOHOB PErMCTPUPYEMBIX COBLITUI ayanTa

HaumeHoBaHue cobbiTUs

LLIa6noH perncrpaumm
cobbITUs

CocTaB peructpmupyeMon nHdopmaumm

CobbiTHs,

CBSi3aHHble C KOMaHAHOW CTPOKOM

cli.SystemConfigChanged

M3MeHeHMe CUCTEMHbIX napaMeTpoB ,El.Mcnequpa
I'IO,CI,KJ'II'O‘-IEHVIIZ yepes3 KOMaHOHY0 CTPOKY

«Monb3osatensb
"[username]"” u3aMeHun
CUCTEMHbBIN NapaMeTp
[section_name].
[parameter_key]=
[parameter_value]»

Peructpupyetcs:

* JIOrWH nonb3oBaTens (username);

* Ha3BaHMWe CeKLUMM
(section_name);

* Ha3BaHME U3MEHSIEMOrO
napameTpa; (parameter_key);

* HOBOe 3HaYeHWe napameTpa
(parameter_value)

cli.EntityAction

CRUD onepaumm c obbektamu vepes CLI

«lMonb3oBatensb
"[username]"” BbINOAHMUA
onepauuto [action] Aans
obbekTa [entity] ([uuid])
[subtype] "[name]"»

Pernctpupyetcsa:

" LMSI CUCTEMHOIO MOJIb30BaTENS,
3anyCcTUBLLEro KOMaHAY
(username);

" TUM CyWHOCTH (entity);

" YHWKaNbHbIN UaEHTUDUKATOP
(uuid);

* TUN 06beKTa (subtype);

* Ha3BaHuWe obbekTa (name);

= nencTBue Hafg obbekToM (action)

CobbiTHa, cBA3aHHbIE C NOJIUTUKAMMU
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MN3meHeHMe rnobanbHbIX NOANTUK
policies.GlobalPolicyChanged

Pernctpupyetcs:

UMs nonb3osaTtens (username);
Ha3BaHWe JOMeHa
ayTeHTUbUKaLMM Nonb3oBaTesns
(authenticator_name);
Ha3BaHWe NoNUTUKU
(policy_name);

HOBOE 3HaYeHWe B APY>KECTBEHHOM
K MoJIb30BaTENO ONUCaHUN
(value);

naeHTUdUKaTop JoMeHa
ayTeHTUbUKaLMM NoNb3oBaTesNs
(authenticator_uuid);

HOBOE 3Ha4yeHne, B OPUrMHaNbHOM
¢dopmate (value_raw)

«[lMonb3oBaTenb
"[username] ([authentic
ator_name])" nameHun
3HauyeHue rnobanbHOM
NONNTUKMN
"[policy_name]” Ha
"[value]"»

MN3merneHne nonutuk BPM

policies.DeployedServicePolicyChanged .

Pernctpupyetcs:

UMs nonb3oBaTens (username);
Ha3BaHMWe AOMeHa
ayTeHTUUKALMKU NoNb30BaTeNs
(authenticator_name);
Ha3BaHMWe MOMUTUKM
(policy_name);

Ha3BaHuWe doHaa BPM
(deployed_service_name);
HOBOE 3HaYeHMEe B APY>KECTBEHHOM
K MOJIb30BaTENO ONUCaHUN
(value);

MAeHTUbMKaTOP LOMEHA
ayTeHTUhUKALMM NoNb30BaTeNs
(authenticator_uuid);
maeHTudmkatop dpoHaa BPM
(deployed_service_uuid);
HOBOE 3HayeHWe, B OPUrMHANBLHOM
¢dopmare (value_raw)

«[lMonb3oBaTenb
"[username] ([authentic
ator_name])" nameHun
3HaYeHue NONUTUKMU
"[policy_name]” pna
doHaa

[deployed_service_name]
"Ha "[value]"»

Cé6poc nonutuku BPM

policies.DeployedServicePolicyDeleted )

PerucTtpupyetcsa:

MMs nonb3oBaTens (username);
Ha3BaHWe JOoMeHa
ayTeHTUdUKaLMKM nonb3oBaTens
(authenticator_name);
Ha3BaHWe NONUTUKM
(policy_name);

Ha3BaHue doHaa BPM
(deployed_service_name);
naeHTUdUKaTop AOMeHa
ayTeHTUbUKaLMM NoNb3oBaTesNs
(authenticator_uuid);
naeHTudukatop doHna BPM
(deployed_service_uuid)

«lMonb3oBaTtensb
"[username] ([authentic
ator_name])" cbpocun
3HaYeHMe NoUTUKM
"[policy_name]” pns
doHza

[deployed_service_name]
"»

C6poc rnobanbHbIX NOANTUK
policies.GlobalPolicyDeleted

Pernctpupyetcs:

UMs nonb3oBaTens (username);
Ha3BaHWe JOMeHa
ayTeHTMbUKaLMM NoNb30BaTeNs
(authenticator_name);
naeHTUGMUKaTOp LOMEHa
ayTeHTMbUKaLMK Nonb30BaTeNs
(authenticator_uuid)

«[lMonb3oBaTenb
"[username] ([authentic
ator_name])" cbpocun
3HauyeHue rnobanbHOM
NONNTUKN
"[policy_name]"»

COGbITMﬂ, CBsi3@HHbI€ C NOJ/ib30BaTe/IeM
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workplace.UserConnected

MoaxnroueHue nonbsosaTtensa kK BPM

Pernctpupyetcs:

Ha3BaHMWe JOMeHa
ayTeHTUbUKaLMM NoNb3oBaTesNs
(authenticator);

NOrVH nonb3osaTtens (username);
umst poHza BPM (workplace);
nUMs BblaHHOM BM (vm_name);
IP-apgpec BblgaHHOM BM (vm_iip);
MpoTokon pocTtaBku (transport)

«K pabouemy mecty
[vm_name]([vm_ip]) doHAa
[workplace] nonb3osartens
"[username]([authentica
tor])" npousseneHo
NOAKIHOYEHME C MOMOLLIBIO
npoTtokona [transport]»

workplace.UserDisconnected

OTkntoueHune nonb3osaTtens ot BPM

Pernctpupyetcs:

Ha3BaHWe JOMeHa
ayTeHTUbUKaLMM NoNb30oBaTeNs!
(authenticator);

NOrVH nonb3osaTtens (username);
umst poHga BPM (workplace);
uUMs BblaHHOM BM (vm_name);
IP-agpec BblgaHHOM BM (vm_iip);
MpoTokon pocTtaBku (transport)

«[MNoakntoueHme kK pabouemy
mMecTy [vm_name]([vm_ip])
doHaa [workplace]
nonb3osatens " [username]
([authenticator])"” no
npotokony [transport]
pa3opBaHO»

Bxoga, nonb3osatena 8 OC BM
workplace.UserlLogin

Pernctpupyetcs:

Ha3BaHWe JOMeHa
ayTeHTUdUKaL MK Nonb3oBaTens
(authenticator);

JNlorun nonb3oBatens (username);
Mma nonb3oBaTens
COBEPLLAIOLLEro BXOA B FOCTEBYHO
OC BM (guest_os_username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

ums doHga BPM (workplace);
uMsi BblaaHHor BM (vm_name);
IP-appec BbigaHHoOM BM (vm_1ip)

«[lMonb3oBaTenb
"[username] ([authentic
ator])" Bowen B rocTeByto
OCBM [vm_name]
(Lvm_ip]) doHaa
[workplace] kak
rnosb3oBaTesb
[guest_os_username] c
ip-agpeca [ip]»

Bbixon nonb3osatensa us OC BM
workplace.UserLogout

PerucTtpupyetcsa:

Ha3BaHWe JOMeHa
ayTeHTUdUKaLMM Nonb3oBaTeNs
(authenticator);

JIOrMH nonb3oBatens (username);
MMA nosib3oBarens
COBEpLUAKOLLErO BXOA, B rOCTEBYHO
OC BM (guest_os_username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

umsi poHza BPM (workplace);
uUMs BblaHHOM BM (vm_name);
IP-agpec BblgaHHOM BM (vm_1ip)

«lMonb3oBaTtensb
"[username] ([authentic
ator])" Bbllen U3 rocTeBou
OC BM [vm_name]
(Lvm_ip]) doHpa
[workplace] kak
nonb3oBaTesb
[guest_os_username] c
ip-agpeca [ip]»

Bbnokupoeka BPM
workplace.UserlLock

Pernctpupyetca:

Ha3BaHWe JOMeHa
ayTeHTUPUKALMM NoNb30BaTeNs
(authenticator);

NOrvH nonb3osatens (username);
MMA nonb3oBartens
COBEpLUAKOLLErO BbIXO4 M3
roctesori OC BM
(guest_os_username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

ums doHga BPM (workplace);
uMsi BblaaHHor BM (vm_name);
IP-appec BblgaHHoM BM (vm_ip)

«lMonb3oBaTtensb
"[username] ([authentic
ator])" 3abnokuposan
roctesyto OC BM
[vm_name] ([vm_ip])
dpoHpa [workplace] kak
nosib3oBartesib
[guest_os_username]»
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Paz6bnokuposka BPM
workplace.UserUnlock

Pernctpupyetcs:

Ha3BaHWe AoMeHa
ayTeHTUdUKaL MK Nonb3oBaTens
(authenticator);

NOrUH nonb3oBaTens (username);
MM Nosib30oBaTens
COBEpLUAIOLLErO BbIXOZ4 M3
roctesori OC BM
(guest_os_username);
IP-agpec, c koToporo 6bin caenaH
3anpoc (ip);

umsi poHza BPM (workplace);
nUMs BblaHHOM BM (vm_name);
IP-agpec BblgaHHOM BM (vm_1ip)

«[lMonb3oBaTenb
"[username] ([authentic
ator])" pasbnokuposan
roctesyto OC BM
[vm_name] ([vm_ip])
doHama [workplace] kak
nonb3oBaTesb
[guest_os_username]»

MNonb3oBaTenb HeaKTUBEH
workplace.UserIdle

Pernctpupyetca:

Ha3BaHWe JOMeHa
ayTeHTUPUKALMM NONb30BaTeNs
(authenticator);

NOrvH nonb3osatens (username);
MMa nonb3oBarens
COBEpLUAKOLLErO BbIXO4 M3
roctesori OC BM
(guest_os_username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

ums doHga BPM (workplace);
uMsi BblaaHHor BM (vm_name);
IP-appec BbigaHHoOM BM (vm_1ip)

«lMonb3oBatensb
"[username] ([authentic
ator])" HeakTuBeEH B
roctesonn OC BM
[vm_name] ([vm_ip])
doHpa [workplace] kak
nosib3oBartesib
[guest_os_username]»

Monb3oBatenb akTMBeEH
workplace.UserActive

PerucTtpupyetcsa:

Ha3BaHWe JOMeHa
ayTeHTUbUKaLMM Nonb3oBaTesns
(authenticator);

JIOrMH nonb3oBatens (username);
MMS MoNb30BaTeNs
COBEPLLAIOLLEro BbIX0g, U3
roctesor OC BM
(guest_os_username);
IP-appec, c koToporo 6bi1 caenaH
3anpoc (ip);

ums doHga BPM (workplace);
M8 BblaaHHOM BM (vm_name);
IP-appec BbigaHHoW BM (vim_1ip)

«lMonb3oBaTtensb
"[username] ([authentic
ator])" BHOBb aKTMBEH B
rocteson OC BM
[vm_name] ([vm_ip])
doHza [workplace] kak
nonb3oBaTesb
[guest_os_username]»

MopaxnroueHne nonbsosatensa K BPM u Hauano
paboThbl

user .WorkplaceConnectionRequest

Pernctpupyetcs:

Ha3BaHWe AOMeHa
ayTeHTUdUKaL MK Nonb3oBaTens
(authenticator);

NOrVH nonb3osatens (username);
IP-appec, c koToporo 6bin caenaH
3anpoc (ip);

Ha3BaHuWe doHaa BPM
(workplace);

uUMs BblaHHOM BM (vm_name);
Ha3BaHWE NPOTOKO/a AOCTABKU
(transport)

«[lMonb3oBaTenb
"[username] ([authentic
ator])" nogkntoumnca k BM
[vm_name] ¢oHaa
[workplace] no
npotokony [transport] c
ip-agpeca [ip]»
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MpekpalueHre ceccMm Nonb3oBaTens no KoMaHae
C cepsepa
user.WorkplaceMessageSent

Pernctpupyetcs:

* Ha3BaHMWe JOMeHa
ayTeHTUbUKaLMM NoNb3oBaTesNs
(authenticator);

* naeHTUdMKATOp AOMeEHa
ayTeHTUbUKaLMM NoNb3oBaTesNs
(authenticator_uuid);

* uUMg nonb3osaTtens (username);

* Ha3BaHue ¢oHga BPM
(deployed_service_name);

* uaeHTudukatop doHna BPM
(deployed_service_uuid);

* HaseaHue BPM (user_service_n
ame);

* naeHTudukatop BPM
(user_service_uuid);

* TUn coobuieHus (msg_level);

= TEKCT coobLueHus (msg_text)

«[Monb3oBaTenb [username]
([authenticator])
oTnpaBun coobLueHme
"[msg_text]" ypoBHs
[msg_level] Ha pabouee
MecTo
[user_service_name]
doHaa
[deployed_service_name]
»

CobbiTus

, CBsi3aHHbIe C Be6-nHTepdeincom

Bxopn nonb3oBaTens B cucTemMy 4yepes Beb-
uHTepdenc

web.UserLogin

Peructpupyetcs:
* Ha3BaHMWe JOMeHa
ayTeHTUdUKaLMKM nonb3oBaTens
(authenticator);

«lMonb3oBatensb
"[username]
([authenticator])" Bowen
B CUCTEMY C ip-agpeca

* noruH nonb3zosatens (username); | [1P1»
* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip)
Bbixon nonb3oBaTens U3 Be6-nHTepdenca Peructpupyetcsi: «[Nonb3oBaTens
web.UserLogout * Ha3BaHMe AoMeHa [Usernam?] .
ayTeHTUdMKaLUMM Nob30BaTeNs ([authenticator])

(authenticator);
* JIOrWH nonb3oBaTens (username);
= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip)

BblLen u3 cuctembl (ip-
agpec [ip])»

M3meHeHMe cucTeMHbIX NnapaMeTpoB [ducnetyepa
NOAKIHOUYEHUN

web.SystemConfigChanged

Peructpupyetcs:

* Ha3BaHMWe JOMeHa
ayTeHTUdUKaLMM Nonb3oBaTens
(authenticator);

* JIOrMH nonb3oBaTens (username);

«lMonb3oBaTtensb
"[username]
([authenticator])”
M3MEHU/T CUCTEMHbIE
napameTpsl (ip-agpec

» |P-agpec, ¢ koToporo 6bin caenan | [1P1)»
3anpoc (ip)
CRUD onepaumm c obbektamu vepes REST APl | Peructpupyerca: «[Monb3oBaTtesnb
web.EntityAction * HasBaHMe JOMeHa [username] )
ayTeHTUdUKALMU NONb30BaTeNs ([authenticator])

(authenticator);

* NOrvH nonb3oBaTens (username);

* |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

" TUM CyWHOCTH (entity);

* unaeHTudukatop (uuid);

* TUn obbekTa (subtype);

* Ha3BaHMWe obbekTa (name);

* [encTBMe Hag 06bekToM (action)

BbIMOJIHM OMepaLmio
[action] onsa obbekTa
[entity] ([uuid])
[subtype] "[name]” (ip-
appec [ip])»
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3arpy3ska danna nuueHsum yepes REST API
web.LicenseUpdated

Peructpupyetcs:

* Ha3BaHMe JOMeHa
ayTeHTUdUKaL MK Nonb3oBaTens
(authenticator);

* JIOrWMH nosnb3oBaTensi (username);

= |P-agpec, c koToporo 6bin caenaH
3anpoc (ip);

* 1UMa danna IMLeH3nu
(license_file_name)

«[lMonb3oBaTenb
"[username]
([authenticator])"”
3arpysua HoBbI dann
NNUEH3UN
[license_file_name] c
ip-agpeca [ip]»

MpekpalueHre ceccMm Nonb3oBaTens no KoMaHae
C cepBepa
web.LogoffUserservice

Peructpupyetcs:

* JIOrWMH nonb3oBaTens (user);

= faHHble rocteBor BM, ceccuio
KOTOpOM NMpekpaTuim
(userservice)

«Monb3osatensb "[user]”
OTnpaBu 3anpoc Ha
npekpaLleHue ceccum
[userservice]»

C6poc ceccum nonb3oBaTens no KOMaHAe C
cepBepa
web.DisconnectUserservice

Peructpupyetcsa:

* NOrvH nosb3osaTens (user);

= faHHble rocteson BM, ceccuio
KOTOpPOW MpekpaTun
(userservice)

«lMNonb3osatensb "[user]”
OTMpaBuA 3anpoc Ha cbpoc
ceccuu [userservice]»

13.5.3 . ®opmaTbl permcTpupyeMbix CObbITUI ayauTa U MX NpUMepbI

Kakpas 3anmcb ayguTa pernctpupytotcs B popmate: [[ata] [termidesk.audit.events.HaumeHoBaHme

cobbITnA] [TeKCT cobbITMS COrMacHo WabnoHy].

Mpumep peructpauum cobbiTua ayamTa «M3MeHeHue cucTeMHbiXx napametpoB  [ucneTtyepa
MOAKIOUEHUNINY:
Hata CobbiTHe TekcT cobbiTUs

28.08.2023, 16:55:35 termidesk.audit.events.web.SystemConfi

gChanged

«[lMonb3oBatenb "adminl123(BcTpoeHHbin)”

W3MEHWUN CUCTEMHbIE NapameTpsl (ip-agpec
192.0.2.1)»

Mpumep permncTtpaunm cobbitma ayauta « CRUD onepauunm c obbekTamu yepes REST API»:
HaTa
28.08.2023, 17:02:59

CobbiTHe TekcT cobbITUS

termidesk.audit.events.web.EntityAct
ion

«[Tonb3oBatenb "u(BcTpoeHHbIN)" BbINOAHWUA
onepauuto read ans obbvekTa Provider (c1305fb0-
e2ab-5fae-905b-b441c816f1f9) SessionsPlatform
"RDS Provider (ip)" (ip-agpec 192.0.2.1)»

Mpumep perncTpauum cobbiTns ayamta «lMonb3oBaTenb HEAKTUBEH»:

Hata
28.08.2023, 17:04:00

CobbiTHe TekcT cobbITUS

termidesk.audit.events.workplace.User
Idle

«[Monb3oBaTenb "userl(FreelPA)" HeakTuBeH B
roctesori OC BM al7olf-al7s-120(192.0.2.1)
¢doHpa al7olf-al7s-2 kak nonb3oBaTenb u»
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14 . PEXXMM BbICOKOWM OOCTYMNHOCTU U PABOTA C CEPTUDUKATAMMU

14.1 . Hacrpoiika MeHemkepa BPM B pexxuMe BbICOKOM AOCTYMHOCTU

HacTpoika BbINosHAeTCS Mocie YCTaHOBKM  MPOrpaMMHOrO  KOMMJIeKCa B pacrnpeneseHHOM

KOHbUrypauum.

MocnenoBaTenibHOCTb HACTPOUKK Y3N10B € MeHepykepom BPM cnepytowias:
* Ha y3/e, BblbpaHHOM B KayecTBe master, MOMUMO YK€ 3aMyLUEHHbIX CNYX0, 3anyCTUTb TOMbKO

cnyxby termidesk-taskman, He L06aBNsA ee B pa3faen aBTOMaTUUECKOM 3arpy3Ku:
:~$ sudo systemctl start termidesk-taskman

" Ha Yy3/1aXx master wu SlaVGPyCTaHOBMTb nakeTbl nOporpamMm™Mm Ona opraHusauunu BbICOKOM

AOCTYNHOCTW:
:~$ sudo apt install -y keepalived ipset

roe:
-y - K104 414 nponycka noaTeepXXaeHnsa yCTaHOBKM;
* Ha y3nax master M slave co3matb Katanor /etc/keepalived/ (ecnn katanor paHee He Obin

CO34aH):
:~$ sudo mkdir -p /etc/keepalived

roe:

-p - KJIOY 419 CO34aHMS NOAKATANoOroB B YKa3aHHOM MyTU, €C/IU UX He CYLLECTBYET;

* Ha y3nax master U slaveB Kkatanore /etc/keepalived/ co3pgaTb nycTble dannbl
keepalived.conf (dann HacTpoek pexxmMa BbICOKOM AOCTYMHOCTM) M notify.sh (ynpaeneHue

NepeksItoYEHUAMU PEXXMMOB BbICOKOM JOCTYMHOCTH):

1 :~$ sudo touch /etc/keepalived/keepalived.conf
2 :~$ sudo touch /etc/keepalived/notify.sh

" OTpPEedaKTMpPOBaTb CO34aHHbIM dann /etc/keepalived/keepalived.conf, npuBeas ero Kk

cnepytoweMy Buay (Mo ovepenm Ha KaXkaoM M3 y3/10B):

& 3HauyeHuns napameTpos B danne keepalived.conf npuseaeHbl B KayecTBe npumepa. 3HayeHUs
[OMKHbI BblTb 3aMeHeHbl Ha akTyaslbHble, COOTBETCTBYHOLLME CXEME aapecauuu, NMpUHATOM B
MHbPACTPYKTYpe NpeanpuaTust.

1 global_defs {

Bbinyck ot sHBapsi 2024 152



@ TERMIDESK C/ET.10001-01 90 02

A WN

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52
53

router_id NAME_OF_ROUTER_ID # HY>XHO YKA3ATb: hostname XxocTa
script_user user # HY)XXHO YKA3ATb: BMecTo user —> nosib30BaTeflb, OT UMEHU KOTOPOro

3anyckaetca keepalived

}

enable_script_security

vrrp_script check_httpd {

}

script "/usr/bin/pgrep apache" # path of the script to execute

interval 1 # seconds between script invocations, default 1 second
timeout 3 # seconds after which script is considered to have failed
#weight <INTEGER:-254..254> # adjust priority by this weight, default ©

rise 1 # required number of successes for OK transition
fall 2 # required number of successes for KO transition
#user USERNAME [GROUPNAME] # user/group names to run script under
init_fail # assume script initially is in failed state

# [ns kaxpaoro BupTyasnbHoro IPv4-aapeca cO34aeTcs CBOW ak3eMnnsp vrrp_instance
vrrp_instance termidesk-taskman {

notify /etc/keepalived/notify.sh

Initial state, MASTER|BACKUP

As soon as the other machine(s) come up,

an election will be held and the machine
with the highest priority will become MASTER.
So the entry here doesn't matter a whole lot.
state BACKUP

H*H oH o H

# dinterface for dinside_network, bound by vrrp
# HY>)XHO YKA3ATb: eth@® -> uHTepdielic, CMOTpALMIA B IHTepHeT
interface eth0

arbitrary unique number from @ to 255

used to differentiate multiple instances of vrrpd

running on the same NIC (and hence same socket).

HY>XHO YKA3ATb: BmecTo 106 -> HOMep aK3emnnspa vrrp_instance
virtual_router_id 106

H*+ o

# for electing MASTER, highest priority wins.

# to be MASTER, make this 50 more than on other machines.

# HY>XHO YKA3ATb: BMecTo 128 -> npuopuTeT 3k3eMmnispa vrrp_instance
priority 128

preempt_delay 5 # Seconds

# VRRP Advert interval in seconds (e.g. 0.92) (use default)
advert_int 1

# HY>XHO YKA3ATb: Bmecto IP_ADDRESS_OF_THIS_HOST -> IPv4-aapec uHtepdelica,

CMOTpSsILLETO B VIHTEPHET

unicast_src_ip IP_ADDRESS_OF_THIS_HOST

authentication {

Bbinyck ot sHBapsi 2024 153



@ TERMIDESK

54
55
56
57
58
59
60

61
62

63
64
65
66
67
68
69

roe:

auth_type PASS
# HY>)XHO YKA3ATb: ksedimret -> 3aMeHWTb Ha 6e30MacHblii naposb
auth_pass ksedimret

}

virtual_ipaddress {
# HY>XHO YKA3ATb: BmMecTto VIRTUAL_IP_ADDREESS/MASK —-> BupTyasibHbIli IPv4-
afpec 1 ceTeBoii npeduke ¢ nHTepdeiica, cMoTpsLLero B IHTepHeT
# HY>XHO YKA3ATb: BmMecTo eth® -> wuHTepdpeiic, cmoTpsAwmii B IHTEPHET
# HY>)XHO YKA3ATb: BMecTo ethO:<3HauyeHne> -> uHTepdeic, CMOTPAWMIA B
VIHTEepHeT : 4-1i OKTeT BMpTyasibHoro IPv4-agpeca
VIRTUAL_IP_ADDREESS/MASK dev eth® label ethO:<3HauyeHue>
}

track_script {
check_httpd
}

CNET.10001-01 90 02

script_user - 3Ha4YeHMe 3TOro napameTpa COOTBETCTBYET HAMMEHOBAHUIKO MOJ1b30BaTeNd, OT UMEHU

KOTOporo 3anyckaeTcsi cny>kba keepalived (0bbl4HO - root);

NAME_OF_ROUTER_ID - ums 30HbI MapwpyTusaummn VRRP (obwee ona y3nos master u slave);

IP_ADDREESS_OF_THIS_HOST - TeKkyLMW CTaTU4YECKWUU IP-appec y3/1a, Ha KOTOPOM 3anyckaeTcsa

cnyxba keepalived;

VIRTUAL_IP_ADDRESS/MASK - BUpTyanbHbI cTaTuuyeckui IP-agpec m Macka (obwue ons ysnos

master u slave);

eth0O:<3HayeHne> - 3HayeHWe 4YeTBEepTOro OKTeTa BUPTYasibHOIo IPV4-a,u,peca. HaanMep, ecnu

Mcnonb3yeTcs BUPTYyanbHbiM cTatuyeckmun |P-agpec 192.0.2.30, To AaHHbIM napamMeTp MpuUMeT

3HayeHuMe eth0:30;

A B pamkax ogHoM pacnpeneneHHoM YCTaHOBKM 3HadeHuMe NAME_OF_ROUTER_ID napameTpa
router_id BO/MKHO ObITb MAEHTUYHbIM. Ecnn B cetv unm B ogHom VLAN npucyTcTBytoT

HECKOJIbKO pacnpeneneHHblIX YCTaHOBOK

napameTpa router_id fOMKHO ObITb YHUKaNbHbIM ONA KaXXA40ro ak3eMnngapa yCtaHOBKMW.

Termidesk, TO 3HaueHne NAME_OF_ROUTER_ID

* MO Oo4Yyepeam Ha KaxAoM M3 y3/ioB master M slave OTpedaKTMpPOBaTb CO3AaHHbIA dann /etc/

keepalived/notify.sh, npuBens ero K cnegyrowemy suay:

1
2
3
4
5
6
-
8

#!/bin/sh -e

SELF_BIN=S(realpath ${01})
SELF_DIR=$(dirname ${SELF_BIN})
TYPE=${1}

NAME=${2}

STATE=${3}

PRIORITY=${4}
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S TASKMAN_SYSTEMCTL_NAME="termidesk-taskman"
10 TASKMAN_SYSTEMCTL_DESCRIPTION="Termidesk-VDI Taskman daemon"
11 TASKMAN_SYSTEMCTL_PIDFILE="/run/termidesk-taskman/pid"
12 msg2log () {

13 logger -i "Termidesk: ${1}"

14 }

15 taskman_stop () {

16 msg2log "Stopping ${TASKMAN_SYSTEMCTL_NAME} service"

17 systemctl dis-active -q S${TASKMAN_SYSTEMCTL_NAME} && systemctl stop -q $
{TASKMAN_SYSTEMCTL_NAME}

18 }

19 taskman_start () {

20 msg2log "Starting ${TASKMAN_SYSTEMCTL_NAME} service"

21 systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} || systemctl start -q $
{TASKMAN_SYSTEMCTL_NAME}

22}

23 # VRRP event type: INSTANCE, name: 1lsb_40, state: BACKUP, priority: 64
24 msg2log "VRRP event type: ${TYPE}, name: ${NAME}, state: ${STATE}, priority: $

{PRIORITY}"
25 case ${STATE} 1in
26 BACKUP)
27 [ "${NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
28 HH
29 FAULT)
30 [ "${NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
31 HH
32 MASTER)
33 [ "S{NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_start
34 HH
35 *)
36 msg2log "Error: unknown state ${STATE}"
37 exit 1
38 HH
39 esac
40 exit O

* Ha y3nax master u slave caenatb pann notify.sh ncnonHaembim:
:~$ sudo chmod +x /etc/keepalived/notify.sh

* Ha y3nax master M slave [06aBUTb B aBTOMATUYECKYH) 3arpysky W 3anyCTUTb CepBUC

keeaplived:
1 :~$ sudo systemctl enable keepalived
2 :~$ sudo systemctl start keepalived

14.2 . HacTpoiika 6anaHcMpoBLUMKA A1 paboTbl C cCaMONoANUCcaHHbIMU cepTUdUKaTaMm

14.2.1 . CozpaHue camonopnucaHHoro SSL-ceptugpukara

Lna cozpaHus camonognucaHHoro SSL-ceptudmkara u knroya K HEMY HY>KHO:
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OTKPbITb NporpamMy «Terminal Fly» n nonyunTb goctyn K uHTepdercy KOMaHAHOM CTPOKM;
BbINONIHUTb reHepaumto SSL-ceptudmkata (/etc/ssl/certs/nginx-selfsigned.crt) u knwoya

K HeMy (/etc/ssl/private/nginx-selfsigned.key):

1 :~$ sudo openssl req -new -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/
ssl/private/nginx-selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

MCI'IOJ'IbByEMbIe KJTHOYU KOMaHAObl:

openss1 - 6a30Bbl MHCTPYMEHT KOMaHAHOM CTPOKU A1 CO3A4aHMS U ynpaBneHus cepTudmkaTamm,
Kntodamu n apyrumu dannamm OpenSSL;

req - 3Ta OMNUMS YKa3blBaeT, YTO HA OAHHOM 3Tamne HY>XHO MCMONb30BaTb 3anMpoc Ha MOAMUCb
ceptudpukara X.509 (CSR). X.509 - 310 cTaHAapT MHDPACTPYKTYpPbl OTKPbLITOrO KJto4a, KOTOPOro
npuaep>xkmpatotca SSL v TLS npu ynpaBneHun kntodamm u ceptudukatamu. [JaHHas komMaHza
no3BongeT co3aaTb HOoBbIN cepTudmkart X.509;

new - 3Ta ONUMS yKa3blBaeT, YTO OyaeT co34aBaTbCs HOBbIW 3arnpoc;

x509 - 3Ta ONuMs BHOCUT MOMPaBKYy B MpeablayLlyto KOMaHAy, Cooblias yTuauvTe O TOM, YTO
BMECTO 3amnpoca Ha noanuvcaHve cepTudukata HeobxoAMMO C€O34aTb CaMOMOANMCAHHbIN
ceptudumkar;

nodes - K/tOY 4711 MPOMYyCKa OnuuMu 3aWwmTbl cepTudukata naponbHon ¢pason. HyxkHo, 4TobbI Npu
3anycke 6anaHCUPOBLLMK Harpysku (nginx) MMen BO3MOXHOCTb YMTaTb dann 6e3 BMelLaTenbCTBa
nosb3oBaTens. YCTaHOBMB NapoJsib, MPUAETCS BBOAUTb €ro MOC/e KaXa0W nepesarpysku;

days 365 - 3Ta onumsa ycTaHaBAMBAET CPOK AencTBus cepTudmkaTa (B AaHHOM ciydae cepTudmkaTt
[EeNCTBUTENEH B TeYeHUe roaa);

newkey rsa:2048 - 3Ta ONuMs NO3BOMSIET OAHOBPEMEHHO CO34aTb HOBbIM CePTUPUKAT M HOBbIM
kntod. lMockonbky Kto4, HEOOXOAUMbIM AN noanucaHua cepTudukaTa, He Obin co3aaH paHee,
HY>KHO CO34aTb ero BmecTte ¢ ceptudukatom. [aHHaa onums co3pgact RSA-kntou pasmepom 2048
ouT;

keyout -3Ta onumsa coobiaet OpenSSL, Kyna noMecTUTb CreHepMpoBaHHbIM (ain Ktoya;

out -3Ta onuma coobwaet OpenSSL, Kyaa NnoMecTUTb CO34aHHbIN cepTUdMKaT.

Mocne ncnonHeHWss KoMaHAbl Hago MOC/eOOBaTE/IbHO BBECTMU paa napaMeTpoB, 3anpoCbl Ha KOTOpPble

OTO6pa3$|TC$I B KOMaHAHOM CTpoKe:

Country Name (2 letter code) [AU];

State or Province Name (full name) [Some-State];
Locality Name (eg, city) [];

Organization Name (eg, company) [Internet Widgits Pty Ltd];

Organizational Unit Name (eg, section) [];
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= Common Name (e.g. server FQDN or YOUR name) [];
*= Email Address [].

Hanbonee BaxkHbIM napameTpom siBnsgetcs Common Name (Heobxogumo BBecT FQDN-ums
6anaHcupoBsLumka). Kak npaBunio, B 3Ty CTPOKY BHOCSAT OOMEHHOE UMS, C KOTOPbIM HY)XKHO CBSI3aTb

cepsep. B cnyyae ecnm LOMEHHOIrO MMEHU HET, HYXKHO BHECTU B 3Ty cTpoKy |P-anpec cepsepa.

Marinbl kNOYa U cepTudUKaTa ByayT pasMeLLEHbl B KaTanore, ykasaHHOM Mpu Bbi30Be KOMaHAbl openssl

B MapaMeTpax keyout u out.

Mpu ncnonbzoeaHmm OpenSSL HeobxoguMo Takxke co3aatb kitoun duddu-XennmaHa, ong storo:
* OTKpbITb NporpamMmy «Terminal Fly» n nonyumntb goctyn K MHTEpdENCY KOMAaHOHOW CTPOKMU;
* creHepupoBaTb Katoun Ouddu-Xennmana anmHon 4096 6UT n coxpaHuTb Ux B dann /etc/nginx/

dhparam.pem:

:~$ sudo openssl dhparam -out /etc/nginx/dhparam.pem 4096

14.2.2 . Hactpoiika nginx gns nogaep>xku SSL

[ns HacTpomku nginx Hy>HO:

" CO34aTb HOBbIM MYCTOM CHWUNMET nginx B KaTanore /etc/nginx/snippets p[ns ykasaHus

pasmeLlieHuna CepTMCI)MKaTa N KNKoYa:
:~$ sudo touch /etc/nginx/snippets/self-signed.conf
" OTPEeAaKTMPOBaTb CO34aHHbIM (al, NpuBeas ero K BuaYy:

1 ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
2 ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;

* CO3[aTb eLle OAMH MYCTOW CHUMMET, NpefHa3Ha4YeHHbIN ana HacTpoek SSL (3To no3sonuT cepeepy
NginX WMCNoNb30BaTb  HAEXHbIA MexaHW3M MpeobpasoBaHUA U BKJIKOYUT  HEKOTOpble

AononHuTenbHble GYyHKLMM Be30MacHOCTH):
:~$ sudo touch /etc/nginx/snippets/ssl-params.conf
" OTpeAaKTMpPOBaTb CO34aHHbIM Gann ssl-params.conf, NpuBeas ero K BUAY:

1 ssl_protocols TLSv1.3;

2 ssl_prefer_server_ciphers on;

3 ssl_dhparam /etc/nginx/dhparam.pem;

4 ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-AES256-GCM-SHA512 : ECDHE-RSA-
AES256-GCM-SHA384 :DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384;
ssl_ecdh_curve secp384rl; # Requires nginx >= 1.1.0

ssl_session_timeout 10m;

o U
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7  ssl_session_cache shared:SSL:10m;
8 ssl_session_tickets off; # Requires nginx >= 1.5.9
9 ssl_stapling on; # Requires nginx >= 1.3.7
10  ssl_stapling_verify on; # Requires nginx => 1.3.7
11 resolver 77.88.8.8 77.88.8.1 valid=300s;
12 resolver_timeout 5s;
13 # Disable strict transport security for now. You can uncomment the following
14 # line if you understand the implications.
15 # add_header Strict-Transport-Security "max-age=63072000; includeSubDomains;
preload";
16  add_header X-Frame-Options DENY;
17 add_header X-Content-Type-Options nosniff;
18 add_header X-XSS-Protection "1; mode=block";

A TMockonbky cepTUdMKaT ABNSETCA CAMOMNOANMCaHHbIM, SSL stapling He ByaeT MCNONb30BaThCS.
CepBep nginx BblAACcT npeaynpexaeHwe, OTKNOUUT stapling Ans AaHHoOro ceptudukata wm
NPOAO/IXKUT paboTy.

14.2.3 . KoHdurypuposaHue Beb-cepeepa

Lna koHdUrypmpoBaHus Beb-cepeepa HY>XHO:

* C034aTb NYCTOM KOHUIYpaUUOHHbIN dann:
:~$ sudo touch /etc/nginx/sites-available/sampledomain.ru.conf

* OTpenaKTMpPOBATb CO3AaHHbIN dal, NpUBEAs ero K BUAY:

& 3pecb v panee npumepbl IP-agpecoe npueeaeHbl B cootBeTcTBuM ¢ RFC 5737. YkaszaHHbie |P-
agpeca AOMKHbl BbiTb 3aMEHEeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMacHO CXeMe afpecauuu,
NPUHATON B MHDPACTPYKType NpeanpuaTus.

1 upstream daas-upstream-ws {
2 least_conn;
3 # PROXY TERMIDESK
4
5 server 192.0.2.41:5099;
6 server 192.0.2.42:5099;
7 server 192.0.2.43:5099;
8 server 192.0.2.44:5099;
9
10 3}
11
12 upstream daas-upstream-nodes {
13 least_conn;
14 # DISPATCHER TERMIDESK
15
16 server 192.0.2.30:443;
17 server 192.0.2.31:443;
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e
~

18 server 192.0.2.32:443;
19

20 }

21

22 server {

23 listen 0.0.0.0:80;

24 listen 0.0.0.0:443 ss1;

25

26 include snippets/self-signed.conf;

27 include snippets/ssl-params.conf;

28

29 location /websockify {

30 # limit_req zone=fast nodelay;

31 proxy_http_version 1.1;

32 proxy_pass http://daas-upstream-ws/;

33 proxy_set_header Upgrade $http_upgrade;
34 proxy_set_header Connection "upgrade";
35

36 # Connection timeout

37 proxy_connect_timeout 1000;

38 proxy_send_timeout 1000;

39 proxy_read_timeout 1000;

40 send_timeout 1000;

41

42 # Disable cache

43 proxy_buffering off;

44 proxy_set_header Host $host;

45 proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
46 }

47

48 location / {

49 proxy_pass https://daas-upstream-nodes/;
50

51 proxy_set_header Host $host;

52 proxy_set_header X-Forwarded-Proto $scheme;
53

54 1

55

56 }

& |P-apgpeca, nepeuncneHHble B AMpeKkTMBE daas-upstream-ws, SIBASKOTCA afpecamMu LUAHO30B
nopgkntoveHnn Termidesk, a IP-appeca, nepeuncneHHble B anpekTMBe daas-upstream-nodes,
SBNAOTCA agpecaMm YHUBEpCasbHbIX aucrnetyepoB Termidesk.

" CO34aTb CMMBOJIMYECKYHO CCbIIKY Ha OaHHbIM BUPTYaAJIbHbIM XOCT U3 AupekTopumn /etc/nginx/

sites-available B oupekToputo /etc/nginx/sites-enabled, 4ToObl NginX ero 06CNy>KMBanN:
:~$ sudo ln -s /etc/nginx/sites-available/sampledomain.ru.conf /etc/nginx/sites-enabled/

* MPOBEPUTb KOPPEKTHOCTb HACTPOEK:
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sudo nginx -t

1 nginx: [warn] "ssl_stapling" dignored, tdissuer certificate not found
2 nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
3 nginx: configuration file /etc/nginx/nginx.conf test is successful

Beb-cepBep BO3BpallaeT npeaynpexaeHne B CAy4Yae UCMOJIb30BaHUS CaMOMOAMNMCAHHOMO
cepTuduUKaTa, O4HAKO 3TO He BIMSIET Ha paboTy.

€CJIN B CMHTaKCMCe 0BHapy>KeHbl OLLMOKM, HEOBXOAMMO UCMPaBUTbL MX, 3aTeM MNepe3anyCcTuTb Beb-

cepsep:

sudo systemctl restart nginx
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15 . 3KCIrNEPUMEHTAJIbHbIE ®YHKLUUU

15.1 . MepeyeHb nepeMeHHbIX OKPY)KEHUA YHUBEPCAJIbHOrO AucneTyepa

B Termidesk wucnonb3ytoTcs nepemMeHHble AN YKasaHWs MapaMeTPoOB HACTPOMKM KOMMOHEHTOB

NporpaMMHOro KOMMJieKkca.

MepeyeHb NepeMeHHbIX M MapaMeTpoB, UCMOJIb3YEMbIX NPU YCTAHOBKE M YHUBEPCA/bHLIM AUCNETYEPOM,
npuBeaeHbl B Tabnuue (cm. Tabnuua 79).

HGDEHEHb nepeMeHHbIX, MCNONb3yEMbIX B APYTMX KOMMNOHEHTaxX NMporpaMMHOro KoMmnnekca, npmeeaeH B

COOTBETCTBYIOLLMX UM OOKYMEHTAX.

Tabnuua 79 - MNepeMeHHble okpy>keHus Termidesk

MepeMeHHas oKpy>keHust

3HayeHue no
YMO/TYaHUIO

OnucaHue

YHuBepcanbHbIA gucneTyep

TDSK_AUTOFS_IMAGES_ID

He 3agaHo

Mcnonb3yeTcs ans HacTpoMKKM LWabnoHOB NepeHoCUMBbIX npodunen.
B kauecTBe 3Ha4YeHMsI UCNONb3YIOTCA MAEHTUDUKATOPbI AUCKOB.
Mpumep: TDSK_AUTOFS_IMAGES_ID=xx[,yy[,zz[,...11].

3HauyeHune nepeMeHHOM 3agaeTca B daine /etc/opt/termidesk-
vdi/termidesk.conf

DBHOST

He 3agaHo

IP-appec unu FQDN CYB[ PostgreSQL.

HauyanbHoe 3HayeHWe 3a8aeTcs Ha 3Tane NoAroToBKe cpeapbl
yHKLMOHMpPOBaHMSA 1 ycTaHOBKKM Termidesk.

M3MeHUTb 3HaueHMe NepeMeHHOM MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf

DBPORT

5432

MopT, KOoTOpbIN UCNoNb3yeTCa ANa coeauHeHuUs ¢ cepsepom b/l.

M3MeHUTb 3HaueHMe NepeMeHHOM MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf

DBSSL

He 3agaHo

MpoTokon, ncnonbsyroLwmiica npu nogkntoveHmm k b. Bo3moykHble
3HayeHus: Disable, TLSv1.2, TLSv1.3.

HauyanbHoe 3HayeHWe 3aaeTcs Ha 3Tane ycTaHoBkM Termidesk.

M3MeHUTb 3HaueHne MoXKHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

DBNAME

He 3agaHo

Nma BA.
HavanbHoe 3HaueHWe 3a4aeTcsa Ha 3Tane NoaroToBKM Cpesnbl
dyHKUMOHMPOBaHWA Nepes, ycTaHoBkoW Termidesk.

M3MeHUTb 3HaueHe nepeMeHHON MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf

DBUSER

He 3agaHo

Mms nonb3osaTtens, umetolero goctyn K B/,

HauyanbHoe 3HayeHWe 3a4aeTcs Ha 3Tarne NOArOTOBKU Cpeabl
yHKLMOHMpPOBaHWS Nepep ycTaHoBkoW Termidesk.

M3MeHUTb 3HaueHMe NepeMeHHOM MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf
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DBPASS He 3asaHo Maponb nonb3osatens, umetowero goctyn k bJ.

HauyanbHoe 3HauyeHWe 3a8aeTcs Ha 3Tane NoAroTOBKW Cpeabl
$yHKUMOHUPOBaHMS BO BpeMs yCTaHOBKM Termidesk n xpaHuTcs B
KOHUrypaLmMoHHOM daiine /etc/opt/termidesk-vdi/
termidesk.conf B npeobpa3oBaHHOM BUIE.

A B CTaHOapPTHbIX YCTaHOBKaX 3HAa4€HUA MEHATb HE Cneayet.

M3MeHUTb 3HaueHMe NepeMeHHOM MOXHO Yepes dann /etc/opt/
termidesk-vdi/termidesk.conf . na nonyyeHus
npeobpa3oBaHHOI0 3Ha4YeHUsi Napons crefyeT BOCMNOIb30BaThCS
yTUAnTOM scramble :

:~$ sudo /opt/termidesk/bin/scramble -v <naponb>

YTunuta scramble ncnonb3yeT B Ka4eCcTBe BEKTOpa Npeobpa3oBaHus
3HauyeHue u3 darna /etc/opt/termidesk-vdi/
termidesk.cookie. 3HaueHWe reHepupyeTCcs aBTOMaTUYECKM Ha
3Tane yctaHoBku Termidesk

DJANGO_SECRET_KEY He 3apaHo MapameTp, Mcnonb3yeMbln Ans NPOBEPKU AaHHbIX, MePEChIIaeMbIX
Mexay komnoHeHTamu Termidesk. 3HaueHme reHepupyeTcs npu
ycTaHoBke Termidesk 1 80OMKHO 6bITb OAMHAKOBLIM 4NS1 BCEX Y3/10B
npw pacrnpenenéHHon yCTaHOBKE.

M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

WSPROXY_PORT 5099 MopT, koTopbIN ByaeT NpocnyLIMBaTL Cy>xba KoMnoHeHTa «LLinto3».

M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

WSPROXY_BIND_ADDRESS 127.0.0.1 IP-appec, KoTopbIl ByaeT NpoCcnyLwMBaTh CNyXK6a KOMMOHEHTa
«LLnto3» B cnyyae KoMnniekcHol ycTaHoBkU. B pacrnipeneneHHom
YCTaHOBKE AaHHbIV NMapameTp JO/MKEH BbITb YCTAHOBMEH B 3HaYeHUe
0.0.0.0.

M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

RABBITMQ_URL He 3agaHo MapameTpbl ans noakntoyveHus Kk cepsepam RabbitMQ. MoxHo
NOAK/IHOYUTL A0 TpeX (BKIHOUUTENBHO) CEPBEPOB.

HauanbHoe 3HayeHWe 3aaeTcs Ha 3Tane yctaHoBkM Termidesk.
3Ha4yeHuMe 3Toro napaMeTpa 3anucbiBaetca B dhann /etc/opt/
termidesk-vdi/termidtermidesk-vdi/termidesk.conf.

Maponb, ykasaHHbIM Ans noakntoveHus K cepsepy RabbitMQ
XpaHUTCcsl B Npeobpa3oBaHHOM BuAe. DTOT QYHKLMOHAN peann3oBaH,
HaumHasa c Bepcum Termidesk 4.3.1, 1 npuMeHsAeTCa TONbKO ANA
HOBbIX ycTaHOBOK. [1pn 06HOBNEHMM C Bonee cTapol Bepcum
COXpaHsIeTCs 3HaYeHME 3TOW NepeMEHHOM.

Mpu HeOBXOAMMOCTU U3MEHUTb Maposib NOAK/HOYEHNUS ClepyeT

nony4nTb Npeobpa3oBaHHOE 3HAYEHUE YTUANTON scramble m
BbIMNOMHWUTb Nepe3anyck cnyx6 Termidesk

RABBITMQ_SSL He 3agaHo MpoTokon, ncnonbayroLmincs Npu noakatodeHnn k RabbitMQ.
Bo3moskHble 3HaueHua: Disable, TLSv1.2.

HavanbHoe 3HaueHMe 3a40a€eTCq Ha 3Tane yCTaHOBKU Termidesk.

M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf
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WEB_PORTAL_TYPE

He 3apaHo

MapameTp, 3apatowmin Tun Beb-nHTEpdenca Termidesk. Bo3moxkHble
3Ha4veHus: admin, user, universal.

HauyanbHoe 3HayeHWe 3aaeTcs Ha 3Tane ycTaHoBkM Termidesk.

M3MeHUTb 3HaueHne MoXKHO Yepe3 dann /etc/opt/termidesk-
vdi/termidesk.conf. HacTponku 6yayT npuMeHeHbl nocne
nepesanycka cny>kbbl termidesk-vdi:

:~$ sudo systemctl restart termidesk-vdi

Mpw nepeyctaHoske Termidesk 3HaueHWe napameTpa B
KoHUrypauuoHHoM davine byaeTt nepesanmncaHo

LOG_LEVEL

INFO

YpoBeHb XXypHanMpoBaHus coobLueHur. Bo3MoXxKHble 3HaveHus:
DEBUG, INFO, WARNING, ERROR, CRITICAL.

M3MeHUTb 3HaueHMe MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

LOG_ADDRESS

/dev/log

AJpec ana oTrnpaBKK 3aMmcen B CUCTEMHbIN KypHan. O6blyHo 3TO /
dev/log onsa Linux-cuctem. BosmoskHo ykasatb |P-agpec v nopr.
M3MeHUTb 3HaueHe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf

LOG_FACILITY

local3

MapameTp, onpeaensitomin KaTeropuio coobLueHnn syslog.

KaTteropus nonyxHa coBnagatb C HACTPOMKaMM B KOHPUIypaLMOHHOM
danne /etc/syslog-ng/conffirst.d/termidesk.conf

HEALTH_CHECK_ACCESS_KEY

He 3apaHo

MapameTp ansa goctyna k nposepke coctosiHus AP
cepsepa. HavyanbHoe 3Ha4yeHWe reHepupyeTcs Ha 3Tane YyCTaHOBKM
Termidesk.
M3MeHUTb 3HaueHMe MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf.
Mpwv 3apaHUK 3HaYeHUs NapameTpa CliefyeT pyKOBOACTBOBATLCS
MpaBWUJIOM, YTO:

= pa3smep posixkeH cocTaenaTb oT 0 o 64 cumeona;

* [IO/DKHbI UCMOMb30BaTbCS CUMBOJIbI B LUECTHAALATEPUYHOM

cucteme (0-9, a-f)

WSPROXY_HEALTH_CHECK_PORT

8101

MopT, Ha KoTopoM paboTaeT Beb-cepeep AN 06CNy>KMBaHUS
3anpocoB npoepku coctosiHus APl komnoHeHTa «LLnto3».
M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. [lo ymMonyaHuio nepeMeHHas He
ncnosnb3yeTtcs (3aKOMMeHTUPOBaHa)

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
WSproxy-
healthcheck.pem

MyTb k cepTndukaty SSL/TLS panga 3aumieHHOro NoaKIHOYEHNUS K
npoeepke coctoaHmsa APl komnoHeHTa «LLinto3».

M3MeHUTb 3HaueHMe MOXHO Yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. [lo ymMonyaHuto nepeMeHHas He
ucnonb3yeTcs (3aKOMMEHTUPOBaHa)

WSPROXY_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/
WSproxy-
healthcheck.key

MyTb k kntowy SSL/TLS panga 3alumiieHHOro NoaKItoUeHns K
nposepke coctosaHusa APl komnoHeHTa «LLnto3».

M3MeHUTb 3HaueHne MoXKHO Yepe3 dann /etc/opt/termidesk-
vdi/termidesk.conf. [1o ymMonyaHuio nepemMeHHas He
ncnonb3yeTcs (3akOMMEHTUPOBaHa)

TASKMAN_HEALTH_CHECK_PORT

8100

MopT, Ha KoTopoM paboTaeT Beb-cepeep AN 06CNy>KMBaHUS
3anpocoB npoepku coctosiHus APl komnoHeHTa «MeHenykep
paboymx MecT».

M3MeHUTb 3HaueHne MoXKHO Yepe3 dann /etc/opt/termidesk-
vdi/termidesk.conf. [1o ymMonyaHuio nepemMeHHas He
Mcnonb3yeTcs (3aKOMMeHTUMPOBaHa)
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TASKMAN_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
taskman-
healthcheck.pem

MyTb Kk cepTudmkaty SSL/TLS ans 3aumuieHHOro NoaKItoUeHu s K
nposepke cocTosiHMsA APl koMnoHeHTa «MeHemkep paboumx MecT».
M3MeHUTb 3HaueHne MoXKHO Yepe3 dann /etc/opt/termidesk-
vdi/termidesk.conf. [1o ymMonyaHuio nepemMeHHas He
ucnonb3yeTcs (3aKOMMEHTUPOBaHa)

TASKMAN_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/
taskman-
healthcheck.key

MyTb k kntouy SSL/TLS anga 3alumLLeHHOro NoAKIHUYEHNS K
nposepke coctosiHust APl komnoHeHTa «MeHemykep paboumx MecT».
M3MeHUTb 3HaueHMe MOXHO yepes dann /etc/opt/termidesk-
vdi/termidesk.conf. [lo ymMonyaHuto nepeMeHHas He
ncnosnb3yeTcs (3aKOMMeHTUPOBaHa)

REQUESTS_CA_BUNDLE

He 3agaHo

MyTb k ariny c LOBEPEHHBIM KOPHEBLIM CEPTUDUKATOM.
MepemeHHas Ucnonb3yeTca AN HaCTPOMKM paboTbl C
ceptudmkaTamum cobeTBeHHbIx LIC.

[o6aBnTb NepeMeHHY0 MOXHO Yepes dain /etc/opt/termidesk-
vdi/termidesk.conf. [lo ymMonyaHuto nepeMeHHasi He
ucnosnb3yeTcs (3aKOMMeHTUPOBaHa)

YcTaHoBO

YHbIM nakeT termidesk-vdi

TDSK_PKG_DEBUG

He 3apaHo

BkntoueHue pexxnuma oTnafku Npu yCTaHOBKE NakeTa.
Mpumep: TDSK_PKG_DEBUG=1

15.2 . YnpaeneHue 3kcnepuMeHTaNbHbIMK NapaMeTpamm Termidesk

BkntoueHne M OTKIOYEHME 3IKCMEPUMEHTaNIbHbIX MapamMeTpoB cepBepa Termidesk npowssoguTca u3

KOMaHZAHOM cTpoku. KoMaHaHas cTpoka [onyKHa 3anycKaTbCs OT MMeHM NoJsib3oBaTens termidesk.

ﬂ,}'lﬂ BblBOAA OOCTYMHbIX SKCNEPUMEHTA/IbHbIX MapaMeTpoB HY>XHO BbINOJIHUTb CrieayroLlee:

* nepenTn B UHTEpdENC KOMaHAHOW CTPOKMU;

" MepeK/IroYNTLCA Ha Nnonb3osBaTens termidesk:

:~$ sudo -u termidesk bash

" BbIBECTU CMUCOK 3KCNepUMeEHTAaJIbHbIX MNapaMeTpPOB:

:~$ /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config list | grep Experimental

ByneT BbiBEAEH CNUCOK 3KCNEPUMEHTANbHbIX NapameTpoB Termidesk B dopmaTte Cekumsi-Kntou-3HaueHme.

& lpu Bbi3oBe /opt/termidesk/sbin/termidesk-vdi-manage MoOryT nosBnaTbCS yBEAOMIEHUS
«WARNINGS», He BAunstoLLmMe Ha BbIMONHEHWE KOMaHA,.

I'Iepequb JKCNepUMeHTAaJIbHbIX NapaMeTpoB NpmBeneH B Ta6J'IMLI,e (cm. Tabnuua 80).

Tabnuua 80 — DkcnepmumeHTanbHble NapaMeTpbl Termidesk

MapameTp OnucaHue 3HaueH1e Mo yMOoN4YaHUIo
experimental.2fa.enabled MapameTp noanep>xku AByxhaKTopHOM 0
ayTeHTUDUKaLUN
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MapameTp OnucaHue 3HaueH1e Mo yMOo4YaHUIo

experimental.deviceauth.enabled MapamMeTp noppep>xkmn aBTopmusaLmnm 0
YCTPOWCTB AOCTYynNa

experimental. loudplay.transports.enabled MapameTp noapepXKn NPOTOKONIOB 0
poctaeku Loudplay

experimental.metasessions.provider.enabled | [lapameTp nopnep>kku cepeepa 0
TepMuHanoB (MeTanpoBanaep)

experimental.openstack.provider.enabled MapamMeTp nopnep KKy nocTaBLImMKa 0
pecypcoB Openstack

experimental.provider.physmachine.enabled |[lapameTp noaaep>kku NOCTaBLLMKA 0]
pecypcoB s pU3NYEeCKMX MaLLUH

experimental.radiusauth.enabled MapameTp noanep KM fOMeHa 0
ayteHTudukaumm RADIUS

experimental.vair.provider.enabled MapameTp nopaepyxKM NOCTaBLLMKA 0
pecypcos VAir

Ona aktuBauunm JKCNeEpUMEHTAJIbHOIro napaMeTpa HEO6XOAMMO NMpUCBOUTb €MY 3Ha4Y€HWE 1, BbIMOJHUB

KOMaHAay:

1 :~$ Jopt/termidesk/sbin/termidesk-vdi-manage tdsk_config set --section
Experimental --key experimental.2fa.enabled --value 1

roe:
experimental.2fa.enabled - HaumMeHOBaHWe NapameTpa;
1 - 3HayeHMe napamMeTpa o4 ero akTuBauuu;,

0 - 3HaYeHWe napamMeTpa 419 ero AeakTuBaLUumm.

15.3. YcraHoBKa N1arMHOB pacLUMpeHUi

DKCnepuMeHTanbHbIM (PYHKLMOHAN, He BOLUeALMA B OCHOBHOM penu3 Termidesk, MOXXHO no6GaBuTbL B
NpOrpaMMHbIA KOMIMJIEKC Yepe3 YCTAHOBKY MarMHOB paclumMpeHui (katanor addons B KOMMIEKTaLMU

noctaBku Termidesk).

[na ycTaHOBKM NAarMHOB HY>KHO Ha cepBepe Termidesk BbINONHUTE cnepytoLuee:
* pacnakoBaTb COAEPXKMMOE z1p-apXuBa B LeNeBon KaTanor (Hanpumep, /tmp);

" MepeKksIroYNTLCA Ha nonb3osaTensd Termidesk:
:~$ sudo -u termidesk bash

* nepenTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/

" aKTUBUPOBATb BUPTYaJibHOE OKpYy>XeHue Termidesk:
Y
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:~$ source venv/bin/activate

" YCTaHOBWUTb HEOOXOAMMbIV MArUH:

1 :~$ pip install --upgrade --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth

roe:
/tmp/termidesk_internaldbauth - katanor c whl-dannamu;
termidesk_internaldbauth - umMs nnaruHa (6e3 Bepcum, nnatdopmbl U paclunpenus anna);

* BbIMTM U3 OKPY>KEHUS NoJsib3oBaTens Termidesk:
1~$ exit
* 06HOBUTb CTPYKTYpY B 1 cTatnyecknx ¢arnos kKoMaHAAMU:

1 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage migrate
2 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage collectstatic --no-input

* nepe3anycTuTb cny>kbbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

15.4 . YpaneHwe nnarMHoB pacLLUMpPEHUI

& Tepep ypaneHneM nnarvHa Heobxoammo yaanutb doHabl BPM, wabnoHbl BM 1 noctaBlimka
pecypcoB, COOTBETCTBYHOLUMX [AHHOMY MiarnMHy B rpaduyeckoM uHTepdence ynpaBneHus

Termidesk.
YnaneHue doHaa BPM MoykeT 3aHSTb NpofomKuUTeNbHOE BPEMS.

Lns yonaneHus nnarmHa pacLuMpeHui HY>KHO Ha cepBepe Termidesk BbIMOAHUTL cnepytoLlee:

" MEepeKroYNTLCA Ha nonb3osBaTens Termidesk:
:~$ sudo -u termidesk bash
* nepeunTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/
" aKTUBUPOBATb BUPTYaJIbHOE OKpY>XeHue Termidesk:

:~$ source venv/bin/activate
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" yAaNUTb HEOBXOAMMDbIN MNAruH:
:~$ pip uninstall -y termidesk_internaldbauth

roe:
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclumpenus danna);

* BbIUTU U3 OKPY>XeHUs nonb3oBatens Termidesk:
:~$ exit
* nepe3anycTuTb cny>bbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

15.5 . OTkaTt K npeablayLLEN BEPCUMM NIaruHa

O7kaT K npe,u,bl,u,yu.l,eﬁ Bepcuun ¢)a171na BbIMOJIHAETCA B TOW XKe nocnenoBaTesibHOCTU, YTO N YCTaHOBKaA,

OAHaKO BMECTO KOMaHAbl YCTaHOBKW MarMHa NCNob3yeTcqa cneayrolasa:

1 :~$ pip install --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth==4.0.1

roe:
/tmp/termidesk_internaldbauth - kaTanor ¢ whl-cdannamu, whl-cdann c Bepcuen naarvHa AOKEH
CYLLECTBOBaTb B JAHHOM KaTaJiore;

termidesk_internaldbauth - Mg nnarnHa c ykasaHuem Bepcum.
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16 . PEKOMEHOALMM MO HACTPOMKE OTC/IEXXMBAHMSA COCTOSHUSA

KOMIMOHEHTOB TERMIDESK

16.1 . O6Lwme cBeaeHMN NMo NpoBepke COCTOAHUS KOMMOHEHTOB

CNET.10001-01 90 02

[na oTcnexxuBaHMS COCTOAHMS KOMMOHEHTOB Termidesk un o6pau.|,eHm:| K HAM 019 BbINMOJTHEHUNA MPOBEPOK

cocTosiHua 3a0poBbs (health check) ncnonbsyetrcs APIl-3anpoc /api/health.

HauanbHasa cneundukaumsa cxembl HealthCheck APl B dopmate OpenAPI cooTBeTCcTBYET ONMCaHMIO:

coO~NOoOUlh WN B

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

32
38
34
35
36

openapi: 3.0.3

info:
title: Termidesk health check api schema
version: 0.1

paths:
/api/health:
get:
responses:
'200':
description: Successful Response
content:
application/json:

schema:
type: object
properties:
status:
type: string
enum: [pass, warn, fail]
example: fail
description: "CocTosiHne komnoHeHTa"
version:
type: string
example: 3.3
description: "Bepcus komnoHeHTa"
description:
type: string
example: termidesk-taskman
description: "OnucaHve koMmnoHeHTa"
output:
type: string

example: "django.db.utils.OperationalError:

authentication failed for user 'termidesk'"
description: "OnucaHue owunbkn (ecnmectb)"
required:
- status
'401"':

description: Authorization information is missing or invalid

bazosbii URL gns API: /api/health.

Twn KoHTeHTa: application/json.
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[ns kaxporo koMnoHeHTa Termidesk MexaHW3M MPoOBEPKU COCTOAHUS [O/MKEH ObITb LOCTYMEH Ha NopTe,
334aHHOM B KOHbUrypaunoHHoM damnne /etc/opt/termidesk-vdi/termidesk.conf. MopT MoXXHO
nepeornpenenvTb B 3TOM e danne.

Ons vckntoyeHus 3noynoTpebneHneM 4yacTbiMu BbizoBamMu API, cnocobHbiMM cO34aTb HarpysKy Ha
cuctemy, poctyn K APIl-3anpocy KOHTponupyeTcs OTAeNbHbIM TOKEHOM. 3HayeHMe TOKeHa 3a[aeTcs
KOH(UIypaLUUOHHbIM darinom /etc/opt/termidesk-vdi/termidesk.conf B nepemMeHHom
HEALTH_CHECK_ACCESS_KEY.

Mpumep:

HEALTH_CHECK_ACCESS_KEY = '"9944b09199c62bcf9418ad846dd0e4bbdfcbee4b"

16.2 . CocTosiHMe KOMMOHEHTA « YHMBEpCabHbIM aucneTyep»

Mpu pacnpeneneHHon yctaHoBke Termidesk 3K3eMnAsipbl KOMMOHEHTa «YHUBepPCasbHbIM OMCMETYEP»
MOryT 6bITb YCTAaHOB/IEHbI HA HECKONbKMX Yy3nax. JocTyn K y3n1aM opraHM3yeTcs yepe3 6anaHCUPOBLLMK
Tpaduka, HO A4/19 MexaHM3Ma MPOBEPOK COCTOSIHUS HY>XXHO 06paLLaThCs K KaXKAOMY Y31y HanpsiMyto.
KoMMOHEHT M3HavanbHO 33a4encTBOBaH Ans pabotbl no npotokony HTTP, nosTtoMy MexaHM3M npoBepku
COCTOSIHMSA peanusyeTcs oTaeNbHbIMK BbizoBaMu REST API.

MprMep KOMaHAbl NPOBEPKM COCTOSAHUSI KOMMOHEHTA Yepe3 yTUAUTY cur L:

1 :~$ curl -v -s =X '"GET' "S{HOSTNAME}:${HEALTH_PORT}/api/health" -H 'accept:
application/json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w
"\n%{http_code}"

16.3 . CocTosiHMe KkoMMoHeHTa «LLino3»

Mpun pacnpepeneHHor yctaHoBke Termidesk 3sk3emMnnsipbl koMnoHeHTa «LLnwo3» MoryT 6biThb
YCTAHOBJIEHbI Ha HECKONbKMX y3nax. [ocTyn K y3i1aM opraHusyeTcs yepes 6anaHCMpOBLUMK Tpaduka, HO
AN MEXaHM3Ma MPOBEPOK COCTOSIHUS HYXKHO 00paLLaTbCs K KaXKAOMY Y371y HarnpsmMyto.

MpuMep KOMaHAbl MPOBEPKU COCTOSIHUSE KOMMOHEHTA Yepe3 yTunuTy curl:

:~$ curl -I -X 'GET' -H "Accept: text/plain" http://<IP-agpec_wno3a>:5099/info

anMep OTBETAa OJ14 pa6OTOCI'IOCO6HOFO KOMMOHEHTa:

HTTP/1.1 200 OK

Date: Tue, 28 Nov 2023 07:37:51 GMT
uWebSockets: 20

Content-Length: 314

A WN B

® Kop 200 B otBeTe Ha APl-3anpoc cBuaeTenscTByeT 0 paboToCnoCobHOCTH KOMMoHeHTa «LLnto3».
OTcyTcTBME OTBETA FOBOPUT O TOM, YTO KOMMOHEHT He paboTaeT. [JaHHOe nNpaBMno HeobxoauMo
no6aBuTb Ha BanaHcMpoBLMKe TpadukKa.
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Ons vckntoyeHus 3noynoTpebneHneM 4yacTbiMu BbizoBaMu API, cnocobHbiMM cO38aTb HarpysKy Ha
cucteMy, poctyn K APIl-zanpocy komnoHeHTa «Llnto3» termidesk-gateway KOHTponupyeTtcs
OTAENIbHbIM TOKEHOM. 3HayeHWe TOKeHa 3ajaeTcs npu 3anycke cnyxbbl «Llntosa» B napamerpe --
healthCheckAccessKey.

Ons ucnonb3oBaHWsS MeXaHW3Ma MPOBEPKWU COCTOSIHUSI KOMMOHEHTAa HeobXOAMMO BbIMOMHUTL 3amnyck
LLnto3a termidesk-gateway C ykasaHWEM MyTeW pacnonioXxeHuss cepTudmrkaTa u knroda (--sslkey n —-
sslCert), UCNONb3yeMbIX ANS 3ALUMLLEHHOIO MOAKIHOYEHMS.

MpuMep KoMaHAbl 3anycka cny>bbl termidesk-gateway:

1 :~$ termidesk-gateway --wssServerIP=0.0.0.0 --wssServerPort=8443 --
sslKey=<nyTb_K_ktouy> --sslCert=<nyTb_K_ceptucpkary> --urlCheckToken=http://
<FQDN_¥Y3na>/api/wsproxy/vl/verify --wsIdleTimeout=30 --mgtServerIP=0.0.0.0 --
mgtServerPort=8102 --healthCheckAccessKey=<HEALTH_CHECK_ACCESS_KEY> --debug

MpuMep KOMaHAbl MPOBEPKM COCTOAHMS KOMMOHEHTA 4epe3 yTuamMTy curl pns koMroHeHTa «LLnto3»
termidesk-gateway:
1 :~$ curl -v -s -X '"GET' "S${HOSTNAME}:8102/api/health" -H 'accept: application/

json' -H "Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%
{http_code}"

16.4 . CocTosiHMe KoMMoHeHTa «MeHemkep pabounx MecT»

Mpun pacnpepeneHHon ycTtaHoBke Termidesk sk3emnnsipbl KOoMMoHeHTa «MeHemkep paboumx MecT»
MOryT ObITb YCTaHOBNEHblI Ha HECKOJIbKMX Y3/1aX, HO aKTUBEH AONXEH OblTb TONbKO OAUH M3 HUX. Bce
OCTaJIbHble KOMMOHEHTbI ABNSOTCS PE3ePBHbIMU U, MO YMOJTYaHUIO, HAXOAATCSA B COCTOSHUM «Passive».
[Ons vcnonb3oBaHUs MexaHU3Ma MPOBEPKU COCTOSIHUSI KOMIMOHEHTa HEOBX0AMMO B KOHMUIYypauMoOHHOM
danne /etc/opt/termidesk-vdi/termidesk.conf packoMMeHTMpOBaTb CTPOKM MapaMeTpoB
TASKMAN_HEALTH_CHECK_PORT, TASKMAN_HEALTH_CHECK_CERT, TASKMAN_HEALTH_CHECK_KEY. [ns
napametpoB TASKMAN_HEALTH_CHECK_CERT, TASKMAN_HEALTH_CHECK_KEY HY)XHO YyKa3aTb MNyTb K
cepTMdUKATy U KUY, MCMONb3YeMbIX NS 3aLMLLEHHOrO MOAK/OYEHUS, U BbIMOMHUTL Mepe3anyck
cny>x6 Termidesk.

Mpumep 3apaHMNs 3HaYeHUN:

1 TASKMAN_HEALTH_CHECK_PORT=8100

2 TASKMAN_HEALTH_CHECK_CERT=/etc/opt/termidesk-vdi/taskman-healthcheck.pem

3 TASKMAN_HEALTH_CHECK_KEY=/etc/opt/termidesk-vdi/taskman-healthcheck-
decrypted.key

MpuMep KOMaHAbl MPOBEPKU COCTOSIHUSE KOMMOHEHTA Yepe3 yTUAuTy curl:
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1 :~$ curl -v -s =X 'GET' "S$S{HOSTNAME}:8100/api/health" -H 'accept: application/
json' -H "Authorization: Token S${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%
{http_code}"
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17 . HELUTATHbIE CUTYALUU

17.1 . HewrTaTHble cMTyauumu u cnocobbl UX yCTpaHeHUs!

CNET.10001-01 90 02

Bo3MoxkHble HeucnpaBHOCTM npu pabote ¢ Termidesk u cnocobbl MX ycTpaHeHUss npuBeaeHbl B

Tabnuue (cm. Tabnuua 81).

Tabnuua 81 — MNepeyeHb BO3MOXKHbIX HELUTATHbIX CUTYaLUM

UHaukaums

OnucaHue

Bo3mMoxxHoe pelueHue

Owwnbka:

«CBOW: ocTaBwmecs cnoTbl
NMOAKIHOUYEHMI 3ape3epBUPOBaHbI AJis
MOAKIOYEHUI cyneprionb3oBaTens (He
ANsi penankaumm)»

Owmnbka BO3HMKAET Mpu MonbITKe
aBTOpM3aumMm Ha cepeepe Termidesk

M3MeHUTb MakCUManbHOE KOJIMYECTBO
NMOAKIHOYEHMI B HacTpomkax b:
W3MEHUTb 3Ha4YeHMe max_connections
B KOH(UrypaLMoHHOM daine /etc/
postgresql/11/main/
postgresql.conf B 60nbLwyto
CTOPOHY

Owwubka:

«OpenNebula Error 256 User coulnd't
authenticated, abording call»

OLwnbKa BO3HMKAET NpU NOMbITKE
[obaBneHus noctasLmka pecypcos MK
CB BbpecT B rpacdumyeckom uHTepderice
ynpaeneHus Termidesk

HeobxoaMMo ykasaTb BEpHbIM NYTb K
danny keytab u BHECTU 3HaYeHUS
napameTpa « TOKeH» HeMoCpeLCTBEHHO
B uHTepderice MK CB bpecT (cm.
noapasaen [JobasneHne nocraBLmKa
pecypcos MK CB BpecT)

Owwubka:

«OpenNebula error 256 User could't be
authericated»

Owmnbka BO3HMKAET Mpu MonbITKe
fobasneHus nocTasLumka pecypcos MK
CB Bbpect

HeobxoamMo co3paTb HOBOE 3HadeHue
napameTpa TOKeH AJisi NONb30BaTeNs
HenocpeacTBeHHO B nHTepdence MK
CB bpect

Owmbka:

«SSL:
WRONG_VERSION_NUMBER]
wrong version number (_ssl.c:1056)»

OLwnbKa BO3HMKAET, ECNN CEPBEP

NMoCTaBLWMKa pecypCoB HE nogaep>xmBaeTt

SSL

HeobxonrMo oTpenakTMpoBaTb
MoCTaBLLMKA PecypcoB, BbICTaBUB
napameTpy «Mcnonb3oeatb SSL»
3HauveHue «HeT»

Henb3s 3anonHuTL none Knacrep
[laHHbIX, HEBO3MOXHO COXPaHMUTb
wabnoH

Owmnbka BO3HMKAET Mpu MonbITKe
co3gaHus wabnoHa BPM ans
nocTtasLmka pecypcos VMware none
«Knactep AaHHbIX» HEAaKTUBHO,
HEBO3MOXHO COXPaHMUTb LLAbIoH

Ha nnatdopme BupTyanusaumm
VMware HeobxoouMo 06baBUTb
Knactep xpaHunuwa faHHbix (Datastore
Cluster)

Owwnbka:

«kinit: Client 'HTTP/
termidesk.local@LOCAL' not found in
Kerberos database while getting initial
credentials»

Ownbka BO3HMKAET NMpu fobaBneHUN
WAN pepakTUpoBaHUM AOMEHA
ayTeHTUbUKauumn FreelPA

HeobxonMMo co3aaTh yKasaHHYHO
yuyeTHyto 3anumcb Ha K[, Freel PA

Owwnbka:
«'list" object has no attribute 'get'»

Owwmnbka BO3HMKAET Npu
pasBopayuBaHum BM u3 wabnoHa, B
KOTOPOM YyKa3aHHO 60/blUEe OAHOMO
Ancka

B wabnoHe npu nepeoHayanbHOM
pasBopayuBaHum BM pgonykeH 6biTb
yKasaH TONbKO OAUH AUCK
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Nnankauma

OnucaHue

Bo3moxkHoe pelueHune

Owmnbkm Npu ycTaHOBKe NaKeTa
«HeBo3MOXKHO HaMTK NakeT» Uam
«HeynoBneTBoOpeHHble 3aBUCUMOCTUY

Owmnbka BO3HMKAET NP NOMbITKE
ycTaHoBWTb nakeT B OC

Heobxoammo ybeauTbes, uto B danne /
etc/apt/sources. list 3agaHbl 1 He
3aKOMMEHTUPOBAHbI MCTOYHMKMU
nonyyeHust NakeTos (penosutopum),
3aTeM OBHOBUTbL CMUCKM NaKeTOoB:

:~$ sudo apt update

Mocne 3Toro HY>KHO BHOBb BbIMONHUTH
KOMaHZy YCTaHOBKM MakeTa.

[ns peweHuns npobnemsi ¢
Hey0BEeTBOPEHHbIMM 3aBUCUMOCTSMM,
MOMMMO MOAKJTOUYEHUS PEMNO3UTOPUEB B
danne /etc/apt/sources.list,
MOXXHO BOCMO/Ib30BaTbCSi KOMaHOOM:

:~$ sudo apt -f install

Kntou -f ncnonbsyerca 4nsa nonbiTkm
WCMPaBUTb HapyLLEHHbIe 3aBUCUMOCTHU
nakeToB

Owwnbka:

«[MpoBepka He nporgeHa. ValueError:
MeTapaHHble He nonyyeHbl. MpoBepbTe
URL MeTagaHHbIX 1M AOCTYMHOCTb
cepeepa»

Mpwu akTnBaumm napametpa «lMpoBepka
SSL» pna nomeHa ayteHTUdUKaLMM
SAML TecT coeanHeHUs 3aBepLUaeTca C
oLnbkom

Heobxoarmo HacTpouTb paboTy ¢
cepTudUKaTamMu Npu NonyyeHum
METafaHHbIX OT AOMEHA
ayTeHTUdUKaumm SAML. Ons sToro:

* po6aBUTb NEPEMEHHYHO
OKpY>XeHus
REQUESTS_CA_BUNDLE B daaﬁne
/etc/opt/termidesk-vdi/
termidesk.conf. B
NepemMeHHOMN OKPYXKEHWUA HY>KHO
yKazaTb NyTb K carnny ¢
[OBEpPEHHbIM KOPHEBbLIM
ceptudukaToM. Mpumep:

REQUESTS_CA_BUNDLE=/etc/
ssl/certs/ca.crt

* BbINOMHUTb Nepe3anyck
cnyx6bl termidesk-vdi:

:~$ sudo systemctl restart
termidesk-vdi
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18 . MEPEYEHb TEPMUHOB

TepMuH

AreHT

OnpepenexHne
CobupaTenbHoe Ha3BaHWe 48 CNeLyHOLMX KOMMOHEHTOB:
= areHT BPM;
= areHT YB;

" CECCMOHHbIN areHT;
* BUWAEOAreHT;
" areHT BUPTYaslbHbIX CMapT-KapT.

CaMocCTosATeNbHbIN KOMMOHEHT, OTBEYAIOLLMIA 38 KOHTpOAUpyeMyto aocTaBky BPM,
B3aMMOLENCTBUE C YHMBEPCAJIbHLIM AUCMETYEPOM U MeHeaykepom BPM

AreHT BU pTyanbHbIX

YctaHaenusaeTca B rocteByto OC npu noarotoeke 6azosoro BPM. BoeinonHser

(python3-termidesk-
agent)

CcMapT-KapT nepeHanpaBieHne NOAKIIOUYEHHbIX K MOb30BaTeNbCKOM paboyer cTaHUMKM cMapT-kapT B BPM
(termidesk-pcsc-

vscard)

AreHt BPM YctaHaBnueaeTcs B rocteByto OC npu noarotoske 6asosoro BPM. BoinonHser

B3auMozencTeue c gucnetyepom Termidesk, koHdurypupyet BPM, dukcupyet pencteus
NMonb30BaTeNs, peanunsyeT nepeaady ynpasasioLLMX COOBLLEHUI

AreHT YB
(termidesk-vmsd)

AreHT y3na BUpTyanusauuun. YcTaHaBNAMBAETCS Ha y3eN BUPTYyasiM3aLmm, B3aMMOLENCTBYET C
rMnepBmM3opom yepes moaynb Libvirt

basosoe BPM

Takxke: «30110T0OM 06pas», «6a3oBoe pabouee MecTo», «6a3oBbIli 06pasz», «gold».
MoppasymesaeT cobon obpas aMcka BUPTYasbHOM MaLLVHbI C NPeLyCTaHOBEHHbIM
npuknagHbiM MO u ycTaHoBneHHbIM areHToM BPM. DT10T 06pa3 panee 6ynet MCrnonb3oBaThCS
onsa cosgaHua BPM ona nonbsosatenent

banaHcupoBLuuMK Harpysku

CaMocTosTeNbHbIN KOMMOHEHT, OTBEYAIOLLMIA 33 pacrpefesieHne Harpyskm Ha MHOXKECTBO
YHUBEPCaSIbHbIX AUCMETYEPOB U L0308

BupeoareHT YctanaBnueaeTcs B rocteByto OC npu noarotoske 6asosoro BPM. BbinonHser
(termidesk-video- nepeHanpaBneHue BUAEOKaMepbl C NOb30BaTeNbCKOW paboyelt cTaHuun B BPM

agent)

BPM BupTyanbHoe pabouyee MecTo: pasBepHyTas Ha BM OC c yctaHoBneHHbIM areHToM BPM 1

HeobxoammbiM npuknagHbim 0. MoakntoueHrne k BPM npoucxoamt npm nomoLum
NMPOTOKOJ/IOB YAaJIEHHOr0 AOCTYMA, Yallle BCEro Ha3blBaeMbIMM MPOTOKOAMM AOCTABKM

[ocTeBas OC

OC, dyHKLMOHUpYtOLWas Ha BM

pynnbl paboumx mecT

Takke: «rpynnbl BPM»,
®OyHKUMOHaNbHOEe 06beanHeHMe MHOXeCTBa ¢oHAoB BPM no onpepgeneHHoMy npusHaky

[omeH ayTeHTUDUKaLUK

Cnocob npoBepku Cy6beKTOB U MX MOAHOMOYMUIA

MeHepykep paboumnx mect
(termidesk-vdi)

Takxke: «NNaHUPOBLUMK 3a4aHNN», «MeHeakep BPM».

OTpenseMbl KOMMOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYAIOLLMI 38 B3aMMOAENCTBME C
NMOCTAaBLLMKOM PEeCYpCOB U YNpPaBIEHMUS KM3HEHHbIM UuknomM BPM, Bkntoyasa cospaHue,
HaCTpOUKY, 3anyCK, OTK/IFOYEHUE U yOaneHue.

SBnsieTcs 06paboTUMKoM HOHOBBIX 3a4au.

YcTaHaBnuBaeTcs 13 nakeTa termidesk-vdi. HaMMeHoBaHWe cny6bl nocie yCTaHOBKU:
termidesk-taskman.service

OpkecTpaTop
(termidesk-
orchestrator)

CaMocTosTeNbHbIN KOMMOHEHT, OTBEYAIOLLMIA 33 COMTAaCOBaHHYO paboTy BCEX KOMMOHEHTOB
NpOrpaMMHOro KOMMIeKca Npu AeLEeHTPaNM30BaHHOM pPa3BepTbIBaHUM, ONA HYXK],
OTKa30yCTOMYMBOCTU M KOMIMJIEKCUPOBAHUS C 06a4HbIMK CnybaMu
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TepMuH OnpeneneHve

MocTaBwuk pecypcos OC, nnatdopma BUpTYyanusaumm unm TepMmHanbHbiv cepsep (MS RDS/STAL),
NpeaoCTaBAAOLWME BbIYUCAUTENbHbBIE MOLLHOCTM, PECYPChl XPaHEHWUS OaHHbIX, @ TakXKe
ceTeBble pecypchl A4fis pa3melleHus doHaos BPM

MpoTokon noctaBku MopnepskmBaembivt B Termidesk npoTokon yaaneHHoro goctyna kK BPM

CBsa3aHHbIN KOH Cnocob opraHusaumnn BPM Ha ocHoBe egnHoro obpasa, ¢ BO3MOXHOCTbH 3KOHOMUM
[MCKOBOIrO NMPOCTPAHCTBA, 338 CYET TEXHOIOMMM KKOMMPOBaHME NMPU 3anmncm», U yCKOpeHus
onepauuii Bo3BpaTa K 6a3oBOMY COCTOSIHUIO, YCTaHOBKM gononHuTensHoro MO n obHoBneHMI

CeCcCUOoHHbINM areHT YcTaHaBnuBaeTcs Ha cepeep TepmuHanoB (MS RDS/STAL), akTuBMpYeET BOSMOXHOCTb
(termidesk-session- MHOYKECTBEHHOr0 AOCTYNa No/b30BaTeNeN K yAaneHHbIM pabounM CToNaM U NPUIOXKEHUSM
agent)

YHuBepcanbHbIN OTaensieMblii KOMMOHEHT NPOrPaMMHOI0 KOMMJIEKCA, OTBEYatOLMUM 32 UAEHTUDUKALMIO
ancneTtyep nosib3oBartenien, HasHavyeHne UM BPM u koHTpons goctaekn BPM.

(termidesk-vdi) YcTaHaBnmBaeTca u3 naketa termidesk-vdi. HaumeHoBaHuMe cnyy6bl nocne ycTaHOBKM:

termidesk-vdi.service

®oHp paboumx mecT Takke: «dpoHn BPM»,

CoBOKYMHOCTb NOArOTOBMAEHHbIX BPM ans poctaBku No ogHOMY MM HECKONIbKMM MPOTOKOMAM
YAANEHHOrO AOCTYMNa B 3aBUCMMOCTM OT MOJIHOMOYUI MOJb30BaTENEN

LLlabnoH pabouero mMecTa Takske: «wabnoH BPM».
MapameTpbl kOHbUrypaumm 6asosoro BPM ans ncnonbsosaHus B doHae BPM

LLinto3 OTaensieMblii KOMMOHEHT, OTBEYaOLLLMI 38 TYHHEIMPOBaHME NPOTOKOJIOB AOCTAaBKMU,
(termidesk-vdi / MCMOMb3YHOLWMX TPaHCMOPTHbIN npoTokon TCP.
termidesk-gateway) B 6onee cTapon peanusaumumn yctaHaBamBaeTcs 13 nakeTa termidesk-vdi. HaumeHoBaHume

Ccny>k6bl Nocne ycTaHoBKU: termidesk-wsproxy.service.

B HoBol peanusaumu ycTaHaBAmMBaeTcs U3 naketa termidesk-gateway, NoadepXka cTapon
peanusaumm Takxke ocTanacb. HaumeHoBaHMe cny>xbbl NOC/e YCTaHOBKM B HOBOW peannsaumm:
termidesk-gateway.service.

STAL Cepeep TepMuHanos Astra Linux. PeanuzoBaH koMnoHeHToM «CepBep TepMUHANIOB»
(stal) Termidesk
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19 . MEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

b, basa gaHHbIx

BM BupTtyanbHas mMawimHa

BPM BupTyanbHoe pabouee MecTo

3ncC 3aMKHyTas nporpaMMHas cpefia

ocC OnepaunoHHas cuctema

MK CB bpecTt MporpammHbIn koMnnekc «Cpeactea BUpTyanusaumm «bpect»

no MporpamMmHoe obecrieyeHune

CYbO Cuctema ynpaBneHusi 6azamMu AaHHbIX

LcC LleHTp cepTudmkaumm

aun DNeKTpoHHasa umndposas noanuco

ALD Astra Linux Directory (eanHoe NpoCTpaHCTBO MoJib30BaTeNeN)

API Application Programming Interface (uHTepdeiic npuknagHoro
NporpaMMUpoOBaHUS)

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe MMs LOMeHa)

Freel PA Free Identity, Policy and Audit (oTkpbiTOe pelueHure no 6ezonacHocTu Linux-
cucTeMm)

GID Group Identification Data (uaeHTUdMKaTOp rpynnbl)

HTML Hypertext Markup Language (3bIk rmnepTeKCTOBOM pa3MeTKK)

HTTPS Hypertext Transfer Protocol Secure (pacumpenue npotokona HTTP gns
NoAAepPXKKU LWndpoBaHMS)

ID Identification Data (naeHTudukaTop)

IP Internet Protocol (MexxceTeBoM npoTokon)

LDAP Lightweight Directory Access Protocol (nerkoBecHbIi NpoTokon focTyna K
cny>k6aM KaTanoros)

MS AD Microsoft Active Directory (cny»6bl katanoros Microsoft)

ou Organizational Unit (opraHv3aumoHHas eguHuLa)

PAM Pluggable Authentication Module (noakntoyaembii Moaynb ayTeHTUDMKALUK)

RDP Remote Desktop Protocol (npoTtokon ynaneHHoro pabouyero ctona)

RDS Remote Desktop Services (cny>«6bi yaaneHHoro paboyero ctona Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabounx cTon0B)

PKI Public Key Infrastructure (MHbpacTpykTypa OTKpPbITbIX KtO4en)

SAML Security Assertion Markup Language (0TKpbITbIM cTaHBApT 0BMeHa AaHHbIMU
ayTeHTUdMKaLmnm)
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CokpalueHue MosicHeHuWe

SCSI Small Computer System Interface (Habop cTaHzapToB ans dpusmyeckoro
MOAK/HOYEHUA U Mepefadm AaHHbIX MeXAy KOMMbloTepamMu 1 nepudepuinHbiMm
yCTpOMCTBaMM)

SPICE Simple Protocol for Independent Computing Environments (npoctor npotokon ans
HE3aBMCMMOM BbIYUCINTENbHOM Cpeabl)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoTokon)

SSO Single Sign-On (TexHonorusa eguHOro Bxoaa)

STAL Terminal Server Astra Linux (cepsep TepmuHanoB OC Astra Linux Special Edition
(Server))

TCP Transmission Control Protocol (mpoTokon ynpaBneHus nepepnaveit)

Termidesk MporpamMmHbIn KoMnneke «ducneTyep NoAKIOYEHUI BUPTYalibHbIX paboumx MecTt
Termidesk»

TLS Transport Layer Security (npoTokon 3aLiuTbl TPaHCMOPTHOTO YPOBHS)

ubp User Datagram Protocol (npoTokon nonb3oBaTenbCKUX gatarpamm)

URL Uniform Resource Locator (yHUbULMPOBaHHbIW yKa3aTeNb pecypca)

UsSB Universal Serial Bus (nocnegoBaTtenbHbIn MHTEPdENC AN8 NOAKIIOUYEHUS
nepudepuUnHbIX YCTPOUCTB)

uuibD Unique User Identifier (yHuKanbHbI naeHTUdUKATOP Nonb3oBaTens)

vGPU Virtual Graphics Processing Unit (BupTyanbHbIli rpadmyeckmii npoueccop)

VDI Virtual Desktop Infarsticture (MHbpacTpykTypa BUPTYabHbIX pabounx CTONOB)

VNC Virtual Network Computing (cucTtema yaaneHHoro goctyna kK paboyemy crony
KOMMblOTEPA)

VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUPTYanbHOro

pe3epBMPOBaHMS MapLLpPYTMU3aTOPOB, NpeaHa3HauYeHHbIN ANs YBENUYEHUs
J[OCTYMHOCTK)
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