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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHMUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTOM pykoBOACTBe NMpMBEAEHO Ha3HayeHWe, YCTAaHOBKA M HAacTporka KoMmoHeHTa «Lnto3». Ona Toro,
yTOOblI MONYYUTH MHPOPMALMIO O MeCcTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCe, HeobxoamMMo
06paTUTBLCS KO BTOPOM 4YacTu pykoBoacTBa agMuHucTpatopa - CJZTET.10001-01 90 02 «PykoBoactBo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»
KomnoHeHT «LUnto3» (ganee - LWnto3) BxoguT B cocTtas Termidesk.

Lnto3 oTBevaeT 3a TYHHENMPOBaHME MPOTOKOMOB AOCTaBKM, MCMOJMb3YHOLWMX TPAHCMOPTHbIA MNPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo

BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMKU «YHUMBepCcasbHbIM aucretTyep», «MeHemkep pabouymx MecT», Tak M OTAe/IbHO Mpwu
HeobxoaMMOoCTM 0becnevnTb pacnpenesieHHY KOHbUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-01 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».

A B 3KcnepuMeHTanbHOM pexkuMe pobaBneHa BO3MOXHOCTb MCMONb30BaHMA HoBoro Llntoza
termidesk-gateway. MHbopmaLmsa 06 ycTaHoBKke npuBeneHa B nogpasgene YcraHoBka Lntosa.
MHbopmauma o HacTporke npuBeseHa B nogpasgene [lapamMeTpbl  KOHGUrypupoBaHUs
KOMMOHEHTA.

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

TpeboBaHMs K annapaTHOMY M MPOrpaMMHOMY 0BecrneyYeHMto COOTBETCTBYOT TpeboBaHMaM K Termidesk,
npuBeaeHHbiM B gokyMeHTe CJIET.10001-01 90 01 «PykoBoacTBo aAMMHMCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJieKca».

1.4 . Tunorpadckue cornawieHus

B HacToaLwEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:
" MOHOWMWPWUHHBIA WPUDT — UCMONb3yeTcs A[As BbloeneHus ¢GparMeHToB TekCcTa Mporpamm,

HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), MNyTer MepeMeELLEHMs, CTPOK KOMMEHTapueB,
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Pa3NIMYHbIX NPOrPaMMHbIX 31eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03HAYeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHUM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMOMHUTb CrieaytoLLee:
* CKOMWpPOBaTb B AOMALLIHUIA KaTasor nosib3oBaTens obpas Ancka termidesk-<Bepcusi> . 1s0;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

DaHHyto komaHpy (sudo apt update) HeobBXo0AMMO BbIMOMHATH MPU KaXAOM M3MEHEHUM CrumcKa
MCTOYHMKOB MaKeTOB WUJIM MPU U3MEHEHUU COLEPXKMMOIO 3TUX MCTOYHUKOB.

2.2 . YcrtaHoska LLnto3a

MoproToBka K yCTaHOBKE M HEMoCpeacTBEHHO ycTaHoBKa LLnto3a B pasHbix koHburypaumsax Termidesk
npuBegeHa B pokymeHTe CJIET.10001-01 90 01 «PykoBoacTtBo aAMMHUCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJIeKCa».
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[Ons 3KkcnepyMMeHTaNbHOro MCMNoNb30BaHMS AobaBneH HoBbiM LUnto3 termidesk-gateway, KOTOpbI B

CcnenyroLWmxX BEPCUSIX 3aMEHUT CYLLUECTBYOWNM termidesk-wsproxy.

& WVcnonb3osaHue HoBoro LLnto3a asnsetca JKCNeEPUMEHTANIbHbIM, €ro yYCTaHOBKa peKOMeHAYeTCA
TOJIbKO B O3HAKOMUTEJIbHbIX LI,EJ'IFlX!

Lnsa yctaHoeku HoBoro LU nto3a Heobxoanmo:

" OCTaHOBUTb CJ'Iy)K6y ncnonbsyemoro LLntoza:
:~$ sudo systemctl stop termidesk-wsproxy

" OTKJ/IFOYUTb aBTOMATUUECKUM 3anycK Cnybbl:
:~$ sudo systemctl disable termidesk-wsproxy

* BbINOJIHUTb YCTAHOBKY termidesk-gateway M3 nogkatoueHHoOro peno3utopus Termidesk:
:~$ sudo apt install termidesk-gateway

3aBMCMMOCTM NakeTa termidesk-gateway:
* libc6 (>= 2.14);
» libgccl (>= 1:3.3.1);
» libssll1.1 (>= 1.1.0);
» libstdc++6 (>= 5.2);
* Tibuvl (>= 1.4.2);
*» z1liblg (>= 1:1.1.4).

MpoBepka cocTosiHMA cny>6bl termidesk-gateway BbIMONHAETCS KOMaHAOM:
:~$ sudo systemctl status termidesk-gateway
Crtpoka «Active» O0TObBpa)kaeT COCTOsSIHWE CepBUCa, rae CTaTyc «active (running)» cBUAETENbCTBYET

06 ycnewHoM 3anycke termidesk-gateway.

Lna npocmoTtpa yctaHoBneHHow Bepcuu LLinto3a termidesk-gateway HY>KHO BbIMOAHUT:

:~$ termidesk-gateway -v

2.3 . YpaneHue LLnio3a

DevicteBua no ypaneHuto LLnto3a maeHTUYHBbI pgencTBusM no ypaneHuto Termidesk u npuBeneHbl B
pokymeHTe CJIET.10001-01 90 01 «PykoBoacTBo agMMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOI0
KOMIneKca».

Ons ynanenusa Hoeoro LLnto3a termidesk-gateway HEO6XOAMMO BbIMOHUTD:

* yoanuTb be3 noaTBepxaeHMsa termidesk-gateway:
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:~$ sudo aptitude purge -y termidesk-gateway
" OYUCTUTb OCTaBLUUNECA 3aBUNCUMOCTU U KOHd)VIpraLI,VIVIi
:~$ sudo aptitude purge ~c -y

Ecnm nocne ypaneHus Hosoro LUnto3a HeobxopuMo BKIIOUYMTbL paHee WCMOMb30BaBLUYHOCS BEPCUIO
(termidesk-wsproxy), Hy>Ho:

* [06aBUTb cNy>kby termidesk-wsproxy B aBTO3arpysky:

:~$ sudo systemctl enable termidesk-wsproxy
* BbIMOMHUTb 3aNyCcK CNy>Xbbl termidesk-wsproxy:

:~$ sudo systemctl start termidesk-wsproxy

2.4 . ObHoBneHue LLinto3a

LerictBna no obHosneHuo LLIntosa naeHTUUHbI aencTemnam no obHoeneHuto Termidesk n npueeneHbl B
pokymenTe CJIET.10001-01 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro

KOMMekca».

O6HoBneHME 3KCMepUMEHTaNIbHOrO MpoToTMna Hoeoro LUnto3a termidesk-gateway BbINosiHAETCS
npoueaypon ycTaHoBKkM HoBou Bepcuun. lNpu obHoBneHun termidesk-gateway dann /1lib/systemd/
system/termidesk-gateway.service byget nepesanuncaH. KoHdurypaumoHHbin dann LLntosa /etc/
termidesk/termidesk-gateway.conf oCcTaHeTCs Npe>xXHUM.

Mpwn obHoBNEHUM pacrpeseneHHor KOHPUrypaumm HeobXoaMMO YYecTb, YTO €C/IM paHee Ha y3nax-
Wwto3ax bbin ycTaHoBneH termidesk-gateway, Heo6XoAMMO CHavana OBHOBUTb 3TWU Y3/bl, U TONIbKO

MOTOM - y3/bl-AUCMETYEpPbI U y3Nbl-MeHemkepbl BPM.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U HYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHaaMu:
1 :~$ sudo systemctl enable termidesk-wsproxy
2 :~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

1 :~$ sudo systemctl stop termidesk-wsproxy
2 :~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMIMOHEHTaA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.
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MapameTpbl Lnto3a 3apatoTcs nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYrMHbIX NepeMeHHbIX U apryMeHTOB NnpmuBegeH B Ta6nmu,e (cm. Tabnuua 1).

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HaumeHoBaHMe nepeMeHHOM

3HaueHMe Mo yMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHAHOM
CTPOKM

WSPROXY_PORT

5099

MopT npocnyLwmnBaHms cny>k6bl

He 3apaH

WSPROXY_BIND_ADDRESS

127.0.0.1

Apnpec npocnyLumBaHus ciyxbsl. Mpu
pacrnpeneneHHOW yCTaHOBKe
HeobXoAMMO UCMONb30BaTb 3HaUYeHME
0.0.0.0, yTobbI NOPT 5099
npocayLimneancs He Tonbko localhost,
€C/In NNaHupyeTca NpUHNMaTb 3anpocChbl
Ha NMOAKJTHOYEHUS C BHELLHUX CUCTEM
(Hanpwumep, ¢ 6aNaHCUPOBLLMKOB
Harpysku)

He 3apaH

WSPROXY_HEALTH_CHECK_PORT

8101

MopT Beb-cepBepa Ang 06CNy>KMBaHUS
API-3anpocoB no coctosiHuto LLintoza
(healthcheck).

Mo yMonyaHuto nepeMeHHast He
ncnosb3yeTcs (3aKOMMeHTUPOBaHa)

He 3agaH

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/termidesk-
vdi/wsproxy-
healthcheck.pem

MyTb kK cepTUdUKaTy (OTKpbITOMY
KJ1HO4Y), KOTOPbIM UCMO/b3YyeTCs ASis
3aWmTbl noakntoueHmna APl-3anpocos no
cocTosHuto LLntoza (healthcheck).

Mo yMonyaHuto nepeMeHHast He
ncnosb3yeTcs (3aKOMMEHTUPOBaHa).

MpumeyaHue: cepTudukar - aptedakT,
coaepyKalmii MHhOPMaLMIO O BNnagenbLe
KJTHO4a U MOATBEPXKAAIOLLNINA
NPUHAANEXHOCTb KJto4a BagenbLy

He 3apaH

WSPROXY_HEALTH_CHECK_KEY

/etc/opt/termidesk-
vdi/wsproxy-
healthcheck.key

MyTb K 3aKPbITOMY K/HOUY, KOTOPbIi
MCMOJb3YeTCs ANS 3aWmThI
noakntoueHmsa API-3anpocos no
coctosiHuto LLntoza (healthcheck).

Mo ymonuaHuto nepeMeHHas He
ncnosb3yeTcs (3aKOMMEHTUPOBaHa).

MpuMeyaHme: kntoy -
NnocnefoBaTeNbHOCTb MNCEBAOC/YYANHbIX
uuncen, CreHepupoBaHHasi 0CobbIM
obpaszoM

He 3apaH
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HaumeHoBaHUe nepeMeHHO 3HaueHMe Mo yMOJTHaHUIO OnucaHue AprymeHT
KOMaHAHOM
CTPOKMU
LOG_LEVEL INFO AprymMeHT KOMaHAHOWM CTPOKM --loglevel

NPUMEHSETCS AN USMEHEHUS YPOBHS
noruposaHus Lnto3a. M3HauanbHO
YPOBEHb JIOFMPOBAaHUS MPUMEHSIETCS U3
3HaYeHus nepeMeHHom LOG_LEVEL
KoHdurypaunoHHoro danna /etc/
opt/termidesk-vdi/termidesk.conf.
[ns Toro 4to6bI NPUMEHUTL YPOBEHDL
JIOrMPOBaHUS U3 apryMeHTa KOMaHAHOM
CTPOKM, HEOBXOAMMO OTPefaKTUPOBaTb
unit-dann cnyx6sl LLnto3a:

* OTKpbITb AN5 pefaKkTUPOBaHUS
dann /lib/systemd/system/
termidesk-wsproxy.service;

" HaAWTU CTPOKY, HaUMHAKOLLYHOCS C
ExecStart v [06aBUTb KoY ——
loglevel C HY>XHbIM YPOBHEM.

Mpumep cTpoku:
ExecStart=/opt/termidesk/share/
termidesk-vdi/venv/bin/python
wsproxy.py --verification-key=/
etc/opt/termidesk-vdi/wsproxy/
id_rsa.pub --host=$
{WSPROXY_BIND_ADDRESS} --port=$
{WSPROXY_PORT} --loglevel=INFO

3aTeM BbINOMHUTbL Nepesanyck
KOHUIrypaLmm u cny>bbi:

* BbINOJIHUTb KOMaHAy sudo
systemctl daemon-reload;

* BbINOJIHUTb KOMaHAy sudo
systemctl restart
termidesk-wsproxy.

& [anee nHbopmaums oTHOCUTCSA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

MapameTpbl KoHbUrypupoBaHua Hoeoro Llntosa 3apatoTca M3 KoHdMrypaumoHHoro dawvna /etc/
termidesk/termidesk-gateway.conf npu ycnoBum onpeneneHuss nepemMeHHblXx B danne /lib/

systemd/system/termidesk-gateway.service.
& Tpu HeobxoamMMoCTHM NepeonpenennTb NapameTpsbl 3anycka LLinto3a yepes nHTepdenc komaHaHOM
CTPOKM, HEOBXOAMMO CHa4asla OCTAaHOBUTb CNYXKOY:

:~$ sudo systemctl stop termidesk-gateway

MomMMMO aprymMeHTOB KOMaHOHOW CTPOKM MapaMeTpbl 3anycka ChayXbbl MoryT ObiTb
nepeonpeneneHbl B unit-danne cnyxbbl termidesk- gateway /lib/systemd/system/
termidesk-gateway.service.

Mpumep danna /1ib/systemd/system/termidesk-gateway.service:
1 [Unit]

2 Description=Termidesk Gateway
3  After=network.target

Bbinyck ot sHBapsi 2024 11



@ TERMIDESK

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

[Service]

Environment=wsServerIP=0.0.0.0

Environment=wsServerPort=5099

Environment=urlCheckToken=http: /127.0.0.1:8000/ap1i/wsproxy/vl/verify
Environment=gatewaylLogMode="-1"

Environment=wsIdleTimeout=30

Environment=mgtServerIP=0.0.0.0

Environment=mgtServerPort=8444

Environment=wssServerIP=0.0.0.0

Environment=wssServerPort=8443
Environment=sslKey=/etc/termidesk/ssl-cert-snakeoil.key
Environment=sslCert=/etc/termidesk/ssl-cert-snakeoil.pem
Environment=healthCheckAccessKey=a0e08d1b0e95dfead4f431d5849b934e09ac5067b
EnvironmentFile=-/etc/termidesk/termidesk-gateway.conf
Restart=on-failure

RestartSec=5

User=termidesk-gateway

Group=termidesk-gateway

ExecStart=/usr/bin/termidesk-gateway ${gatewayLogMode} \
-wsServerIP=${wsServerIP} -wsServerPort=${wsServerPort} \
-urlCheckToken=${urlCheckToken} -wsIdleTimeout=${wsIdleTimeout} \
-mgtServerIP=${mgtServerIP} -mgtServerPort=${mgtServerPort} \
-healthCheckAccessKey=${healthCheckAccessKey} \
-wssServerIP=${wssServerIP} \

-wssServerPort=${wssServerPort} \
-sslKey=/etc/termidesk/ssl-cert-snakeoil.key \
-sslCert=/etc/termidesk/ssl-cert-snakeoil.pem

[Install]

WantedBy=multi-user.target

[ns 3apaHmsa napaMeTpoB KoHUrypuposaHusa Hosoro LLnto3a us danna Heobxoanmo:

= co3gaTb KaTanor /etc/termidesk/, ecnn ero Hert:

:~$ sudo mkdir /etc/termidesk/

* co3paTb nycTom damn /etc/termidesk/ termidesk-gateway.conf:

:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

* OoTpenakTMpoBaTb dann termidesk-gateway.conf, yka3aB HeobXxoguMble 3HaYeHMUs

napameTpoB:

1
2
3
4
5

6

7

# Afpeca, Ha KOTOPbIX NPUHMMATb BXOAALLME MNOAKIHUYEHUS

wsServerIP=0.0.0.0

# [pocnylwmBaeMblii NOPT 4151 BXOASALLMX NOAKMHOUYEHWIA

wsServerPort=5099

# Appec 6pokepa, Mo KOTOPOMY GY[EeT OCYLLECTB/IATLCS NPOBEPKa N0b30BaTENbCKUX MOAK/THYEHW B

c/lyyae KOMIMJIEKCHON YCTaHOBKM

# Ecnu nporpaMmmHblli Komnnekc Termidesk ycTaHOBNEH B pacnpefeneHHoM BapriaHTe, BMECTO
127.0.0.1 cneayet ykasatb agpec 6aiaHCUMpOBLLMKa

urlCheckToken=https://127.0.0.1/api/wsproxy/vl/verify
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8

S
10
11
12
13
14
15

16
17
18
19
20

21

# VHTepBan ycTaHOBKM coefuHeHnss (B CeKyHaax)

wsIdleTimeout=30

# PeXum XypHasmpoBaHus .

gatewaylLogMode=-1 - BKOYUTb OTNAAKY YPOBHA INFO.

# gatewaylLogMode="-d" - BkMOUNTb OTNAAKY YPOBHSA DEBUG.

# lycToe 3HayYeHue napameTpa gatewaylLogMode= - BbIK/IOUNTL OTNAAKY .

# Appec gns goctynak API

# ECnu HyXHO, 4TOGbI AOCTYN 6bI1 Y BHELIHUX CUCTEM, TO BMECTO 127.0.0.1 cneayet ykasaTb
0.0.0.0

mgtServerIP=127.0.0.1

# Mopt gns goctyna Kk API

mgtServerPort=8102

# Kntou pocTyna ons ayteHTudmkauum 3anpocoB K API. YkasaHue 3HauyeHUs koya 06sa3aTeibHO

# Tpw 3agaHnmn KYa ero pasmep LO/HKEH COCTaBNATL OT O A0 64 CUMBONA, [O/MKHbI MCNOMb30BATLCA

CMMBO/IbI B LUECTHAALATEPUYHON cucTeme (0-9, a-f)

healthCheckAccessKey=a0e08d1b0e95dfeadf431d5849b934e09ac5067b

" BbINOJIHUTb Nepe3arpys3Kky CJ'Iy)K6bI n Moaynsa:

:~$ systemctl daemon-reload & systemctl restart termidesk-gateway.service

LocTynHble napameTpbl, a Tak)Xe apryMeHTbl KOMaHAHOM CTpoku gns Hosoro LLnto3a npuseneHbl B

Tabnuue (cm. Tabnuua 2).

Ona nonyyeHus wvHdopmaumm no [AOCTYMNHbIM MapamMeTpamM w3 UHTepdenca KOMaHOHOW CTPOKM,

HEO6XO,EI,VIMO BbIMNOMHUTb KOMaHAY:

:~$ termidesk-gateway --help

Tabnuua 2 — JocTynHble nepeMeHHble HoBoro LLinto3a

HauMeHoBaHue 3HauyeHHue No YMosTHaHUIo Onucanue ApryMeHT KOMaHgHOM
nepeMeHHOM CTPOKMH
wsServerPort 5099 MopT npocnywimBaHus cnyx6bl Ans --wsServerPort

BXOASALLIMX MOAKJTFOUEHUIN

wsServerIP

127.0.0.1 ALpec NpocayLIMBaHUS BXOAALLMX --wsServerIP
MOAK/THOYEHUIN NPU KOMIIEKCHOM
YCTaHOBKe.

Mpu pacnpepeneHHoOM ycTaHOBKe
Heob6X0AMMO MCMOb30BaTb 3HAYEHUE
0.0.0.0, 4Tobbl NOPT 5099
npocayLmnsancs He Tonbko localhost,
€CJIM MNaHUPYeTCs NPUHMMATD 3arnpochl
Ha MOAKJIFOUYEHMS C BHELUHUX CUCTEM
(Hanpumep, c 6anaHCUpPOBLLMKOB
Harpyskmu)

He 3agaHo

10000 MopT npocnywmnBaHmsa cny>kbbl ans --wssServerPort
BXOOALUMX MOAKIHOUEHUI MO NMPOTOKONY
SSL
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HauMeHoBaHue
nepeMeHHOM

3HaueHu1e Mo YyMOHaHUIO

OnwucaHue

ApryMeHT KOMaHAHOM
CTPOKU

He 3apaHo

127.0.0.1

AJpec NpocnyLLMBaHNS BXOASALLMX
NoAKJItoYeHUM o npoTtokony SSL npwu
KOMTIEKCHOW YCTaHOBKE.

Mpu pacnpepeneHHoOM ycTaHOBKe
HeobX0AMMO MCMOb30BaTb 3HAYEHUE
0.0.0.0, YTobbI NOPT MNpOCAyLLMBaCA
He ToNbko localhost, ecnm
NAaHMPYETCA NPUHMMATbL 3aMpocChl Ha
NMOAKHOYEHUS C BHELLUHUX CUCTEM
(Hanpumep, c 6anaHCUpPOBLLMKOB
Harpysku)

--wssServerIP

He 3agaHo

Het

MyTb K darny knroYa aNa coeamHeHUs
SSL.

Mpumep koMaHAbl, B KOTOPOWM
nepeonpeaeneHbl NapaMeTpbl 3anycka
cnyx6bl LLnto3a, ykasaHbl Nyt K
darinam knoya u ceptudmkarta u
BKJIFOUYEH OTIaA0UHbIN PEXMUM:

:~$ termidesk-gateway --
wssServerIP=0.0.0.0 --
wssServerPort=8443 --
sslKey=/etc/ssl/private/
ssl-cert-snakeoil.key --
sslCert=/etc/ssl/certs/ssl-
cert-snakeoil.pem --debug

Mpw ncnonbsoBaHUm cepTUPUKATOB M
K/itouen Ha dannbl . key U .pem
HeobxoAMMO BblaTb NpaBa Ha YTeHue
KOMaHgou chmod 644:

:~$ sudo chmod 644 /etc/
termidesk/ssl-cert-
snakeoil.key

:~$ sudo chmod 644 /etc/
termidesk/ssl-cert-
snakeoil.pem

M nepesanyctutb termidesk-gateway:

:~$ sudo systemctl restart
termidesk-gateway.service

--sslKey

He 3agaHo

Het

MyTb k dariny ceptudmkaTa ons
coeguHeHua SSL.

Mpumep koMaHAb! A8 NepeornpeaeneHms
napameTpa npuBeaeH Bbllle

--sslCert

He 3agaHo

Het

MaponbHas dpasa ans coegnHeHus SSL

--sslPassPhrase

He 3agaHo

Het

MyTb K dariny ¢ knrovamu Ouddu-
XennmaHa ansa coegmuHeHns SSL

--sslDhParams
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HauMeHoBaHue
nepeMeHHOM

3HaueHu1e Mo YyMOHaHUIO

OnwucaHue

ApryMeHT KOMaHAHOM
CTPOKU

He 3apaHo

Het

MyTb K KOpHEBOMY cepTUbMKaTy, Ha
KOTOPOM BbINYLLEH cepTUdMKaT,
yKa3aHHbIM B NapameTpe sslCert.

Mcnonb3yeTca oas nposepku
NoA/IMHHOCTU YKa3aHHOro B NapaMeTpe
sslCert cepTudmkaTa

--sslCa

He 3apaHo

Het

Mcnonb3yeMbit anroputm ans
npeobpasoBaHui ans coeamHeHms SSL

--sslCiphers

urlCheckToken

https://127.0.0.1/api/
wsproxy/vl/verify

IP-appec unn FQDN gucnetuepa
Termidesk ana obcnysxkmsaHus API-
3anpocoB no coctosHuto LLintoza B
C/lyyae KOMMIEKCHOM YCTaHOBKM.

Ecnu nporpamMMmHBbIi KoMniekc
Termidesk yctaHoBneH B
pacripefieneHHOM BapuaHTe, cnefyeT
W3MEHUTb 3HayeHWe 127.0.0.1 Ha
BHewHun IP-agpec unn FQDN
6anaHCUpOoBLLMKa

--urlCheckToken

He 3agaHo

30

MHTepBan ycTaHOBKM coeanHeHus (B
CeKyHAax)

--wsIdleTimeout

gatewaylLogMode

Het

AKTUBaLMS U NePEKTOUYEHNE peXXMMa
>KYPHaNMpoBaHus. 3HaueHWe 3a4aeTCs
yepes dann termidesk-gateway.conf.

Mpu 3HaueHumM «—d» akTMBUpYeETCA
noppobHbIN pexxum yposHa DEBUG,
npuv 3HaYeHUM «-1» aKTUBUPYETCA
MeHee NoAPOBHbIN PEXUM YPOBHS
INFO. MycToe 3Ha4eHWe napameTpa
NPUBOAMT K OTKJTHOUEHUIO peXMMA
YKYPHaNMpoBaHus.

AKTUBMPOBATb PEXXMM MOXHO TaKKe
yepes apryMeHT KOMaHAHOW CTPOKM, Ansi
3TOrO BbINOAHUTD:

termidesk-gateway <3HauyeHue>
Mpumep:

termidesk-gateway -1

MHdopmaumsa byaeT BbIBOAUTLCS B
UHTepdeNC KoMaHAHOM CTpoku. [Ana
npekpaLleHus BbIBOAA U OTK/THOUEHUS
peXKMMa HeobXoAMMO HaXKaTb COYETaHUE
knasuw <Ctrl>+<C>
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HauMeHoBaHue 3HauyeHHue No YMosTHaHUIo Onucanue ApryMeHT KOMaHgHOM
nepeMeHHOM CTPOKMH
mgtServerIP 127.0.0.1 3apaHue IP-agpeca nnn FQDN poctyna --mgtServerIP

Kk APl LLUnto3a. Kog 200 B otBeTe Ha API-
3anpoc CBUAETENIbCTBYET O
paboTtocnocobHocTu LLntoza.

Mpu pacnpeneneHHon ycTaHOBKe
cnepyeT 3aAaTb 3HadYeHve 0.0.0.0 ans
aKTMBaLMU NpUEMA 3aMpPOCOB C BHELLHUX
cucTem.

3anpoc c napaMeTpamMu Mo yMon4aHuo
YCMeLwHO BbIMNOSIHUTCS TOMLKO C Y313, Ha
KOTOpPOM ycTaHoBNeH LLnto3:

:~$ wget http://localhost:8
102/api/health

[ns Toro 4Tob6bI NONYYUTHL COCTOSIHME
LLinto3a c ppyroro y3na, Hy>HO 3a4aTb
napamMeTpy —--mgtServerIP 3HayeHue
0.0.0.0. MNMpumep koMaHabI Ans
3anycka L nto3a c nepeonpeneneHHbIMU
napameTpamu:

:~$ termidesk-gateway --
wsServerIP=0.0.0.0 --
wsServerPort=5099 --
urlCheckToken=http://
<FQDN_Y3na>/api/wsproxy/vl/
verify --wsIdleTimeout=30
--mgtServerIP=0.0.0.0 —-
mgtServerPort=8102 --
healthCheckAccessKey=6622b0
9199c62bcf9418ad846dd0e4bbd
fc6eedb

3HauyeHMe TakXKe MOXKET BbITb
nepeonpeaeneHo yepes dann
termidesk-gateway.conf
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HauMeHoBaHue
nepeMeHHOM

3HaueHu1e Mo YyMOHaHUIO

OnwucaHue

ApryMeHT KOMaHAHOM
CTPOKU

mgtServerPort

8102

3apaHue nopta goctyna Kk API Lnto3a.

Mo YMOJTYHaHUKO UCNONb3yeTCca NopT
8102.

MpumMep koMaHAab! ANa nepeorpeneneHms
napameTpoB 3anycka LLnto3za gna
poctyna K APl u3 BHelWHUX cucTeMm:

:~$ termidesk-gateway --
wsServerIP=0.0.0.0 --
wsServerPort=5099 --
urlCheckToken=http://
<FQDN_Y3na>/api/wsproxy/vl/
verify --wsIdleTimeout=30
--mgtServerIP=0.0.0.0 —-
mgtServerPort=8102 --
healthCheckAccessKey=6622b0
9199c62bcf9418ad846dd0e4bbd
fc6eedb

3HauyeHMe TakXKe MOXET ObITb
nepeonpeaeneHo yepes dann
termidesk-gateway.conf

--mgtServerPort

healthCheckAccessKey

a0e0@8d1b0e95dfea...

3agaHue Kntoda gocTyna ans
ayTeHTUdUKaumm 3anpocos K API
L ntoza.

lMpuMep koMaHAbl Ana nepeonpeneneHus
napameTpa npvBeaeH BbiLLe.

3HayeHMe TakXKe MOXET BbITb
nepeonpepeneHo yepes dann
termidesk-gateway.conf.

Mpu 3apaHnM 3HayYeHMs kntoya cnepyeT
PYKOBOACTBOBATbLCS MPaBUJIOM, YTO:

= pasMmep KJto4a A0/KeH
coctaenatb ot 0 go 64 cumeona;

* [0/XHbl UCMONb30BaTLCA
CMMBOJbl B LLIECTHAALATEPUUHOMN
cucteme (0-9, a-f)

healthCheckAccessKey

He 3agaH

Het

BbiBog Bepcuu LLntoza

--version

Mpumep KkOoMaHAbl MPOBEPKM COCTOAHMSA KOMMOHEHTa 4epe3 yTuauTy curl

termidesk-gateway:

:~$ curl -v -s -X

'GET'

ana Hosoro Llntosa

"${HOSTNAME}:8102/api/health" -H 'accept: application/json' -H

"Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%{http_code}\n"

3.3 . )XypHanupoBaHue

XypHan pabotbl cTaporo LLnto3a pacnonoyxeH B panne /var/log/termidesk/wsproxy.log.

LOna npocmoTpa xxypHana Hoeoro LLInto3a MOXHO BbINONHUTD:

:~$ sudo journalctl -f -u termidesk-gateway.service
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:~$ sudo less /var/log/syslog

Bbinyck ot sHBapsi 2024

CNET.10001-01 90 05

18



@ TERMIDESK

CNET.10001-01 90 05

4 . MEPEYEHb COKPALLEHUM

CokpalueHune MosicHeHUe

BPM BupTtyanbHoe paboyee mecTo

API Application Programming Interface (uHTepdeic npuknagHoro
NporpaMMmMpoBaHUs)

HTTP HyperText Transfer Protocol (npoTokon nepepauu runepTekcra)

HTTPS Hypertext Transfer Protocol Secure (pacumpeHue npotokona HTTP gns
NoAAepXKKU WndpoBaHUs)

IP Internet Protocol (MexxceTeBow npoTokon)

TCP Transmission Control Protocol (npoTokon ynpaBneHus nepefavert AaHHbIX)

Termidesk MporpamMmMHbIN KoMnnekc «ducneTyep NOAKAOYEHUI BUPTYabHbIX paboumnx
mecT Termidesk»
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