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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMeHT SBNSeTCs CeAbMOM 4YacTbO PYKOBOACTBA agMMHUCTPATOpa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B 3TOoM pykoBoaCTBEe nNpuMBEAEHO Ha3HayeHWe, YCTAaHOBKA WM HacTpomka komnoHeHTa «Cepsep
TepMuHanoB». [ns Toro, 4Tto6bl MONYyYUTb MHOOPMALMIO O MecTe KOMMOHEHTa B MPOrpaMMHOM
KOMMJiekce, He0bXoaMMO 06pPaTUTLCA KO BTOPOM 4acTU PyKOBOACTBA agMuUHuUcTpaTopa - C/IET.10001-01

90 02 «PykoBoacTBo agMuHMCTpaTopa. HacTpoika nporpaMMHOro KoMmnaekca».

1.2 . Ha3HaueHue koMnoHeHTa «CepBep TepMUHANOB»

KomnoHeHT «CepBep TepMuHanoB» (nanee - cepsep TepmumHanos Astra Linux, STAL) Bxoaut B cocTas
Termidesk.

STAL obecneumBaeT MOAK/IHOYEHME MOMb30BATENbCKMX Paboumx CTaHUMKA K BUPTYalbHbIM paboymm
mectam (BPM) c onepaumorHHomn cuctemom (OC) Astra Linux Special Edition yepes ceaHc yganeHHoro
TepMUHana.

STAL no3BonsieT BbIMONHATL AOCTaBKY Kak paboyero ctona BPM ¢ OC Astra Linux Special Edition, Tak
M ONyBNKOBAHHbIX MPUTOXKEHUI.

STAL ycTaHaBnvBaeTCcs Ha Yy3es, BbIOpaHHbIM B Ka4yecTBE TEePMWHANbHOINO cepBepa, COBMECTHO C

koMnoHeHToM «CeccuoHHbIM AreHT» 13 coctasa Termidesk.

& [Ona pabotbl co STAL B nonutukax doHaga BPM napametpy «MexaHusm obecneveHus
6e3onacHocTu Ha ypoBHe cetn (RDP)» ponykHo 6bITb 3apaHo 3HaveHue « TLS» nnu «RDP» (cm.
noapasaen MobanbHble nonutuku poraa BPM goxkymenta CJTET.10001-01 90 02 «PykoBoacTtso
agMUHUCTpaTopa. HacTpolika nporpaMMHOro KOMmJiekca»).

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

Ons ycrtaHoBkn STAL MuHMManbHble annapaTHble TpeboBaHWS y3na [O/KHbI COOTBETCTBOBATb

ClleayoLWmM:

* npoueccop apxmuTekTypsbl Intel x86 pazpagHocTn 64 6UT;
* onepaTuBHas NamATb, He MeHee 2 ['b;
* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeamHeHune, He meHee 100 MéuT/c.

STAL ycTtaHaBnuBaetcs Ha OC Astra Linux Special Edition (Server). OC ponkHa 6bITb yCTaHOBNEHA C

rpadpuyeckum nHTepderncom.
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1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme CornalleHms:

* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeETCA ANa BblaeNeHus (pParMeEHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB U MNanok (AMPEKTOPUI), MyTeM MNepeMeLLeHMs, CTPOK KOMMEHTapwueB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMeHTOB (0ObEKT, KNacc, TUM, NepeMEHHas, KOMaHAa, Makpoc U T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, MWCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

pacrnpocTpaHsieMoro B opmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbIMOMHUTb CNeAyoLLee:

* CKOMMPOBATb B IOMALLHMI KaTanor nonb3oBaTens 0bpas amMcka termidesk-<Bepcus> . iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTasora repos MOAK/OYEHHOro obpasa Aucka B Katanor /var
nokanbHou ansioBOM CUCTEMBI:

:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT y3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe

Base64.
* 0BHOBUTb JaHHbIE MAKETHOrO MeHemKepa:

:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.

2.2 . YcraHoBka STAL

Mepen ycTaHOBKOW HeEOBXOAMMO MOAKAOYUTL JIOKabHbIM peno3uTopui Termidesk, Kak ykasaHO B
nogpasaene [MonyyeHue naketoB yctaHoBkn B OC Astra Linux Special Edition. OC, Ha koTopyto

ycTaHaBnmeaeTca STAL, fnomkHa 6biTb YCTaHOBNEHA C rpacdrUyeckmM MHTEPdENCOM.
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A ﬂ.ﬂﬂ noakKnw4veHna K Oﬂy6J'IVIKOBaHHbIM npmnnoXxeHnam m K TepMUHalbHbIM CeCCUAM MOXXHO
MCNONb30BaTb OTAeNbHble ycTaHoBkM STAL ans ypobcTBa paszeneHuss no dyHKUMOHany: Ha
OLLHOM CepBepe - TONIbKO MPUSIOXKEHUS, Ha APYTrOM - TONIbKO TEPMUHAJbHbIE CECCUM.

B danne /etc/apt/sources.list [OO/MKHbI ObiTb BKJIHOYEHbl CHEAYHOWME WCTOYHUKM MMAKETOB

(peno3uTopun) Anst KOPpPEeKTHOM yCTaHOBKM Bcex 3aBucumocTer B OC:

1 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

2 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© HaunHas c onepatueHoro obHosneHus 1.7.5 OC Astra Linux Special Edition (6ronneteHb N2
2023-1023SE17) yny4yweH mexaHusMm B3aumopgencTtems co STAL, noatoMy Ans KOpPpPeKTHOro
dyHkunoHmpoaHua STAL pekomeHayeTcs o6HoBuTb OC Astra Linux Special Edition.
Mpu Hanuuum B  anne /etc/apt/sources.list peno3utopus astra-ce  HY>XHO
3aKOMMEHTUPOBATb €ro, YTobbl M36eXaTb YCTaHOBKM HECOBMECTUMbIX BEPCUI MAKETOB:

1 # PacluvpeHHblli peno3utopuii (KOMMOHEHT astra-ce)
2 #deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce

LOns yctaHoBkn STAL Hy>KHO BOCMOMb30BaTbCS KOMaHAAMM:

1 :~$ sudo apt install stal-rdp-transport
2 :~$ sudo apt 1install stal

yCTaHOBKy MOXHO TakKXe BbIMOAHUTb W3 deb-nakeTa, He MoAKAKO4Yas JNIOKanbHbIN pEI'IO3MTOpVIl‘;1,

KOMaHOaMMU:
1 :~$ sudo apt install /home/user/stal-rdp-transport-XXX-x86_64.deb
2 :~$ sudo apt install /home/user/stal-XXX-x86_64.deb

roe:

/home/user/stal-rdp-transport-XXX-x86_64.deb - nyTb K deb-nakeTy noagep>XkKu npoOTOKOSA
poctaBku gna STAL (stal-rdp-transport);
/home/user/stal-XXX-x86_64.deb - nyTb k deb-nakety STAL.
Mocne ycTaHOBKM OCHOBHbIX NakeToB STAL HY>XHO yCTaHOBUTb NakeTbl NOAAEPYKKU (PYHKLMOHASIbHOCTU
B C/lefyHOLLEN NOCNe0BaTeIbHOCTH:

* stal-redirect-api - nakeT 6azoBoro API, OT KOTOpPOro 3aBUCAT CrieayroLLMe NaKeTbl;

* stal-redirect-drive - nakeT peanmsaummu nepeHanpasneHusa aucka B RDP-ceccuto;

* stal-redirect-print - nakeT peanmsaumnm nepeHarnpasneHus npmHTepa 8 RDP-ceccuto;

* stal-redirect-clip - nakeT peanusaumm bydepa obMeHa.
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YcTaHOBKa BbINOMAHAETCA KOMaHAOMN:

1 :~$ sudo apt install stal-redirect-api stal-redirect-drive stal-redirect-print
stal-redirect-clip

& Tocne yctaHoBkn STAL HYXHO YyCTaHOBUTb KOMMOHEHT «CECCUMOHHbIM AreHT» (termidesk-
session-agent) us coctasa Termidesk.

Cnincok 3aBUCMMOCTEN MaKeToB npueeneH B Ta6nmu,e (cm. Tabnuua 1).

Tabnuua 1 — Cnncok 3aBUCMMOCTEN MaKeToB

MakeTt 3aBucmMMocCTH

stal libjsoncppl, libblkidl, libdbus-1-3, libdbus-c++-1-0v5, libx11-xcb1l, libxcb-randro,
xserver-xorg -video-dummy, x11-xserver-utils, winpr-utils, stal-rdp-transport (>=
3.0.b6), fly-wm, fly-notifications

stal-rdp-transport Tibxkbfilel, libdbus-1-3, libx11-6, libss11.1, libkrb5-3, libicu63, libxfixes3,
libxext6, libkeyutilsl, libcairo2, libswscale5, libavcodec58, libswresample3,
libfaaco, libfaad2

stal-redirect-api 1libdbus-1-3, libdbus-c++-1-0v5
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5, libfuse3-3, fuse3, stal-redirect-api (>= 1.1.rc2)
drive
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5, libjsoncppl, libcups2, cups—-daemon, cups-client,
print stal-redirect-api (>= 1.1.rc2)

stal-redirect-clip | libdbus-1-3, libdbus-c++-1-0v5, libfuse3-3, fuse3, stal-redirect-api (>= 1.1.rc2)

Mocne yctaHoBkM cny>kbbl  STAL aBTOMaTMyeckun 006aBNAOTCA B aBTO3arpy3Ky M 3amycKatoTcs.

Bpyu4Hyto BbINONHUTL Nepe3anyck Cny>k6 MOXKHO KOMaHA0M:

:~$ sudo systemctl restart termidesk-stal stal-proxy stal-rdpepc

Mpoeepka coctosHua STAL npousBoamMTca koMaHaaMM:

1 :~$ sudo systemctl status stal-proxy
2 :~$ sudo systemctl status termidesk-stal
3 :~$ sudo systemctl status stal-rdpepc

Crtpoka «Active» oTOBpakaeT COCTOSIHME CepBMCa, rAe CTaTyc «active (running)» o03HayaeT

yCMeLwHbI 3anycK.

2.3 . YnaneHue STAL

Ynanenne STAL u3 cpeabl OC Astra Linux Special Edition BbinonHsieTca KoMaHAoM:

:~$ sudo aptitude purge -y stal stal-redirect-api stal-redirect-drive stal-redirect-print
stal-redirect-clip

roe:
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-y - KoY AN nponycka noaTrBep>XXAeHUNA yOoaneHus.

Mocne yaaneHud HeOGXO,EI,MMO OYUCTUTb OCTaBLLUMECA 3aBUCMMOCTU U KOHCI)MI'ypaLI,VIM KOMaHOoMu:

:~$ sudo aptitude purge ~c -y

KOMaH,EI,a MOMHOCTbLHO YyAannT oCTaBLLMnecCa HaCTpODIKVI M 3aBUCUMOCTU YiKe yaaJIEHHbIX NMakKeToB.

2.4 . ObHoBneHue STAL

O6HoBneHne STAL BbinonHseTcs yCTaHOBKOM HOBOWM BEPCUM MOBEPX MpeablayLLen.

Bbinyck ot sHBapsi 2024 9
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3. HACTPOMKA KOMMOHEHTA

3.1 . MNapameTpbl KoHPUrypmupoaHus STAL

Ons Hactporikn STAL mcnonb3ytoTcs KOHPUrypaumoHHble dannbl /etc/stal/stal_service.json, /

etc/stal/stal_proxy.json u /etc/stal/stal_kiosk.json.

& B 6onbwmHcTBe cnyyaeB STAL He TpebyeT M3MeHeHWst KOHPUrypauMOHHbIX (annoB nocne
ycTaHoBKWU. OnuncaHue dainoB NpmMBeLeHO AJ1S paCLUMPEHHOM HAaCTPOMKM.

MapaMeTpbl BHYTPU KOHPUrypaLMOHHbIX HanioB MMEIOT CNEAY LY CTPYKTYPY:

1 {

2 "napametp'": '"3HauyeHue",

3 "nmapametp": [ "3HaueHue 1", ..., "3HayeHne N" ],

4 "napametp": [ "3HaueHue 1", "%{3HaueHue 23}", ..., "3HaueHue N" ],
5 "nmapametp": [ "aprymeHT:%{3HaueHue}" ]

6 1

Mons %{3HaueHne} UCMONb3YOTCA ANA NOACTAHOBKU CNYXKEBHbIX 3HAaYEHUN.
A UenouncneHHbie 3Ha4YeHMS He 3aK/THOYAIOTCA B KaBbIUYKU.

®ann  /etc/stal/stal_proxy.json onpegenseTr napameTpbl paboTbl cepBuca stal-proxy,
obecrneumnBatoLlero nepegavy Tpacdumka oT KIMEHCKUX COEAMHEHWUIM Ha NIoKanbHbIM cokeT. [Mpumep danna

/etc/stal/stal_proxy.json:

1 {

2 "debug:level": "debug",

3 "transport:debug": false,

4

5 "listen:port": 3389,

6 "listen:addr": "0.0.0.0",

7 "listen:timeout": 10,

8

9 "#kerberos:realm": "UVEON",
10 "#kerberos:keytab": "/etc/stal/termsrv.keytab",
11
12 "#x1llrdp:path": "/usr/libexec/stal/freerdp-shadow-cli",
13 "#x1llrdp:args": [ "/ipc-socket:%{socket}" ],
14
15 "tcp:keepalive:enable": true,
16 "tcp:keepalive:delay": 5,
17 "tcp:keepalive:retries": 3,
18 "tcp:keepalive:interval™: 2
19 }
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®ann /etc/stal/stal_service.json onpegensieT napaMeTpbl paboTbl OCHOBHOro cepBuca stal,

O6ECI'IeLIMBaI'OLLI,EFO 3anyCck n oCtaHOB FpadJMLIECKMX Ceccui nonb3oBaTens u peannsyrowiero OCHOBHOM

dyHkumnoHan STAL. MNMpumep danna /etc/stal/stal_service.json:

1 {

2 "debug:level": "debug",

3

4 "display:min": 101,

5 "display:max": 901,

6

7 "#runtime:dir": "/run/stal",

8 "#runtime:xdg": "/run/user/%{uid}",
9

10 "#xvfb:path": "/usr/bin/Xorg",

11 "#xvfb:rargs": ":%{display}", "-nolisten", "tcp", "-logfile", "/dev/null",
"—auth", "%{authfilel}", "-config", "stal.conf", "-depth", "%{depth}",
"+extension", "DAMAGE", "+extension'", "MIT-SHM", "+extension",
"+extension", "XFIXES", "+extension", "XTEST" ],

12 "#xvfb:sock": "/tmp/.X1l-unix/X%{display}",

13

14 "#pam:service": "stal",

15

16 "session:path": "/usr/bin/fly-wm",

17 "session:args": [ ],

18 "session:programs": "/etc/stal/programs.json",

19

20 "#seamless:timeout": 60,

21 "#inactivity:timeout": 0,

22 "#duration:timeout": 0,

23 "#disconnect:timeout": 0,

24 "#clipboard:limit": 0,

25

26 "#redirect:drive": true,

27 "#redirect:print": true,

28 "#redirect:smartcard": true,

29 "#clipboard:file": true,

30 "#clipboard:server": true,

31 "#clipboard:client": true,

32

33 "#connect:policy": "NextDeny",

34

35 "applications:skip": [ "lcestart.desktop" ],

36

37 "#helper:notification": "/usr/libexec/stal/stal_notify",

38 "#hash:path": "/usr/bin/winpr-hash",

39 "#xrandr:path": "/usr/bin/xrandr",

40

41 "#tdsk:enable": false,

42 "#tdsk:fstype": "ext4",

43 "#tdsk:option": ""

44 3

Bbinyck ot sHBapsi 2024

"RANDR",

11



@ TERMIDESK

e
~

CNET.10001-01 90 07

®ann /etc/stal/stal_service.json onpeaensieT CBOMCTBA OKOH MPUJIOXKEHWUM, 3aryCKaembiX B

peXKMMe O0CTaBKWU MpunoxeHnn (knock). CBOMCTBA OKOH OMpPemensitoTCsl CUCTEMHOM YTUIIMTOM Xprop.

Mpumep danna /etc/stal/stal_kiosk.json:

1 [
2 {
3 "wm:window:type": "dialog",
4 "wm:class": "lcv8x",
5 "wm:window:role": "GtkFileChooserDialog",
6 "frame": false,
7 "fullscreen": true
8 }
S {
10 "wm:window:type": "dialog",
11 "wm:class": "lcv8x",
12 "frame": false,
13 "fullscreen": false
14 }
15 {
16 "wm:class": "xterm",
17 "frame": false,
18 "fullscreen": true
g }
20 {
21 "wm:window:type": "normal",
22 "wm:class": "*",
23 "frame": false,
24 "fullscreen": true
25 }
26 {
27 "wm:window:type": "dialog",
28 "wm:class": "*",
29 "frame": true,
30 "fullscreen": false
31 }
32 ]

Cnuncok JOCTYMHbIX NapaMeTpoB KOHMUrypaumMoHHoro darna /etc/stal/stal_proxy.json npuseneH

B Tabnuue (cm. Tabnuua 2).

Tabnuua 2 - OnucaHme napameTpoB danna KOHbUrypauum cepBmnca proxy

YKypHanuposaHus ans RDP-npoTtokona (freerdp-
shadow)

Mo yMonyaHuio pexxum oTnagovyHoro
YKYPHaNMpOBaHUs BbikAtoveH. [nsa BKItoYeHUs
HeobxoAMMO MPUCBOUTbL NapaMeTpy 3HaYeHue
true

Mapametp HaszHaueHue 3Ha4yeHWe No yMONYaHUIO
debug:level YpoBeHb 0TN1al04HbIX cO0bLEHNN. Bo3aMoykHbIe debug
3HadeHus: debug, info, none
transport:debug YnpaBneHue pexxMMoM OTNag04YHOro false

Bbinyck ot sHBapsi 2024
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Mapametp HasHauyeHue 3HaueHue Mo yMOIYaHUIO
listen:port CepBucHbIM NoOpT focTyna 3389
listen:addr CeTteBon MHTepdenc ans coeguHeHUs 0.0.0.0
listen:timeout Bpemsa oxknaaHus KNIMEHTCKOro NoaKItoYeHus, B 10

CeKyHAax
kerberos:realm [oMeH Kerberos UVEON

kerberos:keytab

YkasaHue keytab-canna ans ayteHTUdGUKauum
Kerberos pansa ydyeTHow 3anucu cepeepa STAL.
Mavin termsrv.keytab nocne ycTaHOBKM He
CYLLECTBYET, ero HeobXxoAMMO €co34aThb Ha
KOHTpO/iepe AOMEeHa U CKonnpoBaTb B /etc/
stal/

/etc/stal/termsrv.keytab

x1llrdp:path

CucTteMHas nporpamma 3anycka RDP-npoTokona
(nocTaBnsieTcs ¢ naketom freerdp)

/usr/libexec/stal/freerdp-
shadow-cli

x1llrdp:args

Cnucok aprymeHToB A9 KoMaHAbl RDP-npoTokona

/ipc-socket:%{socket}

tcp:keepalive:enable

YrpaBneHue nepernogKIto4eHNeM K CECCUU.

Mpu 3HaueHnn false NogKAtOUYEHME K CECCUM
noce pa3pbiBa COegUHEHUS U ero
BOCCTaHOBNEHUSA BO3MOXXHO TOJIbKO MO
MpoLUEeCTBMMU HEKOTOPOIrO BPEMEHM.

Mpu 3HaYeHUU true NOAKIKOYEHME K CECCUM

nocne paspbiBa COeAMHEHNA BO3MOXXHO Cpasy
nocne ero BOCCTaHOBIEHUA

true

tcp:keepalive:delay

Bpems (B cekyHAax) npocTos coeanHEHUs!, No
npowecTteum kotoporo TCP HauHET oTnpaBnATbL
NpOBEPOYHbIE MAKETbI

tcp:keepalive:retries

MakcumanbHoe uncno nposepok TCP,
oTnNpaBnsieMbix nepes cbpoCcoM coeanHEHUS

tcp:keepalive:interval

Bpems B cekyHAax Mexxay OTNpaBKaMm OTAESbHbIX
NPOBEPOYHbIX MaKeTOB

& HekoTopbie napameTpbl B json-¢aniax 3akOMMEHTUPOBAHbI - Nepes HUMU eCTb CUMBON «#». ITO
3HAYUT, YTO TAKOM MAPaMETP MUCMOJIb3YeTCS CO 3HAYEHMEM MO YMONYaHUIO. YTOBbI ero U3MeHUTb,
HY>XHO YAAIUTb CUMBOJ «#%» U MPUCBOUTbL HY>KHOE 3HAYEeHUe NnapameTpy.

Mpumep:

no ymosnyaHutio B kavecTse goMeHa Kerberos B napameTtpe kerberos:realm danna /etc/stal/
stal_proxy.json yka3aH UVEON. YTobbl ykasaTb Apyron AOMeH, Hanpumep, example.local,

HY>KHO npeobpa3oBaTb MapameTp '"#kerberos:realm":
"example.local".

Cnucok  poCTynHbIX

napamMeTpoB KOHpUrypaumoHHoro danna

npuBeaeH B Tabnuue (cm. Tabnuua 3).

Bbinyck ot sHBapsi 2024
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Mapametp HasHaueHune 3HaueHu1e Mo YMOJIHaHUIO
debug:level YpoBeHb 0TNAA0UHbIX COOBLLEHMIA. debug
Bo3MoxkHble 3HaueHus: debug, info, none
display:min HuxxHas rpaHunua HyMepaumm ceccui 101
display:max BepxHss rpaHvua Hymepauum ceccun (BnuvsieT 901
TOSIbKO Ha AOMYCTMMOE MaKCMMaslbHOe KOIMYeCcTBO
ceccumn Ha cepBepe, limits = display:max -
display:min)
runtime:dir Pabounin katanor cepsmca STAL /run/stal

runtime:xdg

XDG-KkaTasor ceccuu

/run/user/%{uid}

Bo3MoxkHa noacTaHoBKa CNny>kebHOro 3Ha4YeHus: %
{display}

xvfb:path MyTb 3anycka X11-cepBepa /usr/lib/xorg/Xorg
xvfb:args Cnuncok aprymeHTOB X11-cepBepa. He 3apgaHo
B03MOXHbI MOACTAHOBKM CNYXKEOHbBIX 3HAYEHUIN: %
{display}, ¥{authfile}, %{depth}, %{width},
%{height}
xvfb:sock Mopmart cokeTa pna X11-cepeepa /tmp/.X11-unix/X%{display}

pam:service

HanmeHoBaHme cepBuca goctyna PAM

stal

session:path

KnnenTckas nporpamMma, 3anyckaemasa B ceccum

Jusr/bin/fly-wm

session:args

Cnuncok apryMeHTOB N5 3aMyCKa KJMEHTCKOM
nporpammbi

He 3agaHo

session:programs

Mann cnucka paspeLleHHbIX MPorpaMM Afis pexxmma
seamless, ¢popmat json

/etc/stal/programs.json

seamless:timeout

TariMayT KM3HKM NporpaMMHomM ceccum (seamless)
nocse OTKIHOUEHUS], B CEKYHAAX

60

inactivity:timeout

JInMuT 6e3aeMcTBUSA NONbL30BaTENLCKOM CECCUM MO
YMONYaHUIO, B CEKYHAAX

duration:timeout

JIUMUT NpoaoNKUTENBHOCTH PaboTbl
MoNb30BaTENbCKOM CECCUMN MO YMONTYaHUIO, B
ceKyHAax

disconnect:timeout

TariMayT »KM3HWM NONb30BaTENBCKOW CECCUM MOCe
OTK/IFOYEHUS, B CEKYHAAX

clipboard:limit

MakcuManbHbIn TMMUT Bydepa obMeHa B HanTax
(0: He orpaHunyeHo). Ona 6nokmposku bydepa
06MEeHa HY>KHO MCMOoJIb30BaTb NapaMeTpbl
clipboard:server n clipboard:client

redirect:drive

Monutuka pnsa nepeHanpaBneHus AUCKOB/KaTanoros
B8 RDP. Mo ymMonuaHuto BktoYeHa

true

redirect:print

Monutuka pns nepeHanpasneHus npuHTepos B RDP.
Mo yMonuaHuio BKIItOYEHA

true

redirect:smartcard

Cny»ebHbln napameTp. MeHsiTb He cnepyeT

true

Bbinyck ot sHBapsi 2024
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ceccuto.

Bo3MoxkHble 3HaueHusi: NextDeny (ecnu ceccus
3aHAaTa, Crefytollee COeMHEHWNE B Hee
oTMeHsieTcs), PrevReplace (ecnm ceccusi 3aHsaTa,
npenblayLliee coeMHEHNE B HEE OTMEHSeTCS),
MultiAllow (pa3peLueHO MHOXeCTBEHHOE
COeONHEHME)

Mapametp HasHaueHune 3HaueHu1e Mo YMOJIHaHUIO
clipboard:file MonuTtuka ana nepeHanpaeneHus dannos yepes true
6ydep obMeHa Ha cepsep. 1o yMonyaHuto
BK/HOYEHA
clipboard:server MonuTtuka ons nepeHanpaeneHus bydepa obMeHa Ha true
cepeep. Mo ymMonyaHuto BKItOYeHa
clipboard:client MonuTtuka pns nepeHanpaeneHus bydepa o6MeHa Ha true
KnueHT. Mo yMonyaHuio BKIKOYEHA
connect:policy Monutrka png MHOXKECTBEHHOMO COEAMHEHUSA B NextDeny

applications:skip

Cnincok 3anpeLleHHbIX NPorpamMMm, KOTopble He
6ynyT onybnvkoBaHbl. B 3HaueHUn napameTpa

[ONXeH yKasblBaTbCs ApSblK NPOrpaMMbl: <UMsi
nporpammel> . desktop

lcestart.desktop

helper:notification

CnyyxebHasi nporpaMMa anst UHPOPMUPOBaHUS B
Ceccum yepes MexaHusM HoTUdUKaLUn
(BCnbIBatOLLMX COOBLLEHNI)

/usr/libexec/stal/
stal_notify

hash:path

CucTteMHaa nporpamma i reHepaLuu XeLu-
3Ha4eHus NTLM (nocTaBnsieTcs ¢ nakeToM freerdp)

Jusr/bin/winpr-hash

xrandr:path

CucrtemHas nporpaMmma gna UaMeHeHua reoMeTpum
3KpaHa B ceCccun

/usr/bin/xrandr

tdsk:enable Cny»ebHbln napameTp. MeHsiTb He cnepyeT false
tdsk: fstype Cny>kebHbilt napameTp. MeHATb He cneayeT ext4
tdsk:option Cny»ebHbln napameTp. MeHsaTb He cnepyeT He 3agaHo

3.2 . HacTtpoika AMHaMU4ecKoro paspeLleHusl 3KpaHa U NoAnep>KKU BbICOKOro pa3peLueHus

STAL nognep>XmuBaeTt BKJIKOYEHNE OMNHAMUNYECKOIO pa3peLlleHnda 3KpaHa npu noaokKnk4YeHNM nonb3oBatend

yepes KOMMOHEHT «KAMEHT» K TEpPMUHAJIBHOM ceccumn unum onybnukosaHHoMy B STAL npunoxxeHuto.

,ﬂ,]'lﬂ TOro, YTOObI BKIHOUYUTD ANHaMun4yeckoe paspeilleHume, HGO6XO,£I,MMOI

» B Beb-nHTepderice gucnetuepa Termidesk nepentn B «KoMnoHeHTbI - MpoTokonbl 4OCTaBKU»;

* OTKPbITb HAaCTPOMKM WMCMONb3YEMOrOo A/S MOAKJIOYEHUSI MpoTokona doctaBku (ans STAL 3To

npoTokonbl «foctyn kK STAL no RDP (Hanpsimyto) [akcnepumMeHTanbHbin]» nnmn «Jdoctyn k STAL

no RDP (uepes wnto3) [aKCcnepuMeHTanbHbIN]»);

* nepeknYMUTb NapaMeTp «dMHaMnyeckoe paspeLleHne» B 3HaveHue «[a»;

= HaxaTb kHonky [CoxpaHuTb].
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A B cnyyae, ecnn nonb3oBaTenb MOAKAKOYAETCS K TepMWUHanbHou ceccum STAL wnu nonydyaer
onybnukoBaHHoe npunoxeHne ¢ OC Windows 11, dyHKLMOHANBbHOCTL AUHAMUYECKOrO

pa3spelleHns 3KpaHa He paboTaeT M AaHHbIM napameTp AO/MKeH ObiTb nepesBefeH B 3HaYeHMe
«HeT».

& [vHamnueckoe paspelueHve nopaepxusaetcs B STAL, HauuHas c Bepcum 1.0, B amcnetuepe
Termidesk Bepcuu 4.2 v Bbiwwe, B KOMNOHeHTe «KnneHT» ¢ Bepcum 4.2.

Takke pekoMeHOYeTCsl BK/HOUUTb CriaXkuBaHue WPUGTOB nepen MepBbiM BXOAOM MONb30BaTeNsl B
TEPMUHAMbHYO CECCUIO, A5 3TOrO:

* Ha cepepe STAL nepentn «3Be3aa - MNMaHenb ynpasneHus - Pabounii cton - LLpndTbi»;

* 33paTb napameTtpy «CrnakvaHue» 3HaveHue «BkntounTb» u HaxkaTb KHoMky [[pyMeHWUTb] (cm.

PucyHok 1).

[§] Naxens ynpasnekia

I [T QipopmaeHue Fly - current.themerc®
Mo ymonyasuo: PT Astra Fact 10

=

3aroNOBKN OKoH: PT AstraFact @ E
Mesio Myck: BT Astra Fact 10 E

- PaBo-wi cTon —
MeH:0 YNpaBneH1a: PT AstraFact @ =

A ObopyaosaHne —
u LT Avanorm: PT Astra Fact 10 ('

ﬂ Mposee - —
MaHent 3anau: PT AstraFact @ E

‘ e ENOKMpOBKS —
f MaHens 3ana4 xupHei: | PT Astra Fact 9 &

© BezonacHocTs - —_—
o T uac: PT Astra Fact 15 =

a CucTema —
fata: PT AstraFact9 E

EC —
‘l‘ WMHgukatop packnages: | PT Astra Fact 12 =

N BB
NporpamMmbl HaqKm: PT Astra Fact 9 E

Mei —
TosncKkasku: PT Astra Fact 10 =
[CrnaxuweaHwe:  BenwoseHo | B HacTpodka... | WamenuTs BCE...

. | Cnpaeka No ymonyanuio... | | 3KCnopT... | | WrnopT... | Na MNpuMeHrTE OTMEHA |

Tﬂl" E<-J navens WNPSENEH .. r— dropmnenme Fly

PucyHok 1 — BkntoyeHue crnaxkmBaHums wpudToB

Mpy HeobxoOMMOCTM MOALEPXKKM 3KPAHOB BbICOKOrO paspeLleHusi HeobxoguMo Ha cepeepe STAL
oTpedakTuMpoBaTb ¢ann /etc/X1l/stal.conf, PpacKOMMEHTUPOBAB HYXHbIM pPeXuUM (pexuMmsl),
HanpuMmep:

* N9 Ucrnonb3oBaHus pexxkuMa «3440x1440» Heob6xoaMMO PaCKOMMEHTUPOBATb CTPOKY:

Modeline "3440x1440" 270.00 3440 3648 4008 4576 1440 1443 1453 1476 -hsync +vsync

* pacKOMMeHTMpoOBaTb nMapamMeTp Modes B cekumm Section "Screen'", oCTaBMB 3HadyeHue
«3440x1440x»:
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Section "Screen"
Identifier "dummy_screen"
Device "dummy_videocard"
Monitor "dummy_monitor"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
9 # disabled

10 Modes '"3440x1440"

11 # Virtual 8192 4096

12 EndSubSection

13 EndSection

coO~NOoOOUlh WN B

* COXpaHUTb dann 1 nepe3anycTuTb cnyxbbl STAL 1 KOMNOHEHTa KCECCUMOHHbIN AreHT» :

:~$ sudo systemctl restart termidesk-stal stal-proxy termidesk-session-agent

3.3 . 3apaHue CnNUcKa paspeLUeHHbIX NPorpaMMm

Cnucok paspeLleHHbIX NPorpaMM CO34aeTCS ABYMSI MEXaHU3MaMM, LOMONHAKLWMMM ApYyT opyra:
* aBTOMaTUYECKMU, Yepe3 CKaHMPOBaHUeE KaTanora /usr/share/applications dannos desktop;

* BPYYHYHO, AOMONHUTENbLHO ansioM /etc/stal/programs.json.

Mo ymonuyaHuto B danne /etc/stal/programs.json 3a0aeTcs CMMCOK OOMOJHUTENbHbIX MPOrpamM,
KoTopble He co3gaBanu dann desktop B cucTeMHOM Katanore /usr/share/applications. Ons
BK/IIOYEHUS  CKAHMPOBAaHWMS  CMMCKA  MPOrpaMM  HYXXHO  YCTAHOBUTb  3HayeHMe napameTpa
session:programs B KOHbUIypaunmoHHoM danne /etc/stal/stal_service.json.

MapameTpbl BHYTpU damnna /etc/stal/programs.json UMEOT CNELYHOLLYHO CTPYKTYpPY:

1 [
2 {
3 "name'": "HauMMeHOBaHWe NpuaoXeHusa'",
4 "path": "nyTb An1a 3anycka npuaoxeHns"
5 "args": [ "aprymeHt 3anycka 1", ..., "aprymeHt 3anycka N" ],
6 }
7]
Mpumep danna:
1 [
2 {
3 "name": "Midnight Commander",
4 "path": "/usr/bin/xterm",
5 "args": [ "-e", "/usr/bin/mc" ]
6 1,
7 {
8 "name": "Chromium Gost",
9 "path": "/usr/bin/chromium-gost",
10 "args": []
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11 }
12 ]

KoHconbHble nporpamMmbl HEOBXOAMMO 3anyckaTb 4vepe3 rpacduyeckui TepMuHan (CM. mpumep Ans
Midnight Commander).
& HecucteMHble nporpammbl, KOTopble TPebyOT AOMONHUTENbHbBIX HACTPOEK MEPEMEHHbIX Cpeabl,
Hanpumep LD_LIBRARY_PATH, crefnyeT 3anyckaTb OTAe/bHbIM dhaniioM cueHapus (CKpUnToMm), B

KOTOpPOM BCe 3TU nepeMeHHble OO0/1>KHbI ObITb onpeaeneHbl.

Mpumep danna cueHapua 4N onpefeneHVs MepeMeHHbIX Cpedbl M 3amycka nporpamMmbl RuBackup

Manager:
1 #!/bin/bash
2 export PATH=$PATH:/opt/rubackup/bin
3 export LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
4
5 Jopt/rubackup/bin/rbm
6
7 exit O

3.4 . 3apaHue cnucka 3anpeLeHHbIX Nporpamm

B HekoTopbix cnyyasix MoXXeT noTpeboBaTbCA 33afaTb CMMCOK 3arpeLLeHHbIX MporpamMM, KoTopble He

LOMKHbI BbITh OnybnvkoBaHbl cepeepoM STAL.

Takass HeoBXoAMMOCTb MOXKET BO3HUKHYTb B C/ly4ae, ec/iM NporpaMMa MOXKET BbIMOSIHATLCS B (POHOBOM
pexxuMe. Hanpumep, B cnmcke nporpaMm rnocsie ycTaHoBKU 1C eCTb TPU UCMOTHAEMbIX 3K3eMMispa:

* 1C:Enterprise x64;

* 1C:Enterprise - Thin client x64;

* 1C:Enterprise x64 - 3TOT D3K3eMnAgp 3anyckaeT noanporpaMMmy lcestart, KoTopas

BbIMOJIHAETCS TONbKO B (DOHOBOM peXKMMe.

Cnucok 3anpeLleHHbIX NporpaMM 334aeTcs yepes napameTp applications:skip KOHbUrypaLMOHHOroO
darna /etc/stal/stal_service.json. 1o yMON4YaHUIO B HEM Y)Ke XPaHMUTCS 3HAYeHWe A4S 3anpeTa

rMporpaMmbl U3 NMpUBELEHHOrO Bbille rnpuMepa - 1lcestart.desktop.
3.5 . lNepeHanpaBneHue pecypcoB

3.5.1. O6wme cBeaeHus

B Tekywien Bepcum STAL noppep>xmsaeT:
* MepeHanpaBieHME AUCKOB U KaTasoros;
* nepeHanpasfieHNe NPUHTEPOB;

* nepeHanpaBneHue bydepa obmMeHa (dannbl, TEKCT, KAPTUHKM).
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© He noapepxuBaeTca KonuposaHue dannos uepes bydep obmeHa ¢ cepsepa STAL B
nonb3oBaTenbckyto OC Astra Linux, ecnu B OC ycTtaHoBneHo npuioxeHue xfreerdp Huxe
Bepcun 3.0.0.

Mpy noaknto4eHMN BbICOKOYPOBHEBbLIM MOJIb30BATENIEM MEPEHarnpaB/eHne pecypcoB paboTaTb He
ByneT - 3To BnokmpyeTcs 3aWwmUTHbIMKM MexaHnaMamm OC Astra Linux Special Edition.

MpaBuna nepeHanpaBneHUs PeCypcoB AN TEPMUHAsIbHbIX CECCUWM 3a[al0TCA MONAUTMKaMK ¢GoHAa Ha
cepeepe Termidesk (cM. noapasaen Fno6anbHble nonutukn ¢poHga BPM pokymenta CJIET.10001-01 90

02 «PykoBoACTBO aAMUHUCTpaTopa. HacTporka NporpaMMHOro KOMMIeKca»).

3.5.2 . lNepeHanpaeneHue NpuMHTEPOB B cepBep TepMuHanos STAL

Mo yMonyaHuto ans NpuHTEpoOB ucnonb3yeTtcs apavisep RAW, KoTopbiv OTnpaBasieT Ha neyatb 3ajaHue
6e3 LOMNONHUTENBHOIO KOHBEPTUPOBaHUS (Kak ecTb).

HacTponka nepeHanpaBneHmns npuHTepoB B STAL 6ymer otamuatecs B 3aBucumoctn ot OC
Mosb30BaTENbCKOM paboyer CTaHuuu:

* OC Ha 6azse Linux: 3apaHune ¢opmata RAW 6e3 M3MeHeHMs OTNpaBUTCA Ha paboyyto CTaHLUIO U
OymeT pacnevaTtaHoO KAMEHTCKOWM nporpaMmon 4epe3 cuctemy nedatm CUPS, HacTpoeHHOM Ha
Nosb30BaTeNIbCKOM paboyen CTaHUMM B COOTBETCTBUM C AokyMeHTaumen Ha OC. JononHuTtenbHble
HacTponkn Ha STAL B 3TOM cny4ae BbINONHATb HE HYXHO;

» OC Microsoft Windows: MoxeT noTpeboBaTbCsl KOHBEPTUPOBAHME 334aHUSA MEYATU, MOTOMY UYTO He
BCE MNPUHTEpPbl CMOCOOHbI pacnevatatb Gann 6e3 [AONONHUTENIbHOMO MNpeobpa3oBaHUs B
noaaep>xueaembln umu popmat. B atom cnyuyae:

e ecnn ans npuHTepa He cyuwecTtByeT apavieep nog OC Ha 6ase Linux, To pocTatouyHo
[06aBUTb MporpaMMHbIv BUpTYanbHbii NpuHTep PDF/XPS Ha nonb3oBaTenbckor pabodei
CTaHUMM U He BbINONHSATb AONONHUTENbHYO HacTporky STAL;

e ecnu ans npuHTepa cywectsyeT apaveep nog OC Ha 6a3e Linux, To agMUHUCTPaTOPy HY>KHO
BbIMOMHUTL HacTponky STAL, onucaHve KoTopou npuBeaeHo Huxke. HacTpolika
3akntovaeTcs B GopMupoBaHuM danna, acCoLMMpyHOLLIEro ApaliBep NMpUHTepa C ApariBepoM

cuctembl CUPS.

Lna HacTponkm neyaTr Hy>KHO BbIMONHUTL Ha cepeepe STAL.:
* yCTaHOBWUTb Apaveep ansi cuctembl nedatn CUPS (x86_64) B cOOTBETCTBUM C WMHCTPYKLMEN
OpaunBepa;
" NoNy4nTb MHbOPMaLMo 06 MCNOIb3yeMOM MOJb30BaTeNeM ApanBepe:
e BbIMNOAHUTb MNouck no ¢pase «driverName» B >xypHane /var/log/termidesk/

stal_rdpepc.log ona nonyvyeHUst UMeHU gpanBepa:

:~$ sudo grep -F "driverName" /var/log/termidesk/stal_rdpepc.log
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e nony4nTb MHopmaumto o CUPS-ppariBepe koMaHaoM:

:~$ sudo lpinfo -m | grep -i <ums>

& TapameTp <umsi> cnepyeT 3af4aBaTb MO HAMMEHOBAHUIO MPOWM3BOAUTENS, @ HE UMEHWU ApanBepa,
Harnpumep, brother.

» co3paTtb damn /etc/stal/stal_rdpepc.json n nobaBUTb B HEro MosyYeHHY MHbOpMaLMIo.

Mpumep danna:

{
"Brother HL-1200 series": "brother-HL1200-cups-en.ppd",
"Brother HL-1500 series": "brother-HL1500-cups-en.ppd"

* repe3anyCcTuUTb cepBUC stal_rdpepc:

:~$ sudo systemctl restart stal_rdpepc

3.5.3 . lNepeHanpaBneHue auckoB B cepBep TepMuHanoB STAL

LOuckn, oTMeuyeHHble 4S9 MepeHanpaBieHUss B CECCUMIO MONb30BaTeNs Mpu MOAK/IHOYEHUU K CepBepy
TepmmHanoe STAL, MoHTupytoTcs B damnosyto cucteMy OC no nytm $XDG_RUNTIME_DIR/stal/
SMOUNTPOINT.

O6blyHO NyTb $XDG_RUNTIME_DIR/stal/$MOUNTPOINT cOOTBETCTBYET /run/user/<ufeHTudukarop_

nonb3oBartensa>/stal/<HanmeHOBaHue_aucka>.

3.6 . XypHanupoBaHue

XypHanbi pabotbl STAL pacnonoxeHbl B dhannax /var/log/termidesk/stal_proxy.log, /var/log/
termidesk/stal_rdpepc.log u /var/log/termidesk/stal_service.log.

MapameTpbl poTaumm xxypHanos STAL onpepeneHbl KOHPUrypaunmoHHbIM daniom /etc/logrotate.d/
stal.

3.7 . C6op xypHanos STAL

Mpy BO3HMKHOBEHMM HELUTATHbIX CUTYaLMA MOXET MOHAZ0bUTLCA COop BCeX >KypHanoB pabotbl STAL u
MX OTMpaBKa B TEXHMYECKYI Moamepykky. [na ynobcTBa MOXET WMCMOSb30BaTbCA UCMOMHAEMbIN dann

stalCreateReport.sh.

Lns Toro, uTobbl chopMmpoBaThb Baiin apxmBea C XXypHanamu, HEO6XOAMMO BbIMONHUTD:

sudo /usr/libexec/stal/stalCreateReport.sh
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B pesynbTaTe BbINOMHEHUS KOMaHAbl co3pactca ¢amn /var/tmp/stal_report_YYYYMMDD_HHMI.tgz,
roe YYYY - rog, MM - Mecsil, DD - geHb, HH - yacbl, MI - MUHYTbI opMupoBaHus danna. Mpu obpawieHnm B

TEXHNYECKYHO NMOoAOEPXKKY HEO6XO,EI,MMO NMPUNOXUTb 3TOT apXUB B 3arnpoc.

A B cnyvae, ecnu kakue-To M3 cobupaeMbix (GansoB >KYpHanoB MyCTbl, MOC/E BbIMNOIHEHUS
KOMaH/bl MOXKeT 0Tobpa3nTbCs owmbka «HeT Takoro paiina unm katanora», KOTopasi He BAUSIET Ha
opMmpoBaHue UToroeoro arsia apxmaea.
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4. HELWUTATHbIE CUTYALUU

4.1 . HewTaTHble cuTyauum n cnocobbl UX yCTpaHeHUs!

CNET.10001-01 90 07

Bo3MoxkHble HencnpaBHocTu npu paboTe co STAL 1 cnocobbl nx ycTpaHeHUs MpuBeaeHbl B TabnmLe (cm.

Tabnuua 4).

Tabnuua 4 - NMepeyeHb BO3MOXKHbIX HELUTATHbIX CUTYaL MM

Nupukaums

OnucaHue

BozMoxxHoe pelueHue

Owwnbka:

«Owmnbka cepeepa»

Ownbka nosenseTcs Npu NonbITKe
coeguHeHma kK STAL

Owmnbka nosiengeTcsa npwm
YCTaHOBNIEHHOM MaKeTe Xserver-xorg-
legacy u cBfi3aHa CO 3Ha4YeHneM
napameTpa allowed_users B danne /
etc/X11/Xwrapper.config.
MapameTpy Heob6xoAMMO NPUCBOUTL
3Ha4veHue anybody.

PekomeHayeMoe pelueHue: yCcTaHOBUTb
HoBewwwyto Bepcuto STAL

naposib»

Mpu pobaBneHMM NocTaBWMKa
pecypcoB STAL vunu npunoxxkeHus B
Be6-uHTepderice Termidesk
nosienstoTcs owmnbkun « TypeError:
'NoneType' object is not iterable» u
«HesepHoe uma nonb3osatens u

MopkntoyeHue K ony6ANKOBAHHbBIM
NPUNOXeHUAM nepecTano paboTaTb.
MpucyTcTByeT owmnbka « The name
ru.uveon.stal was not provided by

any .service files» npu 3anpoce crartyca
cnyk6bl termidesk-session-agent

HeobxonvMo npoBepuThb >XXypHan
cobbiTui /var/log/termidesk/
stal_service. log Ha Hann4dune
3anucen «Error from reader» n «Missing
in array declaration». Hanuuume owm6ok
CBWAETENbCTBYET, YTO B dharne /etc/
stal/programs.json gonyuieHa
CUHTaKCcM4YecKas oLmnbka.

PekomeHayeTcsa Tak>ke yCTaHOBUTb
HoBerwwyto Bepcuto STAL

ceccumun

OTob6parkaeTca YepHOe OKHO Npu
MOAKOUEHUMN K TEPMUHANbHOM

MonokntoyeHMe K TeEpMUHANBHOM CeCCUm
He MPOMCXOAMUT, OTKPbIBAETCA YepHoe
OKHO 1 Yepes CeKyHAy 3aKkpbliBaeTcs.
Ecnv nonb3osaTens ewe He Bxogun 8 OC
B rpacdmyeckoM pexkume, TO B 3TOM OKHE
nosiBASIETCA HaAMMUCh
«MHnumanmsaums...», B gOMaLLHEM
KaTasiore rnosb3oBaTens co3natoTcs
KaTasioru, HO Kak TOMbKO MHULMaNn3aums
3aBepLUAeTCs, OKHO 3aKpbIBaeTCA

Owwnbka ycTpaHeHa B Bepcum OC Astra
Linux Special Edition 1.7.5.
PekomenayeTcs 06HoBUTE OC Ha
Bepcuto 2 1.7.5 u ycTaHoBUTL
HoBeuwwyto Bepcuto STAL

NpuIoXeHMe

He 3anyckaeTtcs onybnukoBaHHOe

Mpu noakntoueHnn yepes STAL He
NPOUCXOAMT 3anycK Ony6aMKOBaHHbIX
NpUNOXeHW. Y NOoAKIUMBLLErOCS K
STAL nonb3oBatens npu 3ToM MoOXKeT
6bITb AOCTYNEH pabounin cTon U apyrue
(Heonyb6nVKoBaHHbIE NPUNOXKEHMS)

HeobxoanMo npoBepuTb, yCTaHOBAEH NN
nakeT xrdp Ha cepeepe STAL. Ecnm oH
YCTaHOBJIEH, €r0 HEOBX0AMMO Y4ANUTb,
NocKosbKy xrdp 3aHUMaeT nopt 3389,
Ha KoTopoM paboTtaeT STAL

npunnoxxeHue

Het NOAKIKOYEHUA NPpU NONbITKe
noNy4ynTb Ony6J'IMKOBaHHOE

Mpwu nonbITKe Nony4YnTb ONy6AMKOBaHHOE
NpUNOXeHWe BO3HMKAET YepHblid 3KpaH,
noaxntoveHns HeT. Cepeep Termidesk
HaxoaMTca B JoMeHe Microsoft Active
Directory

HeobxoarMMo npoBepuTb XypHan
cobbiTui /var/log/termidesk/
stal_service. log Ha Hann4yune 3anucum
«Permission denied». Hanuuue 3anucu
CBUAETENLCTBYET, YTO MpU BBOAE
ayTEHTUPUKALMOHHBIX JaHHbIX AN
noaKatoveHna He 6bin cobntogeH
perucTp 6yKB B JIOFMHE Mob30BaTeNs.
JloruH nonb3oBatens oosXKeH BbITb
YKa3aH B TOYHOCTM TaKOM, Kakom
MCMONb3yeTcs Ha JOMEHHOM cepBepe
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5. NEPEYEHb COKPALLIEEHUIA

CokpalueHune MosicHeHUe

BPM BupTtyanbHoe paboyee mecTo

ocC OnepaumroHHas cucTema

no MporpamMmHoe obecrneyeHune

Termidesk MporpaMMHbIV komnneke «ucneTyep NOAKAOUEHUI BUPTYasbHbIX paboymx
mMecT Termidesk»

STAL Terminal Server Astra Linux (cepsep TepmunHanos OC Astra Linux Special
Edition (Server))
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