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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmmn [oKYMeHT IBNSIeTCS PYKOBOACTBOM MO/b30BaTeNs Ha KOMMNOHEHT «KnueHT» (ganee - KnueHT)
NporpamMMHoOro komnnekca «ducnetyep nogkarOUYeHMn BUPTYanbHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

B 3TOM pykoBoACTBe NpMBEAEHO Ha3HayeHue, YCTAHOBKA, HACTpoMKa M 3KCMJlyaTaumsi KOMMOHEHTa

«KnueHT».

1.2 . HasHayeHue koMnoHeHTa «KnueHT»

KnueHT peanusosaH B BMAe yCTaHaBAMBaeMoro naketa (termidesk-client), Heobxoamm ans o6paboTkm
URI, npenoctaBnsembix Termidesk, u mno3BonsieT MOAKMHOUMUTLCA K BUPTYyasbHbIM paboynmM MecTam
(BPM) uepes npotokonsl goctaskn SPICE (HTMLS5), SPICE-vdi-viewer, RDP.

KnueHT ycTaHaBNMBaeTCs Ha MOJb30BaTENIbCKYHD paboyyro CTaHUMIO, C KOTOPOM ByaeT Mpou3BOAUTLCS
noakntoyeHme K BPM.

B Termidesk npegycMoTpeHbl cnegytoLLme Mogenm 4OCTaBKu:

» konnekTueHble BPM - BPM cospaetcs B aBTOMaTMYeCKOM peXuMe, Ha3HayaeTcs MepBOMY
NOAKJ/TIOYMBLLEMYCS K HEMY MOMb30BATENIO U YAANSETCS MOC/Ee BbIXOAa MOJSIb30BaTeNsl U3 FOCTEBOM
onepaumoHHou cuctembl (OC);

* nHgueupyanoHole BPM - BPM co3pmaetca B aBTOMaTM4eCcKOM peXMMe W Ha3HayaeTcs
ornpeneneHHoOMY MoJIb30BaTeNtD, KOTOPbIX BNAAEET UM HA MPOTAXKEHUU >XXU3HEHHOrO uukna BPM.

XKusHeHHbIn umkn BPM onpepensetcs AgGMUHUCTPATOPOM.

Ons susyanusaumm BPM npu ncnonbsoBaHum npotokona poctasku «SPICE (vdi-viewer, akcnepum.)»
HeobxoanMMo ycTaHOBUTb nporpaMmHoe obecnedyeHue (MO) termidesk-viewer. [Npu noakntoueHUn no
npoTtokony RDP KnueHT BbIMOAHUT 3anyCcK YCTaHOBNEHHOM B MOSb30BaTENbCKOW pabouert CTaHuuK

nporpamMmsbl gns goctaBkm BPM (mstsc.exe, wfreerdp.exe unn xfreerdp).

@ Monb3osaTenb Takxke MOXeT noakntounTbcs kK BPM 6es yctaHoBku KnueHTa, mcrnonbsys

COBMeCTMMbIN Beb-bpay3ep, ecnm HacTpoeHO Mcnonb3oBaHWe npoTokona aoctasku «SPICE
(HTMLS5)» B Termidesk.

MopkntoueHune yepes Beb-Opay3ep HakaAbIBaeT C/ieAyHOLLME OFrpaHUYEHNS:
* HEBO3MOXHOCTb NMepeHanpaBieHUs annapaTHbIX ycTponcTe B BPM;
* HEBO3MOXHOCTb nepeaayun codeTaHu knasuw B BPM;

®* HEBO3MOXXHOCTb NONy4YeHUsa CTaTUCTUKU CeaHCa N COCTOAHUSA KaHana,
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" HEBO3MOXXHOCTb nepegayn ynpaeBnadrOlWnX KOMaH4 (C,El,eflaTb CHMUMOK 3KpadHa, Nepenatb d)aﬁn,

ncnonb3oBaTb bydep obMeHa u ap.).

1.3 . TpeboBaHus kK annapaTHOMY U NPOrpaMMHOMY obecrneyeHuto

Ons yctaHoBkn KnneHTa MMHMManbHblE annapaTHble TPEGOBAHWUS MOJIb30BATENLCKON paboyert CTaHLUK
[LOJ>KHbI COOTBETCTBOBATb CIEAYHOLLMM:
* npoueccop apxuTekTypsbl Intel x86 c paspagHocTbio 64 6uT. [ns HekoTopbix OC noanep>kmearoTcs
ApYyrve apXmMTEKTYpbl, 3TO yKa3aHo B cnucke nopaepykmeaembix OC;
* onepaTuBHas NamsATb, He MeHee 1 'B;
* cBODOAHOE OUCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBoe coeanHeHue, He meHee 100 MoéuT/c.

Lna yctaHoBku KnueHta TpeboBaHmsa k MO ponykHbl COOTBETCTBOBATL C/IEAYHOLLMM:
* fomKHa bbiTk ycTaHoBneHa OC 13 cnmvcka Noanep>KMBAEMbIX;
* [O/MKEH ObITb YycTaHoBleH Beb-Opaysep ¢ noggep>xkkon cneumdukaumm W3C HTMLS
(AHpekc.bpaysep Bepcum 15.9 u Bbiwe, Google Chrome Bepcumn 46 u Bbiwe, Mozilla Firefox

Bepcum 41 v Bbiwwe).

Cnucok nogaepxumsaeMbix OC:
= Astra Linux Special Edition 1.7;
= Astra Linux Common Edition 2.12 («Open»);
= Astra Linux Special Edition 4.7 (Tonbko apxutektypa ARM);
= CentOS 8§;
* Debian 11 (aononHWTeNbHO NOAAEPXKMBAIOTCS apXmUTeKTypbl x86_32, ARM);
* Debian 12;
» Pen OC7;
» Ubuntu 18.04 LTS;
= Ubuntu 20.04 LTS;
» Ubuntu 22.04 LTS;
* Microsoft Windows 10;
* Microsoft Windows 11.

1.4 . TpeboBaHUs K ypOBHIO NOArOTOBKU NepcoHana

dkcnnyatauus KnneHTa ocywecTBaseTcs cybbekTom AocTyna ¢ ponbto «[Mlonb3oBatenb».
CybbekT foCTyrna AOMKEH UMETb OMbIT PaboTbl C NepCcoHaNbHbIM KoMMbloTepoM Ha 6aze OC GNU/Linux

nnu Microsoft Windows Ha ypoBHe nonb3oBaTensi U yBepeHHO OCYLLEeCTBNSTb 6a30Bble ornepaumm B 3TUX
OocC.
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1.5 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme CornalleHms:

* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeETCA ANa BblaeNeHus (pParMeEHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB U MNanok (AMPEKTOPUI), MyTeM MNepeMeLLeHMs, CTPOK KOMMEHTapwueB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMeHTOB (0ObEKT, KNacc, TUM, NepeMEHHas, KOMaHAa, Makpoc U T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, MWCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMOMHUTb CrieaytoLLee:
* CKOMWpPOBaTb B AOMALLIHUIA KaTasor nosib3oBaTens obpas Ancka termidesk-<Bepcusi> . 1s0;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.

2.2 . MNMonyyeHne nakeToB YCTAaHOBKMU Yepe3 UHTepHeT-peno3uTopuis

Ona nonyyeHusa nakeToB YCTAaHOBKU MOXET wucnonb3oBatbcs WMHTepHeT-penosuTopun: https://

termidesk.ru/repos/.
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LOna nogkntoueHusa penosuntopus B OC Astra Linux Special Edition Hy>kHO BbINOJIHUTbL ceaytoLLee:

= YCTaHOBWUTbL NakeT lsb-release:
:~$ sudo apt install -y 1lsb-release

roe:
-y - KJIt0Y A4N19 NPOMnycKa NoATBEPXKAEHUS YCTaHOBKM;
* 106aBUTb MHTepHeT-peno3nTopui Termidesk B dann /etc/apt/sources.list.d/

termidesk_local. list 4yepe3 KOMaHAHbIM MHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIOY ANS YTeHUs1 KOMaH[, U3 BBOAMMOMW CTPOKM (CTaHAAPTHbIN BBOA,);

echo - KOMaHAa BblBOAA TEKCTa, COBMECTHO C CUMBOJIOM «>» UCMOMb3YeTCs AN19 nepeHanpaBieHns
CTpoku deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free - gobaBnsieMbin
penosnTopun, BoXKeHHaa koMaHaa $ (1lsb_release —-cs) NMoacTaBnaeT Bepcuto - 1.7_x86-64;

* NonyYuThb KoY penosnTtopus Termidesk GPG-KEY-PUBLIC wu gobasuTb ero B OC:
:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:

:~$ sudo apt update

2.3 . OC Astra Linux Special Edition

2.3.1. YcraHoBKa KnueHTa

Mepen ycTaHOBKOM HEOBXOAMMO MOAKJIOYUTL CETEBOM WM JIOKasbHbIM perno3uTtopuin Termidesk, kak
npuvBeneHo B nogpasgene [lonyyeHMe nakeToB YCTAaHOBKM 4epe3 WMHTepHeT-penosMTopui unu
Mony4yeHue naketoB yctaHoBKM B OC Astra Linux Special Edition.

LOns yctaHoBkn KnveHTa Heo6xoaMMO BbIMOAHUTL CNeayroLme 4eUCTBUS:
* OTKpbITb NporpamMmmy «TepmuHan Fly» n nonyumtb goctyn Kk uHTepdency KOMaHAHOM CTPOKMU;

* BbIMONHUTbL yCTaHOBKY KnneHTa:
:~$ sudo apt -y install termidesk-client

LOna yctaHoBku MO termidesk-viewer BbINOJHUTbL KOMaHAY:
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:~$ sudo apt -y install termidesk-viewer

2.3.2 . YcraHoBka KnueHTa B peXkuMe 3aMKHYTOM NporpaMMHOM cpeabl
3aMkHyTas nporpamMmHas cpegda (3IMC) aensetcs cpenctBoM nosbiweHns 6esonacHoctv OC nyTtem

KOHTpPOS LLeNIOCTHOCTU (HEM3MEHHOCTU) alnos.

Ons ycrtaHoBkn KnueHta npu BkatoveHHom B OC pexume 3M1C HeobxoaMmo npenBapuUTenbHO
YCTaHOBUTb nakeT termidesk-digsig-keys, AN 3TOro BbIMNOJIHUTb NOC/AEA0BaTEIbHOCTb LUAroB:
" NoAKAUUTL penosnTopun Termidesk;

* BbIMNOJIHUTb YCTaHOBKY C UCIMOJIb30BaHUEM PEro3nTopus:
:~$ sudo apt -y install termidesk-digsig-keys

* BbINOAHUTL nepesarpysky OC:
:~$ sudo reboot

* BbINOAHUTbL ycTaHoBKY KnueHTa:
:~$ sudo apt -y install termidesk-client

* BbIMNONAHUTbL ycTaHoBKY 10 termidesk-viewer :

:~$ sudo apt -y install termidesk-viewer

2.3.3 . Ynanenue KnuenTa u MO termidesk-viewer

Ynanenne Knnenta u MO termidesk-viewer u3 cpegbl OC Astra Linux Special Edition BbinonHseTcs

KOMaHOaMu:
1 :~$ sudo aptitude purge -y termidesk-client
2 :~$ sudo aptitude purge -y termidesk-viewer

Mocne ypaneHus HeO6X0AMMO OUMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHDUIypaLMm KOMaHLOM:

:~$ sudo aptitude purge ~c -y

KOMaH,D,a MOJIHOCTbIO YAANTUT OCTaBLUMECA HaCTpOVIKM 1M 3aBUCMMOCTU yXKeE yaaJIEHHbIX MaKeTOB.

2.3.4. O6HoBneHune Knuenta u MO termidesk-viewer
O6HoBneHne Knunenta u MO termidesk-viewer B cpege OC Astra Linux Special Edition BbinonHseTcs

YCTaHOBKOWM HOBOW BEPCUW MOBEPX MPeblAYLLEN.
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2.4 . OC Microsoft Windows

241 . YcraHoBka KnuveHTa
KnueHt ans OC Microsoft Windows pacnpocTpaHsieTcs B BUAE YCTaHOBOYHOrO dannia C paclumpeHnem

msi.

MonyunTb yCTaHOBOYHbLIM hanal MOXKHO M3 obpasa amcka termidesk-vdi.XXXXX.iso, roe XXXXX —
BepcUa COOpKM, pacnakoBaB ero Kak 0bblYHbIN apXUB B HY>XHbIW KaTasior.

YcTaHOBOUYHbIN harin ByaeT pacnonaratbcs No NyTH «repos - windows - windows_x86_64».

[ns ycTaHOBKM Ha NOJIb30BaTENbCKY paboyyto CTaHLMIO HeOBXoaUMO:

* BbINO/MHUTb YCTAHOBKY MakeT USBDk Ans KOPPEeKTHOM paboTbl nepeHanpaBieHus nepudepumn.
MakeTt OOCTYneH rno agpecy: https://www.spice-space.org/download/windows/usbdk/
UsbDk_1.0.22_x64.msi;

* 3aTeM BbIMOJHUTb 3anyck ycTtaHoBo4yHoro damnna KnvenTta Termidesk. Ons ycnewHom ycTaHOBKM
HeoBXOAMMO pa3pelinTb BHECEHME W3MEHEHUIM TMpPU  MOSIBIEHUM COOTBETCTBYIOLLENO OKHa

YBEOOMJIEHUA N NOXKOaTbCA 3aBEPLUEHUA BbINOHEHUA onepaunm (cm. PucyHok 1).

Termidesk Client 4.2.0.23234-rc2 (64-bit)

_-E] Nopoxgute, noka Windows HacTpaneaet "Termidesk Client 4.2 0 23234-rc2
I .::'f' (64-bit)"

OcTaBweecA BpeMA: 2 cek

PucyHok 1 — OkHo ycTaHoBkM koMnoHeHTa «KnueHT» B OC Windows

Mocne yctaHoBkn KnmeHTa Heobxoammo yctaHoBuTh 10 termidesk-viewer. O termidesk-viewer
pacnpoCTpaHseTCS B BMAE YCTAHOBOYHOrO aina C pacluMpeHUEM msi, €ro MHCTaNNAaLMS HauMHaeTcs

nocJsie 3anycka yCTaHOBOYHOro dansa (cm. PucyHok 2).
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Termidesk Viewer 1.6.0.23265-rc1 (64-bit)

__El Mogoxgure, noka Windows Hactpaueaet "Termidesk Viewer 1.6.0.23265-rc
I .::f' (B4-bit)"

CbHop Heobxonumon nHgopmaumn. ..

I Orena

PucyHok 2 — OkHo yctaHoBku M0 termidesk-viewer 8 OC Windows

2.4.2 . YpaneHune KnuenTta u MO termidesk-viewer B OC Microsoft Windows

Ynanernune KnueHta npomssogutcs ctaHpaapTHbiMu cpeacteamMm OC Microsoft Windows.

LOna ynaneHus KnueHTta cnegyeT oTKpbITh MeHto «[1yck», nepenTtn B «lMaHenb ynpaenenus - [Nporpammel
- YpaneHue nporpammbl», BblbpaTb «Termidesk Client» n HaxaTb Ha 3KpaHHYK KHoMKy [YAanutb].
Lanee HeobxoaMMO NOATBEPAMTD YAANEHUE U AOXKAATLCS 3aBEPLLUEHUS OnepaLymu.

Mocne ynanenus Knuenta MmoxkHo ypanutb MO termidesk-viewer. [na 3Toro oTkpbITb MeHO «[Tyck»,
nepentun B «lMaHenb ynpaeneHus - MNMporpammebl - YoaneHue nporpammbl», BbiopaTb « Termidesk Viewer»
M HaXaTb Ha 3KpaHHY KHoMky [Ymanutb]. Janee HeobxoAMMO MOATBEPAMTbL yAaneHUE U OOXKAATbCS

3aBepLieHuna onepauunn.

2.4.3 . O6HoBneHune KnuenTa u MO termidesk-viewer B OC Microsoft Windows
O6HoBneHne Knunenta u MO termidesk-viewer NpouM3BOAUTCA OnepauMaMu yoaneHus npegblayLien

BepCUN N YCTAaHOBKHU HOBOM.
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3. HACTPOMKA B NIPAOUYECKOM UHTEPDEMNCE

3.1. O6wue cBepeHus no pabote c rpadpuyeckum uHTepdeiicoM KnumeHra

Ons 3anycka rpaduyeckoro uHtepdenca Knuenta B OC Microsoft Windows HeobxoguMo aBakabl

LLENKHYTb IEBOM KHOMKOM MbIwK Nno sipabiky KnveHTa Ha pabouem ctone, a B OC Astra Linux Special

Edition 1.7 oTkpbiTb MeHtO «3Be3aa», BblOpaTb MYHKT «YTUAUTbI» U B BbIMaJatOLLEM MEHIO LLENKHYTb

IeBOM KHOMKOM MbiwK no cTpoke « Termidesk client».

Mocne 3anycka rpaduyeckoro nHTepdenca byayT AOCTYMHbI cneaytowme GyHKUMKU:

«HacTtporku»;

«[MpocMoTp MHbOpPMaUUKM 0 NporpaMmme»;

«JlobaBneHne cepBepa NOAKIOUEHNI;

«YnpasneHue ayTeHTUDMKaLMNEN»;

«YpnaneHue cepsepa MoAKIOUYEHUNY;

«[MpocMoTp MHbOPMaLUM O OCTYMHbIX A9 NOAK/OYEeHUS HOHAAX BUPTYabHbIX pabounx MecT»;
«Bbibop NpoTokona 4OCTaBKM BUPTYasIbHOrO paboyero MecTa;

«Bblbop rpynn ¢oHAoB BUPTYanbHbIX pabounx MecT»;

«Bbi6op 0TOOBpaXkeHUs [OCTYMHbIX AN NOAKIOYEHUS hOHA0B BUPTYasbHbIX paboumnx MecT».

3.2 . Obwme HacTpoiKM

LOna usaMeHeHuna obwmx HacTpoek KnueHTa HeobxoguMoO Ha)kaTb Ha rpaduyeckuit 3MeMeHT B BUAE

LIeCTEPEHKM B MPaBOM BepXHeM yrny uHtepdenca.

B OTKPbIBLLEMCA OKHE MOXXHO U3MEHUTbL CNneayroLne napaMeTpsbl (cMm. PucyHok 3):

«Tema» - BbI6Op TeMbl oopmeHUs rpacbumyeckoro nHTepdenca;

«513bIK» - BbIOOP NOAAEP>KMBAEMOIO A3blKa OTODPAXKEHUS;

«[Mposepka SSL ceptudmkata» - BkarodeHne nposepku SSL-ceptudukara. MapameTp Heobxoanmo
OTK/OUUTb, ecnn SSL He ncnonbsyeTcs;

«be3onacHoe xpaHeHWe naponen» - akTUBALUUS PYHKLMM COXPAaHEHWUS MAPONS NPU NMOAKIHOUYEHUMN K
cepBepy, Mcnonb3ys BCTpoeHHble MexaHuambl OC. lMpu akTMBauMm napameTpa 3aAaHHbINM Maposb
NOAK/IOYEHUSs K cepBepy OyaeT XpaHUTbCS B Npeobpa3oBaHHOM BUAE;

«CKpbITb NPU 33aKPbITUU» - MPU 3aKPbITUM OKHA KneHTa He MpOMCXOAUT BbIXOA, U3 MPUNOXKEHUS,
KnueHT ckpbiBaeTCs B CUCTEMHbIV Tpew;

«OrpaHuyeHre Ko/MYeCTBa OOHOBPEMEHHO 3aMyLUEHHbIX 3K3eMMAsSpoB» - MpU  aKTUBALMUMK
napameTpa Hesnb3s ByaeT 3anyCcTUTb OAHOBPEMEHHO Bosiee ogHOro 3k3emMnaspa npuaoxenus. Mpu

nonbITKe 3anyCcTUTb elle OAHO npunoxeHne KrnneHTa nosSBUTCA OLWIMOKA (cM.  PucyHok 4).

Bbinyck ot sHBapsi 2024 14



@ TERMIDESK C/MET.10001-01 92 01

CoOTBETCTBEHHO, A/1S AKTMBALUMM BO3MOXKHOCTM Mapas/IefIbHOro 3amnycka HECKONbKMX OKOH
KnueHTa, He0bX0aMMO A€aKTUBMPOBaTb AaHHbIM NapameTp;

* «CoeanHeHne no RDP uepes Termidesk Viewer (3kcnepvMeHTanbHO)» - MpU  aKTUBALUMU
napameTpa ceaHcbl no npoTtokony RDP 6yayT oTKpbiTbl He 4Yepe3 CTaHAApPTHbIE MPOrpammbl

(mstsc.exe, xfreerdp), a Yepe3 nporpammy goctaBku BPM - termidesk-viewer.

& [na koppekTHoM paboTbl Tekyllern Bepcum KnmnenTa npoeepka SSL-cepTudurkaToB fo/kHa 6biTbh
OTKJIHOYEHaA.

HacTpoikm ? X

Tema |TE'MHEF|

ELT
) CHUCTEMHBIA

() BoiBpaHHbIi

Mpoeepka SSL ceptvdukara

BesonacHoe XxpaHeHWe Naponein

CKpbITe NPKX 2aKPBITUK

OrpaHu4eHHe KONWHeCcTea OHOBPEMEHHO 3anyLUEeHHbIX 3K3EMNNAPOE
CoegwHeHwne no RDP yepes Termidesk Viewer (3kcneprmeHTansHo)

|_ Oa | | OTMeHa | | MNpuMeHUTE |

PucyHok 3 — OkHo HacTpoek KnueHTa

Termidesk Client ? .

Opyroi 3kzemnnap Termidesk Client yxxe 3anyuieH.

X

MpunoxeHWe ByaeT 3aKpoTo.

PucyHok 4 — Owmrbka 3anycka BTOPOro 3K3eMnJisipa NMpuioXKeHus

JkpaHHas kHonka [[puMeHuTb] NnpuMeHsieT napameTpbl KOHOUrypaumm KnveHTa.

OkpaHHas kHonka [OTMeHUTb] oTMeHsieT napameTpbl KOHOUrypaumm KnmeHTa n He COXpaHsieT nx.
JkpaHHas kHonka [[a] coxpaHsieT napameTpbl koHbUrypaumm KnmeHTa.

Lna koppekTHOM paboTbl C MonyyeHMeM onyb6ankoBaHHbIX Yepe3 Microsoft Remote Desktop Services

NPUNOXXEHUIN, HEOBXOAMMO BbINOJIHUTbL AononHUTeNnbHyr HacTporky OC Microsoft Windows:
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Ha)kaTb 3KpaHHYto kHonky [[Myck], BBecT regedit u BbibpaTh regedit.exe;

B OTKpbIBLUEMCS pepakTope peecTpa OTKpbITb noapaszaen
«HKEY_CURRENT_USER\SOFTWARE\Microsoft\Terminal Server Client»;

B MeHto «[1paBka» BbibpaTb NYHKT «Co3aaTb», a 3aTeM «[lapameTp DWORD»;

B nose «HoBoe 3HauyeHue 1» BBecTM EnableAdvancedRemoteFXRemoteAppSupport U HaxaTb
knasuwy <ENTER>;

NpaBoM KHOMKOW MbILUM HaXkaTb Ha MapamMeTp EnableAdvancedRemoteFXRemoteAppSupport u
BblOpaTb MYHKT «M3MeHUTbY;

B MoJie AaHHbIX «3Ha4YeHue» BBECTU O U HaxkaTb akpaHHYto kHonky [OK];

3aKpbITb PeAaKToOp peecTpa.

3.3 . MNonyyeHne uHpopMaLUm 0 BepCUsX

Ons npocMoTpa uHdopmaumm o KnveHte HeobXoamMMo HaxkaTb Ha rpacdMyYeCcKUin SNEMEHT B BUAE KPY>KKa

C CUMBOJIOM «i» B MPaBOM BEPXHEM Yrny rpacdumyeckoro nHTepdemnca.

B oTkpbIBLLEMCS OKHE ByeT AOCTYMHA cneaytoLwas MHPopMaLms (cm. PucyHok 5):

«Ha3BaHue» - TeKCTOBOE Nose, coaepykalliee Tekylee HazBaHWe KnueHTa;

«Bepcusi» - Tekywias Bepcusi yctaHoBneHHoro KnveHTa;

«Bepcua OC» - tun n Bepcusi OC, Ha koTopyto Bblna NpoBeneHa ycTaHoBKa KnneHTa;

«Bepcusi Qt» - TekyLLas Bepcusi yCTaHOBIEHHOrO COBMECTHOIO KOMMOHEHTA;

«Heobxoammas Bepcust cepBepa He HUXKE» - MUHMMalbHas Bepcust cepBepa Termidesk, ¢ koTopbiM
BO3MOXXHa paboTa TekyLlen Bepcun KnuneHTa;

«Caunt» - URL-canTa npoussogutens;

[MHbopMauus pna Tex.nopdepXXku] - 3KpaHHas KHOMKa, MO3BONSIOLLAS BbIFpyXKaTb >KypHan

paboTbl KnveHTa B oTAeNnbHOE pacnonoxeHue haiioBoM CUCTEMBI.

Monyuntb MHPOPMALMIO O BEPCUSIX MOXKHO TaKXKe 4Yepe3 CUCTEMHbIM Tpen, HaxkaB Ha W300parkeHue

(«nKoHKy») KnveHTa npaBoi KHOMKOW MbILLW.
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0O Termidesk Client ? X

HazeaHue: Termidesk Client
Bepcusa: 4.2.0.23234-rc2

Bepcua Nindows 10 Version 2009
Bepcwa Qt: 5.15.8

Heo6GxoAWMan BEPCHA Cepeepa He HUKE: 3.3

Caim

| Mbopmauma nna Tex. nopnepxim | 3aKpeITL

PucyHok 5 - MHdbopMaumoHHoe okHO 06 ycTaHoBneHHoW Bepcum KnveHTa

3.4 . )XypHanupoBaHue

B ocC Windows >KypHan paboTbl KnueHTa pacronoXeH B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Client.log, >ypHan pa6otel [0
termidesk-viewer pacnonoyeH B danine C:

\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Viewer.log.

B OC Astra Linux »xypHan pabotbl KnueHTta pacnonoxkeH B danne /home/<user>/.config/UVEON/
logs/Termidesk Client.log, >kypHan pabotbl MO termidesk-viewer pacnonoxeH B darvne /home/
<user>/.config/UVEON/logs/Termidesk Viewer.log.

Lna cbopa >XypHanoB M COXpaHEHMS UX B apxMB Heobxoammo B KnueHTe Ha)kaTb Ha rpaduyeckmm
3/IEMEHT B BUIE KPY>KKa C CUMBOJIOM «i» B MPaBOM BEPXHEM Yy rpaduyeckoro MHTepdenca u HaxkaTtb
3KpaHHyto kHonky [UHdopMaums pns Tex.noppepxkku] (cm. nogpasgen [MonyuveHve mHbopmauum o
Bepcusix). Janee HaxaTb 3kpaHHyto kHonky [CoxpaHuTb], BbibpaTb KaTanor Ans COXpaHeHUs U 334aTb

nMmsa danny.
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4 . HACTPOMKA B UHTEP®EMCE KOMAHOHON CTPOKMU

4.1 . NHTepdeiic KOMaHAHOM CTpokK KnueHTa n napameTpbl KOHGUIypUpoBaHUs

MapameTpbl 3anycka M @yHKuMOHMpoBaHus KnuveHTa MoryT 6biTb nepeonpeneneHbl aprymMeHTamu

KOMaHZLHOM CTPOKW UM NEePEMEHHbBIMU OKPYXKEHMS.

[na nonyyeHus KpaTtkom MHbOpMaUUM Mo AOCTYMHbIM apryMeHTaM KOMaHAHOW CTPOKWU CNeayeT Bbl3BaTb

npunoxeHue termidesk-client c aprymeHTOM --help:

:~$ termidesk-client --help

Ona nony4vyeHud NoJsHOM MHdJOpMaLI,MM no AOCTYMHbIM apryMeHTam KOMaHAHOWM CTpPOKU CneanyeT Bbi3BaTb

npunoxeHue termidesk-client c aprymeHToM -—-help-all:

:~$ termidesk-client --help-all

Lns ncnonb3oaHma nHTepdenca komaHgHom ctpokn KnveHta B8 OC Windows Hy»kHO:
* OTKpPbITb KOMaHAHYH CTPOKY OT UMEHW aAMUHUCTPATOPa;
» BbI3biBaTb KAneHT us katanora C:\Program Files\UVEON\Termidesk Client\bin;

* MepeHanpaBUTb BbIBOA4, KOMaHAbl B dann. B ykaszaHHOM danne 6ymeT nokasaH pesynbTaT

BbIMOJIHEHNA KOMaHAbl.

Mpumep nonyyeHus NosHOM MHOOPMALMKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C BbIBOAOM B
dann C:\client_help_all. txt:

C:\Users\user>"C:\Program Files\UVEON\Termidesk Client\bin\termidesk-client.exe" --help-
all > C:\client_help_all.txt

Cnucok pocTynHbiX apryMeHToB npueegeH B Tabnuue. B OC Windows ykasaHHble apryMeHTbl TakyKe

BOCMNPUHMMAKOTCA, O4HAKO pe3ynbTdT HE BbIBOOUTCA B KOMaHOHYH CTPOKY.

Tabnuua 1 — Cnncok apryMeHTOB KOMaHAHOM CTPOKU U MEPEMEHHbIX OKpYy>XeHus ans KnuneHTa

Mapametp MepeMeHHas okpy>keHus Onucanue 3HauyeHue no
YMOJTHaHUIO
URL TDSK_VDI_URL AJpec Nnoak/oueHUs K Cepeepy uam He 3agaHo

npunoxenuto. JocTyneH c Bepcun 4.3,
JonyctuMble cxembl:
https://192.0.2.10 - NOAKAOYEHWNE K CEPBEPY;

daass://192.0.2.10/foo/bar - noaknto4veHune
K MPUNOXKEHUIO

--debug TDSK_DEBUG BkntoueHune otnagouHoro pexkmma. ns He 3agaHo
BKJ/IFOUEHUS PEXXMMA Yepes NepPeMEHHYHO
OKPY>XeHUSA [OCTAaTOYHO NPUCBOUTL e HeHyneBoe
3HayeHue

-—timeout TDSK_TIMEOUT Bpems oxknaaHusa ceTeBbIX NOAKIHOYUEHUI 60
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Mapametp

MepeMeHHas okpy>keHus

Onucanue

3HaueHue no
YMOJTHaHUIO

--user-auth

TDSK_USER_AUTH

Nms ayTeHTUdUKATOpa NpU NOAKTHOYEHUUN K
cepsepy. [locTyneH c Bepcun 4.3

He 3agaHo

——user—name

TDSK_USER_NAME

MmMa nonb3oBaTtens npu NoakaoHeHUnN K cepeepy.
HoctyneH c Bepcum 4.3

He 3agaHo

--user-password

TDSK_USER_PASSWORD

Maponb nonb3oBaTens Npu NOAKAHOHYEHUN K
cepsepy. [locTyneH c Bepcun 4.3

He 3apgaHo

--version

He 3agaHa

BbiBog TekyLen Bepcuun KnueHTa

He 3apaHo

He 3agaH

TDSK_RDS_GATEWAYHOSTNAME

Mms wntosa (FQDN) ans npunoxkeHns
mstsc.exe. [1na KOppeKTHOM paboTbl MOXKET
notpeboBaTbCs OTPeAaKTUPOBaTh daiin hosts B
OC. Ncnonb3yeTcs Npu NOAKIOHYEHUN K LLHO3Y
MS RDS uepes koMmnoHeHT Termidesk «LLnto3»

He 3agaHo

He 3agaH

TDSK_RDP_SIGN_SHA256

OTneuatok ceptudmkata ans nognucu RDP-
¢danna. JocTtyneH c Bepcum 5.0.

MokeT 6bITb 3afaH Kak Yepes yKasaHHYH
nepeMeHHY0 OKpPY>KeHUS, Tak U Yepes
KOHdUrypaumoHHbIN dann Termidesk
Client.ini B napameTpe RDPSignSHA256.

() 3apatue napameTpa yepes
KOHOUrypaUMOHHbIN daln, a He 4epes
nepeMeHHyo OKpY>XeHus, nmeet
60nbWKM NpUopUTET.

Mcnonb3yeTtca ans nogkntoveHms Kk BPM uepes
koMmnoHeHT Termidesk «LLnto3» ¢
MCMONIb30BaHUEM YTUNUTBLI mstsc. exe. [apameTp
aKTyasleH TOMbKO MPU MOAKIHOYEHUMN Yepes
YTUANUTY mstsc.exe, COOTBETCTBEHHO, MOXET
paboTaTb Tonbko B cpese OC Windows.

[na ucnonssosaHusa nognucu RDP-daiina
[O/MKHbI BbITb BbIMOJIHEHbI YC/IOBUS:

* cepTMdUKaT (OTKPbITbIN KtoY),
UCMONb3YOLMICS A1 MOAMUCK, AOSIXKEH
6bITb NepenaH Ha ysen ¢ KnueHTtom
COBMECTHO C 3aKpPbITbIM K/IHOHYOM K HEMY;

= Ha y3en c KnueHToM nonyeH 6bITb
YCTaHOB/IEH Kak cepTUbUKaT,
WCMNONb3YOLMIACS AN NOANUCH, TaK U
3aKpbITbIM K04 K Hemy. Ha y3en pomkeH
6bITb YCTaHOB/IEH KOPHEBOW CePTUDMUKaAT,
KOTOpbIM MCNONb30BaCs AN1S BblAAuM
cepTudmKaTa, UCNoNb3yHoLLEerocs ans
noanucu;

= B none «Common Name» ceptudwmkara,
UCMONb3YHOLLErocs A1l MOAMMUCU, AOMKEH
6bITb 33naH FQDN y3na c KnueHTom.

Moanuce RDP-darna 1 nogkntoveHme Ha
3aflaHHbIM B cepTudmkate FQDN npoucxoaut
TONbKO ec/n oTneYaTok cepTudmkaTa 3agaH,
WHa4e noaktoyeHne nHMummpyeTca Ha |P-agpec
127.0.0.1.

[MpuMep 3HaYeHUs oTneyaTka cepTudukata npu
33aflaHNW Yepes NepeMeHHYH OKPYXKeHUS:

TDSK_RDP_SIGN_SHA256 =
76FC4AFA6967D8EDDB3786C0364F767BF9C10397

He 3agaHo
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MapameTpbl KOHMUIyprpoBaHUs KnuenTa MOryT  ObiTb  3aAaHbl yepes dann C:
\Users\<user>\AppData\Roaming\UVEON\Termidesk Client.ini (OC Windows) wunau /home/
<user>/.config/UVEON/Termidesk Client.ini (OC Astra Linux).

Mpumep KoHbUrypaunoHHoro danna:

[Global]

# A3blK npunoxeHua (ru — pPycckuid, en — aHrIMACKNIA)

Language=ru

# Ctunb npunoxennsa (Llight - cBetnblil, dark - TeMHbIi)

Style=light

# 3anyck TONbKO OAHOr0 3aK3eMnasapa KineHTa

OneInstance=true

# VrHopupoBaHue ownbok SSL (4.0.0)

9 ignoreSslErrors=true

10 # bBesonacHoe xpaHeHve naposnein, BO3MOXHble 3HaYeHus false/true

11 secureStorageEnabled=false

12 # Wcnonb3oBatb Termidesk Viewer gna RDP (4.3.0)

13 UseTermideskRDP=true

14 # Otnevartok cepTudmkara gnsa nognucanmsa rdp daina mstsc.exe nNpu NogKIOYEHUM Yepes WS
(5.0.0)

15 RDPSignSHA256=76FC4AFA6967D8EDDB3786C0364F767BF9C10397

16  # Appec, kotopblin BygeT cnywatb vdi-proxy (5.0.0)

17 VdiProxyIniHost=0.0.0.0

18

19 [MainWindow]

20 # CKkpblTMe KIneHTa B Tpel (4.1.0)

21 CloseToTray=false

22 # [eomeTpus rnaBHOro okHa (dpopmar Qt)

23 Geometry=01d9d0ch00030000000001fbOOOEOOd6000006TanENOO387000001fbOOOEOOT3000006T
20000038700000000000000CNO780000001fbOOOOEOT3000006TadOEEO387

24 # TMopsnok oTo6paxeHns cepBepoB

25 ServersOrder=27d22dce-2255-4abe-b4e0-c0fee7100351, 2682d0e9-
bb75-4e0e-8f61-5216b5c95205

26 # Pexum oTobpaxeHust pabounx mect © — CNUCOK, 1 — MNAUTKM

27  WorkplacesViewMode=0

28

29 [Servers]

30 2682d0e9-
bb75-4e0e-8f61-5216b5c95205\Auth=\x412\x43d\x443\x442\x440\x435\x43d\x43d\x44f\x
44F \x411\x414

31 2682d0e9-bb75-4e0e-8f61-5216h5c95205\Comment=

32 2682d0e9-bb75-4e0e-8f61-5216b5c95205\Login=userl

33 2682d0e9-bb75-4e0e-8f61-5216b5c95205\Password=blowfish:hidden

34 2682d0e9-bb75-4e0e-8f61-5216b5c95205\Url=vdi-demo. termidesk.ru

35 2682d0e9-bb75-4e0e-8f61-5216h5c95205\Workplaces\F3d316f76-b429-5406-
b110-9b07e864b3fa\FavoriteTransportId=6aclf9f5-9ae0-5ae0-a304-cf967b582900

36 # VpeHTudpmkaTop BbIOPAHHOIO TpaHcnopTa 415 paboyero mecta

37 2682d0e9-bb75-4e0e-8f61-5216h5c95205\Workplaces\Fccl121357-04a3-5f68-
acf8-0f8517b6ed4fc\FavoriteTransportId=6aclf9f5-9ae0-5ae0-a304-cf967b582900

38 # Cnuncok n3bpaHHbIX pabounx mect

39 2682d0e9-bb75-4e0e-8f61-5216b5c95205\FavoriteWorkplaces=F3d316f76-b429-5406-
b110-9b07e864b3fa, Fccl21357-04a3-5f68-acf8-0f8517h6esdfc

40 # HasBaHue ayTeHTUmkaTopa

coO~NOoOUlh WN B
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41 27d22dce-2255-4abe-b4e0-c0fee7100351\Auth=termidesk-freeipa

42  # KommeHTapwii

43 27d22dce-2255-4abe-b4e0-c0fee7100351\Comment=

44 # JlorvH

45 27d22dce-2255-4abe-b4e0-c0fee7100351\Login=user2

46 # [pu 3HayeHun napameTpa secureStorageEnabled=false, xpaHuT naponb, nNpPeobpasoBaHHbIN C
nomouybto asiroputma blowfish.

47 # lpu 3HaYeHUn napameTpa secureStorageEnabled=true, B 3aBucumocT oT OC, XpaHWUT Npedukc
, YKasblBawLWuii Ha cnocob XpaHeHwus .

48 # Ansa UNIX - secretservice:

49 # Ona Windows - wincredential:

50 27d22dce-2255-4abe-b4e0-cOfee7100351\Password=

51 # XocCT cepBepa

52 27d22dce-2255-4abe-b4e0-c0fee7100351\Ur1=192.0.2.1

53  # 3anpeT coxpaHeHus Napons u yganeHne paHee coxpaHeHHoro (4.3.1)

54 27d22dce-2255-4abe-b4e0-cOfee7100351\KeepPassword=false

55 # TNocnegHssa nonyyeHHas Bepcus cepeepa (4.3.1)

56 27d22dce-2255-4abe-b4e0-c0fee7100351\Version=4.3.1

57  # 3anpeT coxpaHeHus N0rvHa 1 yaasneHne paHee coxpaHeHHoro (4.3.1)

58  27d22dce-2255-4abe-b4e0-cO0fee7100351\KeeplLogin=false

4.2 . UHTepdeirc koMaHaHOM cTpoku termidesk-viewer 1 napaMeTpbl KOHGUIYpUPOBaHUS

MapameTpbl 3anycka U dyHKLMOHUPOBaHUA termidesk-viewer MOryT BbiTb onpeaeneHbl apryMeHTamMum

KOMaHgHOM CTPOKU Unn nepeMeHHbIMU OKPY>KEHUA.

Ona nony4yeHuna KpaTKOVI VIHdJOpMaLI,MM no AOCTYMHbIM aprymMmeHTam KOMaHAHOM CTPOKWM CNnenyeT Bbi3BaTb

npunoxeHue vdi-viewer Cc apryMeHToM --help:
:~$ vdi-viewer --help
[na nonyyeHus nonHon MHbOPMaLUM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C/iefyeT BbI3BaTb
npunoxeHue vdi-viewer c aprymeHToM --help-all:
:~$ vdi-viewer --help-all
[Ons ncnonb3oBaHua nHTepdenca komaHgHoM cTpokn termidesk-viewer B OC Windows Hy»Ho:
" OTKPbITb KOMaHAHYH CTPOKY OT MUMEHU aAMUHUCTPATOPa;
* BbI3bIBaTb vdi-viewer u3 katanora C:\Program Files\UVEON\Termidesk Viewer\bin;

" nepeHanpaBunTb BbliBOO KOMaHAObl B d)aﬁn. B YKa3aHHOM cbaﬁne 6y,CI,E.‘T NOKa3aH pe3ynbTaTt

BbIMOJIHEHNA KOMaHbl.

Mpumep nonyyeHns NosHoOM MHOOPMaLMKM MO AOCTYMHbIM apryMeHTaM KOMaHAHOW CTPOKM C BbIBOAOM B
dann C:\viewer_help_all.txt:

C:\Users\user>"C:\Program Files\UVEON\Termidesk Viewer\bin\vdi-viewer.exe" --help-all > C:
\viewer_help_all.txt
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Cnucok pocTynHbiX aprymeHToB npmeegeH B Tabnmue. B OC Windows ykasaHHble apryMeHTbl Takxke

BOCMNPUHMUMAKOTCA, O4HAKO pe3ynbTdT HE BbIBOOUTCA B KOMaHOHYH CTPOKY.

Tabnuua 2 — CNMCOK apryMeHTOB KOMaHAHOM CTPOKM U NMEPEMEHHbIX OKpYyKeHUst ana KnuneHTa

1.6.
Bo3MoykHble 3HauyeHus:
= libtheora - HaTMBHbIN MeTOA,
koampoBaHusa Theora;
= theora - KOOpOBaHMe Yepes
koHBerep Gstreamer.

Mapamerp lMepeMeHHas okpy>keHus Onucanue 3HaueHue No yMOIYaHUIO

--debug TDSK_DEBUG BkntoueHune oTnagouHoro pexkuma. ns He 3agaHo
BKJ/IFOUEHUS PEXXMMA Yepes NEPEMEHHYHO
OKPY>KEHMUSl LOCTAaTOYHO NMPUCBOUTD e
HEHYNEBOE 3HAYEHME

-—timeout TDSK_TIMEOUT Bpemsa oxknaaHus nogk/itoveHus K 60
cepsucy. doctyneH c Bepcum 1.5.0

--version He 3agaHa BbiBog TekyLlen Bepcun termidesk- He 3agaHo
viewer

--video-codec TDSK_VIDEO_CODEC Kopek Bupeokamepsl. locTyneH ¢ Bepcum libtheora
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5. PABOTA C BUPTYAJIbHbIM PABOYMM MECTOM

5.1 . [lobaBneHune cepBepa NOAKIIOUYEHUA

LOns pobaeneHus cepBepa MOAK/IHOYEHUM HEOBXOAMMO LUENKHYTb JIEBOM KHOMKOM MbIWM MO HaAmMcK
«JJobaBUTbL cepBep» U B OTKPbIBLUEMCA OKHe BBecTU |P-aapec unm gomeHHoe MMa cepBepa NOAKIOHEHUIN
Termidesk (cm. Pucyrox 6).

JaHHy0 MHbOpMaLUIO MOXHO MONYyYnTb Y AAMUHUCTPATOPA.

TERMIDESK

=) Nobasnerne HoBOrO Ccepeepa
BEeWTe afpec CepEepa NoAKMK4EHUA
vdi-demo.termidesk.ru

OTtMmeHa

[No6aewnTb cepeep

PucyHok 6 — OkHo nobaBneHus cepBepa NOAKIHOHEHUI
Mocne nobaBneHus agpeca cepeepa NMOAKIOYEHUIN B OTKPbLIBLLUEMCA OKHE HY)>KHO 3aMo/IHUTL Cleaytolme
nonsa.
* «OnucaHne» - TekCToBOe COOBLLEHWe, WUCMOJIb3yeEMOE A/a OMNUCaHMs cepBepa MOAK/IHOUYEHWUN
(Heobsi3aTeNbHO);
* «AyTeHTUbMKaLmMa» - BbIOOp pecypca, ABNSOLWErocsl UCTOYHUKOM CBEAEHMM O CyObekTax M KX
NMOJIHOMOYMAX, HACTPOEHHOrO Ha CepBepe MOAK/IIOYEHUIM B Ka4ECTBE AOMEHA ayTeHTUDMKaALMK;
* «JlornH» - naeHTUdUKaTop cybbLEKTa B AOMEHE ayTeHTUdbMKaumm (CoBnagaeT ¢ NAEHTUPUKATOPOM
cybbekTa B Cny>kbe KaTanoros);

* «[laponb» - Habop CMMBOMOB, MNOATBEPIKAAIOLLNIM Ha3HAYEHUE MONHOMOUUN.

& BBon norvHa v napons B HacTPOMKax MOAKAKOYEHUSI MOryT ObiTb 3abnOKMpOBaHbI, €CAIU Ha
cepBepe aKTMBMPOBaHbl MapaMeTpbl, 3amnpeLjatolime COXpPaHEeHWE NOorMHa u/wmnu napons B
KnueHte. B 3TOM cnydae ux Hy>KHO OyaeT BBECTM HeMoOCPeACTBEHHO MPU MOAK/IHOYEHUM K
cepBepy, Npy 3TOM BBELEHHble 3HAUYEeHUs1 He ByayT coxpaHeHbl B KOHUrypaumoHHoM danne (C:
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\Users\<user>\AppData\Roaming\UVEON\Termidesk Client.ini nnum /home/
<user>/.config/UVEON/ Termidesk Client.ini) n 6e3onacHom xpaHunuwe. Ecnv naponb
paHee 6bls1 COXpaHeH B 6e30MacHOM XpaHWUIIMLLIE, TO OH ByaeT NpoOUrHOPMpPOBaH.

3anpeT COXpaHEeHUs1 JIOTMHOB WM Maposier MPUMEHSIETCS, eCM MOJyYeHHas Mpu MOAKIHOYEHUM
Bepcusi cepBepa Termidesk 6onblue nnm cootTBeTcTByET 4.3.1 1 COOTBETCTBYHOLLME NMAapaMeTpbl Ha
cepBepe aKTMBMPOBaHbI. [Mpu KaXxaoM OBHOBNEHMM CMMCKa ayTeHTUPUKATOPOB Bepcusi cepsepa
3anpallmnBaeTca NOBTOPHO.

Mocne 3amonHeHWs yKasaHHbIX MONeW ANs MOAKIHOYEHUS K BblOpaHHOMY CepBepy HaAo HaxaTb
3KpaHHYyt KHonky [[oakntounTbesi] (cm. Pucyrok 7). [Ang M3MeHeHUs napamMeTpoB ayTeHTUdMKaUMM Ha
cepBepe MOAKIHOYEHUN HEOBXOAUMO HaXKaTb Ha rpadMYeCcKUi 3NEMEHT B BMAE LUECTEPEHKU B MPaBOM
BEPXHEM Yrny Ans BbIBpaHHOIo cepeepa.

B cnyvae owwunbku ayTeHTUdMKauum OydeT MoOKasaHO COOTBeTCTBylowlee coobuieHme: «Owunbka
ayTeHTUdMKauumu!». [onoNHUTENBHO MOXET BbiTb MOKa3aHO CoobLieHME, 3aaaHHOe AQMUHUCTPATOPOM

Termidesk.

@ TERMIDESK

) HacTpo#ka NOAKAHYEHUA K CepBeEpY

vdi-demo.termidesk.ru {» Anpec
vdi-demo.termidesk.ru
Onncanue

termidesk1

AyTeHTUdUKaLWA
BHyTpeHHAA B
Norux
termidesk1
Maponb

Moakno4ynTeCA

Ynanuts

PucyHok 7 — OKHO HacTpOMKM NOAK/HOUEHMUS K CepBepy
5.2 . ABTOMaTMU4eCKUii NOUCK cepBepa NoaKodeHus Yepes cnyxby DNS

5.2.1. O6wme cBepeHUs
B KnueHTe no ymMonyaHuWio peannsoBaHa BO3MOXKHOCTb aBTOMAaTUYECKOro NMomMcKa cepBepa MOAKIHOUYEHN
yepes cny>kby DNS.
LOns 3toro Ha DNS-cepBepe fomkHa 6bITb BHECEHA OAHA U3 3aNUCEN:
* qmbo 3anmcb daas Tuna TXT ¢ URL-agpecom cepeepa Termidesk, Hanpumep: https://

termidesk.domain.local;

Bbinyck ot sHBapsi 2024 24



@ TERMIDESK CJIET.10001-01 92 01

* nmbo 3anucb vdi Tuna TXT ¢ URL-agpecom cepsepa Termidesk, Hanpumep: https://

termidesk.domain.local.

A [1na koppekTHOro noucka cepsepa noaxatoueHumn vepes cny>kby DNS nonb3oBatensckue paboune
CTaHLUMM JONMXKHbl UMETb BO3MOXHOCTb OCYLLECTBAATbL nonck B DNS-30He, B KoTOpoM caenaHbl
3anucu.

Mpn nepsom 3anycke KnueHT BbIMOAHUT 3anpoc uHpopmauun o cepsepe. B cnyuyae ycnewHoro
BbINOJIHEHUS 3anpoca B okHe «AyTeHTUbMKaLMs Ha cepBepe» 0Tobpa3nTca agpec cepepa Termidesk (cm.
PucyHok 8).
[ns aBTOpM3aLMm Ha cepBepe HYXXHO 3aMOSIHUTbL CNeayroLLMe NoNs:
* «AyTeHTUbMKaLma» - BbIOOp pecypca, ABASOLWErocsl UCTOYHUKOM CBEAEHMM O CyObekTax M UX
NMOJIHOMOYMAX, HACTPOEHHOrO Ha CepBepe MOAKIIOYEHUIN B Ka4eCTBE AOMEHA ayTEHTUDUKALMK;
» «JloruH» - npeHTUdUKaTop CybbLEKTa B AOMeHe ayTeHTUdMKaumm (CoBnaaaeT ¢ MAEHTUDUKATOPOM
cybbekTa B cny>kbe KaTasoros);

» «[laponb» - Habop CMMBOMIOB, NOATBEPIKAAIOLLMIM Ha3HAYEHUE MONHOMOUUN.

[ AyTeHTMdUKaUMA Ha cepeepe ? X

Anpec
termidesk.domain.local

AyTeHTWOKUKALWA
BCTpoeHHbIR

NoruH
admin

Maponb

........| V

Oa OTMeHE

PucyHok 8 — Pe3ynbTtat 3anpoca nHbopMauum o cepepe Termidesk

5.2.2 . Hactpoiika DNS Ha nonb3oBatenbckom pabouen ctaHumm ¢ OC Windows
Lna HacTponkn noakntoveHus k cnyxobe DNS Ha OC Windows Hy>Ho:
* HaxkaTb knaeuwn <Win+R>, B okHe «BbinonHnTb» BBECTU Ncpa.cpl U HaXKaTb 3KPaHHY KHOMKY
[OK];
* B okHe «CeTeBble NOOKMHOYEHUSI» BblOpaTb COOTBETCTBYHOLIMIM CETEBOWM adanTep WM HaxaTb

3kpaHHyto kHonky [CBoucTBa];
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* B OKHe «Ha3BaHue apganTepa: cBoncTBa» Bblaenutb napameTp «IP Bepcun 4 (TCP/IPv4)» 1 HaxaTb
3KpaHHyto kHornky [CBoicTBal;
= B okHe «CgoucTga: IP Bepcuun 4 (TCP/IPv4)» HaxkaTb 3kpaHHYto kHOMKy [[lononHutensHo...];
* B okHe «JlononHuTtencHble napametpbl TCP/IP» nepentn Ha Bknagky «DNS» m akTuBMpoBaTb
napaMeTpbl (cm. PucyHok 9):
e «JonucbiBaTb ocHoBHOM DNS-cydduke n cydbdukc nogkntoueHma»;
» «JlobaBnaTb poauTenbckme cybdukcbl ocHoBHoro DNS-cydbdukca;
e «DNS-cyddukc noakntoueHus» - ykasaTb JOMEH, KOTOPOMY MPUHAOIEXUT MaLUUHa;
e «3aperncTpupoBaTth agpeca 3Toro nogkntoueHmns B DNS»;

e «Mcnonb3osate DNS-cydbdukc noakntoveHus npu peructpaumm B DNS».

[ns coxpaHeHWs napamMeTpoB NOAKIOYEHUS HEOOXOAMMO HaXkaTb 3kpaHHYo KHonky [OK].

& OpenVPN TAP-Windows6: ceolictea X | Ceoiictea: IP Bepcun 4 (TCP/IPv4) X | AonoanutensHele napametpsl TCP/IP X
Cem  [octyn Obume  AnsTepHaTiBHaR KOHDWTypaLUS NapaneTps: IP WINS
Momxniouerme vepes: MapameTps! IP MOKHO HASHAYATS ABTOMATUMECKH, ECNH CETb Aapeca DNS-C2peepos, B NOPRAKE HaN0/IL3063HS:

5 TAP-Windows Adapter V9

NOAAEPKHBAET 3Ty BOSMOXHOCTL, B NpoTHBHOM Chyyae y3HaiTe
napameTpsl IP y ceTesoro anMMHMCTpaTopa.

Hactpoums ‘

© NonywTs IP-aapec asToMaThueckn

OmMeueHHbiE KOMMOHEHTHI MCNOME3YIOTCA 3TUM NOAKMIOYEHUEM Aobasuts... 13MeHuTD

= (O Wenone3oBaTs cneayiowwii IP-anpec:
| &5 Knuen ana ceteit Microsoft ‘ Creayrolume TpH NapaMeTPa NPUMEHSIOTCS ANS BCEX NOAKMOHEHNI,
W EIVMware Bridge Protocal - - ncnons3yrowmx TCP/IP. A paspeweHita HEMSBECTHbIX MMEH:

v E:‘Oﬁlum\ AOCTYN K Gainam w npuHTepam ans ceted Mi ‘ X © Honuceieats ocHosHOM DNS-Cyddumke u cydduke noaknoyeHns
™ IEIW‘UE‘BD* NDIS6 Bridged Networking Driver R _ _— MlofasnaTs poauTensaxme cyddmkcs ocHosHoro DNS-cyddmkca
™ % Nnarmposuwk naxetos QoS ‘ .

(O RommcsisaTe cnenyroue DNS-cydidwrcs (no nopsaxy):
ICJM P sepcym 4 (TCP/IPvd)

[} 4 MpoTokon mynsnnexkcopa ceTesoro apanTepa (Mai © Nony-mTs anpec DNS-cepeepa aBTOMATHHETKM
(O Mcnone3oBaTe cheayrowme aapeca DNS-cepeepos:

Onmcarme ‘

MpoToxon TCP/IP. CtaHaapsii npoToxon rnofansHsix

DNS-cydebme noprmoueris:  domain.locall
ceTedl, oBecneynBaIoLMI CBR3E MEX.aY PASNMYHEIMA

B3aMMOAEACTBYIOWNMIA CETAMIA. R ——— '3ED€rMCTpI1DOEaYb anpeca 3Toro NoAxKNoHeHUA B DNS
0ATEEPAWTE NAPAMETPbLI NPK BbIXOAE
AononHyTensHo. .. 8 Mcnons308aTs DNS-CYGHKE NOAKMOUEHNS N PErHCTPaLYM B DNS
0K Omvena { OK | Omera OK Otmena

PucyHok 9 - MopkntoveHne OC Windows k cny>k6e DNS

5.2.3. Hactpoitika DNS Ha nonb3oBatenbckon pabouen craHumm ¢ OC Linux
LOna HacTpounkmn nopkntoveHust k cnyxbe DNS Ha OC Linux Hy)kHO oTpemakTupoBaTb daun /etc/

resolv.conf, BHecs MHbOpMaLMIo No ucnonblyemomMy gomeHy n DNS-cepsepy:

1 domain domain.local
2 search domain.local
3 nameserver 198.51.100.11
4 nameserver 127.0.0.1
® Tlpe:

* 198.51.100.11 - IP-agppec DNS-cepBepa;

* domain.local - HaMMeHOBaHMe AOMEHa.
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5.3 . MNMopkntoueHune Kk BPM yepes KnueHT

Mocne ayTeHTUdMKaummM M noakntodeHns nporpamMmHoro KnueHta k cepeepy Termidesk oTkpbiBaeTcs
NpPoOCMoTp clenyroLLen MHpopMaLumm o gocTynHbIX poHaax BPM:
» «HasBaHue» - TekcTOBOE none, cogepykallee HasBaHue doHaa BPM;
* «B mn3bpaHHOM» - BO3MOXHOCTb 406aBUTb KOHKpeTHbIM (oHg BPM B rpynny u3bpaHHbIX uau
MCKIHOYUTb €ro OTTYAa;
» «Ctatyc» - oTobpakeHue cTaTyca mcnonbzoBaHus BPM B ¢oHpe. Ecnn B doHae mcnonbsyetcs
xoTa 661 o4HO BPM, To cTaTyc ¢ nycToro nameHuTcs Ha «Mcnonb3yeTtca»;
» «[MpoTokon» - BO3MOXKHOCTb BbIGOpa NPOTOKOMA AOCTABKM A5 KaXKA0ro M3 oTobpakaeMbix HOHA0B
BPM;
» «pynna» - mMHdOpMauMM O HAMMEHOBAHWUM TPYMMbl, Ha3HA4YEHHOM ANa OTobpaxkeHus HOHAO0B
BPM.

LonoNHUTENBHO MOXHO U3MEHUTbL popMaT 0TobparkeHMs nepeyHs doHaoB BPM (cm. Pucyrok 10):

* MOXXHO CrpynnupoBaTb oTobpakeHue nepeyHs ¢poHpos BPM no uneHctBy ¢oHpa B normyeckom
rpynne otobpaxeHusi(3neMeHT (1) Ha pucyHke);

" MOXHO CMeHWUTb ¢dopMaT oTobpaxkeHus nepevHs ¢oHpoB BPM: ukoHkamu (anemeHT (2) Ha
PUCYHKE) nnn cnuckom (anemeHT (3) Ha pUCyHKe);

* MOXXHO OTCOPTMPOBaTb MOPSAOK OTOBpaXkeHUst POHLOB B MepeyHe Mo psay NapaMeTpoB (31eMEHT
(4) Ha pucyHke): «HassaHue», «B wu3bpaHHom», «Crtatyc», «[llpotokon», «[pynna», «[lo
ybbiBaHUIO» (MO yMONYaHMIO B OTCYTCTBME Jpyrux napameTpoB ¢doHabl BPM B nepeuyHe
0TObparXkatoTca B andaBUTHOM MOPSIAKE MO BO3pacTaHUIO);

" MOXXHO OBOHOBWUTb CMUCOK AOCTYMNHbIX PpoHaoB BPM (anemeHT (5) Ha pucyHke).
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TERMIDESK

™Y vdi-demo.termidesk.ru fpynna paboymx mect  Bce termideskl |-
Py p

HaseaHue |BM36paHHOM |CmTyc Npotokon | Mpynna
ALSE1-7-3 w SPICE Vv OcHoBHas

Astra Linux CE {_\r Wcnonbayetca SPICE v OcHoBHanA

EWindows‘IO ﬁ’ Wcnoneayetca RDP Vv OcHoBHaA

PucyHok 10 — DnemeHTbl rpaduyeckoro nHTepderica
Lna nogkntoueHns kK BPM Heobxoanmo BbiIGpaTb NPOTOKON AOCTAaBKU M ABaXKAbl HaXKaTb JIEBOM KHOMKOM
MbILWW Ha Ha3BaHWe doHaa BPM (cm. Pucynok 11). B cnydyae nepenybnukauum poHaa BPM npu HaBegeHum
MbIlUM Ha 3aronoBok GoHaa (B pexume nauTka) uanm Ha KonoHky «CraTyc» OypeT nokasaHo

BCM/IbiBatOLL,EEe COOOLLEHNE O HEODXOAMMOCTM 3aBEPLUUTL PaboTy A0 YKa3aHHOro CPoKa.

TERMIDESK

O vdi-demo.termidesk.ru Ipynna paBounx mect  Bce termidesk1 E

HBBEBAHE | B H36pEHHOM | CraTyc MNpoTokon Ipynna
ALSE1-7-3 png OcHogHan

Astra Linux CE ﬁ Wcnone3yerca

Termidesk-viewer |oHaf

RDP

Windows 10 1:{ Wcnone3ayetca

oorOBHAA

PucyHok 11 — Bbibop npoTokosa 4OCTaBKM A/ MOAKITHOYEHMS
Mpu noakntoveHum no npotokony RDP KnueHT BbINOAHUT 3anycK yCTaHOBNEHHOM B MOJ1b30BaTE1bCKOM
paboyen cTaHuMM nporpaMmbl ona goctaskn BPM. B cnyuae, ecnv B HaCcTpoMKax KAMEHTA YCTaHOBIEHA
onumsa «CoeguHeHmne no RDP uepes Termidesk Viewer (akcnepuvmeHTanbHo)» (cM. nogpasaen Obwme
HaCTpOIKHM), ByneT BbIMOSHEH 3anycK termidesk-viewer.
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®

Moppep>xxusatoTcs cnepytome nporpammbl gna KnvenTa, 3anyckaemoro B OC Windows:
* mstsc.exe (ctaHaapTHas ytunmuta OC Windows);

* wfreerdp.exe.

KnuenT, 3anyckaembii B OC Astra Linux Special Edition 1.7, ncnonssyet ans noctasku BPM no
npoTtokony RDP ytunuty xfreerdp.

B oTkpbIBLLEMCS OKHE NPOrpamMMbl OCTaBKM HEOOXOAMMO BBECTU AaHHble gns aBTopmsauum B OC BPM.

a

Mpy noakntoyeHUN K OMYBNMKOBAHHBIM MPUIOXKEHUSAM UNWM TEPMUHANbHbIM CECCUAM CepBepa
TepmuHanoB Astra Linux (STAL) noruH n naponb Heob6xoaMmMo BBOAUTbL B TOM BUAE, B KOTOPOM
oHM 3agaHbl B OC (ecnu noakntouyeHWe MPOUCXOAUT C YYETHbIMU AAHHBIMWU JIOKaSIbHOMO
Monb30BaTeNs) WAM B KOHTpO/Jepe AOMeHa (ecnv MOAKIHYEHWE MPOUCXOAUT C YYETHbIMU
[AaHHbIMU AOMEHHOrO MOJb30BaTeNS).

[aHHoe TpeboBaHMe CBA3aHO C YyBCTBUTENIbHOCTbIO K peructpy BeoguMbix cumeonos B OC Astra
Linux Special Edition.

B 3aBMCKMMOCTM OT NOJIHOMOYMIM NOJIb30BaTENO NMpenocTaenstoTcs BPM, noctynHble ons onpeneneHHom

Moaenn nOCTaBKW.

5.4 . MoakntoueHune kK BPM yepes Be6-6paysep

Lna nopkntouenus k Termidesk yepes Beb-6pay3ep HeobxogmMmo:

OTKPbITb BeO-6pay3ep;
B agpecHou ctpoke BeecTtu IP-agpec nnn FQDN cepeepa Termidesk;
Ha OTKPbIBLUEMCS CTPAHWULE 3aMO0JIHUTb 3KPaHHbIE NONS:
e «JloruH» - noeHTUdUKaTOp Nosb3oBaTens B cucteme Termidesk;
» «[llaponb» - HABOp CMMBOIOB, MOATBEPXKAAOLLMIA HA3HAYEHUE NMOJTHOMOUUN;

. «,u,OMeH ayTEHTMCbMKaLI,MM» - NICTOYHUK CBe,El,eHVIl‘/-I O Nonb30BaTeNIdX U UX NOJTHOMO4YUNAX.

MHdopmaLmio 0 3aN0HEHUM MONEN HYXKHO 3ampocuTb Yy AgMuHUcTpatopa. [ocne 3anonHeHus nonen

aKTyanbHbIMU AaHHBIMU HEOOXOAMMO HaXKaTb Ha IKpaHHYO KHornky [BowuTu].

Mocne nogkntoyeHns cTaHyT JocTynHbl GoHabl BPM u cnepyrowime MHGOPMaUMOHHbIE 3/IEMEHTDI (cM.

PucyHok 12):

anemeHT (1) — HammeHoBaHMe dpoHaa BPM;

anemeHT (2) — rpaduyeckas unnntoctpauus BPM;

anemeHT (3) — onucaHue doHaa BPM;

anemeHT (4) — rpadmyeckme NpMMUTUBLI, BU3YaNU3UPYIOLLIME COCTOSIHUE WUSIU [OMOSIHUTENbHbIE
napameTpbl BPM;

anemeHT (5) — rpaduyeckui NpUMUTMB, BU3YaNU3UPYIOLLMW  BO3MOXHOCTb  BblOOpa

nonb3oBaTesieM npoTtokona poctasku BPM. lMpu Haxkatum Ha ukoHky Termidesk wHuummpyet
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OTKPbITME BCMOMOraTe/bHOrO OKHa, B KOTOPOM MEPEYUCIEHbl AOCTYMNHbIE MPOTOKO/bI LOCTAaBKM.
HocTtaBka BPM no BbibpaHHOMY MpOTOKONY HauyMHAETCSA NOC/Ae Ha)kaTust B okHe «[lloakntoueHus»

CCbI/IKMN C Ha3BaHMEM MPOTOKOA.

@ TERMIDESK ® termideskl ~

I Astra Linux CE E & =g Windows 10

Windows 10

Orel 2.12-2T6 O3y El

PucyHok 12 — DnemMeHTbI rpaduyeckoro MHTepdenca Npm NoaxkI4YeHUM Yepes Beb-6paysep

LOna nopkntoveHns kK BPM HeobxoanMo HaxkaTb Ha rpaduyeckyto UANOCTPaUMUIO UK HAaUMEHOBAHUE,

onucbiBatoLlee BPM.

5.5 . Joctyn K AeMOHCTPaLMOHHOMY CTeHAY
Lna osHakomneHus ¢ pyHKumoHanoM Termidesk MOXHO NOAKNHOUUTLCS K AEMOHCTPALMOHHOMY CTEHAY.

,D,J'IFI noaKNKYEHNA cCcnegyet UCnosib30BaTb 3HA4YeHUA MapaMeTpoB, MnepedvyuncyeHHble B Ta6n14u,e (CM.
Tabnuua 3).

Tabnuua 3 - MNMapaMeTpbl 49 NOAKIOUYEHMS K AEMOHCTPALMOHHOMY CTEHAY

MapameTp 3HaueHue MpumeyaHue

AJpec noaknro4eHus https://termidesk.ru/vdi-demo

AyTteHTudukaumsa gnsa pocryna B Termidesk

Monb3oeatens 1 Nmsa: termideskl Bce BPM
Maponb: termideskl

[omeH ayTeHTUbUKaummn: « BHyTpeHHss
6a3a faHHbIX»

Monb3oBatens 2 Nma: termidesk2 OrpaHuyeHHbIN Habop BPM
Maponb: termidesk2

[omeH ayTeHTUbUKaLMK: «BHYTpeHHss
6asa gaHHbIX»
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AyTtenTudukaums B rocresbix OC paboumx MecT

JlokanbHbI NUms: user ABTOONpeaeneHne paspeLLleHns sKpaHa
nonb3osatenb B OC Astra | MNaponb: user npumeHsieTcs
Linux n Windows

I'Ipm ucrnonbzoBaHum KnueHTta HEO6XO,EI,MMO ,EI,O6aBVITb cepBep M HaCTpoUTb NOAOKNHOYEHUE, 3anoJSIHUB

3KpaHHbl€ MO BbILLENEPEYNCNEHHBIMU 3HAYEHUAMMU (cM. PucyHok 13).

HacTpoWka NOAKNHUYEHWA K CEPEEDY ? X

Anpec
vdi-demo.termidesk.ru

OnucaHue

AyTeHTMKUKALWA
| BHyTpeHHAR B[]
NorvH
| termidesk1

Maponb

termidesk]|

| ¥oanuto |

PucyHok 13 - Npumep BBOZA NapaMeTpoB 4t NOLKIHOUEHUS

Mpu ncnonb3zoBaHMK Be6-Opay3epa HY>KHO B aApeCcHY CTPOKY BBECTU agpec NOAKIHOUEHUS, Aanee
33aHECTU AaHHble ayTeHTUdUKaumm ana goctyna Kk Termidesk (cm. Pucyrok 14).
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Pabouue mecta X +

C vdi-demo.termidesk.ru

@ TERMIDESK

termidesk

[omeH ayTeHTUPUKaLUK

BHyTpeHHas b v

PucyHok 14 - NMpumep nopkntoveHns Yepes Beb-bpaysep

5.6 . 3aBepLueHue pabotbl ¢ BPM
Monb3oBaTtenb Termidesk MoxkeT 3aBepwnMTb paboTy ¢ BPM aByms witaTHbIMKM cnocobamu:

* BbITM M3 rocteBo OC BPM — Bbixon ocyulecTenseTcs CTaHAApTHbIM CNocoboM 3aBepLueHus

paboTbl ¢ OC (cm. PucyHok 15);

& B 3aBucMMocTM OT Mogenu gocTtaBku nocne Bbixoda us rocteson OC BPM MoxeT 6bIThb yaaneHo
C NoCNeayHoLMM CO30aHMEM APYroro UM MOXKET OCTaTbCs B aKTyaslbHOM COCTOSAHUM.
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L Termidesk Viewer

Beb-Gpayzep
Firefox

(€]

KopauHa

L) OF, 5, 5y (2]

’ ‘ [€] Bbixoa Mnw BbIKMKHEHME

o} 4

Momowb

(O]

Maoi
KOMMbOTEP

* 33BepwWUTb paboTy mnpoTokona

& BNoKupoBKa []" BbiXxog U3 ceccuu

@ CoH G Mepesarpyzka

* rmGepHauuna (D BolKnOuyeHHe

MnaHnpoBaHKe...

Termidesk Client -... Q) BbiX0A MNW BbIKA... Q))) en Bl%;cgEBH
PucyHok 15 - Mpumep 3aBepLueHus pabotel B OC
A0CTaBKM - NnoNb30BaTe/Ib  3aKpbiBaeT npunoxxexHue,

ocyLLecTeasoLee goctaBcy BPM.

A B >3TomM cnyuvae, HesaBUCMMO OT Mogenu poctaBku, BPM He ypmansetcs, a 6nokupyetca ans
OyoyLLErO UCMOIb30BaHUS MOJb30BaTeNIeM, OCYLLECTBUBLLMM BbIXOA, U3 MPUIOXKEHUSI NMPOTOKO/A

[OCTaBKM.
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) Termidesk Viewer B H |L|

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

A
(ASTRA LINUX'
-

ﬁ&? Termidesk Client -... Q))) en B]r?f‘acgg‘

PucyHok 16 — NMpumep 3aBepLueHuns paboTbl NpunoxkeHus termidesk-viewer

5.7 . 3aBepLueHue paboTbl C BbIGpaHHbIM CEPBEPOM

Mpy HeOBXOAMMOCTM NOLKNIOYEHMS K ApYyroMy cepBepy Termides, HY>KHO 3aBepPLUNTb PaboTy C TEKYLLMM
CepBepOM.
[ns 3aBepLueHns paboTbl C CEPBEPOM HYXXHO HaXkaTb Ha rpaduyeckuii anemeHT [Bbixoa] (cm. Pucyrok 17) B

KnuenTe.
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@ TERMIDESK

G vdi-demo.termidesk.ru termidesk! E

HazgaHue

Hcnonesyerc Vv  OcHoBHasa

Wcnons3yetca RDP ~  OcHoBHaA

PucyHok 17 — 3aBepLueHue paboTbl C cepBepoM

5.8 . 3aBepLueHue paboTbl C NPUNOKEHUEM

Lna 3aBeplueHus pabotel KnveHTa Heobxoammo:
* nepeunTn B obnacTb yeegomaeHmn OC;
* Ha)XaTb MNPaBOM KHOMKOM MbILIM MO 3HauKy Termidesk;
* BblOpaTb MYHKT «BbINTM» (cM. PucyHok 18).
- )
5

Beb-Epay3ep
Firefox

®

KopauHa

/N
oF 4

Momowb

Mo
KoMAbTEp

.
| ASTRA LINUX®

. CkpbITE
O NpPUNoXeHn
& st e DD E
iﬁf E Termidesk Client -... . ))) o] | en BT, 19 CEH

PucyHok 18 - 3aBepLueHue pabotbl ¢ KnveHToM yepes obnactb yBegomaeHun OC

12:58
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6. UCIMOJIb3OBAHUE MNMPOIrPAMMbBI 1OCTABKU BPM

6.1 . UHTepdeiic

B npouecce poctaskn BPM no npotokony «SPICE (vdi-viewer)» B MeHIO LOMONHUTENbHBIX OENCTBUM
[OCTYMHbI MHDOPMaUMOHHbIe 3nemMeHTbl 10 termidesk-viewer co cneayroLMMM BO3MOXKHOCTSAMM (cMm.

PucyHok 19):

A ODyHKUMOHaNbHbIE BO3MOXXHOCTM, MEPEYMC/IEHHbIE B AAHHOM pasgenie, AOCTYMHbl TONMbKO MpU
nony4yeHun BPM no npotokony SPICE (vdi-viewer).

* anemeHT (1):
e npocMoTp naeHtTudmkatopa BPM Ha nnatdopme Buptyanmusaumm;
* anemeHT (2):
* BbI6GOP MOHUTOPOB;
e BKJtOYeHMe nepeHanpaBneHns USB-ycTponcTB, MOAKMIOYEHHbIX K paboyend CcTaHUMK, B
BPM;
e BKJ/IHOUYEHME NepeHanpas/ieHns Beb-KaMep, NOAKAUYEHHbIX K paboder cTaHumn, B BPM;
e BKJ/IHOYEHME NepeHanpaB/ieHUs CMapT-KapT, NOAK/OYEHHbIX K paboyen cTaHuuK, B BPM;
* 3neMeHT (3):
* nepepnaya dannos 8 BPM;
e CO30aHME CHMMKaA IKpaHa;
e ynpaeneHue bydepom obMeHa;
* 3nemMeHT (4):
* nepenada B BPM couetaHus knasuuu;
* 3nemMeHT (5):
e OTKPbITUE OKHAa MPOCMOTpPA Ha MOJIHbIM 3KpaH;
e OTOBpakeHMe NaHeNn MHCTPYMEHTOB B PEXKMME MOJIHOMO 3KPaHa;
e BKJ/IHOUEHME CINIAYKEHHOI0 PeXKMMa o0TobpaXkeHus;
* MPOCMOTP CTAaTUCTUKM CEAHCa;
* MPOCMOTP COCTOSAHMSA KaHaNoB NMPOTOKO/A AOCTaBKMU;

e 3aBepLueHMe paboTbl (3aKpbITb BCE U BbIATH).
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= Termidesk Viewer - O X

= )
I L
@ @
Beb-bpayzep leorpaguyeck
Firefox an MHbopMa..

@g @

Beb-bpay3ep KopauHa
Google Chrome

o !

Beb-bpayzep Moii TrueConf
Yandex Brow.. KOMMNbioTep

o
ASTRA LINUX

] TERMIDESK

- / - Vis [ 15:41
0 MaHenb ynpaeneH .. MpueetcTBKe - Vis.., ﬂ))) en 4T 30 MAP

PucyHok 19 — UHdopMaLmoHHble 3neMeHTbI termidesk-viewer

6.2 . lMNepeHanpaeneHne USB-ycTpoiictB

[ns nepeHanpaBneHus NoaKaOYeHHOro K pabouyen ctaHuum USB-ycTporictea B BPM Heobxonmmo:
* B uHTepdernce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS

cnucke nyHKT «[lMepeHanpaBneHne USB»;

& TTyHKT MOXeT 6bITb HEAOCTYMNEH, ecM QYHKLMOHAN OH Ha AaHHbIM MOMEHT He MOALEPXKUBAETCS
termidesk-viewer npu  nogknrtodeHMm no  npotokony RDP ¢ BK/IKOYEHHBIM
3KCrnepuMeHTanbHbiIM  napametpoM «CoeamHeHne no RDP  uyepes Termidesk Viewer
(aKCneprMMeHTanbHO)».

* BbIOpaTb YCTPOMCTBO A/l MepeHanpaBieHns, OTMETUB €ro rasioukom (cM. PucyHok 20);
* OMUMOHAJIBHO OTMETUTb T[a/loYKOM napaMeTp «ABTOMOAKOYEHUE» AN aBTOMAaTUYECKOro
nepeHanpasneHus yctporctea B BPM nocne nepenoakntoueHus K pabouyen cTaHLUM;

* HaxaTb kHonky [Bbibop] ans npumeHeHus HacTpoek.
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MepeHanpasneHue USB ? *

DT microDuo 3C (VID:0951 PID:16AE)

[] ITE Device (VID:048D PID:5702)

[ Intel(R) Wireless Bluetooth(R) (VID:8087 PID:0026)
[] rRazer MNaga Trinity (VID:1532 PID:00&T)

[] Razer Huntsman V2 Analog (VID:1532 PID:0266)
[] IDLE (VID:2DC8 PID:3109)

[] cDC Control Interface (VID:0C45 PID:9830)

[] €922 Pro Stream Webcam (VID:046D PID:085C)

ABTONOAKNKOYEHHE

PucyHok 20 — OkHo Bbibopa USB-ycTpouncTsa

6.3 . lNepeHanpaBneHue cMapT-KapT

[ns nepeHanpaBneHus NOAK/IFOYEHHOM K paboyer cTaHuuM cMapT-kapTbl B BPM Heobxoaumo:
* B uHTepderice MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) U BbibpaTb B pacKpbIBLUEMCS

cnucke NyHKT «CMapTKapTbi»;

& TlyHKT MOXeT ObITb HEAOCTYMEH, eC/IM OH Ha AaHHbIA MOMEHT He noaaep>kmBaeTcs termidesk-
viewer npu noakntodeHun no npotokony RDP ¢ BkAtOYEHHbIM  3KCNEPUMEHTaNbHbIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

* B OTKPbIBLLUEMCS OKHE HAaCTPOEK BbIBpaTb HYXXHYH CMapT-KapTy, OTMETUB €€ rasio4KoMn.
6.4 . MNepeHanpasneHue npuHTEpOB B MHTEpdeice termidesk-viewer

[nsa nepeHanpasBneHus nogkato4eHHoOro K pabouen ctaHuum npmHTepa B BPM Heobxoanmo:
= B uHTepderice MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) 1 BbIOPaTb B PacKpPbIBLLEMCS CMUCKe

nyHKT «[lepeHanpaBneHne USB»;

& TMo yMonuaHuto nepeHanpasieHne BCEX MPUHTEPOB BKJTHOUYEHO.
Ons Hactporiku npuHTepa B rocteBon OC BPM Heobxoanmo 06paTuTbCa K Moppasgeny
MepeHanpaBneHue NpUHTEPOB.

* BblOpaTb YCTPOWMCTBO A1 MepeHanpaBneHUsi, OTMETMB €ro rasoykom (cm. PucyHok 21). Cnmcok
NPUHTEPOB BYAET OTNYATLCA B 3aBMCMMOCTM OT HacTpoek u Tuna OC, c koTopor npoucxoauT
NOAK/HOYEHME;

* HakaTb KHonky [Bbl6op] ang npvMeHeHWs HacTpoek.
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e
~

MepeHanpaBneHWe NPUHTEPOE ? >

Adobe PDF

Canon LBEPBR030/6040/6018L
Fax

Microsoft Print to PDF
Microsoft XPS Document Writer
OneNote for Windows 10

coms s

PucyHok 21 - MNMpumep poctynHoro cnmcka npuHTepoB npu nogkntoveHnn ns OC Windows

6.5 . MNepeHanpaeneHue Be6-kamepbl

[ns nepeHanpaBneHust NOAKIFOYEHHOM K paboyer cTaHuuM Beb-kamepbl B BPM Heobxoanmo:
* B uHTepderce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS

cnvcke NyHKT «Bebkamepay;

& TTyHKT MOXeT 6bITb HEAOCTYMEH, EC/IN OH Ha AaHHbIA MOMEHT He noaaepykmBaetca termidesk-
viewer npu noakntoyeHun no npotokony RDP ¢ BkAtOYEHHbIM  3KCNEpUMEHTaNbHbIM
napameTtpom «CoepmHeHne no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

* B OTKpbIBLUEMCA OKHe «MeHemxkep BebKamep» (cm. PucyHok 22) BblIOpaTb BebkaMepy B mnone
«YcTporcTtBo» M paspeweHne B none «PaspeweHune/vactota Kkagpos». B okHe pomkHO
oTObpasnTbca u30bpaxkeHne C Beb-kaMepbl. WM3MeHeHMe uM306paXkeHUa B 3aBUCMMOCTU OT
BbIOPAHHOIO paspeLLeHMs MU YacTOTbl MPOUCXOAUT B PEXXMME PEASIbHOIO BPEMEHMU;

* HaxkaTb KHomky [OK]. [lMepeHanpaBneHue nsobpaxkeHus c Beb-kamepbl OyaeT NpoucxoanTb, Noka
ncnonbsyetcs BPM. lMocne 3aBepweHua pabotel ¢ BPM (3akpbitua MO termidesk-viewer)

nepeHanpaBsieHNe aBTOMaTUYECKUN OTKJTHOHaEeTCA.
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MeHenxep eebkamep X

Yerpoiicteo €922 Pro Stream Webcam e
PazpelleHne/yacToTa Kagpoe 800448 fps - 30 e
Ok OTMeHa

PucyHok 22 - OkHo «MeHenykep Bebkamep»
6.6 . Bbibop MoHUTOpa

Lna Bbibopa MoHUTOpa, oTobpakatowero amcnnen BPM, HyxHo:
* B uHTepderice MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pPacKpbIBLUEMCS

CAnCKe NYHKT « MOHUTOPbI»;

& TMyHKT MOXeT 6bITb HEAOCTYMEH, €CNIN OH Ha JaHHbIA MOMEHT He noaaepy>kvuBaetcs termidesk-
viewer npu noakatoveHun no npotokony RDP ¢ BKIHOYEHHBIM 3KCMEPUMEHTANIbHBIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

" B OTKpPbIBLUEMCA OKHE HACTPOEK (cM. PucyHok 23) Bbl6paTb MOHWTOpP, OTMETUB ero rasIovyKoMu;

* HaXkaTb 3KpaHHYH KHOMKY [OBHOBUTB] 4N NPUMEHEHUS HAaCTPOEK.
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MoHUTOpBI — O *

Aucnneit 1 WwnpKHa: 0 euicoTa: 0
[] Mokurop 0 |>:: 0 | | 0 ‘ |_ 1puHa: 1024 | BhICO
Aucnneii 0 wurpwHa: 1024 BLICOTA: 768

MonuTop O |>:: 0 | | 0 ‘ |_ 1puHa: 1024 | BbICOTA: 76

OBHOBWTE

[] otkmounte eeipaskmeanne

OTKAKUKT MOZULUHOHUPOBEGHKE

Tekyllee COOTBETCTEME MOHWUTOPOR |1:1;2:2;3:3;4:4;5:5}6:6;?:7;8:8;9:9 |

HoBoe coOTBETCTEWE MOHWTOPOB |': mep: 1:1;2:2,3:3 |

anMEHMTh ConocTaBneHwe

PucyHok 23 — OkHo BbIGOpa MOHUTOpPA

B O termidesk-viewer peanusoBaHa BO3MOXHOCTb BbiBOAA W300paxkeHus aucnnes BPM Ha
HEeCKONbKMX MOHMTOpax. Ecnv B okHe Bbibopa umeeTcs 6osiee OQHOrO MOHUTOpPA, TO BbIBOA, AUCMES
BPM Bo3MOykeH B OTAENbHOM OKHE U/IN Ha PU3UUYECKOM MOHUTOPE.
Oucnnen BPM npenctaenset abcTpakTHyto cywHocTb npotokona SPICE, paccmatpuBaemyto Kak
rpacdmyeckun dydep, Kyaa 3anucbiBatoTcs npomsoweaumve 8 BPM nameHeHus.
OpHoMy amcnieto MOXeT COOTBETCTBOBAaTb HECKONbKO MOHWTOPOB (3aBUCUT OT KOoHburypauum BPM).
OnpepeneHHas obnacTtb rpadumyeckoro bydepa ancnnes BPM 3apaetcs v oTobpaykaeTcs ons Kaxporo
MOHUTOpA:

" «X» - CMeLLeHne 0bnacTu gucnses no ropusoHTasIbHOM OCU B MUKCENSX;

* «y» - CMeLLeHne 0bnacTu gucnses no BepTUKaJbHOM OCU B MUKCENSX;

" KLWMPUHA» - pasMep AUCTIIES MO LUMPUHE B NUKCENNX;

" «BbICOTa» - pa3Mep gucrnnesa rno BbiCOTe B NMUKcensax.

& [lMpu HacTponke obnacTen aucnnes cnepyeT usberatb ux nepecedeHus (moxHuTtop 0: [0, 0, 1024,
720]; monuTop 1: [5, 10, 1920, 1080]) n otcTtynos mMexay Humu (moHuTop 0: [0, 0, 1024, 720];
moHuTop 1: [1030, 0, 1920, 1080]).

Mpwu paboTe ¢ HECKONBbKMMM MOHUTOPAMM PEKOMEHAYETCA UCMOb30BaTh C/IeAyHoLLIME KOHDUTYypaumuu:
* HECKOJNbKO Aucnnees ¢ ogHUM MoHuTopoM (BPM ¢ Windows);

* OJMH AMCNIen C Heckonbknmu MoHuTopamu (BPM c Linux).

A Vicxops v3 ocobeHHOCTeM WMHAEKCAUMM U mnaeHTUdUKaumm MoHuTopoB B npoTokone SPICE
MCNONb30BaHWE APYTrUX KOHPUTYypaLui He pEKOMEHAYETCS.

Ons nBYXMOHWTOPHOM KOHMUrypauum HeobxoguMo OTMETUTb B HACTPOMKe 06a Aucrsies UM HaxkaTb
3KpaHHYyto kHonky [O6HOBUTD].
MO termidesk-viewer TakXXe MNOAOEPXKMBAET AUHAMUYECKM (OPMUPYEMBIA U U3MEHSIEMbIM MaCCUB

[N:M] conocTtaBneHus BupTyanbHbiX 3kpaHoB (guest_monitor_N) k ¢u3nyeckumM MoHMTOpaM XxocTa
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(host_monitor_M). HauanbHble 3HauyeHusi maccua [1:1;2:2;3:3;4:4;5:5;6:6;7:7;8:8;9:9], nopsokoBble
HOMepa BCeX PU3NYECKUX M BUPTYasIbHbIX MOHUTOPOB B MaccMBe HauymHatoTcs ¢ 1.
[ns n3MeHeHUs COOTBETCTBUS MOHUTOPOB HEOBXOAUMO:
* B uHTepdernce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) W BbibpaTb B pacKpbiBLUEMCS
CNUCKe NYyHKT «MOoHUTOpPbI»;
* B OTKPbIBLUEMCS OKHE BBECTM HOBbIE 3HAYEHWSI AN COOTBETCTBUS MOHMTOpPOB B none «Hosoe
COOTBETCTBME MOHUTOPOBY;

* HaXKaTb 3KpaHHYt KHOMKy [[puMeHUTb conocTaBneHue] 419 NpUMeHeHUs HaCTPOEK.
6.7 . Mepepaua daitnos u bydep obMeHa

LOna nepepaun darnoB c nosb3oBaTesbCkoM pabouen ctaHuum B BPM Heobxoammo B rpaduuyeckom
anemeHTe (3) BbIOpaTh cTpoKy «[llepenaya dannos 8 BPM» 1 nocne atoro BbibpaTb NyTb AN COXpPaHEHMUS
danna.

LOna ynpaeneHuss 6ycdepoM obMeHa Mexay pabouen cTaHumen n BPM Heobxoammo B rpaduyeckom
anemeHTe (3) BblbpaTh cTpoKky «bydep obmeHa». [JaHHas BO3MOXHOCTb OyaeT AOCTYMHa TOMbKO B TOM
cnyyae, ecnu ynpaBneHue 6OydepoM obMeHa AN yKa3aHHOro MpOTOKOMa [OCTaBKM paspeLleHo
rno6anbHbIMU MONUTUKAMM B HACTPOMKax MHTepdenca agMUHUCTpUpoBaHmsa Termidesk. Mpu oTcyTcTBUM

BO3MOXHOCTW UCMONb30BaTh bydhep obMeHa HeobxoamMMo 0bpaTnTbea K AGMUHUCTpATOPY.
6.8 . MNepeHanpaBneHue KaTajora

[Ons nepeHanpaBneHus KaTtanora C Mofb30BaTeNbCkoM paboyen ctaHuum B BPM  Heobxoanmo B
rpadpuyeckom snemeHTe (3) BbIOpaTb cTpoky «[llepeHanpaBneHve nankuM» M MNocne 3TOro BblbpaTb
KaTanor, KOTopbllM HEOOXOAMMO NMepeHanpaBUTb.
& TlyHKT MOXeT 6bITb HEAOCTYMeH, eC/IM OH Ha AaHHbIA MOMEHT He noaaepy>kmBaeTcs termidesk-
viewer npu nopkntoyeHun no npotokony RDP ¢ BKIHOYEHHBIM  3KCMEPUMEHTasNbHbIM

napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

Cognepyknmoe BbibpaHHOIo KaTtasora byaeT oTobpaykeHo:

» B aupekTopun /media/davfs B OC Astra Linux Special Edition (cm. PucyHok 24);
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@aiin  Bua CeTs CepBuMc  HacTpoiika Cnpaeka
4 G Nankn |:|Bw1 b4 D] O

Anpec: KomnbioTep > ®ainosas cucTema >media > webdav

[ paGounii cron 1 lost+found
& KopzuHa +5 termidesk_agent_SLET.10001-01 90 04.pdf
?-al Hakonurenu
-7 oaiinosas cucrema
@ bin
boot
dev

®" home

>

>

>

> etc
>

7w lib

o lib32

o lib64

o libx32

© lost+found

¥ media

& cdrom
cdrom0
cdrom?
- R
lost+found

mnt

opt

226.26 6 ceobogHO 2 IneMeHTa ( )

PucyHok 24 - MNMepeHanpaeneHHbin kaTanor B8 OC Astra Linux

* B aBTOMaTM4eCKM MNPUMOHTMPOBAHHOM ceTeBOM aucke (Hanpumep, Z:\) B OC Windows (cm.

PucyHok 25).

=[]~ ¥npasnerne DavWWWRoot (\\localhost@98... - O XJ

m nagHas NogeanTeca Bug CpeacTea paboTel € AUCKAMK

&« v 4 = » 3mo.. » DaviW.. v O 2 Mowck: Davy!

VWRoot (\\localhost@9843) (Z)

ma Jata nsmeHeHns Tun Pasi
7 BeICTpbI gocTyn
.spice-clipboard Manka c daitnamm

[ Patouwii cton ) )
[ termidesk_agent_SLET.10001-01 90 04 28.09.2023 11:22 Microsoft Edge P...

‘ 3arpyskn
|2 doxymenTol
&=| Wsobpamerua
ﬂ Bugeo
Jﬂ Myzkika

[ 3701 kOMnBrOTEp
B Buaeo
&= fdorymentol
‘ 3arpyskn

&=| WzobBpamerun

J‘s Myzeika

_J OBbemHble oBbeEKTHI
I PaGouwii cron
NokaneHbiit anck (C:)

DavWWWRoot (\\localhost@9

¥ Ceme

3nemenTos: 2 =

PucyHok 25 - lMepeHnanpasneHHbir kaTtanor 8 OC Windows

i
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6.9 . CHMMOK 3KpaHa

[ns BbINONHEHUSI CHUMKA 3KpaHa HeobxoaMMo B rpacduyeckom anemeHTe (3) BbibpaTh cTpoky «CaenaTtb

CHUMOK 3KpaHa» 1 nocsie 3Toro BbI6paTb NyTb A/18 COXpaHeHus daina.
6.10 . MepeHanpaBneHMe KOMBUHALMIA K1aBULL

MepeHanpasneHve KOMBMHALMIA KNaBMLL MOAAEPXKMBAETCA KakK MpU MX HaXKaTuu, Tak U U3 nHTepdeinca
MO termidesk-viewer, npu Bbibope B rpadpuyeckom anemeHTe (4) HY>KHOro coyeTaHus.
Cnuncok noasep>KMBaeMbIX KOMBUHALMIA:

= <Ctrl> + <Alt> + <Delete>;

= <Ctrl> + <Alt> + <Backspace>;

= <Ctrl> + <Alt> + <F1>;

= <Ctrl> + <Alt> + <F2>;

= <Ctrl> + <Alt> + <F3>;

= <Ctrl> + <Alt> + <F4>;

= <Ctrl> + <Alt> + <F5>;

= <Ctrl> + <Alt> + <F6>;

= <Ctrl> + <Alt> + <F7>;

= <Ctrl> + <Alt> + <F8>;

= <Ctrl> + <Alt> + <F9>;

= <Ctrl> + <Alt> + <F10>;

= <Ctrl> + <Alt> + <F11>;

= <Ctrl> + <Alt> + <F12>;

* <Print Screen>;

= <Ctrl> + <F1>;

= <Ctrl> + <?>;

= <Shift> + <F11>.

6.11 . MNMonHo3KpaHHbIMA peXKUM

Ons npocmotpa BPM B nonHoakpaHHOM pexxume HeobxoamMmo B rpacdumyeckoM 3snemeHTe (5) BbIOpaTb

CTpoKy «[1oNHbIN 3KpaH» UK HaxkaTb knaeuwy <F11>.

& TlyHKT MOXeT 6bITb HEAOCTYMeH, eC/IM OH Ha AaHHbIA MOMEHT He noaaep>kmBaeTcs termidesk-
viewer npu nopkntodeHun no npotokony RDP ¢ BKIHOYEHHBIM  3KCMEPUMEHTasNIbHbIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

[nsa Bbixoga M3 NONHO3KPAHHOMO peXMMa MOXXHO BOCMO/b30BaTbCA coveTaHueM knasuw <Ctrl> + <Alt>

+ <Enter> nnu B rpacdmnyeckom anemenTe (5) BbIOpaTh CTPOKY «BbITU M3 NOAHOIO 3KpaHa».
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B nonHoakpaHHOM pexxnme naHenb MHCTpyMeHTOB MO termidesk-viewer aBTOMaTUYeCKM CKpbIBaeTCs.
YT06bl Habop WMHCTPYMEHTOB OTOOpaXkancs CcTaTUYecku HeobxoguMo B rpaduyeckoM snemeHTe (5)

Bbl6paTh cTpoKy «OTO6paXkaTb NaHeb MHCTPYMEHTOB B PEXXMME MOJIHOMO 3KpaHa».
6.12 . Mony4yeHure CTaTUCTUKM M NPOBEPKA COCTOSIHMS KaHasoB
Ona nonyyeHus CTaTUCTMKM ceaHca Heobxoaumo B rpadumyeckoM 3nemeHTe (5) BbibpaTb CTpoKy

«CTaTucTUKa ceaHca».

& TlyHKT HepocTyneH nNpu noakatodeHmMn no npotokony RDP ¢ BKAHOYEHHbIM 3KCNEPUMEHTANbHbIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

CraTucTmka oTobpaykaeT gaHHble NoAK/Io4eHUI No BceM KaHanam SPICE.

Ons npoeepkn coctosHus kaHanoB SPICE Heobxoammo B rpaduuyeckom snemeHTe (5) BbibpaTb CTpoKy
«CocTtosiHne kaHanos». KaHanbl, KOTOpble B AaHHbI MOMEHT He UCMOJb3YHTCA, ByayT OTOBpaXkeHbl Kak
«BbIKJT».

6.13 . 3aBepLueHue paboThbl

[Ons 3aBepweHna pabotbl ¢ BPM Heobxoaumo B rpadmyeckom snemeHTe (5) BbIOpaTb CTPOKY «3aKpbiTb
BCE M BbIATU».

* [lepeHanpaBneHue npuHTepos B KnneHTe
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7 . MEPEHATPABJIEHUE PECYPCOB

7.1 . NepeHanpaBneHue NpUHTEpPOB

7.1.1 . O6wume cBepeHUs
B Tekywer Bepcum nepeHanpaBieHWE MNPUHTEPOB M3 MONb30BaTENbCKOM paboyer cTaHumm B BPM
paboTatoT B KOMBUMHaLMAX:
* 13 OC Windows B OC Windows no npotokony RDP;
* 13 OC Linux B OC Windows no npotokony RDP;
* u3 OC Astra Linux Special Edition B8 OC Astra Linux Special Edition no npotokony SPICE (vdi-
viewer);

* 13 OC Windows B OC Astra Linux Special Edition no npotokony SPICE (vdi-viewer).

& Bo3MoxHocTb nepeHanpasneHuss npuHTepoB B BPM, a Takxxe Bblbop HampaBneHusi, 3a4atoTcs
ALMUHUCTPaTOPOM B nonmtmukax doHaa BPM.

7.1.2 . Hactpoiku pns nepeHanpaB/ieHMs NMPUHTEPOB
[Ons nepeHanpaBneHus NpUHTEPa AO/KHbI ObITb BbINOJIHEHbI YC/IOBUS:

» B OC nonb3oBaTenbckon paboyen CTaHUMM JO/MKEH ObiTb [06ABNEH HYXXHbIA MPUHTEP.
MopnepxuBaeTcs nepeHanpaBieHWe MpPOrpaMMHbIX MNPUHTEPOB (HampuMmep, MNPOrpaMMHbIN
BMpTYyanbHbln NpuHTep PDF/XPS);

» B rocteeon OC BPM pomkeH 6GbiTb [06aBNEH HYXHbIM MNPUHTEP 4Yepe3 CYLIECTBYHOLLYHO B
rocteBon OC ocHacTky (Hanpumep, «MeHepxep nedatn Fly» ana OC Astra Linux Special
Edition). [lna BbiGpaHHOro NpuHTEpPa A0MKEH ObiTb YCTAaHOB/IEH ApaMBep generic raw UK TOT Xe

Apansep, kotopbi ncnonbsyetcs B OC nonb3oBaTenbcko paboyer CTaHLMM.

[HobGasneHne npuHTEpa MOXeT ObiTb BbIMNOJHEHO aNbTEPHAaTUBHBLIM CMOCOOOM (He 4epe3 OCHaCTKY
rocteBont OC BPM) anga rocteson OC Linux, anga storo:
* OTKpbITb B 6pay3epe BPM URL-agpec: http://127.0.0.1:631/;
" NepenTM BO BKAagKy «AgMUHUCTpUpoBaHue». BbibpaTb nyHKT «[obaBuTb nNpuHTEP» WU
aBTOPM30BAaTbLCS, UCMOMb30BAB JIOTMH U Naposb ans Bxoaa B rocteryto OC BPM;
* [OCTYMHble MNPUHTEPbI OyayT OToOpakeHbl B cnucke «HampeHHble ceTeBble MPUHTEPLI» (cMm.

PucyHok 26). BbibpaTb NpuHTEp ong aobaBneHus;
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€« C (@ @ 127.0.0.1:631/admin/ < % 0

B Astra Linux - Y. OnepauvoHHBIe.

CUPS.org Havano QViUWETlapl:ECVEE Mpynnel  Cnpaska 3agaHus  [puHTepsbl

[06aBUTL NPUHTEP

Jo6aBneHue npuHTepa

YcTaHOBNEHHbIE NMPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)
HP Printer (HPLIP)
Serial Port #1
HP Fax (HPLIP)
HaligenHble ceTeBble NPUHTEPbI: Canon-MF3010 (Canon MF3010)
Canon-MF3010 @ dbriskii-ThinkPad-T14-Gen-3 (mf3010)
HP LaserJet m109-m112 (HP LaserJet m109-m112, hpcups 3.21.12)
HP LaserJet m109-m112 @ dbriskii-ThinkPad-T14-Gen-3 (HP LaserJet m109-m112)
HP LaserJet M110w (897F27) (HP HP LaserJet M109-M112)
Apyrve ceTeBble NpuHTepbl: © Backend Error Handler
MpoTokon uxTepHet-neyarn (http)
XocT unm npunTep LPD/LPR
Mpotokon nHTepHet-nedaty (hitps)
AppSocketHP JetDirect
MpoTokon uHTepHeT-neyary (ipp)
MpoTokon uHTepHeT-neyaty (ipps)
Windows Printer via SAMBA

| Npogonxums |

PucyHok 26 — Cnncok HaMaeHHbIX CETEBbIX MPUHTEPOB

* ybeamTbcs, UTo B cTpoke «[lMopkntoueHmne» (cm. Pucymok 27) aapec HauMHaeTcs ¢ tdsk-prt;

A Hactporika tdsk-prt akTyanbHa npv noakntodeHunn no npotokony SPICE (vdi-viewer).

<&« C @ @ 127.0.0.1:631/admin < % 0O &

B Astra Linux - Yam OnepaunoHHIe.

CUPS.org Hauano NUWEIIaIGLECTM Mpynnsl  CnpasBka 3agadna  MpuHTeps!

[o06aBUTL NpUHTEp

Jo6aBneHne npuHTepa

[HP_Laserdet_m109-m112_hpcups_3.21.12 |
(MOXeT CogepXaTh NioBbie CUMBONLI, Kpome "I","#" 1 nposena)
o] [HP LaserJet m1e9-m112, hpcups 3.21.12 |
(pacwmpentoe onucarme, Hanpumep, "HP LaserJet ¢ AynnexcHoii nevarbio”)

MecTopacronoxetvie npuiTepa, Hanpimep, "KasuHer 557)
I'Iommmﬂenue/devNinio—pons/ru.lermideskAPrinter.O/743erOZ3102b144b4c7781762120329
CoBmecTHbIi gocTyn: () PaspewunTs COBMECTHbIN AOCTYM K 3TOMY NPUHTEPY
| MpogonxuTe

PucyHok 27 - MNMpoeepka URL
* BblIOpaTb MoOAeNb MpPUHTEpPa M3 CMUCKa (cm. PucyHok 28) Unu ucnonb3osaTb davn PPD (PostScript

Printer Description, nporpamMmHas noaaep>xka npuHTEpPOB);

Bbinyck ot sHBapsi 2024 47



@ TERMIDESK CNET.10001-01 92 01

<« C (0 © 127.0.0.1:631/admin < % 0O a

B Astra Linux - Yiu OnepauvoHHbie.

ICUPS.org Havano RViWETTwpsllhbECHE Mpynnbl  CnpaBka 3agaHua  [puHTepbl

[06aBUTb NPUHTEpP

Jo6aBneHne npuHTepa

Hassanue: HP_LaserJet_m109-m112_hpcups_3.21.12
Onucanue: HP LaserJet m109-m112, hpcups 3.21.12
Pacnonoxenue:
Moakntoyenwe: tdsk-prt//devivirtio-ports/ru.termide sk.Printer.0/743fe2023102b144b4c7781762120329
CoBMeCTHbIV A0CTYN: HeT COBMECTHOrO 0CTYNa K 3TOMY NpUHTepY
Coapatk: HP | Buspars apyrywo moens |

. [ TEseTTer TpCupS TZETTeTy =
Moaent: (o | - eriet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m101-m106, hpcups 3.22.6 (en)

HP LaserJet m109-m112 hpijs, 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m109-m112, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)
HP LaserJet m207-m212, hpcups 3.22.6 (en)

WK Menonb3oBath (aiin PPD: | Busepite daiin | Paiin He Bui6paH g

PucyHok 28 — Bbibop Moaenu npuHTepa

* 3aBepKTb fobaBneHMe NpuHTepa.

Ecnu cnmncok «HanaeHHble ceTeBble NPUHTEPbI» NYCT:
& Hactporika akTyanbHa npu nogkntodeHnn no npotokony SPICE (vdi-viewer).

* HY>KHO BblbpaTb 3HaveHue « Termidesk Virtual Printer» B cnucke «[pyrue ceteBble NPUHTEPBI» (cM.
PucyHok 29);

<« C {0 ® 127.0.0.1:631/admin/ < % 0O &

B AstraLinux-Yau.. B OnepauwmoHHsie.

CUPS.org Hauano AHUIEPIaJ7G:ECTE pynnel  CnpaBka 3agaHua  [puHTepbl

[o6aBUTbL NpUHTEP

Jo6aBneHune npuHTepa

YcTaHOBMEHHbIE NPUHTEPbI: CUPS-BRF (Virtual Braille BRF Printer)
Serial Port #1
HP Printer (HPLIP)
HP Fax (HPLIP)
HaiiieHHble ceTeBble MPUHTEpPbI:

Apyrue ceTeBble NpUHTEPbI: Backend Error Handler

O Npotokon uutepHeT-neyat (http)
XocT nam npuHtep LPD/LPR
Mpotokon uxtepHeT-neyaty (https)
MpoTokon uHTepHeT-neyaty (ipps)
AppSocket/HP JetDirect
MpoTokon uHTepHeT-neyaty (ipp)
Windows Printer via SAMBA

—>» ® Termidesk Virtual Printer

Mpogonxus |

PucyHok 29 — Bbibop gpyroro ceteBoro npuHTepa

" nepenTn K MHTepdency KOMaHAHOM CTPOKU (OTKPbITb NporpaMMy « TepmuHan Fly») u BbINONHUTDL:

1 :~$ cd /usr/lib/cups/backend
2 :~$ sudo ./tdsk-prt

* BbIOpaTb aApeC HY>XXHOIO MPUHTEPA M CKOMMPOBaTb ero B none «loakntoueHne» B bpaysepe;
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& C Y © 127.0.0.1:631/admin < % 0O &

B Astra Linux - Yrn... OnepaunoHHble...
CUPS.org Havano aViWPETIGGlWEECAE Mpynnbl  CnpaBka 3agaHna  [MpuHTepbl
Jo6aBUTb NpUHTEpP

Jo6aBneHue npuHTepa

Mopxs .[tdskrpn d ports/ru.termidesk_Printer.0/743fe2023102b144b4c 7781762120329 I -~
Mpumeps!:

http://hostname:631/ipp/
http://hostname:631/ipp/port1

ipp://hostname/ipp/
ipp://hostname/ipp/port]

1pd: //hostname/queue

socket : //hostname
socket : //hostname: 9100

CwmotpuTe pa3gen “CeTeBble NPUHTEPLI” 417 BbIACHEHWA NPaBU/LHOTO afipeca Ballero NpuHTepa.

Mpogonxws |

PucyHok 30 — [obaBneHue agpeca npuHTEpa

* 33BepWUTb [L0DOaBNeHWE MPUHTEPa aHaJIOrMYHO OMMCAaHWIO Bbille, KOrga Cnucok «HanaeHHble
ceTeBble NMPUHTEPbLI» BblN He NyCT.

[obaBneHHbI NPUHTEP AOMKEH OTOOPa3UTbCS B MeHemkepe rnedatu (Hanpumep, «MeHenykep neyaTu
Fly») rocteso OC BPM.
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8. HELUTATHbIE CUTYALUU

8.1 . HewrTaTHble cuTyaumm 1 cnocobbl X yCTpaHeHUs

CNET.10001-01 92 01

Bo3MoxkHble HeucnpaBHOCTM Mpu pabote ¢ KnveHTOM M cnocobbl MX YCTpaHeHUsl npuBeaeHbl B

Tabnuue (cm. Tabnuua 4).

Tabnuua 4 - MNepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB MX YCTPaHEeHUs!

«Number of service reached
MAX for service poll»

Nupukaums OnucaHue BosMoxxHoe pelueHue
Owmnbka: Owwnbka nosenseTcsa npu Heobxonvmo obpatuTbcst K AAMUHUCTPATOPY.
«He 3apaH TpaHcnopT nonbiTke nony4uts BPM ALMWHUCTpaTOPY HEOBX0AMMO A06aBUTL MPOTOKOSbI
MOAKIYEHUA» pocTtaeku B poHa BPM
Owmnbka: Owwnbka nosenseTcsa npu Heobxonvmo obpatuTbcst K AAMUHUCTPATOPY.

3anpoce BPM

OwmnbKa 3HaUUT, YTO AOCTUTHYTO MaKCUManbHOe
konuyectso BPM.

ALMUHUCTpATOPY HEeobXxoanMo NMbo nepenTn B HOHA,
BPM u npuHyauTensHo 3aBepLUnTbL ceccuto, Nnbo
yBenuuutb B poHae BPM makcumanbHoe konmyectso
BPM

Owwnbka:

«INTERNAL ERROR: cannot
create temporary directory!»

Ownbka nosenseTca Npu BXO4E B

roctesyto OC Windows

Heobxonvmo 0bpatuTbcst K AAMUHUCTPATOPY.
Bo3MoykHble NpUUMHbBI OLLNBKU:

* HeT npaB Ha KaTasnor npoduasa nonb3osaTens
(nokanbHbI/ceTeBOM);

* npocdub He yCrnen co3naTbCs B MOMEHT
3anycka KOMMOHeHTa KAreHT».

ALMUHUCTpATOpy HEOBXOAUMO OTKPbITh
noarotosneHHoe 6aszosoe BPM, B roctesont OC
nepenTu B «YnpaeneHue komnbtoTepoMm - Crysxbbl 1
npunoxeHus - Cnyx6b! - Termidesk Agent Service» n
B CBOWMCTBAx CNy>kbbl Ha Bknaake «O6wme»
yCTaHOBUTb «Tun 3anycka - ABToMaTUyecku
(oTNOXeHHbIN 3anycK)»

Owwubka:

«[Mpokcu-cepep 3anpeTun
NoAKtoYEHUEY

Owwnbka nosensieTcs npu
noakato4eHmnn K ponay BPM

Heobxonvmo obpatuTbcs K AIMUHUCTPATOPY.

Heobxonrmo HacTpouTb npokcu-cepeep Ha yposHe OC
NnoJib30BaTe/IbCKOM paboyent CTaHLUK

Cratyc «[lMogrotoBka pabouero
MeCTa» BUCUT HEOTPAaHUYEHHO
[ONro

Mpu NonbITKe NOAKNOUUTBLCS K
BPM no npotokony RDP
(Hanpsamyto nnu yepes LWHO3)
NosIBNSIETCA CTaTyC
«[NoakntoyeHne K paboyeMy
MeCTy», KOTopasi MoTOM
cMeHgaeTca Ha «[loarotoBka
paboyero mecTa» u
oTobparkaeTcsi HeorpaHUYeHHO
[oNro

Heobxonvmo obpatuTbcs K AIMUHUCTPATOPY.

CwuTyaums BO3HUKAET, ecnv nopT cepsepa Termidesk
HeOoCTyMeH: Npu 3anpoce noakntoveHna kK BPM no
npoTtokony RDP nepep Bblgavyer noakaoueHUs
ancnetyep Termidesk npoBoauT nposepky
[OCTYMNHOCTM NnopTa 3aTpeboBaHHOro NPOTOKOsIA Ha
uenesom IP-agpece.

ALMWHUCTpATOPY HEOBXOAMMO B HacTporKax dhunbTpa
TpaduKa paspelinTb NOAKIIOUYEHMNE U3 CErMEHTa CETU C
uHbpacTpykTypon Termidesk ansa ysnos c ponsmu
ANCMNEeTYEPOB NMOAKI/IHOYEHUIM B CETMEHT CETH, rae
HaxopsaTca BPM, Ha nopt RDP 3389
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NHamnkauma

OnucaHue

BosmMoykHoe pelueHue

Owwnbka:

«He ypanocb ycTaHoOBUTb
coeguHEHME C CeEpBEPOM»

Owwnbka nosiensieTcs npu
nonbiTke nonyunts BPM

HeobxoarMo BbibpaTb KOPPEKTHbIM MPOTOKOJI
poctasku (SPICE) unu obpatutbes K
ALMUHUCTpATOPY.

Owmnbka coobuiaet, uto 0 gna Busyanusaumm BPM
HEe CMOr0 NOAKAUYMTLCA K nnatdopme
BMpPTYanum3auuu.

OTKa3 nofkstoYeHust npomcxoauT co ctopoHbl SPICE-
cepBepa rmnepeusopa.

MpuumHoM MoOryT 6bITh:

* HenpaBWbHbIMA NPOTOKON AOCTaBKM;

* BMPTyasibHasi MalLMHA BbIK/HOYAETCA U
OTKJ/IHOYAET BUAEOKAPTY;

* Npobnembl C MEXKCETEBbLIM 3KPAHOM;

* 3aBMC NPOLECC gemu BUPTYasbHOM MaLLMHbI

Owmbka:
«VMwareLinkedDeployment
object has no attribute
‘getConsoleConnection’»

Owwnbka nosenseTcs npu
nonbITKe nony4mMts BPM

Heobxonvmo o6patuTbcst K AIMUHUCTPATOPY.

C nocTaBwwmkoM pecypcos VMware vSphere
HeobxoamMmo ncnosb3oBate npotokon RDP gna BPM.
MpoTokonbl SPICE/VNC He nopaep>kunBatoTcsa faHHbIM
NMOCTaBLLMKOM

lNocteBas OC Astra Linux He
Npou3BOAMT aBTOMAaTMUUECKOE
MacLuTabupoBaHue 3KpaHa

Mpu noakntoueHnn kK BPM He
NpoucxXoauT aBTOMaTUUeckoe
MacluTabupoBaHMe 3KpaHa

B rocteBort OC BPM oTkpbiTb Nporpammy « TepmuHan
fly» v BbINONHUTL CnepytoLLee:

®" NONy4YnTb Ha3BaHME aKTUBHOIO MOHUTOpPaA:

:~$ xrandr --listactivemonitors

" BbIMNOJIHNTb KOMaHAYy:

:~$xrandr --output $MONITOR --auto

roe $MONITOR - Ha3BaHWe aKTUBHOIMO MOHUTOPA,
nosly4YeHHoe npeaplayLien KOMaHaom.

Ecnu neiicTBus He NpUBENN K >KENAEMOMY pe3ynbTaTy,
HeobxoAMMo 06paTUTLCA K AGMUHUCTpaTopy A9

NpoBEPKMW HAaCTpoeK MacluTabupoBaHusa B 6a30BOM
BPM

Mpu nonbiTke coeanHeHUs 13
OC Astra Linux Special Edition
1.7 K TepMUHaNbHOMY cepBepy
Astra Linux (STAL) unun
0ony6/IMKOBaHHOMY Ha HeM
MPUIOXEHUIO COEAMHEHME He
yCTaHaBIMBaeTCA

Mpu noakntoueHnn k STAL
COeMHEHUWE He YCTaHaB/IMBAETCS

Heobxonmmo 06paTuTbcs K AAMUHUCTPATOPY.

Lns ycTpaHeHus npobnembl HeobxoauMo B
rpaduyeckoM nHTepderice ynpasneHus Termidesk
nepenTtn «Paboune mecta - DoHabI», BbIGPaTb GoHA
BPM u 3apatb eMy nonutuky «MexaHnam
obecneyveHns besonacHocTu Ha yposHe cetu (RDP)» -
«TLS» unn «RDP» ana poctyna k STAL

Bbinyck ot sHBapsi 2024

51



@ TERMIDESK

CNET.10001-01 92 01

NHamnkauma

OnucaHue

BosmMoykHoe pelueHue

He oTobparkaeTcs okHO
MPUNOXEHWS, NONYYEHHOMO
yepes Microsoft Remote
Desktop Services, 8 OC
Microsoft Windows

Mpw 3anycke NpunoXkeHUs Ha
naHenu 3aga4y oTobparkaercs
MKOHKa MPUIOXKEHUS, CaMO
NpuaoXeHne He oTobpaxkaeTcs

YT06b1 060MTH 3TY NPOBNEMY HY>KHO OTK/IHOUUTD
pexkxum hi-Def Ha nonb3oBaTenbckol paboyen
CTaHLMu.

,D,J'Iﬂ 3TOro BbIMNONMHNTb NOCNE[O0BaTENIbHOCTb ,EI,EV‘ICTBMI;'IZ

* Ha)xaTb 3KpaHHYyto KHonky [MMyck], BBecTn
regedit u BblbpaTb regedit.exe;

* B OTKpPbIBLUEMCS PefaKTOpe peecTpa OTKPbITb
noapasgen
«HKEY_CURRENT_USER\SOFTWARE\Micr
osoft\Terminal Server Client»;

= B MeHto «[1paBka» BbIbpaTb NyHKT «Co3aaTb», a
3ateM «[lMapameTrp DWORD»;

* B none «HoBoe 3HauyeHne 1» BBECTHU
EnableAdvancedRemoteFXRemoteAppSupport
n HaxxaTb knasuwy <ENTER>;

* MpaBOM KHOMKOWM MbILLM HaXKaTb Ha NapameTp
EnableAdvancedRemoteFXRemoteAppSupport
U BblBpaTb NYHKT «M3MEeHUTLY;

* B MOJe JaHHbIX «3Ha4eHWe» BBECTU O U
HaxkaTb kHonKy [OK];

* 33KpbITb peaakTop peecTpa

Owwubka:

«@oHA, HaxoanTCa B pexkxume
TeXobCnyKMBaHWS,
NoaKJ/oUeHMe K paboyeMy
MECTY BPEMEHHO HELOCTYMHO»

Owubka nosenseTcs npu
nonbiTke nony4nuts BPM

Heobxonrmo o6paTuTbcs K AAMUHUCTPATOPY.

Bbi6paHHbIN doHA, HaxoanTCs B pexmnme
TexobcnyyumeaHus. YTobbl GpoHa BHOBL Bbla JOCTYMNEH
AN noaknroveHns, AIMUHUCTPATOP LOMKEH
OTK/IHOUNTb 3TOT PEXUM

Owwnbka:
«Owunbka cepeepa»

Owwnbka nosiensieTcs npu
MOMbITKE COEAUHEHMS K
TepMUHanbHoMy cepeepy Astra
Linux (STAL)

Heobxoarmo 06paTuTbcst K AGMUHUCTPATOPY.

AILMUHUCTPATOPY HEOBXOAMMO MOAKIHOUUTHLCS K
cepBepy c yctaHoBneHHbIM STAL u nposepuTb
3HayeHMe NapameTpa allowed_users B danne /etc/
X11/Xwrapper.config. DTOT napaMeTp AO/XKEH
COOTBETCTBOBATL:

allowed_users=anybody

Bbinyck ot sHBapsi 2024

52




@ TERMIDESK

CNET.10001-01 92 01

9. NMEPEYEHb COKPALLEHWMA

CokpalueHue MosicHeHue

BPM BupTtyanbHoe pabouee MecTo

3MncC 3aMKHyTasa nporpamMMHasl cpesa

ocC OnepaLmoHHas cucTemMa

no MporpamMmmHoe obecrneveHme

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoOe MMs AOMEHA)

HTML Hypertext Markup Language (3bIK runepTekcToBOM pa3mMeTKu)

IP Internet Protocol (MexceTeBon npoTokon)

MS RDS Microsoft Remote Desktop Services (cny6bl yaaneHHoro paboyero ctona
Microsoft)

RDP Remote Desktop Protocol (npoTokon ynaneHHoro paboyero cTona)

SPICE Simple Protocol for Independent Computing Environments (npocToii npoTtokon
ANS1 HE3aBUCUMOW BbIYUCIUTENIbBHOW Cpefbl)

SSL Secure Sockets Layer (kpuntorpacduyeckuii npoTokon)

Termidesk MporpaMmHbIN Komnnekc «ucneTyep NOAKAOUEHUIA BUPTYasIbHbIX paboymx MecT
Termidesk»

URI Uniform Resource Identifier (yHudunumpoBaHHbIi naeHTUdMKaTOp pecypca)

VNC Virtual Network Computing (cuctema yaaneHHoro goctyna k paboyemy ctony
KOMMbloTEPA)
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