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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmin [OOKYMEHT $IBNSeTCs WMHCTPYKUMEM MO  UChnonb3oBaHUio uHTepderica REST API
NporpamMMHoOro komnnekca «ducnetyep nogkarOUYeHMn BUPTYanbHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

B 3ToM pykoBoACTBeE NpMBEAEHbI LLArM MO Hayany paboTbl C MHTepdENCOM, a TakXKe CMUCOK AOCTYMHbIX
KOMaHz.

1.2 . HasHaueHue

REST API no3sonseT:
* nony4uTb daHHble (GET-3anpocbl);
* C034aTb HOBble 3n1eMeHTbl faHHbIX (POST-3anpochl);
* U3MeHUTb AaHHble (PUT-3anpocsbl);
» yoanuTb faHHble (DELETE-3anpocel);

* 06HOBUTbL AaHHble (PATCH-3anpochl).

LOns nepenaun komang vyepes REST APl moxeT ucnonb3oBatbcs yTunamnTa curl.
Curl -  kpoccrnnatdhopMeHHas  CcayebHas nporpaMMa KOMaHOHOM  CTPOKM,  MO3BOJISHOLLAS
B3aMMOAEMCTBOBATb C MHOXECTBOM pPa3/IMYHbIX CEPBEPOB MO MHOXECTBY Pas/IMYHbIX MPOTOKO/IOB C
cnHTakemcom URL.
Mpwn paboTe ¢ BHeLHeN yTUANTOM curl BO3HUKAET psifi 0COBEHHOCTEMN:

* nns otnpasku 3anpoca GET ncnonb3sosaTb onuuio -X 'GET';

» ans otnpasBku 3anpoca DELETE vucnonb3oBaTb onumto -X 'DELETE';

* ans otnpasku 3anpoca PUT ucnonbsosats onumio -X 'PUT';

» ans otnpasBku 3anpoca POST mncnonb3soBaTb onuuto -X 'POST';

» ana otnpaeku 3anpoca PATCH ucnonb3oBatb onumio -X 'PATCH'.
BosBpaluaemble hopMaTbl 3343t0TCS 3arofIOBKOM accept, Hanpumep:

curl ... -H "accept:application/json"

Mpumep POST-3anpoca:

1 curl =X '"POST' \

2 "http://disp.termidesk.local/api/webui/vl/servicespools' \
3 -H 'accept: application/json' \

4 -H 'Content-Type: application/json' \

5 -H 'X-Auth-Token: 7bjqtodywjd69dkpdta9ncqprifkr3pu’ \

6 -d '{

7 "name": "string",

8 "comments": "string",
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} 1

"service_id": "string",
"osmanager_id": "string",
"image_id": "string",
"help_url": "string",
"servicesPoolGroup_id": "string",
"cache_11_srvs": 2147483647,
"cache_12_srvs": 2147483647,
"max_srvs'": 2147483647,
"debug_mode": true,
"backup": true,
"fallbackAccess": "string"

CNET.10001-01 91 01

PesynbTupytowmi hopMaT yKasbiBaeTCs B OTBETHOM 3aro/ioBke content-type.

1.3 . Tunorpadckme cornaLueHus

B HaCTOALWEM OOKYMEHTE NMPUHATDLI cnegyrouime TMI'IOFpaCIJCKMe cornawleHua:

* MOHOLUMPWHHBIV WPUT — UCNoNb3yeTca Ana

BbloeneHus d)paFMEHTOB TEKCTa nporpamm,

HauMeHoOBaHUM (annoB M nanok (AUMPeKTOpuUM), MyTen nepeMeLLeHUs, CTPOK KOMMEHTapueB,

pasnnyHbIX NporpaMMHbIX 31EMEHTOB (06'beKT, Knacc, Tmn, nepeMeHHad, KoMaHaa, MakpoC 1 T. ,EI,.),

d TakK>Xe BBOAMMOro U BbiIBOOAUMOIO TEKCTA B peXXmnume KOMaHAHOM CTPOKMU,

" «KaBblYKU» — TEKCT, 3aKJIHOUYEHHDbIN B KaBbl4KN, UCNosib3yeTca Ond 0603Ha4YeHUss HaMMEHOBaHMM

[OKYMEHTOB, Ha3BaHWM KoMMoHeHToB Termidesk, MyHKTOB MeHO, HAUMEHOBAHMN OKOH, BKNA[OK,

I'IOI'IGIZ, Apyrux sanemMeHToB rpad)mquKoro MHTedeelan, a TakK>Xe BBOOMMOIo U BbiIBOAMMOIO TEKCTA

B pexxuMe rpacdumyeckoro uHTepdenca;

" [KBa,qpaTHble CK06KM]— TEKCT, 3aKJIHOUYEHHbIN B KBagpaTHble CKO6KM, ncnonbsyetca Agnsd

HanMeHOBaHUA 3KpaHHbIX KHOMOK;

= <yr/ioBble CKOBKU> — TEKCT, 3aKJTHOUEHHDbIN B yrnosble CKO6KM, ncnonb3yeTca gnga HamMeHoBaHUA

KnaBuLU KniaBUaTypbl.
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2. HAYAJ10 PABOTbI C REST API KOMIMOHEHTA «YHUBEPCAJIbHbI
OUCTETYEP»

2.1 . lMNMonyyeHue TOKeHa

Mepen  wucnonb3osaHnem REST APl HyxHO nonyuntb  TokeH  (-H 'X-Auth-Token:
7bjgtodywjd69dkpdtadncqgprifkr3pu' wu3 npumepa Bbille), KOTOPbIM HEOOXOAMMO MOACTaBNATbH BO
BCE nMocneaytolmMe 3anpocbl, Kpome 3anpocoB health. na nonyyeHuss TOkKeHa HeobGxoaMMO
aBTopusoBaTtbcs B Termidesk, ans storo:

* BbINOJIHUTb URL-komMaHay: https://disp.termidesk.local/api/auth/v1l.1/
authenticators;

* 33aNOMHUTb 3Ha4YeHUsa napameTpoB authUuid, authSmallName, auth;

* BbinonHUTe URL-komaHay: https://disp.termidesk.local/api/auth/vl.1/legacy/
login n 3aNoNHUTb 3KpaHHbIe nons «Jlornn», «[lMaponb», «HazBaHune
ayTeHTUdMKaTopa» (3Ha4yeHMe napamMeTpa auth u3  npepblaywen  komaugbl), «UUID
ayTeHTUdMKaTopa» (3HayeHMe napameTpa authUuid w3 npepplaywen komaHgpl), «KopoTkoe

Ha3BaHWe ayTeHTUdUKaTopa» (3HaveHMe napameTpa authSmallName U3 NpeablayLLEN KOMaHAbI).

B npuBeneHHbIX KoMaHZax disp.termidesk.local - ceTeBoM agpec UAM MOJSIHOE OOMEHHOE MMS Yy3Na
amcnetdepa Termidesk.

[na 3anpocoB npoBepku cocTositHUS cepBepa /api/health wmcnonb3yeTcs TOKeH, OMNpenesneHHbIM B
KOHbUrypaumMoHHoM damne /etc/opt/termidesk-vdi/termidesk.conf B 3HayeHUU nepeMeHHOM
HEALTH_CHECK_ACCESS_KEY.

®opmar 3anpoca Kk /api/health BbIrNaguT cnesyowmnM ob6pasom:

1 curl -X '"GET' \
2 "https://disp.termidesk.local/api/health/"' \
3 -H 'accept: application/json' \
4 -H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befach®1058!
roe:
Token 072... - TOKeH, onpeaeneHHbI B nepemeHHon HEALTH_CHECK_ACCESS_KEY danna /etc/opt/

termidesk-vdi/termidesk.conf;

Ons dpopmaTMpoBaHHOIO BbIBOAA PEKOMEHAYETCS YCTAaHOBUTbL MaKeT jq:

:~$ sudo apt install jq

M BbinoNHWUTL 3anpoc, A06aBMB B KOHEL, KOMaHAbl « | jg»:
1 curl -X '"GET' \

2 "https://disp.termidesk.local/api/health/"' \
3 -H 'accept: application/json' \
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4 -H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befacbh01058" | jq

B cnyuae, ecnu 3anpoc 3aBepwmntcs owmnbkon Buaa «curl: (60) SSL: no alternative certificate subject
name matches target host name... curl failed to verify the legitimacy... » Hy>HO AononHWTL 3anpoc

dnarom --insecure, KOTOPbIA OTKJHOYMUT MPOBEPKY BaIMAHOCTU CEPTUPUKATOB:

& BbinonHeHne 3anpoca 6e3 ucnonb3oBaHus npoBepku SSL #onMycTMMO TO/IbKO Ha TECTOBbIX
cteHpax. [ns ucnpasneHuns owMbKM B NMPOU3BOACTBEHHOM Cpeae HeobXoaMMO YCTaHOBWUTbL Ha
cepsep Termidesk BanuaHble cepTudmKaTbl.

curl -X 'GET' \

"https://disp.termidesk.local/api/health/' \

-H 'accept: application/json' \

-H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befach01058' --insecure

jd

A WDNHE

2.2 . ®opmat URL-komaHp,

O6Lwmn BUA, KOMaHL peann3oBaH C/iefyoLMM 06pa3oM:
/api/<module>/<ver>/<name>/,
roe:
<module> - HaUMeHOBaHWE Moayns, peanmsoBaHHoro B REST API;
<ver> - Bepcus;
<name> - HaMMeHoOBaHWe 3neMeHTa. [Mocne HaMMeHOBaHMSA 3NEMEHTA TakXKe MOryT ObiTb BKJIOYEHbI
YHUKa/lbHble HOMepa OObEKTOB M HAUMEHOBaHUS! APYrMX 3/1IEMEHTOB.
B REST API peanu3oBaHo cnepnytoLLee IOrMYeCKOe pasfeneHne Ha Moaynu:
* «agent» - MoOAy/lb B3aMMOAEWCTBUS C KOMMOHEHTOM «AreHT» BMUpTyasbHOro pabodyero MecTa
(BPM);
» «auth» - Mogynb ana ayTeHTUdUKaLMM Nonb3oBaTenen Beb-mHTepdenca;
= «client» - Mooynb B3aMMoZEeNCTBUSA C KOMMOHEHTOM «KneHT»;
» «external/rubackup» - Moaynb AN MHTErpaLmMu C CUCTEMOM pe3epBHOro konmpoeaHma RuBackup;
» «health» - Mmogynb npoeepkn coctosiHus Termidesk;
» «webui» - mMoaynb ynpaeneHust hbyHKUMAMM, OOCTYMNHbIMK Yepes Beb-nHTepdenc Termidesk;

" KWSProxy» - MOAy/lb B3aMMOAENCTBUSI C KOMMOHEHTOM «LLInto3».

Cnucok mogynen API, npepoctaBnsieMoro cepepoMm, MoxkeT 6biTb nonydeH URL-komaHzom /api/
discover/.

Mpumep komMaHabl Yepes curl:

1 curl -X 'GET' \
2 "https://disp.termidesk.local/api/discover/' \

Bbinyck ot sHBapsi 2024 7



@ TERMIDESK C/MET.10001-01 91 01

3 -H 'accept: application/json' \
4 -H 'X-Auth-Token: 7bjqtodywjd69dkpdta9ncqprifkr3pu’

2.3 . DneKTPOHHbIA CNPaBOYHUK MO KOMaHAaM

MonHaa wHdopmauus o napameTtpax u komaHgax REST APl poctynHa npu BeBoge URL-komaHgbl
https://disp.termidesk.local/api/docs/, roe disp.termidesk.local - ceTeBOM agpec WAu

MosHoe JOMeHHOe UMs y3na aucnetyepa Termidesk.
& [ocTtyn npepoctaBnsieTca nocne aBTopusauum B Termidesk.

Mo HaxaTuto kHonku [Try it out] (cm. Pucyrok 1) B MpOCTpaHCTBE KOMaHA, Kakoro-nmbo mMoaynsi MOXKHO
COCTaBMUTb 3aMnpocC M OTMPaBUTb ero Ha BbiNonHeHMe KHonkow [Execute] (cm. Pucywok 2). Mocne Haxkatus
OyneT oTobparkeHa Tak)ke KOMaHAa Ans 3anpoca yepes curl.

Ons BBO#A TOKeHa AOCTyna K OMNpefeneHHbIM KOMaHAaM HeobxoaMMo HaxaTb KHonky [Authorize] wu
BBECTU HEOOXOAMMbIE KHOUM:

» «bearerAuth» - TokeH ons ayTeHTMdUKaumm B Mopynsx pasgena «external». MMonyuuTb TokeH
MOXKHO B Moayre «auth» no URL: /external/login;

» «legacyTokenAuth» - anbTepHaTMBHbLIM Ccnocob ayTeHTUdMKaALMM B MOAynsax pasgena «webui».
MoxkeT 6bITb NonyyeH B Moayne «auth» no URL: /legacy/login. HanmeHoBaHWe B 3aronoBkax
3anpocos: X-Auth-Token;

» «healthTokenAuth» - TokeH ons ayTeHTUdMKaumm B Mopynsax pasgena «health». YkasbiBaetcs B
dopmMaTe: Token <3HaueHue>. 3HaYeHME TOKEHA onpenesieHo B KOHDUrypauMoHHoM danne /etc/
opt/termidesk-vdi/termidesk.conf, B 3HayeHUM nepemMeHHOM HEALTH_CHECK_ACCESS_KEY.

Bbinyck ot sHBapsi 2024 8
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Select a definition R4

Moaynu agent auth client discover external/rubackup health webul WSProxy

OokymeHTauua Termidesk API auth v1

api/schemalopenapi/authivi

authenticators ~

I GET /ap:i.fauth/vl[authenticatcr-sI P

MonyyeHne CIUCKE ayTEHTUUKATOPOS

Mo parameters

Responses

Code Description Links

200 No links
Media type

applicationfjson ~

Controls Accept header.

Example Value | Schema

{
“authld”:
85F64-5717-4562-b3fc-2c963F66afab" ,
tring”,

£y
2"

PucyHok 1 — PacnonoykeHune aKpaHHbIX KHOMOK A5 NOAy4YeHUs 4oCTyna K GopMMPOBaHMIO 3amnpoca

Bbinyck ot sHBapsi 2024 9
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@ Swagger Select a definition WY

b SMARTEEAR

Moaynu: agent auth client discover external/rubackup health webui WSPIoXy

OokymeHTauua Termidesk API auth v1

fapilschemal/openapi/auth/v1

authenticators ~

GET /api/auth/vl/authenticators ~
TonyyeHHe CHCKa ayTEHTM(NUKATOPOE.

e |

No parameters

‘ Respeonses ‘
Code Description Links
200 No links
Media type

I application/json v

Controls Accept header

Example Value = Schema

"authId": 0,
"authUui B5F64-5717-4562 -b3Fc-2c963F66atab" ,

"authSma "string”,
"auth": 2",
"type": "string"

PucyHok 2 — PacnonoykeHue skpaHHOM KHOMKM ans hopMMpPOBaHMS 3aNpoca
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3. HAYAJI0 PABOTbI C REST API KOMIMOHEHTA «YOAJIEHHbIA MOMOLLHUK»

3.1 . ®opMmat URL-koMaHA ons KOMMNOHEHTA «YAaneHHbIU NMOMOLLHUK»

O6wui BUA KOMaHA peanv3oBaH CneayroL MM 0bpasom:
/api/<module>,
roe:
<module> - HaMMeHoOBaHWe Moayns, peanmsoBaHHoro B REST API.
Cnucok mopynen API, npegocTaBnssieMoro KOMNoHEHTOM, MoXeT 6biTb nonyyeH URL-komaHzon /api/
discover/.
Mpumep komMaHabl Yepes curl:
1 curl -X 'GET' \
2 "https://assistant.termidesk.local/api/discover/' \
3 -H 'accept: application/json' \
4

-H 'X-CSRFToken:
HjXcGpVu8bSPE0oq4NQOqo0OKpd fwoEbUTbE1G3J7uSFr2akK3oPtNglnw4VEARS2HY'

roe:

assistant.termidesk.local - ceTeBOM agpec WAM MNOMAHOE [OOMEHHOE WMSA Yy3/la KOMMOHEHTA
«YnaneHHbIM noMoLHUK» Termidesk;

X-CSRFToken - yHMWKanbHbIM MAeHTUDUKATOP 3anpoca, reHepupyembit Django. 3HauyeHue ToKeHa

YHUKaNbHO 1 BPEMS €ro >KM3HU OrpaHUYeHo.
3.2 . DneKTpOoHHbIM cripaBo4HUK No koMaHaaM REST APl koMnoHeHTa «YaaneHHbI MOMOLLHUKY»

MonHas mHdbopMauus o napameTpax M komaHgax REST APl poctynHa npu BBoge URL-koMaHgpl
https://assistant.termidesk.local/api/docs/, roe assistant.termidesk.local - ceTeBou

aapec UM MosHOe AOMEHHOE UMS y3/1a KOMMOHEHTa « YaaneHHbIM noMowHMK» Termidesk.
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4. NOCTYNHbIE KOMAHObI REST API KOMIMOHEHTA «YHUBEPCAJIbHbIN
OUCTETYEP»

4.1 . JocTtynHbie KOMaHAbI MOAyns «webui»

4.1.1 . KomaHgabl, CBSI3aHHbIe CO CMMCKaMM YCTPOMCTB A0CTynNa

LocTtynHbie agMuHmcTpaTopy URL-KoMaHAbl nepeyncnieHbl B Tabnumue (cm. Tabnvua 1).

Tabnuua 1 - MNMepeueHb URL-koMaHA, CBA3AaHHbIX CO CMMCKaMKU YCTPOMCTB A0CTynNa

URL-komaHpa Tun OnucaHue
/api/webui/vl/access-devices GET BosBpawaeT cnmcok ycTporcTe AoCTyna
/api/webui/vl/access-devices/{uuid} GET Bo3BpalaeT ycTporcTBo gocTyna ¢

naeHTudbmkatopomM {uuid}

/api/webui/vl/access-devices/{uuid}/ PATCH M3meHseT cTaTyc ycTponcTBa focTyna ¢
{status} naeHTudmkatopom {uuid}
/api/webui/vl/access-devices/overview GET Bo3BpalyaeT cnucok ycTporcTs AoCTyna

4.2 . KoMaHpapl, CBA3aHHble CO CMMCKaMK AoCTyna
HocTtynHbie agMmHucTpaTtopy URL-koMaHabl nepeuncnenbl B Tabamue (cm. Tabnuua 2).

Tabnuua 2 - MNMepeyveHb URL-koMaHA, CBA3aHHbIX CO CMMCKaMM 4OCTyMa

URL-komaHpa Tun OnucaHue
/api/webui/vl/acl GET Bo3BpalLaeT cnMcok 06beKTHbIX pa3peLLeHui
/api/webui/vl/acl POST O6HoBNsIeT 06BLEKTHOE pa3peLLeHme
/api/webui/vl/acl/{ID} GET BosBpallaeT 06beKTHOE paspeLleHue C

naeHTudmkatopom {ID}

/api/webui/vl/acl/{ID} PUT O6HoBNseT 06bEKTHOE pa3peLleHme C
naeHTudbmkatopom {ID}

/api/webui/vl/acl/{ID} DELETE YnanseTt o6bekTHOe paspeLleHme C
naeHTudbmkatopom {ID}

/api/webui/vl/acl/gui/{data_type} GET BosBpalaeT onmncaHue ansa rpaduyeckoro
uHTepdeinca

/api/webui/vl/acl/types GET BosBpaluaeT cnmcok 4oCTYMHbIX TUMOB 0ObEKTHBIX
paspeLueHui

/api/webui/vl/acl/overview GET BosBpaluaeT cnmucok 06bEKTHbIX paspeLLeHnia

4.2.1 . KomaHpabl, CBA3aHHbIE C XXypHanaMu cobbiTuit

HocTtynHbie agMmmHucTpaTtopy URL-koMaHabl nepeuncnerbl B Tabamue (cm. Tabnauua 3).
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Tabnuua 3 - MNepeyveHb URL-koMaHA, CBA3AHHbIX C XXYpPHaJlaMu COObITUI

URL-komaHpa Tun OnucaHue
/api/webui/vl/audit/events GET BosBpaluaeT cnmcok cobbiTuin ayanTa AeUCTBUIMA
nonb3oBarenen
/api/webui/vl/audit/events/types GET BosBpaluaeT cnmMcok 4oCTYNHbIX TUMOB COBbITUM ayauTa
/api/webui/vl/audit/events/overview GET BosBpaluaeT cnmcok cobbiTui ayamuTa

4.2.2 . KomaHgbl, CBSA3aHHbIE C JOMEHAMU ayTeHTUdUKALUU

HocTtynHbie agMuHucTpaTopy URL-KoMaHAbl nepeuncnieHbl B Tabnumue (cm. Tabnuua 4).

Tabnuua 4 - MNepeueHb URL-koMaHA, CBA3aHHbIX C 4OMEHAMM ayTEHTUDUKALUMU

{auth_uuid}/users

URL-komaHpa Tun OnucaHue
/api/webui/vl/authenticators GET BosBpaluaeT cnmMcok 4oOMeHOB ayTeHTUbMKaLUK
/api/webui/vl/authenticators POST Co3paeT poMeH ayTeHTUDMKALMM
/api/webui/vl/authenticators/ GET BosBpalaeT cnvcok rpynn gomMeHa
{auth_uuid}/groups ayTeHTUdUKaumMm
/api/webui/vl/authenticators/ POST Cozpaet rpynny AoMeHa ayTeHTUdUKaL MK
{auth_uuid}/groups
/api/webui/vl/authenticators/ GET BosBpatuaet rpynny c nageHtudukatopom {uuid}
{auth_uuid}/groups/{uuid} [OMeHa ayTeHTUdUKaLum
/api/webui/vl/authenticators/ PUT O6HoBNSET rpynny AOMeHa ayTeHTUdUKaLUK
{auth_uuid}/groups/{uuid}

/api/webui/vl/authenticators/ DELETE Ypanset rpynny goMeHa ayTeHTUdUKaLmm
{auth_uuid}/groups/{uuid}

/api/webui/vl/authenticators/ GET BosBpatuaet cnvcok BPM rpynnbl nomeHa
{auth_uuid}/groups/{uuid}/servicesPools ayTeHTUdUKaLUn
/api/webui/vl/authenticators/ GET BosBpaluaeTt cnmcok nonb3osaTenen rpynnebl
{auth_uuid}/groups/{uuid}/users [OMEHa ayTeHTUdUKaLmm
/api/webui/vl/authenticators/ GET BosBpaliaeT cnvcok 4OCTyMNHbIX rpynn Afis JOMeHa
{auth_uuid}/groups/external ayTeHTUdUKaLmUm
/api/webui/vl/authenticators/ GET BosBpalaeT cnmMcok 4oCTyMnHbIX TUMOB rpynn
{auth_uuid}/groups/types [OMEHa ayTeHTUdUKaL MM
/api/webui/vl/authenticators/ GET BosepaluaeTt onucaHue ana rpadmyeckoro
{auth_uuid}/groups/gui/{group_type} uHTepderica rpynnbl ¢ TMNoM {group_type}
/api/webui/vl/authenticators/ GET BosBpalaeT cnvcok rpynn gomMeHa
{auth_uuid}/groups/overview ayTeHTUdUKaLUn
/api/webui/vl/authenticators/ GET BosBpaluaeT cnmcok nosnb3osaTenien JOMeHa
{auth_uuid}/users ayTeHTUdUKaLUN
/api/webui/vl/authenticators/ POST CosznaeT nonb3oBatensa JoMeHa ayTeHTUdMKauum

Bbinyck ot sHBapsi 2024

13



.
© TERMIDESK C/IET.10001-01 91 01
URL-komaHpa Tun OnucaHue
/api/webui/vl/authenticators/ GET BosBpaluaeTt nonb3oBatens ¢ MaeHTUGUKATOPOM
{auth_uuid}/users/{uuid} {uuid} pomeHa ayTeHTUUKaLUN
/api/webui/vl/authenticators/ PUT O6HoBNgeT Nonb3oBaTeNa AOMeHa
{auth_uuid}/users/{uuid} ayTeHTUdUKaLUN
/api/webui/vl/authenticators/ DELETE YpanseTt nonb3oBaTens LOMEHa ayTeHTUdUKauUM
{auth_uuid}/users/{uuid}
/api/webui/vl/authenticators/ GET BosBpaluaeT xypHan nosb3oBaTens 4OMeHa
{auth_uuid}/users/{uuid}/log ayTeHTUdUKaLUn
/api/webui/vl/authenticators/ GET BosepatuaeT cnmucok BPM nonb3oBatens gomeHa
{auth_uuid}/users/{uuid}/servicesPools ayTeHTUdUKaLUn
/api/webui/vl/authenticators/ GET Bo3BpalLaeT cnmMcok accoumMmpoBaHHbIX
{auth_uuid}/users/{uuid}/userServices BUPTYyasibHbIX MalLUWH 1S NONb30BaTeNsd JOMEHa
ayTeHTUdUKauMm
/api/webui/vl/authenticators/ GET BosBpalaeT cnmMcok JOCTYMNHbIX NMOb30BaTENEN
{auth_uuid}/users/external AN AOMeHa ayTeHTUbMKaumm
/api/webui/vl/authenticators/ GET BozBpawiaeT onncaHme ansa rpaguyeckoro
{auth_uuid}/users/gui uHTepdeiica
/api/webui/vl/authenticators/ GET BosBpalaeT cnmMcok JoCTynHbIX TUMOB
{auth_uuid}/users/types nosib3oBaTesielt AOMeHa ayTeHTUbMKaLum
/api/webui/vl/authenticators/ GET Bo3zBpalaeT cnncok nonb3osaTenen 4oMeHa
{auth_uuid}/users/overview ayTeHTUdUKaLUn
/api/webui/vl/authenticators/{uuid} GET BosBpalaet gomeH ayTeHTUDMKaLUN
/api/webui/vl/authenticators/{uuid} PUT O6HoBNSET AOMEH ayTEHTUDUKALLUN
/api/webui/vl/authenticators/{uuid} DELETE YnanseTt noMeH ayTeHTUhUKaLUm
/api/webui/vl/authenticators/{uuid}/log | GET BosBpaluaeT xypHan goMeHa ayTeHTUbMKaumm
/api/webui/vl/authenticators/types GET BosBpaluaeT cnmMcok JOCTYMNHbIX TUMOB AOMEHOB
ayTeHTUdUKaLum
/api/webui/vl/authenticators/gui/ GET BozBpawiaeT onncaHme ansa rpaguyeckoro
{data_type} WHTepderica foMeHa ayTeHTUDUKALMU C TUMOM
{data_type}
/api/webui/vl/authenticators/test/ POST TecTupyeT napaMeTpbl AOMEHA ayTEHTUDUKAL MM
{type}
/api/webui/vl/authenticators/overview GET BosBpaluaeT cnmMcok 4OMeHOB ayTeHTUbMKaLUK

4253, KOMaHﬂ,bI, CBAA3aHHble C NaHeJ/IbiO MOHUTOPUHI A

HocTtynHbie agMmmHucTpaTtopy URL-koMaHAabl nepeuncnenbl B Tabamue (cm. Tabnauua 5).

Tabnuua 5 - MNepeueHb URL-koMaHA, CBA3aHHbIX C MaHEIbk0 MOHUTOPUHTIa

URL-komaHpa

Tun

OnucaHue

/api/webui/vl/dashboard

GET

MpocMoTp oTOBpaXkeHUs NaHenn MOHUTOPUHTA

/api/webui/vl/dashboard/overview

GET

MpocMoTp oTobpaXkeHUst NaHeNn MOHUTOPUHra
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4.2.4 . KomaHgbl, cBSi3aHHbIE C n306paxkeHusMu roctesbix OC

HocTtynHbie agMmmHucTpaTtopy URL-koMaHabl nepeuncnerbl B Tabamue (cm. Tabnuua 6).

Tabnuua 6 — MNMepeueHb URL-koMaHA, cBA3aHHbIX C M30bpaxkeHMeM rocteBbix OC

URL-komaHga Tun Onucanue
/api/webui/vl/gallery/images GET BosBpawaeT cnucok M3obpaskeHnin
/api/webui/vl/gallery/images POST Coszpaet M306paxkeHue
/api/webui/vl/gallery/images/{uuid} GET BosBpalyaeT nsobpaxkeHue ¢ naeHTUOUKATOPOM
{uuid}
/api/webui/vl/gallery/images/{uuid} PUT O6HoBngeT M30bparkeHUe
/api/webui/vl/gallery/images/{uuid} DELETE YnanseT n3obpaxkeHue
/api/webui/vl/gallery/images/gui GET BosBpawaeT onuncaHune ansa rpacbmyeckoro
uHTepderica

/api/webui/vl/gallery/images/overview |GET BosBpawaeT cnucok 13obpaskeHnin

4.2.5 . KomaHgbl, CBI3aHHbIE C rpacmyeckMM MHTepdencom

HocTtynHbie agMmmHucTpaTtopy URL-koMaHabl nepeuncnenbl B Tabamue (cm. Tabauua 7).

Tabnuua 7 - MNMepeyveHb URL-koMaHA, CBA3AHHbIX C BbI30BOM QyHKUMI Fpaduryeckoro nHTepdenca

URL-komMaHpa Tun OnucaHue
/api/webui/vl/gui/callback/{callback} GET DocTyn k callback-¢dyHkumsam rpacdmyeckoro
uHTepderica

4.2.6 . KomaHpabl, CBSI3aHHbIE C NOJSTyYEeHMEM MHAEKCa

HocTtynHbie agMmnHucTpatopy URL-koMaHAapb! nepeuncnersbl B Tabamue (cm. Tabnuua 8).

Tabnuua 8 — MNepeueHb URL-koMaHA, CBA3aHHbIX C MOSYyYEHMEM MHAEKCA

URL-komaHaa Tun OnucaHue

/api/webui/vl GET Onpepenset Tekywyto Bepcuio REST API

4.2.7 . KomaHgbl, CB3aHHbIE C (PYyHKLUAMN MOHUTOPUHra

HocTtynHbie agMmHucTpaTtopy URL-koMaHabl nepeuncnenbl B Tabamue (cm. Tabauua 9).

Tabnuua 9 - MNMepeyveHb URL-koMaHa, cBA3aHHbIX C GYHKLMUSMU MOHUTOPUHTA

URL-komaHpa Tun OnucaHue

/api/webui/vl/monitoring GET MpocMoTp BCex XXypHanoB B BUAE CIMUCKA
/api/webui/vl/monitoring/overview GET MpocMoTp BCeX »KypHANIOB B BUAE CNUCKA

4.2.8 . KomaHgbl, CBSI3aHHbIE C ayTeHTU(dUKaLMEN Ha OCHOBE aapecoB CETU

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnersbl B Tabnumue (cm. Tabnauua 10).
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Tabnuua 10 - MNMepeyeHb URL-koMaHa, cBA3aHHbIX C |P-ayTeHTUdMKaumnen

URL-komaHpa Tun OnucaHue
/api/webui/vl/networks GET BosBpaluaeT cnucok ceten
/api/webui/vl/networks POST Cospaet ceTb
/api/webui/vl/networks/{uuid} GET BosBpalyaeT ceTb ¢ MaeHTUdbUKaTopoM {uuid}
/api/webui/vl/networks/{uuid} PUT O6HoBngeT cetb
/api/webui/vl/networks/{uuid} DELETE Ypanset cetb
/api/webui/vl/networks/gui GET BosBpalaeT onncaHme ansa rpadpuyeckoro

nHTepderica
/api/webui/vl/networks/overview GET BosBpaliaeT cnuncok ceTen

4.2.9 . KomaHgabl, cBsizaHHble ¢ napameTpamm rocteBbix OC

DocTtynHbie agMuHucTpaTopy URL-koMaHAabl nepeuncneHbl B Tabnumue (cm. Tabnmua 11).

Tabnuua 11 - MNepeuveHb URL-komaHa, cBa3aHHbIX ¢ NnapaMeTpamun roctesBbix OC

URL-komaHga Tun OnucaHue
/api/webui/vl/osmanagers GET BosepatuaeT cnmcok napameTtpos rocteebix OC
/api/webui/vl/osmanagers POST Co3zpaet napameTpbl rocteBbix OC
/api/webui/vl/osmanagers/{uuid} GET BosBpatuaet napameTpbl rocteBbix OC c

maeHTndbmkaTopom {uuid}
/api/webui/vl/osmanagers/{uuid} PUT O6HoBngeT napameTpbl rocteBbix OC
/api/webui/vl/osmanagers/{uuid} DELETE Ynanset napameTpbl rocteBbix OC
/api/webui/vl/osmanagers/types GET goc35pau.|,aeT CMUCOK TUMOB MapaMeTPOB FOCTEBbLIX
/api/webui/vl/osmanagers/gui/ GET BosepaluaeTt onucaHue gna rpadmyeckoro
{data_type} UHTepderica ana napameTpos c TunoM {data_type}
/api/webui/vl/osmanagers/overview GET BosBpatuaeT cnmcok napameTtpos rocteebix OC

4.2.10 . KomaHgapl, cBs3aHHbIe C rnobanbHbIMU NOAUTUKAMMU

HocTtynHbie agMmHucTpaTtopy URL-koMaHabl nepeuncnenbl B Tabnmue (cm. Tabnauua 12).

Tabnuua 12 - MNMepeyeHb URL-koMaHA, CBA3AHHbIX C rNMobanbHbIMU MOAUTUKAMMU

{data_type}

URL-komaHaa Tun OnucaHue
/api/webui/vl/policies GET Cnuncok Bcex AOCTYMHbIX MOAUTUK
/api/webui/vl/policies/{data_type} GET MonyunTb MHbOPMALIMIO O MOAUTUKE C TUMOM

{data_type}
/api/webui/vl/policies/{data_type} PUT O6HOBUTb MapaMeTpbl NONUTUKHN
/api/webui/vl/policies/{data_type} DELETE C6poc rnobanbHOM MNOANTUKM
/api/webui/vl/policies/gui/ GET Creundukauma noner rpaduyeckoro nHtTepdenca

ANna NONUTUKU KOHKPETHOro tmna
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URL-komaHpa

Tun

OnucaHue

/api/webui/vl/policies/overview GET

Cnucok Bcex AOCTYMNHbIX NONINTUK

4.2.11 . KomaHgpbl, CBSiI3aHHbIe C NOCTaBLUMKaMU pecypCcoB

HocTtynHbie agMmuHucTpaTtopy URL-koMaHAabl nepeuncnerbl B Tabnumue (cm. Tabnuua 13).

Tabnuua 13 - MNMepeyveHb URL-koMaHA, CBA3aHHbIX C MOCTaBLUMKaMM pPecypcoB

URL-komaHgaa Tun OnucaHue
/api/webui/vl/providers GET Bo3BpalLaeT cnmcok nocTaBLUMKOB pecypcoB
/api/webui/vl/providers POST Co3zaeT nocTaBLLMKa pecypcoB
/api/webui/vl/providers/{uuid} GET Bo3BpalLaeT nocTaBLLMK pecypcoB ¢

naeHTudbmkatopom {uuid}
/api/webui/vl/providers/{uuid} PUT O6HOBNSET NOCTaBLUMK PECYPCOB
/api/webui/vl/providers/{uuid} DELETE YpansieT nocTaBLWMK pecypcoB
/api/webui/vl/providers/{uuid}/ PATCH MepeBOAMT NOCTABLLMK PECYPCOB B PEXXMUM
maintenance TeX0bCy>KMBaHUS
/api/webui/vl/providers/types GET BosBpaluaeT cnmMcok JoCTyMnHbIX TUMOB

NMOCTaBLLMKOB TEXOOCNY>XXMBAHUS
/api/webui/vl/providers/test/ POST TecTupyeT napaMeTpbl NOCTaBLUMKA pecypcoB
{prov_type}
/api/webui/vl/providers/gui/{prov_type} | GET BosBpaluaet onucaHue ansa rpadmyeckoro

uHTepderica
/api/webui/vl/providers/ GET BosBpawaeT cnucok wabnoHos BPM nocTaBwmka
{provider_uuid}/services pecypcos
/api/webui/vl/providers/ POST Cospaet wabnoH BPM
{provider_uuid}/services
/api/webui/vl/providers/ GET BosBpawaeT wabnoxd BPM c nageHtudukatopom
{provider_uuid}/services/{uuid} {uuid} nocTaBLMKa pecypcoB
/api/webui/vl/providers/ PUT O6HoBnseT wabnoH BPM c naeHtudmkatopom
{provider_uuid}/services/{uuid} {uuid} nocTaBLMKa pecypcoB
/api/webui/vl/providers/ DELETE Ynanset wabnoH BPM c ngeHtudmkatopom
{provider_uuid}/services/{uuid} {uuid} nocTaBwMKa pecypcoB
/api/webui/vl/providers/ GET BosBpalaeT cnmMcok JoCTynHbIX TUMNOB LWabioHoB
{provider_uuid}/services/types BPM nocTaBLiuka pecypcos
/api/webui/vl/providers/ GET BozBpaltaeT onncaHme ansa rpagpuyeckoro
{provider_uuid}/services/gui/ uHTepderica ana wabnoHa BPM c tunom
{service_type} {service_type} nocraBwmka pecypcos
/api/webui/vl/providers/ GET BosepatuaeT cnmcok wabnoHos BPM
{provider_uuid}/services/overview
/api/webui/vl/providers/overview GET BosBpaluaeT cnmMcok NoCcTaBLMKOB pecypcoB

4.2.12 . KoMaHpbl, CBA3aHHbIe C ynpaBneHUeM NOAHOMOYUSIMU (ponsmu)

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncrienbl B Tabnumue (cm. Tabnuua 14).
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Tabnuua 14 - MNMepeyeHb URL-koMaHA, CBA3AHHbIX C YNPABIEHUEM PONSMU

URL-komaHpa Tun OnucaHue
/api/webui/vl/rbac GET BosBpaluaeT cnmcok ponen
/api/webui/vl/rbac POST Co3zpaet posib
/api/webui/vl/rbac/{id} GET BosBpawiaeT ponb
/api/webui/vl/rbac/{id} PUT O6HoBnseT ponb
/api/webui/vl/rbac/{id} DELETE Ynanset ponb
/api/webui/vl/rbac/gui GET BosBpalaeT onncaHme ansa rpadpuyeckoro

nHTepderica
/api/webui/vl/rbac/overview GET BosBpalyaeT cnuncok ponen

4.2.13 . KoMaHgbl, cBa3aHHble ¢ doHgamm BPM

HocTtynHble agMuHucTpaTopy URL-koMaHabl nepeuncneHbl B Tabamue (cm. Tabamua 15).

Tabnuua 15 - MNMepeyeHb URL-koMaHa, cBA3aHHbIX ¢ doHaamu BPM

URL-komaHAa Tun OnucaHue
/api/webui/vl/servicespools GET Bosepatuaet cnucok doHaos BPM
/api/webui/vl/servicespools POST Cospaet doHg BPM
/api/webui/vl/servicespools/{uuid} GET BosBpawaet doHg BPM
/api/webui/vl/servicespools/{uuid} PUT O6HosnseT doHg BPM
/api/webui/vl/servicespools/{uuid} DELETE Ynanset doHn BPM
/api/webui/vl/servicespools/gui GET BosBpaliaet onncaHme ansa rpadpuyeckoro

nHTepderica
/api/webui/vl/servicespools/types GET BosBpaluaeT cnmMcok oCTYNHbIX TUNOB Anst GOHA0B
BPM
/api/webui/vl/servicespools/overview GET BosBpawaet cnucok ¢poHgos BPM
/api/webui/vl/servicespools/ GET BosBpataeT cnucok rpynn ¢doHpa BPM
{servicepool_uuid}/groups
/api/webui/vl/servicespools/ POST LobasnseT rpynny B ¢poHa BPM
{servicepool_uuid}/groups
/api/webui/vl/servicespools/ GET Habop onepauui ang ynpasneHus rpynnon us
{servicepool_uuid}/groups/{uuid} ¢oHpga BPM
/api/webui/vl/servicespools/ DELETE Ynansiet rpynny c naeHtudukatopom {uuid} wm3
{servicepool_uuid}/groups/{uuid} ¢oHpga BPM
/api/webui/vl/servicespools/ GET BosBpaliaeT onncaHme ana rpadpuyeckoro
{servicepool_uuid}/groups/gui uHTepderica
/api/webui/vl/servicespools/ GET BosBpatuaet cnucok rpynn ¢doHpa BPM
{servicepool_uuid}/groups/overview
/api/webui/vl/servicespools/ GET Cnucok Bcex nonuTtuk doHaa BPM
{servicepool_uuid}/policies
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URL-komaHpa Tun OnucaHue

/api/webui/vl/servicespools/ GET Monyuntb MHPopMaLMio 0 nonuTukax dponaa BPM

{servicepool_uuid}/policies/

{data_type}

/api/webui/vl/servicespools/ PUT O6HOBUTbL NapaMeTpbl NnoAnTukK poHza BPM

{servicepool_uuid}/policies/

{data_type}

/api/webui/vl/servicespools/ DELETE C6poc nonutmnku doHga BPM

{servicepool_uuid}/policies/

{data_type}

/api/webui/vl/servicespools/ GET Cneuudukauus nonen rpadpuyeckoro nHtTepdeica

{servicepool_uuid}/policies/gui/ ona nonntukn tmna {data_type}

{data_type}

/api/webui/vl/servicespools/ GET Cnucok Bcex nonuTtuk doHaa BPM

{servicepool_uuid}/policies/overview

/api/webui/vl/servicespools/ GET 3anyckaeT npouenypy nybnukaumu doHga BPM

{servicepool_uuid}/publications/

publish

/api/webui/vl/servicespools/ GET BosBpaluaeT cnmcok nybnmkaumin donaa BPM

{servicepool_uuid}/publications

/api/webui/vl/servicespools/ GET BosBpaluaet nybankaumio ¢ naeHTMhUKaTopom

{servicepool_uuid}/publications/{uuid} {uuid}

/api/webui/vl/servicespools/ GET 3anyckaeT oTMeHy nybavkaumm dpoHaa BPM.

{servicepool_uuid}/publications/ lMoBTOpHbIV BbI30B 3anyckaeT OPCUPOBAHHYIO

{uuid}/cancel oTMeHy nybnukaumm doHpa BPM

/api/webui/vl/servicespools/ GET BosBpaluaeT onucaHue gnsa rpacdumyeckoro

{servicepool_uuid}/publications/gui uHTepderica

/api/webui/vl/servicespools/ GET BosBpaluaeT cnucok nybnukaummn doHaa BPM

{servicepool_uuid}/publications/

overview

/api/webui/vl/servicespools/ GET BosBpaluaeT cnncok NpoToKosIoB AOCTaBKM U3

{servicepool_uuid}/transports ¢oHma BPM

/api/webui/vl/servicespools/ POST [o6asnseT npoTokon aoctaeku B poHa BPM

{servicepool_uuid}/transports

/api/webui/vl/servicespools/ GET BosBpallaeT npoTokon A40CTaBKM C

{servicepool_uuid}/transports/{uuid} naeHTudbmkatopom {uuid} us doHga BPM

/api/webui/vl/servicespools/ DELETE YnanseTt npoTokoa AOCTaBKU C UAEHTUPUKATOPOM

{servicepool_uuid}/transports/{uuid} {uuid} u3 poHma BPM

/api/webui/vl/servicespools/ GET BosBpaluaeTt onucaHme gna rpacdmyeckoro

{servicepool_uuid}/transports/gui UHTepderica

/api/webui/vl/servicespools/ GET BosBpaluaeT cnmMcok npoToKoaoB A4OCTaBKU U3

{servicepool_uuid}/transports/overview ¢orpa BPM

/api/webui/vl/servicespools/ GET BosBpaluaeT cnmcok nonbsosaTenen gpoHaa BPM

{servicepool_uuid}/users

/api/webui/vl/servicespools/ POST Lo6asnseT nonb3oeartens B poHy BPM

{servicepool_uuid}/users
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URL-komaHpa Tun OnucaHue
/api/webui/vl/servicespools/ GET Habop onepaumuit ona ynpaeneHus nosb30BaTensamm
{servicepool_uuid}/users/{uuid} u3 doHpa BPM
/api/webui/vl/servicespools/ DELETE Ynanset nonb3ogatens s doHaa BPM
{servicepool_uuid}/users/{uuid}

/api/webui/vl/servicespools/ GET BosBpaluaeTt onucaHuve gna rpacdmyeckoro
{servicepool_uuid}/users/gui uHTepderica
/api/webui/vl/servicespools/ GET BosBpaluaeT cnmcok nonbsosaTenen gpoHaa BPM

{servicepool_uuid}/users/overview

/api/webui/vl/servicespools/{uuid}/ GET MonyueHune cnncka BPM B kewwe
cache

/api/webui/vl/servicespools/{uuid}/ DELETE YnaneHuve kewmpoaHHoro BPM
cache/{service_uuid}

/api/webui/vl/servicespools/{uuid}/ GET MonyueHune xxypHana pna BPM u3 kewa
cache/{service_uuid}/log

/api/webui/vl/servicespools/{uuid}/ PATCH YnpaBneHue coCcTosiHMEM BblIBpaHHOIO
cache/{service_uuid}/machine KewmpoBaHHoro BPM
/api/webui/vl/servicespools/{uuid}/ GET MonyueHune cnncka BPM B kewe
cache/overview

/api/webui/vl/servicespools/{uuid}/log |[GET BosBpavuaet xypHan ¢doHaga BPM
/api/webui/vl/servicespools/{uuid}/ GET MonyueHne cnuncka HasHaveHHbIXx BPM
services

/api/webui/vl/servicespools/{uuid}/ DELETE YpnaneHue Ha3HayeHHoro BPM

services/{service_uuid}

/api/webui/vl/servicespools/{uuid}/ GET MonyueHune xypHana HazHayeHHoro BPM
services/{service_uuid}/log

/api/webui/vl/servicespools/{uuid}/ PATCH YnpaBneHue cocTosiHeM BbibpaHHoro BPM
services/{service_uuid}/machine

/api/webui/vl/servicespools/{uuid}/ PATCH OTkaTt Ha3HayeHHoro BPM Ha 6a30BbIN cHanwwioT
services/{service_uuid}/refresh

/api/webui/vl/servicespools/{uuid}/ POST OTnpaBka coobLueHns HasHayeHHbIM BPM
services/message

/api/webui/vl/servicespools/{uuid}/ GET BosBpaluaeT onucaHue ansa rpacdmyeckoro
services/message/gui uHTepderica
/api/webui/vl/servicespools/{uuid}/ GET MonyyeHne cnmncka HasHayeHHbIX BPM

services/overview

4.2.14 . KoMaHppl, cBa3aHHble ¢ rpynnamu BPM

LHocTtynHbie agMmHucTpaTtopy URL-koMaHapbl nepeuncnenbl B Tabnmue (cm. Tabnuua 16).

Tabnuua 16 - MNMepeyeHb URL-koMaHa, cBA3aHHbIX C rpynnamMmn BPM

URL-koMaHAaa Tun Onucanue
/api/webui/v1l/spgroups GET BosBpaluaeT cnmcok rpynn
/api/webui/vl/spgroups POST Cozpaet rpynny
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URL-koMaHga Tun OnucaHue
/api/webui/vl/spgroups/{uuid} GET BosBpatuaet rpynny c naeHtudukatopom {uuid}
/api/webui/vl/spgroups/{uuid} PUT O6HoBngseT rpynny
/api/webui/vl/spgroups/{uuid} DELETE Ypanset rpynny
/api/webui/vl/spgroups/gui GET Bo3sspaluaeT onvcaHue ans rpacduyeckoro

uHTepderica
/api/webui/vl/spgroups/overview GET BosBpaluaeT cnucok rpynn

4.2.15 . KoMaHpapl, cBA3aHHble C ceCCUAMMU Mosb3oBaTenen

HocTtynHbie agMmHucTpatopy URL-koMaHAabl nepeuncnensl B Tabnumue (cm. Tabnuua 17).

Tabnuua 17 - MepeyeHb URL-koMaHa, CBA3AHHbIX C CECCUAMM MOJIb30BaTeNeln

URL-komaHaa Tun OnucaHue

/api/webui/vl/spsessions GET Bo3BpallaeT cnnMcok akTUBHbIX CECCUM
nosib3oBaTesien

/api/webui/vl/spsessions/{uuid} GET BosBpallaeT akTMBHYO CECCUIO MONb30BaTENS

/api/webui/vl/spsessions/{uuid}/ PATCH C6pacbiBaeT aKTUBHYIO CECCUIO MOJb30BATENS

disconnect

/api/webui/vl/spsessions/{uuid}/logoff PATCH OcTaHaBnNMBaEeT aKTUBHYHO CECCUIO MOb30BaTENS

/api/webui/vl/spsessions/overview GET Bo3BpalaeT cnmcok akTUBHbIX CECCUN
nosib3oBaTenen

4.2.16 . KoMaHpapl, CBA3aHHble C CUCTEMHbIMU NapaMeTpaMu

LDoctynHbie agMuHucTpaTopy URL-koMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 18).

Tabnuua 18 - MNepeyeHb URL-koMaHA, cBA3aHHbIX C CUCTEMHbIMU NMapaMeTpamMu

URL-komaHpa Tun OnucaHue
/api/webui/vl/tconfig GET Bos3BpalyaeT cnMcok CUCTEMHBIX MapaMeTpoB
/api/webui/vl/tconfig PUT CoxpaHeHne NapaMeTpoB KOHbUrypaLmm
/api/webui/vl/tconfig/overview GET Bo3BpalyaeT cnmMcok CMCTEMHbIX NapamMeTpoB

4.2.17 . KoMaHgbl, CBA3aHHbIe C NPOTOKOIaMU JOCTaBKU

HocTtynHbie agMmmHucTpaTtopy URL-koMaHAabl nepeuncnerbl B Tabnumue (cm. Tabnuua 19).

Tabnuua 19 - MNepeueHb URL-koMaHAa, CBA3aHHbIX C MPOTOKO/IaMM AOCTABKM

URL-koMaHpa Twn OnucaHue
/api/webui/vl/transports GET Bo3BpalaeT cnnMcok NpoToKoIOB AOCTaBKM
/api/webui/vl/transports POST Co3zaeT NpoToKon AOCTaBKM
/api/webui/vl/transports/{uuid} GET Bo3BpaluaeT npotokon focTaBku
/api/webui/vl/transports/{uuid} PUT O6HoBNAET NPOTOKO/ AOCTABKM
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URL-komaHpa

Tun

OnucaHue

/api/webui/vl/transports/{uuid}

DELETE

YpanseT npoTokon AOCTaBKU

/api/webui/vl/transports/types GET Bo3BpalaeT cnnucok TMNoB NpoTOKO/I0B
[OCTaBKM

/api/webui/vl/transports/gui/ GET BozBpaltaeT onncaHme ans rpadpuyeckoro

{transport_type} UHTepdeica

/api/webui/vl/transports/test/ POST TecTupyeT napaMeTpbl NPOTOKONA AOCTaBKM

{transport_type}

/api/webui/vl/transports/overview GET Bo3BpalaeT cnncok NpoTokosIoB AOCTaBKM

4.3 . [ocTynHble KOMaHAbl MOAyns «agent»

HoctynHble agmuHucTpatopy URL-komaHabl nepeuuncneHbl B Tabnuue. KomaHpbl npuBendeHbl ans

nocnenHen onybnmnkosaHHon B API Bepcun.

Tabnuua 20 - MNMepeueHb URL-koMaHa Mopyns «agent»

URL-komaHaa Tun OnucaHue
/api/agent/v1l.4/{uuid}/events/ PATCH YBenomneHme o NoaKAOYEHUM NONb30BaTENS K
connected pabouyemy MecTy
/api/agent/v1l.4/{uuid}/events/ PATCH YBenomneHue 06 OTKIOYEHMW MONb30BaTeNs OT
disconnected pabouyero mecTa
/api/agent/vl.4/{uuid}/legacy/ PATCH O6paboTka BHYTPEHHMX NPOLLECCOB paboyero MecTta
osmanager
/api/agent/vl.4/{uuid}/log PATCH [obaeneHue 3anmncu B KypHan pabouero mecTa
/api/agent/vl1l.4/{uuid}/notifyComms PATCH CoxpaHeHne URL ans koMMyHMKaLMM B mapaMeTpax
pabouero mecTa
/api/agent/v1l.4/{uuid}/policies GET MonyueHne nHpopMaLMm 0 NOAUTMKAX paboyero
MecTa
/api/agent/vl.4/{uuid}/service_info GET MonyueHne nHpopMaLmm o cepBumce paboyero mecTta
/api/agent/vl.4/{uuid}/settings GET MonyyeHne MHbOPMaLUKM 0 HacTporKax pabouero
MecTa
/api/agent/vl1l.4/{uuid}/version PATCH CoxpaHeHue BEpCUM areHTa
/api/agent/vl.4/4init POST MHuumanusaums areHTa Ha paboyem mecTe
/api/agent/vl.4/test PATCH MonyyeHne nHboOpMaLUKM 0 NOANTUKAX

pabouyero mecTa

4.4 . octynHbie KOMaHAblI MoAyns «auth»

LocTtynHble agMuHucTpaTopy URL-KoMaHAbl nepeuncneHbl B Tabamue (cm. Tabamua 21).

& Bepcus API /api/auth/v1 ypaneHa. Crtapbie Bepcum KoMnoHeHTa «KnueHT», ncnonbsosasLune
a1oT API, nepectaHyT paboTaTb 6e3 0BHOB/IEHNS HA HOBYHO BEPCUIO.
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Tabnuua 21 - MNMepeyeHb URL-koMaHa Moayns «auth»

URL-komaHAa Tun OnucaHue
/api/auth/vl.3/authenticators GET MonyuyeHne cnuncka ayTeHTUdUKATOPOB
/api/auth/vl.3/external/login POST AyTeHTUbMKaLmMs nonb3osatens Ha 6ase ID

ayTeHTUdUKaTOpa, JIOrMHa U napons.

Bo3BpalLaeMblii TOKEH UCMOMb3YETCA TOSIbKO B /api/
external

/api/auth/v1.3/legacy/login POST AyTeHTuUdbMKauus nosb3osatens Ha 6ase
ayTeHTUdUKaTOpa, IOrMHa M Napons.
Mpu oTnpaeke 3anpoca HeobxoaMMo 0ba3aTeNIbHO yKasaTb
OfMH U3 NapameTpoB:

= «authld»;

= «auth»;

= «authSmallName».

/api/auth/v1.3/legacy/logout GET MpekpalueHne aencTeue TOKeHa/ceccum Nonb3oBaTens.

TokeH ayTeHTUDUKALMM JOMKEH NepeaaBaTbca B
3aronoBke X-Auth-Token

/api/auth/v1.3/legacy/logout POST MpekpalueHne aencTBue TOKeHa/ceccum Nonb3oBaTens.

TokeH ayTeHTUDUKALMM JOMKEH NepeaaBaTbca B
3aronoBke X-Auth-Token

/api/auth/v1.3/settings GET [MonyueHne rnobanbHbIX HaCTpoek cepsepa

4.5 . docTynHble koMaHabl Moayns «client»
HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnenbl B Tabnumue (cm. Tabnuua 22).

Tabnuua 22 - MNMepeyeHb URL-koMaHg mopyns «client»

URL-koMaHpa Tun OnucaHue
/api/client/vl.2/connectionInfo/ |[GET API ons BblAauM NapaMeTpoB NOAKITHOYEHUSI KOMIMOHEHTY
{uuid} «KnueHnt» gna RDP npoTokonos
/api/client/v1.2/ GET API nns BblAauM NapaMeTpoB NOAKIIHOYEHUSI KOMIMOHEHTY
preconnectionInfo/{uuid} «KnueHnt» pns RDP npoTtokonos. KoMnoHeHT «KnneHT»

MCMNoJib3yeT MeToZ, A8 NPOBEPKMU FOTOBHOCTM CepBUCa K
MOAK/HOUYEHUIO U YTOUHEHMS MCMOosb3yeMoro npoTokona. Mo
Mosy4YeHHbIM AaHHbIM NPUHUMAET peLleHMe: 3aBepLUnNTb
HeyAauyHoe MoAK/IHYeHUe, MOA0XKAATb U MOBTOPUTb, MOAKIKOUYATLCS
HOBbIM/CTapbiM METOAOM

/api/client/vl.2/serviceslList GET MonyueHune cnucka cepeucos

4.6 . ocTynHble kKoMaHabl Mopyns «external/rubackup»
HocTtynHbie agMmmHucTpaTtopy URL-koMaHAabl nepeuncnierbl B Tabnumue (cm. Tabnuua 23).

Tabnuua 23 - lMNMepeyeHb URL-komMaHa moayns «external/rubackup»

URL-komaHaa Tun OnucaHue

/api/external/rubackup/vl/authenticators GET Mony4yeHne cnncka [OMEHOB ayTEHTUDUKALLUN
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URL-komaHpa Tun Onucanue
/api/external/rubackup/vl/authenticators/ |GET [MonyueHne cnucka nonb3oBaTesnien B JOMEHE
{auth_uuid}/users ayTeHTUPUKALUN
/api/external/rubackup/vl/authenticators/ |GET MonyyeHne cnmncka HasHa4veHHbIx BPM ana
{auth_uuid}/users/{user_uuid}/workplaces YKa3aHHOro nosb3oBaTtens
/api/external/rubackup/vl/providers GET [MonyyeHne cnmcka NOCTaBLLMKOB pecypcos
/api/external/rubackup/vl/workplaces GET MonyyeHwne cnucka doHzos BPM
/api/external/rubackup/vl/workplaces/ GET Mony4yeHne cnncka Ha3HaYeHHbIX MOb30BATENSAM
{uuid}/assigned 3k3emnnsipos BPM
/api/external/rubackup/vl/workplaces/ PATCH 3aMeHa ak3emnnapa BPM
{uuid}/replace

4.7 . JocTynHble koMaHabl Mopyns «health»
HocTtynHbie agMmHucTpaTtopy URL-koMaHabl nepeuncnienbl B Tabnmue (cm. Tabnuua 24).

Tabnuua 24 - lMNMepeyeHb URL-komMaHa moayns «health»

URL-komaHgaa Tun OnucaHue

/api/health GET MpoBepka cocTosHUs cepBepa

CobupatoTcs 0bLme nokasaTesm n HaAbop YMCIOBbIX METPUK.

OueHka COCTOSIHMSI OO/KHA MPOU3BOAMTLCS B MHULMATOPE 3anpoca Ha OCHOBe Habopa npaBun u
MOPOroBbIX 3HAYEHWUIN C Y4ETOM KOHKPETHOM KOHPUIypauum CUCTEMbI.

LOns pasHbix KOHbUIypauumi CUCTEMbI OAMH U TOT >Xe MoKas3aTeslb B abCO/IFOTHOM BbIPaXXEHUM MOXKET

COOTBETCTBOBaTb COCTOAHUIO U «PASS», n « FAIL».

4.8 . [locTynHble KOMaHAbl MOAYNSA KWSProxy»
DocTtynHblie agMmuHucTpatopy URL-koMaHAabl nepeuncnersl B Tabnumue (cm. Tabnuua 25).

Tabnuua 25 - MNepeyeHb URL-komMaHg Moayns «wsproxy»

URL-komaHaa Tun OnwucaHue

/api/wsproxy/vl/verify/{token} POST Banupauus TokeHa komnoHeHTa «LLnto3» gna
noakatoueHms kK cepeepy Termidesk.

B cnyuae ycnexa Bo3BpalLaeT napaMeTpbl LIEJIEBOr0 XOCTa
[ANA NOAKAOYeHUa vepe3 KOMMoHeHT «LLinto3»
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5. MEPEYEHb COKPALLEEHUIA

CokpalueHune MosicHeHUe

BPM BupTtyanbHoe paboyee mecTo

ocC OnepaumroHHas cucTema

API Application Programming Interface (MHTepdelic npuknagHoro
NporpaMMMpoBaHUs)

ID Identification Data (naeHTUdbUKaTOP)

RDP Remote Desktop Protocol (npoTokon ynaneHHoro paboyero ctona)

Termidesk MporpamMMHbIN KoMnneke «ducneTyep NoAKIOYEHUI BUPTYasibHbIX paboumx
mecT Termidesk»

URL Uniform Resource Locator (yHudUUMpOBaHHbIM yKa3aTesb pecypca)
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