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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacToawmn nOKYyMeHT SBNSeTCs MHCTPYKUMEN MO UCMONb30BaHUIO KOMMOHeHTa «BupTyanbHbii Moaynb
Termidesk» nporpammMHoro komnnekca«ducnetyep nNOAKMOYEHUM BUPTYasbHbIX paboumMx MecT
Termidesk» (manee - Termidesk). JokyMeHT npeaHa3HadeH o5 aAMUHUCTPATOPOB CUCTEMBI U CETU.

B nokyMeHTe nNpuBefeHO Ha3Ha4YeHWe, HaCTPOMKa M MCMOJMb30BaHME KOMMOHeEHTa «BupTyanbHbin Mogynb
Termidesk». Ona Toro 4tobbl MONy4YMTb MHGOPMALMIO MO AOCTYMHbLIM OEUCTBUSM B Beb-uHTepderice
Termidesk, HeobxopuMo obpatuTtbcs Kk gokymeHtam CJIET.10001-01 90 02 «PykoBoacTBo
agMuHucTpaTopa. HacTtporka nporpammHoro komnnekca» u CJIET.10001-01 90 03 «PykoBoacTBo

agMuHUcTpaTopa. ['paduyeckmin nHTepdenc ynpaeieHus NporpaMMHbIM KOMIMJIEKCOMY.,
1.2 . HasHaueHMe koMnoHeHTa «BupTtyanbHbii Moaynb Termidesk»

KomnoHeHT «BupTtyanbHbint Moaynb Termidesk» (aanee - BMT) npencTtaenseT coboi 06pa3 BUpTyanbHOM
MawmuHbl (BM) (unn oucka BM) ¢ npenBapuTenbHO YCTAaHOBIEHHOM M HAaCTPOEHHOM OMepauyoHHOM
cuctemon (OC) m Habopom nporpammHoro obecrniedeHus (IM0O), HeobxoguMoro ans 3KcnayaTaumm
Termidesk.
BMT npenocTaBnsieT GUKCMPOBaHHbIM Habop hYyHKUUI AN BbICTPOro pa3BepTbiBaHMS U UCMOb30BaHMUS
Termidesk ¢ BbINONHEHWMEM MUHMMYMa OEUCTBUIM MO €Fr0 HACTPOMKE, YTO CYLLECTBEHHO YNpPOLLAET BBOA, B
3KCMJlyaTauMio nporpaMMHoro komrnnekca. Kaxabii aksemnnsp BMT MoxeT 6biTb yCTaHOBNEH C
pasfnYHbIM HabopoM pyHKuun Termidesk:

* 3K3eMMNJsp, peanusyroLLmnin GyHKLMK KOMMOHEHTA « YHMBEPCANIbHbIN AUCNETYEPY;

* 3K3eMMNJsp, peanusyroLmin GyHKLMK KOMMNOHeHTa «LLnto3»;

* 3K3eMMNJsp, peanusyroLmin GyHKLMK KOMMOHeHTa «MeHemykep paboumnx MecT».

CocTtas BMT:

» OC Astra Linux Special Edition 1.7.5;

* MporpaMMHble NakeTbl U3 COCTaBa nogkatoveHHoro B8 BMT penosutopus Termidesk:
e termidesk-vdi;
* termidesk-gateway;
* termidesk-digsig-keys;

* cucTema ynpasreHusi 6aszamu gaHHbix Postgres-11;

* H6pokep coobuieHmr RabbitMQ-server;

» Beb-cepsep Apache;

= cnyx6a BefeHUs KypHanos syslog-ng;

* [10 obecneyeHns BbICOKOM AOCTYMNHOCTM y3/10B U cnyxb keepalived;

* WHCTPYMEHT OpraHu3saLmm cnmcka ceten ipset.
y

Bbinyck ot sHBapsa 2024 4



@ TERMIDESK C/MET.10001-01 91 03

Mpu nepeuyHoM HacTporike BMT BbibMpaeTcs oguH 13 aByx pexxknumoB 3awmuieHHoctn OC Astra Linux
Special Edition: «basoBbin» («Open») wnu «YcuneHHbin» («BopoHex»). Pexum  3awwmuieHHoCcTH
onpenensieT, Kakue MexaHusmbl 6e3onacHoctn OC OGyayT akTuBupoBaHbl. [na pexuma «basosbin»
crneunanbHble MexaHM3Mbl 6e3onacHocTn OC He akTUBMpYHOTCS.
Ons pexkxnma «YcuneHHbIM» aKTUBMPYHOTCS Chneaylolime crneumanbHble MexaHu3Mbl 6esonacHoctn OC
Astra Linux Special Edition:

" peXXuM 3aMKHYTOM NporpaMMHoM cpeabl (astra-digsig-control);

" MexaHM3M KOHTPOJISl LLeSIOCTHOCTM B aape (astra-mic-control);

" peXXMM MaHAATHOro KOHTPONS LEeNoCTHOCTU harioBOM cucTeMbl (set-fs-ilev);

* pexxuM be3onacHoro yaaneHus pamnos (astra-secdel-control);

* GNIOKMPOBKA 3arpy3ku Hemcnonb3yembix Moaynen sapa (astra-modban-Tlock);

* OTKIOYEHMe oTobparkeHUs MeHto 3arpy3yunka GRUB (astra-nobootmenu-control).

1.3 . KoMmnnekT nocTaBku

BMT pacnpocTpaHsieTcs B cnenytowmx popmaTax:
» nns runepsmusopos QEMU/KVM:
* OUCK image.qcow2;
* nMakeT OTKpbiTOoro BupTyanbHoro YycTtpouctea (Open Virtual Appliance, OVA),
npencTaBneHHbIN dhannom termidesk-virtual-appliance_<Bepcusi>_ovirt.ova.
» ans nnatdopMmbl BUpTyanusaumm VMware:
e ¢dopmat oTkpbiTon BupTyanmsaumm (Open Virtualization Format, OVF), npeactaBneHHbIN
dbarnamu:
e termidesk.vmx;
e image.vmdk;
e termidesk.ovf;
e termidesk.mf;
* MakeT OTKPbITOrO BWPTYasbHOrO YCTPOWCTBA, NpeacTaBneHHbIM dannom termidesk-

virtual-appliance_<Bepcusa>_vmware.ova.

B o6paze BMT ucnonb3ytoTca pasHble Habopbl MHCTpyMeHTOB rocteBomr OC gns ykasaHHbIX naatgopmMm.

1.4 . TpeboBaHus K ypOBHIO NOArOTOBKM NEepCOHana

TpeboBaHMA K YpOBHIO MNOAFOTOBKM W COCTaBy MepcoHasa CoOBMajatoT ¢ TpeboBaHMaMM,
npenbsaBAseMbiMU 4ns skcnayatauum Termidesk. [ng wraTHom akcnayataumm TpebyeTcs:
* CUCTEMHbIM agMUHUCTPATOP;

" cneynanncTt Nno TeEXHNYeCKoOMy O6Cﬂy)KVIBaHMI-O.
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CuCTeMHbIM  aAMUHUCTPATOP JO/KEH MMETb OMbIT paboTbl C naatdopmMamMu  BUPTYyanM3aLum U
aaMuHUcTpupoBaHus cepeepoB ¢ OC Astra Linux Special Edition 1.7.
OcCHOBHbIMU 0BSI3aHHOCTAMM CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCA:

* YCTaHOBKA, HAaCTpoMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

* BOCCTaHOB/EeHMWe paboTocnocobHocTu Termidesk nocne ycTpaHeHUsi HEMCNPABHOCTEN KOMMJIEKCa

TEXHNYECKUX CpencTB.

Cneumanumct no TEXHUYECKOMY 0BCNY>KMBAHUIO O0SKEH UMeTb onbIT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb ¥ NOHMMaTb NPUHLMMbI PaboTbl CETEM NMEpPenayn OaHHbIX, @ TaKXKe BNaAeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMMJIEKCA TEXHUUYECKUX CPEeaCTB.
OCHOBHbIMU 06A3aHHOCTAMM CMELMANUCTa N0 TEXHUYECKOMY 0B6CNY)KMBAHUIO ABNSIOTCS:

* HACTpoMKa, MOAEpPHM3aLMS M NPOBEPKA COCTOAHMSA KOMMJIEKCA TEXHUYECKUX CPEeaCTB;

* OMArHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCA TEXHUYECKUX CPEeACTB;

. HaCTpOlZKa ceTeBbIX I'IO,EI,KJ'II‘O‘-IEHVII‘;I.

1.5 . Tunorpadckue cornaweHus

B HacTosweM foKyMeHTe NPUHATBI cneaytolme Tunorpadckme CornalleHms:

* MOHOLUMPWHHBIA WPUGT — UCNONb3yeTcs ANS BblaeneHuss @parMeHTOB TeKCTa Mporpamm,
HauMeHoBaHMM (annoB M nanok (AMpPeKTopuin), MyTen nepeMeLLeHUs, CTPOK KOMMEeHTapues,
Pa3NIMYHbIX NPOrpPaMMHbIX 371EMEHTOB (0ObEKT, KNacc, TUM, MePEMEHHAsl, KOMaHAa, Makpoc U T. 4.),
a Tak>ke BBOAMMOIO M BbIBOAUMOIO TEKCTA B peXXMMe KOMaHAHON CTPOKMU;

" «KaBblYKU» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKW, UCMONb3YeTCa AN 0B03Ha4YeHUs HaMMeHOBAHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeH0, HAMMEHOBAHUI OKOH, BKIa[OK,
nosien, opyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pe>xxuMme rpacumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TeKCT, 3aK/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMNonb3yeTcs ANs
HaMMEHOBaHMA 3KPaHHbIX KHOMOK;

* <yrnoBble CKOBKU> — TEKCT, 3aK/IFOUYEHHbIM B Yr/I0Bble CKOOKM, MCMONb3yeTcs N5 HaMMEHOBaHWS

KnaBuLl KflaBUaTypbl.
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2. NoAroToBKA K PABOTE

2.1 . MNonyyeHue obpazoB BMT

BMT pocTtyneH u3 iso-o6pasa Termidesk, nonyunTb KOTOPbI MOXHO ABYMS Cocobamu:
* 3anonHMB ¢dopMy 3anpoca Ha camte Termidesk: https://termidesk.ru/support/#request-
support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.
2.2 . MNopsapok 3arpy3ku BMT

Lna 3arpyskn BMT Ha nnatdopMy BUPTYanmnsaumm HY>KHO:
* BbINOAHUTbL MUMMOPT obpasa BMT dopmata .ovf Ha nnatdopmy BupTyanmsauuu. Ons mmnopTa

MOXET TaK)Ke MCMosib30BaTbCca 06pas ¢popmarta .ova;

& Ecnv nnatdopma BUpPTYanmMsaumm He noaaepykxmMBaeT MMMopT us obpasos popmata .ovf unm .ova,
HeobxoguMo co3gatb BM Ha Takor nnatdopme BpyuHYH M MOAKMHOUUTL AUCK dopmaTa .vmdk
(gcow2 ana MK CB bpecT) 13 komMniekTa NOCTaBKMU.

" 00XOaTbCA OKOHYaHUA UMIMNOpPTa U CO30aHUA BM,

* BbINOJHUTL 3anyck BM;

& Ecnv BM He 3anyckaeTcs, He06Xo4MMO MpoBEPUTb, YTO B CBOMCTBaX BM BbibpaHbl KOPpeKTHbIe
napameTpbl: TN OC - «Linux», Bepcus - «Other Linux (64-bit)», ceTb - ooMH U3 TUNOB ajanTepa
«Intel 1000».

* Bbl6paTb B MeHt0 GRUB (cm. Pucynok 1) nyHKT «Astralinux GNU/Linux» (no yMon4aHuto) 1 HaxaTb
knasuwy <Enter>;
* BbINONHUTbL MepBOHaYanbHy HacTponky Termidesk B cooTBeTcTBUM C nogpasgenom lNepeuyHas

HacTpoiika BMT.
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GNU GRUEB, EE

PucyHok 1 — Mento GRUB
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3. NEPBUYHAS HACTPOMKA

3.1. MNopspok pa3BepTbiBaHua BMT

O6wun nopspok passepTbiBaHMA BMT nomkeH BbINOMHATLCS MO CNEAYHOLLMM NpaBUIaM:
* BMT pomkeH ycTaHaBnMBaTbCa B pacnpeneneHHOM BapuaHTE;
* nepBbii 3k3emMnnsgp BMT ycTaHaenmBaeTcs ¢ ponbto «lnaHuposumk». Mpu aTom:

e MpU HEOOXOOMMOCTM MOXHO YCTaHOBUTb BTOpou y3en BMT c atom e ponbto ans
obecneyeHMs BbICOKOM AOCTYMHOCTU (HAaCTPOMKY BbICOKOM AOCTYMHOCTU HYXKHO BbIMOSHUTD
oTaenbHo). B 3TOoM cnydyae nepBbii 3K3eMnnsp C ponbto «[1NaHMPOBLUMK» [OOMKEH ObITh
YCTaHOB/MEH C yKa3aHWeM Tuna Hoabl «Master». [1na BToporo ak3emnnapa «lMnaHuposLmka»
HY>KHO BblBMpaTb TUN Hoabl «Slave». DKk3eMnnspbl AOMKHbI BbITb CUHXPOHU3MPOBAHbLI (CM.
noppasaensl Ikcnopt napaMeTpoB Termidesk 1 MUMnopTt napaMeTpoB Termidesk);

e ecnn nepebii BMT ¢ ponbto «lnaHMpoBLUMK» YCTaHaBAMBAJICA C WHULMANU3ALMEN
nokanbHow 6a3bl gaHHbix (BA), To Npyn nepBuuHOM HacTponke BTOporo «lMnaHMpoBLLMKa»
cnepyeT ykasaTb nogkstoveHue k bl nepsoro aksemnnapa;

» cnepyowmmn akzemnaap BMT yctaHasnusaeTcs ¢ ponbto «bpokep». [Npu aTom:

e HY)XHO YyKa3aTb TuMN Hoabl «Slave» M BbINOJHUTL CUHXPOHM3ALMIO MapaMeTpoB C
«[naHupoBLMKOM» (CM. nogpasgensl  DKcnopT napaMeTtpoB Termidesk v UMnopt
napametpoB Termidesk);

e ecnm BMT c ponbto «[MnaHMpoBLLMK» yCTaHaBAMBAACS C MHUUManuM3aumen nokanoHon b,
TO npu nepBuYHOM HacTpomke «bpokepa» cnenyetT ykasatb nopkntodeHne k bl
«[MnaHunposLyKa»;

* nocnegHUM ycTaHaenmBaeTcs 3ksemnasp BMT c ponbto «Lnto3». Mpu stom:

e HY)XHO YyKa3aTb TuMN Hoabl «Slave» M BbINOJHUTL CUHXPOHM3ALMIO MapaMeTpoB C

«[naHupoBLMKOM» (CM. nogpasgensl  DKcnopT napaMeTtpoB Termidesk v UMnopt

napametpoB Termidesk).
3.2 . MNMepBuyHaa HacTpoika BMT c Tunom Hopapbl «master»

lMepBMYHaa HacTpoMKa BbINOMHSAETCA Npu rMepBoM BktodeHUM BM ¢ nogkntoueHHbIM 0bpasom BMT.
B npouecce nepBUYHOM HAaCTPOMKM HY>KHO BbIMOSHUTE CNeayroLLee:

* 03HAaKOMWTBLCS C JINLLEH3MOHHBIM COMNaLLeHNEM (cM. PucyHok 2) M HaXkaTb 3KkpaHHYto kHonky [OK];

® MepekntoyeHne Mexay MyHKTaMU MeHIO BbinonHseTca knasuwen <TAB>. MoatsepskaeHue
Bbibopa BbinonHsaetca knasuwamm <ENTER> nnn < SPACE>.
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~tual Applianc

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

PucyHok 2 — JluueH3noHHoe cornatueHue
* BblbpaTh pexkum 3awmieHHocTn OC (cm. PucyHok 3). PeXXuMM 3alLMLLEHHOCTM OnpenensieT, Kakue
MexaHusMbl 6e3onacHoctn OC Oyayt akTuBupoBaHbl. [ns pexuma «basic» («basoBbin»)

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

(xIMbasic Bl
{1 advanced  YCWAEHHBIA

0K <OTHEHES>

PucyHok 3 — Bbibop pexkmma 3awmweHHocTn OC
* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;
* Mocne nepesanycka CUCTeMbl OyaeT MoKa3aHO WHOOPMALMOHHOE COODBLLEHME (cM. PucyHok 4) O

HacTpoeHHOM pexxuMme 3amiieHHocTM OC 1 aKTUBUPOBAHHbIX MEXaHU3MaX (cM. PucyHok 5);
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FE®AM ZAWAWLEHHOCTY 'BazoBwA
{Open) ' ycrewHo HacTpoeH

PucyHok 4 — CoobLueHne 0 HACTPOEHHOM PEXXMME 3aLUULLEHHOCTH

YOOEEHE SAWMWEHHOCTY PEXMME BesonacHOCTW: haselorel)

PEXMM ZEMKHUTON NPOrpaMMHOR cpeas (3TC): HEAKTWEHO

MEXEHWEM KOHTPOAA UBNOCTHOCTA B SAape: HEAKTWEHOD

FexiM MaHAaTHORD KOHTRoOAS LUEAocTHOCTW &C: HEAKTWMEHD

MKLl B AZHHHA MOMEHT OTKJKYEH

PexuM GE30MacHOr0 YaaneHws $anaos: HEAKTWMEHD

BAOKMPOEKE 38rPYSKW HEWCMOABSYEMERX MOAYAEW Aapa: HEAKTWEHD

OTKJNHEHVE OTOOPSKEHWA MEHN ZArpysduka GRUBZ: HEAKTWEHOD

ENOKWPOEKE BOSMOXHOCTM YCTAHOEKW Ha ¢alfe OWTa paspewsHWA WCNOAHEHWA: HEAKTMEHO

PucyHok 5 — MHdbopMaLmoHHoe coobLieHme 06 akTUBMPOBAHHbLIX MexaHM3Max 6e30MacHOCTM Ha

npuMepe pexxunma «bazosbin»
* 3aMONHUTb WMMS  XOCTa (cM.  PucyHok 6) (hostname), koTopoe OymeT MCNONb30BaTbCs ANS
noeHTudUKauum yctponcTea B cetu. HeobxogMMo yyecTb, YTO yKasaHHbIM hostname, B CBOH
ouvepeab, AOMKEH ABNSATbCSA MONHbIM AOMeHHbIM uMmeHeM (FQDN), ecnu BMT wucnonb3syetcs B

AoMeHe. YKazaHHbIW hostame GyaeT MCNOIb30BaH 41 HAaCTPOUKKM Beb-cepBepa apache;

A HeO6XO,CI,MMO y4yecCTb, 4YTO MNpU MUCNONIb30BaHUN YKa3aHHONo MMEHU B OpYyrux nNOAKIHOYEHUAX
TpebyeTcs, 4TObbl B CeTEBOM MHPPACTPYKType MMEHaA XOCTOB MOruM paspewlaTtbcs B |P-agpeca
(monykeH 6bITb HacTpoeH DNS-cepeep).

HEZMEHEHWE WMEHK XOCTS
WHA =oCcTa

{terﬂmidesk\

< 0K > JRRGRCEREE

PucyHok 6 — Beog, uMeHM xocTa

* Mocne NpUMeHeHUs HaCTPOMKM ByaeT NokasaHo MHMOPMALIMOHHOE COOBLLEHME (cM. PucyHok 7);
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WM wocTa OuAOD YCMEeWwHo
WIMEHEHD

PucyHok 7 — MHdopMaumoHHoe coobLieHme 06 yCnewHoM U3MEHEHUN UMEHU XOCTa

* BblOpaTb ceTeBble MHTEPDENCHI (cm. PucyHok 8) Mpu nomowm knasuwmn <SPACE>;

BuGEpWTE WHTEQGEACH ANA HAcTRORKW

[] enslBE 00 [:u:: E'EJ fD cd CC

<O0THEHE

PucyHok 8 — Bbibop ceTeBoro nHtepderica
* fanee ykasaTb ceTeBble HacTpouku: IP-agpec, macky cetu, IP-agpec wnto3a mn IP-agppeca DNS-
CepBEPOB, BbLIMNOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpownku cnepyet
BbIMOMHUTL ANs  Ka)kaoro wuHTepdenca. Mo ymonyaHMiO NpensioXXeHO 3ajaTbh CTaTUYeckue
HACTPOMKMU (cM. PucyHok 9), oaHako npu nomowm knasuwm <TAB> MoxHO nepenTtun K MeHwo

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl oT DHCP-cepBepa;

& Bce ykazaHHble |P-agpeca fonHbl 6bITb 3aMeHEHbl Ha aKTyalslbHble, COOTBETCTBYHOLLME CXEME
agpecauuu, NpUHATON B MHPPACTPYKType opraHM3auuu.
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@O TERMIDESK

WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 9 — 3apgaHue cTaTUYeCKUX CETEBbIX HACTPOEK

CNET.10001-01 91 03

" U3YYUTb 3adaHHble NapaMeTpbl (cM. PucyHok 10) U MoATBEPAUTb MU3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PucyHok 10 - lMopTBepykaeHMe ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cm. PucyHok 11);

Bbinyck ot sHBapsi 2024
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KoHGUrYypauws CETEBHY
WHTERGEWCOE SABEpWEHA

PucyHok 11 - UHdbopMaumoHHoe coobuieHme 06 ycnewHom KOHOUrypaumm ceTeBbix MHTephencos

* fnanee HeobxoaMmo BblbpaTb TUN Hoabl BMT (cm. Pucyrok 12) «master» - Hoga obnagaer
COBCTBEHHbIM HaboOpoM Kitouen, mMcrnonblyemMbiMu B Termidesk pana npoBepok MepecbinaemMbixX
MeXAy KOMMOHEHTaMM AaHHbIX W cocTtosHus APl. DToT Tun  HoAbl aBTOMAaTUMYECKM

YCTaHaB/IMBaE€TCA C POJibtO «nﬂaHMpOBLLI,VIK»;

® [Ona ponn «MNaHUPOBLLMK» aKTUBUPYIOTCS CNyXbbl termidesk-taskman, termidesk-celery-
beat, termidesk-celery-worker. Takxe 6ygeT WHUUMANM3MpPOBaH bOpokep coOBLLEHUI
RabbitMQ-server 1 BbINONHEH 3anycK CNy»6bl rabbitmg-server.

EulOEpUTE TWM HOAW

Master - ofinagaeT coOACTEEHHHM HaOopoM KANYEDN,
KOTOPBE MO¥HO OUAET SKCNOPTWPOBATE B AUaAULEM
Slave - CEOWMMW KAW4YaMy He ofnagaeT v TpefuyeT
WMMNopTA

Haster

slave 2 lave
A11In0ne  KoMNAeKCHas JYCTaHOBKA

< gk 3 <OTMEHED

PucyHok 12 — Bbibop TMna ycTaHaBnmBaemon Hogbl BMT

* 3aTeM c/eayeT CKOHGUIypupoBaTb McMosib3oBaHMe SSL-cepTudukaToB ans Beb-cepBepa apache.
OTK napaMeTpbl MOXHO YKa3aTb MO3Xe, TOrAa HY>XHO BblbpaTb 3kpaHHyto kKHorky [OTmeHa]. Ons
KOHUIYpUpPOBaHUS yKasaTb (cm. PucyHok 13):

e «XocT»: IP-agpec xocTa, Ha KOTOPOM PaCcMONOXEHbI cepTUdUKaTbl M Kntod. Y BMT ponxkeH

6bITb CETEBOM AOCTYMN K XOCTY;
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e «[MopT»: NOpT NoaxKNtoUeHUs;

e «[lMyTb kK SSL private key»: nonHbIn NyTb K danny 3akpbiToro kntoya popmata . key;

e «[lMyTb kK SSL public key»: nonHbIM NyTb K hanny ceptudukara dopmara . pem;

e «[lyTtb Kk SSL keychain»: nonHbInM NyTb K danny NpoBepku Lenovku ceptudurkaTos popmaTta

.Ccrt;

BEEAMTE daHHBE AAA MNOAYHEHWA CEPTWGWMKETOE C CEQEEQAE

HOCT 198.51.100. 14
MopT

MYTe K SSL private key

MyTe K SSL public key

MyTe kK S5L keychain

<0TMEHZ>

PucyHok 13 — KoHdurypaumsa ceptudmkaTos
* B C/IEQYIOLLEM OKHE (cM. PucyHok 14) 3aMONHUTL MMS MOMb30BATENS M Maposb AN MOAKIHOUYEHUS K
yKa3aHHOMY Ha npeaplayuwieM Lware xocTy. [lna 3agaHus napons NepekyitouUMTbCA Ha CTPOKY
«Maponb» npu nomowwm knaeuwm <> (KCTPEJIKA BHWM3>) u BBecTu ero, 3aTeM nepekntoumnTbCs
TaKMM >ke Ccrnocobom Ha cTpoky «[lloBTop naponsi» u nosTopuTb BBOA MNapons. [lone «Ums
NoNb30BaTENA» MPU 3TOM M3MEHUTCS Ha APYroW LBET, KaKk HEaKTUMBHOE B [AaHHbIA MOMEHT, BBOA,

napons otobpaxeH He byneT. [NoaTBepAUTL AaHHbIE, HaXKaB 3KpaHHyto kHonky [OK];

BEEANTE YYETHLIE ASHHLIE

MMA NMoAeZ0EATENS
Mapone

MMoETOR Napoaq

< Ok <0THEHZ>

PucyHok 14 - 3anonHeHuWe yYeTHbIX AaHHbIX A9 4OCTyna
* BblbpaTb TMMN wucnonblyemor bL (cm. Pucynok 15). lMpu Bbibope ypaneHHon BJI, nokanbHas He

aKTUBUpYETCS;
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BuOepuTE TWMN YCTaHaBIWEIEMON 0336 A3HHHX

local JNokantHas
Femote  YdaneHHas

¢ 0K 3 <0TMEHED

PucyHok 15 - Bbibop T1na ncnonbsyemon b,

e ecnu Obina BbiOpaHa JsokanbHas B, To HY)XHO yKas3aTb Maposb (cm. PucyHok 16) O/s Hee.
Maponb ByaeT XpaHUTbCS B Npeobpa3zoBaHHOM BUAE;

MoWAUMaATE Napois AAA NOAKJNHEHWH K AO0KadsHOR Oase
AaHHbIX

<0TMEHE>

PucyHok 16 — Co3gaHue napons ana nokanbHon b/,

e ecnn 6bina BblbpaHa ygpaneHHas B, To HYXXHO yka3aTb MnapaMeTpbl MOAKIHOYEHUS (cMm.
PucyHok 17) K Hel. B napameTpe «xocT» fonyeH ykasbiBaTbcs BHewHun IP-agpec nnn FQDN
ans nopgkntodveHuns k bl. 3atem BbibpaTh 3kpaHHYO KHOMKY [TecT] ans nposepku poctyna. B
cnydae, ecnu Bl ¢ ykazaHHbIMW HAaCTPOMKAMUM He CYLLECTBYET, Nepexon K ClefyoLLEMY OKHY
Oynet HeBo3MmoxkeH. B cnyuvae, ecnn B ¢ ykasaHHbIMM HacTpoMKamMu CyLLecTBYyeT, OyaeT

NOBTOPHO OTODOpa)keHO OKHO ¢ napamMeTpamu BJl, B KOTOpOM cnegyeT HaxaTb 3KPaHHYHO
kHonky [OK];
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YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMA moAez0BaTEANH i k
MapoiL imret
HOCT 1,100, 16
MopT G432

Baza AaHHbx termidesk

< 0K < TECT » LO0THEHE

PucyHok 17 - NapameTpbl nogkntoueHns K yaaneHHon bl
* B C/NleOyloLleM OKHe HeobXxoaMMO YyKasaTb MapaMeTpbl (cM. PucyHok 18) ANS MOAKIOYEHUS K
RabbitMQ:

* «MMa nonb3oBaTensa»: ecnM yCTaHOBKA JIOKasbHas W MOAKJOYEHWME He MPOM3BOAMUTCS K
yhoaneHHOMY cepBepy, YKa3aTb termidesk;

e «[laponb»: ecnu ycTaHOBKa NOKaJibHas M MOAK/IOYEHME He MPOU3BOAMTCS K yAaNEHHOMY
cepBepy, yka3aTb ksedimret;

e «XOCT»: eC/M YCTAaHOBKa JOKaJibHas W MOAK/IOYEHWE He MpPOM3BOAMTCS K YAaNEHHOMY
cepBepy, TO HY>KHO yKa3aTb 127.0.0.1;

e «[lopT»: Nno ymonyaHuto 5672;

* «Ouepegb»: N0 yMon4yaHUto termidesk;

YIKa®WTE AaHHLE AAA NoagandeHKa € RabbitMo

HMa nonesoeaTend
Mapoib

HOCT

MopT

O4yepenL

< Ok ol <OTMEHAD

PucyHok 18 — MNapameTpbl ana nogkntodeHus k RabbitMQ
* focfie BbIMNO/HEHUS HACTpPoeK M3y4YUTb 3adaHHble MapaMeTpbl W MOATBEPAUTb HACTPOMKM
BblIOpaHHOM ponu, HaxaB 3KpaHHYto kHonky [OK];

* [NOXKAATbCSA YCMELWHOro NPUMEHEHUS HACTPOEK U BbIBOAA COOBLLEHMS (cM. PucyHok 19).
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KOHGWrypauna YCNEWHD COXpaHEeHa.
AOCTYNEH MNEpEXOA B OKHO
UNpagneHna

PucyHok 19 - MHdopmaumoHHoe coobLueHne 06 yCrnewHoM NpUMeEHEHUN KOHDUrypauum
Mocne BbINONHEHUS LWIArOB Mo NepBMYHON HAaCTPOMKE NMPOU3OUAET Nepexon B OKHO yrnpasneHmns BMT (cm.

PucyHok 20). Cny>k6bl Termidesk ByayT aBToOMaTnMyeCckM akTUBMPOBaHbI, Mepe3arpyska He TpebyeTtcs.

Termidesk Yirtual Appliance

Bepcwa Termidesk: 4.3-astral?
Bepcua OC: 1.7.5
PE¥MM SALMLEHHOCTW: Basoswi (Open)

MMAa wocTa: termidesk-1
TWN MCAOABSYEMbX 550 CERTWMOWEATOE: CAMONOANWCAHHHE

Appliance Web Cor ator: h

<F2» - TEpexoad B DAcWWNEHHOE MEHH

PucyHok 20 — OkHo ynpaeneHuss BMT

3.3 . [lepBryHas HacTpoika BMT c Tunom Hogpbl «slave»

MepBUYHasa HacTpoKKa BbIMOJHAETCA NPy NepBOM BKJtoYeHUM BM ¢ nogkntoueHHbIM obpasom BMT.
B npouecce nepBUYHOM HACTPOMKU HY>KHO BbIMONHUTb ClefyHoLLee:

* O3HaKOMWUTbLCHA C JIMLLEH3UOHHbIM COrNalleHUNEM (cM. PucyHok 21) U HaXKaTb 3KPaHHYHO KHOMKY [OK],
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~tual Applianc

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

PucyHok 21 - JInueHsnoHHOoE cornawleHme
* BblbpaTh pexkuM 3sawwmiieHHoOcTU OC (cm. Pucyrok 22). Pexknm 3alLMLLEHHOCTM onpeaensieT, Kakue
MexaHusMbl 6e3onacHoctn OC Oyayt akTuBupoBaHbl. [ns pexuma «basic» («basoBbin»)

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

(xIMbasic Bl
{1 advanced  YCWAEHHBIA

0K <OTHEHES>

PucyHok 22 - Bbibop pexxuma 3awmeHHoctn OC
* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;
* Mocne nepesanycka CUCTEeMbl OyaeT Mokas3aHO WMHAOPMALMOHHOE COOBLLEHME (cM. PucyHok 23) O

HaCcTpoeHHOM pexxuMme 3atmiieHHocTM OC 1 aKTUBUPOBAHHbIX MEXaHU3MaX (cM. PucyHok 24);
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FE®AM ZAWAWLEHHOCTY 'BazoBwA
{Open) ' ycrewHo HacTpoeH

PucyHok 23 — CoobLueHMe 0 HACTPOEHHOM PEXMME 3aLLMULLEHHOCTHM

YOOEEHE SAWWUEHHOCTH pexuMa GesonacHocTw: haselorel)

PEXMM ZEMKHUTORA MPOrpaMMHOR cpeas (3TC): HEAKTWEHO

MEXAHWZEM KOHTPOAA LUEADCTHOCTW B Aape: HEAKTWEBHOD

PE®KMM HaHaaTHoOro KoHTpona UesocTHoOCTW EC: HEAKTWEHOD

MKLL B ASHHHIA MOMEHT OTKANHEH

PesM OE30MACHOrD YAaAEHWA $aRA0E: HEAKTUEHOD

BADKMPOEKE 3arpyskin HEWCNOABSYEMBX MOAYAER Adpa: HEAKTHMEHD

OTKANYEHWE OTOOPEXEHMA MEHH Sarpuysdynka GRUBZ: HEAKTWEHD

BEADKMPOEKA BOIMOXHOCTW UCTAHOBKW Ha $alapl GUTE paspewsHWs WChoAHEHWA: HEAKTWEHO

PucyHok 24 - MHdopmaumoHHoe coobLueHne 06 akTUBUMPOBAHHbIX MeEXaHM3MaxX 6e30MacHOCTU Ha

npumepe pexknMa «basoBbin»
* 3aMONHUTb WMSI  XOCTa (cM.  PucyHok 25) (hostname), KkoTopoe OyaeT WMCNoONb30BaTbCA ANA
noeHTUdUKauum yctponcTea B cetu. HeobxogMMo yyecTb, YTO yKasaHHbIM hostname, B CBOHO
ouvepenb, AOMKEH ABNSATbCSA MONHbIM AoMeHHbIM mMmeHeM (FQDN), ecnu BMT wucnonb3syetca B

[oMeHe. YKa3aHHbIM hostame ByaeT MCMONb30BaH A1 HACTPOMKKM Beb-cepBepa apache;

& HeobxoaMMo yuecTb, YTO MpPU MCMOJSIb30BAHUM YKA3aHHOTO MMEHU B APYrUX MOAKIHOUYEHUSIX
TpebyeTcs, 4Tobbl B CETEBON MH(PPACTPYKTYype MMEHA XOCTOB MOMU paspewatbcs B |P-agpeca
(momkeH bbITb HacTpoeH DNS-cepsep).

HEZMEHEHWE WMEHK XOCTS
WHa =oCcTa

{terﬁmidesk

< 0Kk - JREORCEREE

PucyHok 25 - Beog nmeHu xocTa

* MOC/Ee MPUMEHEHUS! HACTPOMKM ByaeT NoKazaHO MHMOPMALMOHHOE COOBLLEHME (cM. PucyHok 26);
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MMa =xocTa Geao YCMNEWHOD
WNZEMEHEHDO

PucyHok 26 — UHdbopmaumoHHOe coobLieHne 06 yCnewHOM M3MeHEHUM MMEHU XOCTa

* BblbpaTb ceTeBble MHTEPDENCHI (cM. PucyHok 27) Npw nomolum knasmwimn <SPACE>;

BuOBOWTE WHTED®EACH AN9 HACTRORKK

[#] en=192 00:0c:29:f0:cd:ico

Ense2d00:0c: 29: f0:cd:dE

<0TMEHE>

PucyHok 27 — Bbibop ceTeBoro nHtepderica
* fafiee ykasaTb ceTeBble HacTpouku: IP-apgpec, macky cetu, IP-agpec wnto3a mn IP-agpeca DNS-
CepBEPOB, BbLIMOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpounku cnepyet
BbIMOJIHUTL A8 Kakgoro uHTepderca. Mo yMonuaHuio NpennoXkeHo 3agaTb CTaTMYeckue
HAaCTPOMKM (cM. PucyHok 28), OAHAKO Mpu nomouwm knasuwin <TAB> MoXKHO nepentn K MeHo

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl or DHCP-cepBepa;

& Bce ykasaHHble |P-agpeca ponykHbl ObiTb 3aMeHeHbl Ha akTyasibHble, COOTBETCTBYHOLLME CXEME
agpecaumnu, NPUHATOM B MHbPACTPYKTYpe opraHM3aumu.
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WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 28 — 3apaHue cTaTMYeCKUX CETEBLIX HACTPOEK

CNET.10001-01 91 03

" U3YYUTb 3adaHHble MNapaMeTpbl (cM. PucyHok 29) U MOATBEPAUTb MU3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PucyHok 29 - lMopTBepykaeHMe ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cm. PucyHok 30);
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KoHGUrYypauws CETEBHY
WHTERGEWCOE SABEpWEHA

PucyHok 30 — MHdopmaLmoHHoe coobLueHne 06 ycrewHon KOHPUrypaumm ceTeBbix MHTEpdENCOB
* fnanee HeobxoguMo BblbpaTb TN Hoabl BMT (cm. Pucynok 31) «Slave» - Hopga He obnagaer
COBCTBEHHbLIM HabopoMm ktouer. Knroum oomkHbl BbiTb MMNOPTUMPOBaHbI C Hoabl «Master». Ons

3TOro Tuna HoA4bl AOCTYNeEH Bbl60p yCTaHaBJ'IVIBaeMOlZ ponu (CM. HM)KE);

EulOEpUTE TWN HOAW

Master - ofnagaeT cofcTEEHHWM HabopoM KAn4ed,
KOTOPHE MO¥HO BYAST SKCNOPTWROEATE B AUAULEM
Slave - CEOWMW KAW4aMW HE obnagaeT W TpebueT
WMNopTa

1] H

< DK 3l <OTHMEHE?

PucyHok 31 — Bbeibop TMna ycTaHaBnmBaemon Hogbl BMT

* yKa3aTb MapaMeTpbl CepBepa CUMHXPOHM3aLMMK, MOMyYeEHHble C Hoabl «Master» (cM. noapasaen
SkcnopT napameTpoB Termidesk) v BBecTn nx;

* 33aTeM CnefyeT CKOHbUrypupoBaTb Mcronb3oBaHue SSL-cepTudukaToB ons Beb-cepBepa apache.
OTK napaMeTpbl MOXHO YKa3aTb MO3Xe, TOrAa HY>XHO BblOpaTb 3kpaHHyto KHonky [OTmeHa]. Ons
KOH(UIYypUpPOBaHUS yKaszaTb (cm. PucyHok 32):

e «XocT»: IP-agpec xocTa, Ha KOTOPOM pacnonoXeHbl cepTudmKatbl 1 kaod. Y BMT nonykeH
ObITb CETEBOM [OCTYM K XOCTY;
o «[lopT»: NOPT NOAKIOYEHMS;

e «[lMyTb kK SSL private key»: nonHbin nyTb K danny 3akpbITOro knto4a popmata . key;
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e «[lMyTb kK SSL public key»: nonHbIM NyTb K hanny ceptudukara dopmara . pem;
e «[lMyTb k SSL keychain»: nonHbI NyTb K danny NpoBepkn Lenovkn ceptudmkaTos dopmara

.Ccrt;

BEEAMTE daHHBE AAA MNOAYHEHWA CEPTWGWMKETOE C CEQEEQAE

HOCT
MopT
MYTe K SSL private key
MyTe K SSL public key

MyTe kK S5L keychain

<0TMEHZ>

PucyHok 32 — KoHdurypaumsa ceptudmkaTos
* B C/IEQYIOLLEM OKHE (cM. PucyHok 33) 3aMONIHUTb MMS MOMb30BaTENS M Maposb AN MOAKIHOYEHUS K
yKa3aHHOMY Ha npeaplayuwieM Lware xocTy. [lna 3agaHus napons NepekyitouUMTbCA Ha CTPOKY
«Maponb» npu nomowwm knaeuwm <> (KCTPEJIKA BHW3>) u BBecTu ero, 3aTeM nepekntoumnTbCS
TaKMM >ke crnocobom Ha cTpoky «[lloBTop naponsi» u nosTopuTb BBOA Napons. [lone «Ums
NoNb30BaTENA» MPU 3TOM M3MEHUTCS Ha APYroW LBET, KaK HEAaKTMBHOE B [AaHHbIA MOMEHT, BBOA,

napons otobpaxeH He byneT. [NoaTBepAUTL AaHHbIE, HaXKaB 3KpaHHyto kHonky [OK];

BEEANTE YYETHLIE ASHHLIE

MMA NMoAeZ0EATENS
Mapone

MMoETOR Napoaq

< Ok <0THEHZ>

PucyHok 33 — 3anoniHeHMe yYeTHbIX AaHHbIX 415 4OCTYNa
* 33TeM BblOpaTb YCTaHaBNMBAaeMYI pOfb (cM. Pucymok 34):  «LLnto3», «Bbpokep» (KOMMOHeEHT
«YHuBepcanbHbi aucneTtdep» Termidesk), «[MnaHMpoBLUMK» (KOMMOHEHT «MeHemkep paboumx

mecT» Termidesk);

® [Mpu Bblbope ToW WMAM UHOM ponu ByayT aBTOMATMYECKM aKTUMBMPOBaHbl COOTBETCTBYHOLLME
cny>6bl Termidesk:
* npu Bbibope ponu «LLnto3»: cnyxxba termidesk-gateway;

* npu Bbibope ponn «bpokep»: cnyxxba termidesk-vdi. Takke byneT ckoHPUrypupoBaH m

3anyLueH Beb-cepeep apache;
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* npu Bblibope ponu «l1naHMpoBLUMK»: cNyX6bl termidesk-taskman, termidesk-celery-
beat, termidesk-celery-worker. Takxe 6yaeT MHUUMANIN3MPOBAH GpoKep COOBLLEHNM

RabbitMQ-server 1 BbinonHeH 3anyck cnyxbbl rabbitmg-server.

BhIﬁEDMTE poan and YocTaHoBKK -

Epo !
[ 1 MaaHwpoBwme |
[ ] Wmws (Gateway)

¢ 0K >l <OTMEHAD>

PucyHok 34 — Bbibop ycTaHaBIMBaeMoM ponu
* ecnu Bbina BblbpaHa ponb «LLnto3», To Hy>XKHO BBeCTM agpec y3na c ponbto «bpokep» unu agpec
GanaHCMpOBLLMKA (€CAIM OH MUCMNOJSIb3YeTCs) ANS MOAK/IHOUYEHUS K HEMY (cM. Pucymok 35). YKazaHue

nopTa ongd noaknto4vYeHnsa aBngaeTcd onumMoHaibHbIM;

BEEAWMTE anpec xocTa (AOMEHHOE WMA WAW IP-3Apec, AODCTYNEH
EEOA dopMaTa: host [:<port>]) Bpokepa

133.51.100.252

< oK > <OTMEHA > <CNpagkas

PucyHok 35 - Beopg appeca ans nogkntodeHus K «bpokepy»
* ecnu 6bina BbibpaHa ponb «bpokep» unu «MNaHUPOBLLMK», TO HY>XHO BblIBpaTb TUM UCMONb3YyEMOM

B, (cM. Pucyrok 36). [Mpu Bbibope yaaneHHon bl nokanbHas He aKTUBUPYETCS;

& B cnyuvae, ecnu paHee TUN Hoabl «master» 6bln yCTaHOBMEH C BblIbopoM nokanbHow b, To ans
(OYHKLMOHMPOBAHUS KOMMJIEKCa B pacnpefeseHHOM BapuaHTe HeobxoaMMo BblOpaTb MYHKT
«remote» 1 yKasaTb NapaMeTpbl NoakntodeHuns Kk b

* «MMg nonb3oBaTens»: termidesk;

» «[laponb»: naponb, 3a4aHHbIN NPU HACTPOMKE HOAbI «master»;
» «XocT»: BHewHun IP-agpec nnn FQDN y3na «master»;

= «[lopT»: 5432;

* «ba3a gaHHbIX»: termidesk.

Bbinyck ot sHBapsi 2024 25



CNET.10001-01 91 03

BuOepuTE TWMN YCTaHaBIWEIEMON 0336 A3HHHX

local JNokantHas
Femote  YdaneHHas

¢ 0K 3 <0TMEHED

PucyHok 36 — Bbibop T1na ncnonbsyemon b,

e ecnn 6bina BbibpaHa nokanbHas BIl, To HY>XHO NMpuayMaTb Naposb (cm. PucyHok 37) 4N Hee
Maponb ByaeT XpaHUTbCS B Npeobpa3zoBaHHOM BUAE;

MoWAUMaATE Napois AAA NOAKJNHEHWH K AO0KadsHOR Oase
AaHHbIX

<0TMEHE>

PucyHok 37 — Co3paHue napons ana nokanbHown b/,

e ecnn 6bina BblbpaHa ygpaneHHas B, To HYXXHO yka3aTb MnapaMeTpbl MOAKIHOYEHUS (cMm.
PucyHok 38) K Hel. B mapameTpe «xocT» ponxeH ykasbiBaTbcs BHewHun IP-agpec nnn FQDN
y3na c bll. 3atem BbIGpaTh 3KpaHHYO kHOMNKy [TecT] ana nposepkn poctyna. B cnyuyae, ecnn
B[ c ykasaHHbIMM HAcCTPOMKAaMW He CYLLEeCTBYeT, Mepexop K CleaylollemMy OKHy byaeT
HeBo3MOXeH. B cnyuyae, ecnn Bl ¢ ykazaHHbIMM HAaCTPOMKaMM CyLLECTBYeT, OyaeT NOBTOPHO

oTobpaxkeHO OKHO Cc napameTpamu b[l, B koTopoM cnenyeT HaxaTb akpaHHyto kHonky [OK];
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YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMa NoAez0EaTEAA
MapoiL

HOCT

MopT

Baza gaHHbx

< 0K < TECT » LO0THEHE

PucyHok 38 — NapameTpbl nogkntoyeHns K yaaneHHomn bl

CNET.10001-01 91 03

e ecnu 6bina BblbpaHa yaaneHHas B, TO HY)XXHO TakXXe yKas3aTb MPOTOKON (cM. PucyHok 39),

KOTOpbIM ByaeT mucnosb3oBaTbcs Npu nogkntodeHuu K bL. Mpu Boibope 3HaveHus «Disable»

3aLUMLLEHHOE COeaMHEHME NpU noakntodeHmn K b ucnonbsoBatbea He byaeT;

BuOEpUTE pEXUM IALMUEHHOCTA
Baze AaHHbX

COEAWHEHWA 4RA NOOKANHEHNA K

() TLSvl.2
() TLSw1.3 TL

<0TMEHE>

PucyHok 39 - Bbibop npotokona ans nogkntoveHus K bl

* ecn paHee Obina BblibpaHa ponb «[1NaHUPOBLUMK», TO B C/EAYIOLLEM OKHE HYXXHO YKas3aTb

napameTpbl (cM. PucyHok 40) ana noakarodeHus Kk RabbitMQ:

e «MMs nonb3oBaTena». ecnu YCTaHOBKa JiOKaJibHad W MNOAKMHOYEHME HE MpPOU3BOAUNTCA K

yOasieHHOMY cepBepy, yKa3aTb termidesk;

. «ﬂaponb»: €C/iM YCTaHOBKa JiOKaJsibHad U NogKJko4YeHne He npomsBoamMTCA K yaaJIEHHOMY

cepsepy, yka3aTtb ksedimret;

e «XocCcT»: ecnm YCTaHOBKa JiOKaJ/ibHad M NOAKJIKOYEHUE He Nnpou3BoaAUTCA K yAaJIEHHOMY

cepBepy, TO HY>KHO yKa3aTb 127.0.0.1;
* «[lopT»: Nno yMon4yaHuto 5672;

e «Ouepegpb»: No yMonyaHuto termidesk;
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YIKEKWTE AZHHHE 4A9 NoakAndeHws K RabbitMi

MMA NMoAL30BaTEAA

Mapone

HKOCT

mopT SETE
O4yepeak termidesk

< Ok ol <OTMEHE?

PucyHok 40 - MNapameTpbl gns nogkntodeHns kK RabbitMQ
* eC/IM paHee AJ1 YCTAaHOBKM Bblsia BblbpaHa ponb «bpokep», To HY>KHO yKasaTb TUM (cM. PucyHok 41)
Beb-uHTepdenca Termidesk:
e «ObbeanHEHHbIM» - 3gecb OyayT [oCTynHbl Bce  dyHKumMn  Beb-mHTepderica w
nHTepdenc swagger gas [oCcTyna K LJOKyMeHTaumm no komaHgam REST API;
e «[lMonb3oBaTenbCkmMm» - 3aecb OyneT AOCTYMeH TONIbKO MOJb30BaTeNbCKUN BeG-UHTepdenc.
UHuTepdenc ynpaeneHus Termidesk u swagger OyayT HeQOCTYIMHbI;
e «AOMMHUCTPATUBHbINY» - 34eCb OyAeT OOCTYMNeH TOMbKO Beb-uHTepdenc ans yrnpaeneHus

Termidesk u swagger, a nonb3oBaTeNbCKNN MHTEPDENC HET;

HacTpoRka poaw MopTan
BuepuTe Tun TopTana, KOTOpWA OYAET JUCTAHDEAEH

() MOGBEAMHERHBA (Universal)

{ ) ToAb30BaTEABCKUA (User)
{ ) AAMWHWCTRaTWEHNW (admin)

<0TMEHE>

PucyHok 41 - Bbibop T1na Beb-nHTepderica
* MOCNe BbIMOMHEHUSI HACTPOEK W3Yy4UTb 3afaHHble MapaMeTpbl W MOATBEPAUTb HACTPOMNKM
BblIOpaHHOM ponun, HaxaB 3KpaHHYto kHonky [OK];

* [NOXKAATbCS YCMELWHOro NPUMEHEHUS HACTPOEK U BbIBOAA COOBLLEHMS (cM. PucyHok 42).
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KOHGWrypauna YCNEWHD COXpaHEeHa.
AOCTYNEH MNEpEXOA B OKHO
UNpagneHna

PucyHok 42 - NHdopmaumoHHoe coobLueHne 06 yCcrnewHoM NpUMeEHEHUN KOHDUrypauum
Mocne BbINONHEHUS LWIArOB Mo NepBMYHON HAaCTPOMKE NMPOU3OUAET Nepexon B OKHO yrnpasneHmns BMT (cm.
PucyHok 43). Cny>k6bl Termidesk ByayT aBTOMaTMUeCKM akTUBMPOBaHbI, Mepe3arpyska He TpebyeTtcs.

Termidesk Yirtual Appliance

Bepcwa Termidesk: 4.3-astral?
Bepcua OC: 1.7.5
PE¥MM SALMLEHHOCTW: Basoswi (Open)

WMA wocTa: termidesk-2
TWN MCAOABSYEMbX 550 CERTUOWEATOE: CAMONOANWCAHHHE

<F2» - TEpexoad B DAcWWNEHHOE MEHH

PucyHok 43 — OkHo ynpaeneHuss BMT

3.4 . lNepBunyHas HacTporka BMT B pexxuMe KOMMIEKCHOM YCTaHOBKM

MepBUYHasa HacTpoKKa BbIMOHAETCA NpY NepBOM BKJtoYeHUMM BM ¢ nogkntoueHHbIM obpasom BMT.

© KoMnnekcHyo yCTaHOBKY PEKOMEHAYETCSI MCMOJIb30BaTh TObKO A/ O3HAaKOMJIEHUSI B TECTOBOM
cpene.

B npouecce nepBUYHOM HACTPOMKU HY>KHO BbIMONHUTb ClefyHoLLEee:

* O3HaKOMWUTbLCHA C JIMLLEH3UOHHbIM COrNalleHUNEM (cM. PucyHok 44) U HAaXKaTb SKPaHHYHO KHOMKY [OK],
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® [MepekntoyeHne Mexay MyHKTaMuM MeHIO BbinonHseTca knasuwen <TAB>. MoatsepskaeHue
Bblbopa BbinosiHaeTca knasuwamm <ENTER> nnn < SPACE>.

ual Appliar

JMUEHZWOHHOE COFAEWEHWE
NWUEHSWOHHOE COFNAWEHWE C KOHEYHBM TOALS0BATENEM

AUCNETHED NOAKANYEHWA BUPTYAAEHEX PAG0YAX MECT TEPMUAECK

BHUMAHWE | BHAMATEALHD MPOYUTEATE HUKECAERAYHWME YCADBWA, MOEKIE YHEM
YCTAHABAMBATE, KOMWPOEATE WAW WHEM CMOCOA0M WCNOAL30BATE AWCNETHED
NOAKANHEHAR BURTYaALHER padoqwx MecT Tepmuaeck (aanee - T0).

YCTAHOBKE, KOMWPOBAHWE WAW WCNOAb30EaHWE N0 WHHM cnocofoM osHadaeT Bawe
COMAACKME C MEWBEAEHHEMN HUKE YCADBMAMA OB3 KakWx-Anlo WIbATHA.

HacToAwes AWLEHSWOHHOE COMJAWEHWE C KOHEYHHM NMOAR30BATENEM (danee -
COrNaWEHWE) sakAndaeTca Mexay O6WEeCTEOM C OrpaHWYEHHOR OTEETCTEEHHOCTER
#YBEOH — OBMNAYHLIE TEXHOAOCMWE (aanee - Komiadwal W BaMi - HRWAWYECKWM AWLOM,
N ONPEAEANSAET NOPAAOK W YCAOEWS MCNOABZ0BaHWA Bamw T0.

COrNaWEHWE ECTYMNEET B CWAY, KOraa Bel HaYadw MCNoAe30BaTe MO0 AwGo, ECAW 3TO
MPEAYCHMOTREHD $YHKUWOHAABHEMY BOSMO¥HOCTAMA 0, C© MOMEHTA, Koraa Bel
MEMHUMAETE YCADBWA COrNaleHWs, B NPOUECCEe YCTAHOEKW N0 Ha CBOEM YCTROMCTEE
WA WHBIM, MPEAADKEHHHM 0OpAZ0M BHQAX3ETE CEOE COFAACWE HA 3KpaHe Bawero
YCTRONCTES C NOMOUWLE WHTEpdERCa YCTAHOEKW NO. fnAoe W3 BHWEYKAZAHHER
ABACTEAA 03HAYAET, 4TO BW 0IHAKOMWAWCE COrAAWEHWEM, MNOHEAW EFO W NEWHAW
COAEPKEWNECH B HEM YCADEWA.

T <0TKAOHUTE>

6%

PucyHok 44 - J1nueH3noHHOoE cornawleHme
* BbIbpaTh pexkuM 3awmeHHOCTU OC (cm. PucyHok 45). Pexknm 3alLMLLEHHOCTM onpeaensieT, Kakue
MexaHusMbl 6e3onacHoctn OC Oyayt akTuBupoBaHbl. [ns pexuma «basic» («basoBbin»)

cneynanbHble MEXaHU3MDbI 6e3onacHocTn OC He dKTUBUPYHOTCA,

BuBEpWMTE pEXMM IaWWUEHHOCTY OC

€3] s
) advanced  YoUAEHHWRA

0K <OTHEHES>

PucyHok 45 - Bbibop pexxuma 3awmweHHoctn OC

* COrNacuUTbCs C NepesanyckoM CUCTEMbI A4S MPUMEHEHUS pexxuMa 3awwmeHHocTn OC;
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" nocne nepe3sanycka CUCTEMbI 6y,u,eT MOKa3aHo VIHCIJOpMaLI,MOHHOE COO6LLI,€HVI€ (cM. PucyHok 46) O

HAaCTpOEeHHOM peXXmume 3alllULLEHHOCTHU OCwu AKTUBUPOBAHHbIX MeXaHU3MaX (cMm. PucyHok 47);

FE®AM SAWWUEHHOCTY 'Bas0BwA
{Open) ' yYcrewHo HacTpoeH

PucyHok 46 — CoobLLeHME 0 HACTPOEHHOM PEXMME 3aLLMULLLEHHOCTHM

YPOEEHE 3AWMWEHHOCTY peExdMa GesonacHocTW: baselorel)

PEXMM SEMKHYTOR NPOrpaMMHoR cpeds (3TIC) : HEAKTWEHOD
MEXEHWZM KOHTROAA UEAOCTHOCTW B A4pe: HEAKTWEHO

PesiM MaHaaTHoro KodTpona UenocTHocTw EC: HEAKTHMEHO

MKL B ASHHBIA MOMEHT OTKAKYEH

PEXM GE30NACHOND YAAAEHWA $EAN0E: HEAKTWEHD

EAOKWAOEKE 3arpysKid HEWCHOABSYEMEY MOAYNER Aapa: HEAKTWEHD
OTkAKYeHWe oTobpaxeHua MeHn sarpyzdvka GRUBZ: HEAKTMEHO

PucyHok 47 — UHdopmaLmoHHOe coobLeHne 06 akTUBUPOBAHHbIX MEXaHM3Max 6e30MacHOCTU Ha

npuMepe pexkmma «basoBbin»
" 3aMO/IHUTL MMSI  XOCTa (cM.  Pucynok 48) (hostname), koTopoe OymeT MCMoOsb30BaTbCA  AOJ1s
noeHTudmMKauum yctponctea B cetu. HeobxogMmo yyecTb, YTO yKasaHHbIM hostname, B CBOHO
ouyepenpb, OO/MHKEH ABNATHCA MONAHbIM foMeHHbIM MMmeHem (FQDN), ecim BMT wucnonb3yetca B

JoMeHe. YKazaHHbIM hostame OyaeT MCNOb30BaH 419 HAaCTPOUKKM Beb-cepBepa apache;

& HeobxooMMo yuecTb, YTO MpU MCMOSIb30BAHUM YKA3aHHOTO MMEHM B APYrUX MOAKIHOUYEHUsIX
TpebyeTcs, 4YTOObI B ceTeBOM MHMPACTPYKType MMeHa XOCTOB Moriu paspeluatbcs B |P-agpeca
(momkeH 6bITb HacTpoeH DNS-cepaep).

MIEMEHEHWE WMEHKW XOCTa3
WHA =oCcTa

{terﬂmidesk\

< 0K > JRRORCEREE

PucyHok 48 — Beoa nMeHu xocTa

* roc/e NpMMEHEHUS HaCTPOMKM ByaeT NokasaHo MHMOPMALMOHHOE COOBLLEHME (cM. PucyHok 49);
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WM wocTa OuAOD YCMEeWwHo
WIMEHEHD

PucyHok 49 - UHdbopmaumoHHoe coobLieHne 06 yCnewHOM M3MEeHEHUM UMEHU XOCTa

* BblbpaTb ceTeBble MHTEPDdENCHI (cm. PucyHok 50) Npu nomowum knasuwmn <SPACE>;

BuGEpWTE WHTEQGEACH ANA HAcTRORKW

[] enslBE 00 [:u:: E'EJ fD cd CC

<O0THEHE

PucyHok 50 — Beibop ceTeBoro nHtepderica
* fanee ykasaTb ceTeBble HacTpouku: IP-agpec, macky cetu, IP-agpec wnto3a mn IP-agppeca DNS-
CepBEPOB, BbLIMNOMHAOLWMX pa3pelleHne ceTeBbix wMMeH B |P-agpeca. HacTtpownku cnepyet
BbIMOMHUTL ANs  Ka)kaoro wuHTepdenca. Mo ymonyaHMiO NpensioXXeHO 3ajaTbh CTaTUYeckue
HACTPOMKM (cM. PucyHok 51), ogHaKo npu nomouwm knasuwin <TAB> MoKHO nepentun K MeHo

«DHCP», HaxkaTb knaBuwy <ENTER> 1 nonyunTtb ceteBbie napameTpbl oT DHCP-cepBepa;

& Bce ykazaHHble |P-agpeca fonHbl 6bITb 3aMeHEHbl Ha aKTyalslbHble, COOTBETCTBYHOLLME CXEME
agpecauuu, NpUHATON B MHPPACTPYKType opraHM3auuu.
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WHTEpDERC ENS192

KOHBArYpaumna :

IFwd Agpec
IPwd4 Macka
IPwd WAz
IFwd DWS #1
IFwd DWE #2

< 0Ok < DHCF > <0THEHE>

PucyHok 51 — 3apaHue cTaTM4eCcKUx ceTeBbiX HAaCTPOEK

CNET.10001-01 91 03

" U3YYUTb 3adaHHble MNapaMeTpbl (cM. PucyHok 52) U MOATBEPAUTb MU3MEHEHUE CETEBbIX HACTpPOEK,

Ha)kaB 3KpaHHYyto kHonky [Aa];

MoATEELAVNTE WIMEHEHWE HACTROEK CETA:
WHTEpDenc ensl192:

Aapec: 193.51. 100,252

Macka noaceTw: 255.255.255.0
MpedWKc: £24

Aapec Wawsza: 195.51.100.1

DMS #1: 198.51.100,11

DHS #2: 195.51.100,12

P PP

McnonezoeaHWe DHCP: HeT

WHTERDEAC ens224:

fapec: 192.0.2.35

Macka nogceTw: 255.255.255.0
Moedlkc: ~24

PlllcyHOK 52 - I'Io,u,TBepm,u,eHme ceTeBbIX HACTPOEK

" nocne npuMeHeEHNA HaCTpoeK 6y,u,eT NMoKa3aHo MHd)OpMaLI,VIOHHOE COO6LLI,€HM€ (cm. PucyHok 53);
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KoHGUrYypauws CETEBHY
WHTERGEWCOE SABEpWEHA

PucyHok 53 — MHdopmaLmoHHoe coobLueHne 06 ycrewHon KoOHPUrypaumm ceTeBbix MHTEpdENCOB

* fasiee HeobxoanMo BblbpaTb TMN Hoabl BMT (cm. Pucynok 54) « AlLInOne»;

EwfepuTe TWM HOAb :

Master - ofinagaeT CcoACTEBEHHBM HabopoM KANYEw,
KOTOpHE MO¥HO OYART SKCNOPTWROBATE B OyAYWEM
Slave - CEOWMW KANYaMW He obnagseT W TpelyeT
WHMAopTE

master Master
slave Slave
f11In0neMlkoMOAeKCHAR YCTIHOEKS

< ok <OTMEHEY

PucyHok 54 — Bbibop TMna ycTaHaBnmBaemon Hogbl BMT

* 33aTeM CNeayeT CKOHbUIrypmupoBaTb Mcronb3oBaHue SSL-cepTudukaToB ons Beb-cepBepa apache.

OTK napaMeTpbl MOXHO YKa3aTb MO3Xe, TOrAa HY>XHO BblbpaTb 3kpaHHyto kHonky [OTmeHa]. Ons

KOHUIYpUpPOBaHUS yKasaTb (cm. PucyHok 55):

«XocT»: IP-appec xocTa, Ha KOTOPOM PaCcMONOXEHbI cepTUdUKaTbl U Kntod. Y BMT ponxkeH
6bITb CETEBOM JOCTYM K XOCTY;

«[NopT»: NOpPT NOAKNOYEHMS;

«[MyTb k SSL private key»: nonHbIM NyTb K hanny 3akpbITOro karoya dopmara . key;

«[MyTb k SSL public key»: nonHbIn NyTb K danny cepTudmkata popmara . pem;

«[MyTb kK SSL keychain»: nonHbIn NyTb K anny npoBepku LENOYKU cepTUdUKaToB dopmaTa

.Ccrt;
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BEEAWTE daHHBE AAA MNOAYHEHWA CEPTWGWMESTOE C CEQEEQAE

HOCT
MopT
MUTe K SSL private key
MyTe kK S5L public key

MyTe kK SSL keychain

<0TMEHE>

PucyHok 55 — KoHdurypaumsa ceptudmkaton
* B C/IeQYHOLLEM OKHE (cM. PucyHok 56) 3aMOMIHUTL MMSA MOMb30BaTeNs M Maposb AN MOAKIHOUYEHUS K
yKa3aHHOMY Ha npeaplaylwieM Lare xocTy. [lna 3agaHus napons Nepek/itouMTbCA Ha CTPOKY
«[Maponb» npu nomowwm knasmwm <> (KCTPEJIKA BHW3>) 1 BBecTu ero, 3aTeM nepekntounTbLCS
TakuM >ke cnocobom Ha cTpoky «[loBTop naponsa» M MNoOBTOpUTbL BBoA naponsa. lMone «Mmsa
Monb30BaTeNA» MPU 3TOM M3MEHUTCS Ha APYroW LBEeT, Kak HeaKTMBHOE B AaHHbIA MOMEHT, BBOA,

napons otobpaxeH He byaeT. [NoaTBepAUTL AaHHbIE, HaXKaB 3KpaHHYto kHonky [OK];

BEEANTE YYETHLIE ASHHLIE

MMa nofbeI0EaTEAA adminl23
Mapone

MToeTOp nNapond

< 0K » {O0THEHS>

PucyHok 56 — 3anonHeHMe yyYeTHbIX AaHHbIX 41s 4OCTYNa
* 33aTeM OTMeTUTb BCE MNYHKTbI (cM. Pucyrok 57) AN TuMMNa ycCTaHaBnuBaemowm ponu: «LLnto3»,
«Bbpokep» (KOMMOHeHT «YHuBepcanbHbIM aucrietyep» Termidesk), «lMnaHMpoBLWMK» (KOMMNOHEHT

«MeHepykep pabounx mect» Termidesk);
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BuEepuTE poAn And YCTaHOBKW:

[*] Wanz (Gateway)

[*] Bpokep (Broker)
IAEHWDOEWWE (Task manager )

<OTMEHE>

PucyHok 57 — Bbibop ycTaHaBnMBaemom ponu

CNET.10001-01 91 03

® MMpwu BbIGOpE ponelt ByayT aBTOMAaTMUYECKM aKTUBMPOBaHbI COOTBETCTBYOLLME CNyx6bl Termidesk:
» ana ponu «LUno3»: cnyxba termidesk-gateway;

» nona ponu «bpokep»: cnyxba termidesk-vdi. Takxke ByneT CKOHPUIypmMpoBaH 1 3anyLueH

Beb-cepBep apache;

» ana ponn «lMnaHupoBLmK»: cnyxbbl termidesk-taskman, termidesk-celery-beat,

termidesk-celery-worker. Takxe 6yaeT WHUUMANU3UMPOBAH

RabbitMQ-server u BbinonHeH 3anyck cny>6bl rabbitmg-server.

bpokep coobLueHu

* BblOpaTb TUN wucnonbyemon b, (cm. Pucyrok 58). lNMpu Bbibope ymaneHHow Bl nokanbHas He

aKTUBUPYETCS;

BuOepuTe TWN YCTaHaBAWEIEMOW G336 A3HHHX

local
remote

JIoKansHaq
YaaneHHaq

<0TMEHE>

PucyHok 58 — Bbibop T1na ncnonbyemon b,

e ecnn bbina BbibpaHa nokanbHas B, To Hy)KHO yKas3aTb Maposib (cM. PucyHok 59) 419 Hee.

Maponb 6yaeT XpaHUTbCS B Npeobpa3oBaHHOM BULE;
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MoWAUMaATE Napois 404 NOAKJINHEHWA K NOKadsHOR Oase
AZHHbI

<0TMEHE>

PucyHok 59 — CospnaHue napons ana nokanoHown b,

e ecnu Gbina BblOpaHa ypaneHHas B[l, TO HY>KHO ykKa3aTb NapamMeTpbl MOAK/IOYEHUS (cM.
PucyHok 60) K Hen. B mapameTpe «xocT» ponxeH ykasbiBaTbcs BHewHuM |P-agpec nnn FQDN
y3na c bl. 3aTem BbIOpaTb 3kpaHHY kHonKy [TecT] ana nposepku poctyna. B cnyuvae, ecnm
B[, c ykasaHHbIMM HAcCTPOMKaMW He CyLLEeCTBYeT, Mepexop K CleayloulemMy OKHy byaeT
HeBo3MoXeH. B cnyuae, ecnm Bl ¢ yka3aHHbIMW HaCTpOMKaMK CyLLeCTBYET, OyaeT NOBTOPHO

0TOGparkeHO OKHO ¢ napameTpamu B/, B KOTOpoM cnepyeT HaxkaTb 3kpaHHY kHonky [OK];

YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

HMa NoAez0EaTEAA
MapoiL

AOCT

MopT

Baza gaHHbx

< 0K < TECT » LO0THEHE

PucyHok 60 — MNapameTpbl nogkntoueHns K yaaneHHon bl
e ecnu 6bina BblbpaHa yaaneHHas B, TO HY)XXHO TakXXe yKas3aTb MPOTOKON (cM. PucyHok 61),
KOTOpbIM ByaeT ucnosb3oBaTbcs Npu nogkntodeHuu K bL. Mpu Boibope 3HaveHus «Disable»

3aLMLLEHHOE COeaMHEHME NMpU noakntodeHun K b ucnonbsoBatbea He byaeT;
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BLOEOWUTE PEXVM SAWVWEHHOCTH COBAMHEHWSA A8 NOAKANHEHUR K
Baze AAHHbIX

€3] il ERNEES SEWIATHI
) TLEwl.2 TLswl.Z2
() TLEwl.3 TLsw1.3

<0TMEHE>

PucyHok 61 — Beibop npoTokosa ans noakntoverus k bl
" B C/IeAylOLLEM OKHe HeobXoaMMO YyKasaTb MapaMeTpbl (cMm. PucyHok 62) O/ MOAKJHOYEHUS K
RabbitMQ-server:

* «MMa nonb3oBaTena»: ecnu ycTaHOBKA JIOKaJibHasi M MOAKJ/TIOYEHME HE MPOU3BOAUTCH K
yhoaneHHOMY cepBepy, YKasaTb termidesk;

e «[lMaponb»: ecnu ycTaHOBKa JlOKajsibHas U MOOK/IHOYEHME HE MPOM3BOAMTCS K YOANIEHHOMY
cepBepy, yka3aTtb ksedimret;

e «XOCT»: eC/M YCTaHOBKA JIOKa/fibHas M MOAKJ/IIOYEHUE He MNPOUBBOAUTCA K YOANIEHHOMY
cepBepy, TO HY>KHO yKa3aTb 127.0.0.1;

e «[lopT»: Nno ymMon4yaHuto 5672;

* «Ouepepb»: Mo yMon4yaHUto termidesk;

YIESRWTE AaHHEE AA7 NoakAawndeHda € RabbitMo

HMa MoAL30BaTEANA
Mapons

HOCT

MopT

OYyepeab

<0THEHS>

PucyHok 62 - MapameTpbl ans nogkntoveHms K RabbitMQ
* 3aTeM yKa3aTb TUN (cM. PucyHok 63) Beb-nHTepderica Termidesk:
e «ObbeanHeEHHbIM» - 3aecb  OyayT AOoOCTymnHbl Bce (yHKUMM Beb-uHTepdenca wm
nHTepdenc swagger oaa AOCTyna K AoKyMeHTauum no komaHgam REST API;
e «[lonb3oBaTenbckum» - 3aecb OyaeT AOCTYMeH TOJIbKO MONb30BaTeNbCKUM Beb-MHTepdenc.

MuTepdenc ynpasneHus Termidesk n swagger OyayT HeLOCTYMHbI;
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e «AOMMHUCTPATMBHbLIN» - 34eCb ByaeT AOCTYyneH TONbKO BeG-WHTepdenc pana ynpaeneHus

Termidesk u swagger, a Nonb30BaTeNbCKUIM MHTEPDENC HET;

HacTpoWka poaw TopTan
EBufepuTe TR TlopTana, KOTOpe OYAeT YCTaHOBAEH

() MO5LEAMHEHHLIA (Universal)
{ ) MoAbSOBATEALCKWA (USEr)
() AAMUHVCTRETUEHER (admin)

<O0TMEHE>

PucyHok 63 — Bbibop TMna Beb-nHTepdelica
= BBECTM ajpec y3na c ponbto «bpokep» unu agpec 6anaHcmpoBLUMKa (€CIM OH UCMONb3yeTcs) ANs
MOOKJ/TIOYEHUS K HEMY (cM. PucyHok 64). B pexkmMe KOMMIEKCHOM YCTaHOBKWM HY>KHO BBECTM
127.0.0.1 unm localhost. Ha 3anpoc o HegocTynHoOCTM y3i1a oTBeTUTb «[a»: MoCKosbKy B 3TOT

MOMEHT cny>kba «bpokepa» eLle He 3anyLUeHa, OLLMOKY MOXXHO MpPOMnyCTUTb;

BEEAWTE agpec =0CTa (AOMEHHOE WMA WAW IP-aapec, ADCTYMNEH
Be0a dopmaTa: host[:<port>]) Bpokepa

127.0.0.1

< 0K 3 <OTMEHAE > <CNpaekKay

PucyHok 64 — Beop agpeca y3na ¢ ponbto «bpokep»
" M3Yy4YMUTb 33JaHHble MapaMeTpbl U MOATBEPAUTb HACTPOMKM BbIOPAHHOWM POJIM, HaXKaB 3KPaHHYHO
kHonky [OK];

" [0O0XKAATbCSA YCMNELLUHOro NpMMeHeHmsa HaCTPOEK U BblIBOAA COODBLLEHUS (cM. PucyHok 65).

KOHGMMYpauwa YCnewHo CoxXpadHeda.
AOCTYNEH NEQEXOA B OKHO
YNpageHna

PucyHok 65 - UHdbopmaumoHHOe coobLieHre 06 ycnewHOM NpUMeHeHNN KOHbUrypaumm
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Mocne BbINONHEHUS LWIAroB Mo NepBMYHON HAaCTPOMKE NMPOU3OUAET Nepexon B OKHO yrpasneHmns BMT (cm.
PucyHok 66). Cny>x6bbl Termidesk 6yayT aBTOMaTM4ecku aKTUBMPOBAHbI, NMepesarpyska He Tpebyetca. IP-
appec, oTtobpakaemblt B rnaBHoM okHe BMT, cooteetctByeT |P-agpecy nepBoro HacTpOeHHOro

nHTepdenca.

Termidesk Virtual Appliance

Bepcwa Termidesk: 4.3.1-rcd-astral?
Bepcua OC: 1.7.5
PE¥MM SALWMLEHHOCTW: BazoBwd (Open)

HMMA wocTa: termideskall
TUN MCAOABSYEMBX 550 CEpTWRMKATOE: CaMONOANWCaHHbE

<F2> - TEnexod B DACWWOEHHOE MEHH

PucyHok 66 — OkHo ynpasneHus BMT

3.5 . MNpoBepka paborocnocobHocTH

BMT pabotocnocobeH, ecnn nocne ycTaHOBKM OTobpasunocb rnaBHoe MeHto BMT, a Takke npwu
nepexofe no aapecy https://<IP-agpec_BMT>:8443/ oTobpasunacb CTpaHMLA aBTOPM3aLMU (cMm.
PucyHok 67) Beb-nHTepderica BMT.
Ons poctyna k Beb-mHTepdericy BMT nocne ycTaHOBKM HEOBGXOAMMO WMCMOMb30BaTb CredytoLime
OaHHble:

" JIOruH: admin;

* naposb: admin.

Bbinyck ot sHBapsi 2024 40



@ TERMIDESK CNET.10001-01 91 03

Ifl Termidesk Virtual Appliance X + v = O >

« & O G O hitps;//192.168.80.144:8443/login w ®@ & =
2 admin
|_| ooooo|

PucyHok 67 — CtpaHuua aBTopu3aummn Beb-nHTepderica VA
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4 . IMLUEH3UPOBAHUE

BMT He nuueHsupyeTcs otaenbHo oT Termidesk. Beop nuueHsmm ocyulectensieTcs B Beb-uHTepdence
Termidesk.

4.1 . MNMony4yeHWe NULEH3UOHHOrO K/lo4a

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3NPOBAHMUS:
» Termidesk VDI (nopaepy>kka coBMecTUMbIX Naathopm BUPTYanamnsaLmm n CEpBEPOB TEPMUHASIOB);
* Termidesk Terminal (nogaepy>kka Tonbko cepsepoB TepMuHanoB anss OC Windows (MS RDS/MS
RDSH) u Astra Linux (STAL)).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIULLEH3USI NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEOMHEHWUSIM - JIMUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepes CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOIO
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMWN pecypCcoB MM NPOTOKONAaMM AOCTaBKU, OyAyT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. OuctpnbyTms
npefHasHayeH Oia NpPOBeAEeHUsI UCMbITaHWUS, O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeN. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXXET MpefoCcTaBnsTbCs 6e3 3ak/toveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMm
JIMLLEH3MOHHOIO COr/alleHMe C KOHEYHbIM MO/Ib30BaTe/IEM MOXHO O3HAaKOMUTbCS Ha CalTe KOMMaHWM:
https://termidesk.ru/eula.pdf.
Lna nonydeHms [ONONHUTENBbHbIX TULLEH3UMOHHBIX KJKOUYEN C LESIbI0 03HAKOMJIEHMS HEODXO0AUMO NePENTH
no ccbinke https://termidesk.ru/products/#request-key wun cdopMmpoBaTb 3anpoc, 3anoJIHUB
KOPPEKTHbIMU AAHHbIMU CNEAYHOLLME SKPAHHbIE NoNs:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHTepdence ynpaeneHus «HacTtponka

- JlnueHsus - CucteMa», npuMep nokasaH Ha PUCYHKe (cM. PucyHok 68).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenocTaBuTb B 3anpoce cucteMHble UUID Bcex y3noB € KOMMOHEHTOM
«YHMBEpCanbHbIA OUCMeTYep» U BCEX Y3/IOB C KOMMOHEHTOM «MeHemkep paboumx MecT».
MHdbopmaumio o cuctemHoMm UUID B 3ToM cnyyae HEOBX0AMMO MONYYUTh OIS KaXK4oro ysna us
danna /sys/devices/virtual/dmi/id/product_uuid, BbINONHUB KOMaHAY Ha HY>XHOM Yy3/e:

:~$ sudo cat /sys/devices/virtual/dmi/id/product_uuid

= @ TERM'DESK ® @CHCTEMHHE nonL3o0BaTent (u) ¥
=

a 0630p NuueHsua

& KoMnoHeHTEl > WHdpopmauyma o nuLeHsnn

NvueHsna Cucrema 3arpyzka
i}g Hactpoiiku > " Py

ICHcreMHblﬁ UuID: 288634c3-adfa-4e31-897a-3efee73d6608 I
G ntrrrrE—s Bepcwa NO: 4.1-rc2
Mogynw: HazBaHwe BepcuA
termidesk_vmmprov 4.1
“l|| MOHWUTOPWHT > termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 68 — PacnonoyeHue nHdbopmaumnm o cuctemHom UUID

Mo 3aBepLUeHMM 3aMONHEHUSI MONEN HYXKHO HaXKaTb 3KpaHHyt KHomnky [OTnpaBuTb 3anpoc kao4a

aKkTuBaumm].

Lna nonydeHms NULEH3MOHHOIO KJOYa Ha NPUOBPETEHHOE KOMIMYECTBO JINLIEH3UM CliefyeT MNEPENUTU Mo
ccoblike  https://termidesk.ru/products/#request-key wu cdopmMupoBaTb 3anpoc, 3anosiHMB
KOPPEKTHbIMU AAHHbBIMU CNeAyoLLMe SKPAHHbIe Nons:

» «KopnopatmeHbIi email»;

* «MMg nuua, 3anpaLwlvBatoLLErO JIULIEH3MIOY;

* «CucrtemHbin UUID»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.
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4.2 . Bog MUeH3MK

Lna nobaBneHns nuueHsnoHHoro kntoda B Termidesk B rpacdmyeckoM mMHTepdence ynpaBneHus cnepyeT

nepenTn «Hactporku - JlnueHsus - 3arpyska». Haxae akpaHHyto kHonky [Bbi6patb], ykaszatb nyTb K

banny ¢ IMLEH3UOHHBIM KFOUOM (cMm. PucyHok 69), @ 3aTEM HaXkaTb 3KPaHHYHO KHOMKY [3arpysuTb].

= @ TERM'DESK ® @EMCTEMHulFl nonb3oBatens (u) v
=

ﬁ 063Dp NuueHsmna

& KomnoHeHTel > WNHdopmauma o nuueHsnn

NueHzng Cucrema 3arpyzka
ﬁ: HacTpoiikn > H Py

NueHsna Yiaweume aiin ¢ nuyeH3ued.. BuiGpaTb

G Paboune mecta > P——

all Momvtopunr >

PucyHok 69 — OkHo gobasneHus danna c AMUEH3NEN

4.3 . lNMposepka CBeAEHUIA O TULIEH3UM

[Ons npocmoTpa MHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJTtOYe CrieayeT nepenTy B rpaduyeckuim
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsma - JluueHsma» M NpocMoOTpeTb CBEAEHUS B
CNnefyroLmMX 3KpaHHbIX NOMsX:

* «MMa» — CUCTEMHOE UMS YCTPOMUCTBA, rae dyHKuMoHupyeT Termidesk;

» «OpraHusauus» — HaMMeHOBaHME OpraHu3auuK, 4 KoTopon chopMUPOBaH INLEH3UOHHbIN KITHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO KJHou4a;

* «KOHKYpeHTHble COEAMHEHUS» — MaKCUMalbHO BO3MOXHOE KO/MYECTBO OAHOBPEMEHHbIX

coeguHeHun ¢ BPM;
* «JocTtynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJEHHOrO BUAA JIMLIEH3UM

roctesbix OC.
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5. PACLUMPEHHAS HACTPOMKA

5.1. [OenctBus, pocTynHble B MeHio BMT

5.1.1 . UsMeHeHMe HacTpoeK ceTu
ns n3MeHeHUs HaCTPOEK CEeTU HY>KHO B rnmaBHOM MeHo BMT HaxaTb knasuwy <F2>, BBeCTM TeKyLmn

naponb agMUHUCTpaTopa (Mo yMONYaHUIO Nocne yCTaHOBKKU - admin). byaeT BbinonHeH nepexon B MeHO

pacCLUMPEHHbIX HACTPOEK (cM. PucyHok 70).

PACWMPEHHE HACTHORKM

HacTpolka W AMErHOCTUKS CETW
CHCTEMA CUCTEMHLE HACTRORKMK
Mepesarpuska  [EpESArpyYsSKa CUCTEMb

Bhik MHYEHWE BHKMWYEHWE CHCTEMDI

< gk <OTMEHAY

PucyHok 70 — MeHto paclumpeHHbix HacTpoek VA

B meHIo HacTpoek BbibpaTb NyHKT «CeTb», 3aTeM «HacTporika» (cm. Pucyrok 71). [lanee aencrems He byoyT

OT/IMYaTbCA OT rMpouecca MepBUYHOro KOHMUrypupoBaHUS CeTeBblX MapameTpoB (CM. noapasgen
Mepsu4Has HacTpoiika BMT).

HEICTF:IDI.-T'IKEI 1 ANarHOCTWES CETK

HacTpowka HacTpowka CeTw
AuarHocTika  JAMarHoOCTWKE CETW

0K <OTMEHE?

PucyHok 71 - lNepexog k KoHDUrypaumm cetm
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5.1.2 . marHocTuka cetu

Ons OMarHOCTUKM CETU HYXXHO MEPEMTU B MEHIO PACLUMPEHHbIX HACTPOeK, HaxkaB knasuwy <F2> B
rnaBHOM MeHto BMT, BBecTM TekyLwimi Maposib agMuMHUCTpaTopa (MO YMOSYaHUIO MOCNE YCTAaHOBKM -
admin). danee BbibpaTb NyHKT «CeTb», 3aTeM «narHoctmkas.

Beectn uma unm IP-agpec y3na (cm. PucyHok 72), MOAKIHOYEHME K KOTOPOMY HYXXHO mnpoBeputb. BMT
BbIMOJIHUT KOMaHAY ping A0 YKa3aHHOro y3na.

EeeanTe WMA waw IP agpec ysna:

195.51.100. 2535 _

TS <0conuuTe DNS> < OTMEHS

PucyHok 72 — OKHO AMarHOCTMKM CETU

PesynbTaT gMarHoCTMKM ceTu ByaeT NokasaH B OKHE (cM. PucyHok 73).

AWArHOCTAKA CETKW CO CABAYHWWMA MapaHe TRamMA
IAEEpWEHE

MMa war IP aapec ysha: 198.51.100.253
Mcnonezoeate DWNS: True

FesynsTaT OwBka

PucyHok 73 — Pe3ynbTaT AMarHOCTUKKU ceTu

5.1.3 . UsMeHeHue nmeHu y3na BMT
Ons naMeHeHUss UMEHM y3na HY>KHO B rnaBHOM MeHo BMT HaxaTb knasuwy <F2>, BBeCTU TeKyLumn

naposib aAMMHUCTpaTopa (Mo yMONYaHWIO Nocse yCTaHoBKM - admin). [lanee BbibpaTh NyHKT «Cuctema»,

3aTeM «MMga xocTa».

B nosBuBLUEMCa OKHe (cM. PucyrHok 74) 3aaaTb HoBoe MMs y3na BMT u HaxaTb akpaHHyto kHonky [OK],

[OXAATbCSA NPUMeHeHUs n3MeHeHu. HoBoe nms y3na 6yaet oTobparkeHoO B rnaBHOM MeHio BMT.
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WIMEHEHWE WMEHW =OCTa
WMa =oCTa

termidesk-neuw_

< 0K > EEOREREr

PucyHok 74 - PepgakTupoBaHue nmenu ysna BMT

5.1.4. CMeHa naponsi agMUHUCTpaTopa
Mocne yctaHoBkn BMT no ymonuyaHuto ncnonb3dyetcs nornH admin ¢ naponeM admin Ans focrtyna K
Be6-uHTepdency Termidesk u pagy GyHKLMIA ynpaBneHus.
Lna cMeHbl Napons Hy>KHO:
* B rnaBHOM MeHto BMT HaxaTb knaBuwy <F2>, BBeCcTW TeKywmi naposb agMWHUCTpaTopa (no
YMOJTYaHUIO NMOC/e YCTaHOBKM - admin);
* nanee Bbl6paTb NyHKT «CucteMa», 3aTem «[lMaponb»;
* B MOSIBUBLUEMCSI OKHE (cM. PucyHok 75) BBECTM TeKyLLUM naponb (nocne yCTaHOBKM Maponb Mo
yMON4YaHuto - admin) 1 HaxaTb 3kpaHHYyto kHonky [OK];
* 3aTeM (cM. PucyHok 76) BBECTM HOBbIA Maposib, NMEPeKSItoYUTLCS Ha CTpoKy «[loBTop napons» npwm
nomowm knasuwm <> (KCTPEJIKA BHWM3>) 1 noetopuTb BBOA Napons. MNMoaTeBepauTb AaHHbIe,

Ha)xaB akpaHHYyto kHonky [OK].

BEEEAMTE TEKYWWKA Napoib
SAMUHWC TRaTORA

< oK <OTMEHAS>

PucyHok 75 — BBopg, TekyLLero napons agMMHMUCTpaTopa
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BEEAWTE HOEM Naponb

MMoETOR Napond

<Ok <OTHEHES:>

PucyHok 76 — Beog HOBOro naponst agMMHUCTpaTopa

5.1.5 . 3aMeHa ceptudmkara yepes meHio BMT
LOna poctyna k Beb-uHTepdency Termidesk no npotokony HTTPS Ha 3Tane nepBMYHOM HACTPOMKMU
HY>KHO OblJI0 yKa3aTb pacrnosniokeHue cepTuduMKaTa U 3aKpbITbiM KM K HeMy. Ecnm 3TOoT nyHKT 6bin
NponyLleH, CreHepupoBanCcs CaMOMOANMMUCAHHbIN CepTUDUKAT.
Lna 3ameHbl caMonoanmucaHHbix SSL-cepTndmkaToB HEOBX0AMMO:

* B raBHOM MeHto BMT HaxkaTb knaeuwy <F2>, BBecTu Tekywmit maponb agMuHucTpatopa (no

YMOJTYaHUIO MOC/e YCTaHOBKM - admin);
* panee BblopaTh NYHKT «Cuctema», 3atem «CepTudukatbl»;

* B MOSIBUBLLEMCS OKHE (cM. PucyHok 77) BblbpaTb «HacTporika»;

MPOCHMOTE W WM3SMEHEHWE WCMNONbSYEMbE CEPTWOWKETOE

HacTponkayYC TaHOBKA CEpTWGWKATOR
COpoc COpOC JCTAHOBAEHHLY CERTUGMKSTOE

< 0K <0TMEHE>

PucyHok 77 - lNepexop, K ycTaHOBKe cepTUdUKATOB
* fanee OEWUCTBUMS He ByayT OT/IMYaTbCA OT Mpouecca HAaCTPOMKU CepTUPUKATOB MpU MepBUYHOM
KOH(UIYypUPOBaHUM - HY>KHO YKa3aTb (cMm. PucyHok 78):
» |P-appec xocTa, Ha KOTOPOM PaCMoONOXeHbl cepTUbUKaTbl U Kntod. Y BMT ponykeH 6biTb
CeTeEBOM AOCTYM K XOCTY;
* MOPT NOAKIHOYEHUS;
* MOMHbIN NYyTb K arny 3aKpbITOro karova popmara . key;

e MONHbLIN NYyTb K (anny cepTndmrkara dopmarta . pem;
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* MOJIHbIN NYTb K ariny NpoBEPKM LEMOYKKN cepTudmKaToB popmaTa .crt;

BEEAWTE AdHHHE AA9 NOAYYEHWA CEpTWEWKEATOE © CEQEBEDS

HOCT

MopT

MyTe K S5L private key
MyTe K S5L public key
MyTe K S5L keychain

<OTHEHS>

PucyHok 78 — aHHble ans nonyyeHus cepTudmKaToB

* B CNeayroLeM OKHe (cM. PucyHok 79) 3aMOSIHUTb UMS MOMb30BaTeNs M Maposib AN MOAK/IHOYEHMUS K
yKa3aHHOMY Ha npeaplaylieM ware xocty. [ns 3agaHus napons nepeksitouMTbCs Ha CTPOKY
«[Maponb» npu nomowm knasmwm <> (KCTPEJIKA BHW3>) 1 BBecTu ero, 3aTeM nepekntounTbLCS
TaKMM >ke Ccrnocobom Ha cTpoky «[loBTop naponsi» u nosTopuTb BBOA Napons. [lone «Ums
Mosib30BaTeNs» MPU 3TOM M3MEHUTCS Ha APYroM LBET, KAK HEeaKTMBHOE B AaHHbIA MOMEHT, BBOZ

napons otobpaxeH He byaeT. MNoaTBepAUTL AaHHbIe, HaXKaB 3KpaHHYto kHonky [OK].

BEEANTE YYETHLIE AAHHLIE

MMA MonAez0BaTENA adminlzs
Mapone

MOETOR Naponsd

< 0Ok » <OTHMEHS>

PucyHok 79 — 3anoniHeHMe y4YeTHbIX AaHHbIX

5.1.6 . C6poc ycTaHOBNEHHbIX cepTUdUKaTOB Yepe3 MeHio BMT
Cbpoc yCTaHOBNEHHOM  KOHMUrypauumM npuBEOAET K  3aMeHe TeKylMX CcepTUhMKATOB  Ha
camMonoanucaHHble.
[na cbpoca ycTaHOBNEHHbIX CEPTUDUKATOB ClELYET:
* B rMaBHOM MeHto BMT HaxaTb knaeuwy <F2>, BBeCTM Tekywmi naponb agMuHUcTpaTopa (no
YMOTYaHUIO NOCNe YCTaHOBKM - admin);

* panee Bbl6paTh NYHKT «Cuctema», 3atem «CepTudukatbl»;
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* B MNOSIBUBLUEMCS OKHe (cm. Pucyrok 80) BblbpaTh «CHpoC» M cornacuTbca co cbpocoM KoHdUrypaumm

cepTUhUKaTOB;

NMPOCHOTE W W3MEHEHWE WCNOABIYEMbEX CERTUGUKATOE

HacTpoWnka V;TaHDBKa CERTHUDNKATOE
m OpoC YCTEHOBAEHHEX CEPTUGUKATOE

BT <OTMEHED>

PucyHok 80 - lNepexopn k cbpocy kKoHGUrypaumm cepTucbmKaTos
* [OXAATbCS BbIMOJHEHUS Onepaumu;
* y6eguTbCcs, 4YTO B MaBHOM MeHo BMT (cm.  PucyHok 81) OTOGpa)eHO  MCMONb30BaHUE

camonognucaHHblix SSL-cepTudukaTos.

Termidesk Wirtual Appliance

Bepcwa Termidesk: 4.3-hz-astral’
Bepcwnd OC: 1.7.4
PERAM SEWWMUEHHOCTA: YCWABHHBIA (BOpOHEX)

[dttntemoras tonmidast
TN MCOOABSYEMBXY S50 CERPTWGWKATOE: CAMOMNOANUCaHHbIE

<FZ> - Tlepexod B DACWWHEHHOE HEeHl
PucyHok 81 - maBHoe meHio BMT
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5.1.7 . Dkcnopt napameTtpoB Termidesk

Mapametpel DJANGO_SECRET_KEY v HEALTH_CHECK_ACCESS_KEY wucnonb3ytotca B
Termidesk pna npoBepok nepecbliaeMblX MeXAy KOMMOHEeHTaMu [HaHHbIX M cocTosiHus APIL. Tpu
pacnpeneneHHOM yCTaHOBKE 3TW MapaMeTpbl AOMKHbI OblTb 0OAMHAKOBbIMM Ha Bcex y3nax BMT.

Lna nepepgaun koHdpurypaumn n napametpos BMT uncnonbsyet mexaHnsMm ETCD u ceTeBble nopTbl 2379,
2380 (npotokonbl TCP/UDP).

A CuHxpoHM3aumMa yKasaHHbIX MapaMeTpoB He MOApPasyMeBaeT CMHXPOHMU3ALUMIO YUETHbIX AaHHbIX
Ans nogkntoveHma RabbitMQ.

Lna skcnopTta napameTpos c Hoabl BMT Hy»HO:
* B rmaBHOM MeHto BMT HaxaTb knaBuwy <F2>, BBeCcTM Tekywmi naponb agMWHUCTpaTopa (no
YMOJITYaHUIO MOC/e YCTaHOBKM - admin);
* panee BblbpaTb NYHKT «CucteMa», 3ateM « CUHXpOHU3aLUN»;

* B MOSIBUBLLEMCS OKHE (cM. PucyHok 82) BbIBPaTb « DKCMOPT KIHOYEN»;

CMHXPOHNZEUWMA MaWWH

SECcnopT KAnHerB3KCOopT KAnYed
MMOORT KANYen MMNopT KAnYen

T <OTMEHE>

PucyHok 82 - lNMepexop K aKCnopTy Ktoyen
* 330aTb CEKPETHOE C/I0BO, KOTOPOe ByAeT MCMONb30BaTbCA MPU UMIMOPTE KKOYEN HA APYryH HOLy
BMT;

Bbinyck ot sHBapsi 2024 51



CNET.10001-01 91 03

BEEAWTE CEKPETHOE CANOBO:

|

< oK <OTMEHEY

PucyHok 83 — Co3paHue cekpeTHOro c/loBa
* 3aMOMHWUTb CreHepUpPOBaHHbIA BPEMEHHbIM Maposib AN CUHXPOHU3ALMM (cM. PucyHok 84), KOTOpPbIN

ByaeT UCMOIb30BaTbCA NPU UMMOPTE KAKOYEN Ha ApYyryto Hogy BMT.

AANEC CENBEDS CUHXPOHWISLAN
135.51. 100,252

BDEHEHHHﬁ Napone AN9 CHUHXPOHASALIAN
mUN3vLYYEnaZ48ua

PucyHok 84 — MapameTpbl AN CUHXPOHM3aLMKU MeXAY HogaMum

5.1.8. Umnopt napametpoB Termidesk

[Ona umnopTta napameTpoB Ha Hogy BMT HyxHo:
* B rnaBHOM MeHto BMT Haxatb knasuwy <F2>, BBecTW TeKkywwmi naposnb agMWHUCTpaTopa (no

YMOJITYaHMIO NMOC/e YCTaHOBKM - admin);
* nanee BblbpaTb NyHKT «Cuctema», 3aTeM « CUHXPOHM3aLUS»;

* B MNOSABUBLLUEMCS OKHE (cM. PucyHok 85) BblbpaTb « IMMoOpT Kitouen»;

CUH=POHWSELUNA HELUMH

BKEI'IDET K IHHER BKEI'IDET K IHHER

< okl <OTMEHEY

PucyHok 85 - lNepexon kK UMNoOpTY Ktouen
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* BBECTW MapaMeTpbl CMHXPOHM3ALMU, MONYYEHHbIE MPU IKCMOPTE KKOYeW C Apyron Hopapl (cMm.
nogpasgen kcnopTt napametpoB Termidesk). HaxaTtb 3kpaHHyto kHonky [OK] v poxpatbes
Co0bLEeHUs 06 YCNELIHOM MPUMEHEHUM KOHDUIYpaLmK.

EBEAWTE daHHbE ANA NOAKJKNHEHWA K Master ana
WMNOPTE KANYEN

IF Aapec Master'a
BpEMEHHEIR Napons
CeKpeETHOE CAOBO

< 0K <0TMEHZ>

PucyHok 86 — Beog napaMeTpoB CMHXPOHU3aLMK

5.1.9 . UsMeHeHune HacTpoek nogkntoveHus K b,

Ona vameHeHma HacTpoek noakntodeHus K B, Hy>kHO B rnaBHOM MeHto BMT HaxaTb knaBuwy <F2>,
BBECTM TEKYLLUMW Naposib aAMUHUCTpaTopa (MO yMONYaHUIO nocne ycTaHOBKM - admin). [Janee BbibpaTb
nyHKT «Cnctema», 3atem «PekoHdbuUrypauus cepencos» - «basa gaHHbIX».

BbinonHuTb NepeHacTponky nogknatodeHms K bL:

* BblbpaTb TMN wucnonb3yemon bl (cm. Pucyrok 87). [pu BbiGope ypaneHHow B nokanbHas He
aKTUBUPYETCS

BuOepuTe TWN YCTaHaBAWEIEMON G336 A3HHHX

local JokantHas
remote  ¥daneHHaA

¢ Ok 3 <0TMEHEY

PucyHok 87 — Bbibop T1na ncnonbsyemon b,

* ecnv 6bina BbibpaHa nokanbHas B, To HY>XHO NpuayMaTb Naposb (cm. PucyHok 88) AN Hee. [Naponb
OyneT XpaHUTbCS B NPeobpa3oBaHHOM BUAE;
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MoWAUMaATE Napois 404 NOAKJINHEHWA K NOKadsHOR Oase
AZHHbI

<0TMEHE>

PucyHok 88 — CosnaHue napons ana nokanbHown b,

* ecnv bbina BbibpaHa yaaneHHaa B, To Hy>KHO yKa3aTb MapaMeTpbl MOAKIKOYEHUS (see page 0) K HEM.
B napameTpe «xocT» ponxeH ykasbiBaTbcsi BHewHu |IP-agpec wan FQDN y3na ¢ BO. 3atem
BblOpaTb 3kpaHHyto kHonky [Tect] ans nposepku poctyna. B cnyuvae, ecnn Bl c ykasaHHbIMK
HaCTPOMKaMM He CyLLEeCTBYeT, nepexos K crefytoweMy okHy byaeT HeBo3MoxeH. B cnyuvae, ecnn
B[, c ykasaHHbIMM HaCTpOMKaMM CyLLEeCTBYeT, OyaeT NOBTOPHO OTOOGPaXKEHO OKHO C MapaMeTpamMu

B[, B koTOpOM cnepyeT HaxkaTb 3KpaHHYto kHorky [OK];

YEA®WTE daHHHE AN9 NOAKJINYEHWA K Yaa EHHOW
Base AaHHbIX

MMa NoABI0BETEAA
Mlapone
AOCT

MopT
Eaza aaHHbx

< 0K < TECT » LO0THEHE

PucyHok 89 - lNapameTpbl nogkntoueHns K yaaneHHomn bl
* ecnu 6bina BbibpaHa yaaneHHas b, To HY>KHO Taky)ke yKasaTb MPOTOKOS (see page 0), KOTOPbI ByaeT
ucrnonb3oBatbcs MNpu nogkatodeHun Kk BL. lMpu Bbibope 3HauveHuss «Disable» 3awmieHHoe

coeguHeHue nNpu nogkntoveHuun K b ncnonb3osaTbcsa He ByaeT;
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BLOEOWUTE PEXVM SAWVWEHHOCTH COBAMHEHWSA A8 NOAKANHEHUR K
Baze AAHHbIX

) TLovl.2
() TLSw1.3

<0TMEHE>

PucyHok 90 — Beibop npoTokona ans noakntoveHus k b,

" HeobX0AMMO A0XKAATHCS OOHOBEHMS KOHDUIYpaLMM M OTOBPAXKEHUS COOBLLLEHMS (cM. PucyHok 91).

KoHdWrypagws YCnewHo cCoxpaHeHa .
AOCTYMNEH MEPEXDA B OKHO YNpasneHWs

PucyHok 91 - YcnewHoe ob6HoBneHne KoHUrypaumm noakntodeHus K bl

5.1.10 . UameHeHMe HacTpoek noaxnioveHus K RabbitMQ-server
Ons naMeHeHus HacTpoek noakntodeHust K RabbitMQ-server HyxxHo B rnaBHOM MeHto BMT HaxaTb
knaBuwy <F2>, BBeCTU TekyL M Naponb agMUHUCTpaTopa (MO YMOYaHMIO MOCNe YCTaHOBKM - admin).
Danee Bbibpatb NyHKT «CucTtema», 3aTeM «PekoHdpurypaums cepsmncos» - «RabbitMQ».
BbinonHuTh nepeHacTporky noakntodeHus k RabbitMQ-server:
* yKasaTb NMapaMeTpbl (cm. PucyHok 92) ANSi MOAKOHEHMUS:
e uMa nonb3oBaTens. Ecnn yctaHoBKa nokanbHas WM MOAKIKOYEHME HE MPOU3BOAMUTCS K
yoaneHHOMYy cepBepy, yKa3aTb termidesk;
e maponb pna nogkntodeHms K cepeepy RabbitMQ. Ecnu  ycTtaHoBka nokanbHas wm
NOAK/IFOYEHUE HE MPOU3BOAMTCS K YAAIEHHOMY CepBepy, YKka3aTb ksedimret;
e XOCT Ans noakntodeHus. Ecnu ycTtaHoBKa nokanbHas U MOAK/AHOYEHME HE MPOU3BOAMTCS K
yAaNeHHOMY cepBepy, TO HY>XXHO yKa3aTb 127.0.0.1;
e nopT Ansa nogknatoveHus. o ymonyaHuo 5672;

e ouepenb ona noakntodeHus. Mo yMmonyanuto termidesk;
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YIKEKWTE AZHHHE 4A9 NoakAndeHws K RabbitMi

MMa NoOAL30BATENA
Mapone

HOCT

mopT

O4yepeak

<OTHMEHS?

PucyHok 92 - MapameTpbl gas nogkntodeHms K RabbitMQ
" B C/IeQYHOLLEM OKHE BbIOpaTb MPOTOKOM, KOTOPbIA OYyoeT MCMOMb30BaTbCA MPU MOAKIHOUEHUU
K RabbitMQ-server (cm. PucyHok 93). Mpu BbiGope 3HaueHms «Disabled» 3awmweHHoe coeguHeHMe

npu nogknrodeHmn K RabbitMQ-server ncnonbsoBaTtbca He OyneT;

BHﬁEDMTE JIEHIAM BEMMMéHHDETM COEAWMHEHWA AnA NOAKAHNYHEHNA K
RabbitMQ

<0THMEHE>

PucyHok 93 — Bbibop npotokona ans nogkntoveHmns kK RabbitMQ

" HeobXoAMMO A0XKAATbCS OOHOBNEHMS KOHDUIYpaLMmM U OTOBPAXKEHUS COOBLLLEHMS (cM. PucyHok 94).

F.OH$WIYpaUwa YCnewHD COoxXpaHeEH .
AOCTUYNEH MEPEXOA B OKHO UYNPEENEHLA

PucyHok 94 - YcnewHoe o6HoBneHMe KoHPUrypaumm noaknrodeHuns k b,
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5.2 . [eiictBua, pocTynHole B Be6-uHTepdeiice BMT

5.2.1. O630p pocTynHbIX GyHKUUM BeO-MHTepdeiica
LocTyn k Be6-mHTepdency ynpasneHms BMT ocyuwiecTensieTca 13 Beb-6paysepa no npotokony HTTPS c
ykasaHuem URL-agpeca nogkntoueHus: https://<IP-agpec_BMT>:8443/.
Beb-uHTepdennc BMT nossonsieTr aAMMHUCTPATOPY BbIMOMAHUTbL P 3a4ay MO HAaCTPOMKE U YNpaBNeHUIO
BMT, a uMmeHHoO:
* HacTpouTb Hoabl BMT B pexxume Bbicokor goctynHocTu no npotokony VRRP yepes keepalived;
* NpoBepuUTb cocTosiHWe cnyk6 BMT un BbINOAHUTL MX OCTAHOB, 3anycK 1 nepesanyck;

* cchopMMpPOBaTb M BbIrPY3UTb XXypHanbl paboTel BMT.

Cpa3zy nocne ayTeHTUdUKALMM aaMUHUCTPATOPY AOCTYMHA MaHeNb, COAEP>Kallas CMMCOK OCHOBHbIX
byHKUNMI:
» «O630p» - NpegocTaBnsieT MHGOpPMaLMIO 06 OCHOBHbLIX MapamMeTpax, xapaktepusyrowmx BMT (cm.
PucyHok 95), TaKUX, Kak:
e Bepcusa ycTaHosneHHon OC;
e Bpems goctynHoctn BMT, nHdpopmauus 06 akTMBHbIX MOSIb30BaTENSX CUCTEMbI (AOCTYMHa
NPy HaXaTUM CCbINKM «<KOIMYEeCTBO> users» B 6roke «Bpemsa OocTynHOCTUM cuUCTeMbI»),
nonyyeHHas yTUIUTOM w;
e Ha3Ha4deHHble |P-appeca;
o Bepcusa Termidesk;
* CMWUCOK YCTaHOBNEHHbIX PONew;
e rpadmkm ncnonbzosaHus npoueccopa («CPU Usage») un namatu («Memory Usage»).
» «Cny>bbI» - NpefocTaBnseT MHbOPMaLUUIO 0 COCTOIHUM cny>k6 BMT, no3sonsieT ynpaensate Mmu;
* «VRRP» - nosBonseT BbINONHUTL HaCTpoMKy Hog, BMT B pexxrMe BbICOKOM AOCTYMHOCTU;
» «)KypHanbi» - no3sonsieT chopMUpPoBaTb 06LLMIM apxMB € darnamm xxypHasoe BMT u Bbirpysutb

ero.
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O630p

Cayx6bi

>3

Cucrema Bpems focTynHOCTU cncTemsl CeTb Termidesk
VRRP

&

Bepcus: 1.7.5 19:23:11 0 days, 1:41,0 users, load average 0,09,0,11,0,08 IP anpeca Bepcya: 4.3.1-rc4-astra17
XypHans 192.168.80.145

192.168.80.144

m

CUCTEMHBI MOHUTOP

¢, 10cekyna® ¢ 10cekyHa®

100 79461

80

60

40

20 2000
0

6000
4000

YcTaHOBNEHHbIE poan

Bpokep (Broker) MopTan Mnanunposwmk (Task
manager)

LLinto3 (Gateway)

PucyHok 95 — OtobpaxkeHune pyHkumm «O630p»

5.2.2. YnpaeneHue cocTosiHueM cnyx6 BMT

[na npocMoTpa cocTosiHUSA CnyX6, KpUTUUHbIX ans BMT, Heobxogumo nepenTu B dyHKLMIO «Cny>kObi»
Beb-uHTepdenca BMT.

Cnucok cny>6, oTobparkaeMblil Ha CTpaHULE, 3aBUCUT OT NepeyHs ponen (Mam ponu), BbIbpaHHbIX Npu
nepeuyHon Hactponke BMT. Cnucok MoxeT ObiTb oTCcopTMpoBaH Mo ctonbuam «Cnyxba»,
«3arpy>keHo», « CocTosiHMe», «[MogpobHoCTU».

Ons ynpaBneHus cocTtosiHMeM Cny>Obl HY>XXHO BblIOpaTb CTPOKY C HaMMeHOBaHWEM CnyXbbl (3a pa3
MOXHO BbIOpaTb TONbKO OAHY) M BOCMOJSIb30BaTbCS 3KPaHHbIMKU KHoMkamu [3anycTuTb], [OcTaHOBUTD]
nnu [[Nepe3anycTuTb], B 3aBUCMMOCTU OT AENCTBUS, KOTOPOE HY>XHO MPOU3BECTU Ha CNy>KOOW.

Cnucok obHOBUTCA Mocse TOro, Kak BblOpaHHas paHee cny»kba M3MeHMsa CBOE COCTOsIHME mMocne
BbINMOJIHEHHOIO [AENCTBUS, He OXupas obHoBneHuss no Taumepy (no ymonuvaHuto 10 cekyHp). Ons
NPUHYAUTENBHOrO OOHOBIEHUSI CTAaTYCOB MOXHO BOCMOJ/1b30BaTbCA 3KPAHHOM KHOMKOM, NPUBEAEHHOW Ha
PUCYHKE (cM. PucyHok 96).
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admin v

o oo Cny>x6bl
= Cayx6bl
¢, [|0cekyna+®
Y Ceptudukar
8 Cepm CIYKBA 3ATPYXKEHO +
=< VRRP
keepalived.service loaded
KypHanei

postgresql.service loaded

postgresql@11-main.service loaded
rabbitmq-server.service loaded
ssh.service loaded
termidesk-celery-beat.service loaded
termidesk-celery-worker.service loaded
termidesk-gateway.service loaded
loaded

termidesk-taskman.service

termidesk-vdi.service loaded

D> 3ANYCTUTL

COCTOAHVE

inactive

active

dead

exited

® OCTAHOBUTH C, MEPE3AMYCTHTH

Keepalive Daemon (LVS and VRRP)

PostgreSQL RDBMS

active running PostgreSQL Cluster 11-main
active running RabbitMQ Messaging Server
active running OpenBSD Secure Shell server
active running Termidesk-VDI Celery Beat
active running Termidesk-VDI Celery Worker
active running Termidesk Gateway

active running Termidesk-VDI Taskman daemon
active running Termidesk-VDI daemon

PucyHok 96 — OTobpaykeHne dbyHKLMM «Cny>kObi»

5.2.3 . HacTtpoiika pexkuMa BbICOKOM [OCTYMHOCTH

Lna HacTporku pexkmma BblicOkoM pocTynHocT BMT HykHO nepentn B dyHkumio «VRRP» Beb-

uHtepdenrca BMT wu 3anonHUTL OaHHble,

Tabnuupl (cm. Tabnuua 1).

nepeuncreHHble B cTonbue «[lapameTp» cneayrowen

Tabnuua 1 — [aHHble NS HACTPOMKM PeXkKMMa BbICOKOM AOCTYMNHOCTH

Mapametp

OnucaHue

«router id»

MNaoeHTudmkatop ysna.

Mo ymonuaHuio - 3HaueHue ceTeBoro MeHn BMT (hostname),
HEAOCTYMHO AN U3MEHEHUS

«script_user»

Monb3oBaTtenb, 0T MMeHWU KOTOPOro ByAeT BbIMOMHEH 3aMycK CNY>K6bl
keepalived.

3HayeHuMe no YMOJTHaHUIO - «root», He4OoCTYyNHO 419 USMEHEHUA

«interface»

Bbi6op nHTepdeiica, Ans koToporo byaeT npMMeHeHa KoHOUIypaums

«virtual_router_id»

YHUKanbHbIA MAEHTUDUKATOP BUPTYabHOro poyTepa.
3HayeHue No ymonyaHuto - «105»

«priority»

MpuopuTeT Hoabl OTHOCKTENbHO Apyrux. Hoga ¢ Haubonbwmnm
npuopuTeTOoM nepexoamT B coctosHue «MASTER».

3HayeHWe Mo yMonyaHuto - «128»

«auth_pass»

MaponbHas dpasa, koTopas ByaeT MCNOMb30BaHA A1 CUHXPOHM3aLUK
VRRP mexxay Hogamu.

3HauveHue no ymonuyaHuto - «ksedimret»

«virtual_ip_address/mask»

BupTtyanbHbIn agpec, KoTopbiv ByaeT npucBoeH cnykbom keepalived
[ON19 JaHHOM Hoabl B dhopMaTe <IP-agpec>/<macka>, Harnpumep
192.0.2.1/255.255.255.0
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M3meHeHUs1, BHECEHHbIE B MAapaMeTpbl, NpuMeHstoTca B danne /etc/keepalived/keepalived.conf,
CoOEepPYXXMMOE KOTOPOro AMHAMMYECKN OTOBpaXkaeTcsl B NpaBoOM YacTU CTPaHULbI.

Ons npuMeHeHUS U3MEHEHWM HYXHO MNOCAeOBaTENIbHO BOCMOJIb30BAaTbLCS 3KPaHHbIMU  KHOMKaMM
[MPUMEHUTD KOHOUTYPALMUIO] w [BKINKOUYUTb VRRP]. [Ons cbpoca koHpurypaumm K
3HAYEHMAM MO YMOMYAHUIO HYXXHO BOCMOJIb30BaTbCSA 3KPAHHOM KHOMKOW, NMPUBEAEHHOM Ha PUCYHKE (cMm.

PucyHok 97).

® Ecnu koHdurypauma VRRP 6bina BbinonHeHa paHee U NpUMeHeHa, 3HadeHusi mapaMeTpos byayT
oTobpaxkaTb Tekywme HacTporku. Mpu pencteytowern koHburypaumum VRRP 3kpaHHas kHonka
[BKJTKOYUTDb VRRP] 6yneT 3ameHeHa kHonkon [OTKJTIOUYUTDb VRRP].

admin v

o
oo Hactpownka VRRP
Cryel router id Mpeanpociorp

VRRP

3

script_user

m &

XKypHans!

interface

BuibepuTe uHTepdeiic

virtual_router_id

106
BHecuTe n3meHeHws B KOHGUrypauuio,
priority 4TO6bI YBUAETL NPEANPOCMOTP

128

auth_pass

ksedimret

virtual_ip_address/mask

VIRTUAL_IP_ADDREESS/MASK

BKJIKOYUTb VRRP NPUMEHUTb KOHOUTYPALIKO

PucyHok 97 — OTtobpaykeHne dyHkummn «VRRP»

5.2.4 . ®opmupoBaHue u Bbirpyska xxypHana BMT
Ons dopmupoBaHma apxmBa € danaMn >KYPHANOB M KOHOUIrypaumMm HYXXHO MepenTun B (PYHKLMUIO
«XypHanbl» Beb-uHTepderica BMT U HaxaTb 3KpaHHYH KHOMKY, OTMEYEHHYK Ha PUCYHKE (cm.
PucyHok 98). bynet cpopmmpoBaH apxuBs ¢dbopmaTa .tar.gz o UMeHeM
TDVAlogs_<BpeMeHHasi_MeTKa>.tar.gz, B KOTOpbIM ByayT noMelleHbl dannbl U3 KaTanoros /var/log/
n /etc/opt/termidesk-vdi/.
Mo 3aBepLueHNN HOPMUPOBaAHMS apXMBa CTaHYT AOCTYMHbI CAefyoLMe AeNCTBUS (cM. PucyHok 99):

* CKayaTb CPOPMUPOBAHHbBIN apXMB;

* 0OHOBUTb apxmB. HOBbIM apxmB nepe3anuiueT npeabiaywunii 6e3 noarsepxxaeHust. 1o okoH4YaHus

(hopMMpPOBaHMS HOBOIO apXmBa NpeablayLLMIA He YOanuTcs;
* ynanuTb apxuB. [locne npuMeHeHUsI 3TOro [JeWcTBMS apxumB OyaeT yadaneH, CTpoka C ero

HanMeHOBAaHUEM U Pa3sMEPOM UCHESHET.
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admin v

ot KypHasbl
= Cnyx6bl
< v S +
B KypHanbi :
PucyHok 98 — OTobpaxkeHne dbyHKLMKN «XKypHanbl»
admin v
7} 06
oo KypHansbl
= Cayx6ebl
TVAlogs_1703632078.24684.tar.gz
o VRRP 4
B XypHansi YRR |

PucyHok 99 — [locTynHble OENCTBUS C apXMBOM

5.3 . YnaneHHoe noakntoyeHue K BMT

LOna pacwmpeHHon Hactporkn BMT MoxeT MCnonb30BaTbCA YAAJIEHHOE MOAKIHOYEHWE MO MPOTOKONY
SSH k BM, Ha koTopon OH npeasapuTenbHO YCTaHOB/IEH.
Mo ymMon4yaHuio ypaneHHoe nogk/toveHue no npotokony SSH BkntoueHo. [na ynpaBneHust pexXMMoMm
BKJIFOUEHUS U OTKtoYeHUss SSH Hy>xHO:

* B rnaBHOM MeHto BMT HaxaTb knaBuwy <F2>, BBeCTM TekyLMi naposib agMuUHUCTpaTopa (rno

YMOTYaHUIO NOCNe YCTaHOBKM - admin);
* panee BblbpaTb NYHKT «CeTb», 3aTeM «SSH»;
= BblOpaTb HYXXHbIM BapuaHT: «on» (BKJIOYEHWE) uan «off» (BbIKIOUEHWE) M HaXKaTb SKPaHHYHO

kHonky [OK]. Mocne BbiIGopa pexkMMa HaCTPOMKM NPUMEHSTCS aBTOMATUYECKM U CPasy.

JaHHble N0 yMOYaHUIO 19 NOAK/HOYEHMUS:
" JIOruH: admin;
* naponb: admin. B cnyyae, ecnn naponb 6bi1 n3MeHeH yepes meHto BMT (cm. nogpasoen CMeHa

naponsi aAMUHUCTpATOpa), NPY NOAKIOHEHUN HY>KHO UCMONb30BaTb U3MEHEHHbIV Maposb.

CepTudukat, ucnonbsyembli Ans yAANEHHOTO MOAKIIHOYEHUS, TeHEPUPYETCS NMpu nepBoM 3anycke BMT.

Takum obpazom ana kaxkporo sksemnnspa BMT 6ynet ncnonb3oBaTbCs MHANBUAYANbHbINA cepTUdUKaT.
5.4 . Pe3epBHoe konuposaHue B[]

PesepsHoe konunposaHue B, cospaHHon CY B[ Postgres-11 Mo)KHO BbIMOAHUTL YTUAUTON pg_dump:
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1 :$ pg_dump -d <HammeHoBaHuwe B> -h <IP-agpec_xocTa> -p <nopt> -U <nonb3osatenb> -W
--format=t > <umsA_cdpalina_ans_coxpaHenns_Bb[.tar>

roe:

-d <HavmeHoBaHue B> - ums bL. MNMpu cTaHpapTHBIX HACTPOMKax UCMONb3yeTcs uMa termidesk;

-h <IP-appec_xocTta> - IP-appec y3na, roe pacnonoxeHa B. Ecnv B[, yctaHaBnuBanacb noKasibHO,
HY>XHO yka3aTb localhost;

-p <nopT> - nopT ans nogkntoveHus k B. MNMpu cTaHgapTHbIX HACTPOMKax UCMonb3yeTcs 5432;

-U <nonb3oBaTesib> - WMS  Mosb30oBaTens pAas  nogknwodeHus. [lpu  cTaHZApTHbIX HAacTpoOMKax
ucrionb3yertcsd uMa termidesk;

-W - 3anpoc napona ans noakatoveHus k B. MNpu cTaHAapTHbIX HacTpoMKax MpW MOsSIBJIEHMW 3arnpoca
HY>KHO yKa3aTb ksedimret;

--format=t - knto4 ana sakcriopta bl B popmate tar;

<nmsi_chaiina_pnsi_coxpaHenusi_B[ . tar> - umMsa n dopmat ¢anna (tar) ona coxpaHenmsa B,

5.5 . BoccraHoBneHue B/l U3 pesepBHOM Konum
BoccTaHoBneHue b/, 13 pesepBHOM KONUM BbINONHSAETCS KOMaHA0M:

1 :$ pg_restore -d <HaumeHoBaHuwe B> -h <IP-agpec_xocta> -p <nopt> -U <nonb3oBartesb>
-W -f <daiin_konum_B/L.tar>

roe:

-d <HavmeHoBaHue B> - uma bL. MNpu cTaHpapTHBIX HaCTporKax Ucnonb3yeTcs uMsa termidesk;

-h <IP-agpec_xocta> - |P-agpec y3na, roe pacnonoykeHa bIl. Ecnn ncnonbsyetca nokanbHaa b, Hy>XHO
yka3aTb localhost;

—-p <nopT> - nopT Ans nogkntodeHust k B, MNMpu cTaHaapTHbIX HAaCTPOMKax UCMoNb3yeTcs 5432;

-U <nonb3oBaTenb> - WMS Monb3oBaTens Ans nogknwodeHus. [lpu  cTaHAapTHbIX HAacTpoMKax
ucnonb3syetca Mg termidesk;

-W - 3anpoc naponsa ans noakntoveHus k B. MNpu cTaHAapTHbIX HacTpoMKax MpW MOsIBEHMWU 3amnpoca
HY>XHO yKa3aTb ksedimret;

-f <dpalin_konun_B[.tar> - nyTb K danny pesepsHon konuum bl.
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6 . SABEPLLEHUE PABOTDI

6.1 . 3aBepweHue pabotol BMT

[na 3asepienHuns pabotel BMT u BeikntoueHns BM cnepyer:
* MepenTM B MEHIO PACLUMPEHHbIX HACTPOeK, HaXkaB kKnasuwy <F2> B rnaBHoM MeHio BMT;
* BblbpaTb NYHKT «BbikntoueHue»;

* NOATBEPAUTb AEUCTBME (cm. PucyHok 100), HaXKaB 3KpaHHYO kHorky [Aa].

B ANYATE Termidesk
Wirtual Appliance?

PucyHok 100 - NoaTeep>xaeHue BbikntodeHuss BMT
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7 . NEPEYEHb COKPALLIEEHUIA

CokpalueHue MosicHeHue

BM BupTtyanbHas MaluuHa

BMT BupTyanbHbii Mogynb Termidesk

oC OnepaumoHHas cucTema

no MporpamMmmHoe obecneveHune

API Application Programming Interface (uHTepdeinc npuknagHoro nporpaMMmnpoBaHus)

DHCP Dynamic Host Configuration Protocol (npoTokon anHamuyeckomn koHdUrypawmm
X0cTa)

DNS Domain Name System (cucTteMa LOMEHHbIX UMEH)

GRUB GRand Unified Bootloader (3arpy3sumk OC)

HTTP HyperText Transfer Protocol (npoTokon nepegayu runeprekcra)

HTTPS Hypertext Transfer Protocol Secure (pacwumperue npotokona HTTP gna nopaepskkm
wncpoBaHus)

IP Internet Protocol (MexxceTeBow npoTokon)

KVM Kernel-based Virtual Machine (nporpaMmHoe pelueHune, obecneumnBatoLlee
BMpTyanusaumio B cpege Linux Ha nnatdopme, koTopas nofaep>KMBaeT annapaTHyo
BMpTyanusaumio Ha 6ase Intel VT (Virtualization Technology) nu6o AMD SVM
(SecureVirtual Machine))

OVA Open Virtual Appliance (oTkpbITOe BUpTYyanbHOE YCTPOMCTBO)

OVF Open Virtualization Format (dbopmaTt oTKpbITOM BUpTYyanusaumnm)

QEMU Quick Emulator (cpepcTBa aMynsauum annapaTtHoro obecrneyeHus)

REST Representational State Transfer (nporpamMmHas apxuTekTypa, onpefenstoLas
ycnosusi pabotbl API)

SSH Secure Shell Protocol (npoTokon 3almiLeHHOM nepeaayvn nHdopmaumm)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoToKon)

Termidesk MporpamMHbIY kKoMnneke «JucneTyep NOAKIHOYEHUIM BUPTYanbHbIX paboumnx MecT
Termidesk»

uuibD Unique User Identifier (yH1MKanbHbIM naeHTUdMKATOp Nonb3oBaTens)

VRRP Virtual Redundancy Routing Protocol (ceTeBoli npoTokon BUpTYanbHOro
pe3epBUPOBaHUA MapLLPYTU3aTOPOB, NPefHa3HaYeHHbIN NS YBEAUYEHUS
[OCTYMHOCTK)
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