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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMEHT aBNsSieTCS TpeTber YacTblo PYKOBOACTBA agMWMHMUCTPaTopa Ha MPOrpaMMHbIN
KoMnnekc «ducnetyep NnogknoUYeHUM BUPTYanbHbiX pabounx mect Termidesk» (panee - Termidesk).

LokyMeHT onucbiBaeT 06Lme NpuHUMNbLI paboTbl ¢ rpadpuyeckum uHTepdencom Termidesk. Ona Toro,
yTOObI MONY4YUTH MHPOPMaUUIO 06 YCTAHOBKE MPOrpaMMHONO KOMIJIeKca, HeobxoauMo 06paTUTbLCS K
nepBoM 4acTu pykoBoacTBa agMmuHucTpatopa - CJTET.10001-02 90 01 «PykoBoacTBO afAMMHUCTpATOpA.
YcTaHOBKa MporpaMMHOro komnnekca». [ns Toro, 4tobbl MNOAyyYMTb MHbOPMaLMO O HacTpokke
NPOrpaMMHOro KOMMJIeKCa, B3aMMOAEMCTBMM KOMMOHEHTOB M HACTPOMKM OTAENbHOro (yHKLMOHaNa
HeobxoaMMo 0BpaTUTLCA KO BTOPOM 4YacTU pyKOBOACTBa aaMuHucTpatopa - CJIET.10001-02 90 02

«PykoBoACTBO afgMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrsekca».

1.2 . Tunorpadckue cornawieHus

B HacToawEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

* MOHOLUMPWHHBIA WPUGT — UCMONb3yeTcs AN  BblaeNeHuss @parMeHTOB TeKCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), MNyTer MNepeMELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrpPaMMHbIX 31eMeHTOB (0OBEKT, KNnacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Takyke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCs A/ 0003Ha4YeHMs HaMMEHOBaHUM
OOKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeH0, HAUMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOIO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrnoBble CKOBKU> — TEeKCT, 3aK/IHOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs 4SS HAMMEHOBaHMUS

KnaBuLl KnaBuaTypbl.
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2. NoAroToBKA K PABOTE

2.1 . Ooctyn K rpadmyeckoMy uHTepdeicy Termidesk

LDoctyn k rpaduyeckoMy uHTepdency ynpaeneHuss Termidesk ocyuiecTBnsietca u3 Beb-bpaysepa no
npotokony HTTPS c ykazaHnem URL-agpeca noakntoueHus.

Ons nookntoyeHUss [OMKHbI MCMNONb30BaTbCs Beb-Opaysepbl € nogpepxxkkon cneundukaumm W3C
HTMLS5: Axpekc.bpaysep Bepcum 15.9 un Bbiwe, Google Chrome Bepcum 46 u Bbiwe, Mozilla Firefox
Bepcun 41 u BbiLue.

Mpu HannuMM TOoNbKO AOMEHa ayTeHTUDMKAUMKM C TUMOM «BCTpOEHHbIM» Ha CTpaHWLE MOAKJIHOYEHMUS
HY>XHO 3aNO/IHUTb cneaytouine sKpaHHbIe Nons:
» «JloruH» — naeHTUdUKaTOp CybBLEKTA C ponbio «AgMuHUCcTpaTop Termidesk»;

* «[laponb» — Habop CMMBONOB, NOATBEPKAAIOLLMI Ha3HAYeHUE MOHOMOUUN.

Mpyn nocnepyrowmMx ceaHcax Bxoda Mocfe A06aBNeHWMs HOBOrMO AOMeHa ayTeHTUdMKauum fobaBuTCS
[OMONHUTENbHOE 3KPaHHOE nose Ans Bbibopa:

» «JloMeH ayTeHTUPUKALUUU» — UCTOUHUK CBEAEHUMN O CYOBEKTAX U UX NMOJIHOMOUUSX.

2.2 . Mopsanok nposepku paboTocnocobHOCTH

Mpaduueckun nHtepdenc ynpasneHma Termidesk paboTocnocobeH, ecnv Ha YyCTPOMUCTBE OTODpPaXKeHUS
nHbopMaumm paboyen CTaHUUMM aAMUHUCTPATOPA BU3YasIM3MPOBAICS HadasbHbIM 3KpaH rpaduyeckoro

nHTepdenca ynpasneHus Termidesk 6e3 Bblgaun cooblueHnn o cbosix B paboTe.
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3. HABUTALMSA MO MTPAOUYECKOMY UHTEPDENCY

3.1 . PexkuMbl oTobpaxxeHus rpadpuyeckoro nHTepdeica

B npaBom BepxHeM yrny rpaduyeckoro nHtepdenca ynpaenenus Termidesk pacnonoxeHa nHdopmauyms
0 MOoNb30BaTENE, BbINOJHUBLUEM BXOA,
Ha)kaTue Ha naeHTMdMKaTOp NOJIb30BaTENS MHULMNPYET OTKPbITME BbIMALAOLLLEr0 CNMCKA, B KOTOPOM
OCyLLeCTBIsIeTCs BbIOOp nepexofa K MHTepdency nonb3osatens («Monb3oBaTenbCcknin pexxmm») nnm
Ha4a/bHOMY 3KpaHy rpacduyeckoro uHTepdenca ynpasneHma Termidesk («lMaHenb ynpaBneHma»).
B pexume «[laHenb ynpaBneHusi» B NeBOM 4acTu rpaduyeckoro nHTepderica ynpasneHms Termidesk
HAaXOAMTCS NaHesb, COAEPIKALLAS CMNCOK OCHOBHbIX DYHKLUN:

= «O630p»;

* «KOMMOHEHTbI®;

» «HacTtporiku»;

» «Pabouune mecTa»;

* «MOHUTOPUHI».

3.2 . UameHeHue doHa rpadpmueckoro nHTepdeica
Lna nameHeHusa doHa rpacdmyeckoro nHtepderica Termidesk Hy>kHO:

* BbIOpaTb HYXXHbIM PUCYHOK OHA 1 NepeMMeHoBaTb ero B «background-2048.png»;
" CKOMWPOBaTb PUCYHOK C 3aMeHou B /opt/termidesk/share/termidesk-vdi/src/static/

termidesk/img.

3.3 . MOyHkuma «O63op»

Mpu HaxaTum B NneBoM 4acTu rpacdumyeckoro uHtepdenmca Ha PyHkumuto «0OB630p», BU3yanusmpyeTcs
KpaTKoe npeacTaBieHMe OCHOBHbIX MapaMeTPOB, XapaKTepmsyowmux goctasky BPM.

B rpadmueckux bnokax dpyHkumm «O630p» NpeacTaBneHbl CNeLYHOLLME INEMEHTbI (cM. PucyHok 1),
nepeHanpasnsitoLMe Ha COOTBETCTBYOLLME MPpoLEeaypbl:

» «Paboune mecta» — obuiee umcno cosgaHHbix BPM Bo Bcex doHaax, B TOM uMc/e Ha3Ha4YeHHbIe
BPM, co3zpaHHbIe 1 pa3melleHHble B kewwe, BPM, curHanusmpytowme o6 owmnbkax;

» «[locTaBLWMKN pecypcoB» — CyMMapHOE YMCJI0 MOCTABLUMKOB PECYpPCOB Asi pa3MelleHus GpoHOoB
BPM, B TOM uucne aKTMBHbIX MOCTaBLUMKOB pPECYPCOB W  HaxXOASALWMXCA B pexume
TEXOOCNY>XMBaHUS, a TakXe CyMMapHoe konuyecTBo wabnoHoe BPM, wucnonbsyrowmx

MOCTaBLUMKOB pPeCypCoB;
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- «(DOH,EI,bI pa6oqu MeCT» — YNCJ10 CO30aHHbIX CI)OH,EI,OB BPM, BKAKOYaaA aKTUBHbIE U OrpaHNYEHHbIE;
- «,ﬂ,OMEHbI ayTEHTMdJMKaLI,MM» — 4Uncno HaCTpOEHHbIX WCTOYHUKOB CBeOeHUn o Cy6'b€KTaX
(I'IOJ'Ib3OBaTEJ19IX) N X NOTHOMOYUAX, B TOM Hncne CyMMapHoe Konn4ecteo rnosb3oBaTesien u rpynn

rnosib3oBaTenemn.

Tak>ke NpefcTaBneHa cneaytoLwas CTaTUCTUKA:
» «PacnpeneneHve nonb3oBatenen» — auMarpamMma obulero uucna nonb3osatenien Termidesk c
KOJIMYECTBEHHbIM pacrnpeaeneH1MemM no AoMeHaM ayTeHTUDUKALUK;
* «KOHKYpeHTHble COeguHeHMs» — aMarpaMMa  akTMBHbIX  MOAKJ/IHOYEHUM  OTHOCUTENbHO

MaKCMUMaJibHO A0NYCTUMDbIX.

& B rpaduyeckoM mnHTepderice Termidesk TepMuHbl «paboyee MecTo» U «dOHAbI paboymMx MecT»
oTHocaTca K BPM u ¢doHpam BPM, cooTBeTcTBEHHO.

TERMIDESI‘( @ @CM:TEMHHﬁ nonb3oBaTesb (u) v

@b O0630p

B 4 pa6oune mecta &l 2 nocrapwmim pecypcos E3 4 vonabl pasounx mect U 3 JomeHbl ayTeHTAGMKaLmMm

20 S4 ®o ©®2 KXo His ©®4 Ao a3 H4

& KommoHenTel >

£ Hacrpolikn >

Pacnpe,qeneHme nonb3oBsarenei KOHKypEHTHbIe coegmHeHua
& Pa6ouve vecta >
3 Bcero 4 13 4 foCTynHo

all MowuTopuHr >

M FreelPA
B MSAD
Bcero M BcrpoeHHbiii AKTUBHO

) g

PucyHok 1 — OkHo dyHkumm «O630p» B rpadmyeckoM nHTepderce ynpasneHus Termidesk

3.4 . OyHKumua «KOMMNOHEHTbI»

Mpw HaxkaTum B neBor 4YacTu rpacdumyeckoro MHTepdernca Ha GyHKLMIO «KOMMOHEHTbI» OTKPbIBAETCS

CMUCOK, coaepykallumi npoueaypb! ana noarotoBku doHaos BPM k gocTtaeke.

®OyHKuus «KOMMNOHEHTbI» NpeacTaBneHa CIeAYHOLWLMMU NMPOoLeaypPaMm (cm. PucyHok 2):
» «[locTaBLWMKM pecypcoB» — onpepensieT nopsiaok AEUCTBUM O/ HAacTPOMKM B3aMMOLEUCTBUS C

npegonpeaeneHHbiMM naatdopMamm BupTyanmsaumm n OC ana pasmeweHms doHgos BPM;
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* «JloMeHbl ayTeHTUDUKALUN» — ONpeaensieT NopaaoK AENCTBUIM ANS HAaCTPOMKM B3aMMOAENCTBUS C
npeponpeaeneHHbIMU UCTOYHMKAMU CBEAEHUIM O CYBbEKTAX U UX MONHOMOYMSIX;

» «[apameTpbl rocteeBbix OC» - onpenensieT OencTBMa MO TUMNOBOM  KOHMUrypaumm
noaaepxxusaembix OC, ncnonbsyembix B poHaax BPM;

» «[1poTokonbl AOCTaBKU» — onpeaensieT KOHbUIypauuo NoaaepXXMBaeMbiX NPoOTOKOJIOB YAaNeHHOro
[OCTYnMa, UCNOMb3yeMbIX 4N18 AocTaBku BPM;

» «Cetn» - onpegendeTr napaMeTpbl IP-ceTe171, MCNOJb3yeMbIX MNOMAb30BaTENAMU ONA O0CTyMNa K

dboHgam BPM.
E TERMIDESK @ @ CucTeMHbI Nonb3osatens (u) v
@ O0630p

MocTaBLUMKN pecypcoB -
MmecTa 8l 2 NocraBLwmkK pecypcos E3 4 donabl pasounx mect U 3 [lomeHbl ayTeHTHGUKaLMm
& KomnoHenTsl > LakK pecyp A6l P Jit yTeHTUdMKaLY

[loMeHbl ayTeHTUdUKaLmm

® o ©®2 KXo His @4 Ao 23 H=H4

MapameTpel rocteBbix OC
£ Hactpoiiku >

TPOTOKO/ILI 40CTABKM

g rnonb3oBaTtenei KoHKypeHTHble coefrHeHns
[ Pa6ouve mecta > em

4 134 goctynHo

_all MonuTopuHr >

M FreelPA
B MSAD
Bcero M BcrpoeHHblid AKTUBHO

—

PucyHok 2 — OkHo dyHKumMM «KoMMNoHeHTbI» B rpacdmyeckoM nHTepdernce ynpasneHus Termidesk

3.5 . dyHkuma «HacTpoiku»

Mpy HaxkaTuM B neBor 4YacTu rpacduyeckoro mHTepdenca Ha GyHkumo «HacTponku» OTKpbiBaeTcs
CNMCoK npouenyp ona GopMUMPOBaHUA 3ProHOMUYHOrO npeacTaeneHuss ¢doHpoe BPM B uHTepdelice

Nonb30BaTeNs, @ TaKXKe KOHDUIypaLUmMmM CUCTEMHBbIX NapameTpoB Termidesk.

®OyHKuus «HacTporkum» npeacTaBneHa CiesyroWwmMMmn npoueaypamm (cm. Pucyrok 3):
» «[anepes» — onpenensieT Nopsaaok AEUCTBUMMA MO PasMELLEHUIO TpadUUeCcKUX MpeacTaB/IeHUn,

CBSi3aHHbIX C BW3YyasibHbIM OTOGpaxkeHneM d¢doHaoB BPM B uHTepdence nonb3oBatens wu
nHTepdernce ynpaeneHus;

» «[pynnbl paboumx MecT» — onpepensieT NOpPsAOK LEUCTBUIM 4SS TOTMYECKOM rpynnupoBKM hoHA0B
BPM;

» «CucTteMHble NapaMeTpbI» — onpeaensieT CUCTEMHYO KoHbuUrypauuto Termidesk;
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» «JluueHsus» - 3apaeT Gann NMUEH3UKM, a TakKXKe MO3BOMISET BbIMNOMHUTL MPOCMOTP  YXKe
YCTQHOBMIEHHOW IMLEH3UN U YCTAHOBNEHHOW BEPCUM MPOrPaMMHOI0 KOMIMIEKCa;

* «YnpaBneHve ponsiMmM» — 3a4a€T MapaMeTpbl AOCTyNa K MHTepdency ynpaB/ieHMs Ha OCHOBE
posieBon Moaenu;

» «YnpaeneHne ACL» - 3a4a€T napaMeTpbl AOCTYNa K YrNpaBieHUto oTaeNbHbiMKU doHaamMmn BPM Ha
OCHOBe pO/IeBOM MoAenu;

» «[nobanbHble NONUTUKU» - 33[AET rN10BANIbHbIE MAapaMeTpbl Ans paboTbl nonb3osatenen ¢ BPM,

nepekpbiBarowne nHamMemayasbHble HaCTDOIZKM.

@b O630p

Fanepen =
2 MmecTa Bl 2 nocraswymkm pecypcos Ed 4 ®onasl pasounx mect U 3 Jomenbl ayTeHTdMKaLmn

& KOMMOHEeHTb! >

Tpynnbl pabosnx Mect

®o ®2 Ko EIs @4 Ao 23 [H4
CUCTeMHble NapameTpel
£ HacTpoiiku >
NnueH3uns
% nonb3oBaTenei KOHKypEHTHbIe coeJMHeHunA
D PaGoune mMecta > npaBneHKe ponamMm
Ynpasnerwe ACL 4 13 4 jocTynto
..||| MOHUTOPUHF > rno6anbHsle NoAMTUKA

M FreelPA
B MSAD
Bcero W BcTpoeHHbIii AKTUBHO

~r

PucyHok 3 — OkHo dyHKuUmmM «HacTporkn» B rpadmyeckoM nHTepdence ynpasneHus Termidesk

3.6 . OyHkuma «Paboune mecta»

Mpu HaxkaTMm B NeBom YacTu rpadmyeckoro MHTepderca Ha dyHkumMo «Paboume MecTa» OTKpbIBaeTCs
CNMCOK npoueayp oas yrnpaeneHms doHagamm BPM 1 npocMoTpa akTUBHbIX NOJIb30BaTENIbCKMUX CECCUM HA
BblaaHHbIX BPM.
®OyHkuus «Paboune MecTa» npeacTaBneHa CneayroLWwMMm NpoLesypamMm (cm. PucyHok 3):
* «@oHAabI» — MNO3BONSET 06eCneYnTb XXU3HEHHbIM uukn doHaos BPM, ot MomMeHTa co3maHua u oo
3aBepLUeHMs IKCMyaTaumm;
» «Ceccum» — no3BONSIET MPOCMaTPMBaATb MHGDOPMaLMIO 06 aKTUBHbLIX CECCUMAX MOJIb30BATENEN Ha
BblOaHHbIX BPM;
* «MHamMBUAyanbHble paboune mMecTa» — MnO3BONsSIET NpocMoTpeTb cnucok BPM wus Bcex ¢oHpos
BPM.
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E @ TERMIDESK @ @Cuneuuhlﬁ noab3oBaTens (u) v
@ 0630p
e MecTa &l 25 Nocrasupiy pecypcos B3 100 dorgel pabounx mect U 27 JomeHsi
& KomrorenTsl > ayTeHTUdUKaLM
Ceccun
MHavBnayanbHole pabodne ® 0 @ 25 ‘K 0 188 @ 100 A 0 :ﬂ 9 I@I57
L8 Hactpoiiku > o
Q PaGouue mecta » nonb3oBaTenei KOHKYpPEHTHbLIE cOoeUHEHNS

7 13 10 gocTynHo

all Monvmopynr >
W ip_auth 4.3rc1

M ip_auth 4.3rc2
M SAML 4.3b2-comp

B MSAD 4.2.1
SAML 4.3b2_comp
MSAD 4.3b2-comp
M SAML 4.3rcl

B MSAD 4.3b2_comp AKTUBHO
W SAML 4.3rc2
B MSAD 4.3rcl

M BcTpoeHHbiiA
W MSAD 4.3rc2 P

B SAML 4.2.1

PucyHok 4 — OkHo dyHKkumm «Paboune mecTa» B rpadmyeckoM nHTepderice ynpasnenus Termidesk

3.7 . ®yHKumMa «MOHUTOPUHM»

Mpy HaxkaTum B NeBOM 4YacTu rpaduyeckoro MHTepderca Ha GyHKUMIO «MOHUTOPUHI» OTKPbIBAETCS
CMUCOK npouesyp AN MPOCMOTpPa W BbIrpy3kuM B dann cobbITMM OeUCTBUM CYyOBEKTOB AOCTyna B

nHTepdence ynpasneHus, a TakxKe cobbITM byHKUMOHMPOBaHUS cepepa Termidesk.

CDyHKu,Mﬂ «MOHUTOPUHI» NpeacTaBneHa cienyroLWMMM NpoLeaypamm (cm. PucyHok 5):
» «XypHanbl» —  MO3BOMSIET  MPOCMATpMBaTb W  BbIrpyXkaTb B csv-ann  cobbiTua
dyHKUMOHMpoBaHMa cepepa Termidesk;
* «AyauT» — MO3BONSIET MPOCMATPUBATb, BbIrPy»KaTb B csv-(dana U KONMPOBaTb OTAeNIbHble CTPOKM
COBbITUIN AENCTBUIN NONb30BATENEN U AAMUHUCTPATOPOB B MHTepdence ynpasneHus;
* «OTyeTbl» - MO3BONSIET MPOCMATPMBaATb U BbIFPYXXaTb OTYETbI MO MONb30BATENIbCKOMY BXOA4Y,

CeéaHCaM Ui nogKIr4vYeHnaM.
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@ @ CYCTEMHBIA NoAL30BaTenk (u) ¥

& 06z0p
& KoMmnoHeHTbl >
£ Hacrpoikn >

m Paboune mecta >

all MoruTopunr

>

MOHUTOPWUHI
KypHans!
Ayt

OTYETDI

ET N0 NocneaHeMy NoNsL30BaTENbCKOMY BXOAY B CUCTEMY
ET N0 NONb30BaTENLCKNM CeaHCaM

ET N0 NOAb30BATENLCKIM NOAKAKYEHWNAM

HoBbliA ~ PepaktvpoBsate | | Yganutb
KommeHTapwia
1-3m33 | & < 1 w31 > »

PucyHok 5 — OkHo dyHKUMM «MOHUTOPUHT» B rpadmyeckom uHTepdence ynpasneHma Termidesk
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4 . MEPEYEHb COKPALLEHUM

CokpalueHune MosicHeHUe
BPM BupTtyanbHoe paboyee MecTo
oC OnepaumoHHas cucteMa
CvybA CucTeMa ynpasneHus 6azamMu JaHHbIX
ACL Access Control List (cnucok koHTpons goctyna)
HTML Hypertext Markup Language (3bIK rmnepTeKCTOBOW pa3MeTKM)
HTTPS Hypertext Transfer Protocol Secure (pacumpenue npotokona HTTP gns
noaAepXXKU WndpoBaHus)
IP Internet Protocol (MexxceTeBon npoTokon)
RDP Remote Desktop Protocol (npoTokon yaaneHHoro pabouero crona)
RDS Remote Desktop Services (cny»6bl yoaneHHoro paboyero ctona Microsoft)
RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabo4mx CTONOB)
STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux Special

Edition (Server))
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