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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHMUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTOM pykoBOACTBe NMpMBEAEHO Ha3HayeHWe, YCTAaHOBKA M HAacTporka KoMmoHeHTa «Lnto3». Ona Toro,
yTOOblI MONYYUTH MHPOPMALMIO O MeCcTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCe, HeobxoamMMo
06paTUTBLCS KO BTOPOM 4YacTu pykoBoacTBa agMuHucTpatopa - CJZTET.10001-01 90 02 «PykoBoactBo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»
KomnoHeHT «LUnto3» (ganee - LWnto3) BxoguT B cocTtas Termidesk.

Lnto3 oTBevaeT 3a TYHHENMPOBaHME MPOTOKOMOB AOCTaBKM, MCMOJMb3YHOLWMX TPAHCMOPTHbIA MNPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo

BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMKU «YHUMBepCcasbHbIM aucretTyep», «MeHemkep pabouymx MecT», Tak M OTAe/IbHO Mpwu
HeobxoaMMOoCTM 0becnevnTb pacnpenesieHHY KOHbUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-01 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».

A B 3KcnepuMeHTanbHOM pexkuMe pobaBneHa BO3MOXHOCTb MCMONb30BaHMA HoBoro Llntoza
termidesk-gateway. MHbopmaLmsa 06 ycTaHoBKke npuBeneHa B nogpasgene YcraHoBka Lntosa.
MHbopmauma o HacTporke npuBeseHa B nogpasgene [lapamMeTpbl  KOHGUrypupoBaHUs
KOMMOHEHTA.

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

TpeboBaHMs K annapaTHOMY M MPOrpaMMHOMY 0BecrneyYeHMto COOTBETCTBYOT TpeboBaHMaM K Termidesk,
npuBeaeHHbiM B gokyMeHTe CJIET.10001-01 90 01 «PykoBoacTBo aAMMHMCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJieKca».

1.4 . Tunorpadckue cornawieHus

B HacToaLwEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:
" MOHOWMWPWUHHBIA WPUDT — UCMONb3yeTcs A[As BbloeneHus ¢GparMeHToB TekCcTa Mporpamm,

HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), MNyTer MepeMeELLEHMs, CTPOK KOMMEHTapueB,
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Pa3NIMYHbIX NPOrPaMMHbIX 31eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03HAYeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHUM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMOMHUTb CrieaytoLLee:
* CKOMWpPOBaTb B AOMALLIHUIA KaTasor nosib3oBaTens obpas Ancka termidesk-<Bepcusi> . 1s0;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

DaHHyto komaHpy (sudo apt update) HeobBXo0AMMO BbIMOMHATH MPU KaXAOM M3MEHEHUM CrumcKa
MCTOYHMKOB MaKeTOB WUJIM MPU U3MEHEHUU COLEPXKMMOIO 3TUX MCTOYHUKOB.

2.2 . YcrtaHoska LLnto3a

MoproToBka K yCTaHOBKE M HEMoCpeacTBEHHO ycTaHoBKa LLnto3a B pasHbix koHburypaumsax Termidesk
npuBegeHa B pokymeHTe CJIET.10001-01 90 01 «PykoBoacTtBo aAMMHUCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJIeKCa».
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[Ons 3KkcnepyMMeHTaNbHOro MCMNoNb30BaHMS AobaBneH HoBbiM LUnto3 termidesk-gateway, KOTOpbI B

CcnenyroLWmxX BEPCUSIX 3aMEHUT CYLLUECTBYOWNM termidesk-wsproxy.

& WVcnonb3osaHue HoBoro LLnto3a asnsetca JKCNeEPUMEHTANIbHbIM, €ro yYCTaHOBKa peKOMeHAYeTCA
TOJIbKO B O3HAKOMUTEJIbHbIX LI,EJ'IFlX!

Lnsa yctaHoeku HoBoro LU nto3a Heobxoanmo:

" OCTaHOBUTb CJ'Iy)K6y ncnonbsyemoro LLntoza:
:~$ sudo systemctl stop termidesk-wsproxy

" OTKJ/IFOYUTb aBTOMATUUECKUM 3anycK Cnybbl:
:~$ sudo systemctl disable termidesk-wsproxy

* BbINOJIHUTb YCTAHOBKY termidesk-gateway M3 nogkatoueHHoOro peno3utopus Termidesk:
:~$ sudo apt install termidesk-gateway

3aBMCMMOCTM NakeTa termidesk-gateway:
* libc6 (>= 2.14);
» libgccl (>= 1:3.3.1);
» libssll1.1 (>= 1.1.0);
» libstdc++6 (>= 5.2);
* Tibuvl (>= 1.4.2);
*» z1liblg (>= 1:1.1.4).

MpoBepka cocTosiHMA cny>6bl termidesk-gateway BbIMONHAETCS KOMaHAOM:
:~$ sudo systemctl status termidesk-gateway
Crtpoka «Active» O0TObBpa)kaeT COCTOsSIHWE CepBUCa, rae CTaTyc «active (running)» cBUAETENbCTBYET

06 ycnewHoM 3anycke termidesk-gateway.

Lna npocmoTtpa yctaHoBneHHow Bepcuu LLinto3a termidesk-gateway HY>KHO BbIMOAHUT:

:~$ termidesk-gateway -v

2.3 . YpaneHue LLnio3a

DevicteBua no ypaneHuto LLnto3a maeHTUYHBbI pgencTBusM no ypaneHuto Termidesk u npuBeneHbl B
pokymeHTe CJIET.10001-01 90 01 «PykoBoacTBo agMMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOI0
KOMIneKca».

Ons ynanenusa Hoeoro LLnto3a termidesk-gateway HEO6XOAMMO BbIMOHUTD:

* yoanuTb be3 noaTBepxaeHMsa termidesk-gateway:
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:~$ sudo aptitude purge -y termidesk-gateway
" OYUCTUTb OCTaBLUUNECA 3aBUNCUMOCTU U KOHd)VIpraLI,VIVIi
:~$ sudo aptitude purge ~c -y

Ecnm nocne ypaneHus Hosoro LUnto3a HeobxopuMo BKIIOUYMTbL paHee WCMOMb30BaBLUYHOCS BEPCUIO
(termidesk-wsproxy), Hy>Ho:

* [06aBUTb cNy>kby termidesk-wsproxy B aBTO3arpysky:
:~$ sudo systemctl enable termidesk-wsproxy
* BbIMOMHUTb 3aNyCcK CNy>Xbbl termidesk-wsproxy:

:~$ sudo systemctl start termidesk-wsproxy

2.4 . ObHoBneHue LLinto3a

LerictBna no obHosneHuo LLIntosa naeHTUUHbI aencTemnam no obHoeneHuto Termidesk n npueeneHbl B
pokymenTe CJIET.10001-01 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro

KOMMekca».

O6HoBneHME 3KCMepUMEHTaNIbHOrO MpoToTMna Hoeoro LUnto3a termidesk-gateway BbINosiHAETCS
npoueaypon ycTaHoBKkM HoBou Bepcuun. lNpu obHoBneHun termidesk-gateway dann /1lib/systemd/
system/termidesk-gateway.service byget nepesanuncaH. KoHdurypaumoHHbin dann LLntosa /etc/
termidesk/termidesk-gateway.conf oCcTaHeTCs Npe>xXHUM.

Mpwn obHoBNEHUM pacrpeseneHHor KOHPUrypaumm HeobXoaMMO YYecTb, YTO €C/IM paHee Ha y3nax-
Wwto3ax bbin ycTaHoBneH termidesk-gateway, Heo6XoAMMO CHavana OBHOBUTb 3TWU Y3/bl, U TONIbKO

MOTOM - y3/bl-AUCMETYEpPbI U y3Nbl-MeHemkepbl BPM.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U HYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHaaMu:
1 :~$ sudo systemctl enable termidesk-wsproxy
2 :~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

1 :~$ sudo systemctl stop termidesk-wsproxy
2 :~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMIMOHEHTaA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.
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MapameTpbl Lnto3a 3apatoTcs nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYrMHbIX NepeMeHHbIX U apryMeHTOB NnpmuBegeH B Ta6nmu,e (cm. Tabnuua 1).

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HaunmeHoBaHMe nepeMeHHOM

3HauyeHue no
YMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHOHOM

CTPOKM

WSPROXY_PORT

5099

MopT npocnyLwmBaHus cny>k6bl

He 3anaH

WSPROXY_BIND_ADDRESS

127.0.0.1

Appec npocnyLmMBaHMs CNy>bbl.
Mpw pacnpeneneHHoM ycTaHOBKe
HeobXxoAuMO MCMOoNb30BaTb
3HayeHue 0.0.0.0, 4Tobbl NopT
5099 NpOCNyLLMBANCA He TONbKO
localhost, ecnu nnaHmnpyeTcs
NPUHMMATb 3aMpochl Ha
NOAK/HOYEHUS C BHELLHUX CUCTEM
(HanpwMep, c 6aNaHCUPOBLLMKOB
Harpysku)

He 3agaH

WSPROXY_HEALTH_CHECK_PORT

8101

MopT Beb-cepBepa gns
obcnyyxmeaHus APIl-3anpocos no
coctosHuto Lnto3a (healthcheck).

Mo yMonyaHuto nepemMeHHas He
ncnonb3yetcs (3aKOMMEHTUPOBaHa)

He 3agaH

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/termidesk-
vdi/wsproxy-
healthcheck.pem

MyTb K cepTudUKaTy (OTKpbITOMY
KJt04Yy), KOTOPbIN UCMONb3yeTcs AN
3alWMTbl noakntoveHnsa API-
3anpocoB no cocTosiHuio LLinto3a
(healthcheck).

Mo yMonyaHuto nepeMeHHas He
ucnonbsyeTtcs (3aKOMMEHTMPOBaHa).

MpumeyaHwue: cepTudmkar -
apTedakT, coaep kalumi
MHGOpPMaLMIO 0 BnajesbLie Knoua u
NOATBEPXKAAMOLLMIA
NMPUHAANEXHOCTb KJIOYa BnajesbLy

He 3apaH
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HaunmeHoBaHMe nepeMeHHOM

3HauyeHue no
YMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHOHOM
CTPOKU

WSPROXY_HEALTH_CHECK_KEY

/etc/opt/termidesk-
vdi/wsproxy-
healthcheck.key

MyTb K 3aKpbITOMY KJIHO4Y, KOTOPbIH
ncnonb3yeTca Ans 3aluUTbl
noaktoveHuns APl-3anpocos no

coctosiHuto LLnto3a (healthcheck).

Mo yMonyaHuto nepeMeHHast He
ncrnonb3yetcs (3aKOMMEHTUPOBAHA).

MpumeyaHue: kntoy -
nocneaoBaTelbHOCTb
nceBaoC/y4YarHbIX Ymcen,
creHepupoBaHHasi 0CobbiM 06pazom

He 3anaH

LOG_LEVEL

INFO

AprymMeHT KOMaHAHOW CTPOKMU
NPUMEHSIETCS A1 USMEHEHUS
ypoBHS normnposaHus LLntoza.
M3HauanbHO ypoBeHb JIOrMpOBaHUS
NPUMEHSETCA U3 3HAYEHUS
nepemMeHHom LOG_LEVEL
KOHUrypaumoHHoro ganna /etc/
opt/termidesk-vdi/
termidesk.conf. lns Toro 4tobbI
NPUMEHUTb YPOBEHb JIOrMPOBAHUA
U3 aprymMeHTa KOMaH4HOM CTPOKM,
HeobxoaMMO OTpenakTUPOBaTb
unit-cdann cnyx6bl Lntoza:

* OTKpbITb 4Js
penakTupoBaHua dann /1ib/
systemd/system/
termidesk-
wSproxy.service ;

" HaWTW CTPOKY,
Ha4YMHaloLLYHOCS C
ExecStart u 0obaBuUTb KoY
--Tloglevel C HY>XHbIM
YpOBHEM.

Mpumep cTpokwu:

ExecStart=/opt/termidesk/

share/termidesk-vdi/venv/

bin/python wsproxy.py --
verification-key=/etc/opt/
termidesk-vdi/wsproxy/
id_rsa.pub --host=$

{WSPROXY_BIND_ADDRESS} --

port=${WSPROXY_PORT} --

loglevel=INFO

3aTeM BbINOSHUTbL Nepesanyck
KOHUrypaumm n cnyxosbi:

* BbINOJHWUTb KOMaHAy sudo
systemctl daemon-reload

* BbINOAHUTbL KOMaHAy sudo
systemctl restart
termidesk-wsproxy.

--loglevel

Bbinyck ot aekabps 2023

11



@ TERMIDESK CJIET.10001-01 90 05

& [anee nHdopMauma oTHOCUTCA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

MapameTpbl KoH$pUrypupoBaHua Hoeoro LLnto3a 3apatoTcs M3 KOHUrypauMoHHOro darina

/etc/

termidesk/termidesk-gateway.conf npu ycnoBum onpeneneHuss nepemMeHHblXx B danne /lib/

systemd/system/termidesk-gateway.service.

& Tpu HeobxoaMMoOCTU NepeonpeaennTb NapaMeTpsbl 3anycka LLintosa yepes nHTepdenc komaHaHOM

CTPOKM, HEOBXOAMMO CHaYasla OCTaHOBUTb CNYXOY:

:~$ sudo systemctl stop termidesk-gateway

MoMMMO apryMeHTOB KOMaHAHOM CTPOKM MapaMeTpbl 3amnycka Cayxbbl Moryt 6biTb
nepeonpegeneHbl B unit-danne cnyxbbl termidesk- gateway /lib/systemd/system/

termidesk-gateway.service.

Mpumep damna /1ib/systemd/system/termidesk-gateway.service:

[Unit]
Description=Termidesk Gateway
After=network.target
[Service]
Environment=wsServerIP=0.0.0.0
Environment=wsServerPort=5099
Environment=urlCheckToken=http: /127.0.0.1:8000/ap1i/wsproxy/vl/verify
Environment=gatewaylLogMode="-1"
9 Environment=wsIdleTimeout=30
10 Environment=mgtServerIP=0.0.0.0
11 Environment=mgtServerPort=8444
12 Environment=wssServerIP=0.0.0.0
13 Environment=wssServerPort=8443
14 Environment=sslKey=/etc/termidesk/ssl-cert-snakeoil.key
15 Environment=sslCert=/etc/termidesk/ssl-cert-snakeoil.pem
16 Environment=healthCheckAccessKey=a0e08d1b0e95dfeadf431d5849b934e09ac5067b
17 EnvironmentFile=-/etc/termidesk/termidesk-gateway.conf
18 Restart=on-failure
19 RestartSec=5
20 User=termidesk-gateway
21  Group=termidesk-gateway
22 ExecStart=/usr/bin/termidesk-gateway ${gatewaylLogMode} \
23 -wsServerIP=${wsServerIP} -wsServerPort=${wsServerPort} \
24 -urlCheckToken=${urlCheckToken} -wsIdleTimeout=${wsIdleTimeout} \
25 -mgtServerIP=${mgtServerIP} -mgtServerPort=${mgtServerPort} \
26 -healthCheckAccessKey=${healthCheckAccessKey} \
27 -wssServerIP=${wssServerIP} \

co~NOUL DS WNH

28 -wssServerPort=${wssServerPort} \
29 -sslKey=/etc/termidesk/ssl-cert-snakeoil.key \
30 -sslCert=/etc/termidesk/ssl-cert-snakeoil.pem

31 [Install]
32  WantedBy=multi-user.target

[ns 3apaHusa napaMeTpoB KoHPUrypuposaHusa Hosoro LLnto3a us danna Heobxoanmo:
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* co3paTb Katanor /etc/termidesk/, ecnu ero Het:

:~$ sudo mkdir /etc/termidesk/

* co3aaTb nycTon damn /etc/termidesk/ termidesk-gateway.conf:

:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

» oTpenakTMpoBaTtb ann  termidesk-gateway.conf, ykazaB HeobXoguMble 3Ha4yeHMUs

CNET.10001-01 90 05

rMapamMeTpoB:
1 # Ajgpeca, Ha KOTOPbIX MPUHMMATb BXOAALLME MOAK/THOYEHNSA
2  wsServerIP=0.0.0.0
3 # MMpocnywmBaemblii NOPT 415 BXOAALLMX NOAKHOUYEHWI
4 wsServerPort=5099
5 # Apgpec 6pokepa, Mo KOTOpoMy OyAeT OCyLeCTBAATLCA NPOBEPKA N0/b30BATENbCKMX MOAKMOUEHWI B
Crlyyae KOMMJ/IEKCHOM yCTaHOBKM
6  # Ecnu nporpammMHbiil komnaekc Termidesk ycTaHOBMEH B pacnpegesieHHOM BapuaHte, BMeCTO
127.0.0.1 cnegyer ykasatb afpec 6anaHcMpoBLLMKa
7 urlCheckToken=https://127.0.0.1/api/wsproxy/vl/verify
8 # VIHTepBaU1 yCTaHOBKM cOoefMHeHns (B cekyHaax)
9 wsIdleTimeout=30
10 # Pexum XypHanmposaHus .
11  gatewaylLogMode=-1 - BKIOYUTb OTNAAKY YpoBHA INFO.
12 # gatewaylLogMode="-d" - BKMOUNTb OTNAAKY YPOBHA DEBUG.
13  # Tlyctoe 3HayeHve napameTpa gatewaylLogMode= - BbIKMOUUTL OTNAAKY .
14 # Appec ans goctyna Kk API
15 # ECNn HYXHO, 4TOObI OCTYN Obl/Y BHELIHUX CUCTEM, TO BMECTO 127.0.0.1 crefyeT ykasaTb
0.0.0.0
16  mgtServerIP=127.0.0.1
17 # [Mopt gna goctyna k API
18 mgtServerPort=8102
19  # Knwou goctyna asa ayteHTudmnkaumm 3anpocos Kk API. YkasaHue 3HayeHus knova obasarenibHo
20  # Tpu 3agaHuu KIoYa ero pasMep LO/MKEH COCTaBNATL OT O 40 64 CVMMBO/MA, A0/HKHbI UCMOMb30BATLCA
CVMMBO/IbI B LUECTHAALATEPUYHON cucTeme (0-9, a-f)
21 healthCheckAccessKey=a0e08d1b0e95dfeadf431d5849b934e09ac5067b

* BbINOJHUTb Nepe3arpysky cay>k6bl U Moayns:

:~$ systemctl daemon-reload & systemctl restart termidesk-gateway.service

JocTtynHble mapamMeTpbl, a Tak)Xe apryMeHTbl KOMaHAHOW CTpoku ana Hosoro Llntosa npuseneHbl B

Tabnuue (cm. Tabnuua 2).

Ons nonyyeHua uHdpopMauum MO AOCTYMHbIM MapamMeTpamM U3 MHTepdenrca KOMaHAHOM CTPOKM,

HeO6X0,D,VI MO BbIMOJIHUTb KOMaHAY:

:~$ termidesk-gateway --help
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Tabnuua 2 — JocTynHble NnepeMeHHble HoBoro LLinto3a

CNET.10001-01 90 05

HaunmeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOMU
CTPOKMU

wsServerPort

5099

MopT npocnyLwmBaHus cny>k6bl
AN BXOAALLMX NOAKIHOUYEHUN

--wsServerPort

wsServerIP

127.0.0.1

Appec npocnywunsaHus
BXOAALLMX MOAKIHOUYEHUI NPU
KOMIMNEKCHOM YCTaHOBKe.
Mpu pacnpeneneHHoM
YCTaHOBKe HeobxoaMMo
MCMONb30BaTb 3HaYeHMe
0.0.0.0, yTobbI MNOPT 5099
NPOCAYLUMBAJICS HE TOMbKO
localhost, ecnm nnaHmnpyeTcs
NPWUHUMATb 3aMnpochl Ha
NOAK/HOYEHMS C BHELLHUX
cuctem (Hanpumep, €
6anaHCMpPOBLLMKOB HarpysKm)

--wsServerIP

He 3agaHo

10000

MopT npocnyLwmBaHus cny>k6bl
LNA BXOAALLMX MOAKHOHUEHMIA NO
npoTtokony SSL

--wssServerPort

He 3agaHo

127.0.0.1

Appec npocnyLimBaHums
BXOAALLMX MOAKIIHOYEHUIA MO
npoTtokony SSL npwu
KOMIMJIEKCHOM YCTaHOBKE.
Mpu pacnpeneneHHoM
YCTaHOBKE He06X0AMMO
MCMNONb30BaTb 3HaYeHME
0.0.0.0, yTobbl NOpPT
NPOCNYLLMBAJCS HE TONbKO
localhost, ecnn nnaHmpyeTcs
NPUHUMATb 3aMnpockl Ha
NOAK/IFOYEHUS C BHELLIHUX
cucTeM (HanpuMep, €
6anaHCMpPOBLLMKOB HarpysKu)

--wssServerIP
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HaunmeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOMU
CTPOKMU

He 3apaHo

Het

MyTb k danny kntoya gns
coeamHeHms SSL.

Mpumep KoMaHAapl, B KOTOPOU
nepeonpeneneHbl NapamMeTpbl
3anycka cnyx6bl LWntoza,
yKasaHbl NyTH K Bannam Kitoya
n cepTUdMKaTa U BKIIHOYEH
OT/Iaf04HbIN PEXXUM:

:~$ termidesk-gateway
--wssServerIP=0.0.0.0
--wssServerPort=8443 --
sslKey=/etc/ssl/
private/ssl-cert-
snakeoil.key --sslCert=
/etc/ssl/certs/ssl-
cert-snakeoil.pem --
debug

Mpu ncnonb3oBaHum
CcepTUPUKATOB U KJTHOYEN Ha
dannbl . key n .pem
HeobxoAMMO BblAATb NpaBa Ha
yTeHue KoMaHaoM chmod 644:

:~$ sudo chmod 644 /
etc/termidesk/ssl-cert-
snakeoil.key

:~$ sudo chmod 644 /
etc/termidesk/ssl-cert-
snakeoil.pem

M nepesanyctutb termidesk-
gateway:

:~$ sudo systemctl
restart termidesk-
gateway.service

--sslKey

He 3apaHo

Het

MyTb Kk banny ceptTudmkaTa ons
coeamHeHusa SSL.

Mpumep koMaHabI ons
nepeonpeneneHuns napaMeTpa
NnpvBeLEH BblLLe

--sslCert

He 3agaHo

Het

MaponbHasa dpasza ans
coeamHeHunsa SSL

--sslPassPhrase

He 3agaHo

Het

MyTb k dbanny c kao4aMm
Onddbu-XennmaHa gna
coepmHeHus SSL

--sslDhParams
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HaunmeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOMU
CTPOKMU

He 3apaHo

Het

MyTb K KOpHEBOMY
cepTuduUKaTy, Ha KOTOPOM
BbiNyLleH cepTudmKar,
yKa3aHHbIM B NapaMeTpe
sslCert.

Mcnonb3yeTcs ona npoBepku
NOA/IMHHOCTU YKa3aHHOro B
rnapamMeTtpe sslCert
ceptudmkara

--sslCa

He 3apaHo

Het

Mcnonb3yembit anroput™m ans
npeobpasoBaHM OJis
coegmHeHmnsa SSL

--sslCiphers

urlCheckToken

https://127.0.0.1/
api/wsproxy/vl/
verify

IP-appec unn FQDN
ancnetyepa Termidesk ans
obcny>xueaHusa APl-3anpocos
no coctosiHuto LLinto3a B cnyyae
KOMMJIEKCHOW YCTaHOBKM.

Ecnu nporpaMMHbIn KOMANEKC
Termidesk ycTaHoBneH B
pacrnpefeneHHOM BapuaHTe,
cnepyeT U3MEHUTb 3HAUYEHUE
127.0.0.1 Ha BHewHun |P-
appec unn FQDN
BanaHcMpoBLUMKA

He 3apaHo

30

MHTepBan ycTaHOBKU
coeamHeHus (B cekyHaax)

--wsIdleTimeout
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HaumeHoBaHue 3Ha4yeHue no OnucaHue ApryMeHT KOMaHAHOMU
nepeMeHHOMU YMOJIYQHUIO CTPOKM
gatewaylLogMode Het AKTUMBaLMA U NepeksoYeHme -d
pexxmMa XXypHanmnpoBaHus. -1

3HaueHue 3apaeTcsa Yepes dann
termidesk-gateway.conf.

Mpu 3HaueHUU «—-d»
aKTUBMPYETCS MNOAPOOBHbLIN
pexxuM ypoBHs DEBUG, npu
3HaYeHUM «—1» aKTUBUPYETCH
MeHee NoApPOBHbIN peXxxKnm
ypoeHsi INFO. lMNMycToe 3HaueHMe
napameTpa NpuBoAnuT K
OTKJTFOYEHMIO PEXXMMaA
YKYpHanMpoBaHus.

AKTUBMPOBATb PEXXUM MOXKHO
TaK)Ke Yyepes apryMeHT
KOMaHAHOM CTPOKM, 4SS 3TOro
BbINO/IHNTb:

termidesk-gateway
<3HayeHune>

Mpumep:
termidesk-gateway -1

MHdbopmaums ByaeT BbIBOAUTLCS
B MHTepdenc KoMaHAHOM
cTpoku. [Ins npekpalueHus
BbIBOZAA M OTKJIHOYEHUS peXxKnma
HeobXoAMMO HayKaTb coYeTaHue
knasuw <Ctrl>+<C>
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HaumeHoBaHue 3Ha4yeHue no OnucaHue ApryMeHT KOMaHAHOMU
nepemMeHHOM YMOJTHaHUIO CTPOKM
mgtServerIP 127.0.0.1 3apaHue IP-apgpeca nnn FQDN --mgtServerIP

poctyna k APl LLntoza. Kog 200

B oTBeTe Ha API-3anpoc
CBUIETENLCTBYET O
paboTtocnocobHocTu LLnto3a.
Mpu pacnpeneneHHoM
YCTaHOBKE C/IeAyeT 3afiaTh
3Ha4yeHWe 0.0.0.0 ans
aKTUBALMM NpMema 3arnpocos C
BHELLHUX CUCTEM.

3anpoc c napameTpamm no
YMOJTYaHMIO YCMNELIHO
BbIMO/IHUTCA TO/LKO C Y313, Ha
KOTOpoM ycTaHoBneH LLnto3:

:~$ wget http://
localhost:8102/api/
health

Lna Toro uTobbI NONYUUTD
cocTosHue Wnto3za c gpyroro
Y3713, HY>KHO 334aTb NapameTpy
--mgtServerIP 3HayeHne
0.0.0.0. Nprmep koMaHAbI
ans 3anycka LLnwo3sa ¢
nepeonpeaeneHHbIMU
napameTpamu:

:~$ termidesk-gateway
--wsServerIP=0.0.0.0 --
wsServerPort=5099 --
urlCheckToken=http://
<FQDN_Y3na>/api/
wsproxy/vl/verify --
wsIdleTimeout=30 --
mgtServerIP=0.0.0.0 --
mgtServerPort=8102 --
healthCheckAccessKey=66
22b09199c62bcf9418ad846
ddee4bbdfc6ee4b

3HayeHUe Tak>Ke MOXKET ObITb
nepeonpeaeneHo Yepes damnn
termidesk-gateway.conf
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HaunmeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOMU
CTPOKMU

mgtServerPort

8102

3apaHuve nopTa goctyna K API
L nto3a.

Mo yMonyaHuto ncnonbsyeTcs
nopT 8102.

Mpumep koMaHabI s
nepeonpeneneHns napaMeTpos
3anycka LLnto3a ans goctyna K
API n3 BHelWHUX cucTem:

:~$ termidesk-gateway
--wsServerIP=0.0.0.0 --
wsServerPort=5099 --
urlCheckToken=http://
<FQDN_Y3na>/api/
wsproxy/vl/verify —--
wsIdleTimeout=30 --
mgtServerIP=0.0.0.0 --
mgtServerPort=8102 —-
healthCheckAccessKey=66
22b09199c62bcf9418ad846
ddOe4bbdfc6eedb

3HauyeHUe TaK)Ke MOXET BbITb
nepeonpeneneHo Yepes dan
termidesk-gateway.conf

--mgtServerPort

healthCheckAccessKey

a0e08d1b0e95dfea...

3apaHue kao4va 4ocTyna ans
ayTeHTUbMKaLLMKM 3aNpoCoB K
API Wntoza.

Mpumep KoMaHAapb! ans
nepeonpeneneHuns napaMeTpa
npueeneH BbliLle.

3HayeHUe TaK)Ke MOXeT ObITb
nepeonpeneneHo Yepes dan
termidesk-gateway.conf.
Mpu 3apaHKM 3HaYeHUs Kro4a
cnepyeT pyKOBOACTBOBATbLCS
NpaBW/IOM, YTO:

= pasMep K/o4a J0/KEH
coctasnatb ot 0 o 64
CUMBONa;

= [0/I>KHbl UCMOMb30BaTLCA
CUMBOJIbI B
LeCTHaaLaTepUYHOM
cucteme (0-9, a-f)

healthCheckAccessKey

He 3apaH

Het

Bbiog, Bepcum LLintoza

--version

MpuMep KOMaHAbl MPOBEPKM COCTOSAHMS KOMMOHEHTa 4epe3 yTunuty curl pna Hosoro Lntosa

termidesk-gateway:

:~$ curl -v -s =X

'GET'

"${HOSTNAME}:8102/api/health" -H 'accept: application/json' -H

"Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%{http_code}"
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3.3 . )XypHanupoBaHue

KypHan pabotbl ctaporo LLnto3a pacnonoxeH B danne /fvar/log/termidesk/wsproxy.log.

Ona NpoCMOTpa >XypHaJjia HOBOIo LLInto3a MOXHO BbINOAHUTB:

:~$ sudo journalctl -f -u termidesk-gateway.service

Unn:

:~$ sudo less /var/log/syslog
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4 . MEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

BPM BupTyanbHoe paboyee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
nporpaMMmMpoBaHus)

HTTP HyperText Transfer Protocol (npoTokon nepeaayu runeprekcTa)

HTTPS Hypertext Transfer Protocol Secure (pacwmpeHne npotokona HTTP ana
Noaaep>XKKM WndpoBaHUs)

IP Internet Protocol (Me>kceTeBoM npoTokon)

TCP Transmission Control Protocol (npoTokon ynpasneHusi nepepavem
[AaHHbIX)

Termidesk MporpamMHbIn koMnneke «ducneTyep NOaKIOYEHUI BUPTYaNbHbIX
pabounx mect Termidesk»
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