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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OKYMeHT SBNSeTCs CeAbMOM 4YacTbO PYKOBOACTBA agMMHUCTPATOpa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B 3TOoM pykoBoaCTBEe nNpuMBEAEHO Ha3HayeHWe, YCTAaHOBKA WM HacTpomka komnoHeHTa «Cepsep
TepMuHanoB». [ns Toro, 4Tto6bl MONYyYUTb MHOOPMALMIO O MecTe KOMMOHEHTa B MPOrpaMMHOM
KOMMJiekce, He0bXoaMMO 06pPaTUTLCA KO BTOPOM 4acTU PyKOBOACTBA agMuUHuUcTpaTopa - C/IET.10001-01

90 02 «PykoBoacTBo agMuHMCTpaTopa. HacTpoika nporpaMMHOro KoMmnaekca».

1.2 . Ha3HaueHue koMnoHeHTa «CepBep TepMUHANOB»

KomnoHeHT «CepBep TepMuHanoB» (nanee - cepsep TepmumHanos Astra Linux, STAL) Bxoaut B cocTas
Termidesk.

STAL obecneumBaeT MOAK/IHOYEHME MOMb30BATENbCKMX Paboumx CTaHUMKA K BUPTYalbHbIM paboymm
mectam (BPM) c onepaumorHHomn cuctemom (OC) Astra Linux Special Edition yepes ceaHc yganeHHoro
TepMUHana.

STAL no3BonsieT BbIMONHATL AOCTaBKY Kak paboyero ctona BPM ¢ OC Astra Linux Special Edition, Tak
M ONyBNKOBAHHbIX MPUTOXKEHUI.

STAL ycTaHaBnvBaeTCcs Ha Yy3es, BbIOpaHHbIM B Ka4yecTBE TEePMWHANbHOINO cepBepa, COBMECTHO C

koMnoHeHToM «CeccuoHHbIM AreHT» 13 coctasa Termidesk.

& [Ona pabotbl co STAL B nonutukax doHaga BPM napametpy «MexaHusm obecneveHus
6e3onacHocTu Ha ypoBHe cetn (RDP)» ponykHo 6bITb 3apaHo 3HaveHue « TLS» nnu «RDP» (cm.
noapasaen MobanbHble nonutuku poraa BPM goxkymenta CJTET.10001-01 90 02 «PykoBoacTtso
agMUHUCTpaTopa. HacTpolika nporpaMMHOro KOMmJiekca»).

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

Ons ycrtaHoBkn STAL MuHMManbHble annapaTHble TpeboBaHWS y3na [O/KHbI COOTBETCTBOBATb

ClleayoLWmM:

* npoueccop apxmuTekTypsbl Intel x86 pazpagHocTn 64 6UT;
* onepaTuBHas NamATb, He MeHee 2 ['b;
* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeamHeHune, He meHee 100 MéuT/c.

STAL ycTtaHaBnuBaetcs Ha OC Astra Linux Special Edition (Server). OC ponkHa 6bITb yCTaHOBNEHA C

rpadpuyeckum nHTepderncom.

Bbinyck ot aekabps 2023 3



@ TERMIDESK C/MET.10001-01 90 07

1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme CornalleHms:

* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeETCA ANa BblaeNeHus (pParMeEHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB U MNanok (AMPEKTOPUI), MyTeM MNepeMeLLeHMs, CTPOK KOMMEHTapwueB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMeHTOB (0ObEKT, KNacc, TUM, NepeMEHHas, KOMaHAa, Makpoc U T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, MWCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

pacrnpocTpaHsieMoro B opmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMoJIHMB 3anpoc Yepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbIMOMHUTb CNeAyoLLee:

* CKOMMPOBATb B IOMALLHMI KaTanor nonb3oBaTens 0bpas amMcka termidesk-<Bepcus> . iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-<Bepcusi>.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusa> . iso, YCTPOMCTBO 3aTeM MOHTUPYETCS B YKa3aHHbIM KaTasor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTasora repos MOAK/OYEHHOro obpasa Aucka B Katanor /var
nokanbHou ansioBOM CUCTEMBI:

:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT y3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo '"deb file:/var/repos/astra $(lsb_release -cs) non-free" > /
etc/apt/sources. list.d/termidesk_local. list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe

Base64.
* 0BHOBUTb JaHHbIE MAKETHOrO MeHemKepa:

:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.

2.2 . YcraHoBka STAL

Mepen ycTaHOBKOW HeEOBXOAMMO MOAKAOYUTL JIOKabHbIM peno3uTopui Termidesk, Kak ykasaHO B
nogpasaene [MonyyeHue naketoB yctaHoBkn B OC Astra Linux Special Edition. OC, Ha koTopyto

ycTaHaBnmeaeTca STAL, fnomkHa 6biTb YCTaHOBNEHA C rpacdrUyeckmM MHTEPdENCOM.
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A ﬂ.ﬂﬂ noakKnw4veHna K Oﬂy6J'IVIKOBaHHbIM npmnnoXxeHnam m K TepMUHalbHbIM CeCCUAM MOXXHO
MCNONb30BaTb OTAeNbHble ycTaHoBkM STAL ans ypobcTBa paszeneHuss no dyHKUMOHany: Ha
OLLHOM CepBepe - TONIbKO MPUSIOXKEHUS, Ha APYTrOM - TONIbKO TEPMUHAJbHbIE CECCUM.

B danne /etc/apt/sources.list [OO/MKHbI ObiTb BKJIHOYEHbl CHEAYHOWME WCTOYHUKM MMAKETOB

(peno3uTopun) Anst KOPpPEeKTHOM yCTaHOBKM Bcex 3aBucumocTer B OC:

1 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

2 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© HaunHas c onepatueHoro obHosneHus 1.7.5 OC Astra Linux Special Edition (6ronneteHb N2
2023-1023SE17) yny4yweH mexaHusMm B3aumopgencTtems co STAL, noatoMy Ans KOpPpPeKTHOro
dyHkunoHmpoaHua STAL pekomeHayeTcs o6HoBuTb OC Astra Linux Special Edition.
Mpu Hanuuum B  anne /etc/apt/sources.list peno3utopus astra-ce  HY>XHO
3aKOMMEHTUPOBATb €ro, YTobbl M36eXaTb YCTaHOBKM HECOBMECTUMbIX BEPCUI MAKETOB:

1 # PacluvpeHHblli peno3utopuii (KOMMOHEHT astra-ce)
2 #deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce

LOns yctaHoBkn STAL Hy>KHO BOCMOMb30BaTbCS KOMaHAAMM:

1 :~$ sudo apt install stal-rdp-transport
2 :~$ sudo apt 1install stal

yCTaHOBKy MOXHO TakKXe BbIMOAHUTb W3 deb-nakeTa, He MoAKAKO4Yas JNIOKanbHbIN pEI'IO3MTOpVIl‘;1,

KOMaHOaMMU:
1 :~$ sudo apt install /home/user/stal-rdp-transport-XXX-x86_64.deb
2 :~$ sudo apt install /home/user/stal-XXX-x86_64.deb

roe:

/home/user/stal-rdp-transport-XXX-x86_64.deb - nyTb K deb-nakeTy noagep>XkKu npoOTOKOSA
poctaBku gna STAL (stal-rdp-transport);
/home/user/stal-XXX-x86_64.deb - nyTb k deb-nakety STAL.
Mocne ycTaHOBKM OCHOBHbIX NakeToB STAL HY>XHO yCTaHOBUTb NakeTbl NOAAEPYKKU (PYHKLMOHASIbHOCTU
B C/lefyHOLLEN NOCNe0BaTeIbHOCTH:

* stal-redirect-api - nakeT 6azoBoro API, OT KOTOpPOro 3aBUCAT CrieayroLLMe NaKeTbl;

* stal-redirect-drive - nakeT peanmsaummu nepeHanpasneHusa aucka B RDP-ceccuto;

* stal-redirect-print - nakeT peanmsaumnm nepeHarnpasneHus npmHTepa 8 RDP-ceccuto;

* stal-redirect-clip - nakeT peanusaumm bydepa obMeHa.
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1 :~$ sudo apt install stal-redirect-api stal-redirect-drive stal-redirect-print

stal-redirect-clip

& Tocne yctaHoBkn STAL HYXHO YyCTaHOBUTb KOMMOHEHT «CECCUMOHHbIM AreHT» (termidesk-

session-agent) us coctasa Termidesk.

Cnincok 3aBUCMMOCTEN MaKeToB npueeneH B Ta6nmu,e (cm. Tabnuua 1).

Tabnuua 1 — Cnncok 3aBUCMMOCTEN MaKeToB

MakeTt 3aBUCHMMOCTHU

stal libjsoncppl, libblkidl, libdbus-1-3, 1libdbus-c++-1-0v5, 1ibx11-xcbl, libxcb-
randr@, xserver-xorg -video-dummy, x11-xserver-utils, winpr-utils, stal-rdp-
transport (>= 3.0.b6), fly-wm, fly-notifications

stal-rdp- libxkbfilel, libdbus-1-3, 1ibx11-6, libss11.1, libkrb5-3, libicu63,
transport libxfixes3, libxext6, libkeyutilsl, libcairo2, libswscale5, libavcodec58,
libswresample3, libfaac0, libfaad2
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5
api
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5, libfuse3-3, fuse3, stal-redirect-api (>=
drive 1.1.rc2)
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5, libjsoncppl, libcups2, cups-daemon, cups-
print client, stal-redirect-api (>= 1.1l.rc2)
stal-redirect- libdbus-1-3, libdbus-c++-1-0v5, libfuse3-3, fuse3, stal-redirect-api (>=
clip 1.1.rc2)

Mocne yctaHoBkM cny>kbbl  STAL aBTOMaTMuecku 006aBNAOTCA B aBTO3arpy3Ky M 3amycKatoTcs.

Bpyu4Hyto BbINONHUTbL Nepe3anyck Cny>K6 MOXKHO KOMaHA0M:

:~$ sudo systemctl restart termidesk-stal stal-proxy stal-rdpepc

Mpoeepka coctosHua STAL npoussoamTca koMaHaaMM:

1 :~$ sudo systemctl status stal-proxy
2 :~$ sudo systemctl status termidesk-stal
3 :~$ sudo systemctl status stal-rdpepc

Crtpoka «Active» oToBpaaeT COCTOSIHME CepBMCa, rae CTaTyc «active

yCMeLwHbI 3anycK.

2.3 . YnaneHue STAL

(running)» oO3Ha4daeT

Ynanenne STAL u3 cpeabl OC Astra Linux Special Edition BbinonHsieTca KoMaHAoM:
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:~$ sudo aptitude purge -y stal stal-redirect-api stal-redirect-drive stal-redirect-print
stal-redirect-clip

roe:
-y - KJIHO4 4N151 NpOnycKa NOATBEPXKAEHUS yaaNeHus.

Mocne yaaneHuss HEOGXOAMMO OUYMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHDUIypaLMmM KOMaHAOM:

:~$ sudo aptitude purge ~c -y

KoMaHaa NonHOCTbIO YAanAuT OCTaBLUMECS HACTPOMKM M 3aBUCUMOCTU Y>Ke YAaNeHHbIX NakeToB.
2.4 . O6bHoBneHune STAL

O6HoBneHne STAL BbINOMHAETCS YCTaHOBKOW HOBOW BEPCUM MOBEPX MpenblayLLEeN.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MNapameTpbl KoHPUrypmupoaHus STAL

Ons Hactporikn STAL mcnonb3ytoTcs KOHPUrypaumoHHble dannbl /etc/stal/stal_service.json, /

etc/stal/stal_proxy.json u /etc/stal/stal_kiosk.json.

& B 6onbwmHcTBe cnyyaeB STAL He TpebyeT M3MeHeHWst KOHPUrypauMOHHbIX (annoB nocne
ycTaHoBKWU. OnuncaHue dainoB NpmMBeLeHO AJ1S paCLUMPEHHOM HAaCTPOMKM.

MapaMeTpbl BHYTPU KOHPUrypaLMOHHbIX HanioB MMEIOT CNEAY LY CTPYKTYPY:

1 {

2 "napametp'": '"3HauyeHue",

3 "nmapametp": [ "3HaueHue 1", ..., "3HayeHne N" ],

4 "napametp": [ "3HaueHue 1", "%{3HaueHue 23}", ..., "3HaueHue N" ],
5 "nmapametp": [ "aprymeHT:%{3HaueHue}" ]

6 1

Mons %{3HaueHne} UCMONb3YOTCA ANA NOACTAHOBKU CNYXKEBHbIX 3HAaYEHUN.
A UenouncneHHbie 3Ha4YeHMS He 3aK/THOYAIOTCA B KaBbIUYKU.

®ann  /etc/stal/stal_proxy.json onpegenseTr napameTpbl paboTbl cepBuca stal-proxy,
obecrneumnBatoLlero nepegavy Tpacdumka oT KIMEHCKUX COEAMHEHWUIM Ha NIoKanbHbIM cokeT. [Mpumep danna

/etc/stal/stal_proxy.json:

1 {

2 "debug:level": "debug",

3 "transport:debug": false,

4

5 "listen:port": 3389,

6 "listen:addr": "0.0.0.0",

7 "listen:timeout": 10,

8

9 "#kerberos:realm": "UVEON",
10 "#kerberos:keytab": "/etc/stal/termsrv.keytab",
11
12 "#x1llrdp:path": "/usr/libexec/stal/freerdp-shadow-cli",
13 "#x1llrdp:args": [ "/ipc-socket:%{socket}" ],
14
15 "tcp:keepalive:enable": true,
16 "tcp:keepalive:delay": 5,
17 "tcp:keepalive:retries": 3,
18 "tcp:keepalive:interval™: 2
19 }
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®ann /etc/stal/stal_service.json onpegensieT napaMeTpbl paboTbl OCHOBHOro cepBuca stal,

O6ECI'IeLIMBaI'OLLI,EFO 3anyCck n oCtaHOB FpadJMLIECKMX Ceccui nonb3oBaTens u peannsyrowiero OCHOBHOM

dyHkumnoHan STAL. MNMpumep danna /etc/stal/stal_service.json:

1 {

2 "debug:level": "debug",

3

4 "display:min": 101,

5 "display:max": 901,

6

7 "#runtime:dir": "/run/stal",

8 "#runtime:xdg": "/run/user/%{uid}",
9

10 "#xvfb:path": "/usr/bin/Xorg",

11 "#xvfb:rargs": ":%{display}", "-nolisten", "tcp", "-logfile", "/dev/null",
"—auth", "%{authfilel}", "-config", "stal.conf", "-depth", "%{depth}",
"+extension", "DAMAGE", "+extension'", "MIT-SHM", "+extension",
"+extension", "XFIXES", "+extension", "XTEST" ],

12 "#xvfb:sock": "/tmp/.X1l-unix/X%{display}",

13

14 "#pam:service": "stal",

15

16 "session:path": "/usr/bin/fly-wm",

17 "session:args": [ ],

18 "session:programs": "/etc/stal/programs.json",

19

20 "#seamless:timeout": 60,

21 "#inactivity:timeout": 0,

22 "#duration:timeout": 0,

23 "#disconnect:timeout": 0,

24 "#clipboard:limit": 0,

25

26 "#redirect:drive": true,

27 "#redirect:print": true,

28 "#redirect:smartcard": true,

29 "#clipboard:file": true,

30 "#clipboard:server": true,

31 "#clipboard:client": true,

32

33 "#connect:policy": "NextDeny",

34

35 "applications:skip": [ "lcestart.desktop" ],

36

37 "#helper:notification": "/usr/libexec/stal/stal_notify",

38 "#hash:path": "/usr/bin/winpr-hash",

39 "#xrandr:path": "/usr/bin/xrandr",

40

41 "#tdsk:enable": false,

42 "#tdsk:fstype": "ext4",

43 "#tdsk:option": ""

44 3

Bbinyck ot aekabps 2023

"RANDR",

11



@ TERMIDESK

e
~

CNET.10001-01 90 07

®ann /etc/stal/stal_service.json onpeaensieT CBOMCTBA OKOH MPUJIOXKEHWUM, 3aryCKaembiX B

peXKMMe O0CTaBKWU MpunoxeHnn (knock). CBOMCTBA OKOH OMpPemensitoTCsl CUCTEMHOM YTUIIMTOM Xprop.

Mpumep danna /etc/stal/stal_kiosk.json:

1 [
2 {
3 "wm:window:type": "dialog",
4 "wm:class": "lcv8x",
5 "wm:window:role": "GtkFileChooserDialog",
6 "frame": false,
7 "fullscreen": true
8 }
S {
10 "wm:window:type": "dialog",
11 "wm:class": "lcv8x",
12 "frame": false,
13 "fullscreen": false
14 }
15 {
16 "wm:class": "xterm",
17 "frame": false,
18 "fullscreen": true
g }
20 {
21 "wm:window:type": "normal",
22 "wm:class": "*",
23 "frame": false,
24 "fullscreen": true
25 }
26 {
27 "wm:window:type": "dialog",
28 "wm:class": "*",
29 "frame": true,
30 "fullscreen": false
31 }
32 ]

Cnuncok JOCTYMHbIX NapaMeTpoB KOHMUrypaumMoHHoro darna /etc/stal/stal_proxy.json npuseneH

B Tabnuue (cm. Tabnuua 2).

Tabnuua 2 - OnucaHme napameTpoB danna KOHbUrypauum cepBmnca proxy

YKypHanuMpoBaHus ans RDP-npoTokona
(freerdp-shadow)

Mo yMon4aHMIO pexnum OTNafo4uHOoro
YKYPHaNMpOBaHUs BbiK/todeH. [ns
BKJIHOYEHUS1 HEOBXOAMMO MPUCBOUTD
napameTpy 3Ha4YeHue true

MapameTp HasHayeHue 3Ha4eHue No yMon4YaHuio
debug:level YpoBeHb 0TNaA04HbIX COOBLLEHMN. debug
Bo3moykHble 3HaveHusi: debug, info, none
transport:debug YnpaBneHue pexxmMoM 0TN1aa04HOro false

Bbinyck ot aekabps 2023
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MapameTp HasHaueHue 3Ha4yeHue No yMon4aHuo
listen:port CepBUCHbIV NMopT fOCTYNa 3389
listen:addr CeTeBon UHTepdelc ona coeguHeHUs 0.0.0.0
listen:timeout BpeMmsa oxknaaHusa KIMeHTCKOro 10

NOLK/IFOUYEHMS, B CEKYHAAX
kerberos:realm [omeH Kerberos UVEON

kerberos:keytab

YkazaHue keytab-danna gns
ayTeHTUbMKauum Kerberos Ans y4yeTHoM
3anumcu cepeepa STAL.

Mainn termsrv.keytab nocne ycTaHoBKMU He
CyLLEeCTBYeT, ero HeobxoaMMO COo3aaTb Ha
KOHTpoOJiIepe JOMEHa U CKONMpoBaTb B /etc/
stal/

/etc/stal/termsrv.keytab

x1llrdp:path

CucTemHas nporpamma 3anycka
RDP-npoTokona (nocTaBnsieTcs € nakeTom
freerdp)

/usr/libexec/stal/freerdp-
shadow-cli1

x1llrdp:args

Cnrcok apryMeHTOB 419 KOMaHApbl
RDP-npoTokona

/ipc-socket:%{socket}

tcp:keepalive:enable

YnpaBneHue nepenoakItoYeHMEM K CECCUM.

Mpu 3Ha4eHUn false NookArOHEHUE K CECCUM
nocne pa3pbiBa COeANHEHUS U ero
BOCCTaHOBJ/IEHUS BO3MOXHO TOJIbKO MO
NpoLUeCTBUN HEKOTOPOrO BPEMEHMU.

Mpu 3Ha4YeHUN true NOAKIOHEHME K CECCUM
nocne paspbiBa COeAMHEHNS BO3MOXHO Cpasy
nocsie ero BOCCTaHOB/EHMUS

true

tcp:keepalive:delay

Bpems (B cekyHaax) npocTos CoeauHeHus, no
npowecTemm koToporo TCP HauHET
OTMNpPaBNATbL NPOBEPOYHbIE MAKETbI

tcp:keepalive:retries

MakcuMmanbHoe ymcno npoeepok TCP,
OTMpaBnAeMbIX nepes c6pocoM coeguHeHus

tcp:keepalive:interval

Bpems B cekyHZax Mexxay OTnpaBkaMu
OTAENbHbIX NMPOBEPOYHbIX MAKETOB

& HekoTtopble napameTpbl B json-dannax 3aKkOMMEHTUPOBaHbI - Mepes, HUMU eCTb CUMBOJT «#». DTO
3HAYUT, YTO TaKOM MapaMeTp UCMOJb3YETCS CO 3HAYEHMEM MO YMONYaHUIO. YTOBLI €ero M3MeHUTB,
HY>XHO YAaNUTb CUMBO «#» U MPUCBOUTbL HY>KHOE 3HAYEHWE NapaMeTpy.

Mpumep:

Nno yMosn4aHuio B KadecTBe goMeHa Kerberos B napameTtpe kerberos:realm danna /etc/stal/
stal_proxy.json yka3aH UVEON. YTobbl yKkasaTb Apyron OOMeH, Hanpumep, example. local,
HY)XHO npeobpa3oBaTb MnapamMeTp "#kerberos:realm": "UVEON" Kk "kerberos:realm":

"example.local".

Cnuncok  [OCTYMHbIX MapaMeTpoB  KOHbUrypauuoHHoro darina

npuBeaeH B Tabnuue (cm. Tabnuua 3).
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MapameTp HasHaueHue 3Ha4yeHu1e No yMon4aHuIo
debug:level YpoBeHb 0TNaf04YHbIX COOBLLEHUNA. debug
Bo3moykHble 3HaveHusi: debug, info, none
display:min Hu>xHas rpaHuLa Hymepauum ceccui 101
display:max BepxHsas rpaHuua Hymepauum ceccum (Bauset 901
TOJIbKO Ha 4ONYCTUMOE MakKCuManbHOe
KONIMYeCTBO CeCCUM Ha cepBepe, Limits =
display:max - display:min)
runtime:dir Pabouunii katanor cepsmca STAL /run/stal

runtime:xdg

XDG-KaTasor ceccuum

/run/user/%{uid}

xvfb:path

MyTb 3anycka X11-cepBepa

/usr/lib/xorg/Xorg

xvfb:args

Cnucok apryMeHToB X11-cepBepa.
Bo3MOXKHbI MOACTAHOBKM CNY>KEBHbIX
3HauyeHun: %{display}, %¥{authfile}, %
{depth}, %{width}, %{height}

He 3agaHo

xvfb:sock

®opmat cokeTa ans X11-cepsepa

Bo3MoxxHa noacTaHoBKa cny>kebHoro
3HaveHus: %{display}

/tmp/ . X11-unix/X%{display}

pam:service

HavnmeHoBaHuWe cepBuca goctyna PAM

stal

session:path

KnuenTckas nporpamMmma, 3anyckaemas B
ceccnun

Jusr/bin/fly-wm

session:args

Cnucok apryMeHTOB 45 3arnycKa KJIMEHTCKOM
nporpamMMmbi

He 3apaHo

session:programs

Main cnmMcka paspeLueHHbIX NporpamMm ans
pexxunma seamless, popMaT json

/etc/stal/programs.json

seamless:timeout

TariMayT >XM3HM NPOrpaMMHON ceccum
(seamless) nocne oTKAKOYEHUS, B CEKYHAAX

60

inactivity:timeout

JInMuT 6e3pencTBmMa Nosb30BaTE/IbCKOM CECCUM
Nno yMoN4YaHUIo, B CeKyHAax

duration:timeout

JIuMUT NpopoNXKMUTENBHOCTU PaboTbl
Mo/Ib30BaTENIbCKOM CECCUM MO YMONYaHUIO, B
CeKkyHaax

disconnect:timeout

TanMayT >KM3HKU NMOb30BaTENIbCKOM CECCUM
nocie OTK/IFOYEHUS, B CEKYHAAX

clipboard:limit

MakcuManbHbI (MMUT Bydepa obMeHa B
6anTax (0: He orpaHuyeHo). [ns 610KMpPOBKM
bydepa obMeHa HY>KHO MCMOMb30BaTb
napameTpbl clipboard:server un
clipboard:client

redirect:drive

Monntuka ona nepeHanpaBneHUs UCKOB/
katanoros B RDP. Mo yMonuaHuto BKJItOYeHa

true
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ceccuto.

Bo3smoxkHble 3HaueHus: NextDeny (ecnu ceccus
3aHATa, CrieaytoLlee CoOeMHEHNE B Hee
oTMeHsieTcs), PrevReplace (ecnm ceccus
3aHATa, NpeablayLUee COeanHeHMe B Hee
oTMeHsieTcs), MultiAllow (pa3speLueHo
MHOXECTBEHHOE COeIMHEHME)

MapameTp HasHaueHue 3Ha4yeHu1e No yMon4aHuIo

redirect:print MonuTtunka ons nepeHanpaBneHUss NPUHTEPOB B true
RDP. lNo ymonuyaHuto BKIOYEHa

redirect:smartcard Cny>ebHbii napamMeTp. MeHaTb He cnepyeT true

clipboard:file MonuTtuka ans nepeHanpaeneHus dannos true
yepes bycdep obMeHa Ha cepsep. [1o
YMOTYaHUIO BK/IKOYEHA

clipboard:server MonuTtuka ons nepeHanpaeneHus bydepa true
obmeHa Ha cepiep. [1o yMonyaHUto BKIOYEHA

clipboard:client MonuTtuka ans nepeHanpaeneHuns bydepa true
obMeHa Ha kneHT. Mo yMonyaHuWIo BKIOYEHa

connect:policy MonuTtrka Ans MHOXECTBEHHOIO COeANHEHMS B NextDeny

applications:skip

Cnucok 3anpeLLeHHbIX NPorpaMM, KOTopble He
6yayT onybnukoBaHbl. B 3HaueHMn napameTpa

JOMKEH YKa3blBaTbCS SIPJIbIK MPOrpaMMmbl: <Mms
nporpammsl> . desktop

lcestart.desktop

helper:notification

Cny>«ebHas nporpaMma anisi MHPOPMUPOBaHUS
B CECCUU Yepe3 MeXaHU3M HOTUDUKALNIA
(BCnAbIBatOLLMX COOBLLEHWI)

Jusr/libexec/stal/
stal_notify

hash:path

CucteMHas nporpamMma Ans reHepaummn xewu-
3HayeHus NTLM (nocTaBnseTcs C nakeTom
freerdp)

/usr/bin/winpr-hash

xrandr:path

CucTeMHas nporpamMma st USMEHEHUS
reoMeTpun 3KpaHa B Ceccum

/usr/bin/xrandr

tdsk:enable Cny>ebHbiv napameTp. MeHaTb He cnepyeT false
tdsk: fstype Cny>ebHbii napameTp. MeHaTb He cnepyeT ext4
tdsk:option Cny>ebHbi napameTp. MeHaTb He cnepyeT He 3agaHo

3.2 . HacTpoiika sMHaMUuyeCckoro paspeLLeHusl SKpaHa U Noaaep>XXKM BbICOKOrO paspeLueHus

STAL nopaep>kvBaeT BK/IKOYEHUE AMHAMMUYECKOrO pa3peLLeHmMsa 3KpaHa Npu NoAKJIFOUEHUM MOJIb30BaTeNs

yepes KOMMOHEHT «K/IMEHT» K TEPMUHANIBHOM ceccum unum onybnukosaHHoMy B STAL npunoxxeHuto.

[ns Toro, 4ToBbI BKNHOUNTL AUHAMUYECKOE pa3peLLeHne, HeobxoanMmo:

* B BeG-mHTepdence gucnetdepa Termidesk nepentn B «KoMnoHeHTbI - [poToKONbI 4OCTAaBKUY»;
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* OTKpbITb HAaCTPOMKWM MCMONb3YEMOro ANS MoAKItoYeHMs npoTokona goctaBku (pns STAL 3to
npoTokonbl «[octyn kK STAL no RDP (Hanpsimyto) [akcnepuMeHTanbHbin]» nnmn «Jdoctyn k STAL
no RDP (uepe3 wnto3) [aKCcnepuMeHTanbHbIN]»);

* MepekntYnUTb NapaMeTp «dMHaMUyecKoe paspeLleHne» B 3HaveHMe «[a»;

= HaxaTb kHonky [CoxpaHuTb].

A B cnyvae, ecnv nonb3oBatenb MNoAKAKOYAeTCS K TepMuHanbHon ceccun STAL wnu nonyuaer
onybnukoBaHHoe npunoxeHne ¢ OC Windows 11, dyHKUMOHANbLHOCTL AMHAMUYECKOIO
pa3speLUeHns 3KpaHa He paboTaeT M [aHHbIM MapaMeTp AO/KEH ObiTb MepeBefeH B 3HayeHWe
«HeTt».

& [nHamunueckoe paspelwieHue noaaep>kueaetca B STAL, HaumHaa c sepcum 1.0, B amcnetyepe
Termidesk Bepcuu 4.2 u Bbile, B koMNoHeHTe «KnueHT» ¢ Bepcumn 4.2.

Tak)ke peKoOMeHAyeTCs BKJOYUTb CrinakKuBaHue LWPUGTOB Mnepen MeEPBbIM BXOAOM MOJIb30BATENs B
TEPMUHANbHYIO CECCUIO, ANSi 3TOrO:
* Ha cepepe STAL nepenTtu «3Be3aa - MNMaHenb ynpasneHus - Pabounn cton - LW pndTbi»;

» 33patb napametpy «CrnaxkumpaHue» 3HadeHue «BknounTb» M HaxaTb KHonky [[MpuMeHuTb] (cm.

PucyHok 1).
[@] Naxens ynpagnekna
[T OdopmneHue Fly - current.themerc®
n Mo ymonyasuo: PT Astra Fact 10
OBon
“ 3aroNoBKH OKOH: PT AstraFact 9
. Meno Myck: BT Astra Fact 10

. Paboumi cTon Temel

=

=
E

MeH:o YNpaBneH1a: PT AstraFact 9 =

A OBopyposaHus —
w WpHTH Awanoru: PT Astra Fact 10 &

ﬂ MNpouee - —
MaHenb 3anaq: PT fistra Fact @ =

‘ Cetn BNokMpoBka —
f Marens 33na4 xupHmiA: | PT Astra Fact 9 e

© BezonacHocTs L —_—
ol e luace: PT Astra Fact 15 =

a CucTema —
fata: PT Astra Fact 9 E

ECI —

\1 WMugukatop packnagrw: | PT Astra Fact 12 E

Iy BB
NporpaMmMel T PT AstraFact9 E

Me —

Toackasku: PT Astra Fact 10 IE
CrnaxuweaHue:  BenwoseHo ~ | l HacTpo#dka... | UzmeHuTs Boe...

P
£ | Cnpaeka No yMonuakuio... | 3KCNOPT... | | WrMnopT... | Aa NpUMeHUTE OTMeHa |

Mowuck...

ﬁ? E<d nseho ynpaansi.. |
PucyHok 1 — BkntoueHue crnaxkmBaHus WwWpudToB

Mpyn HeobxoauMMOCTU MNOALEPXKKM 3IKPAHOB BbICOKOrO pa3pelueHuss Heobxoammo Ha cepeepe STAL

oTpedakTMpoBaTb ¢ann /etc/X1l/stal.conf, pacKOMMEHTUPOBAB HYXHbIM pPeXuUM (pexuMmsl),

Hanpumep:
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* O19 UCnonb3oBaHus pexxkuMa «3440x1440» Heob6xoaMMO PaCKOMMEHTUPOBATb CTPOKY:
Modeline "3440x1440" 270.00 3440 3648 4008 4576 1440 1443 1453 1476 —hsync +vsync

* pacKOMMEHTMpOBaTb MapaMeTp Modes B cekumu Section "Screen'", OCTaBMB 3HadeHue

«3440x1440»:

1 Section "Screen"
2 Identifier "dummy_screen"
3 Device "dummy_videocard"
4 Monitor "dummy_monitor"
5 DefaultDepth 24
6 SubSection "Display"
7 Viewport 0 0
8 Depth 24
9 # disabled

10 Modes '"3440x1440"

11 # Virtual 8192 4096

12 EndSubSection

13 EndSection
* CcoxpaHuUTb dann 1 nepesanycTuTb cny>xbbl STAL M KOMMOHEHTA KCECCUOHHbIN ATeHT» :

:~$ sudo systemctl restart termidesk-stal stal-proxy termidesk-session-agent

3.3 . 3apaHue CrucKa paspeLleHHbIX NporpaMMm

Cnucok pa3pelleHHbIX NPorpamMM CO34aeTca ABYMS MEXaHM3MaMM, AOMOHAKLWMMM Apyr opyra:
* aBTOMaTUYECKMU, Yepe3 CKaHMpPOBaHUe KaTanora /usr/share/applications dannos desktop;

* BPYYHYHO, 4OMONHUTENbHO pansioM /etc/stal/programs.json.

Mo ymonuaHuto B danne /etc/stal/programs.json 3a0aeTcs CMMCOK OOMOJHUTENbHbIX MPOrpamM,
KoTopble He co3gaBanu dann desktop B CUCTEMHOM KaTanore /usr/share/applications. [Ons
BK/HOYEHUS  CKaHMPOBAHWS  CMMCKa  MpPOrpaMM  HYXHO  YCTaHOBUTb  3HadeHWe  napameTpa
session:programs B KOHbUIypaunmoHHoM danne /etc/stal/stal_service.json.

MapameTpbl BHYTpU darna /etc/stal/programs.json UMEOT CNELYHOLLYIO CTPYKTYpPY:

10
2 {
3 ""name'": "HammeHOBaHWe NpuaoxeHuna',
4 "path": "nyTb a8 3anycka npuaoxeHua"
5 "args": [ '"aprymeHT 3anycka 1", ..., "aprymeHt 3anycka N" ],
6 }
7]
Mpumep danina:
1 [
2 {
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3 "name": "Midnight Commander",

4 "path": "/usr/bin/xterm",

5 "args": [ "-e", "/usr/bin/mc" ]

6 1,

7 {

8 "name": "Chromium Gost",

9 "path": "/usr/bin/chromium-gost",
10 "args": []
11 }

KoHconbHble nporpamMmbl HEOBXOAMMO 3anyckaTb 4Yepe3 rpacdumyeckui TepMuHan (CM. mpumep Ans
Midnight Commander).
& HecucteMHble nporpaMMsbl, KOTOopble TPebyrT AOMONHUTENbHbBIX HACTPOEK MEPEMEHHbIX Cpefbl,
Hanpumep LD_LIBRARY_PATH, crefnyeT 3anyckaTb OTAe/bHbIM dhaniioM cueHapus (CKpunTom), B

KOTOpPOM BCe 3TU nepeMeHHble OO0/1XKHbI ObITb onpeaeneHbl.

Mpumep danna cueHapua 4N onpefeneHUs MepeMeHHbIX Cpedbl M 3amycka nporpammbl RuBackup

Manager:
1 #!/bin/bash
2 export PATH=$PATH:/opt/rubackup/bin
3 export LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
4
5 Jopt/rubackup/bin/rbm
6
7 exit O

3.4 . 3apaHue cnucka 3anpeLeHHbIX Nporpamm

B HekoTopbIx cnyyasix MoXkeT noTpeboBaTbCA 33a4aTb CMMCOK 3arpeLLeHHbIX MporpamMM, KoTopble He

LOMKHbI BbITh OonybnvMkoBaHbl cepeepoM STAL.

Takass HeoBXoAMMOCTb MOXKET BO3HUKHYTb B C/ly4ae, ec/iM NporpaMMa MOXKET BbIMOSIHATLCS B (POHOBOM
pexxuMe. Hanpumep, B crnmvcke nporpaMm rnocsie ycTaHoBKM 1C eCTb TPU UCMOTHAEMbIX 3K3eMMispa:

* 1C:Enterprise x64;

* 1C:Enterprise - Thin client x64;

* 1C:Enterprise x64 - 3TOT D3K3eMnAgp 3anyckaeT noanporpaMMmy lcestart, KoTopas

BbIMOJIHAETCS TONbKO B (DOHOBOM peXkKMMe.

Cnucok 3anpeLleHHbIX NporpaMM 33JaeTcs yepes napameTp applications:skip KOHOUrypauMOHHOIO
darna /etc/stal/stal_service.json. 1o yMON4YaHUIO B HEM Y)Ke€ XPaHMUTCS 3HAYeEHWe ANs 3anpeTa

rMporpaMmbl U3 NMpUBELSEHHOrO Bbille npuMepa - 1lcestart.desktop.
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3.5 . lNepeHanpaeneHue pecypcos

3.5.1. O6wme cBepeHuUA

B Texywen Bepcun STAL nopaep>kuaert:
* nepeHanpaBieHUe OUCKOB U KaTasloroB;
* nepeHanpaB/ieHNe NPUHTEPOB;

* nepeHanpaBneHue bycdepa obmMeHa (dhannbl, TEKCT, KAPTUHKM).

© He noppepxuBaetca konupoBaHue dainnoB uYepes bydep obmeHa c cepsepa STAL B
nonb3oBaTenbckyto OC Astra Linux, ecnn B OC ycTaHOBNEHO npunoxkeHue xfreerdp HMxe
Bepcun 3.0.0.

Mpy nopkntoYeHUU BbICOKOYPOBHEBLIM MOJIb30BATENIEM MEPEHANpPaBNEHME PECYPCOB paboTaTb He
ByaeT - 3To BiokupyeTcs 3aWmnTHBIMU MexaHnamamm OC Astra Linux Special Edition.

MpaBuna nepeHanpaBneHUs PeCypcoB AN TEPMUHA/IbHbIX CECCUWM 3a[al0TCA MONAUTUKaMM ¢GoHAa Ha
cepepe Termidesk (cM. nogpasaen Mo6anbHbie nonutukmn poraa BPM pokymenta CJ1ET.10001-01 90

02 «PykoBoacTBO agMmMHUCTpaTopa. HacTporika nporpaMMHOro Komriekca).

3.5.2 . MNepeHanpaBneHue NpuHTEpOB B cepBep TepMuHanoB STAL

Mo yMonyaHuto ans NpuHTEPOB ucnonb3yeTcs apavieep RAW, KoTopbiv OTrpaBnsieT Ha neyatb 3ajaHue
6e3 AOMONHUTENIbHOIO KOHBEPTUPOBAHUS (KakK ecTb).

HacTtponka nepeHanpaeneHus npuHTepoB B STAL 6ymet otamuyatecs B 3aBucumoctn ot OC
MoJIb30BaTENbCKOM paboyer CTaHuuUK:

* OC Ha 6a3e Linux: 3agaHue popmata RAW 6e3 n3mMeHeHUs oTNpaBuTCA Ha pabouyro CTaHUMIO U
OyneT pacnevaTtaHo KIMEHTCKOW nporpaMmon 4epes cuctemy nedatm CUPS, HacTpoeHHOM Ha
Nosib30BaTeNIbCKOM paboyen CTaHUMM B COOTBETCTBUM C AokyMeHTaumen Ha OC. JononHuTenbHble
HacTponkn Ha STAL B 3TOM cny4yae BbINOMHATL HE HYXHO;

* OC Microsoft Windows: MoxxeT noTpeboBaTbCsi KOHBEPTUPOBAHWE 3a4aHUSI NMeYaTh, MOTOMY YTO He
BCE MPUHTEPbl CNOCOBHbLI pacnevatatb dann 6e3 [AOMNOSHUTENIbHOMO MNpeobpa3oBaHUs B
noaaep>xusaembln umu dopmat. B atom cnyuyae:

e ecnu ans npuHTepa He cywecTteyeT apavieep nop OC Ha 6a3se Linux, To poctatouHo
[06aBUTb NMPOrpaMMHbIN BUPTYyanbHbiM NpuHTep PDF/XPS Ha nonb3oBatenbckor pabouen
CTaHUMM U He BbINONHATb AOMNONHUTENbHY0 HacTporky STAL;

e ecnu ans npuHTepa cywecTsyeT apaveep nog OC Ha 6a3e Linux, To agMUHUCTPATOPY HY>KHO
BbINOMHUTL  HacTponky STAL, onucaHue KkoTopon npuBeaeHo Huxke. HacTtpownka
3ak/itovaeTcs B GopMupoBaHuM danna, acCoLMMpPYHOLLIErO ApaliBep MpUHTEpa C ApariBepoM
cuctembl CUPS.

[ns HacTpPOMKKM NeyaTn HY>XXHO BbINONHUTL Ha cepBepe STAL:
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* yCTaHOBWUTb Apaveep Ans cuctembl nedatn CUPS (x86_64) B cOOTBETCTBUM C WMHCTPYKLMEN
OpanBepa;
" NoNy4nTb MHDOPMaLMIO 06 MCNOSIb3YeMOM MOJb30BaTeNEM ApanBepe:
e BbINOAHUTb MNouck no ¢pase «driverName» B >xypHane /var/log/termidesk/

stal_rdpepc.log Ao/a9 Nony4vYeHMs UMEHU ApanBepa:
:~$ sudo grep -F "driverName" /var/log/termidesk/stal_rdpepc.log
e nonyuntb nHdopmaumto o CUPS-gpariBepe koMaHzoM:
:~$ sudo lpinfo -m | grep -i <ums>

A TlMapameTp <ums> cnenyeT 3afaBaTb MO HAMMEHOBAHWIO MPOU3BOAMUTENS, @ HE MMEHWU ApaliBepa,
Harnpumep, brother.

* co3paTtb dann /etc/stal/stal_rdpepc.json n gobaBuUTb B HEro nony4vYeHHyto MHbopMaumio.

Mpumep danna:

"Brother HL-1200 series": "brother-HL1200-cups-en.ppd",
"Brother HL-1500 series": "brother-HL1500-cups-en.ppd"

* repe3anyCcTuUTb cepBUC stal_rdpepc:

:~$ sudo systemctl restart stal_rdpepc

3.5.3. lNepeHanpaBneHue auckoB B cepsep TepmuHanos STAL

Ouckn, oTMeuyeHHble O/iS nepeHanpaB/ieHUss B CECCUIO MONb30BaTeNs Mpu MOAK/IOYEHUU K CepBepy
TepmuHanoB STAL, moHTupytotca B dannosyto cuctemy OC no nytm $XDG_RUNTIME_DIR/stal/
$MOUNTPOINT.

O6bi4yHO NyTb $XDG_RUNTIME_DIR/stal/$MOUNTPOINT COOTBETCTBYeT /run/user/<uaeHTucukarop_

nonb3osarens> /stal/<HanmMeHOBaHWe _aMcKa>.

3.6 . XypHanupoBsaHue

XKypHanbl pabotbl STAL pacnonoxeHbl B dhannax /var/log/termidesk/stal_proxy.log, /var/log/
termidesk/stal_rdpepc.log u /var/log/termidesk/stal_service.log.

MapameTpbl poTaumm xypHanos STAL onpeneneHbl KOHbOUIrypaunoHHbIM dannom /etc/logrotate.d/
stal.
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3.7 . C6éop xypHanos STAL

Mpy BO3HMKHOBEHWWM HELUTATHbLIX CUTYaLMN MOXKET MOHAA0bUTbCA cOop BCeX >KypHanoB pabotel STAL m

MX OTMpaBKa B TEXHMYECKYI Moaaepxkky. [na ynobcTBa MOXKeT MCMO/b30BaTbCA UCMOMHAEMbIA dann
stalCreateReport.sh.

Lns Toro, 4To6bl chopMMpoBaTb Pana apxmBa C >KypHanamMm, HeO6XOAUMO BbIMONHWUTL:

sudo /usr/libexec/stal/stalCreateReport.sh

B pesynbTaTte BbINOMHEHUS KOMaHAbl co3pactca dann /var/tmp/stal_report_YYYYMMDD_HHMI.tgz,
roe YYYY - rog, MM - Mecsil, DD - geHb, HH - yacbl, MI - MUHYTbI dopMupoBaHus ¢anna. Mpu obpalteHnm B

TEXHUYECKYH NOALEPXKKY HEOOXOAMMO MPUNOXKMUTL 3TOT apXMUB B 3arpoc.
A B cnyvae, ecnu Kakue-To M3 cobupaeMbix (GanioB >KYpHaANOB MyCTbl, MOC/AE BbIMNOIHEHUS

KOMaHAbl MOXKET 0TOBPa3UTbLCS OLWIMBKa «HeT Takoro dhaiina nnv katasiora», KOTopas He BIMSIET Ha
$hopMUpoBaHME UTOrOBOIO daiina apxuBea.
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4. HELWUTATHbIE CUTYALUU

4.1 . HewTaTHble cuTyauum n cnocobbl UX yCTpaHeHUs!

CNET.10001-01 90 07

Bo3MoxkHble HencnpaBHocTu npu paboTe co STAL 1 cnocobbl nx ycTpaHeHUs MpuBeaeHbl B TabnmLe (cm.

Tabnuua 4).

Tabnuua 4 - NMepeyeHb BO3MOXKHbIX HELUTATHbIX CUTYaL MM

NHaukauus

OnucaHue

BosMoxxHoe pelueHue

Owwunbka:

«Owmnbka cepsepa»

Ownbka nosiBNSETCS NpU NOMNbITKE
coeamnHeHmnsa Kk STAL

Ownbka nosiBnseTca npu
YCTaHOBJIEHHOM MakKeTe xserver-
xorg-legacy u CcBA3aHa Co
3HayYeHueM

napameTtpa allowed_users B
davine /etc/X11/
Xwrapper.config. NapameTpy
HeobxoAMMO NPUCBOUTL 3HaYEHME
anybody.

PekomeHayemoe pelueHue:
YCTaHOBUTb HOBEMLLIYHO BEPCUIO
STAL

naposb»

Mpu pobaBneHn nocTaBLMKa
pecypcoB STAL mnnm npunoxkeHus
B Be6-mHTepdence Termidesk
nosiensatoTca ownbku « TypeError:
‘NoneType' object is not iterable»
n «HesepHoe 1Ma nonb3oBartens u

MoakntoueHne K onyb6IMKOBAHHbBIM
NPUIOXeHUsIM NepecTano paboTaTb.
MpucyTcTeyeT owmbka «The name
ru.uveon.stal was not provided by
any .service files» npu 3anpoce
cTatyca cnykbbl termidesk-
session-agent

Heobxoarmo npoBepuThb XXypHan
cobbiTun /var/log/termidesk/
stal_service. log Ha Hannuune
3anucen «Error from reader» u
«Missing in array declaration».
Hanunune owimbok cBUAETENLCTBYET,
yTO B (hamne /etc/stal/
programs.json gonyLieHa
CMHTaKCMYeCKas oLnbKa.
PekomeHayeTcs TakKe yCTaHOBUTb
HoBelwwyo Bepcuio STAL

ceccumn

OTobparkaeTcsa YepHOe OKHO Npwm
NOAKIHOYEHUN K TEPMUHANBHOM

MoakntoueHme K TepMUHANBHOM
CECCUM HEe NPOUCXOAUT, OTKPbIBAETCA
YepHOE OKHO U YEPE3 CEKYHAY
3akpbiBaetcs. Ecnu nonb3osatens
ewe He Bxogmn B OC B rpacdmyeckom
peXKMMe, TO B 3TOM OKHe MosIBNAETCS
Haanucb «MHnumanmusaumsa...», B
[AOMALLHEM KaTasiore nosib30BaTens
CO3[a0TCA KaTanoru, HO Kak TOJIbKO
MHULMaNM3aLMs 3aBepLUIAETCA, OKHO
3aKpblBaeTCs

Owwubka ycTpaHeHa B Bepcum OC
Astra Linux Special Edition 1.7.5.
PekomeHayeTcs 06HOBUTL OC Ha
Bepcuto 2 1.7.5 n yctaHoBuTb
HoBeunwwyto Bepcuio STAL

He 3anyckaeTcs onybnvkoBaHHoe
NpUIoXKeHue

Mpu noakntoueHum vepes STAL He
MPONCXOANT 3aMyCK OnybnnMKOBaHHbIX
NpUNOXXeHUN. Y NOAKAHOUMBLLErOCs K
STAL nonb3oBatens rnpu 3ToM MOXeT
6bITb JOCTYMEH pabouunii CTon U
apyrue (HeonybiMKoBaHHbIE
NPUNOXEHUS)

Heobxoanmo npoBepuTh,
YCTaHOBMEH NN NakeT xrdp Ha
cepsepe STAL. Ecnm oH
YCTaHOB/EH, Ero HEOBX0AUMO
YAANUTb, NOCKONbLKY xrdp 3aHMMaeT
nopt 3389, Ha kKoTopoM paboTaeT
STAL
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NHpukauus

OnucaHue

Bosmo)kHoe pelwueHue

Het NoAKMAK4YEHUA NPU NONbITKE
nony4ynTb OI'Iy6J1MKOBaHHOE
npunoXxxeHme

Mpu NonbITKe NONY4YUTb
onybaMKOBaHHOE MPUOXKEHME
BO3HMKAET YepHbI 3KPaH,
noakntoveHus Het. Cepeep Termidesk

HaxoauTca B JomeHe Microsoft Active

Directory

Heobxoanmo npoBepuTb >KypHan
cobblTnn /var/log/termidesk/
stal_service.log Ha Hann4une
3anucn «Permission denied».
Hanunuue 3anucn cBUAETENBCTBYET,
yTO NMpu BBOAE
ayTEHTUDUKALMOHHbIX JaHHbIX 4SS
noaxKntoUYeHus He Bbin cobnroaeH
perucTtp 6ykB B JIOrMHe
nonb3osartens. JIornH nonb3osarens
[OMKeH BbITb yKazaH B TOYHOCTHU
TakoW, Kakom UCMOJb3yeTCs Ha
[OMEHHOM cepBepe
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5. NEPEYEHb COKPALLIEEHUIA

CokpalueHue MosicHeHue

BPM BupTyanbHoe paboyee MecTo

ocC OnepaumoHHasa cuctema

no MporpamMmmMHoe obecneyeHme

Termidesk MporpamMMHbIN koMnnekc «ducneTyep NOAKAKOUEHUA BUPTYabHbIX
pabounx mect Termidesk»

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux
Special Edition (Server))
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