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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHMUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B 3TOoM pyKoBOACTBE NMpMBEAEHO Ha3HayeHMe, YCTaHOBKA M HacTpomka komnoHeHTa «LLnto3» (panee -
LWnto3). Ona Toro 4tobbl NonyumMtb MHGOPMALMIO O MecTe KOMIMOHEHTa B MPOrpaMMHOM KOMIekce,
HeobxoaMMo 0BpaTUTLCA KO BTOPOM 4YacTU pyKOBOACTBa aaMuHucTpatopa - CJIET.10001-02 90 02

«PykoBoACTBO afgMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrsekca».

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»

LLinto3 oTBeyaeT 3a TyYHHENMPOBAaHWE MPOTOKOJIOB AOCTABKM, UCMOJIb3YHOLMX TPAHCMOPTHbLINA MPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo
BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMN «YHUMBepCasbHbI aucrnetyep», «MeHemkep paboumMx MecT», Tak M OTAENbHO Mpu
HeobxoaMMOoCTM 0becnevmTb pacnpenesieHHYH KOHhUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-02 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».

A B 3KcnepuMeHTanbHOM pexkuMe pobaBneHa BO3MOXHOCTb MCMONb30BaHMA HoBoro Llntosa
termidesk-gateway. MHbopmaLmsa 06 ycTaHoBKke npuBeneHa B nogpasgene YcraHoBka Lntosa.
MHbopmauma o HacTporke npuBeseHa B nogpasgene [lapamMeTpbl  KOHGUrypupoBaHUs
KOMMOHEHTA.

1.3 . Tpe6oBaHus K NpOrpaMMHOMY M annapaTHoMy obecrneyeHuIo

TpeboBaHusa K annapaTHOMY M NMPoOrpaMMHOMY obecrneyeHnto COOTBETCTBYIOT TpeboBaHusaM K Termidesk,
npueeaeHHbiM B pokymeHTe CJIET.10001-02 90 01 «PykoBoacTBO aAMMHUCTpaTopa. YCTaHOBKA

nporpaMMHOro komMnnekca».

1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI C/IeAyoLLIMe TUNorpadckme cornalleHms:
* MOHOLUMPWHHBIV WPUQT = UCNONAb3YeTCA ANa BblaeNneHus (parMeHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GalMNoB U MNanok (AMPEKTOPUI), MyTEeM MepeMeLLeHMs, CTPOK KOMMEHTapwWeB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMEHTOB (0ObEKT, KNacc, TUM, NepeEMEHHas, KOMaHAa, Makpoc 1 T. 4.),

d TakK>Xe BBOAMMOro U BbiIBOAUMMOIO TEKCTA B peXXmume KOMaHOHOW CTPpOKMU,;
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* «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03Ha4YeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrnoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCsa AN HaUMEeHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1. YcraHoska LLinto3a

MoaroToBka K YCTaHOBKE M HeMoCpenCcTBEHHO ycTaHoBka LLInto3a B pasHbix koHUrypaumsax Termidesk
npuBegeHa B pokymeHTe CJIET.10001-02 90 01 «PykoBoacTtBo aAMMHMCTpaTopa. YCTaHOBKaA
MporpaMMHOro KoMriiekca».

[na 3kcnepuMeHTanbHOrO MCronb3oBaHWs gobasneH HoBbln LLnto3 termidesk-gateway, koTopbin B

CNefyrolmMx BePCUsIX 3aMEHUT CyLLLeCTBYOWMIA termidesk-wsproxy.

& WVcnonb3osaHue Hosoro LLnro3a asnsaerca JKCNepUMeHTAaJibHbIM, €ro YCTaHOBKa PEKOMEeHAYETCA
TOJIbKO B O3HAKOMUTENbHbIX Lenax!

IOns ycTtaHoBkm Hosoro LU nto3a Heobxoanmo:

* OCTaHOBUTb CNyX6by ncnonbsyemoro LLnto3a:
:~$ sudo systemctl stop termidesk-wsproxy

* OTKJOUYUTb aBTOMATUUYECKUM 3anyck CJ'Iy)K6bII
:~$ sudo systemctl disable termidesk-wsproxy

* BbIMOMHUTb YCTAHOBKY termidesk-gateway U3 nogkato4eHHoro penosutopus Termidesk:
:~$ sudo apt install termidesk-gateway

3aBucMMoOCTM nakeTa termidesk-gateway:
* 1ibc6 (>= 2.14);
* libgccl (>= 1:3.3.1);
* Tibss11l.1 (>= 1.1.0);
» libstdc++6 (>= 5.2);
* Tibuvl (>= 1.4.2);
= zliblg (>= 1:1.1.4).

MpoBepka cocTosHMA cnyxbbl termidesk-gateway BbINONHAETCS KOMaHAO0M:
:~$ sudo systemctl status termidesk-gateway
Crpoka «Active» oTobpaaeT COCTOsIHME CepBMUCA, FAe CTAaTyC «active (running)» cBUAETENbCTBYET

06 ycnelwHoM 3anycke termidesk-gateway.

[Ons npocmoTpa ycTaHoeneHHou Bepcum LLnto3a termidesk-gateway HYXXHO BbIMOMHUTB:

:~$ termidesk-gateway -v
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2.2 . YnaneHue LLnio3a

Henvicteua no ypanenuto Wntosa maeHTUMYHbI gencteuaM no ypaneHuto Termidesk u npuBeneHbl B
pokymenTe CJIET.10001-02 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro

KOMMeKca».
2.3 . O6bHoBneHue LLinto3a

LerictBna no obHosneHuo LLIntosa naeHTUUHbI aencTemnam no obHoeneHuto Termidesk n npueeneHbl B
pokymenTe CJIET.10001-02 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro
KOMMeKca».

O6HoBneHMe 3KcnepuMeHTanbHOro npotoTuna Hosoro LUnto3a termidesk-gateway BbinosHsaeTCs
npoLefypon yCTaHOBKM HOBOM Bepcuu. [1py obHOBNEHUM pacnpeaeneHHOM KOHGUrypauum HeobxoamMo
y4ecTb, YTO eC/IM paHee Ha Yy3nax-Lito3ax bbi1 ycTaHOBNEH termidesk-gateway, HEOBX0AMMO CHavana

OBGHOBUTbL 3TU Y3/1bl, U TONbKO MOTOM - Y3/bI-AUCNETYEPbI U Y3bl-MeHeakepbl BPM.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U HYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHaaMu:
1 :~$ sudo systemctl enable termidesk-wsproxy
2 :~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

1 :~$ sudo systemctl stop termidesk-wsproxy
2 :~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMIMOHEHTaA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.
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3.2 . MNapaMeTpbl KOHPUrypUPOBaHUS KOMMOHEHTA

CNET.10001-02 90 05

MapameTpbl Lnto3a 3apatoTcs nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYrMHbIX NepeMeHHbIX U apryMeHTOB NnpmuBegeH B Ta6nmu,e (cm. Tabnuua 1).

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HaumeHoBaHMe nepeMeHHOM

3HayeHue no
yMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHOHOM
CTPOKU

WSPROXY_PORT

5099

MopT npocnyLwmBaHma ciy>bbl

He 3apgaH

WSPROXY_BIND_ADDRESS

127.0.0.1

Agnpec npocnyLmBaHus
cnyx6bl. [Npu pacnpegeneHHom
yCTaHOBKEe HEOOXOAMMO
MCNONb30BaTb 3HAYEHUE
0.0.0.0, yTobbl NOPT 5099
NPOCAYLLUMBANCA HE TONbKO
localhost, ecnu nnaHupyeTcs
NPUHMUMATb 3aMpochbl Ha
NOAK/FOUYEHUS C BHELLUHUX
cuctem (Hanpumep, €
6anaHCMpPOBLLMKOB Harpysku)

He 3agaH

WSPROXY_HEALTH_CHECK_PORT

8101

MopT Beb-cepBepa ans
obcnyxxumeaHma APIl-3anpocos
no coctosiHuto LLinto3a
(healthcheck).

Mo yMonyaHuto nepemeHHas He
ncnonb3yeTcs
(3aKOMMeHTMpOBaHa)

He 3agaH

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
WSproxy-
healthcheck.pem

MyTb K cepTuduUKaTy
(OTKpbITOMY KJO4Y), KOTOPbI
MCNONb3yeTCs 4N 3aLnThl
noakntoveHus APl-3anpocos no
cocTosHuto LU nto3a
(healthcheck).

Mo ymonyaHuio nepemMeHHas He
ncnonb3yeTcs
(3aKoMMeHTUpOBaHa).

MpumeyaHue: cepTudumkar -
apTedakT, coaepkaLimm
MHbOPMaLLMIO O BNagesbLe
K/IHOYa M MOATBEPIXKAAHOLLMM
NPUHALNEXHOCTb K/toYa
BRafenbLy

He 3apgaH
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HauMeHoBaHMe nepeMeHHOM 3HaueHue no OnucaHue AprymeHT
YMOJIYaHUIO KOMaHAHOU
CTPOKMH
WSPROXY_HEALTH_CHECK_KEY /etc/opt/ MyTb K 3aKpbITOMY KAtOYY, He 3apaH
termidesk-vdi/ KOTOPbIM MCNONb3YEeTCs ANs
WSproxy- 3aWmTbl nogkaroveHua API-

healthcheck.key |3anpocoB no cOCTOSAHUIO
LWnto3a (healthcheck).

Mo ymonyaHuio nepemMeHHas He
ncnonb3yeTcs
(3aKoMMeHTUpOoBaHa).

MpuMeyaHue: kntoy -
NnocnenoBaTeNIbHOCTb
NnceBOOC/yYaMHbIX YnCen,
CreHeprpoBaHHasi 0CobbIM
obpazom

Bbinyck ot aekabps 2023 9
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HauMeHoBaHMe nepeMeHHOM 3HaueHue no OnucaHue AprymeHT
YMOJIYaHUIO KOMaHAHOU
CTPOKM
LOG_LEVEL INFO ApryMeHT KOMaHOHOM CTPOKM --loglevel

NpUMeEHSeTCS AN N3MEHEHUS
ypoBHs noruposaHus LLntosa.
M3HayanbHO ypoBeHb
NOrMpoBaHMS NpMUMeHsieTcs U3
3HAYeHUS NepeMeHHOM
LOG_LEVEL
KOoHdUrypaumoHHoro damnna /
etc/opt/termidesk-vdi/
termidesk.conf. [lna Toro
YTOObI MPUMEHUTL YPOBEHb
NOrMpoBaHMsS N3 apryMeHTa
KOMaHAHOW CTPOKMU,
HeobxoaAMMO OTpeaaKTMpPOBaTb
unit-cdann cny>bbl LLntoza:

" OTKPbITb 418
penakTupoBaHua dann /
lib/systemd/system/
termidesk-
wsproxy.service ;

* HaWUTW CTPOKY,
HaYMHaIOLLYHOCS C
ExecStart n pobasutb
kmoy —-loglevel ¢
HY>KHbIM YPOBHEM.

Mpumep cTpoku:
ExecStart=/opt/termidesk/
share/termidesk-vdi/venv/
bin/python wsproxy.py --
verification-key=/etc/
opt/termidesk-vdi/
wsproxy/id_rsa.pub —-
host=$
{WSPROXY_BIND_ADDRESS} --
port=${WSPROXY_PORT} --
loglevel=INFO

3aTeM BbIMOMHUTL Mepe3sanyck
KOHUrypaumm n cny>xobi:

" BbIMOJIHUTb KOMaHAY
sudo systemctl
daemon-reload ;

" BbIMOJIHUTb KOMaHAY
sudo systemctl
restart termidesk-
WSproxy.

& [anee nHbopmaums oTHOCUTCSA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

Bbinyck ot aekabps 2023
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MapameTpbl KoHpUrypupoBaHua Hoeoro LLnto3a 3apatoTcs M3 KOHUrypauMoHHOro darina

/etc/

termidesk/termidesk-gateway.conf npu ycnoBum onpeneneHuss nepemMeHHblXx B danne /lib/

systemd/system/termidesk-gateway.service.

& Tpu HeobxoaMMoOCTU NepeonpeaennTb NapaMeTpsbl 3anycka LLintosa yepes nHTepdenc komaHaHOM

CTPOKM, HEOBXOAMMO CHaYasla OCTAaHOBUTb CNYXKOY:

:~$ sudo systemctl stop termidesk-gateway

MoMMMO apryMeHTOB KOMaHAHOM CTPOKM MapaMeTpbl 3amnycka Cayxbbl Moryt 6biTb
nepeonpegeneHbl B unit-danne cnyxbbl termidesk- gateway /lib/systemd/system/

termidesk-gateway.service.

Mpumep damna /1ib/systemd/system/termidesk-gateway.service:

[Unit]

Description=Termidesk Gateway

After=network.target

[Service]
Environment=wsServerIP=0.0.0.0
Environment=wsServerPort=5099
Environment=urlCheckToken=http: /127.0.0.1:8000/api/wsproxy/vl/verify
Environment=gatewaylLogMode="-1"
S Environment=wsIdleTimeout=30

10 Environment=mgtServerIP=0.0.0.0

11 Environment=mgtServerPort=8444

co~NOULh, WNH

12 Environment=wssServerIP=0.0.0.0

13 Environment=wssServerPort=8443

14 Environment=sslKey=/etc/termidesk/ssl-cert-snakeoil.key

15 Environment=sslCert=/etc/termidesk/ssl-cert-snakeoil.pem

16 Environment=healthCheckAccessKey=a0e08d1b0e95dfeadf431d5849b934e09ac5067b
17 EnvironmentFile=-/etc/termidesk/termidesk-gateway.conf

18 Restart=on-failure

19 RestartSec=5

20 User=termidesk-gateway

21 Group=termidesk-gateway

22 ExecStart=/usr/bin/termidesk-gateway ${gatewaylLogModel} \

23 -wsServerIP=${wsServerIP} -wsServerPort=${wsServerPort} \

24 -urlCheckToken=${ur1lCheckToken} -wsIdleTimeout=${wsIdleTimeout} \
25 -mgtServerIP=${mgtServerIP} -mgtServerPort=${mgtServerPort} \

26 -healthCheckAccessKey=${healthCheckAccessKey} \

27 -wssServerIP=${wssServerIP} \

28 -wssServerPort=${wssServerPort} \

29 -sslKey=/etc/termidesk/ssl-cert-snakeoil.key \

30 -sslCert=/etc/termidesk/ssl-cert-snakeoil.pem

31 [Install]
32 WantedBy=multi-user.target

[ns 3apaHusa napaMeTpoB KoHPUrypuposaHusa Hosoro LLnto3a us danna Heobxoanmo:

* co3paTb Katanor /etc/termidesk/, ecnu ero Het:

Bbinyck ot aekabps 2023

11



@ TERMIDESK CNET.10001-02 90 05

:~$ sudo mkdir /etc/termidesk/

* co3paTb nycTtom damn /etc/termidesk/ termidesk-gateway.conf:

:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

* OoTpenakTuMpoBaTb ann termidesk-gateway.conf, yka3aB HeobXoouMble 3HadyeHust O

napaMeTpoB:
1 # Appeca, Ha KOTOPbIX MPUHUMATbL BXOAALLME NOAKIHOHEHUS
2 wsServerIP=0.0.0.0
3 # TMpocnylwmnBaemblin NOPT 4151 BXOAALMX NOAKTHOHEHNI
4 wsServerPort=5099
5 # Apnpec 6pokepa, No KOTOpPoMy ByAeT OCyLLEeCTBIATLCA NPOBEPKA NOMNb30BATENLCKMX NMOAKIHOUYEHWI B
c/lyyae KOMM/IeKCHO yCTaHOBKM
6 # Ecnu nporpammHblii komnnekc Termidesk ycTaHOBMEH B pacnpefeneHHOM BapuaHTe, BMECTO
127.0.0.1 cnegyet ykasaTb afpec 6anaHCcMpoBLLmMKa
7 urlCheckToken=https://127.0.0.1/api/wsproxy/vl/verify
8 # VHTepBas yCTaHOBKU coeiHeHnst (B cekyHaax)
S wsIdleTimeout=30
10 # Pexum xypHanvposaHus .
11 gatewaylLogMode=-1 - BKNOYUTL OTN1aAKYy YpoBHS INFO.
12 # gatewaylLogMode="-d" - BK/IHOUMTL OTNAAKY YPOBHA DEBUG.
13 # [llycToe 3HayeHue napameTpa gatewaylLogMode= - BbIKNOUYAUTL OT/IAAKY .
14 # Apgpec ona goctyna Kk API
15 # ECNN HYXXHO, 4TOGbI fOCTYN OblNY BHELHUX CUCTEM, TO BMECTO 127.0.0.1 cnefyer ykasaTb
0.0.0.0
16 mgtServerIP=127.0.0.1
17 # [Mopt gna poctyna k API
18 mgtServerPort=8102
19 # Kntou goctyna ana ayteHTudpmkaumy 3anpocos Kk API. YkasaHue 3HaueHus kodva obasaresibHO
20 # Tpun 3agaHnm KIroYa ero pasmep LO/DKEH COCTaB/IATL OT © 40 64 CMMBONA, [0/MKHbI UCMONb30BATHLCA
CVMBO/bI B LUECTHAALATEPUYHON cucteme (0-9, a-f)
21 healthCheckAccessKey=a0e08d1b0e95dfeadf431d5849b934e09ac5067b

" BbINOJIHUTb Nepe3arpys3Ky CJ'Iy)K6bI n Moaynsa:

:~$ systemctl daemon-reload & systemctl restart termidesk-gateway.service

LocTynHble napameTpbl, a Tak)Xe apryMeHTbl KOMaHAHOM CTpoku gns Hosoro LLnto3a npuseneHbl B

Tabnuue (cm. Tabnuua 2).

Ona nonyyeHus wvHdopmaumm no [AOCTYMNHbIM MapamMeTpamM w3 UHTepdenca KOMaHOHOW CTPOKM,

HEO6XO,D,VI MO BbIMNOJIHUTb KOMaHAY:

:~$ termidesk-gateway --help
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@ TERMIDESK

Tabnuua 2 — JocTynHble NnepeMeHHble HoBoro LLinto3a

CNET.10001-02 90 05

HaumeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOM
CTPOKMU

wsServerPort

5099

MopT npocnywuBaHusa
CNy>Xbbl AN8 BXOAALLMX
MoaK/HOUEeHUN

--wsServerPort

wsServerIP

127.0.0.1

Appec npocnyLmBaHus
BXOAALLMX
NOAKJ/IFOUYEHWUI NMpU
KOMMJ1IEKCHOM
yCTaHOBKE.

Mpu pacnpeneneHHoOM
YCTaHOBKE HEOBXOAMMO
MCNoNb30BaTb 3HAYEHUe
0.0.0.0, YyTobbl NOPT
5099 npocnyLinBsanca
He Tonbko localhost,
ecnv nnaHupyeTcs
NPUHMMATb 3aMpocChbl Ha
NOAK/IFOUYEHUS C
BHELLHUX CUCTEM
(Hanpumep, c
6anaHCMpPOBLLMKOB
Harpyskm)

--wsServerIP

He 3agaHo

10000

MopT npocnywmBaHus
CNY>KObl 49 BXOAALLMX
MOAKJIKOYEHUIM NOo
npotokony SSL

--wssServerPort

He 3agaHo

127.0.0.1

Appec npocnyLnBaHus
BXOAALLMX
NoaKHOUYEeHUM Mo
npoTokony SSL npwu
KOMT1eKCHOM
YyCTaHOBKe.

Mpu pacnpeneneHHoOM
YCTaHOBKE HEOBXOAMMO
MCMOb30BaTh 3HaYeHue
0.0.0.0, YyTobbI NOPT
NpOCAyLUMBAICA HE
TOoNbkKO localhost, ecnu
niaaHupyeTcs
NPUHUMATb 3aMpoChl Ha
NoAaKAtoUYeHUa C
BHELLIHUX CUCTEM
(Hanpumep, c
6aNlaHCMPOBLLVKOB
Harpyskm)

--wssServerIP

Bbinyck ot aekabps 2023
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@ TERMIDESK

CNET.10001-02 90 05

HauMeHoBaHKue 3HayeHue no OnucaHue ApryMeHT KOMaHAHOM
nepeMeHHOM YMONIYaHUIO CTPOKM
He 3agaHo Het MyTb K hanny karoya --sslKey

onsa coeamHeHmsa SSL.
Mpumep KoMaHAbl, B
KOTOpPOWM
nepeonpeneneHsbl
napameTpbl 3anycka
cny>x6b1 L nto3a,
yKasaHbl NyTu K darnam
KNto4a 1 ceptTudukaTa u
BKJIHOYEH OT/IaA04HbIN
PEeXUM:

:~$ termidesk-
gateway --
wssServerIP=0.0.0.
0__
wssServerPort=8443
--sslKey=/etc/ssl/
private/ssl-cert-
snakeoil.key --
sslCert=/etc/ssl/
certs/ssl-cert-
snakeoil.pem --
debug

Mpw ncnonb3oBaHum
CcepTUdUKATOB U KNHOUEN
Ha dannbl . key U .pem
HeobxoaMMo BblOaTb
npaea Ha YTeHue
KomMaHzou chmod 644:

:~$ sudo chmod 644
/etc/termidesk/
ssl-cert-
snakeoil.key

:~$ sudo chmod 644
/etc/termidesk/
ssl-cert-
snakeoil.pem

M nepesanyctutb
termidesk-gateway:

:~$ sudo systemctl
restart termidesk-
gateway.service

Bbinyck ot aekabps 2023
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@ TERMIDESK

CNET.10001-02 90 05

HaumeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOM
CTPOKMU

He 3agaHo

HeTt

MyTb Kk hbanny
ceptudmkaTa ans
coeamHeHmsa SSL.
Mpumep KoMaHAabl o8
nepeonpeneneHns
napameTpa npuBeneH
BblLLE

--sslCert

He 3apaHo

Het

MaponbHasa dpasa ans
coeguHeHua SSL

--sslPassPhrase

He 3agaHo

Het

MyTb Kk panny c
kntovamm Ouddu-
XennmaHa ang
coeamHeHua SSL

--sslDhParams

He 3agaHo

HeTt

MyTb K KOpHEBOMY
cepTUdUKaTy, Ha
KOTOPOM BbIMNyLLEH
cepTUdUKAT, yKa3aHHbIN
B napameTpe sslCert.

McnonbsyeTca ana
NpoBepKM NOAJIMHHOCTHU
yKa3aHHOro B napameTpe
sslCert cepTudukaTa

--sslCa

He 3apaHo

Het

Mcnonb3yembin
anropuT™m ans
npeobpasoBaHWi ANg
coeguHeHua SSL

--sslCiphers

urlCheckToken

https://127.0.0.1/
api/wsproxy/vl/
verify

IP-appec unu FQDN
avcnetyepa Termidesk
ans obcnykmaHus API-
3anpoCoOB MO COCTOSAHUIO
LLinto3a B cnyyae
KOMIMNEKCHOM
YCTaHOBKM.

Ecnu nporpaMmHbIi
komnnekc Termidesk
YCTaHOBJEH B
pacnpeneneHHOM
BapuaHTe, cnegyeT
W3MEHUTb 3HaYeHne
127.0.0.1 Ha BHELUHUH
IP-appec nnn FQDN
BanlaHCMpoBLLMKa

He 3agaHo

30

MHTepBan ycTaHOBKM
coenmHeHus (B
CeKyHAax)

--wsIdleTimeout
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@ TERMIDESK

CNET.10001-02 90 05

HauMeHoBaHKue 3HayeHue no OnucaHue ApryMeHT KOMaHAHOM
nepeMeHHOM YMONIYaHUIO CTPOKM
gatewaylLogMode Het AKTMBaUUA n -d
NnepektoYeHME pexxnma -1

YKYPHaMPOBaHMS.
3Ha4yeHue 3a8aeTcs
yepe3 dann termidesk-
gateway.conf.

Mpu 3HaueHUM «—-d»
aKTUBUpPYETCS
NoApPOBHbLIN PeXXUM
ypoeHsi DEBUG, npu
3HaAYEHUU «—1»
aKTUBUPYETCS MeHee
NoApPOBHbLIN PeXXUM
ypoBHsi INFO. MNycToe
3Ha4yeHue napamMeTpa
npUBOAUT K
OTKJTHOYEHUIO PEXXUMA
YKYPHaNMpoBaHUs.

AKTUBMPOBATb PEXUM
MOYKHO TaKxe yepes
apryMeHT KOMaHAHOM
CTPOKM, ANsi 3TOro
BbINOMHUTD!

termidesk-gateway
<3HaueHue>

Mpumep:
termidesk-gateway
-1

UHdbopmaumsa byaeT
BbIBOOUTbLCS B
NMHTepdenc KOMaHaHOM
cTpoku. [lna
npekpaLleHus BbiBoAa U
OTKJ/THOUEHUS pPeXMMa
HeobxoaMMOo HaxkaTb
coyeTaHue KnaBuLL
<Ctrl>+<C>
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@ TERMIDESK C/IET.10001-02 90 05

HauMeHoBaHKue 3HayeHue no OnucaHue ApryMeHT KOMaHAHOM
nepeMeHHOM YMONIYaHUIO CTPOKM
mgtServerIP 127.0.0.1 3apaHue IP-agpeca nnu --mgtServerIP

FQDN poctyna k API
LLnto3a. Kog 200 B
oteeTe Ha APl-3anpoc
CBUAETeNbCTBYET O
paboTocnocobHocTH
Lnto3za.

Mpu pacnpeneneHHoOM
YCTaHOBKe cnenyeT
3a4aTb 3HaYeHue
0.0.0.0 gnga aktmeauum
npueMa 3anpocoB C
BHELLUHUX CUCTEM.

3anpoc c napamMeTpamu
Mo yMOYaHUIO
YCMELLHO BbIMOJAHUTCA
TONbKO C y3/1a, Ha
KOTOPOM YCTaHOB/EH
LLntoz:

:~$ wget http://
localhost:8102/
api/health

[na Toro utobbi
Nnosy4mnTb COCTOSIHME
Lnto3za c gpyroro y3na,
HY>XHO 3a4aTb
napameTpy --
mgtServerIP 3HaueHune
0.0.0.0. MNMpumep
KOMaHbl 4N1s 3anycKa
LLintoza c
nepeonpeaeneHHbIMM
rnapameTpamu:
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@ TERMIDESK

CNET.10001-02 90 05

HaumeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOM
CTPOKMU

:~$ termidesk-
gateway --
wsServerIP=0.0.0.0

wsServerPort=5099
urlCheckToken=http
://<FQDN_¥Y3na>/
api/wsproxy/vl/
verify --
wsIdleTimeout=30
mgtServerIP=0.0.0.
0__
mgtServerPort=8102
healthCheckAccessK
ey=6622b09199c62bc
f9418ad846dd0e4bbd
fc6eedb

3HauyeHMe TakXKe MOXKeT
ObITb NepeonpeneneHo
yepes dann termidesk-
gateway.conf
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@ TERMIDESK C/MET.10001-02 90 05

HauMeHoBaHKue 3HayeHue no OnucaHue ApryMeHT KOMaHAHOM
nepeMeHHOM YMONIYaHUIO CTPOKM
mgtServerPort 8102 3afjaHue nopTa AocTyna --mgtServerPort
kK APl L ntoza.

Mo ymonuaHuto
NCNonb3yeTcsa nopT
8102.

Mpumep KoMaHabl ANs
nepeonpeneneHms
napamMeTpoB 3anycka
LLinto3a ana poctyna K
API 13 BHelwHMx
cucTeMm:

:~$ termidesk-
gateway --
wsServerIP=0.0.0.0

wsServerPort=5099
urlCheckToken=http
://<FQDN_¥Y3na>/
api/wsproxy/vl/
verify --
wsIdleTimeout=30
mgtServerIP=0.0.0.
0__
mgtServerPort=8102
healthCheckAccessK
ey=6622b09199c62bc
f9418ad846dd0e4bbd
fc6eedb

3HayeHMe TakXKe MOXKeT
ObITb NepeonpeneneHo
yepes dann termidesk-
gateway.conf
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@ TERMIDESK

CNET.10001-02 90 05

HaumeHoBaHue
nepemMeHHoM

3HaueHue no
YMOJTHaHUIO

OnucaHue

ApryMeHT KOMaHAHOM
CTPOKMU

healthCheckAccessKey

alfeO8dlb0e95dfea. ..

3apaHue knkoYa goctyna
ANs ayTeHTUdUKaLmm
3anpocos K APl LLntoza.
Mpumep KoMaHAabl o8
nepeonpeneneHus
napameTpa npuBeeneH
BblLLE.

3Ha4yeHne TakxXe MOXeT
ObITb NepeonpeneneHo
yepes dann termidesk-
gateway.conf.

Mpu 3agaHMKM 3HAYEHUS
KNitoua cnepyet
PYKOBOACTBOBATbCS
MpaBuIOM, YTO:

* pa3Mep Ktoua
[OJI)KEH COCTaBnAT
b ot 0 go 64
CUMBONa;

= [OJ/IKHbI UCMOJIb30
BaTbCA CUMBOJIbl B
LlecTHaaLuaTepuy
Hou cucteme (0-9,
a-f)

healthCheckAccessKey

He 3apaH

Het

BbiBog Bepcumn LLntoza

--version

anMep KOMaHAObl MPOBEPKU COCTOAHUA KOMIMOHEHTA 4epe3 YTUInTy curl A4ansg HoBoro Lnto3a

termidesk-gateway:

:~$ curl -v -s -X

3.3 . )XypHanupoBaHue

'GET!'

"${HOSTNAME}:8102/api/health" -H 'accept: application/json' -H
"Authorization: Token ${HEALTH_CHECK_ACCESS_KEY}" --fail -w "\n%{http_code}"

XypHan paboTbl cTaporo LLnto3a pacnonoxeH B davine /var/log/termidesk/wsproxy.log.

[na npocmoTpa >xypHana Hoeoro LLInto3a MOXXHO BbINOMHUTD:

:~$ sudo journalctl -f -u termidesk-gateway.service

nnn:

:~$ sudo less /var/log/syslog
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@ TERMIDESK

CNET.10001-02 90 05

4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
NporpaMMmpoBaHUS)

HTTP HyperText Transfer Protocol (npoTokon nepepaym runepTekcTa)

HTTPS Hypertext Transfer Protocol Secure (pacwwmpeHune npoTtokona
HTTP ana nopaep>xku windposaHus)

IP Internet Protocol (MexceTeBon npoTokon)

TCP Transmission Control Protocol (npoTokon ynpasneHus nepenayen
JAaHHbIX)

Termidesk MporpaMMHbIN KoMMnieke «ducneTyep NoaKAHOYEHWUM
BMPTYasbHbIX paboumx MecT Termidesk»
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