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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmm [OKYMEHT SABNSIeTCS PYKOBOACTBOM MOMb30BaTeNs Ha KOMMNOHeEHT «KnueHT» (ganee - KnueHT)
NpoOrpamMMHOro Komnnekca «ducnetyep nogknrOUYeHMn BUPTYabHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

1.2 . HasHayeHue koMnoHeHTa «KnueHT»

KnueHT peanusosaH B BMAe yCTaHaBAMBaeMoro naketa (termidesk-client), Heobxoamm ans o6paboTkm
URI, npenoctaBnsembix Termidesk, v mno3BonsieT MOAKMHOUMUTLCA K BUPTYyasbHbIM paboyunMM MecTam
(BPM) uepes paznnyHble NpOTOKO/bI A4OCTaBKU, B ToM vncie RDP.

Mpu noaxntodeHmn no npotokony RDP KnveHT BbINOAHUT 3anycK YyCTaHOB/IEHHOM B MOJIb30BaTE/IbCKOM
paboyen cTaHUMKM NporpaMMmbl anst goctaBkn BPM (mstsc.exe, wfreerdp.exe unu xfreerdp).

KnueHT ycTaHaBNMBaeTCs Ha MOJIb30BaTENIbCKYHO pPaboyyro CTaHUMIO, C KOTOPOM GyaeT Mpou3BOAMUTLCS

noakntoyeHme K BPM.
1.3 . TpeboBaHus K annapaTHOMy U NporpaMMHOMY obecneyeHuo

Ons yctaHoBkn KnneHTa MUHMManbHbIe anmnapaTHble TpeboBaHMSA MOb30BaTENbCKOM paboyen CTaHLUM
[OMKHbI COOTBETCTBOBATb C/IEAYHOLLMM:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTuBHas NamATb, He MeHee 1 'b;

* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

LOns yctaHoekn KnueHTta TpeboBaHus k MO nomkHbI COOTBETCTBOBATL CNEAYHOLLMM:
» onepaumnoHHas cuctema (OC) Astra Linux Special Edition 1.7 nnun OC Microsoft Windows 10
x86_64 (unu cTapLue);
» Beb-6pay3ep ¢ nopaepxkkon cneumdukaumm W3C HTMLS (Anpekc.bpaysep Bepcun 15.9 u Bbiwwe,

Google Chrome Bepcuu 46 1 Bbiwe, Mozilla Firefox Bepcun 41 u Bbiwe).

HDononHutensHo nopaepxwusatotca OC:
= CentOS 7, 8;
* Fedora 37/38;
= Astra Linux Common Edition 2.12 («Open»);
» Debian 10/11/16.04;
= CentOS 7;
= Astra Linux Special Edition 4.7 («HoBopoccuiick»);
= Ubuntu 16.04 LTS;
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= Ubuntu 18.04 LTS;
= FreeBSD 12;
= PEO OC7.5.

1.4 . TpeboBaHMs K YPOBHIO NOATrOTOBKWU NepcoHana

DkcnnyaTtaums KnveHTa ocyLiecTBnseTcs CybbekToM AOCTyNa € ponbto «llonb3oBaTenb».
CybbekT gocTtyna fOoMmKEH UMeTb OMbIT paboTbl C NepcoHanbHbIM KoMMbloTepoM Ha 6aze OC GNU/Linux

nnm Microsoft Windows Ha ypoBHe Nnosib30BaTensi M yBEPEHHO OCYLLECTBNSATL H6a30Bble onepaumm B 3TUX
OC.
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2. YCTAHOBKA U YOAJIEHUE

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

KOTOPbI pacrpocTpaHsaeTca B hopmare iso-obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:
* 3aMO/IHMTbL 3aMpoCc Ha MonydeHuMe obpas3a 4depe3 camT Termidesk: https://termidesk.ru/
support/#request-support;

* yepes NMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMO/HUTb CcneaytoLlee:

* CKOMWPOBaTb B AOMALLIHMIA KaTajor Monb3oBaTens obpas amcka termidesk-vdi.XXXXX.iso, roe
XXXXX — Bepcusa cbopku;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-vdi.XXXXX.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
vdi . XXXXX.1is0, yCTPOMCTBO 3aTEM MOHTMPYETCS B YKa3aHHbIN KaTanor /mnt;

" CKOMWPOBATb COAEPXXMMOE KaTasiora repos MOAKJ/HYEHHOrO obpa3a AuMcka B Katanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - KUY ON19 PeKYpPCUBHOIO KOMUPOBAHMA MOAKATaNoroB M hanioB C COXPAaHEHMEM MCXOAHbIX

CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
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-y - KJIHO4 419 NMPonycKa NOATBEPXKAEHUS YCTaHOBKMU;
* nobaBUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KJItoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOANMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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2.2 . MNMonyyeHne nakeToB yCTaHOBKMU Yepe3 MHTepHeT-peno3uTopuid

Ons nonyyeHuss NakeTOB YCTAaHOBKM MOXET WCMNONb30BaTbCs WMHTepHeT-peno3suTopun: https://

termidesk.ru/repos/.

Lna nogkntouenusa penosuntopus B OC Astra Linux Special Edition Hy>kHO BbINOJIHUTL cneaytoLLee:

= YCTaHOBWUTbL NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
-y - KJIHOY 419 NMponycKa NOATBEPXKAEHUSI YCTAaHOBKMY;
* nobaBuUTb JIOKanbHbIM peno3uTopun Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list yepe3 KOMaHAHbIN MHTEprpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIHOY 415 YTeHUs1 KOMaH[, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA,);

echo - KOMaHAa BblBOAA TEKCTa, COBMECTHO C CUMBOJIOM «>» UCMOMb3YeTCs A9 MepeHanpaBieHns
CTpoku deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free - gobaBnsieMbin
penosnTopun, BoXKeHHaa koMaHaa $ (lsb_release —-cs) nMoacTaBnaeT Bepcuto - 1.7_x86-64;

* NonyuYuThb KoY penosnTtopus Termidesk GPG-KEY-PUBLIC w gobasuTb ero B OC:
:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:

:~$ sudo apt update

2.3 . OC Astra Linux Special Edition

2.3.1. YcraHoBKa KnueHTa
Mepen ycTaHOBKOM HEOBXOAMMO MOAKJIOYUTL NIOKaNbHbIA MM ceTeBoM peno3uTopuin Termidesk, kak

npmeegeHoO BblLLeE.

LOns yctaHoBkn KnveHTa Heo6xoaMMO BbIMOAHUTL CNeayroLme 4eUCTBUS:

* OTKpbITb NporpamMmmy «TepmuHan Fly» n nonyumtb Boctyn Kk uHTepdency KOMaHAHOM CTPOKMU;
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®" BbINOJHNTb YCTAHOBKY KnuenTa:
:~$ sudo apt -y install termidesk-client

Ons yctaHoBkm MO termidesk-viewer BbINOAHUTbL KOMaHAY:

:~$ sudo apt -y install termidesk-viewer

2.3.2. YcraHoBKa KnveHTa B peXkuMe 3aMKHYTOU NporpaMMHOM cpeabl
3amMkHyTass nporpammHas cpega (3IC) aensieTtcs cpeactBoM nosbiweHms 6GesonacHoctn OC nyTtem

KOHTPONS LeNOCTHOCTU (HEM3MeHHOCTH) (alinos.

Ona ycrtaHoekn KnueHTta npu BkatoveHHom B OC pexume 3MC HeobxogMMo npenBapuUTENbHO
yCTaHOBUTb nakeT termidesk-digsig-keys, AN9 3TOro BbINOJAHUTbL NOCAEA0BaTENIbHOCTb LIAroBs:
" NogkauuTb penosnTtopun Termidesk;

* BbIMOJHUTb YCTAHOBKY C UCMO/Ib30BaHWEM PENO3UTOPUS:
:~$ sudo apt -y install termidesk-digsig-keys
* BbINONHUTL Nepesarpy3ky OC:
:~$ sudo reboot
* BbINOJHUTbL YcTaHOBKY KnueHTa:
:~$ sudo apt -y install termidesk-client
* BbINOAHUTBL ycTaHoBKY MO termidesk-viewer :

:~$ sudo apt -y install termidesk-viewer

2.3.3 . YnaneHue KnuenTa u MO termidesk-viewer

Ynanenune Knuernta u MO termidesk-viewer u3 cpegpl OC Astra Linux Special Edition BbinonHseTcs

KOMaHOaMu:
1 :~$ sudo aptitude purge -y termidesk-client
2 :~$ sudo aptitude purge -y termidesk-viewer

Mocne ynaneHuss HEOGXOAMMO OUMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHDUIypaLMmM KOMaHOOM:

:~$ sudo aptitude purge ~c -y

KOMaHﬂ,a MONTHOCTbIO YAANTUT OCTaBLUMECA HaCTpOVIKM M 3aBUCUMOCTU yXKE yOaIEHHbIX MaKeTOB.
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2.3.4 . O6HoBneHue KnveHta u MO termidesk-viewer
O6HoeneHne KnueHta n MO termidesk-viewer B cpene OC Astra Linux Special Edition BbinonHseTcs

YCTaHOBKOW HOBOW BEPCUU NMOBEPX MNpeablayLLEN.

2.4 . OC Microsoft Windows

241 . YcraHoBka KnuveHTa
KnueHnt ans OC Microsoft Windows pacnpocTpaHsieTcs B BUAE YCTaHOBOYHOrO dannia C paclumpeHnem

msi.

MonyunTb yCTaHOBOYHbLIM hanal MOXKHO M3 obpasa amcka termidesk-vdi.XXXXX.iso, roe XXXXX —
BepcUa COOpKM, pacnakoBaB ero Kak 06blYHbIN apXUB B HYXXHbIW KaTaJior.

YcTaHOBOUYHbIN harin ByaeT pacnonaratbcs No NyTH «repos - windows - windows_x86_64».

[ns ycTaHOBKM Ha NOJIb30BaTENbCKYO paboyyto CTaHLMIO HeOBX0AUMO:

* BbINO/MHUTb YCTAHOBKY MakeT USBDk Ans KOPPEeKTHOM paboTbl nepeHanpaBieHus nepudepumn.
MakeTt OOCTYneH rno agpecy: https://www.spice-space.org/download/windows/usbdk/
UsbDk_1.0.22_x64.msi;

* 3aTeM BbIMOJHUTb 3anyck ycTtaHoBo4yHoro damnna KnvenTta Termidesk. Ons ycnewHom ycTaHOBKM
HeoBXOAMMO pa3pelinTb BHECEHME W3MEHEHUIM TMpPU  MOSIBIEHMM COOTBETCTBYIOLLENO OKHa

yBeEOOMNEHUA U 00X OATbCA 3aBEPLUEHNA BbIMOJIHEHUA Oonepaunn.

Termidesk Client 4.2.0.23234-rc2 (64-bit)

_-E] Nopoxgute, noka Windows HacTpaneaet "Termidesk Client 4.2 0 23234-rc2
I .::'f' (64-bit)"

OcTaBweecA BpeMA: 2 cek

OTMeHa

PucyHok 1 — OkHo ycTaHoBkM koMnoHeHTa «KnueHT» B OC Windows

Mocne yctaHoBkn KnmeHTa Heobxoammo yctaHoBuTh 10 termidesk-viewer. O termidesk-viewer
pacnpoCTpaHseTCS B BMAE YCTAHOBOYHOrO aina C pacluMpeHUEM msi, €ro MHCTaNNALMS HauMHaeTcs

nocJsie 3anycka yCTaHOBOYHOro danna.

Bbinyck ot aBrycta 2023 10


https://www.spice-space.org/download/windows/usbdk/UsbDk_1.0.22_x64.msi

TERMIDESK CNET.10001-02 92 01

Termidesk Viewer 1.5.0.23235-rc2 (64-bit)

__E| MNogoxgure, noka Windows HactpaneaeT "Termidesk Viewer 1.5.0.23235-rc2
I.::F (64-bit)"

PucyHok 2 — OkHo yctaHoBku MO termidesk-viewer 8 OC Windows

2.4.2 . YpaneHue Knuenta u MO termidesk-viewer B OC Microsoft Windows
Ynanenne KnuenTta npoussoanTca ctaHaapTHbiMu cpeacteamm OC Microsoft Windows.

LOna ynanenus KnueHTta cnepgyeT oTKpbITh MeHto «[1yck», nepenTtn B «lMaHenb ynpaenenus - [Nporpammel
- YpaneHuwe nporpamMmbl», BblbpaTb «Termidesk Client» n HaxaTb Ha 3kpaHHytO KHOMKY [Y@anuTb].
[anee HeobxoaMMO NOATBEPAMTD YAANIEHUE U AOXKAATLCS 3aBEPLUEHUS OnepaLymu.

Mocne ypanenus KnueHta MmoxkHo yaanutb MO termidesk-viewer. [na 3Toro oTkpbITh MeHtO «lTyck»,
nepenTun B «lMaHenb ynpaenenus - MNMporpammbl - YoaneHue nporpammbl», BbiopaTb « Termidesk Viewer»
M HaXkaTb Ha 3KpaHHY KHornky [Y@anutb]. [Janee HeobxoanMoO NoAaTBEpAMTb YAaneHWe U [OXAATbCS

3aBepLieHunqa onepauyunn.

2.4.3 . O6HoBneHue KnueHTta 1 MO termidesk-viewer B OC Microsoft Windows
O6HosneHne Knunenta un MO termidesk-viewer NpouM3BOAUTCA OMepauMsaMu yoaneHus npepblayLien

BEPCUU U YCTAaHOBKM HOBOM.
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3. HACTPOMKA B IrPAOUYECKOM UHTEPDEMNCE

3.1. O6wue cBepeHus no pabote c rpadpuyeckum uHTepdeiicoM KnumeHra

Ons 3anycka rpaduyeckoro uHtepdenca Knuenta B OC Microsoft Windows HeobxoguMo aBakabl

LLENKHYTb IEBOM KHOMKOM MbIwK Nno sipabiky KnveHTa Ha pabouem ctone, a B OC Astra Linux Special

Edition 1.7 oTkpbiTb MeHtO «3Be3aa», BblOpaTb MYHKT «YTUAUTbI» U B BbIMaJatOLLEM MEHIO LLENKHYTb

IeBOM KHOMKOM MbiwK no cTpoke « Termidesk client».

Mocne 3anycka rpaduyeckoro nHTepdenca byayT AOCTYMHbI cneaytowme GyHKUMKU:

«HacTtporku»;

«[MpocMoTp MHbOpPMaUUKM 0 NporpaMmme»;

«JlobaBneHne cepBepa NOAKIOUEHNI;

«YnpasneHue ayTeHTUDMKaLMNEN»;

«YpnaneHue cepsepa MoAKIOUYEHUNY;

«[MpocMoTp MHbOPMaLUM O OCTYMHbIX A9 NOAK/OYEeHUS HOHAAX BUPTYabHbIX pabounx MecT»;
«Bbibop NpoTokona 4OCTaBKM BUPTYasIbHOrO paboyero MecTa;

«Bblbop rpynn ¢oHAoB BUPTYanbHbIX pabounx MecT»;

«Bbi6op 0TOOBpaXkeHUs [OCTYMHbIX AN NOAKIOYEHUS hOHA0B BUPTYasbHbIX paboumnx MecT».

3.2 . Obwme HacTpoiKM

LOna usaMeHeHuna obwmx HacTpoek KnueHTa HeobxoguMoO Ha)kaTb Ha rpaduyeckuit 3MeMeHT B BUAE

LIeCTEPEHKM B MPaBOM BepXHeM yrny uHtepdenca.

B OTKpbIBLLUEMCA OKHE MOXXHO U3MEHUTb CrieqyroLime napaMeTpbl:

«Tema» - BbI6Op TeMbl oopmeHUs rpacbumyeckoro nHTepdenca;

«513bIK» - BbIOOP NOAAEP>KMBAEMOIO A3blKa OTODPAXKEHUS;

«[Mposepka SSL ceptudmkata» - BkatoveHune nposepkn SSL-ceptudukara;

«be3onacHoe xpaHeHWe naponen» - akTUBALUS PYHKLMU COXPAHEHWUS MAPONS NPU NMOAKIHOUYEHUMN K
cepBepy, Mcnonb3ys BCTpoeHHble MexaHuambl OC. lMpu akTMBauMm napameTpa 3aAaHHbIM Maposb
NOAK/IOYEHUSs K cepBepy OyaeT XpaHUTbCS B Npeobpa3oBaHHOM BUAE;

«CKpbITb NPU 33aKPbITUU» - MPU 3aKPbITUM OKHA KneHTa He MpOMCXOAUT BbIXOA, U3 MPUNOXKEHUS,
KnueHT ckpbiBaeTCs B CUCTEMHbIV Tpew;

«OrpaHuyeHre Ko/MYeCTBa OOHOBPEMEHHO 3aMyLUEHHbIX 3K3eMMAsSpoB» - MpU  aKTUBALMUMK
napameTpa Hesnb3s ByaeT 3anyCcTUTb OAHOBPEMEHHO Bosiee 0fHOro ak3emMnaspa npuaoxenus. Mpu

nonbITKE 3anyCTuUTb ewe OAHO NpunoXxeHue KnueHTa nossutca owimbka. COOTBETCTBEHHO, ana
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dKTUBaunn BO3MOXXHOCTU NapannenbHOro 3arnyCka HeCKOJIbKUX OKOH KJ'IMEHTa, HeO6X0,EI,MMO

AEaKTUBUPOBATb OaHHbIN napamMeTp.

& [na koppekTHoM paboTbl Tekyllern Bepcum KnmnenTa npoeepka SSL-cepTudurkaToB fosxkHa 6biTb
OTKJIHOYEHaA.

HacTpoikm ? X

Tema |TE'MHEF|

ELT
(@) CUCTEeMHBIA

() BoiBpaHHbIi

|__| Mpoeepka SSL cepvdmkara
| ™| BezonacHoe xpaHeHWe Naponei
|| CKkpbITb NPK 3aKpBITUIA

|_| L':]F[CIEIHIr'1‘-iE‘HIr'1El KONMWYecTea OQHOBPEMEHHD 3aMyLeHHbIX 3K3EMNNADOB

na | OmMeHa || MNpUMEHKUTH |

PucyHok 3 — OkHo HacTpoek KnuneHTa

Termidesk Client ? >

Opyroi aksemnnap Termidesk Client yxxe 3anyuweH.

X

MpunoxeHue GyneT 3aKpbiTo.

PucyHok 4 — Owmbka 3anycka BTOPOro 3K3eMnJisipa npuioXXeHums

JkpaHHas kHonka [[IpuMeHUTb] NnpuMmeHsieT napameTpbl KOHGUrypaumm KnveHTa.
JkpaHHas kHonka [OTMeHUTb] oTMeHsieT napameTpbl KOHOUrypaumm KnmeHTa n He COXpaHsieT ux.
JkpaHHas kHonka [[a] coxpaHsieT napameTpbl kOHbUrypaumm KnmeHTa.
Lna koppekTHOM paboTbl C MonyyeHMeM onybnnkoBaHHbIX Yepe3 Microsoft Remote Desktop Services
NPUIOXKEHUIMN, HEOBXOAMMO BbINOJHUTbL fononHUTeNnbHyr HacTporky OC Microsoft Windows:

* HaxxaTb 3kpaHHYto kHonky [[lyck], BBecTn regedit v BbibpaTb regedit.exe;

"B OTKPbIBLLEMCS pepakTope peecTpa OTKpbITb noapaszaen

«HKEY_CURRENT_USER\SOFTWARE\Microsoft\Terminal Server Client»;

» B MeHto «[MpaBka» BbIOpaTb NyHKT «Co3aaTb», a 3aTeM «lMapametp DWORD»;
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B nosfe «HoBoe 3HauveHue 1» BBecTM EnableAdvancedRemoteFXRemoteAppSupport U HaxaTb
knasuwy <ENTER>;

NpaBoM KHOMKOW MbILUM HaXkaTb Ha MapamMeTp EnableAdvancedRemoteFXRemoteAppSupport u
Bbl6paTb NYHKT «M3MeHUTL®;

B MoJie AaHHbIX «3Ha4YeHue» BBECTU O U HaxkaTb akpaHHYto kHonky [OK];

3aKpbITb PeAaKToOp peecTpa.

3.3 . MNonyyeHne uHpopMaLUm 0 BepCUsX

Ons npocMoTpa uHdopmaumm o KnveHte HeobXoamMMo HaxkaTb Ha rpacdMyYeCcKUin SNEMEHT B BUAE KPY>KKa

C CUMBOJIOM «i» B MPaBOM BEPXHEM Yrny rpacdumyeckoro nHTepdemnca.

B oTkpbIBLLIEMCS OKHE ByZeT AOCTyMHa cneaytoLas MHpopMaLms:

«Ha3BaHue» - TeKCTOBOE Nose, coaepykalliee Tekylee HazBaHWe KnueHTa;

«Bepcusi» - Tekywas Bepcusi yctaHoBneHHoro KnveHTa;

«Bepcua OC» - Tun n Bepcust OC, Ha koTopyto Bblna NpoBeneHa ycTaHoBKa KnneHTa;

«Bepcusi Qt» - TekyLLas Bepcusi yCTaHOBIEHHOrO COBMECTHOIO KOMMOHEHTA;

«Heobxoammas Bepcust cepBepa He HUXKE» - MUHMUMalbHas Bepcust cepBepa Termidesk, ¢ koTopbiM
BO3MOXXHa paboTa TekyLlen Bepcun KnuneHTa;

«Caunt» - URL-canTta npoussoguTens;

[MHbopMauus pna Tex.nopdepXXku] - 3KpaHHas KHOMKa, MO3BONSIOLLAS BbIFpyXKaTb >KypHan

paboTbl KnveHTa B oTAeNbHOE pacnonoxeHue haiioBor CUCTEMBI.

Monyuntb MHPOPMALMIO O BEPCUSIX MOXKHO TaKXKe 4Yepe3 CUCTEMHbIM Tpen, HaXkaB Ha W300parkeHue

(«nKoHKy») KnveHTa npaBoi KHOMKOWM MbILLW.

O Termidesk Client ? X

Ha3eanwe: Termidesk Client
0.23234-rc2

Bepcwa OC: Windows 10 Version 2009

Bepcwna Q

Heobxoguman Bepcs Cepeepa He HKe: 3.

Caim:

| WMHbopmaumna ona Tex. NoanepkK 3aKpbiTo

PucyHok 5 — MHdbopMaLmoHHoe okHO 06 ycTaHoBeHHOM Bepcumn KnneHTa
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3.4 . [lobaBneHwue cepBepa NoaxKIo4eHUM

Ona pobaeneHus cepBepa MOAK/IOYEHUN HEOBXOAMMO LUENKHYTb JIEBOM KHOMKOM MbIWK MO HaAnMUCK
«Jlo6aBUTb cepBep» U B OTKPbIBLLUEMCS OKHe BBeCcTU |P-agpec nnm noMeHHoe uMsa cepBepa NOAKIOUYEHUIA

Termidesk.

JaHHyto MHdOpMaLMIO MOXHO MONyUYnTb Yy ALMUHUCTPATOPA.

TERMIDESK

=) No6asneHKe HOBOrO Ccepeepa
BEeawTe agpec cepeepa NOAKNKYEHWIA
vdi-demo.termidesk.ru

OtMeHa

NoGaBnTb cepeep

PucyHok 6 — OkHo nob6aBneHust cepeepa NoaKJIHYEHUM

Mocne nobaBneHWs agpeca cepBepa NOAKIOYEHUN B OTKPbIBLLUEMCS OKHE HY)>KHO 3amofHUTL CleaytoLime
nons:
* «OnuncaHne» - TeKCTOBOe COOBLLEHWE, WUCMOJSIb3YEMOE A/1S1 OMUCAHUSI CepBepa MOAKIHOYEHWUN
(Heobsi3aTeNbHO);
* «AyTeHTUbMKauma» - BbIGOp pecypca, ABNSHOLLErOCS MCTOYHMKOM CBEAEHMM O CyBbekTax U UX
NMOMHOMOYMAX, HACTPOEHHOIO Ha CEPBEPE MOAKITHOYEHUIM B KaUeCTBE AOMEHA ayTEHTUDUKALMM;
» «JlorvH» - naeHTUdUKaTOp CybbLEKTA B AOMEHE ayTeHTUDMKALUKM (COBNAAAET C UAEHTUPUKATOPOM
cybbekTa B Cny>be KaTanoros);

- «I'Iaponb» - Ha6op CMMBOJI0B, I'IO,EI,TBep)K,EI,aI'OIJ.I,Mﬁ Ha3Ha4YeHMe NOSIHOMOUUN.

lMocne 3anmonHeHMs YyKasaHHbIX MOMEer AN TMOAK/IKYEHMS K BblOpaHHOMY CepBepy Hago HaxkaTb
3KpaHHyto KHonky [[oakntounTtbea]. [Ons wm3MeHeHMss napaMeTpoB ayTeHTUdMKaUMKM Ha cepBepe
NoAKNOYEHUN HEODXOAMMO HaXkaTb Ha rpadUUYECcKU 3/IEMEHT B BUIE LLUECTEPEHKU B MPaBOM BEPXHEM

yrny ons BblbpaHHOro cepsepa.
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@ TERMIDESK

) HacTpo#ka NOAKAHYEHUA K CepBeEpY

vdi-demo.termidesk.ru {» Anpec
vdi-demo.termidesk.ru

OnucaHne

termidesk1

AyTeHTUdUKaLWA
BHyTpeHHAA B
Norux
termidesk1
Maponb

Moakno4ynTeCA

Ynanuts

PucyHok 7 — OKHO HacTpOMKM NOAK/HOUEHMUS K CepBepy

3.5 . XypHanvpoBsaHue

XKypHan paboTbl KnuenTa pacrnonoxeH B danne C:

\Users\user\AppData\Roaming\UVEON\logs\Termidesk Client.log.

XKypHan paboTbl no termidesk-viewer pacrnonoxeH B danne C:
\Users\user\AppData\Roaming\UVEON\logs\Termidesk Viewer.log.

Ons cbopa >XypHanoB M COXpaHEHUs UX B apxmB Heobxogumo B KnveHTe HaxkaTb Ha rpaduyeckuim
3/IEMEHT B BUAE KPY>KKA C CUMBOJIOM «i» B MPaBOM BepXHeM Yy rpaduyeckoro nHtepdernca n HaxkaTtb
3KpaHHyto kHonky [UHdbopmaums pna tex.noppepxxku] (cm. noppasgen lMonydeHve wmHdopmaumm o
Bepcuax). Janee HaxkaTb 3kpaHHYt kHorky [CoxpaHuTb], BbIOpaTh KaTanor Ans COXpaHeHus U 3adaTtb

nms danny.
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4. PABOTA C BUPTYAJIbHbIM PABOYUM MECTOM

4.1 . MoaknioveHune K BPM uepes KnueHt

Mocne ayteHTUdMKauMM 1 noakntoveHus nporpammHoro KnueHta k cepeepy Termidesk oTkpbiBaeTcs
NPOCMOTP clenyroLLen nHpopmaLmm o ocTynHbiX poHpax BPM:
» «HaszBaHue» - TekcToBOE None, cogepkallee HasBaHue ¢doHaa BPM;
* «B un3bpaHHOM» - BO3MOXHOCTb A06aBUTb KOHKpeTHbIM ¢oHg BPM B rpynny m3bpaHHbIX mam
MCKJTIOYUTb €ro oTTyaa;
» «Cratyc» - oTobpakeHue cTaTyca mcnonb3oBaHus BPM B ¢onpe. Ecnn B doHpe mcnonbsyetca
xoTs 661 ogHO BPM, To cTaTyC € nycToro namMeHmTcs Ha «Mcnonb3yeTtca»;
* «[1poTokon» - BO3MOXKHOCTb BbIGOpa NPOTOKO/A AOCTABKM A1 KaXKA0ro U3 oTobparkaemMbiX poHO0B
BPM;
» «[pynna» - MHbOpPMaLMM O HaMMEHOBAHUM TpynMbl, Ha3HAaYEHHOM AN OTObpakeHUs1 GOHOOB
BPM.

L[ononHUTeNnbHO MOXXHO M3MeHUTb hopMaT 0TobpaXkeHUs nepeyHs ¢poHaos BPM:

* MOXHO CrpynnupoBaTb OoTObpa)keHWe nepevHs ¢oHpoB BPM no uneHctBy doHaa B normueckom
rpynne otobpaxeHusi(3neMeHT (1) Ha pUcyHke);

* MOXHO CMeHWUTb dopMaT oTobpaxkeHus nepeyHs doHaoB BPM: ukoHkamu (anemeHT (2) Ha
PUCYHKE) Unn cnnckoM (3nemMeHT (3) Ha pUCYHKe);

* MOXXHO OTCOPTMPOBaTb MOPSAOK OTOOparkeHUst POHAOB B MepeyHe Mo psay NapamMeTpoB (31eMeHT
(4) Ha pucyHke): «HassaHue», «B wu3bpaHHom», «Crtatyc», «[lpoTtokon», «[pynna», «[lo
ybbiBaHMIO» (MO yMONMYaHUIO B OTCYTCTBME Apyrux napametpoB ¢oHabl BPM B nepeune
oTobparkatoTca B andaBUTHOM MOpPsIAKE MO BO3pacTaHUIO);

* MOXXHO OBHOBUTb CMUCOK AOCTYMHbIX PoHAoB BPM (anemeHT (5) Ha pucyHke).
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@ TERMIDESK

O vdi-demo.termidesk.ru fpynna paboymx mect  Bce termidesk1 E
Ha3gaHue B w3bpaHHoM | CTaTyc NpoToKon
OCHoEHaA

OcHoBHanA

PucyHok 8 — DnemeHTbl rpaduyeckoro nHTepderica
Ons nopkntoyeHuss kK BPM no BbIGpaHHOMY MpoOTOKONY AOCTaBKM HEOOXOAMMO ABaXKAbl HaXKaTb JIeBOM
KHOMKOWM MbILLW Ha Ha3BaHMe doHaa BPM.
Mpu noakntoyeHnm no npotokony RDP KnueHT BbINOAHUT 3anycK yCTaHOBNEHHOM B MOJ1b30BaTE1bCKOM

paboyen cTaHUMKM NporpaMMbl ans goctaBkn BPM.

® MoppepxwusatoTcs cnepytolime nporpamMmel ans KnueHta, 3anyckaemoro 8 OC Windows:
* mstsc.exe (ctaHgapTHas ytunuta OC Windows);

* wfreerdp.exe.

KnuenT, 3anyckaembii B OC Astra Linux Special Edition 1.7, ucnonssyet ans noctasku BPM no
npotokony RDP ytunuty xfreerdp.

B oTKkpbIBLLEMCS OKHE NPOrpamMMbl 4OCTaBKM HEOOXOAMMO BBECTU AaHHble gns aBTopmsauum B OC BPM.

A Tpy nogkntoveHUn K Onyb/IMKOBAHHbLIM MPUSTIOXKEHUSIM UKW TEPMUHAlIbHbIM CECCUMSM cepBepa
TepmumHanoB Astra Linux (STAL) normH n naponb Heo6xogMMo BBOAMTb B TOM BUAE, B KOTOPOM
oHM 3agdaHbl B OC (ecnu noaktoveHMe NpPOUCXOOUT C YYETHLIMU [OAaHHbIMU  JIOKAJbHOIO
Nnosib30BaTeNsl) WM B KOHTPO/Epe AOoMeHa (EC/M MOAKAKYEHUME MPOUCXOOUT C YYETHbIMMU
AaHHbIMW OMEHHOro Nosib30BaTens).

LaHHoe TpeboBaHMe CBA3aHO C YyBCTBUTE/IbHOCTbIO K peructpy BeoguMbix cumeonos B OC Astra
Linux Special Edition.
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@ TERMIDESK

g

O vdi-demo.termidesk.ru Ipynna paboynx mect  Bce termidesk1 E

HassaHne ‘E: n3bpaHHoM | CTaTyc |I'Ipc|Tc||(c|_r| ‘b

ALSE1-7-3 OcHoBHaA

Astra Linux CE f_{ Wcnonb3yetca

Windows 10 f_\r Wcnonbayetca

PucyHok 9 — Bbibop npoTokona AoCTaBKU B rpadmMyeckoM MHTepdelnce
B 3aBMCMMOCTM OT NONHOMOYMI MoMb30BaTeNto npepocTasnatoTcs BPM, noctynHble pna onpeneneHHom
MOAENN LOCTaBKMU.
B Termidesk npegycMoTpeHbl cnegytoLme Mogenm 4OCTaBKU:

* konnektuBHble BPM — BPM co3pmaetca B aBTOMaTMYECKOM peXWME, Ha3HayaeTcs MnepBOMY
NOAKIHOUMBLLEMYCS K HEMY MOJIb30BATENIO M YAANIIETCSA MOCIE BbIXOAA MOMb30BaTENS M3 FOCTEBOM
oGC;

* uHamBupyanobHole BPM — BPM co3paetca B aBTOMaTMYECKOM peXMMe UM HasHavaeTcs
onpeneneHHOMY MoJ/b30BaTeNt0, KOTOPbIM BMAAEET UM Ha MPOTSXKEHUU XKM3HEHHOro uukna BPM.

XuzsHeHHbin unkn BPM onpepensetca AgMuHUCTpaTopoMm.

4.2 . Bbixog 3 BPM u Termidesk

Monb3oBaTtens Termidesk MoxxeT 3aBepunTb paboTty ¢ BPM gByms witaTHbIMKM cnocobamu:

* BbiMTM M3 rocteBo OC BPM — Bbixon ocyLLecTBASeTCA CTaHOAPTHLIM CrocoboM 3aBepLUeHUS
paboTbl c OC;
* 3aBepWwMTb paboTy NpOTOKO/A AOOCTaBKM —  MOMb30BaTe/lb  3aKpbIBAaeT  MPUIIOXKEHME,

ocyuiecTenstoLee goctaBky BPM (mstsc.exe, wfreerdp.exe unu xfreerdp).

Ona Bbixoga u3 Tekywero cepsepa Termidesk npu wucnonbsoBaHuM KnveHTa Hy)KHO HaaTb Ha

rpadpuyeckum anemeHT [Bbixopa].

Boinyck ot aBrycta 2023 19



@ TERMIDESK CNET.10001-02 92 01

@ TERMIDESK

™) vdi-demo.termidesk.ru Ipynna pabo4mx mect  Bce termidesk! | =
Py p

Craryc MpoTokon | Mpynna

v  OcHOBHadA

PucyHok 10 - Beixog 13 Termidesk B KnuenTe
4.3 . CokpbiTUe B TpeW

Mocne 3anycka KnueHT aBTOMaTuyeckn pobasnsietcs B obnactb yBegomneHnn OC (cucteMHbIn Tpen).
M3 cucTeMHoOro Tpest LOCTYMHbI CNeayroL e KoMaHabl:
» «CkpbITb»/«[MoKa3aTb» - CKpbITb OTOOpPaXKEHUE aKTUBHOIo okHa KnneHTa, nMbo nokasaTb akTUBHOE
okHo KnueHTa, ecnm paHee oHO BbIJI0 CKPbITO;
* «O NpUNoXKeHUM» - NoNy4nUTh MHPopmaumio o KnveHTe;

» «BbinTn» - 3akpbITb KnuneHT.
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5. TUNOBbIE HEUCIMPABHOCTHU

5.1 . HewTaTHble cuTyaumm u cnocobbl UX yCTpaHeHUs!

CNET.10001-02 92 01

Bo3MoykHble HeMcnpaBHOCTM Npu paboTe ¢ KnneHTOM 1 cnocobbl X yCTpaHeHUS NpuUBeAEHbI B Tabnuue.

Tabnuua 1 - NMepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB MX YCTPaHEeHUs!

«Number of service reached
MAX for service poll»

Nuamkaums OnucaHue Bo3MoxxHoe pelueHue
Owmwnbka: Owwnbka nosiBnseTcs npu Heobxoanmo obpaTuUTbCs K
«He 3apaH TpaHcnopT nonbiTke nony4nts BPM AQMUHUCTpaTOpY.
NOAK/THOYEHUS » ALMUHUCTpATOpPy HEOBXOAUMO
[06aBUTb NPOTOKO/bI JOCTAaBKU B
¢doHg BPM
Owwnbka: Ownbka nosiBnsieTcs npu 3anpoce | HeobxognMo obpatmTbes K

BPM

ALMUHUCTpaTOpY.

Owmnbka 3HaunT, YTO JOCTUTHYTO
MaKcuMManbHoe konnyectso BPM.

ALMUHUCTpaTOpy HEODOX0AUMO
nm6o nepentu B hoHa BPM n
I'IpVIHyﬂ,VITEJ'IbHO 3aBepLlnTb
ceccuio, nMbo yBennuunTb B PoHae
BPM makcnManbHoOe KonnM4yecTBo
BPM

Owwubka:

«[Mpokcu-cepep 3anpeTun
NOAKITHOYEHUEY

Owwubka nosiBnseTcs npu
noakntoueHuu Kk poHagy BPM

Heobxoanmo 0bpaTuUTbca K
AOMUHUCTpaTOPY.

HeobxoanmMo HacTpouTb NPOKCU-
cepBep Ha yposHe OC
NMoJib30BaTENbCKOM paboyen
CTaHuMu

Cratyc «[NlogrotoBka paboyero
MecTa» BUCUT HeEOTrpaHNYEHHO
Jile)iIne}

Mpu nonbITKe NOAKAKUNTLCS K
BPM no npotokony RDP
(Hanpamyto nnu yepes LWNO3)
nosIBNSETCA CTaTyC
«[MopkntoyeHme K paboyemy
MECTYy», KOTOpasi MOTOM
cMeHseTca Ha «[logrotoBka
paboyero Mecta» U oTobpa)kaeTcs
HeorpaHM4YeHHO A0/ro

Heobxoamnmo obpatuTthes K
AOMUHUCTpaTOpY.

CuTyaums BO3HMKAET, eciv nopT
cepBepa Termidesk HegocTyneH:
Npuv 3anpoce NOAKJIHOHYEHUS K
BPM no npotokony RDP nepeg
BblAayen NoAKIoYeHUS
ancnetdep Termidesk nposoguT
NpoBepKY AOCTYMNHOCTU NopTa
3aTpeboBaHHOMO MPOTOKO/IA Ha
uenesoM |P-agpece.

AILMUHUCTpATOpPY HEOBXOAMMO B
HacTpoMkax punbTpa Tpaduka
paspeLlnTb NOAK/IHOYEHME U3
CerMeHTa CeTu ¢
nHdpacTpykTypon Termidesk gns
Y3JI0B C po/iiMU AMCMEeTYepoB
MOAK/IFOYEHUIN B CEFTMEHT CETHU,
roe Haxogatca BPM, Ha nopT
RDP 3389
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Unpukauus

OnucaHue

BosmoxxkHoe pelueHue

Mpu nonbITKe COeAUHEHUS U3
OC Astra Linux Special Edition
1.7 Kk TepMMHanbHOMY cepBepy
Astra Linux (STAL) nnu
ony6/MKOBaHHOMY Ha HEM
NPUNOXKEHUIO COEAUHEHME HE
yCTaHaBNMBAETCS

Mpu nogkntodeHmn k STAL
coeauHEeHWe He yCTaHaBIMBaeTCA

Heobxoanmo 0bpaTuUTbCs K
AOMUHUCTpaTOPY.

[Ons ycTpaHeHus npobnembi
HeobxoauMo B rpacmyeckoM
nHTepdence ynpasneHms
Termidesk nepenTtu «Paboune
mecTa - DoHabI», BbIBpaTh GoHA,
BPM u 3apatb emy

nonnTuKy «MexaHuam
obecneyeHMs 6e30MacHOCTU Ha
ypoBHe cet (RDP)» - «TLS» nnu
«RDP» pna poctyna k
ony6AMKOBaHHOMY MPUNOXKEHWNIO
STAL.

Lna poctyna K TepMUHANIbHOM
ceccumn STAL Heobxoammo 3apaThb
3TOM NONUTUKE 3HAYEHMEe
«ABTOCOr1acoBaHMe»
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6 . MEPEYEHb COKPALLEHUM

CokpallieHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

3MNcC 3aMKHyTasi MporpamMMHas cpefa

ocC OnepaumoHHas cucTema

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe nms
lOMEHa)

HTML Hypertext Markup Language (s13bIK runepTeKCToBOM pa3mMeTKM)

IP Internet Protocol (MexceTeBon npoTokon)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro paboyero crtona)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoTokon)

Termidesk MporpamMMHbIN Komnnekc «ducnetTyep NogkIOHeHUM
BMPTYasibHbIX paboumx MecT Termidesk»

URI Uniform Resource ldentifier (yHMduLMpOBaHHbIN naeHTUdUKATOP
pecypca)

Boinyck ot aBrycta 2023 23



JUVEON |

Unified Virtualization
Experience, Opportunities, Now

© 000 «YBEOH - OBJTAYHbIE TEXHOMOI MU »

Appec: 119415, r. Mockea, npocnekT BepHaackoro, gom 41, ctpoeHue 1, obuc 645a
Cant: www.termidesk.ru
TenedoH: +7 (495) 975-1-975

O6wmn e-mail: info@uveon.ru
OTpen npopaxk: sales@uveon.ru

TexHuyeckaa noaaepykka: support@uveon.ru




	ОБЩИЕ СВЕДЕНИЯ
	УСТАНОВКА И УДАЛЕНИЕ
	 НАСТРОЙКА В ГРАФИЧЕСКОМ ИНТЕРФЕЙСЕ
	 РАБОТА С ВИРТУАЛЬНЫМ РАБОЧИМ МЕСТОМ
	 ТИПОВЫЕ НЕИСПРАВНОСТИ
	 ПЕРЕЧЕНЬ СОКРАЩЕНИЙ

