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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OKYMEHT €BnsieTCS BTOPOM YacCTblO PYKOBOACTBA agMWHMUCTPaATOpa Ha MpPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

Bo BTOpoM uactu pykoBOoACTBa npuBegeHa HacTporka Termidesk, paccMoTpeHbl B3aMmopencTBue
KOMMOHEHTOB, pasrpaHuyeHne GQYHKUMA N0 agMUHUCTpUpoBaHMto. [ns Toro, 4TobObl MOAYYUTb
MHbOopMaLMo 06 yCTaHOBKE MPOrpaMMHONO KOMMJIeKCa, HEeObXoaMMO 06paTUTbCS K MEepBOM 4acTu
pykoBoacTtBa agMuHuctpatopa - CJIET.10001-02 90 01 «PykoBoacTtBO agMMHMCTpaTopa. YCTaHOBKA

NpOrpaMMHOro KOMriekca».
1.2 . Tunorpadckue cornawieHus

B HacToaweM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

" MOHOWMWPWUHHBIA WPUDPT — UCMONb3yeTcs A[NsS BbloeneHus ¢GparMeHToB TekCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), NyTer MepeMELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrpPaMMHbIX 31eMeHTOB (0OBbEKT, KNnacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Tak>ke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCA A/ 0603Ha4YeHMs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrnoBble CKOBKU> — TEeKCT, 3aK/IFOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs 4SS HAMMEHOBaHMUS

KnaBuLl KniaBuaTypbl.
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2. MNOJIb3OBATEJIN U KOMIMNOHEHTbI TERMIDESK

2.1 . PasrpaHuyeHue pyHKUMIA
MpenycMoTpeHo ciepytolLee pasrpaHuyeHmne dyHKLMK No ynpasneHmto Termidesk:

* pyHKUMM agMuHUCTpaTopa Termidesk;
* ¢dyHKuum nonb3oBatensa Termidesk;

* dyHKuum onepatopa Termidesk.

AanmuHuctpatopy Termidesk [OCTYynHbI HacTpoWKka M ynpaBfieHWME MPOrpaMMHbLIM KOMIIEKCOM Moc/e
YCMELIHOro MpPOXOXAEHMSA Mpoueaypbl  uaeHTUGUKaUMM U ayTeHTUdUKaumn. [lo ymonyaHuo ¢
aAMUHUCTPATOPOM  acCOLMMPYETCS JIOKa/bHbIM  MOMb30BaTeNb  onepaumMoHHon cuctembl (OC) ¢

MONHOMOYMAMU aAMUHUCTPATOPA Ha y37e C ycTaHoBNeHHbIM Termidesk.

® Termidesk nHTerpmMpoBaH CoO BCTPOEHHbIM KOMMIEKCOM CPeAcTB 3awwmTbl MHbopmauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a  TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocyecTeasieTcs cpeacteamu OC.

Takyke MoALEP>KMBAOTCA CNEAYHOLME LEHTPAIM30BaHHbIE CETEBbIE XPAHUAULLA AAHHbIX O CyObekTax u
MX MOSIHOMOYUSAX:

* FreelPA;

= SAML;

» |P-ayTeHTUDMKaALMS;

* Microsoft Active Directory (MS AD) unun LDAP.

Monb3oBaTtens Termidesk ncnonbsyeT koMnoHeHT «KnneHT» ans nonydveHus AOCTyna K BUPTYasibHOMY
pabouemy mecty (BPM).

Onepatop Termidesk 3apaetcs agMuHucTpatopoM Termidesk. Onepatopy Termidesk poctyneH
OrpaHWYeHHbIM agMUHUCTpaTopoM Termidesk cnMCoK MOAHOMOYMM MO AOCTYyNy B rpaduyeckmi

NHTepdenc ynpasneHus.
2.2 . CxeMa ceTeBOro B3aumMoaemncTeus KoMnoHeHTos Termidesk

Cxema B3aMMOAENCTBMS mMexay CeTeBbiIMM NMOopTaMn M KOMMOHEHTAMU Termidesk npeancrtaBsieHa Ha

pUCyHKe.
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50

DAP

LDAP

TCP/UDP 389

LDAP SSL
TCP 636

DNS

;l“cm.mvt. H:lnn;{pomTﬂ; A :

UDP 53

DNS

3amaHmii

5672 54v32 5432 5672

Session agent HTTP
TCP TCP 80,

31000 HTTPS

TCP 443

HTTP
TCP 80,

HTTPS
Cepeep TCP 443

TepMuHanos

(MS RDS/STAL)

RDP

CepBep
RabbitMQ

UDP 53

DNS

Kamert
(monKkmoenue Tepes
mo3)

UDP 53

DNS

o .

Kament
(mpsvoe moTKTOwCHIIE)

UDP 53

PucyHok 1 — Cxema ceTeBOro B3aMMomemncTBust KOMNoHeHTOB Termidesk

O6Lwmn nepeveHb y310B U kKOMNOHEHTOB Termidesk npencraeneH B Tabnmue.

Tabnuua 1 - MNMepeyeHb y310B 1 KOMMOHEHTOB

WM YCTaHOBKAa COBMECTHO C
ANCrneT4Yepom

KoMnoHeHT HaumMeHoBaHMe Ha Y3en yctaHOBKMU HaumeHoBaHue nakeTa
cxemMe YCTaHOBKM
«YHUBEpCaNbHbIN Oucnetuep OTnencHbIM y3en gns yCTaHOBKM termidesk-vdi
ancnetyep
«MeHenxep paboumx MnaHupoBWMK OTpencHbIM y3en gis yCTaHOBKM termidesk-vdi
MecT» 3a4aHuNn WM YCTaHOBKAa COBMECTHO C
AncneTyepom

«LLnto3» LWnwo3 OTpenbHbIlM y3en Ans yCTaHOBKM termidesk-vdi

«AreHT» (CECCUOHHDI
M areHT)

Session agent

Cepgep TepmuHanos (Microsoft
Windows Server c ponbto
«Remote Desktop

Services» (manee - MS RDS),
Terminal Server Astra Linux
(manee - STAL))

termidesk-
session-agent

«KnueHT»

KnueHT

Pabouee MecTo nonb3osaTens
(nonb3oBaTenbckas paboyas
CTaHuma)

termidesk-client

«CepBep
TepMMUHANoB»

Cepsep TepmuHanos Astra Linux
(STAL)

stal
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2.3 . MNocnenoBaTenbHOCTb CETEBbLIX 3aNpPOCOB KOMNOHeHToB Termidesk

lNocnenoBaTenbHOCTb CETEBbIX 3anpocoB C yKasaHMeM nepeyvyHa nopTtoB AJsid KOMMOHEHTOB Termidesk u

3/1EMEHTOB MHPPACTPYKTYpPbl NPEACTABNEHA HA PUCYHKE.

A @ p—
| ® ®
{OC Astra Linux  ITporpammubrii banancupopmuk  Cepsep Termidesk Cepsep DNS  Cepsep MS AD BanaHcupoBmmk Ilm103 Cepsep MS RDS

KJIHEHT

SESSION AGENT
[——— INTERACTION
TCP, 31000

DNS NAME request,

AUTHENTICATION/AUTHORIZATION___» UDP, 53

request, TCP, 80/443 LDAP request,
TCP, 389

Terminal or APP request, Terminal or APP
request,

R?Z;M;)m)as)' ~ V|¥  RDP(MSRDS), £‘>
' TCP, 80/443

Terminal or APP connect
L———  RDP (MSRDS)
TCP, 3389

PucyHok 2 — O6wwas nocnenoBaTeslbHOCTb CETEBbIX 3aMpoCoB
MocnenoBaTenbHOCTb CeTEBbIX 3aMpOCOB C YKa3aHMEM TMEpeyHs MOPTOB MpU ayTeHTUdUKALUM U

aBTOpM3aLUMK Nonb30oBaTens Yepes KOMMNoHeHT «KnaneHT» npeacrtaBneHa Ha pUCyHKe.

3

Windows 10  IIporpamvHbIi BamrancapoBmuK Cepsep Termidesk Cepsep DNS Cepeep MS AD

MS AD

KJ/AHEHT

/____AUTHENTICATION/AUTHORIZATION 1.
[N request, HTTP/HTTPS, TCP, 80/443 — V]

DNS request
UDP, 53

AUTHENTICATION/
[ '— AUTHORIZATION —
request, HTTP/HTTPS,

TCP, 80/443
DNS request,

UDP,53 —

LDAP request,
TCP, 389

chyHOK 3- HOCJ'IEJJ,OBaTEJ'IbHOCTb ceTeBbiX 3anpocos npu ayTeHTMCbVIKaLI,MM M aBTOpU3aunm

2.4 . lMNepeuyeHb ceTeBbiX NOpTOB KOMMNOHEeHTOB Termidesk

MepeyeHb ceTeBbIX MOPTOB, MCMOJIb3YEMbIX KOMNOHEHTaMK Termidesk, npuBeaeH B Tabnuue.
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Tabnuua 2 - MNepeyeHb ceTeBbIX MOPTOB, UCMOJIb3YEMbIX KOMMNOHEHTaMK Termidesk

Cnyxba Mpotokon Mopt
«YHUBEpCanbHbIM guUcneTyep»
HTTP TCP 80
LDAP TCP/UDP 389
HTTPS TCP 443
LDAP SSL TCP 636
AMQP (RabbitMQ) TCP 5672
POSTGRESQL TCP 5432
VDI (termidesk-vdi) TCP 8000
SESSION AGENT (TermideskSessionAgent) TCP 31000
RPC INTERACTION TCP 43900-44000
DNS UDP 53
«MeHemxep paboumnx MecT»
POSTGRESQL TCP 5432
AMQP (RabbitMQ) TCP 5672
«LLno3»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
WSPROXY (termidesk-wsproxy) TCP 5099
DNS UDP 53
«AreHT» (CeCCMOHHbIN areHT)
SESSION AGENT (TermideskSessionAgent) TCP 31000
«KnuneHT»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
CLIENT (termidesk-client) TCP 1024-49151
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3. HAYAJ10 PABOTbI

3.1 . NocnepoBaTensHocTb BBoga B aencTBue Termidesk Terminal
O6was nocnenoBaTenbHOCTL WAroB Ans BBoAa B Aencrteme Termidesk Terminal cocTouT B cneaytoLuem:

* MoAroToBKa CeTeBOM WMHMPACTPYKTYpbl B COOTBETCTBUM C TpeboBaHUSIMM pa3gena TpeboBaHMs K
cpene dyHKumoHupoBaHusa pokymeHTa CJIET.10001-02 90 01 «PykoBoacTBo agMuHMCTpaTopa.
YcTaHOBKa MpoOrpaMMHOro KOMMJieKca;

* ycTaHoBKa Termidesk B 3aBMCMMOCTM OT BbIOPAaHHOM KOHQUIrypauuu: KOMIMIEKCHass Wan
pacrnipeaeneHHas (CM. pasgenbl u nogpasgensl MNMoarotoBka cpenbl PYHKUMOHMPOBaHMSA, YCTaHOBKA
M HACTpoOMKa OTAENSIEMbIX KOMIMOHEHTOB Ha opHOM Yy3ne, PacnpeneneHHas ycTaHoOBKa
nporpaMMHoro komnnekca gokyMeHta CJIET.10001-02 90 01 «PykoBoacTBO agMWMHMCTpaTopa.
YcTaHoBKa MporpaMMHOro kommnsekca»). Beog B foMeH (nMpn HeobxoaMMOCTM, COTNTIACHO CXEMeE
ceTeBOM MHPPACTPYKTYpPbl NpesnpusaTms);

* YCTAaHOBKA KOMMOHEHTA KCECCMOHHbIN AreHT» Ha cepeep TepMUHanoB (CM. noapasaen YCTaHOBKa
ceccuoHHoro AreHta pokymeHta CJIET.10001-02 90 04 «PykoBoacTtBO apgMuHMUCTpaTopa.
HacTtponka koMnoHeHTa « AreHT»);

* nepexop, B rpadpuyeckuint nHtepdenc Termidesk n pobasneHue noctaBwmka pecypcoB «Cepsep
TepMuHanos» B Termidesk (cm. paspen [lobaBneHue cepBepa TepMuHanoB (MS RDS u STAL) B
KayecTBe NocCTaBLUMKa pecypcoB);

* pobaBneHne HeobxoguMMoro JAoMeHa ayTeHTUdMKaumm (Npu  HeobxoaMMOCTM, ecau B
MHDPACTPYKTYpe  MCMONb3ylTCS  cepBepbl  KaTtanoroB)  (cM.  pa3gen AyTeHTuduKauus
nonb3oBaTenen);

* co3paHue wabnoHa BPM pna noctaBwuka «CepBep TepMuHanoB» B Termidesk (cM. noppasgen
LLla6bnoHbl BPM ans cepBepoB TepMUHAnNoB);

* nobaBnieHMe MPOTOKOJIOB AOCTaBKM, KOTopble ByayT MCMONb30BaTbCs AN noakatodeHuss kK BPM
(c™. pazgen MpoToKonbl 4OCTaBKU);

* co3paHue n HacTponka poHaa BPM B Termidesk (cm. pazgen PoHa paboumx MecT)

* HasHayeHWe ToNb30BaTeNeEM B CO3gaHHOM paHee d¢oHae (cMm. nogpasgen HasHaueHue
nonb3oBaTenen AoCcTyna);

* Ha3Ha4yeHWe rpynn B co3naHHOM paHee doHae (cM. nogpaszen HasHaueHue rpynn goctyna ¢oHAy
BPM);

* Ha3Ha4yeHWe TMpPOTOKOSIOB [AOCTaBKM B CO34aHHOM paHee ¢oHae (cM. noppasgen HasHauyeHue
npoTtokonoB poHay BPM).
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4. NOCTABLUMUKUN PECYPCOB

4.1 . O6bwue cBepeHUS O NOCTaBLUMKAX pecypcoB

MocTaBwmk pecypcoe B Termidesk BapmaHTa nuueHauposaHus «Termidesk Terminal» - 370
TepMUHaNbHbIN CepBep, NPeaoCTaBASIOLWMIA BbIUMCINTENbHbIE MOLLIHOCTU, PECYPCbl XPAaHEHUS! AAHHbIX, a
TaK)Xe CeTeBble pecypcbl AN pasmelleHns BPM.
Mpadmueckur mHTepdernc ynpasneHuss Termidesk obecneuvBaeT cnepytoLiMe onepauuu yrpaBieHUs
NOCTaBLLMKAMU peCypCoB:

» nobasrieHue;

* penakTUPOBAHME;

* yhaneHue;

" TEX06CNYy>KMBaHME;

* MPOCMOTp CBEAEHUN;

* opraHmsauma wabnoHa BPM.

Ons no6asneHusa B Termidesk nocTaBLimka pecypcoB B rpaduyeckoM MHTepdence yrnpasneHus ciepyet
nepentn «KoMmnoHeHTbI - [MocTaBLMKK pecypcoB», 3aTeM HaXkaTb 3KpaHHYt kHonky [HoBbIi] 1 BbIGpaTh
M3 BbIMNaAakOLLErO CAMCKA HEODXOAMMOro NOCTaBLUMKA.

Kaxkabl MOCTaBLUMK pecypcoB OMUCLIBAETCA MepeyHeM napameTpoB, Tpebyembix Termidesk pnns
NoslyyYeHUss UAEHTUPUKATOPOB CYyObEKTOB M MHbOPMaLMM O nonHoMouusix. [MpoBepuTb KOPpPEKTHOCTb
yKa3aHHbIX MapaMeTpoB MOXXHO MpPU MOMOLLM 3KpPaHHOM KHOMKK [TecT], pacnono>keHHOM B TOM e OKHe.
[ns coxpaHeHus napameTpoB KOHGUrypaLMM Hafo MCNONb30BaTb 3KpaHHY KHonky [CoxpaHuUTb].

[Ons pepakTnpoBaHus MHGOPMaLMM O CO34aHHOM MOCTABLUMKE peCypCcoB creayeT nepenty «KoMMnoHeHTbI
- lMocTaBwmKkM pecypcoB», 3aTeM BblOpaTb HEOBXOAMMOro MOCTABLUMKA M HaXKaTb 3KPAHHYHD KHOMKY
[PepakTupoBath].

Ona ynaneHus cospaHHOro nocTaBlwuKa pecypcos creayeT nepentu «KomnoHeHTbl - lMocTasLumkm

pecypcoB», 3aTeM BblOpaTb HEOOXOAMMOIO MOCTaBLUMKA U HaXKaTb 3KpaHHYO KHomMky [YaanuTsb).

A TlocTaBLWMK pecypcoB MOXET BbITb yAasieH TOJIbKO B TOM C/ly4ae, eC/iv Ha HEM He MPoU3BOAUTCS
pa3meLleHue poHpos BPM.

4.2 . NobaeneHue cepeepa TepMuHanos (MS RDS u STAL) B kayecTBe NoCTaBLUMKa PECYPCOB

Ona pobaeneHus B rpaduyeckoM wuHTepderice ynpasneHus cnegyeT nepentn «KOMMOHeHTbI -
MocTaBLMKM pecypcoB», 3aTeM HaxaTb 3KpaHHYo KHomnKy [HoBbii] 1 BbIOpaTh U3 BbiNaaatoLLEero cnmcka

«CepBep TeEpMMHANoOB».
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& [na B3aumopenicTeus ¢ cepsepoM TepmuHanoB (MS RDS wnu STAL) Heobxoammo ycTaHOBUTb
CNeLManmM3npoBaHHbIN areHT B COOTBETCTBMM C MoApasgesioM YCTaHOBKa CeCCUOHHoro AreHTa
nokymeHTa CJIET.10001-02 90 04 «PykoBopctBo agMuHucTpaTopa. HacTporka KOMMoHeHTa

«AreHT».

A STAL peanusyetcs komnoHeHToM «CepBep TEPMMHANOB», KOTOPbIA HYXXHO YCTaHOBUTb Ha y3en B
cooTBeTCcTBUM € nogpa3genomM YcraHoBka STAL nokymenTa CJTIET.10001-02 90 06 «PykoBoacTso
aaAMUHUCTpaTopa. HacTpoika komnoHeHTa «CepBep TEpMUHANOBY».

LOns pobaeneHus B Termidesk cepeepa TepMuHanoB agMMHUCTpaTopy Termidesk Heob6xoaMMo 3anoNHUTL

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytroLuen Tabnumubl.

Tabnuua 3 — aHHble Ana nobaBneHna cepsepa TepMUHANOB

MapameTp OnucaHue
«HazBaHune» TekcTOBOE HaMMEHOBAHWE MNOCTABLLMKA PECYPCOB
«KomMMeHTapuimn» MHbopMaLmoHHOe coobLueHme, UCnonb3yeMoe 4sist

OonncaHma HasHa4eHMAa NoCTaBLLMKa peCcypCcoB

«Anpec CeCCMOHHOro areHTa»

FQDN y3na, Ha KOTOPOM YCTaHOB/IEH CECCUOHHbIN areHT
Termidesk

«[lMopT ceccMoHHOro areHTa»

Homep nopta ceccuoHHoro areHta Termidesk. Mo
yMonyaHuto Homep nopta 31000

«[DomeH» HauMeHoBaHMe goMeHa ANS MOAK/HOYEHMS K CepBepy
TepMUHaNoB

«JlornH» CybbekT, MMetoLWwMii MOHOMOUMS ANS YNpaBieHUs
cepBepoM TepMUHaNoB

«[Maponb» Habop cMmBonoB, NOATBEPXKAAOLWMI Ha3HaYeHWE

MOJIHOMOYUN

«WMcnonb3sosatb HTTPS»

Bbi6op ncnonbsosaHusa npotokona HTTPS gna 3anpocos k
CeCCMOHHOMY areHTy. 1o yMon4aHMIO BK/IHOYEHO.

Ha cepBepe TepMUHaN0OB JOMXKHbI BbITb AO6GABNEHDI
Ba/IMAHbIE CEPTUPUKATBI U YyCTaHOBMEHa onumsa USE_HTTPS
B 3HayeHue «True» B KOHDUTYypaLMOHHOM daine
CECCMOHHOrO areHTa.

B cnyuae, ecnn Heo6xoaMMo MCMONb30BaTb NPOTOKON
HTTP, Heob6x0AMMO OTK/IHOUNTL JaHHbIV NapaMeTp u
yCcTaHOBUTb onuuio USE_HTTPS B 3HaveHue «True»
KOH(UIypauMoOHHOM danie CECCUOHHOMO areHTa

«Banupauus ceptudmkara»

Bbi6op npoBepkn noganHHOCTU cepTudmkaTa npu
3aMpocax K CECCMOHHOMY areHTy. o yMonyaHuio
BKJTHOYEHO
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& Ecnv nocne nonbITKM NpoBepuTb BBEAEHHbIE AaHHble 3KpaHHOM KHomkow [TecT] nosiBnstoTCs
coobLueHns 06 owmnbke, To NMpu co3pgaHum WwabnoHa BPM 6ynet 610KMpoBaTbCS BO3MOXKHOCTb
ero coxpaHeHus (cosnaHus).

A [na KOppekTHOro MOAK/IYEHU uYepe3 KOMMOHeHT «KnueHT» K cepeBepy TepMWHaNoB
HeobxoauMo 3adaTb NapameTp «MexaHu3m obecnedeHus 6esonacHOCTM Ha ypoBHe cetu (RDP)»
B MONAUTUKAxX KOHKpeTHoro ¢oHza BPM («Paboune mecta - DoOHAbI») B COOTBETCTBUM C
BblIOpaHHbIM CEPBEPOM:

» «TLS» unu «RDP» - ons nogkntoueHmsa kK onybnmkoBaHHOMY npunoxkeHnto STAL;
* «ABTOCOrNacoBaHMe» - /19 NOAK/IOYEHUS K TepMUHanbHom ceccumn STAL;

= «NLA» - nna nogkntoyeHmna kK MS RDS.

4.3 . PexxuM Texo6cny>XMBaHMS NOCTaBLUMKA peCypcoB

PE)KVIM TEXO6CJ'Iy)KVIBaHVIFI npegHasHadyeH AOn4a naaHOBbIX pernaMeHTHbIX Wn aBapVIVIHbIX pexxmMax
paboTbl nocTaBwMKa pecypcoB. B pexume TtexobcnyxuBaHus Termidesk He mMcnosb3yeT nocTaBLUMKA

pecypcoB anis pa3merteHus doHpos BPM.

[Ons nepesoga nocTaBLMKa PeCypCcoB B pexuM TexobcnykuBaHus cnesyeT neperTn «KOMMOHeHTbI -

MocTaBLLMKM pecypcoB» M HaXkaTb 3KpaHHYH KHonKy [Texobcny>kMBaHUe] ¢ BbIGOPOM 13 BbINaAatoLLEro

cnucka 3HadeHusa «BkarounTtb». 3atem noaTBepaAnUTb BKJTKOYEHUE peXXMUMa.

TEQMIDESK @ @CMCTeMan’/'l nonsb3oBartesnb (admin123) v
@ 06z0p MocTaBLUMKIM pecypcoB
& KomnoHeHTsl > MocTaBLMKM pecypcos

Q‘g HacTpoiiku > HoBbin v PepaktupoBatbh | | Yaanutb Texo6cnyxkmBaHue v
Briountb
HasBaHve ~ Texo6cnyxusaHve — Tun BbIk1t0UNTbL
4 Pa6ouue mecta >
brest BbikatoveHo MK CB bpect 1 16
stal BbiktoueHo CepBep TepmuHanos 1 1
..lll MOHUTOPUHF > [3kcneprMeHTaIbHBbIN]
15 v | HacTp. 1-2m32 K < 1 mn31 D e

PucyHok 4 — BkitoueHure pexknMa TexobCny>XMBaHMS NMOCTaBLLMKA pecypcoB
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Bknountb pe>xxum TeXO5Cny)KI/IBaHVI$|

Pexxvim TexobcnyxrBaHys 6yAeT BKIHOUEH ANa NoCTaBLLUVKa pecypcos: stal.
Tun noctaBLumka: Cepeep TepMMHaNoB [3KCNepuMeHTanbHbIN].

OTMeHUTbL Bknountb

PucyHok 5 - MoaTeepykaeHWe BKIKOYEHUSI peXXMMa TeXobCTy>XMBaHUS
CocTosiHMe pexkuma Texobcny>kmBaHus byaneT oTobpaxkeHo B cTonbue «Texobcny>kmBaHue» CAMCKa
MOCTaBLLMKOB pecypcoB.
Lns oTKNtoUYeHMs pexxnuMa TexobCny>KMBaHUSI HY>KHO BblbpaTb MOCTaBLLMKA PECYPCOB, HaXKaTb IKPaHHYHO
KHonky [Texobcny>xuBaHue], a 3aTeM BbIGpaTb U3 BbINaAAOLLEro CrINCKA 3HaYeHUe « BbikaounTb».
Mo 3aBepLUeHUM TEXOBCNY)KMBAHUS MOCTABLLUMK PECYpPCOB MOXET ObiTb CHOBa Mcnosib3oBaH Termidesk

ons pasMelleHus doHaos BPM.
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5. AYTEHTUOUKALIMA MONIb3OBATEJIEN

5.1. O6wue cBepeHUA 0 AOMEHaxX ayTeHTUPUKaLmum
JoMeH ayTeHTUDUKALUM - UICTOYHUK CBEAEHUM O CYObEKTaX U UX MONHOMOUUSIX.

B Termidesk nopnep>kmsarotca cnepytowme 4OMeHbl ayTeHTUdUKaumu:
* FreelPA;
» SAML;
» |P-ayTeHTUDUKaLMS;
= MS AD unu LDAP.

ﬂop,u,emea HEKOTOpPbIX AOMEHOB ayTEHTVId)VIKaLI,VIVI MOXeT ﬂ,06aB}'IFITbC$I B pe>XXmnMe s3KCnepuMeHTalIbHbIX

dyHKUMI (MpY MOMOLLM NAArMHOB PacLUMPEHUN).

Ons pobaeneHusa B Termidesk pomeHa ayTeHTUdMKauum B rpaduyeckoM uHTepdernce yrnpaBieHuUs
cnepyeTt nepentu «KomnoHeHTbl - JloMeHbl ayTeHTUdUKALMM», 3aTeM HaXaTb 3KPaHHYH KHOMKY
[HoBbIi4] 1 BbIGpaTh 13 BbiNaaatoLLEero CNMCcKa HY>XHbI AOMEH ayTeHTUdUKaL UK.

Kaxkabl foMeH ayTeHTUdUKALUUKM OMUCbIBAETCS MepevyHeM MapaMeTpoB, TpedyeMbixX Ans MOaydeHust
NOoeHTUDUKATOPOB CYOBLEKTOB M MHPOPMauumM o nonHoMoumsx. MpoBepuTb KOPPEKTHOCTb YKa3aHHbIX
rnapamMeTpoB MOXHO MpW MOMOLUM 3KpaHHOW KHomnku [TecT], pacrnonoxeHHor B TOM ke okHe. [ns
COXpaHeHWsi NapamMeTpPOB KOHMUIYpaLMKN HYXKHO MCMONb30BaTb 3KpaHHYH KHomnKy [CoxpaHuTb].
Co3paHHbIM fOMEH ayTeHTUdUKALUM MOXKHO OTpeaakTupoBaTb. [na aToro B rpadmyeckom mHTepderice
ynpasneHus cnepyet nepentn «KomnoHeHTbl - [loMeHbl ayTeHTUdMKauMmM», 33aTeM TMOMETUTb

HeobXoAUMbIN AOMEH ayTEHTUDMKALMKN N HaXKaTb IKPaHHYH KHoMKy [PegakTupoBaTh].
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@ O630p [llomeHbl ayTeHTUGUKaLMN
| &% KommoHeHTsl > [loMeHBI ayTeHTUdUKaLMN
0: HachDl'/iKVI > Mouck Q HoBeblid v Ypannte
110 Ha3BaHNIO W KOMMEHTaPNIO
MpuopwuteT * HassaHne Nonb3soBatenn KommeHTapum
L Pa6oune vecra >

MSAD MS Active Directory (LDAP)

.||| MOHUTOPUHT > 100 BCTpoeHHbIii BCTpoeHHbiIit 1

15 v | HacTp. 1-3m33  « < 1 w31 > »

PucyHok 6 — OkHo BbIbopa AoMeHa ayTeHTUDMKaLMK ANs peaakTUPOBaHMUS

Co3paHHbIM AOMEH ayTeHTUDUKALMM MOXKHO Npu HeobxoammocTu yaanuTb. Ons aToro B rpadumyeckom
nHTepdence ynpasneHus cnepyet nepentm «KoMnoHeHTbl - [loMeHbl ayTeHTUDMKALMM», 3aTEM NOMETUTb

HY>KHbIX AOMeH ayTeHTUDUKALMKN U HaXKaTb IKpPaHHY0 KHonky [YaanuTe).

5.2 . Oo6aeneHune ayteHTUdMKauum yepes Freel PA

5.2.1. Monyuenune n pobasneHue daina keytab

Keytab-dainbl mcnonb3ytoTca 418 ayTeHTUbUKauMM B CUCTeMax, Mcronb3ylowmx Kerberos. [ns

nony4yeHus keytab-d)aﬁna Ha KOHTponnepe goMeHa U ,EI,O6aBJ'IeHMFI €ro Ha cepBep, rge ycraHoBneH

Termidesk, Heobx0aMMO BbINONAHUTL pAL, AENCTBUMN.

Lencteua Ha KOHTponnepe goMeHa (Hanpumep, Freel PA):
" MONYYUTb JOCTYMN K KOHTPONIEpY AOMEHA B pexKMMe UHTepdenca KOMaHAHOW CTPOKM;
* nonyunTb kerberos-ticket aona nonb3oBaTens C NOAHOMOYMSIMW AAMUHUCTPATOPA AOMEHa Mpw

noMoLKn KoOMaHAabl:
:~$ sudo kinit admin
* BbIMOJHUTb KOMaHAY 419 A006aBNeHUs y3na:
:~$ sudo ipa host-add --force --ip-address=IP_disp.termidesk.local disp.termidesk.local

roe:
--force - dnar gna NpUHYAMTENIbHOMO CO34aHUS;

-—ip-address - 3agaHue IP-agpeca ueneBoro yzna;
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IP_displ.termidesk.local - IP-agpec cepsepa, roe yctaHoBneH Termidesk,

disp.termidesk.local - M™MHumbii FQDN y3na B Tekywem pomeHe (B npumepe

termidesk.local);

A& Muumbin FQDN o3HayaeT, 4To OH He 06s3aTeNlbHO A0/KEH ObiTb MpUBA3aH K AEUCTBUTENBHO

CYLLLeCTBYIOLLEMY Y311Y.
®" BbINOJHNTb KOMaHA4Y ,EI,O6aBJ'IeHMF| CJ'Iy)K6bI Ang HOBOro CeEpBUCHOINO akKkKayHTa:
:~$ sudo ipa service-add HTTP/disp.termidesk.local
* co3paTb hann termidesk.keytab Ans cepBMCHOro akkayHTa:

:~$ sudo ipa-getkeytab -s freeipa.termidesk.local -p HTTP/disp.termidesk.local -k /home/
user/termidesk.keytab

rpoe.
-s freeipa.termidesk.local - 3agaHne FQDN cepsepa-koHTponnepa nomeHa FreelPA;
-p HTTP/disp.termidesk.local - yka3zaHMe paHee CO30aHHOMO CyobeKTa-Cny>kbbl;

-k /home/user/termidesk.keytab - coxpaHeHue B pann termidesk.keytab;

a HEBa)KHO, A4 KaKoro ysnaa co3aaH keytab, HEO6XO,EI,MMO CaMO ero Hanunuyume.

* nepegatb  MonydeHHbin damn  termidesk.keytab Ha y3en Termidesk, Hanpumep,

BOCMOJ/1b30BaBLLUNCb KOMaH,EI,OIZZ
:~$ sudo scp termidesk.keytab localuseruser@IP_disp.termidesk.local:termidesk.keytab

roe:
localuser - UMS NONb30BaTENS LIEJIEBOMO Y3Na;

IP_disp.termidesk.local - IP-agpec uenesoro yzna.

Mocne nepegaun damnna Ha y3ne Termidesk He06X0AMMO BbIMOMHUTL CNEAYIOLLEE:

* nepemMecTuTb hann termidesk.keytab B kaTanor /etc/opt/termidesk-vdi:
:~$ sudo mv /home/user/termidesk.keytab /etc/opt/termidesk-vdi/
* cpenaTb BnagenbLeM 3Ttoro danna nosnb3osatens termidesk:
:~$ sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/termidesk.keytab
" nepe3anycTuTb CNyxby termidesk-vdi:

:~$ sudo systemctl restart termidesk-vdi
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5.2.2 . lMNepeyeHb napamMeTpoB a1 pobaBneHus ayteHTUdPUKauum vepes Freel PA

LOns pobaeneHus B rpadmueckom mMHTepderice ynpasneHms cnepyet nepertn «KomMnoHeHTbl - [JoMeHbl

ayTeHTUdMKaLMM», 3aTeM HakaTb 3KpaHHYt kHonky [HoBbI] u BbiGpaTb M3 BbinagatoLLlero crnmcka

«Freel PA».

LOna nobasnenumsa B Termidesk ayteHTudmkaumnm yepes Freel PA agMunHucTpatopy Termidesk Heobxoammo

3aMnoJIHUTb OaHHble, NepevncieHHble B cTonbue «lMapameTp» cnenytolien Tabnmupbl.

Tabnuua 4 — OaHHble ans pobaBneHus ayTeHTUdUKaumm yepes Freel PA

MapameTp OnucaHue

«HazBaHue» TekcToBOE HaMMEHOBAHWE JOMEHa ayTEHTUDMKALLUM

«KomMMeHTapuimn» MHbopMaLmMoHHOe coobLeHMe, UCNONb3yeMOe A1t ONMUCaHUS
Ha3Ha4YeHMs UCTOYHMKA CBEAEHUMN O CyObeKTaX 1 Ux
NOMHOMOYMAX

«[MMpuroputet» MpenMyLecTBO MCMONb30BaHMSA AOMEHa ayTeHTUdUKaLUK
npw NpoBepke cybbekTa 1 ero NoHOMOYUM

«MeTka» MHdbopmaLmMoHHOe none, ucnosnblyemMoe Ans UaeHTUGUKaumm

obbekTa BO BHYTpeHHeN CTPYKType AaHHbIxX Termidesk

«CepBUCHbIN aKKayHT»

HaseaHune CePBUCHOI0 akkayHTa, CO340aHHOro npum
,EI,O6aBJ'IEHMM nocCTaBLWMKa pecypcoB

«[omeH»

UpeHTndunkatop obnactu Kerberos gns ayteHTudmkaumm

«Keytab»

MyTb K anny c kNYaMU AN CEPBUCHOMO akkayHTa (npumep
dbopmuposaHusa danna npueeaeH B nogpasaene MonyyeHue n
nobasneHue daiina keytab). Kaxaas reHepauus keytab
[LOJXKHa NPou3BOANTLCA B HOBbIM dan. [NMpu HeobxognuMocTu
MOBTOPHOI0 UCMOJIb30BaHUS UMEHU (aliia CyLLECTBYHOLLMM
darin 06s3aTenbHO AoMKeH BbITh yaaneH nepes reHepaumen.

HeBa)kHO, 419 Kakoro y3na cosgaH keytab, Heobxogumo
CaMo ero Hanauuue

«Cepsep Freel PA»

FQDN pecypca, aBnstoLierocst ICTOMHUKOM CBEAEHWUM O
CybbeKkTax 1 MX MNOSIHOMOUUSAX

«[MpoBepka SSL»

MpoBepka ncnonb3oBaHusa SSL

«[pynna aaMMHUCTPATOPOB»

HasBaHue rpynnbl, YneHam KOTOPOM NpefoCTaBAsSOTCA NpaBga
aaAMUHUCTpUpoBaHus Termidesk

® TMpu pobasneHnn BTOPOro AOMeHa
FreelPA, Hanpumep, NporpaMMHOro

ayTeHTUdmkaumm FreelPA (unn pomeHOB, OCHOBaHHbIX Ha
komnnekca «ALD PRO») HeobxoamMmo co3aaTb HOBbIM damnn

keytab v 3apaTb eMy M4, OTZIMYHOE OT y>XXKe CyLeCTBYyHrLEero.
,D.O6aBJ'IeHVIe BTOPOro ooMeHa ayTEHTVICbVIKaLI,MVI HE OT/INYaeTCqa OT ,D,OGHBJ'IEHMH nepsoro.
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® Termidesk He peanusyeT HENOCPeACTBEHHO MEXaHU3M ayTEHTUDMKALMUN.

5.3 . No6aBneHue ayTeHTUUKauum Yyepes ALD

Ons pobaeneHus B rpadmyeckom mMHTepderice ynpasneHus cnepyet nepentn «KomMnoHeHTbl - [JoMeHbl

ayTeHTUdMKaLMmM», 3aTeM HakaTb 3KpaHHYt kHornky [HoBbI] u BbiGpaTb M3 BbinagatoLLlero crnmcka

«Astra Linux Directory».

Ons pobaBneHns B Termidesk ayTteHTudukaumm uepes Astra Linux Directory (nanee - ALD)

agMuHucTpaTopy Termidesk HeobxoamMmo 3anonHUTL HaHHble, NepedncneHHble B ctonbue «lapametp»

crnepyroLlen Tabnmubl.

Tabnuua 5 - OaHHbie gns pobaBneHus ayTeHTUdUKaumm yepes ALD

MapameTp OnucaHue

«HazBaHue» TekcToBOE HaMMEHOBAHWE JOMEHa ayTEHTUDUKALLUM

«KomMMeHTapuimn» MHdbopMaLmMoHHOe coobLeHMe, UCMONb3yeMOe A1t ONMUCAHUS
Ha3Ha4YeHMs UCTOYHMKA CBEAEHUM O CyObeKTaX 1 Ux
NOMHOMOYMAX

«[MMpuroputet» MpenMyLecTBO MCNONb30BaHMSA AOMEHA ayTeHTUdUKaLUK
npw NpoBepke cybbekTa 1 ero NoHOMOYUM

«MeTka» MHdbopmaLmMoHHOe none, ucnosblyemMoe Ans MaeHTUGUKaumm

obbeKkTa BO BHYTpeHHeN CTPYKType AaHHbIX Termidesk

«CepBUCHbIN aKKayHT»

HaseaHune CePBUCHOIo0 akkayHTa, CO340aHHOro npum
,EI,O6aBJ'IEHMM nocCTaBLWMKa pecypcoB

«[omeH»

NpeHTndunkatop obnactu Kerberos gns ayteHTudmnkaumm

«Keytab»

MyTb K hanny c kNOYaMU AN CEPBUCHOMO akkayHTa (damn
keytab, cM. nyHKT MonyyeHune u pobasneHue daiina keytab).
HeBaxkHo, 4N19 kakoro y3na co3aaH keytab, HeobxoamMmo
CaMo ero Hanunuue

«[pynna agMMHUCTpaTOpoB»

HasBaHwe rpynnbi, 4eHaM KOTOpPOM NpeaoCTaBAsStOTCS NpaBga
aaAMUHUCTpUpoBaHus Termidesk

«Cepsep LDAP (ALD)»

LoMeHHOe nMs pecypca, SBISHOLLErocs UCTOYHUKOM
CBEeAEHMIN O CyObeKTaX U MX MOJTHOMOYUAX

«TanuMayT NoaKNtOHEHUS»

Bpems oxupaHus (B cekyHpax) oTeeTa pecypca,
ABNSAIOLLErOCS UCTOYHMKOM CBEAEHUIM O CYObeKTax U UX
NMOJIHOMOYUAX

«Base DN»

KopeHb noucka B foMeHe ayTeHTUdUKaLUM
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5.4 . No6asneHune ayTeHTUMKaLmm yepes SAML

Mpoeanaep SAML - 370 eguHaa Touka BXoaa Nosib30BaTeNeN B pacnpeneneHHON CUCTEME, MO3BOSIOLLEN
ayTEHTUDULMPOBATECA B pPa3HbIX M HECBA3HbIX MeXAy COBOM 4acTax CUCTEMbl MOCPEACTBOM Beb-
6paysepa. HesaBucumo oT TOro, Kakou wucnonbsyetcs Tun 6uHamHra (binding), Bcerma npoucxoouT

nepeHanpaBneHUE Ha CTpaHuLy ayTeHTUdMKaumm «lMposangep SAML».

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTMdMKaLuMM», 3aTeM HaxkaTb 3KpaHHYt kHonky [HoBbIM] v BbiGpaTb M3 BbimajatoLlero cnucka
«SAML».

LOna po6aeneHus B Termidesk ayTeHTUdMKaumm yepes SAML agMuHucTpatopy Termidesk Heobxoammo

3aMoSIHUTb AaHHblEe, NepeYncieHHble B cTonbue «lMapameTp» cneaytoluen Tabamupbl.

Tabnuua 6 — HanHble ona nobaBneHus ayTeHTUbMKaumm yepes SAML

MapameTp OnucaHue

«HazBaHune» TekcToBOE HaMMEHOBAHWE JOMEHa ayTEHTUDUKALNK

«KoMMmeHTapuim» MHdopmaLmMoHHoe coobLLEeHWE, MCNOb3YEMOE O/151 ONMMUCAHUS
Ha3HAYeHUS UCTOYHMKA CBEAEHUM O CYObEKTAX U UX
NONHOMOYUAX

«[Mpuroputet» MpuopuTeT MCMNONb30BaHUS LOMEHA ayTEHTUDMKALMKM MPU
NnpoBepKe CybbeKkTa 1 ero NoJIHOMoO4YMM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yeMoe s uaeHTUduKaumm

06beKTa BO BHYTPEHHEN CTPYKTYpE AaHHbIX Termidesk

«ID knueHTa»

YHUKanbHbIN NAEHTUHUKATOP KIIMEHTA Ha cepBuce
ayTeHTUdmKaumm SAML

«URL MeTagaHHbIX»

URL ana nogkntoueHus K cepsucy ayteHTudmkaumm SAML

«Tun 6BUHanHra»

Cnocob otnpaBku oTBeTa cepsucoM SAML Ha 3anpoc
ayTeHTUdMKauun. Mopaep>kmBaroTcs cnepyrowime TUnbl: HTTP-
Redirect, HTTP-POST

«[MpunBaTHbIN KIHOY»

Habop cMMB0ON0OB NpMBaTHOrO KJto4Ya ana nognucaHma SAML-
3anpocoB

«®opmat Name ID»

Mopmat conocTaBneHus naeHTudmnkatopos umeH SAML y
NOCTaBLUMKOB YAOCTOBEPEHWNIN M MOCTABLUMKOB YCIyr

«Group Attr Name»

Twun aTpubyTa nonb3oBaTens (0ObIYHO B 3TOM Mosie yKa3blBaeTCs
3Ha4veHue Group)
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5.5 . Hdo6aeneHue |P-ayteHTUMKaLmm

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTUdMKaLMM», 3aTeM HaXKaTb 3KpaHHYt kKHonky [HoBbiM] 1 BbibpaTh M3 Bbinagatowero cnuncka «IP

ayTeHTUDUKALUS».

LomeH «IP ayTeHTUbMKauma» no3BonseT onpenensTb HasHa4YeHMe NpaB Ha OCHOBE CETEBbIX aApPeCcoB.
LOna pobasneHuns B Termidesk IP-ayTeHTUdMKauum agMuHucTpatopy Termidesk HeobxoauMMo 3amMonHUTL

JaHHble, nepeuncieHHble B ctonbue «lMapameTp» cneayrowen Tabnumubl.

Tabnuua 7 — DanHble ana nobasneHus |P-ayteHTUdUKaumm

Mapametp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHME AOMEHA ayTeHTUdMKALMM
«KomMmeHTapuii» NHdopmaumoHHoe coobLueHme, UCnob3yeMoe Ans

OMUCaHUA HasHa4vYeHna AOMEHa ayTeHTVICI)MKaLI,MVI

«[MpunoputeT» MpenMyLLECTBO UCNOIb30BaHUS AOMEHA ayTEHTUDUKALMUM
npu NpoBepKe Cy6bekTa U ero MOJIHOMOYUIA

«MeTka» MHdopmaLmoHHoe none, Ncnosib3yemMoe as
noeHTUdUKaUMM 0ObEKTA BO BHYTPEHHEN CTPYKTYpe
DaHHbIX Termidesk

«Pa3pelnTb NnpokcupoBaHue» Pazpewntb cybbvekTam goctasky BPM, Haxopsawmxcs 3a
MpPOKCU-CEPBEPOM

5.6 . [NobaeneHue ayTeHTUdUKauum yepes MS AD (LDAP)

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTMdMKaLMM», a 3aTeM HaxaTb 3KpaHHY KHomky [HoBbIM] v BbibpaTb M3 BbiMajatoLlero cnucka
«MS Active Directory (LDAP)».

LOna pobaeneHusa B Termidesk ayteHTudukaumm yepes LDAP agMuHucTpaTopy Termidesk Heobxoammo

3aMoSIHUTb AaHHbIE, NepeYncieHHble B cTonbue «lMapameTp» cneaytoluen Tabnmupbl.

Tabnuua 8 — OaHHble ans pobaBneHus ayTeHTUdUKaunm yepes MS AD (LDAP)

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBAHWE AOMEHa ayTEHTUDMKALMMU
«KoMmeHTapuin» UHdopMaLmMoHHOe coobLLeHMe, UCMOMb3yeMOe A5 ONUCAHUA Ha3HaYeHUs

AOMEHa ayTEHTMCI)MKaLI,MM

«[MpunoputeT» MperMyLLEeCTBO UCNONb30BaHMSA AOMEHA ayTEHTUDMKALUKN NPU MPOBEPKE
CcybbekTa 1 ero NoHOMOYUM

«MeTka» MHdopmaumoHHoe none, Mcnosblyemoe s uaeHTUdukaumm obbekTa Bo
BHYTPEHHEN CTPYKType AaHHbix Termidesk
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MapameTp OnucaHue

«Appec LDAP» IP-apgpec nnmn noMeHHoe UMs pecypca, ABASIOLLErOCS UCTOYHMKOM CBEAEHWUM O
CybbeKkTax U UX MOMHOMOUUSAX

«[MopT» TCP-nopT, Ha KOTOPOM 3anyLleHa CNy>kb6a LOMeHa ayTEHTUDMKALUK

«Mcnonb3oBath SSL» | Mcnonb3oBaTb 3alUMLLEHHOE COEAUHEHME NPU B3aMMOLENCTBUN C JOMEHOM
ayTeHTUbMKaLmm

«Bind DN» O6bekT B MS AD (LDAP), nmetowmin nonHoMoums gns aoctyna K
KOHKPETHOM 3anmcu

«Bind DN password» | Habop cMmB0noB, NOATBEPXKAAOLWMI NOJIHOMO4YMS 06bEKTa MO AOCTYNY K
KOHKPETHOM 3anmcu

«Timeout» Bpemsa oxupaHus (B cekyHaax) oTBeTa pecypca, SBsHoLLErocs UCTOUHMKOM
CBeLEeHNM 0 CyObekTax U UX MOSHOMOUUSAX

«Base DN» KopeHb noucka B foMeHe ayTeHTUdUKaLUK

«User class name» ATpubyT Knacca nosb3oBaTessi B AOMeHe ayTeHTUdUKauuKM (419 KOPPEKTHOMO
3aMnonHeHUst AaHHOMO Mo HeOBX0AMMO yKa3aTb 3HadYeHue «Person»)

«User attr id» NpeHTudukaTop nonb3osaTensi B AOMeHe ayTeHTUdMKaLMM (AN KOPPEKTHOIO
3aMosfIHEHUS AAHHOMO NoNs He0BXOAUMO YKa3aTb 3HAaYEHUE
«SamAccountName»)

«User attrs name» NpeHTndunkaTop nMeHn nonb3osatens B AoMeHe ayTeHTudbuKauum (onsa
KOPPEKTHOrO 3ano/IHEHMS JAHHOrO Mo HEO6XOAMMO yKa3aTb 3HaYeHue
«name»)

«Group class name» ATpuUBYT NpUHAANEXHOCTU K Fpynne B AOMeHe ayTeHTUdukaumm (ons
KOpPPEKTHOIO 3anosIHeHUs1 AaHHOMO Mo HEOBXOAMMO YKa3aTb 3HAYEHUE
«group»)

«Group attr name» MpeHTndumkaTop rpynnbl, K KOTOPOM OTHOCUTCS CyObEKT B AOMEHE
ayTeHTUbMKaumm (ons KOPPEKTHOrO 3arNoHEHWUS AAHHOIO Mo HeobxoaMMo
yKa3aTb 3Ha4YEeHME «Cn»)

«Group attr NpeHTndmkaTop rpynnbl ois HazHAa4YeHUS MOTHOMOYMIM CyObekTy (ana
membership» KOpPPEKTHOrO 3ano/IHeHUs1 AaHHOMO Mo HEOBXOAMMO YKa3aTb 3HaYEeHUe
«member»)

5.7 . Do6aeneHne aoMeHa ayTeHTUMKaumum RADIUS

Ona nobaBneHunsa pomeHa ayteHTudukaumm RADIUS HeobxogmMmMo BKAKOUMTL 3SKCMEPUMEHTANbHbIN
napametp experimental.radiusauth.enabled B cooTBeTcTBMM C nogpasgenoM YnpasneHue

3KCNepuMeHTaslbHbIMK NapameTpaMm Termidesk.

Mocne BKNHOYEHUS SKCMEPUMEHTANILHOTO MapaMeTpa B rpaduyeckoM mMHTepdence ynpasieHus cnepyet
nepentn «KoMnoHeHTbl - [JoMeHbl ayTeHTUdMKALMM», 3aTEM HaKaTb 3KpaHHyt kHonky [HoBbiit] u

BblOpaTb M3 BbiNagatoLlero cnmcka «Radius».
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3ateM agMuHucTpatopy Termidesk HeobxoOAMMO 3aMOSIHUTL AaHHbIE, MEPEUYUCSIEHHbIE B CTONGUE

«[lMapameTp» cnepytoLlen Tabnmubl.

Tabnuua 9 — HanHHble ana nobasneHuns ayteHTUbMKaumm Radius

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMeHOBaHWe JOMEeHa ayTeHTUdUKauUm
«KomMmeHTapuii» NHdopmMaLmoHHOe coobLLeHMe, UCMONb3yeMOe 419 OnucaHmus
Ha3HaYeHUs UCTOYHUKA CBEAEHMI O CyBbeKTax U nx
MOSIHOMOYMAX
«[MpuopuTteT» MpenmyLLecTBO MCMOb30BaHMS AOMEHA ayTEHTUDMKALMM

Npu NpoBepKe CybbeKTa 1 ero NOJIHOMOYUM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yemMoe gis uaeHTUduKaumm
06beKTa BO BHYTPEHHEN CTPYKTYPE AaHHbIX Termidesk

«Radius cepsep» IP-apgpec nam poMeHHOe UMS pecypca, ABSHOLLErOCS
WCTOYHMKOM CBELEHUM O CYObEKTaX U MX MOJIHOMOUMSAX
(cepsep RADIUS)

«AyTEeHTUDUKALMOHHbBIN NOPT» MopT pns 06paboTkM 3anMpocoB Ha ayTeHTUDUKALMIO

«CekpeT» Habop cumBonoB (Maponb), NOATBEP)KAAIOLLMI MOAKIHOYEHME
k cepeepy RADIUS

«TanmayT» MakcumanbHoe BpeMsa oxxuaaHua (B cekyHaax) ans
YCTAHOBKM COeAMHEHUSI

Banupauma 3apaHHbIX NapamMeTpoB 3KpaHHOW KHomkou [TecT] npoBepsieT KOpPpPeKTHOCTb 3af4aHHOMO
nMeHn cepeepa (BO3MOXHOCTb nonyuntb |P-agpec, wucnonbsys DNS), poctynHocTb cepBepa
(koppekTHbIM NopT, paboTocnocobHocTb cepeepa RADIUS).

Mocne pobaBneHus pomeHa ayTteHTudumkaunmm RADIUS Heobxoammo nepenTu B CO34aHHbIA OBBEKT U
yKasaTb aKTyaslbHblA CMUCOK rPyrim, NoMb30BaTe/IM KOTOPbIX MOTYT NPoOM3BOAUTL BXOA, B Termidesk.

Mpu panbHerwen >skcnayatauum cepBep Termidesk, obpabaTbiBas 3anpoc Ha ayTeHTUbMKaLUIO,
NnoJlyyaeT akTyaNlbHblX CIMCOK Fpynn Mosb30BaTeNs M CpaBHMBAET CO CBOeW KoHburypauuwen. Ecnm Hu

OOHOro coBrnageHuUda He 06Hapy>+<eHo, TO NMNOJ1b30BaTEJTHO 6y,u,eT OTKa3aHO B O0CTyne.

& KoHdwurypaumsa cepsepa RADIUS pgomkHa yunTbiBaTh nepenady Cnuvcka rpynn nosib3oBaTens B
aTpubyTe ¢ kntouoMm 25 (Class) B oTBeTe co cTaTycoOM aBTOpU3aLUMN.

LOna koppekTHoro nonydenus cnmcka rpynn Ha Termidesk cepsep RADIUS mMoxxeT 6biTb HacTpoeH

crnepyrowmm obpazom:
& TlMpumep HacTponkn npuseaeH ans cepsepa freeRADIUS.

» dann /etc/freeradius/3.0/mods-enabled/ldap fOMKEH COQEPXKATb KOHCTPYKLMIO BUAA:
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1 ldap {

2 cen

3 update {

4 .

5 reply :memberOf += '"memberOf'
6 }

7 cen

8 }

» B dann /etc/freeradius/3.0/dictionary HeobxoanMMo [06aBUTL CTPOKY:
ATTRIBUTE memberOf 3001 string

* B danne /etc/freeradius/3.0/sites-enabled/default HEOBXOAMMO HaWTU CEKLMUIO post-
auth n 006aBUTbL perynsipHoe BblpaXkeHue, hUNbTPYoLLEee Ha3BaHMe TPyrnbl U3 MOMYy4YaeMbiX OT

cepBepa aTp1byTOB:

1 foreach &reply:memberOf {

2 if ("%{Foreach-Variable-0}" =~ /CN=([",=]1+)/) {
3 update reply { Class += "%{1}" }

4 }

» B danne /etc/freeradius/3.0/mods-enabled/exec yka3aTb AN NapaMeTpa wait 3HauyeHue

yes:

wait = yes

5.8 . No6asneHune ayTeHTU(PMKaLMM Yepes BHYyTpeHHIow B[,

Lna pobaBneHuns ayTeHTUbMKALMKM MoONb3oBaTeNen 4vepes BHyTpeHHtow bl HeobxoamMmo ycTaHOBUTL B
Termidesk nnarmH pacwupenuss termidesk_internaldbauth B coOOTBETCTBMM C MoApas3nesioM

YcTaHoBKa NarMHOB pacLLUMpPEeHUN.

Mocne ycTaHOBKM MiarvHa pacluivMpeHusi B rpadmyeckoM MHTepdence ynpasBreHUs CNeayeT MNepenTm
«KoMnoHeHTbl - [loMeHbl ayTeHTUdMKaALMM», 3aTEM HaXKaTb 3KpaHHY kHonky [HoBbIM] 1 BbiGpaTh U3
BbiNaJatoLlero cnucka « BHyTpeHHsas b, skcnepum.».

Ona pobaBneHns BHyTpeHHen Bl kak pomeHa ayTeHTUdUKauMm agMuHUCTpaTtopy Termidesk

Heobxo4MMO 3aMoHMTb JaHHble, MepeynciieHHble B cTonbue «lapameTp» cnegyrouien Tabnumubl.

Tabnuua 10 — JaHHble gns nobasneHms ayTeHTUdPUKaLMKM Yepes BHYTPeHHo Bl

MapameTp OnucaHue

«HaszaHue» TekcToBOE HaMMeEHOBaHWE OOMEHaA ayTeHTMCI)MKaLI,VIM
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MapameTp

OnucaHue

«KoMMeHTapum»

MHdbopmaLmoHHoe coobLieHre, UCNoNb3yeMoe Ans
OMUCaHUA Ha3HAYEeHUSI UCTOUYHUKA CBEAEHUI O CybbeKTax U
MX MOSIHOMOYMAX

«[MpunoputeT» MperMMyLLEeCTBO UCNOb30BAHNUA AOMEHA ayTEHTUDMKaALUK
Npuv NpoBepke CybbekTa 1 ero NOJIHOMOYUM
«MeTka» NHdopMaLMoHHOe none, Ncnonb3yemoe Ans

MOEHTUdUKALUMKM 0B6BbEKTA BO BHYTPEHHEN CTPYKTYype
JaHHbIX Termidesk

«Pa3Hble nonb3oBaTenu ong xocToB»

[ns nonb3oBaTtens, BbINMOMHSOLLENO BXOA, C Pa3HbIX
XOCTOB, OyAyT CO3AaHbl pa3Hble YYeTHbIE 3aMncKU

«0O6paTHbIM npocMoTp DNS»

Lna noakntovaroLLmMxcs XoCToB byaeT Npou3BOAUTLCS
obpatHbi npocmoTp DNS ansa onpeneneHns MeHu xocTa
no ero IP-agpecy

«Pa3pelnTb NpokcMpoBaHme»

3anpochbl Yepes NpoKcu-cepeep OyayT OCyLLECTBAATLCS OT
nepecblnaemoro |P-uctouHmka

5.9 . OeiicTBus Hap nonb3oBaTesIIMM B AOMEHE ayTeHTUDMKaLUU

Monb3oBatenn - nepeyeHb O6'beKTOB, MMELWNX B paMKax [OOMeHa ayTeHTVICbMKaLI,MVI C}'Iy)KE6HbIe

dbyHKUMM Ha ncnonb3oBaHue doHaoB BPM.

Mocne Bxoga nonb3oBaTenst B rpacduyeckui uHtepdenc ynpasneHms Termidesk gocTynHbl cnenyrouime

OEeNCTBUSA Hag, NoNb3oBaTeNS MU BHYTPU OOMEHA ayTEHTMCI)MKaLI,VIMI

" penakKTupoBaHUe;
® yhaneHue;

* MPOCMOTP CBEAEHUN.

(® PepakTupoBaHWe W yaaneHue MoNb30BaTeNs B AOMeHe ayTeHTUdUKauMM B rpadmyecKoM
nHTepdence ynpaeneHus Termidesk He NPUBOAMT K KaKMM-TMBO U3MEHEHUSAM O0BbEKTA B CyXKbe

KaTasoros.

Ons penakTupoBaHus WHdOpMaumMm o nonb3oBaTene cnepyet nepentu «KomnoHeHTbl - [omeHbl

ayTeHTMdMKauMmM», 3aTeM B cTonbue «HasBaHue» cBogHOWM TabnuLbl HaXkaTb Ha HaMMEHOBaHWE AOMEeHA

ayTeHTUbUKaLmm.

B OTKpbIBLLEMCA OKHE B Ta6m/|u,e «lMonb3oBatenm» BblOENIUTb CTPOKY C MUMEHEM MOJIb30BaTeNA U HaXXaTb

3KpaHHYto kHonKy [PepakTupoBsaThb].

Boinyck ot aBrycta 2023

26



TERMIDESK

CNET.10001-02 90 02

PepgakTupoeaTk brestadmin

Norux

Wma

KommeHTapmii

Cratyc

MNepconan

AQMUHUCTPaTOp

Fpynnbi

PaspeweHua
poctyna Kk API

Ponn

brestadmin

brestadmin

AKTUBHBIA

brestadmins, brestusers

Huuero He BeiGpaHo

Huyero He BeiGpaHo

OTMeHUTL CoxpaHuTe

PucyHok 7 — OKHO peaakTMpOBaHMUS MOb30BaTeNsl JOMEHA Ay TEHTUDMKALUM

Ons pepakTMpoBaHWs nonb3oBaTenst agMuUHUCTpaTopy Termidesk Heob6xoauMMO 3anMoONHUTL AaHHbIe,

nepeyncrieHHble B cTonbue «lapameTp» cnepytroLlen Tabnumubl.

Tabnuua 11 — [aHHble AN pefakTMpOoBaHUS MOMb30BaTeNs AOMeHa ayTeHTUdUKaLUK

MapameTp OnucaHue

«JlornH» NpeHTudumkaTop cybbekTa B JoMeHe ayTeHTUdUKaLUK

«Umax OTobparkaemoe nMa cybbekTa B Termidesk

«KomMMeHTapum» MHbopMaLmoHHOe coobLueHme, UCnonb3yeMoe AJist
OMMCaHUS Ha3HAYeHUs Mob30BaTesst

«Cratyc» XapakTepucTuka COCTosiHUS cybbekTa npu AocTyne K
¢oHay BPM

«[NepcoHan» CnyxebHble dpyHKUMKM cybbekTa npu gocTtyne K Termidesk

«AOMUHUCTpATOP» Cny>kebHble hyHKLMKM CyObeKTa Npu JOCTYME K

rpacdumyeckoMy nHTepdency ynpasneHmsa Termidesk

«[pynnbi»

HawnmeHoBaHWe rpynmn, MCNob3yeMbixX AJi ONpeneneHus
paspeLueHun no goctyny kK doHgam BPM

«Pa3pelwieHusa goctyna Kk API»

MonHomoums gns poctyna K APl-uHterpauym ¢ cuctemonm
pe3epBHOr0 KOMMPOBaHUS

«Ponun»

HazHaueHue cny>kebHOM PyHKUUU yKa3aHHOMY
Mosb30BaTesto
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LOna ynaneHus nonb3oBaTens U3 AOMeHa ayTeHTUbMKauMM Heobxoaumo neperTn B «KOMMOHEHTbI -
LJoMeHbl ayTeHTUbMKaumm», B cTonbue «HasBaHuMe» cBogHOM Tabnuubl HaXKaTb Ha HaMMEHOBaHWE
JoMeHa ayTeHTuduKaummn. B oTkpbiBlueMca okHe B Tabnuue «[llonb3oBaTenn» BblAENUTb CTPOKY C

MMEHEM MOJIb30BaTENId U HaXXaTb 3KPAaHHYHO KHOMKY [yn,aﬂVITb].

5.10 . YnpaBneHue ayTeHTU(MKaALMENH HA OCHOBE aApecoB CeTU

AyTeHTUPUKALMA Ha OCHOBe aApecoB CETU WCMONb3yeTcs ANs NpeaocTaBneHus poctyna Kk BPM,

6asupyacb Ha |P-agpece nctouHmnka, C KOTOpOro NpPomnsBoaAMTCS 3anpoc K poHay BPM.

Lna nobaBneHuns guanasoHa ceTy agMuHUcTpaTopy Termidesk B rpadumyeckom mHTepdence ynpasneHums
cnepyeT nepentn «KomMnoHeHTbl - CeTu», HaXkaTb 3KpaHHYto KHonky [HoBbIN], 3aTeM 3anonHUTL AaHHbIe,

nepeyncrieHHble B cTonbue «lapameTp» cnegyrollen Tabnumubl.

Tabnuua 12 — JaHHble ans nobasneHms ayTeHTUGMKALMKM Ha OCHOBE aApecoB CETU

MapameTp OnucaHue
«Ha3BaHune» TekcToBOE HAMMEHOBAHWE UCTOYHMKA CBEAEHUIM O CyObeKkTax U UX
NOMHOMOYUAX
«[nanasoH» [vanasoH ceTeBbIX afpecoB, KOTOpble ByayT MCMOIb30BaTLCA A1
noeHTUdUKaumm cyobekTa

Co3paHHble TakMMm 00pa3oM [AMana3oHbl MOXHO OTPeAaKTUPOBaTb, AN 3TOMO HYXKHO TMOMETUTb
YKenaembl AManasoH aapecoB, a 3aTeM HaXkaTb KpaHHYHo KHoMKY [PeaakTupoBathb).
LOns ynaneHus co3faHHOro Amana3oHa HeobXoauMO MOMETUTb XKelaeMblM OMarna3oH aapecoB, a 3aTem

HaXkaTb 3KPaHHYIO KHOMKy [YaanuTb).

A [rana3oH ceTeBbIX aapecoB MOXET BbITb YAa/ieH TO/IbKO B TOM C/ly4ae, eC/IM OH He UCMOMb3yeTcs
donagom BPM.
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6 . BUPTYAJIbHbIE PABOYMUE MECTA

6.1 . Obwpme ceeaeHus o BPM

BPM - 370 rocteBas OC, yctaHoBneHHas Ha BM, pocTyn K KoTopon peanusyeTcs C MOMOLLIbEO MPOTOKONA
YAANEHHOro JOCTyna.

Termidesk BbinonHaeT nogrotoeky BPM Ha ocHoBe 3agaHHbIX wabnoHos BPM. Kaxabin noctaBLumK
pecypcoB NoALep>KMBaeT CBOM Habop TunoB wabnoHos BPM.

LLIabnoHbI cepBepoB TepMUHANOB NMpeanonaratoT co3gaHe BPM Ha ocHoBe TepMMHaNbHOro AOCTYMNa Uau
[OCTyrna K onyb/nkoBaHHbIM Ha CEpPBEPE TEPMUHAJIOB MPUJSIOXKEHUSIM.

Ons pobasneHus wabnoHa BPM B rpadumueckoMm wuHTepderice ynpaBneHUss CcneayeT MNepenTu
«KomnoHeHTbl - [locTaBwmku pecypcoB», B cTonbue «HasBaHue» cBogHOW Tabnuubl HaxaTb Ha
HaMMeHOBaHMe MOCTaBLLMKa PeCypCoB.

[anee B OTKpbIBLUEMCS OKHE CneayeT HaXkaTb 3KpaHHYK KHonky [HoBbli], a 3aTem 3 BbinapatoLiero
cnucka BblibpaTb noaaep>knsaembiit B Termidesk cnocob dopmmnposaHug wabnoHa BPM.

CospaHHble WwabnoHbl BPM Mo)KHO peaakTupoBaTb, AN 3TOro Haao BblbpaTh LWABAOH, a 3aTeM HaXkaTb
3KpaHHYto kHonky [PepakTupoBathb].

Co3paHHble WabnoHbl MOXKHO YyAanuTb, OA1S 3TOro HafAo BbibpaTb LWABMOH, a 3aTEM HaXKaTb 3KPAHHYHO

KHonky [Y@anuTsb].

A LabnoH MoxeT bbITb yaaneH ToIbKO B TOM C/y4ae, EC/IM OH He ucnonb3yetca poHaom BPM.

6.2 . LWWa6noHbl BPM pns cepBepoB TepMUHanoB

6.2.1. WlabnoH BPM pns poctyna K cepepy TepMuHanoB MS RDS
Ons pobaeneHus wabnoHa agmMuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM UHTepdence
ynpaeneHua nepentn «KomnoHeHTbl - [locTaBwuku pecypcoB», B cTonbue «HaseaHue» cBogHOM

Tab/MLbl HaXKaTb HAa HAMMEHOBaHMWE MOCTaBLLMKa PECYPCOB CepBepa TEPMMHAIIOB.

[anee B OTKpbIBLUEMCS OKHe criefyeT HaXaTb 3KpaHHY KHornky [HoBbI], 13 BbinapatoLero cnvcka
BblbpaTb wWwabnoH «RDS Terminal Service», 3aTeM 3anonHWUTb AaHHble, Mepe4yuc/ieHHble B CToJbLe

«[NapameTp» cnepytoLlen Tabnumubl.

Tabnuua 13 - daHHble gna nobaeneHus wabnoHa ans goctyna K TepMnHany MS RDS

Mapametp OnucaHue
«HazBaHue» TekcToBOe HanMeHoBaHMe WabnoHa BPM
«KomMMeHTapumn» MHbopmaLMoHHOe coobLeHMe, UCMoNb3yeMOoe ANt ONMUCAHUS
Ha3HayeHusa wabnoHa BPM
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MapameTp OnucaHue

«TepMuHan» HaunmeHoBaHMe cyuwiecTsytowero TepMmHana MS RDS

6.2.2 . LWabnoH BPM pans pocryna kK onybnmkoBaHHbIM npunoxeHusiM MS RDS
Ona pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxogumo B rpaduyeckom uHTepderice
ynpasneHuns nepeutn «KomnoHeHTbl - [MocTaBwmkm pecypcos», B ctonbue «HassaHne» cBogHOM

Tab/MLbl HaXKaTb HAa HAMMEHOBAHMWE MOCTaBLUMKa PECYPCOB CEpBepa TEPMMHAIIOB.

[anee B OTKpbIBLUEMCSI OKHE C/lieflyeT HakaTb 3KpaHHYK kKHonky [HoBbiM], u3 BbimagatoLlero crmcka
BblObpaThb WwabnoH «RDS Remote App Service», 3aTeM 3ano/IHUTb AaHHble, NEPEUYMCIIEHHbIE B CTONGLE

«[NapameTp» cnepytoLlen Tabnumubl.

Tabnuua 14 — JaHHble ans nobaeneHmsa WwabnoHa gns 4octyna K npunoxeHmusam MS RDS

Mapametp OnucaHue
«HazBaHue» TekcToBOe HauMeHoBaHUe WabnoHa BPM
«KomMMeHTapum» MHdopmaLmoHHOoe coobLLeHWE, UCMOIb3YEMOE A1 ONMMUCaHMS HazHAYeHUs

wabnoHa BPM

«RDS konnekuusi» | HasBaHue cywiectsytoLlern B uHdpacTpykType MS RDS konnekumm
Ony6ANKOBAHHbIX MPUSTOXXEHUN

«YpanéHHoe HanmeHoBaHWe ony6AMKOBAaHHOMO B KOJIIEKLMMU MPUSTOXKEHUS
MPUNIOXKEHUE»

6.2.3 . LWa6noH BPM pna poctyna k cepsepy TepmuHanos STAL
Ona pobaeneHus wabnoHa agmMuHucTpatopy Termidesk Heobxogumo B rpaduyeckom uHTepderce
ynpaeneHus nepentn «KomnoHeHTbl - [locTaBwmkM pecypcoB», B cTonbue «HasBaHue» cBogHOM

Ta6}'|l/1Ll,bI HaXXaTb Ha HaMMeHOBaHME NOCTaBLWMKa peCypCoB cepBepa TepMNHAJIOB.

Hanee B OTKpbIBLUEMCS OKHe C/iefyeT HaXaTb 3KpaHHYt KkHornky [HoBbi], 13 Bbinapatolero cnvcka
BblbpaTb wabnoH «STAL Terminal Service», 3aTemM 3amonHWMTbL OaHHbIE, MepeYvYnUC/iEHHble B CTosbLe

«[MapameTp» cnepytoLLen Tabnumubl.

Tabnuua 15 - JaHHble ons nobaeneHms wabnoHa gns goctyna K TepmmHany STAL

MapameTp OnucaHue
«Ha3saHune» TekcToBoe HanMeHoBaHMe WabnoHa BPM
«KomMMeHTapumn» MHdopmaumoHHOe coobLLeHNE, UCMONIb3YEMOE 4151 ONMMUCaHUS
Ha3HauyeHua WwabnoHa BPM
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6.2.4 . LWabnoH BPM pna poctyna k ony6imkoBaHHbIM npunoxkeHusm STAL
LOna pobaeneHus wabnoHa agMuHuUcTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepderice
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBwmkM pecypcoB», B cTonbue «HasBaHWe» cBoaHOM

Ta6J'IMLI,bI Ha>XaTb Ha HAMMEHOBaHUE NOCTaBLNKa peCypCoB CeEpBEpPa TEPMUNHAIOB.

[anee B OTKpbIBLUEMCS OKHe C/iefyeT HaXkaTb 3KpaHHYyt KkHornky [HoBbi], n3 Bbinapatoliero cnvcka
BblbpaTb wabnoH «STAL Remote App Service», 3aTeM 3ano/IHUTb AaHHble, NMEpPeYMC/ieHHble B CTobLe

«[lMapameTp» cnepytoLen Tabnmubl.

Tabnuua 16 — JaHHble ans nobasneHms wabnoHa gns goctyna K npunoykeHuam STAL

MapameTp OnucaHue
«Ha3saHune» TekcToBoe HanMeHoBaHMe wabnoHa BPM
«KomMeHTapumn» MHdbopmaLmoHHOe coobLeHMe, UCMOb3yeMOE ANt ONMMUCAHUS HazHaYeHUs

wabnoHa BPM

«y,u,anéHHoe HanmMeHoBaHue OI'Iy6)'IMKOBaHHOI'O B KO/IJTIEKUUU NPUNOXKEHUA
npunoXxxeHue»

6.3 . AKTuBauUus TEXHONOIMK eAUHOIO BXOAA Ha cepBepe TepMuHanoB MS RDS

Ons skntoueHns SSO Ha MS RDS Hy>XHO BbINOMHUTL CleaytoLLee:
* Ha koHTponnepe gomeHa MS AD cozzatb rpynnoByto NoUTUKY € HasBaHueM SSO;
* B CO34aHHYHO rpynnoBYyHO NOJIMTUKY BHECTU CNeAyOLIME U3MEHEHUS:
e B pegaktope rpynnoBoW nonuTukm  nepentn  «KoHdwurypaumsa  komnbtoTepa -
AOMUHUCTPaTMBHbIe WabnoHbl - CuctemMa - [lepegada y4yeTHbIX [aHHbIX», BblOpaTb
napameTp «Pa3pewmnTb nepefayy YYeTHbIX AAHHbIX, YCTAHOBNEHHbLIX MO YMOAYAHWUIO» U
NpUCBOUTbL eMy 3HadyeHue «BkntoueHo». 3aTeM HaxaTb 3KpaHHyw KHonky [[o6aBuTb
cepBepbl B cnucok] u 3agatb 3HadeHMe «TERMSRV/disp.termidesk.local», rae
disp.termidesk.local - umsa cepsepa Termidesk. Janee HaxaTb 3kpaHHble kKHonkn [OK]

n [MpuMeHuUTb];
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A PazpewnTs Nepeaauy yUETHLIX AaHHbIX, YCTAHOBABHHBIX MO YMOMYAHMID O X
5| Paspewuts nepeaauy yYeTHEIX AGHHELX, YCTEHOBAEHHBIX NO YMOAUZHUK

MNpeasiaywmii napameTp Chreayrowmii napametp

() He saaaHo KommerTtapuia:
(®) Brarouero
(O Orkaroueno
TpeGosariun k pepcum: He Huxe Windows Vista
MNapameTpes Crnpaexa:

-
dobaeuTe cepeepll B cnucok: Il Brisoa cosepxaHua O x

CeazaTte HECTPOIHICH CHCTEME! NO YMONYaHWIO C
BEEEAEHHBIMW paHEE

LoSzsuts CEPBEPLI B CNMCOK:

3Ha4eHue

o TERMSRW:Iisp.termidesk.lcca‘

OK O1mena

OK Otmena OpumeHuts

PucyHok 8 — PepakTmpoBaHue napameTpa «Pa3pelnTb nepepavy yyYeTHbIX AaHHbIX, YCTaHOBNEHHbIX MO
YMONYaHUIO» FPYNMOBbIX NOAUTUK

e B 3TOM >XXe CMMCKe BblbpaTb MapaMeTp «PaspewnTb nepeaayy HOBbIX YYETHbIX AAHHbIX C
NpoBepKoM MoaJIMHHOCTM cepBepa «Tonbko NTLM» u  npucBouTb eMy 3HayeHue
«BxntoueHo». 3aTeM HaxaTb 3KpaHHY KHonky [[lo6aBuUTb cepBepbl B CNMUCOK] v 3aaatb
3HayeHne « TERMSRV/disp.termidesk.local», roe disp.termidesk.local - umsa cepsepa
Termidesk. Janee HaxaTb 3kpaHHble kHonkun [OK] v [[puMeHuTb];

e B pegaktope rpynnoBoW noauTukm  nepentn  «KoHdwurypaumsa  KomnbtoTepa -
ALMUHUCTPaTMBHbIe WabnoHbl - KoMnoHeHTbl Windows - Cny»bbl yaaneHHbIX paboymx
ctonoB - KnveHT noakntoueHWss K yaaneHHoOMy paboyeMy CTony», BblOpaTb napameTp
«3anpawmBaTb y4YeTHble AaHHblE Ha KJIMEHTCKOM KOMMbOTEPE» U MPUCBOUTL EMY 3HAYeHUe

«OTKNOUEHO».
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Mo yMonyaHuWio BpeMsi rapaHTUPOBAHHOIO ABTOMATUYECKOrO MPUMEHEHUSI M3MEHEHWM COOTBETCTBYET
nHtepeany 90 — 120 MuHyYT nocne obHoBneHMa halroB rpynnoBbiX MNOJUTUK HA KOHTpOJIIEPE AOMEHa.
Ecnn Hy>xxHO dopcupoBaTb NpUMeHeEHME MOMUTUKM, TO Ha KOHTpossepe aoMeHa, MS RDS u pabounx

CTaHUMAX NONb30BaTeNen Hafo BbIMOMHUTL KOMaHAy gpupdate /force.
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7 . YNPABNEHUE NAPMETPAMU MTOCTEBbIX OC

& Paznen npuseneH B kadectBe crnpasBku. Npu HacTponke Termidesk B BapuaHTe NULIEH3NPOBAHUS
Termidesk Terminal napameTpsbi rocteBbix OC He ncnonbaytoTcs.

7.1 . YnpaBneHue napametpamm rocteBbix OC B Termidesk

7.1.1. O6wme cBeneHun
MapameTpbl rocteBbix OC NO3BOASIOT MNPOM3BECTM aBTOMATUYECKYIO U UAEHTUYHYIO HaCTPOMKY OAHOWM

nnu Heckonbkux rocteebix OC gng ncnonbzoBaHmsa B poHae BPM.

Mpacdmueckun uHTepdenc ynpasneHus Termidesk obecneuvBaeT cnepyroLiMe ornepauum YrpaBieHus
napameTpamu rocteebix OC:

* fnobasneHue;

* pefaKTUPOBAHME;

* yAaneHue;

* MPOCMOTP CBEAEHUN.

Ona pobaeneHuss napameTpoB KoHdurypauum rocteBor OC cnepgyetr nepentn «KomnoHeHTbl -
MapameTpbl rocteBbix OC», 3aTeM HaxaTb 3KpaHHYto kHonky [HoBbiM] v BbiGpaTb M3 BbinagatoLlero

cnmncka Tun OC.

Co3paHHble KOHGUrypauuMM MOXKHO peaakTUpoBaTb, [N 3TOMO HY)KHO MOMETUTb HeobxoauMble
napameTpbl OC, a 3aTeM HaxaTb 3KpaHHYtO kHonKy [PepakTuposathb].
Co3paHHble KOHbUIypaLMM MOXKHO YAANUTb, 4SS 3TOrO HYXKHO NMOMeTUTb Heobxoamumble napameTpbl OC,

a 3aTeM HaxkaTb 3KpaHHYto KHonKy [YaanuTtb].

& TMapameTtpbl koHdUrypaumm rocteBort OC MoryT 6biTb yaaneHbl TONbKO B TOM C/y4ae, eC/in OHU
He ncnonb3ytoTcs doHaoM BPM.

7.1.2 . Mapametpsbl rocteBot OC Windows
7.1.2.1 . KoHdurypaums 6e3 goMeHa

LOna nobasneHns B Termidesk napameTtpos rocteBort OC Microsoft Windows 7 unmn Microsoft Windows
10 6e3 BBOAa B AOMEH agMMHUCTpaTopy Termidesk HEOBXOOAMMO 3amMONHUTL AAHHbIE, MEepeYnC/IEHHbIe B

ctonbue «lMapameTp» cnegytoLlen Tabnumusbl.

Tabnuua 17 — OanHbie anga roctesort OC Windows 6e3 BBoaa B 4OMeH

MapameTp OnucaHue

«Ha3BaHue» TekcToBOE HanMeHoBaHWe NapameTpoBs roctesor OC
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MapameTp

OnucaHue

«KoMMeHTapum»

MHdbopmaLmoHHoe coobLieHre, UCNoNb3yeMoe Ans
onucaHus HasHaveHus napameTpos rocteson OC

«ﬂ,}'l NTENbHOCTb CECCUN MOJIb30BaTENA»

Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae
yeM ByaeT 3anyLleHa Npouesypa NpUHYAUTENbHOMO
BbIxoza nonb3oBatens ns OC

7.1.2.2 . KoHdwurypaums npv Beoge B soMeH MS AD

Lna nobasneHna B Termidesk napameTtpos roctesort OC Microsoft Windows 7 unmn Microsoft Windows

10 c nocneayrowmMM BBOAOM B AOMEeH aAMMHUCTpatopy Termidesk HeobxoAMMO 3amofiHUTbL OaHHbIE,

nepeyncnieHHble B cTonbue «lapameTp» cnegyrollen Tabnumubl.

Tabnuua 18 — HanHble ans rocteBort OC Windows npu Beoge B aomeH MS AD

MapameTp OnucaHue

«HazBaHue» TekcToBo€e HaMeHoBaHKWe NapaMeTpoB rocteson OC

«KoMmeHTapuim» MHudopmaumoHHoe coobLuieHne, MCnonb3yeMoe o
onuMcaHma HasHadeHust napameTpos rocteson OC

«[JomeH» LoMeHHoe nmsa cnybbl kaTanoros MS AD

«AKKayHT» MpeHTndumkatop cybbekTa, MMEHOLLMK NMOJHOMOYMS MO
nobasneHnio BPM k pomeHy

«Maponb» Habop cumBooB, NoATBEP)KAAOLWMK Ha3HAYEHWNE
NMoIHOMOYN I

«OU» UpeHTndmkaTop opraHM3aLMOHHOM €4MHULLBI, B KOTOPYHO
6yneT pobaeneHbl BPM

«[nnTenbHOCTb CECCUM MOJIb30BaTENA» Bpems (B cekyHaax), kotopoe oxuaaeT Termidesk, npexkae
yeMm ByzeT 3anyLieHa npouesypa NpUHYAUTENIbHOMO
BbIxoAa nosnb3osatena ns OC

7.1.3 . Mapametpsbi rocteson OC Linux
7.1.3.1 . KoHdurypauums 6e3 nomeHa

Onsa pobaesneHmns B Termidesk napametpoB rocteBon OC Ha 6ase GNU/Linux 6e3 BBOga B OOMEH

agMuHucTpaTopy Termidesk HeobxoaMmMo 3anonHUTL OaHHble, MepedYncneHHble B ctonbue «lapametp»

crnepyroLlen Tabnmubl.

Tabnuua 19 — HaHHble gna rocteBort OC Linux 6e3 BBOAa B JOMEH

MapameTp OnucaHue
«HazBaHune» TekcToBoe HanMeHoBaHMe napamMeTpos roctesomn OC
«KomMMeHTapuimn» MHdopmaLmoHHoe coobLueHne, MCNob3yeMoe 4J1s

OonuncaHma HasHadyeHus napameTpos roctesor OC
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MapameTp

OnucaHue

«,D,J'I NTENbHOCTb CECCUUN MOJIb30BaTENA»

Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae
yeM ByaeT 3anyLleHa Npouesypa NpUHYAUTENBHOMO
BbIxoza nonb3oBatens ns OC

7.1.3.2 . KoHdwmrypaums npv Beoge B soMeH MS AD

Lna npobasneHus B Termidesk napametpos rocteson OC Ha 6a3e GNU/Linux npu BBoge B someH MS AD

apMuHucTpaTopy Termidesk Heo6xoaMMO 3anMoONHUTL AaHHble, NepeyncsieHHble B cTonbue «lMapameTp»

cnepytowen Tabnuubl.

Tabnuua 20 — OaHHble ans roctesort OC Linux npu BBoae B aomeH MS AD

MapameTp OnucaHue

«HasBaHue» TekcToBoe HaMeHoBaHKWe NapamMeTpoB rocteson OC

«KoMmeHTapumn» MHbopmaLmMoHHOe coobLeHre, UCnonb3yeMoe ans
ONUCaHUS Ha3HaveHus napameTpos rocteson OC

«JomeH» UpeHTndukatop gomeHa MS AD

«AKKayHT» MpeHTndmkatop cybbekTa, UMELLMK MOIHOMOYUS MO
nobaesneHnio BPM k pomeny

«[Maponb» Habop crMMBon0OB, NOATBEPXKAAOLLIMNIA Ha3HAYEHWE
No/IHOMOYNI

«OU» NpeHTndmkaTop opraHM3aLMOHHOM €4MHULLBI, B KOTOPYHO
6yneTt nobasneHbl BPM (onumoHanbHo)

«[nnTenbHOCTb CECCUM MOIb30BaTENa» Bpems (B cekyHpaax), koTtopoe oxugaeT Termidesk, npexxae
yeM ByzeT 3anyLueHa npouesypa NpUHYAUTENIbHOMO
BbIXoda nonb3osatena ns OC

& [na Beoga BPM c OC Astra Linux B pomeH MS AD Heobxoammo B 6a3oBoe BPM ycTaHoBUTH

nakeT astra-ad-sssd-client.

7.1.3.3 . KoHdurypaums npu Bsoge B nomeH Freel PA

Ona nobasneHna B Termidesk napametpos rocteBon OC Ha 6a3e GNU/Linux npu BBOOE B OOMEH

FreelPA agMuHucTpatopy Termidesk HeobxoauMO 3anofIHUTL OaHHble, MEpPeYUCieEHHble B CTONbLE

«[MapameTp» cnepytoLLen Tabnumubl.

Tabnuua 21 - OaHHble ana roctesont OC Linux npu BBoae B aoMeH Freel PA

Mapametp OnucaHue
«HazBaHue» TekcToBOE HaMeHOBaHKWe NapaMeTpoB rocteson OC
«KomMMeHTapumn» MHdopmaLmoHHoe coobLueHne, MCNob3yeMoe 4J1s

onuncaHma HasHadyeHus napameTpos roctesor OC
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MapameTp OnucaHue
«JloMeH ayTeHTUdUKaLUN» UpeHTndukatop gomeHa Freel PA
«AKKayHT» NaoeHTudmkaTop cybbekTa, MMeroLwmii MOHOMOYMS MO

nobaesneHnio BPM k pomeny

«[Maponb» Habop crMMBon0OB, NOATBEPXKAAOLLIMNIA Ha3HAYEHWE
No/IHOMOYNI
«nnTenbHOCTb CECCUM MOb30BaTENa» Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae

yeM ByaeT 3anyLueHa npoueaypa NpUHYAUTENIbHOMO
BbIXoda nonb3osatena ns OC

& [na Beoga BPM c OC Astra Linux B pomeH FreelPA Heobxoammo B 6a3oBoe BPM ycTaHoBUTB
nakeT astra-freeipa-client.

7.1.3.4 . KoHdurypaumsa npu seoge B aoMeH ALD

Lna pobasneHuns B Termidesk napameTtpor rocteBomn OC Ha 6a3ze GNU/Linux npu BBoge B nomeH ALD
agMuHucTpaTopy Termidesk Heo6xoaMMO 3anMoONHUTL OaHHble, NepeyncsieHHble B cTonbue «[MMapameTp»

cnepyroulen Tabnumubl.

Tabnuua 22 — OanHblie gns rocteBort OC Linux npu Beoge B gomeH ALD

MapameTp OnucaHune
«HasBaHue» TekcToBoe HavMeHoBaHWe napameTpos rocteson OC
«KoMMeHTapuii» NHdopmMaLmoHHoe coobLueHme, Ucnonb3yemMoe 4

onMcaHua HaszHa4vyeHust napameTpoB rocteson OC

«[loMeH ayTeHTUdUKaLUN» MNpenTndmkatop nomeHa ALD

«AKKayHT» UpeHTndmkaTop cybbekTa, MMEHOLLMN MOHOMOYUS MO
nobasneHnio BPM k pomeny

«Maponb» Habop crvmBoI0B, NOATBEP)KAAOLWMN Ha3HAYEHWNE
NMOJIHOMOYUN
«[nnTenbHOCTb CECCUM MOJIb30BaATENA» Bpems (B cekyHaax), kotopoe oxuaaeT Termidesk, npexxae

yeMm ByaeT 3anyLieHa npoueaypa NpUHyAUTENbHOMO
BbIxoda nosb3osartens ns OC

7.1.4 . Oencreue npu Bbixoae nonbsosarens us OC

Termidesk nopnep>kuBaeT HazHauveHue gencTenin ¢ BPM npu Bbixoge nonb3oBaTens ns ceccum.

Ona HasHauyeHusa pencTBua B rpacdumyeckoM MHTepderice ynpasneHus cneayeT nepentu «HacTponku -
Cnob6anbHble nonuTukm - encteme npu Bobixoge nonb3osartens 3 OC», 3aTeM HaxXkaTb 3KPAHHYH KHOMKY
[PenakTupoBatb] 1 BbiGpaTh OAMH U3 CneayrOLLMX BapUAHTOB:

» «Ynanatb pabouee MecTo» - yaanutb BPM nocne Bbixoga nonbsoBatens;
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* «HeT» - He npoun3BoauTb aencTeur ¢ BPM (coxpaHsaTb cocTosiHMe).

CoBMecTHO ¢ nonuTtukom «[lenictBue npu Bbixoge nosb3oBatens M3 OC» npuMeHsieTCa NOMUTUKA
«YpaneHune pabo4yero MecTa nocsne», KOTopasi MOXKET NPUHMMATb C/IeAyOLLME 3HAYEHUS:
* «[locne cobbiTMa BbIxoaa nonb3osatensd us OCx»;

» «[lMocne cobbiTUs 3aBEPLUEHMS CUHXPOHM3aLMU Npodunsa».

A O6paboTtka 3HauyeHua «[locne cobBbLITUS  3aBEPLUEHUSI  CUMHXPOHM3AUMM  MpoduUns»  He
noppep>xxusaetca B areHTe BPM Bepcum 4.1. OyHKLMOHAN NpuBeaeH AN19 CNpaBKu.

7.1.5 . U3meHeHue usobpaxeHus roctesbix OC
Mpacdmueckune nsobpaxkeHns B Termidesk npumMeHarOTCA ana BU3yanbHOW MAEHTUDUKALMM UCMONIb3YEMbIX

rocteBbix OC B poHgax BPM.

Ons pnobaeneHus rpaduyeckoro msobpaxkeHus cnepyeT nepentu «HacTtpowku - [Nanepesa» u HaxaTb
3KpaHHYyto kHonky [HoBbiK].

B okHe pobaBneHusi M306paXkeHUs HY>KHO 3aMONHUTb HaMMEHOBaHWE A00aBNssieMOro obbekTa, a TakxXke
[06aBUTb CaMo M306paskeHWe, HaXKaB 3KpaHHYo KHorKy [BbibepuTe usobpaxeHue].

Ons pepakTMpoBaHWsi NOMeTUTb [00aBMEHHbIM OOBEKT, a 3aTeM HaXaTb 3KPAHHYK KHOMKY
[PepakTupoBatb].

[Ons ynaneHua noMeTuTb fo06aBNEHHbIN OObEKT, a 3aTEM HaxKaTb 3KpaHHY KHoMKy [YaanuTtb].

Mocne pobaBneHus nsobpaxeHun rocteBbix OC B Termidesk nonb3oBaTenb, NOAKAHOUMBLLUCH K CEPBEPY

yepes KOMMOHeHT «KnneHT», yBUAUT UX B CBOEM UHTepdence.
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PucyHok 9 — OTobparkeHre HazHaYeHHbIX N306paXKeHUI B CeaHCe NoJIb30BaTeNs
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8. ®OHA PABOYUNX MECT

8.1 . O6bwue ceepeHus o poHage BPM

®oHp BPM - 370 coBokynHOCTb nogrotoBneHHbix BPM pgns poctaBkn no ogHOMY MM HECKOSIbKUM
NPOTOKOJIaM yAaIeHHOro AOCTYMa B 3aBUCMMOCTM OT MOJIHOMOYMI MOJIb30BATENEMN.
Ona pobasneHnss Hoeoro ¢doHaa BPM B rpaduueckom wuHTepderice ynpaBneHus cnenyet MepenuTu
«Pabouvre mecTa - DoHAbI» U HaXKaTb 3KpaHHY KHonky [HoBbii].
Co3paHHble dOHAbI MOXHO pefakTUpoBaTb, AJI 3TOFO0 HYXHO MOMETUTb Ha3BaHMe ¢GOHAA, a 3aTeM
HaXkaTb 3KpaHHY KHomnky [PepakTupoBaTh].
Co3paHHble GoHAbI MOXHO YAANUTb, OIS 3TOr0 HY>XHO MOMETUTb Ha3BaHWe (oHAa, a 3aTeM HaXKaTb
3KpaHHYO KHOMKy [YaanuTb].
JkpaHHas kHonka [[MonuTuku], poctynHas npu Bbibope HasBaHWs GOHAA, OTKPbIBaeT MapameTpbl
BblbpaHHOro ¢oHaa. CoBOKYMHOCTb MapaMeTpoB aHasorMyHa npeacTaeneHHon B «HacTponkn -
nobanbHble NOANTUKN.
Mocne pobasneHuns ¢oHoa BPM MoxxHO nmepenTn K ero getanbHOMy npocMoTpy. [ns aToro B cBOZHOM
Tabnuue okHa «MDoHabi» B cTonbue «HasBaHMe» cnepyeT HaXkaTb Ha HaMMeHoBaHMe poHaa BPM.
Ha oTkpbiBLIENCS CTpaHULe ByayT NpeacTaBfieHbl CleayroLLme pasaenbl:
» «Paboumne ™mecta» - cnmcok BM u uHdopmauma o nogrotosneHHbix BPM, wucnonbsyembix
cybbekTamu;
» «[lonb3oBaTenu u rpynnbi» — MMEHa NoNb30BaTesleM U HAMMEHOBAHWE TPYIM, UCMOJib3yeMble ANs
onpeneneHus paspeLleHui no goctyny Kk poHzam BPM;
» «[1poTokoNnbl AOCTAaBKM» — [OCTYMHbIE MPOTOKO/bI YAAJIEHHOrO [AOCTYMa, MCMOJib3yeMble MNpw
pocTtaBke BPM;

» «XKypHan» — CUCTEMHbIE COOBLLEHMS, CBA3AHHbIE C XXM3HEHHbIM LUMKIoM hoHaa BPM.

HacTponka oTaenbHbIX rnobanbHbIX MapaMeTpoB Mo ynpaeneHuto doHaammu BPM  (Hanpumep,
«MakcuManbHoe KoNM4ecTBO paboumx MecT, yaansieMblX e4uMHOBPeMeHHO M3 ¢doHAa paboumx MecT»)
[OCTyrMHa B 06LWMX cucTeMHbIX napametpax Termidesk (cM. noppasgen O6wme cUCTeMHble napaMeTpbl
Termidesk).

8.2 . Oo6aeneHue poHpa BPM

Ons pobaeneHus B rpadmueckom nHTepderice ynpasneHms cnepyet nepentn «Paboune mecta - MoHapbI»
M HaXkaTb 3KpaHHYo kHornky [HoBbIn].

Ons pob6asneHua B Termidesk doHmos BPM  agmuHuctpatopy Termidesk Heobxoammo 3anonHUTb
[aHHble, nepeyncieHHble B ctonbue «lMapameTp» cnenyrowen Tabnumubl.

Tabnuua 23 — NaHHble ansa nobasneHma doHaa BPM

MapameTp OnucaHue

«Ha3BaHue» TekcToBoe HauMeHoBaHWe dpoHaa BPM
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MapameTp OnucaHue

«KomMeHTapumn» MHdbopmaLmoHHoe cooblieHme, MCNonb3yeMoe Ans
onuncaHua HasHadeHus ¢poHaa BPM

«LLlabnon» Mcnonb3yembii WwabnoH npu cozgaHum BPM

«[MapameTpbl rocteson OC» MapameTpbl koHDUrypaumm roctesomn OC, ncnonbsyemsbie
npu cozgaHmm BPM. [Ins BapuaHTa nMUEH3VpPOBAHUS
Termidesk Terminal aTo none octaBUTb HE3aMONHEHHbBIM

«WU306parkeHne» Mpacdunueckoe npeactasneHune poHaa BPM

«[pynna» BxoxaeHue cybbekTa B rpynny 6e3onacHoCcTH ans
poctyna k doHay BPM

«URL nogaep>kkmn» URL gns cBasm ¢ TeEXHMYECKOM Noaaep>KKom

«Keww paboumx MecT 1-ro ypoBHs» KonnuecTBo co3aaHHbIX, HACTPOEHHbIX M 3aMyLLEHHbIX
BPM B doHae

«Keww paboumx MecT 2-ro ypoBHsi» KonnyecTBo co3aHHbIX, HACTPOEHHbIX U BbIKJIKOYEHHbIX
BPM

«MakcuManbHoe KonmyecTso paboumx MakcumansHoe konmyectso BPM B doHae

MecT»

«Pexxum otnagkm» BkntoueHune pexxnma oTiaaku

«PazpelwnTb pesepBHblE KOMUU» BkntoueHue pexknuma pesepBHOro konmposaHmsa BPM
doHaa

8.3 . MNobanbHble nonutukm poHpa BPM

nobanbHble NMONMUTUKM 33[at0T MNapamMeTpbl ana paboTbl nonb3osBatener ¢ BPM, nepekpbiBatowme

MHOVBUAYaANbHbIE HAacTponku poHaos BPM.

LOns pepakTMpoBaHUs ro6anbHbIX NONUTUK B rpaduyeckoM MHTepdernce yrnpaBneHus cnenyet nepenTu
«HacTtporiku - nobanbHble NONUTUKM», BbIOpaTb HEOOXOAUMbIM MapaMeTp U HaXKaTb IKPAaHHYH KHOMKY
[PepakTupoBath].

HacTtponkn BblIOpaHHOrO MapamMeTpa MOXHO COPOCUTb A0 3HAYEHMM MO YMOMYAHWUIO MpPU MOMOLUM
3KkpaHHoM kHonku [COEpocUTb].

Ons pepakTMpoBaHMa N06aNbHbIX MNOAUTUK aAMUHUCTpaTopy Termidesk Heo6xoguMO 3anoNHUTL

JaHHble, NepeymncrieHHble B cTonbue «lapameTp» cnepytoLlen Tabnumubl.
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Tabnuua 24 — JocTynHble NnapaMeTpbl robanbHbiX NoAMTUK dpoHaa BPM

MapameTp

OnucaHue

«bydep obmeHa B npoTtokone goctasku "SPICE
(vdi-viewer, akcnepum.)"»

PaspelieHne Ha ncnonb3oBaHue bydepa obmeHa B
NPOTOKOMAaX AOCTABKU.

MonnTtuka npuMeHsaeTca ToNbKO 415 NPOTOKosa
SPICE (vdi-viewer, akcrnepum.).

3HauyeHuMe no yMON4YaHUIO: «BknroueH»

«Bbibop nonb3oBaTenem NpoToKona AOCTaBKU»

OnpenenseT BO3MOXXHOCTb BbIBpaTb MPOTOKO
[OCTaBKM Mosb3oBaTeneM gns nogkaroveHna K BPM.

3HayeHuWe No ymMonyaHuto: «PaspeLueH»

«[encTeue npu Bbixoge nonb3osartens ns OC»

OnpepensieT aencTBMe Nocse BbIXoaa MNosb3oBaTesNs
us OC.

3HaueHue no ymonyaHuio: «Het»

«Mcnonb3oBaHne MexaHnsma RemoteFX (RDP)»

Monutnka aktueaunm MexaHmusma RemoteF X ona
npoTokosa RDP.

3Ha4yeHWe No yMonyaHuio: «BbikntoyeH»

«MexaHnsm obecneveHuns 6es3onacHOCTM Ha
yposHe cetn (RDP)»

Monutuka ynpasneHus obecnevyeHnem
6e30MacHOCTM Ha YpOBHE CEeTU AJ1s MPOTOKoa RDP.
3Ha4yeHKWe Mo yMonyaHuMIo: «ABTOCOrIacoBaHUEY
Ons nogkntoueHmsa K onybaMKoBaHHOMY
npunoxenunto STAL HeobxoaMMo UCMonb30BaThb
nonntuky «TLS» nnn «RDP».

Lna nogkntoueHmns K TepMmHanbHom ceccum STAL
HeobXxoAMMO MCMOb30BaTb MNOUTUKY
«ABTOCOr/1acoBaHUE.

Ona nogknroveHua k MS RDS Heobxoanmo
ncnonb3oBatb NOANTUKY « NLA».

MonnTtrka MoXeT BbITb 33aHa AN KOHKPETHOIo
¢onaga BPM Ha cTpaHuue camoro ¢poHaa BPM

«OTaensieMbli NONb30BaTENbCKUIM NPOdUIb»

Mcnonb3oBaHWe OTAENSEMOrO MOIb30BaTENbCKOIrO
npoduns 8 BPM.

Monutuka npuMeHsieTca npu ctapte BPM.
3HaueHue Mo ymonyaHuo: «BbikntoueH»

«[Mepepayva annoB B NpoTOKONE [OCTaBKM
"SPICE (vdi-viewer, akcnepum.)"»

PazpelueHne Ha nepepady ¢anioB B NpoTOKONax
[OCTaBKM.

MonuTrka Nnoka NpMMeHsIeTCS TONbKO NS
npotokona SPICE (vdi-viewer, akcnepum.).

3Ha4yeHuWe No ymonyaHuto: «PaspeLueHa»

«[NepeHanpaBneHue BuAeoKaMepbl B MPOTOKONE
poctasku "SPICE (vdi-viewer, akcnepum.)"»

Pa3peLueHme Ha nepeHanpaB/ieHNE BNAEOKaMePbl B
MpoOTOKOJ1IaX AOCTaBKW.

MonuTtrka Noka NpUMeHsieTCs TONIbKO AiS
npotokona SPICE (vdi-viewer, akcrnepum.).

3Ha4eHWe No ymonyaHuto: «PaspeLueHo»

Boinyck ot aBrycta 2023

42



@ TERMIDESK

CNET.10001-02 90 02

MapameTp

OnucaHue

«[NepeHanpaBneHne cMapT-KapT B MpOTOKO/E
poctasku "SPICE (vdi-viewer, akcnepum.)"»

PaspelueHue Ha NepeHanpasieHne cMapT-KapT B
NPOTOKOMAaX AOCTABKU.

MonnTtuka npuMeHsaeTca ToNbKO 415 NPOTOKosa
SPICE (vdi-viewer, akcrnepum.).

3Ha4eHWe No ymonyaHuo: «PaspeLueHo»

«[lMonutnka npoctos paboyero Mecta»

PazpeleHHoe Bpemsi npoctos BPM B cekyHaax.
3HauyeHuMe -1 o3HauaeT HeorpaHMYEHHOE BpeEMS
NpocTos. 3HaYeHMe Mo YMOJTHaHUIO: «-1»

«[NonHoakpaHHbIM pexxum (ans SPICE)»

MNonutuka orpaHnYeHus paboTbl B MOJIHOIKPAHHOM
pexxnme.

3HauyeHuMe no YMO/T4aHUIO: «BknroueH»

«PaspelueHure BuageokaMepbl B MPOTOKONE
poctasku "SPICE (vdi-viewer, akcnepum.)"»

HdonycTuMble pa3peLLeHUs BUaAeoKaMepbl B
NpOTOKONaX AOCTaBKMU.

MonuTtuka npuMeHaeTca ToNbKO 415 NPOTOKoNa
SPICE (vdi-viewer, akcrnepum.).

3HaueHue no ymonudanuo: «320-2560x240-1440»

«YpaneHue paboyero MecTa nocne»

OnpepenseT, nocne Kakoro cobbiTna nomeyats BPM
ans ynanexus. PaboTtaet coBMeCTHO € napaMeTpom
«[encTteue npu Bbixoae nonb3osatensa ns OCx».

3HaueHuMe no ymMonyaHuio (pekomenayetcs): «lMocne
cobbITKS BbixoAa nonb3osatens ns OC»

8.4 . O6veanHeHue poHpoB B rpynnsl BPM

Mpynnbl BPM oTobpaxkatoTcs kak camocTosTesnbHble pasgenbl B uMHTepdence nonb3oBatens. [pynnbl

BPM gaBnstoTcs nornvyecknMm npusHakoM, MO KOTOPOMY MOXHO 00beauHATb oTobpakeHue (OoHOO0B

BPM nng nonb3osartenen.

LOns pobasneHus rpynnbl agMMHUCTpaTopy Termidesk B rpacdmyeckoM mHTepdence ynpasneHus cneayet

nepentn «HacTtponku - pynnbl pabounx MecT» 1 HaxaTb 3KpaHHY kKHornky [HoBbIH], 3aTemM 3anonHuTb

JaHHble, NepeymncrieHHble B cTonbue «lapameTp» cnepytoLlen Tabnumubl.

Tabnuua 25 - OaHHble png obbeamHeHus doHzos BPM B rpynnbi

MapameTp OnucaHue
«HasBaHue» TekcToBOe HanmeHoBaHMe rpynnsl BPM
«KoMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCMoNb3yeMoe ANt ONMUCaHUS
Ha3HadeHwus rpynnbl BPM
«[Mpuoputet» MpenmywecTBo ncnonb3oBaHus rpynnsl BPM B rpadmueckom
uHTepdence nonb3oBaTens

LOna pepakTupoBaHus rpynnbl paboumx mMecT B Termidesk Hy>XHO MOMeTUTb HEOOXOAUMYIO Fpynny wm

HaXkaTb 3KpaHHY KHomnky [PepakTupoBaTb].
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Ons yoaneHus rpynnbl pabounx mecTt B Termidesk Hy>XHO MOMeETUTb HEOBXOAMMYIO FpPYMMy M HaXKaTb

3KpaHHYo KHoMKy [Yaanutb].

8.5 . HasHaueHue nonb3oBatenen AocTyna
®oHay BPM MoXHO HasHauyaTb Nonb3oBaTenem, KOTopbiM 3TOT GoHA ByaeT AOCTYNEH.

Lna nobaeneHmsa HoBoro nosb3oBatens Kk ¢doHay BPM B rpadmyeckoM uHTepdence ynpasneHus cnegyer
nepentn «Paboume mecta - @PoHabI» M B cBOgHOM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha
HauMeHoBaHuWe ¢oHaa BPM. Ha oTkpbiBlwencs cTpaHuue B pa3gene «llonb3oBaTtenu v rpynmnbi» HaXaTb

Ha 3KpaHHYto kHornky [HoBbii] B 0bnacTu «lMonb3osaTenn».

& [obaneHune nonb3oBaTens AOMeHa OyAeT AOCTYMNHO TONbKO B TOM C/ly4ae, €C/iv MoJib30BaTesb
X0TS Bbl OAMH pa3 OCYLLECTBUA BXOA, B MHTepdenc nonb3osatens Termidesk noa ceoer yueTHom
3anucblo.

8.6 . HasHauenwue rpynn goctyna ¢oHay BPM

®oHay BPM MOXHO HasHayaTb rpynnbl Mosib30BaTeNeN AOMEHA ayTeHTUDUKALMM, KOTOPbIM 3TOT GOHA,

OyOeT [oCTyneH.

Ons pobaeneHus Hoeow rpynnbl kK ¢doHay BPM B rpaduuyeckom uHTepderice ynpaBneHus cnepyet
nepentn «Paboune mecta - @PoHabi» M B cBogHOM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha

HanMeHoBaHue poHaa BPM.

Ha oTkpbiBLlencs cTpaHuue B pasgene «llonb3oBaTtenn U rpynnbi» HYXHO HaXkaTb 3KPaHHYH KHOMKY
[HoBbid] B obnactu «[pynnbi». B okHe pobaBneHus obbekTa M3 BbiNaAaloLLEro Crmncka BblOpaTb
HeobXoANMbIM LOMEH ayTeHTUhMKaALMK, a 3aTEM TPeDYEMYIO A HEro Fpynny.

Ins ynaneHns rpynnbl u3 GoHAa MCNONb3yeTCs 3KpaHHas KHomka [YaanuTtb].

A [obaneHuwe rpynnbl nonb3oBaTenerd AOMeHA OyaeT BO3MOXHO TONbKO B TOM C/lyyae, €C/u
yKa3aHHas rpynna CyLlecTByeT B Cnybe kaTanora v nobaBneHa B AOMEH ayTeHTUdPUKALMK B
nHTepderce Termidesk.

8.7 . HasHaueHue npotokonoB ¢poHay BPM
®oHay BPM MoXHO HasHayaTb AOCTYMHbIE A1 HEro NPOTOKOJbl 4OCTABKM.

Ons pobaeneHus Hoeow rpynnbl kK ¢doHay BPM B rpaduuyeckom uHTepderice ynpaBneHus cnepyet
nepentn «Paboume mecta - @PoHabi» M B cBogHOM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha

HanMeHoBaHue poHaa BPM.
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Ha oTkpbiBlwenca cTpaHuue B pasgene «[1poTokonbl OOCTaBKM» HY)KHO HaXkaTb 3KPaHHYHK KHOMKY
[HoBbiii]. B okHe pobGaBneHws obbekTa M3 BbiNafatoLLEro Cnucka BblbpaTb HEOOXOAMMbIM MPOTOKON

AOCTaBKW.

& [obasneHve npoTtokona pgoctaBkn B ¢doHa BPM 6GymeT mocTynHO TONbKO B TOM Ciy4vae, eciu
HaCTPOeH XOoTa bbl 0OAUH NPOTOKON A0CTaBKU B «KoMnoHeHTbI - [poTokobl AOCTaBKM».

8.8 . YnpaBneHue ceccusiMu nogxntodeHHbIX K poHay BPM nonb3osarenei

B rpaduueckom wuHTepdence ynpaeneHuss Termidesk peanu3oBaHa BO3MOXHOCTb MPOCMOTpaA

MHbOPMALMK M YNPABNEHNS TEKYLLMMU aKTUBHbIMU CECCUSMM NONb30BaTeNen B hoHaax BPM.

[Ons npocMoTpa OCHOBHbIX CBeAeHWMM 06 aKTMBHbIX Ceccusax nonb3osaTenen B doHaax BPM cnepyer
nepentn «Paboune mecta - Ceccum», nocse Yero OTKPOETCA CBOAHaa Tabnuua.

[Ons npuHYOUTENbHOrO OTK/HOYEHUS CECCUM NONb30BaTeNs cnenyeT nepentn «Paboune mecta - Ceccum».
B Tabnuue c akTyanbHoM WHdoOpMaumen 06 TeKyLUMX aKTUBHbIX Ceccusix nosib3oBatenen BPM
HeobXoAMMO MOMETUTb CECCUMIO TMONIb30BaTeNsl A1 OTK/KOYEHMS M HaXKaTb 3KPAHHYH KHOMKY

[OTKnounTs].

& Tlocne Haxatus 3KpaHHOM  KHOMKM [OTKAOMUTB] NPUHYAMTENbHbIM  LUITATHbIA  BbIXOA
nonb3osaTtens us OC BPM npouzonpget B TedeHme 30 cekyHa.

& Ceccuna nonbsosartens 6y,u,eT dBTOMaTU4eCKN U NPpUHYAUTENDbHO 3aBepLlueEHa, eC/1In OH 6bin yAaneH
nnn goOMeH ayTeHTMCbMKaLI,MM, B KOTOprl;I BXOOUT 3TOT MOJIb30BaTES b, ObIN1 OTK/OYEH UK yAaneH.

8.9. OTnpaBka coobweHus B BPM

B pa3pgene «Paboume MecTa» BblbpaHHOro (oOHAA €CTb BO3MOXXHOCTb OTMPaBUTb COObLLEHME

nonb3oBatento BPM, HaxkaB skpaHHYto kHornky [CoobLueHue].
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9. NMPOTOKO/1bl AOCTABKHA

9.1. O6wue cBeaeHUs 0 NPOTOKONaX AOCTaBKU

MpoTokon pocTaBkM — 3TO noppepxmeaembl B Termidesk npotokon ypaneHHoro goctyna k BPM.
MpoTokonbl focTaBKM obecrneymBatoT nepegadvy skpaHa BPM Ha nonb3oBaTenbckyto paboyyro CTaHUMIO.
HocTaeka akpaHa BPM MoxeT 6bITb BbINOMHEHA KaK HAaNpsAMYHO, Tak U Yepe3 KOMMAOHEHT «LLinto3».

Ona pobaBneHWss npoTokona [OCTaBKM B rpacdmyeckoM MHTepdence ynpaBrieHUs crnefyeT MepenuTu
«KomnoHeHTbl - [poTokonbl AOCTaBKWU», 3aTeM HaxaTb 3KpaHHYt0 kHornky [HoBbii] u BbIGpaTh 13
BbINAaAAOLLLEro CrMCKa NoAAEPXXMBAEMbIN NMPOTOKON M CNOCO6 AOCTaBKM.

L[o6aBneHHbIe MPOTOKOJIbl MOXXHO PefaKTUPOBaThb, AJ1S1 3TOr0 HY>KHO MOMETUTb MPOTOKON M NMOC/E HaXKaTb
3KpaHHYto kHonky [PepakTupoBathb].

Lob6aBneHHble paHee MPOTOKO/bl MOXKHO YAA/IUTb, AJ1S1 STOFO HY>KHO NMOMETUTb MPOTOKO/ M MOC/e HaXKaTb

3KpaHHY0 KHOMKy [Yaanutb].

& TlpoTokon [OCTaBKM MOXET ObiTb yAaseH TONbKO B TOM C/ly4Yae, €C/iM OH He WCMOJib3yeTcs
dboHgom BPM.

9.2 . MpsmMoe noaxntoyeHue no nportokony RDP pna pocryna k pecypcam cepBepoB TepMUHaNoB

LOna pnobaeneHus nogkntodyeHuns ana pgoctyna k MS RDS agmunHucTpaTopy Termidesk Heobxoommo
nepentn «KoMnoHeHTbl - [MpoTokonbl [OCTaBKM», HaXkaTb 3KpaHHYK KHomky [HoBbiM] 1 BbIGpaThb
«Hoctyn k MS RDS no RDP (Hanpsamyto) [3kcnepMeHTanbHbIn]».

Lna nobaBneHma nogkntoueHus gna poctyna K STAL agMuHucTpatopy Termidesk Heobxoammo nepenTm
«KoMnoHeHTbl - [1poTokonbl AOCTaBKM», HaXkaTb 3KpaHHYy KHonky [HoBbiM] u BbibpaTh «HocTyn K
STAL no RDP (HanpsiMyto) [a3KcneprMeHTanbHbIN]»

3aTeM 3anoNHUTbL AaHHble, NepevncieHHble B cTonbue «MapameTp» cnepytowlen Tabnunupl.

Tabnuua 26 — daHHble ana nobaBneHUs npsMoro NoAKJIYEHUS K CepBepaM TEPMUMHAJIOB

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHWe MPOTOKO/A AOCTABKM
«KomMeHTapuin» NHdopmaumoHHoe coobLueHmne, ncrosibyemoe 4s

OMMCAaHUA HasHa4YeHMA NpPpOTOKOJ1a A4OCTAaBKU

«[Mpuroputet» MpenMyLLLeCTBO UCMOb30BAHUS NPOTOKONA AOCTaBKM B
¢oHpe BPM
«bes nomeHa» He ncnonbsoBaTb naeHTUhUKATOP AOMEHA MPU MPOBEPKE

MOSIHOMOYNM CyObEKTA.

[Ons nopkntoueHun K ony6anMKOBaHHbBIM MPUIOXKEHUAM U
TepMuHanbHbIM ceccusam STAL nepekntovatens «bes
[lOMEHa» [OJIXKEH OblTb YCTAaHOBMIEH B MosoXeHue «[a»
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MapameTp

OnucaHue

«domeH»

UpeHTudbmkaTop gomMeHa Npu npoBepke NosHOMOUUM
cybbekTa. [Lo/I)KHO MCMoNb30BaTbC KOPOTKOE UMS IOMEHa.
[Ons nogkntoveHnn K onybaMKOBaHHbBIM MPUIOXKEHUSIM U
TepMUHanbHbIM ceccusam STAL 3HaueHne napameTpa
HeobXxoAMMO OCTaBUTb MYCTbIM

«[lopT»

Bbibop nopTta ana nogkntoveHus. o ymonyaHumo
ncnonb3yetcs nopt 3389

«PazpewnTb CMapT-KapTbI»

Paspewntb naeHTUdUKaLMIO CYyOBEKTOB Ha OCHOBE CMapT-
KapT

«Pa3peLlwmnTb NpUHTEPHI»

PazpewnTb NnepeHanpasBieHne yCTPOMCTB NevaTu no
npoTtokony RDP

«PazpelwnTb Anckn»

PazpelwnTb NnepeHanpaBieHUe YCTPOMCTB XPaHEHUS MO
npoTtokony RDP

« Pa3peLu UTb nocnenoBaTesibHbI€ MOPTbI»

PazpelwnTb NnepeHanpaBneHne NoCiefoBaTeNbHbIX MOPTOB
no npotokony RDP

«[loka3biBaTb 060U

OTobpaykaTb poHOBOE M306parkeHUe, HACTPOEHHOE Ha
pabouem cTone

«Bce RemoteFX ycTponcTtea»

Ucnonb3osaTtb Bce RemoteF X ycTponicTea

«Heckonbko MoOHUTOpOB»

Pa3zpelunTb MCnonb30BaTh HECKOJIbBKO MOHUTOPOB

«PazpewinTtb kOMMo3nymo paboyero
cTona»

Paspewwntb TemMbl paboyero cTona

«CrnaxxusaHue WwpudToB»

Mcnonb3oBaTb TEXHONOMUIO CrAAXMBAHMS LWPUPTOB

«[Moppeprxkka CredSSP»

Mcnonb3oBaTb TEXHONOMUIO EAUMHOMO BXOAA C MOMOLLbHO
ycnyr 6esonacHocTu Credential Security Service Provider

© nMpu pobaeneHun TepmuHanbHoro cepsepa STAL
BK/HOYATb  [JaHHbIM  MapaMeTp  3arpeleHo  BO
nsbexkaHne obpbiBa COEAUHEHUS C TEPMUHaNbHbIM
cepBepoM.

«Mcnonb3osatb ALSA»

Mcnonb3oBaTb NporpaMMHbIN MUKLLIEP A Mepeaadn 3ByKa

«[MapameTpbl cMapT-KapTbI»

YkazaTb KOHOUIrypaumio MAEHTUPUKALUM MO CMApPT-KapTaM

«Bce npuHTepbI»

BbInonHUTL NepeHanpaBneHne BCEX YCTPOUCTB NeyaTu no
npotokony RDP. Mpu BbikntoueHHOM NapameTpe
«Pa3peLlmnTb NpUHTEPbI» AaHHbIM NapamMeTp UrHOPUPYeTCA

«RemoteFX»

Mcnonb3oBaTb TexHonornto RemoteFX

«Bce RemoteFX ycTponcTtea»

Mcnonb3osatb Bce RemoteF X ycTponicTea
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MapameTp OnucaHue

«JnHamMuyeckoe paspeLueHme» PazpewnTb Nnepepady AMHAMUYECKOTO paspeLleHns ans
3KpaHa paboyero cTona

& MapameTp gomkeH 6biTh OTKKOYEH MPU peanmnsaumm
poctyna k STAL c pabouyer cTaHLMM Nosb3oBaTens
Ha OC Windows 11.

«JocTtyn us cetemn» Mpwu BbIGOpE 3HaYeHMs «a» npoTokon ByaeT paspeLueH
TONbKO A5 MepeyncineHHbix B napametpe «Cetu»
[AMana3oHoB ceTel (peanunsaums «6enoro» cnmMcka gocTyna).
Mpu BbIGOpE 3HaYeHUa «HeT» npoTokon ByaeT 3anpeLueH
ANsi nepeyncneHHbix B napametpe «CeTu» aManasoHoOB
ceTen (peanusauma «4epHOro» Crnmcka AocTyna)

«CeTtun» BbibpaTb AManasoH ceTeBbIX afpecoB, U3 KOTOPbIX byaeT
pa3peLLeHOo UK 3arpeLLeHo UCMOoIb30BaHMe NMPOTOKoa A1
noaknroyeHnsa Kk BPM. YkaszaHHble anana3oHbl AOMKHbI
ObITb co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3spelueHHble ycTponcTBa» Ykazatb ngeHtudmkatopbl OC, koTopble MOryT BbITh
MCnonb30BaHbl Npu noaktoveHnn no npotokony RDP k
BPM

,D,J'Iﬂ npoBepkn nNpaBUAbHOCTU 3aMOJIHEHUA CbOprI NnoAKNKYEHNA MOXXHO WMCMNOJ1b30BaTb 3KPaHHYHO

kHonky [TecT].

9.3 . MoakntoueHune no nporokony RDP gns pocryna k pecypcaM cepBepa TepMUHANOB Yepes KOMMOHEHT
«Lnio3»

Lna nobaeBneHusa nogkntodeHus gna poctyna K MS RDS yepesz komnoHeHT «LLnto3» agMuHUCTpaTopy
Termidesk cnepyer nepentn «KoMnoHeHTbl - [MpoToKoNbl AOCTaBKM», HaXKaTb 3KPAHHYHK KHOMKY
[HoBbii] v BbiGpaTh «docTyn k MS RDS no RDP (4epes wnto3) [akcneprMeHTanbHbIN]».

LOna pobaeneHuss noakntouveHuss ona pgoctyna K STAL uyepe3 koMnoHeHT «LUnto3» agMuMHUCTpaTopy
Termidesk cnepyer nepentn «KomMnoHeHTbl - [MpoToKONbl AOCTaBKM», HaXKaTb 3KPAHHYK KHOMKY
[HoBbii] v BbiGpaTh «docTyn kK STAL no RDP (4epes wnto3) [skcnepuMeHTanbHbIN]».

3aTeM 3anoNHUTbL AaHHble, NepeYncieHHble B cTonbue «MapameTp» cnepytowlen Tabnunupl.

Tabnuua 27 — JaHHble ans nobaBneHMs NoaKIYEHUS K CepBepaM TepMUHanoB Yvepes «LLnto3»

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHWe MPOTOKO/IA AOCTABKM
«KomMMeHTapuii» NHdopmMaumoHHoe coobLueHne, ncrnosbyemoe ais

OMMCAaHUA Ha3Ha4YeHUA NpPOTOKOJ1a A4OCTAaBKU

«[MpunoputeT» ngMM)éUI.DI,ﬁ/ICTBO MCMONb30BaHMS NPOTOKO/A AOCTaBKU B
OHAe
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MapameTp OnucaHue

«URL wntoza» Auppec cepBepa B dopMaTte ws(s)://ip-
address_or_FQDN/websock1ify, obecneumBatowero
dhopMumpoBaHue 1 noaaep>kaHMe CoeanHEHMS.

LOnpekTnBa ws 0THOCUTCA K Ucnonb3oBaHuio nopta 80,
OMPEKTMBA WSS O3HaYaeT ucnosib3oBaHme 443 nopra.
MapameTp ip-address_or_FQDN - gocTynHbin |P-agpec
LUIF03a. 3HAYEHME STOro NapamMeTpa He OTHOCUTCS K
3HadyeHnto WSPROXY_BIND_ADDRESS u3
KOHdUrypaumoHHoro danna /etc/opt/termidesk-vdi/
termidesk.conf

«Bpema oxxunpgaHmna coeamHeHna» Bpems oxupaHus (B ceKyHAax) OTKAMKa LUJIHO3a

«bes nomeHa» He ncnonb3oBaTtb naeHTUhUKATOP AOMEHA MPU MPOBEPKE
MOSIHOMOYMNM CyDOBbEKTA.

Lna noakntoueHun K onybIMKOBaHHbIM MPUOXKEHUSIM U
TepMuHanbHbIM ceccusam STAL nepekntovatens «bes
[OMEHa» JO/KEH BbITb YCTAHOBJIEH B NoJIOXKeHMeE «[da»

«JomeH» NpeHTudmkaTop fOMEHA NPU NPOBEPKE MOJTHOMOYUM
cybbekTa. [Jo/mKHO MCMOoIb30BaTbCs KOPOTKOE UMSI AOMEHA.
[na nofkntoueHU K ony6IMKOBaHHbBIM NPUIOXEHUSM U
TepMuHanbHbIM ceccusim STAL 3HaueHre napameTpa
HeobXxoAMMO OCTaBUTb MYCTbIM

«[MopTt» Bbibop nopTta ans nogknatoyeHus. No yMonyaHuio
ncnosnb3yeTcsa nopt 3389

«Pa3pewnTb cMapT-KapTbi» PazpewnTb naeHTUdUKaLMo Cy6bLEKTOB Ha OCHOBE CMapT-
KapT
«Pa3peLwmnTb NpUHTEPHI» PazpelwnTb NnepeHanpaBieHne yCTPOMCTB NevaTu no

npoTtokony RDP

«Pa3pelwnTb gnckn» PaspewnTb nepeHanpaBneHne yCTPOMCTB XPaHEHMS MO
npoTtokony RDP

«Pa3zpewnTb nocnenosaTenbHble NOpThi» | PaspelwnTs nepeHanpaBneHme NocnefoBaTes/bHbIX MOPTOB
no npotokony RDP

«[lMokasbiBaTb 060M» OTobpaxkaTb HPoHOBOE M306paXkeHUe, HACTPOEHHOE Ha
pabouem cTone

«Heckonbko MOHUTOpOB» PaspelnTb MCNoib30BaTb HECKOJIbKO MOHUTOPOB
«PazpewnTb kOMMo3nymo paboyero Paspewwintb TemMbl paboyero cTona

cTona»

«CrnaxxusaHue WwpudToB» Mcnonb3oBaTb TEXHOMNOMUIO CrNaXXMBaHUS LUPUPTOB

Boinyck ot aBrycta 2023 49



@ TERMIDESK C/MET.10001-02 90 02

MapameTp OnucaHue

«Moppeps>kka CredSSP» Mcnonb3oBaTb TEXHOMNOMUIO EAUMHOMO BXOAA C MOMOLLbHO
ycnyr 6esonacHocTu Credential Security Service Provider

© nMpu pobaeneHun TepmuHanbHoro cepsepa STAL
BK/HOYATb  JaHHbIM  MapaMeTp  3arpeleHo  BO
nsbexkaHne obpbiBa COEAUHEHUS C TEPMUHANbHbIM

cepBepoM.
«Mcnonb3oBatb ALSA» Mcnonb3oBaTb NporpaMMHbIN MUKLLIEP A1 Mepeaadn 3ByKa
«[MapameTpbl cMapT-KapTbI» Yka3aTb KOHOUrypaLumio MAEHTUPUKALUM MO CMApPT-KapTaM
«Bce npuHTepbI» BbinonHUTbL NepeHanpaBneHmne BCex YCTPOMUCTB MeyaTu no

npoTokony RDP. Mpu BbikntoveHHOM NapameTpe
«Pa3peLlmnTb NpUHTEPbI» AaHHbIM NapamMeTp UrHOPUPYeTCA

«RemoteF X» Mcnonb3oBaTtb TexHonormo RemoteF X
«Bce RemoteFX ycTponcTtea» Ucnonb3osatb Bce RemoteF X ycTponicTea
«[AnHamMunyeckoe paspeLueHme» PaspelnTb Nepesayy AMHAMMYECKOrO paspeLleHus ans

3KpaHa pabouero cTona

& MapameTp fomkeH BbiTb OTK/IHOYEH MPU peanunsaLmm
pocTtyna kK STAL c pabodyei cTaHUMM MOJSIb30BaTeNS
Ha OC Windows 11.

«Joctyn us ceten» Mpu BbIBOpE 3HauYeHUa «a» npoTokon ByaeT paspeLueH
TOJIbKO /151 MEPEYUCNEHHbIX B NapameTpe «CeTu»
[Mana3oHoB ceTer (peanusauus «6enoro» cnmvcka 4ocTyna).
Mpwu BbIGOpPE 3HaYeHUs «HeT» npoTokon ByaeT 3anpeLueH
NS nepeyncieHHblx B napametpe «CeTu» amManasoHoB
ceTen (peanmsauma «4epHOro» Crnmcka AocTyna)

«Cetun» BbibpaTb AMana3oH ceTeBbIX aApeCcoB, U3 KOTOPbIX byaeT
pa3peLUeHOo MM 3amnpeLLeHo UCMoJib30BaHMe NPOTOKOa AN
noaknaroueHmnsa Kk BPM. YkasaHHble gnana3soHbl OOMKHbI
6bITb co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLueHHble ycTpomncTBa» Ykazatb naeHTudukatopbl OC, koTopble MOryT ObITb
MCMNONb30BaHbl NPW NoakatodeHnn no npotokony RDP k
BPM
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10 . CUCTEMHDbIE HACTPOMKMU

10.1 . O6wme cuctemHble napaMeTpbl Termidesk

CucremHble napaMeTpbl MNO3BONAKOT 3a4dTb OCHOBHbIE 3Ha4YeHWU4d, HEO6XOLI,VIMbIe ana  ycnewHoro

dyHKUMOHMpoBaHuMa Termidesk.

Ons KoHbMrypauum obLmx CUCTEMHbIX NMapaMeTpoB B rpaduyeckomM MHTepderce ynpasBneHus cnesyet
nepenTtu «Hactporiku - CuctemMHble napameTpsbl - O6Lwme».
JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucrieHbl B cTonbue

«[apameTp» cnepytoLien Tabnumubl.

& VI3MeHeHMe CMCTEMHBIX NapaMeTpoB BCTYMNAKOT B CUY TOJIbKO nocse nepesarpysku Termidesk.

Tabnuua 28 — O6Lime cnuctemHble napameTpbl Termidesk

MapameTp OnucaHue
«leHepaTop MMeH» BapuaHTbl Mcnonb3oBaHWS MMeH ans pa3BepTbiBaHua BPM
«Tema odopmneHus» Tema odopmneHus rpacduyeckoro nHTepdenca

nosb3oBatesia 1 ynpasieHUA

«ABTO3anyck paboyero mecta» MapameTp koHbUrypaLmm aBToMaTM4eckoro 3anycka BPM
rocrie ero co3gaHms

«MHTepBan NpoBepokK K3La paboumx Mepuog (B cekyHaax) onpoca poHaa BPM ana

MecT» onpeaeneHus rotoeHoct BPM

«MHTepBan NpoBepok HEMCMONb3YEMbIX BpemeHHoM nHTepBan (B cekyHaax) nposepkn BPM ana
pabounx MecT» NoCnenyoLEero UX OTKIHOUYEHMS

«MHTepBan 0UMCTKN MHDOPMALIMOHHbIX BpeMeHHOM MHTEpBan O4YUCTKU MHHOPMALIMK O COBLITUSAX,
0bbEKTOB» BO3HMKAOLWMX B Npouecce akcnayataumm Termidesk
«KonnyectBo NoTokoB OHOBbIX 334a4» KonnuecTtBo ogHOBpEMEHHbIX 33434, BbIMOMHAEMbIX

NnNaHNPOBLLMKOM B CbOHOBOM npouecce

«He yunTbiBaTh MakcMMasnbHble He yunTbiBaTb MakCMMasbHble OrpaHUYEHUS NpU
OorpaHuYeHus» dbopmuposaHum ponpgos BPM

«Bpemsa xpaHeHus MHbDOPMALMOHHbIX BpemeHHoOM nepuoa XxpaHeHUs MHGOPMALLMKM O COBbITUSAX,
0O6BbEKTOB» BO3HMKAIOLLMX B NMpoLecce 3KCnayaTaumm

«Bpems 6nokupoBkm Bxoga» Bpemsa (B cekyHAaax) nocne nctedeHms Kotoporo byaet

BO3MOXKEH MOBTOPHbIN BXOA, CyObeKTa C posibto
«AgMuHucTpatop» unu «lMonb3oBaTtenb» B cnyyae, ecnu
CYyOBHEKTOM C YKa3aHHOM posibto Bbin McyeprnaH TMMUT
HeyAa4YHbIX NOMbITOK BX0AA
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MapameTp

OnucaHue

«URL Bxopa»

URL-agpec Ha4anbHOM CTPaHULbl rpacdmn4eckoro
nHTepdenca ynpasneHus

«MakcrMManbHoe BpeMsi MHMLMAIM3aLUK
paboyero MecTa»

MakcrManbHoe BpeMs (B CEKYHAAX) OXXUAAHUS
rotosHoctn BPM

«MakcnmMyM 3anumcen B XXypHase ans
06BbEKTOBY

MakcmnManbHOe KOIMYECTBO CUCTEMHBIX COObITUM,
n06aBNsSIEMbIX B XXypHa

«MakcMyM NonbITOK BXoaa»

MoporoBoe 3Ha4eHMe YMCNa HeyaaYHbIX MNOMbITOK BXOAA
cybbekTa

«UHTepBan npoBepku 4ns yaaneHus
06bEKTOB»

MHuTepBan nposepku (B cekyHaax) BPM, nomMeueHHbIx ans
yaaneHms

«KonnyecTtso ownbOK ansi orpaHUYeHms
dboHpa»

MoporoBoe 3Ha4yeHUe KONMUYECTBA OLLIMBOK, BO3HUKAROLLINX
B nMpouecce 3kcnayatauuu doHza BPM

«MNHTepBan oTcnexxmsaHMs oWMBOK B
doHae»

BpeMeHHOM MHTepBan NoABAEHUS OLLIMBOK, CBA3aHHbIX C
dyHKuMoHMpoBaHem doHaa BPM

«KonnuyecTso NOTOKOB NIaHUPOBLLMKA
3a4a4»

Moporoeoe 3HayeHMe MOTOKOB 33[a4, BbIMOJHAEMbIX
NAAHUPOBLUMKOM, NMPU 0BECMEYEHUMN YKMBHEHHOIO LMK
¢oHma BPM

«CpoK [encTBUS yCTapeBLUEN
nyéankaunm»

BpeMeHHoOM MHTEpBan, No UCTEYEHUIO KOTOPOTO
nybnmkaums poHga BPM cuutaeTca ycTapeslien n
nomeyaeTcs Ans yoaneHmsa us Termidesk

«CpoK XpaHeHUsi CTaTUCTUKU»

BpemeHHoM MHTepBan XpaHeHUs1 HanIoB XXypHaNoB

«KonnuecTso yAangembIX pa6oqu MEeCT 3a
O4MH nMpoxon»

MakcumanbHoe konmyectso BPM, ynanasembix
eaMHOBpeMEHHO 13 ¢poHaa BPM

JkpaHHas kHornka [CoxpaHUTb] coxpaHsieT obLLme cUCTEMHbIE NapaMeTpbl.

10.2 . MapameTpbl 6e30nacHocTM Termidesk

Ons KoHbUrypauum cucTeMHbIX MapaMeTpoB 6e30MacHOCTM B rpadmyeckoM uHTepdence yrnpasieHuUs

cnepyeT nepenTtun «Hactporiku - CuctemMHble napaMeTpsbl - besonacHocTb».

LJocTynHble ona penakTMpoBaHus agMuHUcTpaTopy Termidesk napamMeTpbl mepeuvcrieHbl B cTOnbue

«[NapameTp» cnepytowiert Hactponka napameTpoB 6esonacHocTu B Termidesk.

Tabnuua 29 - MNapameTpbl 6e3onacHocTn Termidesk

MapameTp

OnucaHue

«DKCKJ/THO3UBHbIN BbIXOA»

3anpeT MHOXecTBeHHoro Bxoaa B Termidesk ans
Cy6'bEKTOB C pa3nnyHbIMUN NOJTHOMOYNAMMU

«MacTep-knrou»

NpeHTudmkaTop pernctpaumm cyobvektTos B Termidesk
npu poctyne Kk doHay BPM
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MapameTp OnucaHue

«JloBepeHHbIe XOCTbI» MpeHTudmKaTOp Y3108, MMEIOLLIMX MPaBO MNOAK/IOYATLCA
K Termidesk

«NMTeNnbHOCTL CeECCUM aAMUHUCTPATOPa» BpemeHHoOM MHTEpBan ceccum, MHULMMPOBAHHOM Ha
rpacdmyeckuin MHTepdenc ynpaBneHus

«JocTyn K Be6-4acTU CUCTEMHbBIM Bo3MOXXHOCTb CybbekTa € posibto «AgMUHUCTpATOP»
Nnonb30BaTeNeEM» NOAKOYaTbCS K rpaduyeckoMy MHTepdency

«Mcnonb3oBaTtb aHoHcHMpyeMbln |P knnenTa» | Mcnonb3osatb IP-agpec knveHTa, nepegaBaemMbiii B
npouecce Bxoaa B Termidesk

«GID cucTeMHoM rpynnbl agMUHUCTpaTopa» | UoeHTudmKaTop rpynmbl, B KOTOPYH BXOAUT ydeTHas
3anmcb CybbekTa C posibto « AGMUHUCTPATOP»

«[nnTenbHOCTb CeCcCUKM NoJsib30BaTeNs» BpeMeHHOM MHTepBan ceccum cybbekTa C ponbio
«[Nonb3oBaTtenb», MHALMUPOBAHHOM Ha rpacdmveckom
nHTepdence nonb3osarens

10.3 . HasHaueHue cny>kebHbIX QYHKLUA aAMUHUCTPATOpPaM
B Termidesk peanuzoBaHo pasgeneHune 4OCTYMNHbIX CNY>KEOHbIX hYyHKLUMIA ONS agMUHUCTPaTOPOB.

Lna pobaeneHus Bbibopa AOCTYMHbIX CNYXXEOHbIX DYHKLUMIK cneayeT nepenTtn «HacTponku - YnpaBneHue
poONSIMU» U HAXKaTb IKpaHHYO KHomnKy [HoBbin].
Mpu pobaBneHun GyHKUMM HEOBXOAMMO BBECTM TEKCTOBOE HaMMEHOBAaHWE CO34aBaeMoOro Ksacca

dAMUHNCTPATOpPA, a TakKXXe Bbl6paTb CMUCOK Ha3Ha4YaeMbIX pa3peLueHM171.
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paspelueHus
3arpyska nLeHzum

M3meHeHWe CACTEMHBIX NapaMeTpos
MpocmeTp rpynn paboumx mect

MpocMoTp AOMEHOE ayTeHTUGMKALMM
MpocmoTp u3obipasxkennii B ranepee
MpocmeTp AuueH3Mn

MpocmeTp MoHUTOPMHFa

MpocmoTp NapameTpos rocTessix OC
MpocMoTP NOANTWK KOHGUIypaLi
MpocMeTp NoNL30BATENbLCKIX CRCCHid
MpocMeTp NOCTaBLYMKOE pecypcos
MpocMoTp NPOTOKONGE 40CTABKN
MpocmoTp ceTed

MpocMeTp CUCTeMHBIX NapaMeTPoB
NpocveTp dorgos pabodunx mect
PepakTuposaHuie rpynn pabouux mect
PefakTUpOBaHIIe JOMEHOE ayTeHTUdUKaLMN
PepakTpoBatiie nsobpaxeHwii & ranepee
PegakTripoBaHvie napameTpos roctessix OC
PefakTMpoOBaHIie NOAUTUK KOHGUrypauuii
PefakTUpOBaHIE MOCTABLLMKE PECYPCOS
PepakTpoBaHiie NPeTOKONOE AOCTABKM
PenakTripoBaHve ceTeii

PepakTupoBaHiie GoHACE pabounx mect

Cozganue rpynn pabouusx mect

Co3aanue JOMeHOB ayTeHTudnKkaLu

Cospanve nsobpaxeHuii 8 ranepee

PucyHok 10 — OkHO Ha3Ha4YeHMs MoNb30BaTE/IbCKMX pa3peLleHnit
[na pepakTMpoBaHusa Kiacca agMUHUCTPATOPA HY>KHO BblBpaTh €ro, a 3aTeM HaXkaTb SKPaHHYHO
KHonKy [PemakTupoBatb].
[nsa ynaneHus HY>KHO BbIOpaTb CO34aHHbIN 0ObEKT, a 3aTeM HaXkaTb IKPaHHYIO KHOMKY [YaanuTtb].

A Knacc apMuHUCTpaTopa MOXeT ObiTb yAasneH TOMbKO B TOM C/y4Yae, €C/iM OH He Ha3HayeH
Mosb30BaTEN!O.

Knacc agMuHUCTpaTopa MOXeT ObiTb Ha3HayeH onpeaefeHHOMY nosnb3oBaTento. [ns HasHadeHus
co3faHHoro knacca cnepyet nepentn «KoMnoHeHTbl - [loMeHbl ayTeHTUdUKaLMU» U 3aTeM B cTonbue
«Ha3BaHue» cBogHOM Tabnuubl BbIOpaTb AOMEH ayTEHTUDUKALMM, B KOTOPbIA BXOAUT NOMb30BATESNb.

Ha oTkpbiBwencs cTpaHuue B Tabnuue «[lonb3oBaTenu» HY>XHO BblOpaTb MOSIb30BAaTENS U HaXaTb
3KpaHHyt KHOMKy [PemakTupoBaTtb]. B oTkpbiBlieNcs dopMe peaakTUpOBaHWs Mosb3oBaTens B nose

«Ponu» BbIOpaTb KNacc.
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PepakTupoBaTh brestadmin

Norux brestadmin

msa brestadmin
KommeHTapwii

Cratyc AKTWBHbIA

Mepcoxan

AaMuHUCTpaTop
Fpynnbi brestadmins, brestusers

Paspewenus Huyero He Boibparo
Aoctyna k APl

Ponu I| funds admin

OTMeHUTL CoxpaHunTh

PucyHok 11 - OkHO Ha3Ha4eHMs NOoJIb30BATENbCKUX PONEN

A TMapameTtp «[llepcoHan» ykasbiBaeT, YTO MONb30BaTeENb ABNSETCA onepaTopoM Termidesk (knacc
aAMUHUCTpPaTOpPa C OrpaHUYEHHbIMM MNONHOMOYMSIMU B rpacdmyeckoM nHTepdence Termidesk).

Co3aaHHbIM KlaccaM aAMUHUCTPATOPOB MOXHO AeNernMpoBaTh ynpaBneHue oTaeNbHbiMU doHaamu BPM.
LOns pobaBneHns HOBOro paspeLueHus ans obbekTa cnenyeT nepenTu «Hactporiku - Ynpaenenne ACL»,
HaXkaTb 3KpaHHYto kHomMKy [HoBbI1] 1 BbIGpaTh 06bekT «MPoHA pabounx MecT».

B pexume pobaBneHuss HOBOro paspelleHus ansi obbekTa agMuHUCTpaTopy Termidesk Heobxogumo

3aMnoJIHUTb NMapaMeTpbl, NepedncieHHble B ctonbue «lMapameTp» cnenytolen Tabnmupbl.

Tabnuua 30 - JocTynHble napaMeTpbl Npu Ao6aBNeHUM MONb30BaTENIbCKMX pa3peLleHnin Ans GoHa0B
BPM

Mapametp OnucaHue

«Ponb» HanmeHoBaHue 3apaHee CO34aHHOINo U HasHa4eHHOoro
Nnos1b30BaTesIioO KjlaCCa aAMUHUCTpaTopa
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MapameTp

OnucaHue

«lMNonb3oBaTenbckoe paspeLueHmne»

Bbi6op Nonb30BaTeNIbCKUX Pa3peLLEHMI, KAaCAtOLLMXCS
¢oHpgos BPM.

Cnuncok Bcex fOCTYMHbIX pa3peLleHmnit:

npocmoTp doHaos BPM;

penakTupoBaHue dhoHaos BPM;

yaaneHuve ¢poHoos BPM;

ynpaBneHue kawem dhoHaos BPM;

BPM;
* ynpaBneHue nosb3oBaTensmu doHgos BPM;
* ynpaBneHME NMpPoToKoamMu gocTtaBkm ¢hoHaos BPM;
* ynpaBneHue nybnmkauusmu pongos BPM

ynpaBneHme nonb3oBaTe/IbCKUMU TpynnaMn CI)OH,EI,OB

«ObbekT»

Panee cospaHHbIM poHa BPM
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11 . MOHUTOPUHI U YBEAOMIJIEHUA

11.1 . CucreMHble napaMeTpbl MOHUTOPUHIa

CucTeMHble napaMeTpbl MOHUTOPMHIA MO3BONAKOT HACTPOUTDL BbIBOA COBbLITUM B syslog-cepsep.

Ona KoHdbUrypauum cMCTEMHbIX MapaMeTPoOB MOHUTOPMHra B rpacdmyeckoM MHTepdence yrnpasieHus

cnepyeT nepenTun «Hactporiku - CucTemMHble napaMeTpbl - MOHUTOPUHMY.

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[apameTp» cnepytoLien Tabnumubl.

Tabnuua 31 - MNMapameTpbl MOHUTOpUHIa Termidesk

MapameTp

OnucaHue

«JlornposaHue Syslog»

MepeHanpaBneHMe NOTOKa COBbITUM MOHUTOPUHTA Ha
oTAenbHbIN syslog-cepeep

«XocT 1» — «XocT 3»

IP-appeca nnun nMeHa y3noB, Ha KOTOPbIX pasBepHyTa
cnyxba syslog-cepsepa

«[MpoTokon»

Bbi6op npoTokona paboTbl ans cnyxbbl syslog-cepsepa

«KaTeropusa coobLieHmns»

Bbibop kaTeropum coobuieHmin, KoTopbie dyayT
3aMnuCbIBaTbLCS B XXYPHaa MOHUTOPUHIA

«YpOBeHb IOrMpoBaHUSA»

Bbi6op ypoBHSi nornpoBaHus cobbiTnin (INFO, WARNING,
ERROR, CRITICAL, DEBUG)

11.2 . HacTpoWka oTnpaBku yBeAOMIEHUA O CUCTEMHbIX COBLITUAX

LOna HacTponku oOTnpaBKW YBEAOMEHWM O CUCTEMHbIX CODObITUSX B rpaduyeckoM UHTepderce

ynpasneHus cnepyet nepentn «Hactponku - CucteMHble napaMeTpbl - YBELOMJIEHUS»,

LocTynHble ana penakTMpoBaHus agMUHUCTpaTopy Termidesk napameTpbl nepeyuncrieHbl B cTon6ue
«[NapameTp» cnepytoLlen Tabnumubl.

Tabnuua 32 - MNMapaMeTpbl OTNPaBKM YBELOMIEHUN O CODLITUSAX

MapameTp

OnucaHue

«Bkn/BblKn NOYTOBbIX

BkntoyeHme nnm oTkNto4YeHME BO3SMOXXHOCTHU OoTnpaBKU yBeﬂ,OMHEHMDI (o}

YBEAOMJIEHUIN» CUCTEMHbIX COBBITUSAX MO NEKTPOHHOM NoYTe

«XocT» IP-appec nnv nms ysna, Ha KOTOPOM pasBepHyTa Cyxba cepBepa
3/1eKTPOHHOM MOYThI

«MopT» Homep nopTa, Ha KOTOPOM BeaeTca NpocayLLMBaHWE Cny>Xbon cepeepa

3/1EKTPOHHOM MOYThI

«Email otnpasutens»

MouToBbLIN agpec oTAPaBUTENS COOBLLEHUI Ha CEpBEPE NEKTPOHHOM
noytbl. Popmat: mailto:user@mail.domain
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MapameTp OnucaHue
«[Monb3oBarenb» NpeHTudukaTop nosb3oBaTesnisi CEpBUCA SNIEKTPOHHOM MOYTbI
«[Maponb» MocnenoBaTenbHOCTbL CUMBOJIOB 4NN NMOATBEPXKAEHMS MOJHOMOYMM

nonb30BaTeNa cepBuUCa 3J'IeKTpOHHOVI Mo4yTbl

«[Moppeprkka TLS»

BkntoueHme nogaep>kku npoTtokona TLS npu BzaumogencTeum c
CepBepoOM 371eKTPOHHOM MOYThI

«[Mopnep>kka SSL»

BkntoueHne nogaep>xku npotokona SSL npu B3avmonencTsmnm c
CepBepPOM 3/IEKTPOHHOM MOYThI

«TanmayT»

Bpemsa oxupaHus (B cekyHaax) oTBeTa OT cepBepa 3/IEKTPOHHOM MoYTbl

«Email nonyuyatenen (4epes
3anaTyro)»

MepeyeHb agpecoB 31eKTPOHHOM MOYTbI NMoyYaTesien YBeLOMIEHUN.
®opmMat: mailto:user@mail.domain

«[Mpedukc pna Tembl
nncbma»

TekcToBoe none, cogepyalee MHPOPMaUUIO AN NOACTAHOBKM B TEMY
S/1EKTPOHHOI0 NnNCbMa

«YBenomseHne o cMeHe
peXkMMa TexobCny>XnBaHus B
nocTaBLUMKE pecypcoB»

BkntoyeHne BO3MOXKHOCTM OTMNPaBKM YBEAOMNEHUS MO 3NEKTPOHHOM
noyTe 0 CUCTEMHOM cobbITUN «CMeHa pexxnma TexobcnyKMBaHus B
MocTaBLLMKe pecypcoB»

«YBenomneHue o
BO3HWKHOBEHUM OLUMBOK C
pabo4ynMm MecTaMm»

BkntoueHne BO3MOXXHOCTM OTMPaBKM YBEAOMIEHMS MO 3NEKTPOHHOM
Nno4YTe O CUCTEMHOM CObbITUM «Bo3HUKHOBEHWE OLLIMBOK BHYTpU poHAa
pabo4ymnx MecT»

«YBenomneHue o
npeBbILLEHUMU
JIMLLEH3UPOBAHHOIO
KOMIMYECTBA NOAK/HOUEHWNIA»

BkntoyeHmne BO3MOXKHOCTHU OTNpaBKu1 yBeAOMNEHNA MO 3J'IeKTpOHHOVI
rnoyTe 0 CUCTEMHOM COBbITUM «38I'IDOC nogKN4vYeHnsa ceBepx JTMMUTA,
YCTAaHOBJIEHHOIO JINLEH3NEN»

«YBenomneHue o
MpeBbILEHUN
JINLUEH3MPOBAHHOIO
KO/IMYEeCTBa NoJb30BaTeNnen»

BkntoyeHmne BO3MOXXHOCTHU OTNnpaBKu yBegoMNeHUA MNno BHEKTpOHHOVI
rMoyTe 0 CUCTEMHOM COBbITUM «33I'IDOC BXO4a nosib3oBaTenid CBepx
MnNMnUTA, YCTaHOBIEHHOIO J'IVILI,EHBMGVI»

11.3 . YBepoMneHue 06 oumbkax ayTeHTUdUKaLMm B rpadpmyeckoM UHTepdeice ynpaBneHus

Ons koHduUrypaumm cucteMHbiX napaMeTpoB ayTeHTUdUKaumu cnepyet nepentn «HacTponkm -

CucTteMHble napameTpbl - AyTeHTUdUKaLUa ».

B oTKpbiBLIENCS CTpaHWLE MOXHO 334aTb AOMOJSIHUTENIbHOE TEKCTOBOE COOobLLeHWe, KoTopoe OyaeT

BblJaBaTbCs

ynpasneHus Termidesk.

B C/lydae HeycCrnewHon ayTeHTUdUKaLuMM MnoCpeacTsom

rpadpuyeckoro umHTepderica

11.4 . LLlabnoH ans MoHuTOpUHra Zabbix

Termidesk nopaep>xmMBaeT MOHUTOPUHT COCTOSIHUSI KOMMOHEHTOB Yepe3 Zabb1ix.

LLIabnoH ans MOHMTOPUHIa pacnpocTpaHsieTcs Yyepes so-obpa3 Termidesk.
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B wabnoHe HaxogaTca MeTPUKM AN MOHUTOPUHIa KOMMOHEHTOB cepeepa Termidesk: yHuBepcanbHoro
amcrneTdepa, WO3a, MeHeakepa BPM.
PeanusoBaHbl Kak NpocTbie NpoBepKkn (MOAKIOYEHUE K MOPTaM), Tak M OMPOC COCTOSIHUA CNyXb health

checking.

11.5. OtyeTbl

Ons bopMmnpoBaHMS OTYETOB O COBbLITUAX B rpadMyeckoM UHTepdence ynpaBneHUs CneayeT MepemTm

«MOHUTOPUHT - OTUeTbI».

Mo>kHO cchOpMMPOBaTL CNEAYHOLLME OTHETbI:
* OTYET MO NOCNeAHEMY MO/Ib30BATE/IbCKOMY BXOLY B CUCTEMY;
* OTYET MO MOJIb30BaTE/IbCKUM CEaHCaM;

" OTYET NO MNoJib30BaTEJ/IbCKMM MOAKTHOYEHUAM.

Ons dopMupoBaHMs oT4yeTa MO MOC/AEAHEMY MONb30BATENbCKOMY BXOAY B CUCTEMY HaAO HaXkaTb
3KpaHHyto kHornky [HoBbiK], BbiGpaTh TN oTueTa «OT4YeT MO NocnegHeMy MONb30BaTENbCKOMY BXOAY B

CMCTEMY» W 3aMOJIHUTb MapaMeTpbl, NepevncneHHble B ctonbue «MapameTp» cnepytoLuen Tabnmupi.

Tabnuua 33 - NMapameTpbl 4159 GOPMUPOBAHUS OTHETA MO NOCSELHEMY MOMb30BATE/ILCKOMY BXOAY B

Termidesk

MapameTp OnucaHue

«HazBaHune» TekcToBOE HaMMeHOBaHMe OTYeTa

«KoMmeHTapum» MHdopmaLMoHHOE coobLLeHWE, NCMOb3YEMOE A5 ONMUCAHUS
oT4eTa

«[ata n BpemMs Hauana» [ata v Bpemsi Ha4yana cobbITUs, OT KOTOPbIX byaeT chopMmpoBaH
otueT. [1nsa Bbibopa AaTbl U BpEMEHM HaZ0 HaxXKaTb JIEBOM
KHOMKOM MbILLUM B MNoJie BBOAA, 3aTEM BblbpaTh HY>KHOE 3HaYeHue
n HaXkaTb knasuwy <Enter> gns nogteep>xaeHms Boibopa

& Ecnv chopmmpoBaHHble oT4YeTbl He comepykaT HuKakon MHdopMauum (nycTble), HeobxoauMo
NpoBEPUTb, YTO CUCTEMHbIM MapameTp ayauTa «CoxpaHeHue B BL» ycTaHOBNEH B 3HayeHUe
«[a» (cM. nogpaspen CucteMHble napaMeTpbl ayauTa).

Ons dopmMupoBaHMs oTYeTa MO MOMb30BATEIbLCKMM CeaHCaM HaAo HaXkaTb 3KpaHHyto kHonky [HoBbin],
Bbl6paTb TUN oTyeTa «OTYEeT No Nosb30BaTENIbCKMM CEaHCaM» U 3aMo/IHUTbL NapaMeTpbl, NepeYncieHHble

B cTonbue «[MapameTp» cneaytroLLen Tabamubi.

Tabnuua 34 - MNapameTpbl A1a GOPMMPOBAHUS OTYETA MO NOJIb30BaTENIbCKUM CEaHCaM

MapameTp OnucaHue

«Ha3BaHune» TekcToBOE HaMMeHOBaHMe OTYeTa
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MapameTp OnucaHue

«KomMeHTapumn» MHbopmaumoHHoe coobLeHne, UCMonb3yeMoe ans
ornuncaHmsg otyeTa

«[laTa u BpeMa Havana ceaHca» [ata 1 Bpems Hayana cobbiTua. [ns Bbi6opa AaThbl U
BPEMEHM HAA0 HaXkaTb JIEBOM KHOMKOM MbllLM B NoJie BBOAA,
3aTeM BblbpaTh HY>KHOE 3HAYEHME U HaXKaTb KNaBULLY
<Enter> nna noaTBep>kaeHMs Bbibopa

«[laTa u BpeMs 3aBepLUEeHUs ceaHca» [ata v Bpems 3aBepLueHmsa cobbiTus. [ns Bbibopa oathbl U
BPEMEHW Ha[0 HaXkaTb JIEBOM KHOMKOM MbllLK B NoJie BBOAA,
3aTeM BblbpaTh HY>KHOE 3HaYEeHME U HaXKaTb KNaBULLY
<Enter> nna noaTBep>kaeHMs Bbibopa

«[loMeH ayTeHTUdUKaLUN» HanmeHoBaHMe ooMeHa ayTeHTUdMKALUM, MO KOTOPOMY
OyneT ocyLecTBIeH NOUCK CODbITUS

«[lonb3oBaTenb» JlorvH nonb3oBaTtens, No KOTOPOMy byaeT OCyLEeCTBNEH
MOUCK cobbITUA

Ona (bOpMMpOBaHVIﬂ OTYETa NO MNOJIb30BATE/IbCKMUM MNOAKNKOYEHNAM HaAO HaXXdTb 3KPaHHYH KHOMKY
[HOBbIFI], Bbl6paTb Tun otyeTta «OTYET NO NONb30BATENBLCKUM NOAKNKOYEHNAM» N 3aNONTHUTb NapaMeTpbl,

nepeyncrieHHble B cTonbue «lMapameTp» cnegytrollen Tabnumubl.

Tabnuua 35 - MapameTpbl 419 GOpMUPOBAHMA OTYETA MO MOSIb30BATE/IbCKUM MOAKITHOYEHUSIM

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHME OTHETA
«KoMmeHTapuin» MHbopMaumoHHOe coobLLeHne, UCMOb3yeMoe Ans

OMUCaHuA OTYETA

«[laTa 1 BpeMa Hayasia NoAKIOUEHUA» [ata 1 Bpems Hayana cobbiTua. [ns Bbi6opa oaThbl U
BPEMEHW HaA0 HaXkaTb JIEBOM KHOMKOM MbILLUM B noJie
BBOAA, 3aTEM BbIOpaTb HY>KHOE 3HaYeHUE U HaXKaTb
knasuwy <Enter> gna noareepxxaeHus Bbibopa

«[laTa n Bpems 3aBepLUeHMS LaTta v Bpems 3aBepLueHuns cobbiTua. [ns Bbibopa fatbl u
NOAKITHOYEHUS » BPEMEHU HaZO HakaTb JIEBOM KHOMKOM MbILIW B MoJe
BBOJA, 3aTEM BbIOPaTb HY>XHOE 3HAaYEHME U HaXaTb
knaeuwy <Enter> pns nogTeepxxaeHus Boibopa

Ons npocmoTpa cdhopmMupoBaHHOro oTyeTa cnenyeTt nepentn «MoHuTopuHr — OTueTbi» M BbIOpaTb

Ha3BaHWME OTYETaA.

Mpu nomowm skpaHHoM kHonkn [CSV] MoKHO BbIFrpy3uTb B csv-hann BeCb NpeacTaBAeHHbIA OTYeT.
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TEQMIDESK @ @CMCTeMHbu‘/’l nosib3oBaTtesb (admin123) v

@B 0630p

& KomnoHeHTbI

>

Qg HacTtpoiiku

>

4 Pa6ouve vecta >

all MonunTopunr

>

OTuétel > Bxop B cuctemy

OT4éT Bxoa B cnctemy

OT4eT no nocseAHeMy Nosb3oBaTe/IbCKOMY BXOAY B CUCTEMY HaumHas ¢ 4 nond 2023 1. 12:12

csv
Aata ~ Monb3oBaTenb [lomeH ayTeHTUPUKaLUM AaMUHUCTpaTop MepcoHan
03.08.2023, 12:10:04 admin123 BcTpoeHHbIl [Ja Ja
15 v | HacTp. 1-1m31 « < 1 m31 > >

PucyHok 12 — OkHO chopMUMpPOBAHHOIO OTYETA MO NMOC/AEAHEMY MOJIb30BATENIbCKOMY BXOAY
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12. CUCTEMA AYIUTA

12.1 . CucreMHble napaMeTpbl ayauTa

CNET.10001-02 90 02

[na KoHbUrypaumm cUcTeMHbIX NapaMeTpoB ayamTa B rpadmyeckoM uHTepdence ynpasneHus cnepyer

nepenTtun «Hactporiku - CuctemMHble napaMeTpbl - AyanT».

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[apameTp» cnepytoLien Tabnumubl.

Tabnuua 36 — CucteMHble NapaMeTpbl ayauTa

MapameTp

OnucaHue

«Mcnonb3oBaTb "cTpOrmn” pexxum ayamta»

BkntoyeHme pexxrmMa MakCMManbHO MOSIHOMO COXpPaHEeHMUS
MHGOpMaLMK 0 COBbITUSAX ayamTa

«CoxpaHeHue B bll»

Bbibop coxpaHeHus cobbiTum ayamTta B B/,

«Bpems xpaHeHus 3anucu B B, (aHen)»

Bpems xpaHeHus (B aHsX) 3anucu cobbitus ayamTa B B,

«MakcrMMyM yaansembix cobbITUN»

MakcrManbHoe KOMYeCTBO YAanseMbiX COObITUI B
>KypHane ayamTa

«CoxpaHeHue B ann»

Bbi6op coxpaHeHMs cobbITUI ayamnTa B OTAEbHbIN dann
»KypHana

«Mann xpaHeHUs cOObITUI»

YKazaHue NonHOro nyTu K danny XpaHeHUs >KypHana
COBbITMI ayanTa Npu BbibpaHHoM onumn «CoxpaHeHMe B
hann»

«KonnyectBo apxumBHbIX hannos»

MakcmnManbHOe KONMYECTBO apXMBHbIX HalIoB XXypHana
CobbITUI ayauTa, No AOCTUXEHUN KOTOPOrO HA4YMHAETCS
nepesanucb

«OTnpaBka B Syslog»

HanpaeneHue norMpoBaHmsa Ha OTAENbHbIN Syslog-
cepsep

«XocT» IP-appec nnm ums y3na, Ha KOTOPOM pa3BEPHYTa C/yXba
syslog-cepgepa

«[MpoTokon» Bbibop npoTokona paboTbl aAns cnyxbbi syslog-cepsepa

«[MopT» MopT, Ha KOTOpOM HaxoguTcs cnyxba syslog-cepsepa

«KaTeropusa coobLieHmns»

Bbibop kaTeropmmn coobuieHnin, KoTopble OyayT
3anuCbIBAaTLCS B XXYpHan ayauTa

12.2 . XypHanbi

XXypHanbl cepBepa Termidesk xpaHsiTcs B kaTtanore /var/log/termidesk.

YcTaHoBneHbl cnepytowme xxypHanbl Termidesk, pasgeneHHble Mo TMnaM COBbITUMA, KOTOpble B HUX

3annCbiBakOTCA:

» auth.log - 3anucbIBatoTCsa CObbITUS 06 aBTOpM3aLmMM cybbekToB B Ternidesk;
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* celery-beat.log - 3aNMUCbIBatOTCA COObITUSI MEPUOAMYECKON MPOBEPKU COCTOSAHMSI 06paboTumka
3agaHunn yepe3 RabbitMQ. MopaepykmBaeTcs aBTOMaTMYECKAs POTALMSA >KYPHaNa AN UCKIIHOYEHUS
BO3MO>KHOCTM MEPENOSTHEHMS MPOCTPAHCTBA ANCKaA;

* celery-worker.log - 3anucbiBalOTCs COObITUS o0bOpaboTumka 3agaHuK  uyepe3 RabbitMQ.
MopnepxuBaeTcs  aBTOMAaTM4Yeckas poOTauMs  >KypHana Ans  UCKJOYEHMSI  BO3MOXHOCTM
nepenosiHeHUs NPOCTPaHCTBA AMCKa;

* other.log - 3aNM1CbIBAtOTCSA COBbLITUS, HE OTHOCALLMECS K APYTMM MOAYNSAM;

* sql.log - 3anuMcbIBatOTCA OTIaA04Hble cobbiTua BL;

* termidesk.log - 3anucbiBatoTCA cobbITUS paboThl cepBepa Termidesk;

* use.log - 3anuMcbiBatOTCA CObbITUS Nonb3oBaTenen BPM;

* workers.log - 3anMcbIBatOTCA CObbITUS 06paboTUMKa HOHOBLIX 3a4ay4;

* wsproxy.log - 3anMCbIBatOTCA COBbITUA KOMMOHEHTa «LLinto3»;

* stal_proxy.log - 3anNuCbIBatOTCA COBbITUS CNYXbbl proxy KoMrnoHeHTa «CepBep TepMUHANOBY;

* stal_service.log - 3anNMCbIBatOTCA COObITUS CNYXKObI stal komnoHeHTa «CepBep TEPMUHANIOB.
12.3 . Hacrpoiika >XypHaaMpoBaHus

YpoBeHb >KYypHanupoBaHus 3apaeTca napameTpom LOG_LEVEL B KOHdUrypauuoHHoMm daunne /etc/
opt/termidesk-vdi/termidesk.conf.
[ns naMeHeHUs ypOBHS YKYypHannMpoBaHUsi HEOBX0AMMO:

" U3MEHWUTb NnapamMeTp LOG_LEVEL;

* nepe3anycTuTb cny>bbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

12.4 . MpocmoTp XXypHanoB

Ons npocmoTpa obuiero >ypHana cobbiTUK, CBS3aHHOrO C  (QyHKUMOHMpoBaHWeM Termidesk wu
OeNCcTBMAMM CYOBEKTOB A0CTyNa, cneayeT nepentn «MoHuTopuHr — XXypHan», roe BusyanusmpyroTcs
cUCTeMHble cobbITUSA C yKasaHueM ypoBHS BakHocTu (CRITICAL, ERROR, WARNING, INFO, DEBUG) u
WUCTOYHUKA BO3HMKHOBEHUS COObLITUS.

Mpy nomowy 3KkpaHHOM KHOMKKM [CSV] MOXHO BbIFpy3uTb B csv-hani BeCb NMpeacTaBNeHHbIN >XypHain

COBbITUMN.
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E TERMIDESK @ @CM\:TQMHHH nonk3oBatenk (u) v

@ 0630p

KypHane!
& KommoHeHTsl >
& Hactpoiiku > & e =
Jata -

[ Pa6ouve mecta >
21.12.2022, 11:30:07

.|I|I MOHNTOpUHT > 21.12.2022, 11:30:07

21.12.2022,11:27:07
21.12.2022,11:27:07

21.12.2022, 11:03:21

21.12.2022, 11:03:21

20.12.2022, 13:55:50

20.12.2022, 13:55:50

Mouck

YpoBeHb

INFO

INFO

INFO
INFO
INFO

INFO

INFO

INFO

no coobuLeHnio

NCTOUHNK

web

web

web
web

web

web

web

web

CooobLeHWe

Logged in from 10.10.0.13 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:108.0)
Gecko/20100101 Firefox/108.0

user u has Logged in from 10.10.0.13 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:108.0)
Gecko/20100101 Firefox/108.0

has logged out from 10.10.0.13

user u has logged out from 10.10.0.13

Logged in from 10.10.0.13 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:108.0)
Gecko/20100101 Firefox/108.0

user u has Logged in from 10.10.0.13 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:108.0)
Gecko/20100101 Firefox/108.0

Logged in from 10.10.0.14 where os is Windows. UA: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

user u has Logged in from 10.10.0.14 where os is Windows. UA: Mozilla/5.0 (Windows NT 6.1; Wine4; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

PucyHok 13 — OTobpaxkeHure 06Lero xypHana B rpacdumyeckoM nHTepderce ynpasneHus Termidesk

LOns npocMoTpa XXypHana CcobbITUM, CBA3aHHOTO C AEWCTBUSIMU CyObEKTOB A0CTyMa, C/iesyeT nepenTu

«MOHUTOPUHT — AyanT».

Mpy nomMowm akpaHHoM KHorku [CSV] MOXHO BbIrpy3uTb B csv-hans BeCb NpeacTaBlieHHbIN XXypHan

COBbITUIN, NMBO CTPOKU COBBLITUN.

Mpu nomoLLm skpaHHoM kHonku [KonupoBaTb] cTpoku cobbITHIM MOXHO CKOMMpoBaThb B Bydep obMeHa.

A Ecnu cobbitna ayomta He oTobpakatoTcs BO BKIagke «MOHUTOpUHT — AyauT», HeobxoamMmo
ybeontbes, uto B «Hactporku - CucteMHble napameTpbl - Ayamut» napametp «CoxpaHeHue B
b» nmeet 3HaueHue «[da».

Bbinyck ot aBrycta 2023

64



TERMIDESK C/IET.10001-02 90 02

TEQMIDESK @ @CcheMHHD‘l nonb3oBaTtens (u) v

@ 0630p
& KOMMoHeHTbl > >KypHan co6bITuiA
& Hacrpoiikm > metaTe Lalel
no none3osarento unu IP agpecy
Co6biTne | nio6oe cobbiTue v | MpowsoLno ¢ | no ] CSV | KonwuposaTe

[ Pa6ouve mecra > QuuctnTe |

fata - Co6bbiTue OnucaHne
_.||| MOHUTOPUHT > 21.12.2022, 11:30:07 termidesk.audit.events.web.UserLogin Monb3osaTenb "u(BcTpoeHHbIl)" Bollen B cuctemy c ip-agpeca 10.10.0.13

21.12.2022, 11:27:07 termidesk.audit.events.web.UserLogout Mone3oBaTenk "u(BCTPOEeHHRLIN)" BeILLEN 13 cicTeMel (ip-agpec 10.10.0.13)

21.12.2022, 11:03:51 termidesk.audit.events.web.EntityAction Monb3oBaTenb "U(BCTPOEHHEIN)" BEINOAHMA onepauuio read gns o6bekTta Provider (a5459bdd-

2f0a-5ebf-af0a-7fa065b7620f) oVirtPlatform "zVirt" (ip-agpec 10.10.0.13)

21.12.2022, 11:03:31 termidesk.audit.events.web.EntityAction Monb3oBaTenb "u(BCTpoeHHEIN)" BEINOAHWA onepauuio read gna o6bekTta Provider
(71eee3b2-214b-5703-aa28-291e3f957cf3) pksvbrestPlatform "Brest2.6" (ip-agpec 10.10.0.13)

21.12.2022, 11:03:21 termidesk.audit.events.web.UserLogin Monb3osaTens "u(BcTpoeHHbIn)" Bowwen B cucTemy ¢ ip-agpeca 10.10.0.13
20.12.2022, 13:55:50 termidesk.audit.events.web.UserLogin Monb3oBaTeNb "U(BCTPOEHHRIN)" BOLIEN B cucTeMy € ip-aapeca 10.10.0.14
16.12.2022, 15:46:36 termidesk.audit.events.web.EntityAction Monkb3osaTenb "brestadmin(FreelPA)" BeinonHUA onepauuio read Ans o6bekta DeployedService

(c37cd7b8-0f4b-507f-9242-90a30bc8aaca) "Astral7" (ip-agpec 10.10.0.12)

16.12.2022, 15:46:28 termidesk.audit.events.web.UserLogin Monb3oBaTens "brestadmin(FreelPA)" Bolen B cuctemy ¢ ip-agpeca 10.10.0.12

16.12.2022, 11:32:46 termidesk.audit.events.workplace.UserLogin | Monb3ogaTens "unknown()" Bowwen & rocTesyto OC BM 4orb-000(192.168.12.125) doHaa Orel kak

PucyHok 14 — OTobpaxkeHune KypHana ayamTta B rpaduyeckoM nHtepderice ynpasneHus Termidesk
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13 . PEXXMM BbICOKOW OOCTYMNHOCTU U1 PABOTA C CEPTUDUKATAMMU

13.1. Hacrpoiika MeHemkepa BPM B pexxuMe BbICOKOM AOCTYMHOCTU

HacTpoika BbINosHAeTCS Mocie YCTaHOBKM  MPOrpaMMHOrO  KOMMJIeKCa B pacrnpeneseHHOM

KOHbUrypauum.

MocnenoBaTenibHOCTb HACTPOUKK Y3N10B € MeHepykepom BPM cnepytowias:
* Ha y3/e, BblbpaHHOM B KayecTBe master, MOMUMO Y>K€ 3aMyLUEHHbIX CNYX0, 3anyCTUTb TOMbKO

cnyxby termidesk-taskman, He 06aBNsA ee B pa3aen aBTOMaTUUYECKOM 3arpy3Ku:

:~$ sudo systemctl start termidesk-taskman

" Ha Yy3/1aXx master wu SlaVGPyCTaHOBMTb nakeTbl nOporpamMm™Mm Ona opraHusauunu BbICOKOM

AOCTYNHOCTW:
:~$ sudo apt install -y keepalived 1ipset

roe:
-y - KJ1t0Y AN4 rnponycka noaTeepXXaeHnsa YCTaHOBKM;
* Ha y3nax master M slave co3matb Katanor /etc/keepalived/ (ecnn katanor paHee He Obin

CO34aH):
:~$ sudo mkdir -p /etc/keepalived

roe:

-p - KJIOY 419 CO34aHMS NOAKATaNIoOroB B YKa3aHHOM MyTU, C/IU UX He CYLLECTBYET;

* Ha y3nax master U slaveB Kkatanore /etc/keepalived/ co3pgaTb nycTbie dannbl
keepalived.conf (dann HacTpoek pexxmMa BbICOKOM AOCTYMHOCTM) M notify.sh (ynpaeneHue

NepeksItoYEHUAMU PEXXMMOB BbICOKOM JOCTYMHOCTH):

1 :~$ sudo touch /etc/keepalived/keepalived.conf
2 :~$ sudo touch /etc/keepalived/notify.sh

" OTpeAaKTMpOBaTb CO34aHHbIM dann /etc/keepalived/keepalived.conf, npuBeaa ero Kk

cnepytowemMy Buay (Mo ovepenm Ha KaXkaoM M3 y3/10B):

1 global_defs {

2

3 router_id NAME_OF_ROUTER_ID # CHANGE_ON: hostname xocTa

4 script_user user # CHANGE_ON: nosb3oBaTefib, OT MMEHW KOTOPOro 3arnyckaeTtcs
keepalived

5 enable_script_security

(&)
[
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7
8 vrrp_script check_httpd {

9 script "/usr/bin/pgrep apache" # path of the script to execute

10 interval 1 # seconds between script invocations, default 1 second

11 timeout 3 # seconds after which script is considered to have failed

12 #weight <INTEGER:-254..254> # adjust priority by this weight, default
0

13 rise 1 # required number of successes for OK transition

14 fall 2 # required number of successes for KO transition

15 #user USERNAME [GROUPNAME] # user/group names to run script under

16 init_fail # assume script 1dnitially is 1in failed
state

17 1

18

19 # [ns kaxgoro BupTyasibHoro IPv4-afdpeca CO34aeTcs CBOM aK3eMnasp vrrp_instance
20 vrrp_instance termidesk-taskman {

21 notify /etc/keepalived/notify.sh

22

23 # Initial state, MASTER|BACKUP

24 # As soon as the other machine(s) come up,

25 # an election will be held and the machine

26 # with the highest priority will become MASTER.

27 # So the entry here doesn't matter a whole lot.

28 state BACKUP

29

30 # dinterface for 1dinside_network, bound by vrrp

31 # CHANGE_ON: eth® -> wuHTepdieiic, cmoTpswumii B IHTEPHET

32 interface etho

33

34 # arbitrary unique number from 0 to 255

35 # used to differentiate multiple instances of vrrpd

36 # running on the same NIC (and hence same socket).

37 # CHANGE_ON: 106 -> HOMep 3k3emnispa vrrp_instance

38 virtual_router_id 106

39

40 # for electing MASTER, highest priority wins.

41 # to be MASTER, make this 50 more than on other machines.
42 # CHANGE_ON: 3amMeHWTb Ha NpuopuTeT ak3emnaspa vrrp_instance
43 priority 128

44

45 preempt_delay 5 # Seconds

46

47 # VRRP Advert interval in seconds (e.g. 0.92) (use default)
48 advert_int 1

49

50 # CHANGE_ON: 192.0.2.2 -> IPv4-agpec uHtepdoeiica, cMOTpsiLero B VIHTepHeT
51 unicast_src_ip IP_ADDRESS_OF_THIS_HOST

52

53 authentication {

54 auth_type PASS

55 # CHANGE_ON: ksedimret -> 3ameHWTb Ha 6e30macHbIlii Nnaposb
56 auth_pass ksedimret

57 }

58

Bbinyck ot aBrycta 2023 67



@ TERMIDESK C/NET.10001-02 90 02

59
60

61
62

63
64
65
66
67
68
69

roe:

virtual_ipaddress {
# CHANGE_ON: 192.168.16.106/24 -> BupTya/ibHblii IPv4-agpec v CETeBOl
npeduke ¢ uHTepcpeiica, CMOTPSILLErO B VIHTEpPHET
# CHANGE_ON: eth® -> wuHTepdieiic, cmoTpsAwmii B IHTEpHET
# CHANGE_ON: eth0:106 -> wuHTepgelic, CMOTpALWMIA B VHTEpHET:4-i OKTeT
BUpTYyasibHoro IPv4-aapeca
VIRTUAL_IP_ADDREESS/MASK dev eth® label eth0:106
}

track_script {
check_httpd
}

script_user - 3Ha4YeHMe 3TOro napamMeTpa COOTBETCTBYET HAMMEHOBAHUIKO MOJ1b30BaTENA, OT MUMEHU

KOTOpOro 3anyckaetcsi cny>ba keepalived (0b6bl4HO - root);

NAME_OF_ROUTER_ID - nms 30Hbl MapwpyTmsaumm VRRP (obwee ona obounx y3nos);

IP_ADDREESS_OF_THIS_HOST - Tekywmn cTtatudeckuin |P-agpec y3na, Ha KOTOpPOM 3anyckaeTcs

cnyxba keepalived;

VIRTUAL_IP_ADDRESS/MASK - BUpTyanbHbI cTaTudeckui IP-agpec m mMacka (obwue ons ysnos

master u slave);

" MO Oo4Yepeam Ha KaxAoM M3 y3/ioB master M slave OTpedaKTMpPOBaTb CO3AaHHbIA dann /etc/

keepalived/notify.sh, npuBeas ero K cnegytowiemMy suay:

1
2
3
4
5
6
-
8

9
10
11
12
13
14
15
16
17

18
19
20
21

22

#!/bin/sh -e

SELF_BIN=S(realpath ${0})
SELF_DIR=$(dirname S${SELF_BIN})
TYPE=${1}
NAME=${2}
STATE=${3}
PRIORITY=S${4}
TASKMAN_SYSTEMCTL_NAME="termidesk-taskman"
TASKMAN_SYSTEMCTL_DESCRIPTION="Termidesk-VDI Taskman daemon"
TASKMAN_SYSTEMCTL_PIDFILE="/run/termidesk-taskman/pid"
msg2log () {
logger -i "Termidesk: ${1}"
}
taskman_stop () {
msg2log "Stopping S{TASKMAN_SYSTEMCTL_NAME} service"
systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} && systemctl stop -q
S$S{TASKMAN_SYSTEMCTL_NAME}
}
taskman_start () {
msg2log "Starting S{TASKMAN_SYSTEMCTL_NAME} service"
systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} || systemctl start -q
S$S{TASKMAN_SYSTEMCTL_NAME}
}
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23 # VRRP event type: INSTANCE, name: 1lsb_40, state: BACKUP, priority: 64

24 msg2log "VRRP event type: S${TYPE}, name: ${NAME}, state: S${STATE},
priority: S${PRIORITY}"

25 case S${STATE} 1in

26 BACKUP)

27 [ "S{NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
28 HH

29 FAULT)

30 [ "S{NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
31 I

32 MASTER)

33 [ "${NAME}" = "S${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_start
34 HH

35 *)

36 msg2log "Error: unknown state S${STATE}"

37 exit 1

38 HH

39 esac
40 exit O

* Ha y3nax master u slave caenatb pann notify.sh ncnonHaembim:

:~$ sudo chmod +x /etc/keepalived/notify.sh

" Ha Yy3/1aX master w” slave p,O6aBVITb B aBTOMaTU4YeCKYHO 3arpy3ky w 3anyCTtuTb cepBuUcC

keeaplived:
1 :~$ sudo systemctl enable keepalived
2 :~$ sudo systemctl start keepalived

13.2 . Hacrpoiika 6anaHcupoBLUMKa A1 paboTbl ¢ caMonoanucaHHbIMU cepTUdUKaTaMm

13.2.1 . Co3zpaHue camonopnucaHHoro SSL-ceptudukara

[ns cospaHua camonognucaHHoOro SSL'CepTMdJMKaTa M KNHOYa K HEMY HYXXHO!

* OTKpbITb NporpamMmy «Terminal Fly» n nonyunTtb foctyn K MHTepdency KoMaHAHOM CTPOKMU;
* BbIMNONAHUTbL reHepaumto SSL-ceptudmkata (/etc/ssl/certs/nginx-selfsigned.crt) u knwoua

K HeMy (/etc/ssl/private/nginx-selfsigned.key):

1 :~$ sudo openssl req -new -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/
ssl/private/nginx-selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

Mcnonb3yeMmble KO4YM KOMaHabI:
* openssl - 6a30BbI MHCTPYMEHT KOMaHAHOW CTPOKM 419 CO34aHMUA U ynpaBieHusa ceptudukaTamu,
KntodaMu n apyrumu dannamm OpenSSL;
" req - 3Ta ONUMSA YKa3blBaeT, YTO Ha [JAaHHOM 3Tare HY>XXHO WMCMO/b30BaTb 3anpoC Ha MOAMMCb

ceptudpukara X.509 (CSR). X.509 - 310 cTaHAapT MHDPACTPYKTYpbl OTKPLITOrO KJtO4a, KOTOPOro
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npuaepxupatotca SSL u TLS npu ynpaBneHuun knwovamu u ceptudukatamu. [aHHas KomMaHaa
Nno3BosgeT co34aTb HOBbIM cepTudmkat X.509;

* new - 3Ta OMNUMS YKa3bIBAET, YTO ByAET CO34aBaTbCA HOBbIM 3aMNpoc;

* x509 - 3Ta OMNuMs BHOCUT MOMPaBKY B MpeablayLlytd KOMaHA4y, COobLiasi yTUAMTE O TOM, YTO
BMECTO 3anpoca Ha noanucaHue cepTudukaTta HeobXoaMMOo C€034aTb CaMOMOAMMCAHHbIN
cepTudmkar;

* nodes - K/KOY 4N5 NPONYCKa OMuUMKM 3almThl cepTudmMKaTa naponbHor dpazomn. HyxxHo, 4Tobbl Nnpm
3anycke 6anaHCMpPOBLUMK Harpysku (Nginx) MMen BO3MOXHOCTb 4MTaTb dann 6e3 BMelLaTeNnbCTBa
nonb3oBaTens. YCTaHOBMB Naposib, MPUAETCS BBOAUTL €0 MOC/E KaXKA0M Nepesarpysku;

* days 365 - 3Ta onuma yCTaHaB/MBAET CPOK AEUCTBUS cepTudmKaTa (B 4aHHOM cyyae cepTudukaT
[ENCTBUTENIEH B TEYEHUE roaa);

* newkey rsa:2048 - 3Ta ONuUMsl NO3BOJISIET OAHOBPEMEHHO CO3[4aTb HOBbIM CepTUDUKAT U HOBbIN
kntou. lMockonbKy KAto4, HEOBXOAUMbIN ONS MOAMUCaHUA cepTuduKaTa, He Bbln CO34aH paHee,
HY>XHO €034aTb ero BMecTe c cepTudmkaTom. [aHHaa onuma co3pgact RSA-kntou pasmepom 2048
ouT;

* keyout -3Ta onuusa coobwaet OpenSSL, Kyaa NOMecTUTb CreHepUPOBaHHbIM aifl Kito4a;

* out -3Ta onumsa coobwaet OpenSSL, Kyaa NOMeCTUTb CO34aHHbIN CepTUDUKAT.

Mocne ucnonHeHWss KOMaHAbl HafoO MOC/EAOBaTeNIbHO BBECTM psiA MapaMeTpoB, 3amnpocbl Ha KOTOPble
0TODOpazaTCs B KOMaHOHOM CTPOKE:

= Country Name (2 letter code) [AU];

* State or Province Name (full name) [Some-State];

* Locality Name (eg, city) [];

* Organization Name (eg, company) [Internet Widgits Pty Ltd];

* Organizational Unit Name (eg, section) [];

= Common Name (e.g. server FQDN or YOUR name) [];

* Email Address [].

Hanbonee BaxkHbIM napameTpom siBnsgetcs Common Name (Heobxogpumo BBecT FQDN-ums
6anaHcuposLumka). Kak npaBuno, B 3Ty CTPOKY BHOCSAT OOMEHHOE UMS, C KOTOPbIM HY)XKHO CBSI3aTb

cepBep. B cnyyae ecnn goMeHHOro MMeHM HET, HY>KHO BHECTM B 3Ty cTpokKy IP-agpec cepsepa.

®annbl KNoya n CepTMCbMKaTa 6yﬂ,yT pa3MeLlleHbl B KaTasiore, ykasaHHOM Npwu Bbi30BE KOMaHAbl openssl

B MapamMeTpax keyout u out.

Mpu ncnonbszosaHum OpenSSL HeobxoauMo Takyke co3aaTb kaoun duddu-XennmaHa, ansa satoro:
* OTKpbITb NporpamMmy «Terminal Fly» n nonyumtb goctyn K MHTEpdENCY KOMaHAHOW CTPOKMU;
* creHepupoBaTb Katoun Ouddu-Xennmana anvHon 4096 6uT n coxpaHuTb ux B damnn /etc/nginx/

dhparam.pem:
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:~$ sudo openssl dhparam -out /etc/nginx/dhparam.pem 4096

13.2.2 . HacTtpoika nginx ans nogaep>xku SSL

[na HacTponkKn nginx HY>KHO:

" CO34aTb HOBbIM MYCTOM CHWUMMET nginx B KaTanore /etc/nginx/snippets pns ykasaHus

pasmeLLeHns ceptTmudmKkaTa u Kroua:
:~$ sudo touch /etc/nginx/snippets/self-signed.conf
" OTpPEeAaKTMPOBATb CO34aHHbIM (ai, NpUBeas ero K BUAY:

1 ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
2 ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;

®" CO034aTb elle oanH I'IyCTOl;I cHUNNeT, I'Ipe,El,Ha3Ha‘-IE.‘HHbIlZ AOna HaCTpoeK SSL (3TO Mo3BOUT CepBepy
nginx MCNoNnb30BaTb HaOEeXHbIN MeXaHU3M I'Ip606pa3OBaHM$| " BKTKOYUT HEKOTOpblE

[ononHuTenbHble GYHKLMM B6e30MacHOCTH):
:~$ sudo touch /etc/nginx/snippets/ssl-params.conf
" OTPEenaKTMPOBaTb CO34aHHbIM Gann ssl-params.conf, NnpuBeas ero K BuaYy:

1 ssl_protocols TLSv1.2;
2 ssl_prefer_server_ciphers on;
3 ssl_dhparam /etc/nginx/dhparam.pem;
4 ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-AES256-GCM-SHA512: ECDHE-RSA-
AES256-GCM-SHA384 :DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384;
ssl_ecdh_curve secp384rl; # Requires nginx >= 1.1.0
ssl_session_timeout 10m;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off; # Requires nginx >= 1.5.9
9 ssl_stapling on; # Requires nginx >= 1.3.7
10 ssl_stapling_verify on; # Requires nginx => 1.3.7
11 resolver 77.88.8.8 77.88.8.1 valid=300s;

12 resolver_timeout 5s;

13 # Disable strict transport security for now. You can uncomment the following

14 # line if you understand the implications.

15 # add_header Strict-Transport-Security "max-age=63072000; includeSubDomains;
preload";

16 add_header X-Frame-Options DENY;
17 add_header X-Content-Type-Options nosniff;
18 add_header X-XSS-Protection "1; mode=block";
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e
~

& TMockonbky cepTudMKaT ABNSETCA CAMOMOANMCaHHbIM, SSL stapling He ByAeT MCNoONb30BaThCS.
CepBep nginx BblAACT NpenynpexkaeHue, OTKAYMT stapling Ans AaHHOro cepTudukaTa U
NPOAO/HKUT paboTy.

13.2.3 . KoHdurypupoBaHue Beb-cepBepa

Lna koHdUrypmposaHus Beb-cepeepa HY>XHO:

* C034aTb MNYCTOM KOHUIYpauUOoHHbIN dann:
:~$ sudo touch /etc/nginx/sites-available/sampledomain.ru.conf

" OTpefaKTMpOBaTb CO34aHHbIKM (ann, npueens ero K Buay (ykasaHHble |P-agpeca Heobxoaumo

3aMEeHUTD):
1 upstream daas-upstream-ws {
2 least_conn;
3 # PROXY TERMIDESK
4
5 server 192.168.0.41:5099;
6 server 192.168.0.42:5099;
7 server 192.168.0.43:5099;
8 server 192.168.0.44:5099;
9
10 1
11
12 upstream daas-upstream-nodes {
13 least_conn;
14 # DISPATCHER TERMIDESK
15
16 server 192.168.0.30;
17 server 192.168.0.31;
18 server 192.168.0.32;
19
20 }
21
22 server {
23 listen 0.0.0.0:80;
24 listen 0.0.0.0:443 ssl;
25
26 include snippets/self-signed.conf;
27 include snippets/ssl-params.conf;
28
29 location /websockify {
30 # limit_req zone=fast nodelay;
31 proxy_http_version 1.1;
32 proxy_pass http://daas-upstream-ws/;
33 proxy_set_header Upgrade $http_upgrade;
34 proxy_set_header Connection "upgrade";
35
36 # Connection timeout
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37 proxy_connect_timeout 1000;

38 proxy_send_timeout 1000;

39 proxy_read_timeout 1000;

40 send_timeout 1000;

41

42 # Disable cache

43 proxy_buffering off;

44 proxy_set_header Host $host;

45 proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
46 1

47

48 location / {

49 proxy_pass http://daas-upstream-nodes/;

50

51 proxy_set_header Host $host;

52 proxy_set_header X-Forwarded-Proto $scheme;
53

54 }

55

56 1

& |P-apgpeca, nepeuncneHHble B AMpekTMBE daas-upstream-ws, SIBASKOTCA afpecamMu LUIHO30B
nopgkntoveHnn Termidesk, a IP-appeca, nepeuncneHHble B anpekTMBe daas-upstream-nodes,
SBNAOTCA agpecaMm YHUBepCasbHbIX aucrnetyepoB Termidesk.

" CO34aTb CMMBOJIMYECKYHO CCbIIKY Ha OaHHbIM BUPTYaAJIbHbIM XOCT U3 AupekTopumn /etc/nginx/

sites-available B oupekTopuio /etc/nginx/sites-enabled, 4TobObl NginX ero o6CNy>KMBanN:
:~$ sudo 1ln -s /etc/nginx/sites-available/sampledomain.ru.conf /etc/nginx/sites-enabled/
* MpPOBEPUTb KOPPEKTHOCTb HAaCTpPOEK:

:~$ sudo nginx -t

1 nginx: [warn] "ssl_stapling" dignored, qissuer certificate not found
2 nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
3 nginx: configuration file /etc/nginx/nginx.conf test is successful

& Beb-cepBep BO03BpalLaeT npenynpexaeHMe B CJlydae MCMOb30BaHUSI CaMOMOAMMUCAHHOIO
cepTudmrKaTa, O4HAKO 3TO He BIMSIET HA paboTy.

" eC/IM B CMHTaKCMCe 0BHapy>keHbl OLUMOKM, HEOBXOAMMO UCMPaBUTbL UX, 3aTeM Mepe3anyCcTuTb Beb-

cepsep:

:~$ sudo systemctl restart nginx
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14 . SKCINEPUMEHTAJIbHbIE ®YHKLUUU

14.1 . MepeyeHb NepeMeHHbIX OKPY)KEHUA YHUBEPCAJIbHOrO AucneTyepa

MepeyeHb NepeMeHHbIX, UCMOMb3YEMbIX MPU YCTAHOBKE U YHMBEPCA/bHbIM AUCMETYEPOM, MPUBELEH B
Tabnuue.

MepeyeHb NepeMeHHbIX, UCMOJIb3YEMbIX B APYrMX KOMMOHEHTaX MPOrpaMMHOro KOMreKkca, NpuBeaeH B
COOTBETCTBYIOLLMX UM OOKYMEHTAX.

Tabnuua 37 - MNepeMeHHble okpykeHus Termidesk

lNepeMeHHas 3HayeHue no OnucaHue
OKpY>XeHUS YMOMYAHUIO

YcraHoBoYHbIW nakeT termidesk-vdi

TDSK_PKG_DEBUG He 3agaHo BkntoueHune pexxnMa oTnagku npu ycTaHOBKe
nakera.

Mpumep: TDSK_PKG_DEBUG=1

14.2 . YnpaeneHue 3KcnepuMeHTa/IbHbIMK NapaMeTpamm Termidesk

BknioyeHne u oTkatoveHme JKCNEpUMEHTAJIbHbIX MapaMeTpoB CepBeEpa Termidesk npounssogunTCca U3
KOMaHAHOﬁCTpOKM.
nepeHeHb3KCHepMMEHTaﬂbeD(HapaMeTpOBI1pMBeAEH BTa6ﬂMHe.

Tabnuua 38 — DkcnepmMmeHTanbHble NapaMeTpbl Termidesk

MapameTp OnucaHue 3HayeHue No yMoJI4aHUIo

experimental.2fa.enabled lNapamMeTp noanep>kku 0]
AByXhaKTOpHOM ayTeHTUDUKALUM

experimental.deviceauth.enabled |MapameTp nogoep>xku 0
aBTOpM3auUUM YCTPOMCTB AOCTYNa

experimental.radiusauth.enabled | MapameTp nogaep>xkn goOMeHa 0
ayTeHTUdMKaunum RADIUS

LOns akTMBaUMM 3KCNEPUMEHTANIbHOro NMapamMeTpa HeObXoAMMO MPUCBOUTbL €MY 3HayeHWe 1, BbIMOSHUB

KOMaHAbl:

" MepeKIroYNTLCA Ha Nnonb3oBaTens termidesk:
:~$ sudo -u termidesk bash
" aKTUBMPOBATb MapameTp:

:~$ /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config set --section Experimental --key
experimental.2fa.enabled --value 1

roe:

experimental.2fa.enabled - HauMeHOBaHWe NapamMeTpa;
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1 - 3Ha4YeHWMe napaMeTpa AN ero akTuBauum,

0 - 3HaYeHMe NapaMeTpa 419 ero AeakTUBALUK.
14.3 . YcTaHOBKa NarMHOB pacLLUMpPeHUM

DKCnepuUMeHTaNbHbIM GYHKLMOHAN, He Bolleawunid B oCHOoBHOM penm3 Termidesk, MoxHO 006aBUTL B
NPOrpaMMHbIA KOMMJIEKC Yepe3 YCTAHOBKY MIarMHOB pacluMpeHunin (katanor addons B KOMMeKTauuu
noctaBku Termidesk).

[ns ycTaHOBKM NnarnMHOB HY>XHO Ha cepBepe Termidesk BbIMONHUTL cnepytoLLee:
* pacnakoBaTb COAEPXKMMOE z1p-apXu1Ba B LieNeBon KaTanor (Hanpumep, /tmp);

" MepeKnrYNTLCA Ha Nonb3oBaTens Termidesk:
:~$ sudo -u termidesk bash

* nepeunTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/

" aKTUBUPOBATb BUPTYaJZIbHOE OKpY>XeHue Termidesk:
:~$ source venv/bin/activate

* YCTaHOBWUTb HEOBXOAMMDbINM MJArUH:

1 :~$ pip install --upgrade --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth

roe:
/tmp/termidesk_internaldbauth - kaTtanor c whl-bannamu;
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclumpenus danna);

* BbIUTU U3 OKPY>XeHUSs nonb3oBaTtens Termidesk:
:~$ exit
* 06HOBUTbL CTPYKTYpYy B 1 cTatnyecknx dannoB kKoMaHAAMM:

1 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage migrate
2 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage collectstatic --no-input

* nepe3anycTuTb cny>bbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service
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14.4 . YpaneHwe nnarMHOB pacLLUMPEHUN

& Tepep ynaneHneM nnarvHa Heobxoammo yaanutb doHabl BPM, wabnoHbl BM 1 noctaswimka
pecypcoB, COOTBETCTBYHOLUMX OAHHOMY MiarnMHy B rpaduyeckoM uHTepdence ynpaBneHus

Termidesk.
YnaneHue doHaa BPM MoxeT 3aHATb Npoao/KUTENbHOE BpeMms.

Lna ynaneHus nnarnHa paclumMpeHmnn HY>KHO Ha cepBepe Termidesk BbINOAHUTBL CleaytoLLee:

" MepeKksIroYNTLCA Ha nonb3osBaTensd Termidesk:
:~$ sudo -u termidesk bash

* nepeunTn B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/

* aKTUBUPOBATb BUPTYasIbHOE OKpPY>XeHune Termidesk:
:~$ source venv/bin/activate

" yOaNUTb HEOOXOAMMbIN MIAruH:

:~$ pip uninstall -y termidesk_internaldbauth

roe:
termidesk_internaldbauth - umMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclunpenus danna);

* BbIMTM U3 OKPY>KEHUS Mosib3oBaTens Termidesk:
:~$ exit
* nepe3anycTuTb cny>xbbl Termidesk:
1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service

termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-

worker.service

14.5 . OTkaT K npeablayLLeii BepCcum nnarnHa
OTkaT K npeabiayLuen Bepcumn darisia BbIMOMHAETCS B TOM e MOoC/ief0BaTe/IbHOCTU, YTO M YCTaHOBKa,

OAHaKO BMeCTO KOMaHAbl YCTAaHOBKWM NJlarMHa UCNOJIb3yeTCqa cneayroulas:

1 :~$ pip install --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth==4.0.1
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roe:
/tmp/termidesk_internaldbauth - kaTanor c whl-dannamu, whl-dann c Bepcuen nnarvHa OOJKEH
CyLLeCTBOBaTb B J@HHOM KaTanore;

termidesk_internaldbauth - UMs nnarnHa c ykasaHuem Bepcum.
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15. TUNOBbIE HEUCITPABHOCTHU

15.1 . HewrTaTHble cMTyauumu u cnocobbl UX yCTpaHeHUs!

CNET.10001-02 90 02

Bo3MoxHble HencnpaBHocTU npu paboTte ¢ Termidesk 1 cnocobbl X yCTpaHeHUs NpuBeaeHbl B Tabnuue.

Tabnuua 39 - MNepeyeHb BO3MOXKHbIX HELLTATHbIX CUTYaLUM

NHaukaums

OnucaHue

BosMoykHoe pelueHue

Owmnbka:

«CBOMW: ocTaBwmecs cnotbi
NoAaKJ/IKOYEHUI 3ape3epBMPOBaAHbI
019 MOOK/TFOUEeHUN
cynepnonb3oBaTtens (He ans

Ownbka Bo3HMKAET Npwm
MonbITKE aBTOPM3aLLMKN Ha
cepsepe Termidesk

MN3MeHUTb MakcuMasbHoe
KOJINYEeCTBO MOAKJIFOUYEHUN B
HacTpomnkax b[l: nsmenuTb
3HayeHue max_connections B
KOHbUrypaumoHHoMm danne /

WRONG_VERSION_NUMBER]
wrong version number
(_ssl.c:1056)»

penanKaummn)» etc/postgresql/11/main/
postgresql.conf B 60nbwyto
CTOPOHY

Owmnbka: OLwmnbkKa BO3HUKAET, eCc/n Heobxoanmo oTpenakTuposaTb

«SSL: cepBep NOCTaBLLMKa PEeCYpCOB | MOCTAaBLLMKA peCypCoB,

He noaaepxxmBaeT SSL

BbICTaBMB NapameTpy
«Mcnonb3osatb SSL» 3HaueHune
«Het»

Owwnbka:

«kinit: Client ' HTTP/
termidesk.local@LOCAL' not
found in Kerberos database while
getting initial credentials»

Owmnbka BO3HUKAET Mpu
nobasneHUn nnu
pefakTMpOBaHMM [OMeHa
ayTeHTudmkaumm Freel PA

Heobxoanmo co3natb yKasaHHYH
yueTHyto 3anucb Ha K[, Freel PA

Boinyck ot aBrycta 2023

78



@ TERMIDESK C/MET.10001-02 90 02

NHpamkaumsa Onucanue BosmoxxHoe peLueHune
Owmnbka npu yctaHoBke nakeTta: | Owwnbka BO3HMKAET Npwm Heobxoanmo ybeanTbcs, UTo B
«HeBO3MOYKHO HaliT nNakeT» uam | NOMNbITKE YCTaHOBUTb NaKeT B davine /etc/apt/sources.list
«HeynosneTsopeHHble oC 3a[]aHbl U He 3aKOMMEHTUPOBaHbI
3aBUCUMOCTU» MCTOYHMKM MOYyYEHUS NAKETOB

(peno3uTopuun), 3aTEM OOHOBUTH
CMUCKM NaKeToB:

:~$ sudo apt update

Mocne atoro HY>XHO BHOBb
BbIMOJIHUTb KOMaHAY YCTAaHOBKUA
nakeTa.

[Ons peweHna npobnembl ¢
Heyn0BNETBOPEHHbIMU
3aBUCUMOCTSAMM, MOMUMO
NOAK/IFOYEHUS PEMO3UTOPUEB B
danine /etc/apt/

sources. list, MOXXHO
BOCMOJ/Ib30BaTbCS KOMaHAOMN:

:~$ sudo apt -f install

Kntou -f ncnonssyetcs ans
MOMNbITKW UCNPaBUTb
HapyLleHHble 3aBUCUMOCTHU

MakeToB.

Owmnbka npu yctaHoBke nakeTta: | Owwnbka BO3HMKAET Npwm Heobxoanmo ybeanTbcs, UTo B
«HeBO3MOYKHO HaliT nNakeT» uam | NOMNbITKE YCTaHOBUTb NaKeT B davine /etc/apt/sources.list
«HeynosneTsopeHHble ocC 3a[]aHbl U He 3aKOMMEHTUPOBaHbI
3aBUCUMOCTU» MCTOYHMKM MONYYEHUS NaKETOB

(peno3uTopumn), 3aTEM OOHOBUTH
CMUCKM NaKeToB:

:~$ sudo apt update

Mocne atoro HY>XHO BHOBb
BbIMOJIHUTb KOMaHAY YCTAaHOBKU
nakeTa.

[Ons peweHna npobnemsbl ¢
Heyn0BNETBOPEHHbIMU
3aBUCUMOCTSAMM, MOMUMO
NOAK/IFOYEHUS PEMO3UTOPUEB B
danine /etc/apt/

sources. list, MOXXHO
BOCMOJ/Ib30BaTbCS KOMaHAOM:

:~$ sudo apt -f install

Kntou -f ncnonssyetcs ans
NOMbITKWU UCNPaBUTb
HapyLleHHble 3aBUCUMOCTHU
nakeToB
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16 . MEPEYEHb TEPMUNHOB

TepMuH OnpepeneHune
banaHcupoBwuk | CaMoCTOATENbHBIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpenesieHne Harpysku Ha
Harpyskum MHOXECTBO YHMBEPCa/bHbIX AMCMNETYEPOB U LUJIHO30B
BPM BupTtyanbHoe pabouyee mecTto: rocteBas OC unm OC, ycTaHOoBNeHHas Ha

BblAE/IEHHOM KOMIblOTepe, OCTYMN K KOTOPOW peann3yeTcsi C MOMOLLbH NPOTOKO/A
yAaneHHoro focTyna

Mpynnbl paboumx
mecT

Takxke: «rpynnbl BPM».

®OyHKUMOHaNbHOe 06beanHeHMe MHoxecTBa hoHaoB BPM no onpepgeneHHomy
npu3sHaky

HomeH Cnocob npoBepku Cy6bLEKTOB U UX NMOJTHOMOYUIA
ayTeHTUbMKaLUK
MeHenyxep Takoke: «NNaHUPOBLLMK 3a4aHUN», «MeHeaykep BPM»,

pabouunx mecT

OTpenseMbii KOMMOHEHT NPOrpPaMMHOIO KOMMJIEKCa, OTBEYAIOLLMI 3
B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YNPaBNEHUS XXU3HEHHbIM LIMK/IOM
BPM, Bkntoyas cozpaHme, HaCTPOMKY, 3aMyCK, OTK/IHOUEHUE U yaaJIeHME.
SABnseTca 0bpaboTUMKoM POHOBBIX 334a4.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny>kbbl nocne
ycTaHoOBKU: termidesk-taskman.service

MocTaBLmk B BapuaHTe nuueHsnpoBaHus « Termidesk Terminal»: TepMuHanbHbIv cepeep (MS

pecypcos RDS/STAL), npenocTaBnstoLmi BbIYUCAUTENbHbIE MOLLHOCTHU, PECYPCbl XPaHEHUS
[JaHHbIX, @ TaKXe CeTeBble pecypcbl ana pasMelleHus doHzos BPM

MpoTokon Monnepxkusaembin B Termidesk npotokon yaaneHHoro goctyna k BPM

[OCTaBKM

CeccrmoHHbIN
dalreHT

YcTaHaBnmBaeTcs Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOXHOCTb MHOXX€CTBEHHOIO JOCTYMa NOMb30BaTeNen K yaaneHHbIM paboymm
CTONIaM U NPUNOXKEHUAM.

YcTtaHaBnmBaeTcs n3 naketa termidesk-session-agent

YHuBepcanbHbIN
ancnetyep

OTnenseMbit KOMMOHEHT MPOrPaMMHOI0 KOMIJeKca, OTBeYaroL Mt 3a
naeHTUdUKaLUIo nonb3osaTenemn, HasHadeHe M BPM 1 koHTpona aocTtasku
BPM.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny»bbl nocne
ycTaHOBKU: termidesk-vdi.service

MoHpa paboumx
mMecT

Takke: «poHa BPM».

COBOKyI'IHOCTb noaroToB/NEHHbIX BPM Ona oCTaBKM MO OOHOMY UTN HECKOJIbKUM
NpoOTOKOJ1aM yAaNneHHOro A4oCTtyna B 3aBUNCMMOCTU OT MOJIHOMOYU I NOJb30BaATENEN

LLlabnoH
paboyero MecTa

Takxke: «wabnoH BPM».
MapameTpbl KOHDUrypauum 6asosoro BPM ana ncnonbsosaHusa B doHae BPM
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TepMuH OnpepeneHue
LWnio3 OTpensemMbii KOMMOHEHT, OTBEYAOLLMM 3@ TYHHEIMPOBAHWE NMPOTOKOIOB AOCTaBKMU,
MCNONb3YHOLWMX TpaHCHOPTHbIM npoTtokon TCP.
YcTtaHaBnmBaeTcs u3 naketa termidesk-vdi. HaumeHoBaHue cny>k6bl nocne
yCTaHOBKU: termidesk-wsproxy.service
STAL Cepgep TepmuHanos Astra Linux. PeanuzoBaH komnoHeHToM «CepBep

TepMuHanos» Termidesk.
YcTaHaBAMBaeTcs M3 nakeTta stal
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17 . MEPEYEHb COKPALLEEHWUI

CokpallieHue MosicHeHue

b ba3sa paHHbIX

BM BupTyanbHas MawwimHa

BPM BupTyanbHoe paboyee mecto

3MNncC 3aMKHyTasi MporpamMMHas cpena

oC OnepaumMoHHas cuctema

no MporpamMMHoe obecneyeHune

CYb/ Cucrtema ynpaeneHus 6azamMm OaHHbIX

aun DneKkTpoHHasa umndpoBas noanuch

ALD Astra Linux Directory (eaMHoe NnpocTpaHCTBO Nosib3oBaTenemn)

API Application Programming Interface (uHTepderic npuknagHoro
NpPoOrpaMMmMpoBaHMS)

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe umsi
[OMeHa)

Freel PA Free ldentity, Policy and Audit (oTkpbIToe pelueHne no 6es3onacHOCTH
Linux-cucrtem)

GID Group ldentification Data (naeHTudUKaTop rpynnbl)

HTML Hypertext Markup Language (s13bIk runepTeKCTOBOM pa3smMeTKM)

HTTPS Hypertext Transfer Protocol Secure (pacwwupenune npotokona HTTP
ANS NOAAEePXKKU WndpoBaHUS)

ID Identification Data (naeHTUdMKaTOP)

IP Internet Protocol (MexxceTeBon npoTokon)

LDAP Lightweight Directory Access Protocol (nerkosecHbi npoTokon
[OCTymna K cny>k6aM KaTanoros)

MS AD Microsoft Active Directory (cny»x6bl katanoros Microsoft)

ou Organizational Unit (opraHu3aunoHHas eanHu1La)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro pabouyero ctona)

RDS Remote Desktop Services (cny>6bl yaaneHHoro pabouyero ctona
Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCoB yaaneHHbIX paboumx
CTONOB)
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CokpalueHue MosicHeHune

SAML Security Assertion Markup Language (OTKpbITbIM CTaHAApT 06MeHa
AaHHbIMU ayTeHTUDUKaLMK)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoTokon)

SSO Single Sign-On (TexHoONorus eguMHOro BXoaa)

STAL Terminal Server Astra Linux (cepsep TepmnHanos OC Astra Linux
Special Edition (Server))

TCP Transmission Control Protocol (npoTokon ynpaeneHus nepenayen)

Termidesk MporpamMMHbIN kKomnnekc «ducneTyep NOAKAHOUEHMN BUPTYasIbHbIX
pabounx mecT Termidesk»

TLS Transport Layer Security (npoTokon 3awmTbl TPAHCMOPTHOIO YPOBHS)

ubpP User Datagram Protocol (npoTokon nonb3oBaTenbCKMUX AaTarpamm)

URL Uniform Resource Locator (yHMdULMPOBaHHbIN yKa3aTeNb pecypca)

VRRP Virtual Redundancy Routing Protocol (ceteBor npoTtokon

BUPTYaJIbHOIO peE3epBUPOBaHMS MapLUPyTU3aTOPOB,
NnpeaHa3HaYeHHbIW ANS YBENUYEHUS JOCTYNHOCTH)
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