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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacToawmn [OKYMeHT SBNSeTCs CeAbMOM 4YacTbiO PYKOBOACTBA agMMHUCTPATOpa Ha MPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B 3TOoM pykoBoaCTBE nNpuMBEAEHO Ha3HayeHWe, YCTAaHOBKA WM HacTpomka komnoHeHTa «Cepsep
TepMuHanoB». [ns Toro, 4Ttobbl MONYyYUTb MHOOPMALMIO O MeCcTe KOMMOHEeHTa B MPOrpaMMHOM
KOMMnekce, HeobxoaMMo o0bpaTUTLCA KO BTOPOM YaCTW pykoBoacTBa agmuHucTpatopa - CJ/TIET.10001-01

90 02 «PykoBoacTBO agMuHUCTpaTopa. HacTpolika nporpaMMHOro Komraekca.

1.2 . Ha3HaueHue koMnoHeHTa «CepBep TepMUHANOB»

KomnoHeHT «CepBep TepMuHanoB» (nanee - cepsep TepmumHanos Astra Linux, STAL) Bxoaut B cocTas
Termidesk.

STAL obecneumBaeT MOAK/IHOYEHME MOMb30BATENbCKMX Paboumx CTaHUMKA K BUPTYalbHbIM paboymm
mectam (BPM) c onepaumorHHomn cuctemom (OC) Astra Linux Special Edition yepes ceaHc yganeHHoro
TepMUHana.

STAL no3BonsieT BbIMONHATL AOCTaBKY Kak paboyero ctona BPM ¢ OC Astra Linux Special Edition, Tak
M ONyBNKOBAHHbIX MPUTOXKEHUI.

STAL ycTaHaBnvBaeTCcs Ha Yy3es, BbIOpaHHbIM B Ka4yecTBE TEePMWHANbHOINO cepBepa, COBMECTHO C

koMnoHeHToM «CeccuoHHbIM AreHT» 13 coctasa Termidesk.

& [Ons pabotbl c onybnukoBaHHbIM npunoxkeHvem STAL B nonutukax d¢oHaga BPM
napameTpy «MexaHun3m obecneyeHuss 6esonacHocTM Ha ypoBHe ceTu (RDP)» pomkHo ObiTb
334aHO 3HadyeHune «TLS» wmnn «RDP», ona pabotbl c TepmuHanbHou ceccuen STAL 3ToT
napamMeTp LOSIXKEH MMEeTb 3HadeHne « ABTocornacosaHme» (cM. nogpasgen FnobanbHble NOANTUKM
¢doHpa BPM pokymenta CJIET.10001-01 90 02 «PykoBoacTBo agMuHucTpaTopa. HacTpowka
NporpaMMHOIo KOMMJIEKCa»).

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

Ons ycrtaHoBkn STAL MuHMManbHble annapaTHble TpeboBaHWS y3na [O/KHbI COOTBETCTBOBATb

ClleayoLWmM:

* npoueccop apxmuTekTypsbl Intel x86 paspsagHocTn 64 6UT;
* onepaTuBHas NamATb, He MeHee 2 ['b;
* cB0O6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.
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STAL ycrtaHaBnuaetcs Ha OC Astra Linux Special Edition (Server). OC ponxHa 6bITb yCTaHOBNEHA C

rpacmyeckuM nMHTepdencom.

1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme cornalleHms:

* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeETCA ANa BblaeNeHus (pParMeEHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB U MNanok (AMPEKTOPUI), MyTeM MepeMeLLeHMsl, CTPOK KOMMEHTapwueB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMEHTOB (0ObEKT, KNacc, TUM, NepeEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak>Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOW CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aKJIFOYEHHbIA B KaBblYKM, MUCMOMb3YeTCs ANsi 0603HAYeHUsI HaMMEHOBAaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMoOMb3yeTcs Ans
HaMMEHOBAHUS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEeHOBaHMS

KnaBuLl KnaBmatypbl.

Boinyck ot aBrycta 2023 4



@ TERMIDESK CJIET.10001-01 90 07

2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

KOTOPbI pacrpocTpaHsaeTca B hopmare iso-obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:
* 3aMO/IHMTbL 3aMpoCc Ha MonydeHuMe obpas3a 4depe3 camT Termidesk: https://termidesk.ru/
support/#request-support;

* yepes NMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMO/HUTb CcneaytoLlee:

* CKOMWPOBaTb B AOMALLIHMIA KaTajor Monb3oBaTens obpas amcka termidesk-vdi.XXXXX.iso, roe
XXXXX — Bepcusa cbopku;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-vdi.XXXXX.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
vdi . XXXXX.1is0, yCTPOMCTBO 3aTEM MOHTMPYETCS B YKa3aHHbIN KaTanor /mnt;

" CKOMWPOBATb COAEPXXMMOE KaTasiora repos MOAKJ/HYEHHOrO obpa3a AuMcka B Katanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - KUY ON19 PeKYpPCUBHOIO KOMUPOBAHMA MOAKATaNoroB M hanioB C COXPAaHEHMEM MCXOAHbIX

CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
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-y - KJIHO4 419 NMPonycKa NOATBEPXKAEHUS YCTaHOBKMU;
* nobaBUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KJItoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOANMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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2.2. YcraHoBka STAL

Mepep ycTaHOBKOM HEOBXOAMMO MOAKAIOYUTL JIOKaNbHbIM perno3uTopuin Termidesk, kak 3TO ykazaHo
Boiwwe. OC, Ha koTopyr ycTaHaBnuBaetca STAL, pgomkHa ObiTb YyCTaHoOBNeHa C rpadmyeckuMm

UHTepdencom.

& [1na nopkntoyeHms K onyb/IMKOBAaHHbIM MPUTIOXKEHUSIM U K TEPMUHANbHBIM CECCUAM HEOBXoaMMOo
MCNONb30BaTb OTAeNbHble ycTaHoBKM STAL.

Ona KOppeKTHOIZ YCTaHOBKU BCEX 3aBmcumocTen B OC AOJDKHbI ObITb BK/IHOYEHDI cneayrouime UCTOYHUKU

nakeToB (penosuTopum):

1 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

2 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© Ecnu s danne /etc/apt/sources.list NpucyTCTBYeT peno3mTopuii astra-ce:
# PacwupeHHbli perno3nTopuii (KOMMOHEHT astra-ce)
deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce
HEeobXoOAMMO 3aKOMMEHTUPOBATb €ro, 4YTobbl M36eXkaTb YCTAHOBKM HECOBMECTMMbIX BEPCUM
MakeToB.

Ons ycraHoBku STAL HYy>KHO BOCNO/1b30BaTbCA KOMaHAAMMU:

1 :~$ sudo apt install stal-rdp-transport
2 :~$ sudo apt install stal

YCTaHOBKY MOXHO TakXXe BbIMOMAHUTb M3 deb-nakeTa, He MOAK/IOYAs JIOKaJIbHbIM PEno3UTOpPUN,

KOMaHOaMu:
1 :~$ sudo apt install /home/user/stal-rdp-transport-XXX-x86_64.deb
2 :~$ sudo apt install /home/user/stal-XXX-x86_64.deb

roe:

/home/user/stal-rdp-transport-XXX-x86_64.deb - nyTb K deb-nakeTy nogAep>KKuM MPOTOKONA
poctasku gna STAL (stal-rdp-transport);
/home/user/stal-XXX-x86_64.deb - nyTb k deb-nakety STAL.

& TlMocne yctaHoBkn STAL HYXHO YCTaHOBUTb KOMMOHEHT «CECCUOHHbIM AreHT» (termidesk-
session-agent) u3 coctaBa Termidesk.

JononHuTenbHO yCcTaHOBATCS CneaytoLlme NakeTbl (3aBUCUMOCTH):
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= 1libfaaco0;

= fly-notifications;
* libdbus-c++;

= libfly-notify-config;
= libfreerdp;

* libwinpr-tools;

* Llibwinpr;

* xserver-xorg-video-dummy.

Mocne yctaHoBkM STAL cnyxbbl termidesk-stal u stal-proxy aBToMaTM4yecku [06aBNAOTCA B
aBTO3arpysKy M 3anycKaroTcs.

Bpyu4HYyt0 BbINONHUTbL Nepe3anyck CNy>K6 MOXKHO KOMaHA0M:

:~$ sudo systemctl restart termidesk-stal stal-proxy

Mpoeepka coctosHua STAL npousBoamTca kKoMaHaaMM:

1 :~$ sudo systemctl status stal-proxy
2 :~$ sudo systemctl status termidesk-stal

Crpoka «Active» oOTObBpakaeT COCTOSIHME CepBuCa, rOe CcTaTtyc «active (running)» oO3HayaeT

yCMNeLwHbI 3anycK.

2.3 . YnaneHue STAL

Ynanenne STAL u3 cpeabl OC Astra Linux Special Edition BbinonHsieTca KoMaHaoM:
:~$ sudo aptitude purge -y stal stal-rdp-transport

roe:
-y - KJItOY 4151 NPONyCKa NOATBEPXKAEHUS YAANEHMS.

Mocne ynaneHuss HEOGXOAMMO OUMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHOUIypaLMm KOMaHOOM:

:~$ sudo aptitude purge ~c -y

KOMaHﬂ,a MONMHOCTbHKO y,EI,aJ'IVIT OoCTaBLUMecd HaCTpOVIKVI N 3aBUCUMOCTU y)Ke yﬂ,aJ'IEHHbIX MakKeToB.
2.4 . O6bHoBneHune STAL

O6HoBneHne STAL BbINONHAETCS YCTaHOBKOW HOBOW BEPCUM MOBEPX MpPeablayLLEN.
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3. HACTPOMKA KOMMOHEHTA

3.1 . Hacrpoiika STAL

Ona Hactponkn STAL HeobxoguMMo OTpenakTMpOBaTb KOHPUrypaumoHHble dannbl /etc/stal/

stal_service.jsonu /etc/stal/stal_proxy.json.

MapaMeTpbl BHYTPU KOHPUrypaLMOHHbIX (anioB MMEIOT CNEAY LY CTPYKTYPY:

1 {

2 "mapametp": '"3HayeHne",

3 "napametp": [ "3HaueHme 1", ..., "3HaueHue N" ],

4 "napametp": [ "3HaueHme 1", "%{3HaueHme 23}", ..., "3HaueHue N" ],
5 "mapametp": [ "aprymeHT:%{3HaueHue}" ]

6 1

Mons %{3HaueHne} UCMONb3YTCA ANA NOACTAHOBKU CNYXKEBHbIX 3HAYEHUN.
A LUenouncneHHbie 3Ha4YeHMS He 3aK/THOYAIOTCA B KaBbIUYKU.

Mpumep danna /etc/stal/stal_proxy.json:

1 {
2 "debug:level": "debug",
3
4 "listen:port": 3389,
5 "listen:timeout": 10,
6
7 "#kerberos:realm": "UVEON",
8 "#kerberos:keytab": "/etc/stal/termsrv.keytab",
9
10 "#x1lrdp:path": "/usr/libexec/stal/freerdp-shadow-cli",
11 "#x1llrdp:args": [ "/ipc-socket:%{socket}" ]
12 }

Mpumep danna /etc/stal/stal_service.json:

1 { "debug:level": "debug",

2

3 "display:min": 101,

4 "display:max": 901,

5

6 "#runtime:dir": "/run/stal",

7 "#runtime:xdg": "/run/user/%{uid}",
8

9 "#xvfb:path": "/usr/bin/Xorg",

10 "#xvfbrargs": [ ":%{display}", "-nolisten", "tcp", "-logfile", "/dev/null",
"—auth", "%{authfile}", "-config", "stal.conf", "-depth", "%{depth}",
"+extension", "DAMAGE", "+extension", "MIT-SHM", "+extension", "RANDR",
"+extension", "XFIXES", "+extension", "XTEST" ],

11 "#xvfb:sock": "/tmp/.X1l-unix/X%{display}",
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12

13 "#pam:service": "stal",

14

15 "session:path": "/usr/bin/fly-wm",

16 "session:args": [ ],

17 "session:programs": "/etc/stal/programs.json",
18 "seamless:timeout": 60,

19

20 "#helper:notification": "/usr/libexec/stal/stal_notify",
21 "#hash:path": "/usr/bin/winpr-hash",

22 "#xrandr:path": "/usr/bin/xrandr",

23

24 "#tdsk:enable": false,

25 "#tdsk:fstype": "ext4",

26 "#tdsk:option": ""

27 }

Cnuncok JOCTYNHbIX NapamMeTpoB KOHUrypaumMoHHoro darna /etc/stal/stal_proxy.json npuseaeH

B Tabnuue.

Tabnuua 1 — OnucaHme napameTpoB danna KOHGUrypauum cepBmuca proxy

MapameTp HasHaueHune 3Ha4yeHue Nno yMon4YaHuIo

debug:level YpoBeHb 0TNaA04HbIX COOBLLEHUN. debug
Bo3MoxHble 3HaueHus: debug, info,
none

listen:port CepBUCHbIM NOpT AoCTyNa 3389

listen:timeout BpeMs oxxupgaHuns KNMEHTCKOro 10
NOAK/HOYEHMUS, CEKYHAbI

kerberos:realm [oMeH Kerberos UVEON

kerberos:keytab

YkazaHue keytab-danna ans
ayTeHTUdMKaummM Kerberos.

®anin termsrv.keytab nocne yctaHoBKM
He CyLLLeCTBYET, ero HeobxoAMMOo Co34aTb

Ha KOHTpoJiepe JOMEHa U CKONUPOBAaTb B
/etc/stal/

/etc/stal/termsrv.keytab

x1llrdp:path

CucTemHas nporpamMma 3anycka
RDP-npoTokosna (MoCcTaBnseTcs C NakeToM
freerdp)

/usr/libexec/stal/freerdp-
shadow-cli

x1llrdp:args

Cnincok dprymeHTOoB AJid KOMaHA4bl
RDP-npoToKona

/ipc-socket:%{socket}

Cnucok  AOCTYMHbIX

npuBeeneH B Tabnuue.

Boinyck ot aBrycta 2023
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MapameTp HasHaueHue 3Ha4yeHue No yMon4aHuo
debug:level YpoBeHb 0TNaA0YHbIX COOOLLIEHUN. debug
Bo3moxkHble 3HaueHusa: debug, info,
none
display:min HwKHas rpaHuLa HyMepaLmmn ceccum 101
display:max BepxHsas rpaHuua HyMepauumn ceccum 901
(BNUsieT TONbKO Ha AonNycTUMOe
MaKCMMasbHOe KOJIMYEeCTBO CECCUM Ha
cepeepe, Limits = display:max -
display:min)
runtime:dir Pabounn kaTtanor cepeuca STAL /run/stal
runtime:xdg XDG-KaTanor ceccmm /run/user/%{uid}
xvfb:path MyTb 3anycka X11-cepBepa /usr/1lib/xorg/Xorg
xvfb:args Cnu1cok aprymeHTOB X11-cepBepa. He 3agaHo
Bo3MOXXHbI NOACTAHOBKM CYXKEOHbIX
3HayveHun: %{display}, %{authfile}, %
{depth}, %{width}, %{height}
xvfb:sock ®opmaT cokeTa gns X11-cepsepa /tmp/.X11-unix/X%
Bo3MoxHa nogcTtaHoBKa CiyyKebHoro {display}
3HaveHus: %{display}
pam:service HaumeHoBaHuMe cepBuca goctyna PAM stal

session:path

KomaHpaa 3anycka ceccuum

Jusr/bin/fly-wm

session:args

Cnncok dprymeHToB 4Jid KOMaHObl CECCUN

He 3agaHo

session: programs

®arin cnucka paspeLUeHHbIX NporpaMm
ans pexkuMa seamless, ¢hopMaT json

/etc/stal/programs.json

seamless:timeout

TanMayT 3aKpbITUS NPOrPaMMHON CECCUMN

60

helper:notification

Cny>kebHas nporpamMma ans
MH(POPMUPOBAHUS B CECCUMN Yepe3
MEXaHW3M HOTUDUKALMIM (BCMJIbIBAFOLLMNX
CO0b6LLEeHWI)

/usr/libexec/stal/
stal_notify

hash:path

CucTteMHasa nporpaMma 4sis reHepaumm
xell-3HadeHusa NTLM (noctaBnsietcs C
naketom freerdp)

Jusr/bin/winpr-hash

xrandr:path

CucTteMHasa nporpamMma a1 USMeHeHUst
reoMeTpum 3KpaHa B CECCUM

/usr/bin/xrandr

tdsk:enable

Cny»ebHbin napameTp. N3meHATb He
cnepyet

false

Boinyck ot aBrycta 2023

11



@ TERMIDESK CNET.10001-01 90 07

MapameTp HasHaueHue 3Ha4yeHue No yMon4aHuo
tdsk: fstype Cny>kebHbin napameTp. M3MeHsaTb He ext4
cnepyeT
tdsk:option Cny>kebHbin napameTp. M3MeHsaTb He He 3agaHo
cnepyet

3.2 . 3apaHu1e cnNUcKa paspeLLeHHbIX NPorpaMMm

Cnucok paspeLLeHHbIX MPorpamMM CO343eTca ABYMS MEXaHM3MaMM, JOMONHAKOLWMMU ApYT Apyra:
* aBTOMaTUYECKMU, Yepe3 CKaHMpoBaHUe KaTanora /usr/share/applications dannos desktop;

* BPYYHYHO, AOMONHUTENbHO dannom /etc/stal/programs.json.

Mo ymonuaHuio B danne /etc/stal/programs.json 3a4aeTcs CNUCOK AOMONHUTENbHbIX MPOrpamM,
KoTopble He co3gasBanu dann desktop B CUCTEMHOM KaTanore /usr/share/applications. [ns
BK/IIOYEHUS  CKAHMPOBAHWMS  CMMCKA  MPOrpaMM  HYXHO  YCTAHOBUTb  3HayeHMe napaMeTpa
session:programs B KOHGUrypaLuMoHHOM danne /etc/stal/stal_service.json.

MapameTpbl BHYTpUu danna /etc/stal/programs.json UMEKOT CNeayoLLyO CTPYKTYpY:

1 [
2 {
3 "name'": "HammeHOBaHVe NpuIoXeHna" ,
4 "path": '"nyTb onAa 3anycka npuioxeHus"
5 "args": [ "aprymeHt 3anycka 1", ..., "aprymeHT 3anycka N" ],
6 }
7]
Mpumep danna:
1 [
2 {
3 "name": "Midnight Commander",
4 "path": "/usr/bin/xterm",
5 "args": [ "-e", "/usr/bin/mc" ]
6 1,
7 {
8 "name": "Chromium Gost",
9 "path": "/usr/bin/chromium-gost",
10 "args": []
11 }
12 ]

KoHconbHble nporpamMmbl HEOBXOAMMO 3anyckaTb 4depe3 rpacduyeckui TepMuHan (CM. mpumep Ans

Midnight Commander).
& HecucteMHble NporpaMMbl, KOTOpble TPEGYHOT AOMONHUTENbHbBIX HACTPOEK MEPEMEHHbIX Cpedbl,

Hanpumep LD_LIBRARY_PATH, crneayeT 3anyckaTb OTAeNbHbIM (aliioM cueHapusa (CKpUnToMm), B
KOTOPOM BCe 3TU NnepemMeHHble A0MXKHbI BbITb OnpeaeneHsbl.
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Mpumep danna cueHapusa AN onpefeneHUs MepeMeHHbIX Cpefbl M 3amnycka nporpammbl RuBackup

Manager:
1 #!/bin/bash
2 export PATH=$PATH:/opt/rubackup/bin
3 export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
4
5 /opt/rubackup/bin/rbm
6
7 exit O

3.3 . HacTpoiika AMHaMUYECKOro paspeLueHus SKpaHa U NoaAep>KKU BbICOKOro paspeLueHus

STAL nopaepy>knBaeT BKJIOYEHME AMHAMMUYECKOrO pa3peLleHmna 3KpaHa Npy NOAKAYEHUN NOJIb30BaTeNs

yepes KOMMOHEHT «KAMeHT» K TepMUHaNbHOM ceccum unm onybnukosaHHoMy B STAL npunoxeHuto.

Lns Toro, 4TOBbI BKNKOUNTL AUHAMUYECKOE pa3peLLeHne, HeobxoanMmo:

* B Be6-mHTepdence gucnetdepa Termidesk nepentn B « KoMnoHeHTbI - [poTOKObI 4OCTAaBKUY;

* OTKpPbITb HAaCTPOMKM MCMOMb3yEMOro AOJ1 MOAK/OYEHMS MpoTokona goctaBku (pna STAL 3to
npoTokonbl «[doctyn k STAL no RDP (Hanpsimyto) [akcnepumeHTanbHbin]» nnmn «Jdoctyn k STAL
no RDP (uepes wnto3) [akcnepnMeHTanbHbIN]»);

* nepekNItoUUTb NapamMeTp «duHammyeckoe paspeLleHne» B 3HaYeHue «[da»;

* HaxkaTb kHomnky [CoxpaHuTb].

A B cnyyae, ecnn nonb3oBaTenb MOAK/AKOYAETCS K TepMWUHanbHou ceccun STAL wnu nonydyaet
onybnukoBaHHoe npunoxeHne ¢ OC Windows 11, ¢dyHKLMOHANBHOCTL AUHAMUYECKOTO
paspelleHma 3KpaHa He paboTaeT M AaHHbIM MapaMeTp AO/MKEeH ObiTb nepeBefeH B 3HaYeHWe
«HeT».

& [OuHamunyeckoe paspewleHne noppepxusaetca B STAL, HaumHaa c sepcum 1.0, B aucnetyepe
Termidesk Bepcuu 4.2 u Bbiwe, B KOMNOHeHTe «KnneHT» ¢ Bepcum 4.2.

Tak)ke pekoMeHAYeTCs BK/IKUUTb CriaXKMBaHMe LWpUPTOB nepes MepBbiM BXOAOM MOJb30BaTeNs B
TEPMUHANbHYHO CeCcuto, AJis 3TOro:
* Ha cepepe STAL nepentu «3Be3aa - MNMaHenb ynpasneHus - Pabouunii cton - LpndTbi»;

* 33paTb napameTpy «CraaxkmaHue» 3HaveHue « BknounTb» u HaxkaTb KHoMky [[MpumMeHuTs].
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8] Nanens ynpasnexus

% OfopraeHme Fly - current.themerc*

Na ymonyaHaw: PT Astra Fact 10

3aroNoBKN OKOH: PT Astra Fact9

MeHo KD BT Astra Fact 10
e e —
Mekiso YNpapneHHa: PT AstraFact 0 (=
A OBopygosanms - o
Wpwrei Awanona PT Astra Fact 10 i
ﬂ MNpoues - = =
MaHenb 3ana4: PT AstraFact9 =
‘ CaTh BnokWMpoBka —
f Marene 3apay xupamia: | PT Astra Fact 9 L._
O BezonacHoCTh - prm—
o 2P vace: PT Astra Fact 15 =
¢ CucTema @ [
Dara: PT astraFact 9 =
3myrn —
-.I‘. WMHamukaTop packnagkw: PT Astra Fact 12 =
Iy L
NporpaMme 3Ha4KM: PT AstraFact 9 &
Me —
Tonckazkm: PT Astra Fact 10 =
[CrnaxmeaHue:  BenwoseHo ~ |l HacTpo#dka... | UzmeHuTs BoE...
4 | Cnpaeka Mo ymonyaxuio... | | 3KCNOPT... | | WUmnopr... MNprMeHITS | OTMEHa |

MaHens yNpaeneH...

rl__ r

PucyHok 1 — BkntoueHue crnaxkmBaHus WwpudToB

Mpu HeobxoAMMOCTU MOAAEPXKKM 3KPAaHOB BbICOKOro paspelleHus HeobxoguMo Ha cepeepe STAL

oTpepakTupoBaTb ann /etc/X1l/stal.conf, packOMMEHTUPOBAB HYXHbIM PexuM (pexkumbl),
HanpuMmep:

* A9 ucnonb3oBaHus pexxuMa «3440x1440» Heob6xoaMMO PaCKOMMEHTUPOBATb CTPOKY:
Modeline "3440x1440" 270.00 3440 3648 4008 4576 1440 1443 1453 1476 -hsync +vsync

* pacKOMMEeHTMpoBaTb MapaMeTp Modes B cekumum Section "Screen'", 0OCTaBMB 3HadeHue
«3440x1440»:

Section "Screen"
Identifier "dummy_screen"
Device "dummy_videocard"
Monitor "dummy_monitor"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
# disabled
Modes '"3440x1440"
# Virtual 8192 4096
EndSubSection
EndSection

O oo~NOUh~WNRE

o
WN RO

* COXpaHuUTb ann 1 nepe3anycTutb cnyxobbl STAL 1 KOMMNOHEHTa «CECCUMOHHbIN AreHT» :
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:~$ sudo systemctl restart termidesk-stal stal-proxy termidesk-session-agent

3.4 . XypHanupoBaHue

XypHanbl paboTtbl STAL pacnonoxeHbl B ¢arnnax /var/log/termidesk/stal_proxy.log u /var/

log/termidesk/stal_service. log.
3.5. C6op xxypHanos STAL

Mpy BO3HMKHOBEHMM HELUTATHbIX CUTYaLMA MOXKET MOHAZ0bUTLCS COop BCeX >KypHanoB pabotbl STAL u

MX OTMpaBKa B TEXHMYECKYI Moamepykky. [na ynobcTBa MOXET WMCMOSb30BaThCA UCMOMHAEMbIN dann

stalCreateReport.sh.

Lns Toro, uTobbl chopMmpoBaThb Baiin apxmBa C XXypHanamu, HEO6XOAMMO BbIMONHUTD:

sudo /usr/libexec/stal/stalCreateReport.sh
B pesynbTaTte BbINOMHEHUS KOMaHAbl co3pactca ¢ann /var/tmp/stal_report_YYYYMMDD_HHMI.tgz,

roe YYYY - roa, MM - Mecsil, DD - AeHb, HH - Yacbl, MI - MUHYTbI popMupoBaHus darina. MNpu obpalueHnn B

TEXHUYECKYH MOAAEPXKKY HEOBXOAMMO MPUNOXKMUTL 3TOT apXMUB B 3arnpoc.
A B cnyvae, ecnn kakme-To M3 cobupaeMbix (annoB >XYpHanoB MyCTbl, MOC/E BbINOJHEHUS

KOMaHbl MOXET 0TOBPasnUTbCS oLMbKa «HeT Takoro dhaiinia unm Kkatasnora», KOTopas He BIMSeT Ha
opMmpoBaHue utToroeoro darsia apxmaea.
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4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

OoC OnepaumoHHasa cuctema

no MporpamMHoe obecneyeHmne

Termidesk MporpamMMHbIN komnnekc «JducneTyep nogkaoUYeHU
BMPTYaNbHbIX paboumx MecT Termidesk»

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux
Special Edition (Server))
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