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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTOM pykoBOACTBE NpMBEAEHO Ha3HayeHMe, YCTAaHOBKA M HAacTpoKrka KoMMoHeHTa «Lnto3». Ona Toro,
4yTOBblI MONYYUTb MHPOPMALMIO O MecTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCEe, HeobxoaMMo
06paTUTbLCA KO BTOPOM 4acTu pykoBoacTBa agmuHucTpatopa - CJIET.10001-01 90 02 «PykosoacTtso

afMUHUCTpaTopa. HacTporka nporpaMMHOro KOMMJieKca».

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»
KomnoHeHT «LUnto3» (ganee - LWnto3) BxoguT B cocTtas Termidesk.

Lnto3 oTBevaeT 3a TYHHENMPOBaHME MPOTOKOMOB AOCTaBKM, MCMOJMb3YHOLWMX TPAHCMOPTHbIA MNPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo

BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMKU «YHUMBepCcasbHbIM aucretTyep», «MeHemkep pabouymx MecT», Tak M OTAe/IbHO Mpwu
HeobxoaMMOoCTM 0becnevnTb pacnpenesieHHY KOHbUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-01 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».

A B 3KcnepuMeHTanbHOM pexkuMe pobaBneHa BO3MOXHOCTb MCMONb30BaHMA HoBoro Llntoza
termidesk-gateway. MHbopmaLmsa 06 ycTaHoBKke npuBeneHa B nogpasgene YcraHoBka Lntosa.
MHbopmauma o HacTporke npuBeseHa B nogpasgene [lapamMeTpbl  KOHGUrypupoBaHUs
KOMMOHEHTA.

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

TpeboBaHMs K annapaTHOMY M MPOrpaMMHOMY 0BecrneyYeHMto COOTBETCTBYOT TpeboBaHMaM K Termidesk,
npuBeaeHHbiM B gokyMeHTe CJIET.10001-01 90 01 «PykoBoacTBo aAMMHMCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJieKca».

1.4 . Tunorpadckue cornawieHus

B HacToaLwEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:
" MOHOWMWPWUHHBIA WPUDT — UCMONb3yeTcs A[As BbloeneHus ¢GparMeHToB TekCcTa Mporpamm,

HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), MNyTer MepeMeELLEHMs, CTPOK KOMMEHTapueB,
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Pa3NIMYHbIX NPOrPaMMHbIX 31eMeHTOB (0ObEKT, KNacc, TUM, NepEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03HAYeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHUM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,

KOTOPbI pacrpocTpaHsaeTca B hopmare iso-obpasa.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:
* 3aMO/IHMTbL 3aMpoCc Ha MonydeHuMe obpas3a 4depe3 camT Termidesk: https://termidesk.ru/
support/#request-support;

* yepes NMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMO/HUTb CcneaytoLlee:

* CKOMWPOBaTb B AOMALLIHMIA KaTajor Monb3oBaTens obpas amcka termidesk-vdi.XXXXX.iso, roe
XXXXX — Bepcusa cbopku;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-vdi.XXXXX.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
vdi . XXXXX.1is0, yCTPOMCTBO 3aTEM MOHTMPYETCS B YKa3aHHbIN KaTanor /mnt;

" CKOMWPOBATb COAEPXXMMOE KaTasiora repos MOAKJ/HYEHHOrO obpa3a AuMcka B Katanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:
-Rp - KUY ON19 PeKYpPCUBHOIO KOMUPOBAHMA MOAKATaNoroB M hanioB C COXPAaHEHMEM MCXOAHbIX

CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:
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-y - KJIHO4 419 NMPonycKa NOATBEPXKAEHUS YCTaHOBKMU;
* nobaBUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KJItoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOANMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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2.2 . YcraHoBka LLnto3a

MoaroToBKa K yCTaHOBKE M HEMOCPEACTBEHHO ycTaHoBKa LLInto3a B pasHbix koHUrypaumsax Termidesk
npueegeHa B pgokyMeHTe CJIET.10001-01 90 01 «PykoBoacTBO aaMMHMUCTpaTopa. YCTaHOBKA
NPOrpaMMHOI0 KOMIJIeKCa».

Ons 3KkcnepMMeHTaNbHOro MCMNONb30BaHMS AobaBneH HoBbiM LLnto3 termidesk-gateway, KOTOpbI B

CcnenyroLWmMxX BEPCUSIX 3aMEHUT CYLLECTBYOWNM termidesk-wsproxy.

& Wcnonb3osaHue HoBoro LLnto3a asnsetca JKCNeEPUMEHTANIbHbIM, €ro yYCTaHOBKa peKOMeHAYeTCA
TOJIbKO B O3HAKOMUTEJIbHbIX Ll,e}'IFlX!

Lnsa yctaHoeku HoBoro LU nto3a Heobxoamnmo:

" OCTaHOBUTb CJ'Iy)K6y ncnonbsyemoro LLntoza:
:~$ sudo systemctl stop termidesk-wsproxy

" OTKJ/IFOYUTb aBTOMATUUECKUM 3anycK Cnybbl:
:~$ sudo systemctl disable termidesk-wsproxy

* BbINOJIHUTb YCTAHOBKY termidesk-gateway U3 nogkatoyeHHoOro peno3utopust Termidesk:
:~$ sudo apt install termidesk-gateway

MpoBepka cocTosiHMA cny>6bl termidesk-gateway BbIMOMAHAETCS KOMaHAOM:
:~$ sudo systemctl status termidesk-gateway
Crpoka «Active» oTobpaaeT COCTOsiHME CepBMUCa, MAe CTaTyC «active (running)» cBMOETENbCTBYET

06 ycrnelwHoMm 3anycke termidesk-gateway.

Lna npocmoTtpa yctaHoBneHHom Bepcum LLinto3a termidesk-gateway Hy>KHO BbIMOAHUT:

:~$ termidesk-gateway -v

2.3 . YnaneHue LLntoza

Dencteua no ypaneHuto LUnto3a upeHTUYHbI gencTBusM no ypaneHuto Termidesk m npuBeneHbl B
pokymenTe CJIET.10001-01 90 01 «PykoBoacTBO aAMWMHMUCTpaTopa. YCTaHOBKA MPOrpaMMHOro
KOMMeKca».

LOns ynaneHuns Hosoro LLnto3a termidesk-gateway He06X0AMMO BbINMONHWUTD:

* ynanuTb 6e3 noaTeepxkaeHUs termidesk-gateway:

:~$ sudo aptitude purge -y termidesk-gateway
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" OYUCTUTb OCTaBLUMECHA 3aBUNCMMOCTU U KOHCI)MpraLI,MMI
:~$ sudo aptitude purge ~c -y

Ecnm nocne yganeHna HOBOIo Wintoza HEO6XO,£I,VIMO BKIHOYUTb paHee UCNO0/Nb30BaBLUYHOCA BEpPCUIO

(termidesk-wsproxy), Hy>HO:

* no6aBuUTb Cyby termidesk-wsproxy B aBTO3arpysKy:
:~$ sudo systemctl enable termidesk-wsproxy
* BbINOJIHUTB 3aNYCK CNYXKObl termidesk-wsproxy:

:~$ sudo systemctl start termidesk-wsproxy

2.4 . O6HoBneHue LLinio3a

LencTteua no obHoeneHuto LLnto3a naeHTUYHbI aenctemam no obHosneHuto Termidesk v npuBeneHbl B

pokymeHTe CJIET.10001-01 90 01 «PykoBoacTBo agMMHUCTpaTopa. YCTaHOBKA MPOrpaMMHOI0

KOMMneKca».

O6HoBNEHME 3KCMEPUMEHTANbHOMO MpoToTMNa HoBoro LUnto3a termidesk-gateway BbiMmonHseTcs

npoueaypon yCTaHOBKU HOBOWM BEPCUM.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U HYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHaaMu:
1 :~$ sudo systemctl enable termidesk-wsproxy
2 :~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

1 :~$ sudo systemctl stop termidesk-wsproxy
2 :~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMIMOHEHTaA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.
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3.2 . MNapaMeTpbl KOHPUrypUPOBaHUS KOMMOHEHTA

MapameTpbl Lnto3a 3apatoTca nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYMHbIX NepeMeHHbIX U apryMeHTOB NpmuBeLeH B Ta6n14u,e.

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HauMeHoBaHMe nepeMeHHOM 3HayeHue no OnucaHue AprymeHT
YMOJYaHUIO KOMaHAHOM
CTPOKMU
WSPROXY_PORT 5099 MopT npocnywimnBanus He 3apaH
CNy>06bl
WSPROXY_BIND_ADDRESS "127.0.0.1" Appec npocnyLmnBaHus He 3apgaH
cnyx6bl. Mpu

pacnpeaeneHHoOW yCTaHOBKe
HeobXxoaMMO UCMOo/b30BaTb
3HayeHue "0.0.0.0", yTobbI
nopT 5099 nNpocnyLmBasncs He
TOoNbKO localhost, ecnun
nAaHUpyeTcs NpUHUMaTb
3anpocChbl Ha NOAKJIOYEHUS C
BHELLUHMX cucTeM (Hanpumep,
c 6aNlaHCMpPOBLUVKOB
Harpyskm)

WSPROXY_HEALTH_CHECK_PORT 8101 MopT Beb-cepBepa ans He 3agaH
obcnyxxueanusa API-3anpocos

no coctosHuto LLinto3a
(healthcheck).

Mo ymonyaHuto nepemMeHHas
He ncrnonb3yeTcs
(3aKOMMeHTMpoBaHa)
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HaumeHoBaHMe nepeMeHHOM

3HaueHue no
YMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHaHOM
CTPOKU

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
wWSproxy-
healthcheck.pem

MyTb Kk cepTUdUKaTy

(OTKpbITOMY KNHOYY), KOTOPbIM

MCNONb3YeTCs ANA 3aLLUNTbI
noakntoveHus APl-3anpocos
no coctosiHuto LLnto3a
(healthcheck).

Mo ymMonuyaHuto nepemMeHHas
He ucnonb3yeTcs
(3akoMMeHTMpOBaHa)

MpumeyaHue: ceptudukar -
apTedakT, coaep kaLlmi
MHbOpMaLMIO O BNajenbLe
KJIFoYa M NOATBEPXKAAOLLMUMN
NPUHAANEXXHOCTb KJIHoYa
BNagenbLy

He 3apgaH

WSPROXY_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/
wsSproxy-
healthcheck. key

MyTb K 3aKpPbITOMY KJIHO4Y,
KOTOpPbIM UCMOMb3YETCS 4N
3aWwmTbl nogxkntodeHua API-
3anpoCcoB MO COCTOSIHMIO
LLnto3a (healthcheck).

Mo yMonyaHuio nepeMeHHas
He Ucnonb3yeTcs
(3aKOMMeEHTMpPOBaHa)

MpumeyaHue: kntou -
nocneaoBaTeslbHOCTb
nceBaoCyYarHbIX Ymcen,
creHepmpoBaHHas 0CobbIM
obpazom

He 3apaH
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HaumeHoBaHMe nepeMeHHOM

3HaueHue no
YMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHaHOM
CTPOKU

LOG_LEVEL

INFO

AprymMeHT KOMaHAHOMW CTPOKM
NPUMEHSIETCS AN U3MEHEHUS
ypoBHsi nornpoBaHus LLinto3a.
M3HauvanbHO ypoBeHb
JIOrMpOBaHUSl MPUMEHSIETCS U3
3HaYeHUs NepeMeHHOM
LOG_LEVEL
KOHbUrypauuoHHoro damnna /
etc/opt/termidesk-vdi/
termidesk.conf. [nga Toro,
4YTOObI NPUMEHUTL YPOBEHb
JIOrMPOBaHUS U3 apryMeHTa
KOMaHAHOW CTPOKM,
HeobxoAMMO OTpeaaKTUPOBaTb
unit-dann cnyx6bbl LLntoza:

" OTKPbITb ANA
penakTupoBaHus dann /
lib/systemd/system/
termidesk-
WSproxy.service;

* HaWUTW CTPOKY,
HaYMHAIOLLLYHOCS C
ExecStart u nobasuTb
kntoy --loglevel ¢
HY>XHbIM YPOBHEM.

Mpumep cTpoku:

ExecStart=/opt/
termidesk/share/
termidesk-vdi/venv/bin/
python wsproxy.py --
verification-key=/etc/
opt/termidesk-vdi/
wsproxy/id_rsa.pub --
host=$
{WSPROXY_BIND_ADDRESS}
--port=${WSPROXY_PORT}
--loglevel=INFO

3aTeM BbIMOMHUTL Nepe3anyck
KOHbUIrypauum 1 ciny>kobi:

* BbINOJIHUTb KOMaHAY
sudo systemctl
daemon-reload;

* BbINOJIHUTb KOMaHAY
sudo systemctl
restart termidesk-
WSpProxy.

--loglevel
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& [anee nHdopMauma oTHOCUTCA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

MapameTpbl koHbUrypupoBaHua Hosoro Lntosa 3apatotca M3 koHdUrypaumoHHoro davna /etc/
termidesk/termidesk-gateway.conf.
[ns 3apaHusa napameTpos kKOHOUrypupoBaHua Hosoro LLnto3a n3 danna Heobxoaumo:

* co3paTb nycTton damn /etc/termidesk/termidesk-gateway.conf:
:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

* oTpefdakTupoBaTb damn termidesk-gateway.conf, yka3aB HeobxoaMMble 3HayeHMs AOns

napameTpoB:

# AOpeca, Ha KOTOPbIX MPUHUMATbL BXOAALLME MOAKHOHYEHNA
wsServerIP=0.0.0.0

# TMpocnywmBaemblil MOPT 415 BXOAALLMX NOAKTHOHEHWIA
wsServerPort=5099

# Appec 6pokepa, No KOTOPOMY GyAeT OCYLLEeCTBAATLCA NPOBEPKa NOMb30BaTeNbCKMX NOAKIYEHNI
urlCheckToken=http://127.0.0.1:8000/api/wsproxy/vl/verify
# PexXxvmM XypHasmpoBaHus .

gatewaylLogMode=-1 - BKkMOUNTb OTNaAKy ypoBHA INFO.
gatewaylLogMode=-d - BKMOUNTb OTNIAAKY YPOBHA DEBUG.

MycToe 3HavyeHne napametTpa gatewaylLogMode= - BbIK/IHOYUTL OTIALKY .
gatewaylLogMode=-1

[
HF O WOWoL~NOU~WNR

[
H H H

* BbIMNOJIHWUTbL Nepe3arpysKy CAy>KObl:
:~$ sudo systemctl restart termidesk-gateway

LocTynHble napaMeTpbl, a Tak)e apryMeHTbl KOMaHAHOM CTpoku ana Hosoro LLnto3a npuseneHbl B
Tabnuue.
Ona nonyyeHua uHdpopMauum Mo AOCTYMHbLIM MapaMeTpaM W3 MHTepdenrca KOMaHAHOM CTPOKM,

HeO6XO,EI,MMO BbIMOJIHUTb KOMaHAY:

:~$ termidesk-gateway --help

Tabnuua 2 = JocTynHble nepeMeHHble HoBoro LU nto3a

MapaMeTp 3Ha4yeHue No yMon4aHuio OnucaHue ApryMeHT KOMaHOHOM
nocne ycraHoBku LLntoza CTPOKM
wsServerPort 5099 MopT npocnyLimBaHmsa cny>xbbl --wsServerPort
019 BXOOSALLMX NMOAKIHOUEHUN
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MapameTp

3Ha4yeHue Nno yMon4aHuIo
nocne ycraHoBku LLintoza

OnucaHue

ApryMeHT KOMaHAHOM
CTPOKU

wsServerIP

127.0.0.1

Appec npocnyLmnBaHus
BXOOALLMX rogkntoveHmin. [Mpu
pacrnpeneneHHoOM yCTaHOBKeE
HeobxoAMMO UCMO/b30BaTb
3HaueHue "0.0.0.0", yTobbl
nopT 5099 NpocayLIMBaICca He
TONbKO localhost, ecnun
NAaHUpyeTCcs NpUHUMaTb
3aMnpocChl Ha MNOAKIOYEHUS C
BHELLUHUX cucTeM (Hanpumep, C
6anaHCMpPOBLLMKOB Harpysku)

--wsServerIP

wssServerPort

10000

MopT npocnyLwmBaHmsa cny>xbbl
NS BXOAALUMX MOAKJTFOYEHUI MO
npotokony SSL

--wssServerPort

wssServerIP

127.0.0.1

Anpec npocnyLmnBaHus
BXOASLLMX NOAKTHOYEHUI MO
npotokony SSL

--wssServerIP

sslKey

Het

MyTb K banny knaoyva ansa
coeguHeHunsa SSL

--sslKey

sslCert

Het

MyTb k banny ceptTudmkaTa ons
coeguHeHuna SSL

--sslCert

sslPassPhrase

Het

MaponbHaa dpasza ana
coeamHeHmnsa SSL

--sslPassPhrase

ss1DhParams

Het

MyTb k panny c knrovamm
Ounddu-XennmaHa ona
coeguHeHuna SSL

--sslDhParams

sslCa

Het

MyTb K KOpHEBOMY CEpPTUDUKATY,
Ha KOTOPOM BbIMNyLLEH
cepTdUKaT, yKazaHHbIM B
napametpe sslCert.

Mcnonb3yeTcsa ana nposepku
NOA/IMHHOCTM YKa3aHHOIO B B
napametpe sslCert
ceptmudmkara

--sslCa

sslCiphers

Het

Mcnonb3yembin anroput™m ans
npeobpasoBaHUi o
coeamHeHmnsa SSL

--sslCiphers

urlCheckToken

http://
127.0.0.1:8080/ap1i/
wsproxy/vl/verify

Appec ancnetyepa Termidesk
ans obcny>kmsaHua API-
3anpocoB no cocTosiHuto LLnto3a

He 3apaH

wsIdleTimeout

30

MHTepBan ycTaHOBKM
coeamHeHus (B ceKyHAax)

--wsIdleTimeout
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MapameTp 3HayeHue No yMon4aHuio OnucaHue ApryMeHT KOMaHAHOM
nocne ycraHoBku LLntoza CTPOKU
gatewaylLogMode Het AKTMBaUMS M NepekIrodeHme -d
PeXxnma >XypHanmpoBaHUs. -1

3HaueHue 3agaeTca Yepes dhann
termidesk-gateway.conf.

Mpu 3HaueHUn «-d»
aKTUBMPYETCS NOAPOOHbIN
pexxum yposHsa DEBUG, npu
3HaYeHUn «-1» aKTUBUPYETCH
MeHee NoapoBHbIN peXuM
ypoBHsi INFO. MNycToe 3HaueHMe
napameTpa NpuBOAMUT K
OTKJTHOUEHUIO PEXXUMA
YKYPHanMpoBaHus.

AKTUBMPOBATb PEXXUM MOXKHO
TaKXKe Yepes aprymeHT
KOMaHAHOW CTPOKMU, ANe 3TOro
BbIMOMHUTD:

:~$ termidesk-gateway
<3HaueHue>

Mpumep:

:~$ termidesk-gateway -1

NHdopmauma bypeT BbIBOAUTCS
B CTaHAApTHbIM BbIBOA, (B
MHTepdeNC KOMaHLHON CTPOKM).
Lna npekpalleHns BbIBOAA U
OTK/IHOUYEHUA pEXMMA
HeobXo4MMO HaXkaTb CoYeTaHue
knasuw <Ctrl>+<C>

3.3 . )XXypHanupoBaHue

XypHan pabotbl LLnto3a pacnonoxeH B danne /var/log/termidesk/wsproxy. log.
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4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
NporpaMMmpoBaHUS)

HTTP HyperText Transfer Protocol (npoTokon nepepaym runepTekcTa)

HTTPS Hypertext Transfer Protocol Secure (pacwwmpeHune npoTtokona
HTTP ana nopaep>xku windposaHus)

IP Internet Protocol (MexceTeBon npoTokon)

TCP Transmission Control Protocol (npoTokon ynpasneHus nepenayen
JAaHHbIX)

Termidesk MporpaMMHbIN KoMMnieke «ducneTyep NoaKAHOYEHWUM
BMPTYasbHbIX paboumx MecT Termidesk»
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