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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
JoKyMeHT npegHasHa4veH ong agMUMHUCTPATOPOB CUCTEMbI U CETU.

B 3ToM pykoBOACTBeE NMpMBEAEHO Ha3HaueHMe, YCTaHOBKA M HacTpomka komnoHeHTa «LLnto3» (panee -
Wnto3). Ona Toro, 4tobbl NOAY4YMTE MHPOPMALMIO O MeCTe KOMMOHEHTa B MpPOrpaMMHOM KOMIJieKce,
HeobxoauMMo 0BpaTUTLCA KO BTOPOM 4YacTU pPyKOBOACTBa agMuHuctpatopa - CJIET.10001-02 90 02

«PyKkoBoACTBO afMUHUCTpaTopa. HacTpolka nporpaMMHOro KoMrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»

LLinto3 oTBeyaeT 3a TyYHHENMPOBAaHWE MPOTOKOJIOB AOCTABKM, UCMOJIb3YHOLMX TPAHCMOPTHbLINA MPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo
BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMN «YHUMBepCasbHbI aucrnetyep», «MeHemkep paboumMx MecT», Tak M OTAENbHO Mpu
HeobxoaMMOoCTM 0becnevmTb pacnpenesieHHYH KOHhUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-02 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».

A B 3KcnepuMeHTanbHOM pexkuMe pobaBneHa BO3MOXHOCTb MCMONb30BaHMA HoBoro Llntosa
termidesk-gateway. MHbopmaLmsa 06 ycTaHoBKke npuBeneHa B nogpasgene YcraHoBka Lntosa.
MHbopmauma o HacTporke npuBeseHa B nogpasgene [lapamMeTpbl  KOHGUrypupoBaHUs
KOMMOHEHTA.

1.3 . Tpe6oBaHus K NpOrpaMMHOMY M annapaTHoMy obecrneyeHuIo

TpeboBaHusa K annapaTHOMY M NMPoOrpaMMHOMY obecrneyeHnto COOTBETCTBYIOT TpeboBaHusaM K Termidesk,
npueeaeHHbiM B pokymeHTe CJIET.10001-02 90 01 «PykoBoacTBO aAMMHUCTpaTopa. YCTaHOBKA

nporpaMMHOro komMnnekca».

1.4 . Tunorpadckme cornalueHus

B HacTosiLeM AOKYMEHTE MPUHSATLI C/IeAyoLLIMe TUNorpadckme cornalleHms:
* MOHOLUMPWHHBIV WPUQT = UCNONAb3YeTCA ANa BblaeNneHus (parMeHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GalMNoB U MNanok (AMPEKTOPUI), MyTEeM MepeMeLLeHMs, CTPOK KOMMEHTapwWeB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMEHTOB (0ObEKT, KNacc, TUM, NepeEMEHHas, KOMaHAa, Makpoc 1 T. 4.),

d TakK>Xe BBOAMMOro U BbiIBOAUMMOIO TEKCTA B peXXmume KOMaHOHOW CTPpOKMU,;
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* «KaBblYKM» — TEKCT, 3aK/IFOYEHHbIN B KaBblYKW, UCMOMb3YETCA AN 0B03Ha4YeHUss HaMMEHOBAHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKI3aAOK,
nonewn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrnoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCsa AN HaUMEeHOBaHMS

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1. YcraHoska LLinto3a

MoaroToBka K YCTaHOBKE M HeMmoCpencTBEHHO ycTaHoBka LLinto3a B pasHbix koHurypaumsax Termidesk
npuBepeHa B gokymeHTe CJIET.10001-02 90 01 «PykoBoacTtBo aAMMHMCTpaTopa. YCTaHOBKA
MporpaMMHOro KoMriiekca».

[na 3kcnepuMeHTanbHOro Mcronb3oBaHWs gobasneH HoBbln LLnto3 termidesk-gateway, koTopbiM B

CNefyroLmMX BepCUsIX 3aMEHUT CyLLLeCTBYOWMIA termidesk-wsproxy.

& WVcnonb3osaHue Hosoro LLnro3a asnsaerca JKCNepUMeHTAaJibHbIM, €ro YCTaHOBKa PEKOMEeHAYETCA
TOJIbKO B O3HAKOMUTENbHbIX Lenax!

IOns yctaHoBkm Hosoro LU nto3a Heobxoanmo:

* OCTaHOBUTb CNyX6by ncnonbsyemoro LLnto3a:
:~$ sudo systemctl stop termidesk-wsproxy

* OTKJOUYUTb aBTOMATUUYECKUI 3anyck CJ'Iy)K6bII
:~$ sudo systemctl disable termidesk-wsproxy

* BbIMOMHUTb YCTAHOBKY termidesk-gateway U3 nogkato4eHHoro penosutopus Termidesk:
:~$ sudo apt install termidesk-gateway

MpoBepka cocTosiHUSA CNy>kObl termidesk-gateway BbIMOJHAETCS KOMaHOOM:
:~$ sudo systemctl status termidesk-gateway
Crpoka «Active» oTObpaaeT COCTOsIHME CepBMUCA, FAe CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycrnelHoMm 3anycke termidesk-gateway.

[Ons npocmoTpa yctaHoBneHHou Bepcum LLnto3a termidesk-gateway HY>XXHO BbIMONHWUTB:

:~$ termidesk-gateway -v

2.2 . YpaneHue LLnio3a

DevicteBua no ypaneHuto LLnto3a maeHTUYHBbI pgencTBusM no yaaneHuto Termidesk u npuBeneHbl B
pokymeHTe CJIET.10001-02 90 01 «PykoBoacTBo agMMHUCTpaTopa. YCTaHOBKA MPOrpaMMHOI0
KOMIneKca».

Lnsa yonaneHna Hosoro LLnto3a termidesk-gateway He06X0AMMO BbIMONHUTD:

Bobinyck ot ceHTabpsa 2023 5
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* yoanuTb be3 noaTBepxaeHMsa termidesk-gateway:
:~$ sudo aptitude purge -y termidesk-gateway

" OYUCTUTb OCTaBLUUNECA 3aBNCUMOCTU U KOHd)VIpraLI,VIVIZ
:~$ sudo aptitude purge ~c -y

Ecnm nocne ypaneHus Hosoro LLnto3a HeobxopuMo BKIOUMTb paHee WCMOMb30BABLLYHOCS BEPCUIO
(termidesk-wsproxy), Hy>Ho:

* [06aBUTb cNy>kby termidesk-wsproxy B aBTO3arpysky:
:~$ sudo systemctl enable termidesk-wsproxy
* BbINOJIHUTb 3aNyCK CNYXObl termidesk-wsproxy:

:~$ sudo systemctl start termidesk-wsproxy

2.3 . O6bHoBneHue LLinto3a

LerictBmua no obHosneHuo LLInto3a naeHTUUHbI aencTenam no obHoeneHuto Termidesk n npuseneHbl B
pokymenTe CJIET.10001-02 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro
KOMMeKca».

O6HoBNEHME 3KCMEepUMeHTaNlbHOro mnpotoTMna HoBoro Llnto3a termidesk-gateway BbinosHaeTcs
npoLefypon yCTaHOBKM HOBOM Bepcuu. [1pu obHOBNEHUM pacnpeneneHHOM KOHGUrypauum HeobxoamMo
y4ecTb, YTO eC/IM paHee Ha Yy3/ax-Lito3ax bbi1 ycTaHOBNEH termidesk-gateway, HEOBX0AMMO CHavana

OBHOBUTbL 3TU Y3/Ibl, U TOMbKO MOTOM - Y3/bI-AUCMNETHYEPbI U Y3/bl-MeHeaKepbl BPM.

Bobinyck ot ceHTabpsa 2023 6
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U HYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHaaMu:
1 :~$ sudo systemctl enable termidesk-wsproxy
2 :~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

1 :~$ sudo systemctl stop termidesk-wsproxy
2 :~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMIMOHEHTaA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.

Bbinyck oT ceHTs6ps 2023 7
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3.2 . MNapaMeTpbl KOHPUrypUPOBaHUS KOMMOHEHTA

CNET.10001-02 90 05

MapameTpbl Lnto3a 3apatoTcs nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYrMHbIX NepeMeHHbIX U apryMeHTOB NnpmuBegeH B Ta6nmu,e (cm. Tabnuua 1).

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HaumeHoBaHMe nepeMeHHOM

3HayeHue no
yMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHOHOM
CTPOKU

WSPROXY_PORT

5099

MopT npocnyLwmBaHma ciy>bbl

He 3apgaH

WSPROXY_BIND_ADDRESS

127.0.0.1

Agnpec npocnyLmBaHus
cnyx6bl. [Npu pacnpegeneHHom
yCTaHOBKEe HEOOXOAMMO
MCNONb30BaTb 3HAYEHUE
0.0.0.0, yTobbl NOPT 5099
NPOCAYLLUMBANCA HE TONbKO
localhost, ecnu nnaHupyeTcs
NPUHMUMATb 3aMpochbl Ha
NOAK/FOUYEHUS C BHELLUHUX
cuctem (Hanpumep, €
6anaHCMpPOBLLMKOB Harpysku)

He 3agaH

WSPROXY_HEALTH_CHECK_PORT

8101

MopT Beb-cepBepa ans
obcnyxxumeaHma APIl-3anpocos
no coctosiHuto LLinto3a
(healthcheck).

Mo yMonyaHuto nepemeHHas He
ncnonb3yeTcs
(3aKOMMeHTMpOBaHa)

He 3agaH

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
WSproxy-
healthcheck.pem

MyTb K cepTuduUKaTy
(OTKpbITOMY KJO4Y), KOTOPbI
MCNONb3yeTCs 4N 3aLnThl
noakntoveHus APl-3anpocos no
cocTosHuto LU nto3a
(healthcheck).

Mo ymonyaHuio nepemMeHHas He
ncnonb3yeTcs
(3aKoMMeHTUpOBaHa)

MpumeyaHue: cepTudumkar -
apTedakT, coaepkaLimm
MHbOPMaLLMIO O BNagesbLe
K/IHOYa M MOATBEPIXKAAHOLLMM
NPUHALNEXHOCTb K/toYa
BRafenbLy

He 3apgaH

Bobinyck ot ceHTabpsa 2023
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HauMeHoBaHMe nepeMeHHOM 3HaueHue no OnucaHue AprymeHT
YMOJIYaHUIO KOMaHAHOU
CTPOKMH
WSPROXY_HEALTH_CHECK_KEY /etc/opt/ MyTb K 3aKpbITOMY KAtOYY, He 3apaH
termidesk-vdi/ KOTOPbIM MCNONb3YEeTCs ANs
WSproxy- 3aWmTbl nogkaroveHua API-

healthcheck.key |3anpocoB no cOCTOSAHUIO
LWnto3a (healthcheck).

Mo ymonyaHuio nepemMeHHas He
ncnonb3yeTcs
(3akoMMeHTUpOBaHa)

MpuMeyaHue: kntoy -
NnocnenoBaTeNIbHOCTb
NnceBOOC/yYaMHbIX YnCen,
CreHeprpoBaHHasi 0CobbIM
obpazom

Bbinyck oT ceHTs6ps 2023 9
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HauMeHoBaHMe nepeMeHHOM 3HaueHue no OnucaHue AprymeHT
YMOJIYaHUIO KOMaHAHOU
CTPOKM
LOG_LEVEL INFO ApryMeHT KOMaHOHOM CTPOKM --loglevel

NpUMeEHSeTCS AN N3MEHEHUS
ypoBHs noruposaHus LLntosa.
M3HayanbHO ypoBeHb
NOrMpoBaHMS NpMUMeHsieTcs U3
3HAYeHUS NepeMeHHOM
LOG_LEVEL
KOHdUrypaumoHHoro damnna /
etc/opt/termidesk-vdi/
termidesk.conf. [lnga Toro,
YTOObI MPUMEHUTL YPOBEHb
NOrMpoBaHMsS N3 apryMeHTa
KOMaHAHOW CTPOKMU,
HeobxoaAMMO OTpeaaKTMpPOBaTb
unit-cdann cny>bbl LLntoza:

" OTKPbITb 418
penakTupoBaHua dann /
lib/systemd/system/
termidesk-
wsproxy.service;

* HaWUTW CTPOKY,
HaYMHaIOLLYHOCS C
ExecStart n pobasutb
kmoy —-loglevel ¢
HY>KHbIM YPOBHEM.

Mpumep cTpoku:
ExecStart=/opt/termidesk/
share/termidesk-vdi/venv/
bin/python wsproxy.py --
verification-key=/etc/
opt/termidesk-vdi/
wsproxy/id_rsa.pub —-
host=$
{WSPROXY_BIND_ADDRESS} --
port=${WSPROXY_PORT} --
loglevel=INFO

3aTeM BbIMOMHUTL Mepe3sanyck
KOHUrypaumm n cny>xobi:

" BbIMOJIHUTb KOMaHAY
sudo systemctl
daemon-reload;

" BbIMOJIHUTb KOMaHAY
sudo systemctl
restart termidesk-
WSproxy.

& [anee nHbopmaums oTHOCUTCSA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

Bobinyck ot ceHTabpsa 2023
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MapameTpbl koHbUrypupoBaHusa Hosoro Lnto3a 3apatotca M3 koHdurypaumoHHoro davna /etc/
termidesk/termidesk-gateway.conf.
[ns 3apaHusa napameTpos kKOHOUrypupoBaHusa HoBoro LLntosa ns danna Heobxoanmo:

* co3paTb nycTon dann /etc/termidesk/termidesk-gateway.conf:
:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

* oTpefdakTupoBaTb damn termidesk-gateway.conf, yka3aB HeobxoaMMble 3HayeHMs AOns

napameTpoB:

# Appeca, Ha KOTOpbIX NPUHUMATbL BXOAALLME NOAKIOHEHNSA

wsServerIP=0.0.0.0

# [MpocnywrBaeMsblii NOPT 415 BXOAALWMX NOAK/THYUEHNIA

wsServerPort=5099

# Agpec 6pokepa, MO KOTOPOMY 6yAeT OCYyLLEeCTBASATLCSA NPOBEpPKa Nosib30BaTeNbCKMX NMOAK/IHYEHNIA B

c/lyyae KOMM/IEKCHOW YyCTaHOBKM

# Ecnu nporpaMMHbIii komnnekc Termidesk ycTaHOB/EH B pacnpefesieHHOM BapaHTe, BMECTO
127.0.0.1 cnegyeT ykasaTb agpec 6ai1aHCMpoBLIMKA

7 urlCheckToken=https://127.0.0.1/api/wsproxy/vl/verify

8 # Pexum XypHasimpoBaHus .

a b wnN B

(9]

9 # gatewaylLogMode=-1 - BK/IOUYUTL OTNAAKY YPOBHA INFO.

10 # gatewaylLogMode=-d - BKIOUUTbL OTNAAKY ypoBHSA DEBUG.

11 # TycToe 3HavyeHne napameTpa gatewaylLogMode= - BbIKNOUYNUTL OT/IAAKY .
12 # gatewaylLogMode=-1

* BbIMNOJIHWUTbL Nepe3arpysKy CAy>KObl:
:~$ sudo systemctl restart termidesk-gateway

LocTynHble napaMeTpbl, a Tak)e apryMeHTbl KOMaHAHOM CTpoku ana Hosoro LLnto3a npuseneHbl B
Tabnuue (cm. Tabnuua 2).
Ona nonyyeHua uHdpopMauum Mo AOCTYMHbLIM MapaMeTpaM W3 MHTepdenrca KOMaHAHOM CTPOKM,

HeO6XO,EI,MMO BbIMOJIHUTb KOMaHAY:

:~$ termidesk-gateway --help

Tabnuua 2 = JocTynHble nepeMeHHble HoBoro LU nto3a

MapaMeTp 3HaveHMe NO YMONYaHUIO OnucaHue ApryMmeHT
KOHUrypaLMOHHOro nocsie yCTaHOBKM KOMaHAHOM CTPOKM
daina Lnioza
wsServerPort 5099 MopT npocnywmBaHusa cnyxbbl | --wsServerPort
[ANS BXOAALUMX MOAKIHOYEHUI

Bbinyck oT ceHTs6ps 2023 11
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MapameTp
KOH(UIypaLMOHHOro
danna

3HayeHue No yMonyaHuo
nocsie yCTaHOBKM
Lnioza

OnucaHue

AprymeHT
KOMaHAHOWU CTPOKM

wsServerIP

127.0.0.1

Appec npocnyLlmnBaHus
BXOASALLMX NOAKJITOYEHUI NpU
KOMIIEKCHOM YCTaHOBKE.
Mpu pacnpeneneHHoM
YyCTaHOBKE HEOBXOAMMO
MCM0J1Ib30BaTb 3HAYEHUE
0.0.0.0, yTOObI MOPT 5099
NPOCNYLUMBANCSA He TOJIbKO
localhost, ecnm nnaHnpyeTcs
NPUHUMATb 3aMpochl Ha
NOAK/TOYEHUS C BHELLHUX
cucTeM (Hanpumep, C
6anaHCMpPOBLLMKOB Harpyskm)

--wsServerIP

He 3apaH

10000

MopT npocnyLwimBaHma ciy>6bl
[ANS BXOAALUMX MOAKIHOYEHMUM
no npotokony SSL

--wssServerPort

He 3agaH

127.0.0.1

Apnpec npocnyLumBaHus
BXOASALLMX MOAKJTHOYEHUIN MO
npoTtokony SSL npu
KOMMMEKCHOM YCTaHOBKe.
Mpu pacnpeneneHHon
yCTaHOBKe HeobXxoaMMo
MCMONb30BaTb 3HAYEHUNE
0.0.0.0, yTOBLI MNOPT
NPOCNYLUMBANCSA HE TOJIbKO
localhost, ecnun nnaHunpyeTcsa
NMPUHUMATb 3aMpochl Ha
NOAK/OYEHUSA C BHELLHUX
cuctem (Hanpumep, €
6aNaHCUMPOBLLMKOB HarpysKku)

--wssServerIP

He 3apaH

Het

MyTb k panny kntoya ans
coeamHeHmnsa SSL

--sslKey

He 3apaH

Het

MyTb k banny ceptTudukarta
nna coeguHerua SSL

--sslCert

He 3agaH

Het

MaponbHasa dpasa ans
coepuHeHua SSL

--sslPassPhrase

He 3apgaH

HeTt

MyTb Kk dhanny c kao4YamMm
Onddu-XennmaHa gna
coeguHeHunsa SSL

--ss1DhParams
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MapameTp
KOH(UIypaLMOHHOro
danna

3HayeHue No yMonyaHuo
nocsie yCTaHOBKM
Lnioza

OnucaHue

AprymeHT
KOMaHAHOWU CTPOKM

He 3apgaH

HeTt

MyTb K KOpHEBOMY
cepTudMKaTy, Ha KOTOPOM
BbIMYLLEH CepTUdMKaT,
yKa3aHHbIM B NapaMeTpe
sslCert.

Mcnonb3yeTcsa ana nposepku
NOAJIMHHOCTU YKa3aHHOIo B B
napameTpe sslCert
cepTudmkara

--sslCa

He 3apaH

Het

Mcnonb3yemblid anroputm ans
npeobpasoBaHMin 419
coeamHeHmnsa SSL

--sslCiphers

urlCheckToken

https://127.0.0.1/
api/wsproxy/vl/
verify

Appec amncnetyepa Termidesk
ans obcny>kmaHus API-
3arnpocoB MO COCTOSIHUIO
LLinto3a B cnyyae KOMMNiIeKCHOU
YCTaHOBKM.

Ecnun nporpaMMHbIV KOMMIEKC
Termidesk ycTaHoBneH B
pacnpeneneHHOM BapuaHTe,
cnenyeT U3MEHUTb 3HaYeHue
127.0.0.1 Ha IP-appec
GanaHCcUpoBLUMKA

He 3agaH

He 3apaH

30

MHTepBan ycTaHOBKM
coepuHeHus (B cekyHAaax)

--wsIdleTimeout

Bobinyck ot ceHTabpsa 2023
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MapameTp 3HayeHue No yMonyaHuo OnucaHue ApryMmeHT
KOH(UrypaLMoHHOro nocne ycTaHOBKMU KOMaHAHOW CTPOKM
danna Lnioza
gatewaylLogMode Het AKTUBaLUS N NepPEKOYEHNE -d
peXxnMa XypHasmpoBaHusl. -1

3HaueHue 3agaeTca Yepes dann
termidesk-gateway.conf.

Mpu 3HaueHUn «-d»
aKTUBUPYETCS NOAPOBHbIN
pexkum yposHs DEBUG, npu
3Ha4YeHUM «—1» aKTUBUpPYETCH
MeHee NMoApOobHbIN pexmuMm
ypoBHsi INFO. MNycToe
3HayeHuWe napameTpa NpuBOAUT
K OTKJTHOYEHMIO PEXXUMA
YKYPHaNMpoBaHMs.

AKTMBUPOBaTb PEXXUM MOXKHO
TaKXe Yepes aprymeHT
KOMaHAHOM CTPOKM, AJiF 3TOro
BbIMOSIHUTD:

termidesk-gateway
<3HaueHue>

Mpumep:
termidesk-gateway -1
UHdbopmaumsa byneT
BbIBOAMTLCA B MHTEpdheEnc
KOMaHAHOM CTpoku. [ns
npeKpaLleHns BbIBOAA U
OTKJIFOUEHUS peXmMMa
HeobxoaMMO HaxXkaTb
CcoyeTaHue KnaBuLl
<Ctrl>+<C>

3.3 . )XypHanupoBaHue

XypHan pabotbl LLnto3a pacnonoxeH B danne /var/log/termidesk/wsproxy. log.
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4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
NporpaMMmpoBaHUS)

HTTP HyperText Transfer Protocol (npoTokon nepepaym runepTekcTa)

HTTPS Hypertext Transfer Protocol Secure (pacwwmpeHune npoTtokona
HTTP ana nopaep>xku windposaHus)

IP Internet Protocol (MexceTeBon npoTokon)

TCP Transmission Control Protocol (npoTokon ynpasneHus nepenayen
JAaHHbIX)

Termidesk MporpaMMHbIN KoMMnieke «ducneTyep NoaKAHOYEHWUM
BMPTYasbHbIX paboumx MecT Termidesk»
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