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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoawmin [OKYMEHT €BNsSieTCS MepBOM 4YacTbiO PYKOBOACTBA aAMMHMUCTpaTopa Ha MpPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B nepBoi 4acTu pykoBOACTBa MpUMBEAEHO HasHavyeHMe M ycTaHoBka Termidesk. Ona Toro, 4TOObI
nosyuYnTb MHbOpMaumto o HacTponke Termidesk, HEO6XoaMMO 0B6PATUTLCS KO BTOPOM YacTU PYKOBOACTBA
agMuHucTpatopa - CJIET.10001-02 90 02 «PykoBogctBO agmMuHucTpaTopa. HacTporika nporpaMmMHOro

KOMMieKca.
1.2 . HasHaueHue

Termidesk B BapuaHTe nuueH3supoBaHus «Termidesk Terminal» npeaHasHayeH [Ona  [O0CTaBKU
NPUNOXEHUW, OpraHM3auuM TEepMUHANBHOrO [OCTyna Monb3oBaTeNen K pecypcaM MoCpeacTBoM
NMPOTOKONIOB yAaneHHoro goctyna. B BapuaHTe nuueHsuposaHusa «Termidesk Terminal» obecneunsaer

foctaBky BPM Ha nonb3oBaTenbckyto paboyyro cTaHumMio nocpeactsom npotokona RDP.
1.3 . O6nactb npuMeHeHUs

Termidesk B BapuaHTe nuueHsnposaHus «Termidesk Terminal» MoXeT NpUMEHATLCS ANS CO34aHUS MU
MOAEPHM3aLMN MHPOKOMMYHUKALMOHHOM MHDPACTPYKTYpbl MacliTaba npeanpustms.

Termidesk opueHTMpoBaH Ha obpasoBaTesibHble M WHble OpPraHW3auMM, B KOTOPbIX MNPesyCcMOTPEHO
NCMonb30BaHWE BUPTYasbHbIX pabounx MmecTt (BPM) MHoxecTBOM nmu,

Termidesk nogxoanT ons NnpMMeHeEHUs B CETM NPeAnpUATUIA C Pa3BETBNEHHOW (PUINMANIBHOM CETbIO.
Termidesk nosBonsetT peann3oBaTb MOJIMTUKU MOBbILLIEHHbIX TpeboBaHWMM K 6e30MacHOCTU AaHHbIX,

NpensaTCTBYOLLMX HECAHKLMOHUPOBAHHOMY PacnpoCTpaHeEHUO UHGopMaLmu.
1.4 . OcHoBHble XapaKTepUCTUKU

Termidesk cocTouT M3 pspga KOMMOHEHTOB, KOTOPble MOryT 6biTb IMBO oTaensieMbiMU (NoapasyMeBaeT
BbIOOP poNn NpM yCTaHOBKe M3 0bLLero nakerta), 1Mbo camMocTosTeIbHbIMU (KOMMOHEHT YCTaHAB/MBAETCS
M3 OTHENbHOro TMakeTa, HO MCMNONb3yeTcs B COCTaBe OOLLUEero KOMMjekca). Takoe pasgeneHue
obecreymBaeT rmbkoe MacLITabUpoBaHME CUCTEMbI AJ19 Pa3/IMYHbIX CLLeHAapPUEB MPUMEHEHMS.
B coctas Termidesk B BapuaHTe nuueHsmnpoBaHua «Termidesk Terminal» BxogaT cnenyrowme
KOMMOHEHTbI:

* «YHMBepCaNbHbIN OUCMETYEP» - KOMMOHEHT, OTBEYAOLWMA 33 MAEHTUDUKALMIO MOMb30BaTeNEeN,

Ha3Ha4yeHMe U KOHTpOons AocTaBkn um BPM;
* «LLInto3» - KOMMOHEHT, OTBEYAKOLLMIA 32 TYHHE/IMPOBaHME MPOTOKOJIOB AOCTaBKU, UCMOJb3YHOLMX

TpaHcnopTHbIN npoTtokon TCP;
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* «MeHenkep paboumx MecT» - KOMIMOHEHT, OTBEYAIOLWIMM 338 B3aMMOLENCTBME C MOCTABLUMKOM
PECYPCOB M YMpPaBNEHUSI >KM3HEHHbIM UMKAoM BPM, Bkntouasi cosmaHue, HacTpoyky, 3anyck,
OTK/IFOYEHWE U YOANEHMUE;

* «AreHT» - KOMMOHEHT, OTBEYalOLWMIM 3a KOHTponupyemyto pocTtaBky BPM, Bsaumopgenicteme c
YHUBEpPCANbHbIM AMCMETYEPOM U MeHepykepom BPM;

» «KnneHT» - KOMNOHEHT, OTBeYatoWM A3 jocTaBky BPM Ha nonb3oBaTenbckyto paboyyro CTaHLMIO
C BO3MOXXHOCTbIO MepeHanpaBneHus nepmudepum, KaTasoros, U ONTUMMU3ALMUIO UX UCMONb30BaHUS B
NpOTOKOJIE AOCTABKM;

» «CepBep TepMMHANIOB» - KOMMOHEHT, OTBEYAIOLLMI 32 OpraHM3aLuio TepMuHanbHoro goctyna 8 OC

Astra Linux Special Edition.

KomnoHeHTbl «YHuBepcanbHbi aucnetyep», «Lnto3», «MeHemkep paboumx MecT» SBASOTCA
OoTAeNsieMbIMM M MOTyT YCTaHaBAMBATbCA KaK B KOMIMJEKCHOM BapuaHTe, Tak M B pacnpeneneHHom
KOHbUrypauum.
MapameTpbl KOHPUIYpUPOBaHUS OTAENSEMbIX KOMMOHEHTOB NPUBEAEHBI B CEAYIOLLIMX AOKYMEHTAX:

» CJIET.10001-02 90 02 «PykoBoacTBO agMUHUCTpaTopa. HacTpolika nporpaMMHOro KoMrekca»;

= CJIET.10001-02 90 05 «PykoBoacTBO agMuHUCTpaTopa. HacTporika komnoHeHTa «LLnto3».

KoMnoHeHTbl «AreHT», «KnueHT», «CepBep TEpMUHANOBY» ABNAIOTCA CAMOCTOATEIbHbIMU.
MapamMeTpbl yCTaHOBKM W KOH(PUIrypupOBaHUS KOMMOHEHTa «AreHT» MpuBEAeHbl B [OOKYMeHTe
C/IET.10001-02 90 04 «PykoBoncTBO agMnHMUCTpaTopa. HacTponka KOMNOHEHTa « AreHT».
MapameTpbl yCTaHOBKM U KOHMUIYpUpOBaHUS KOMMOHeHTa «KnueHT» npuBedeHbl B [OOKyMeHTe
C/NET.10001-02 92 01 «PykoBoncTBo nonb3osatens. Hactponka mn akcnnyataums KoMnoHeHTa «KnveHT».
MapamMeTpbl YCTaHOBKM WM KOHMbUrypupoBaHMs KoMroHeHTa «CepBep TepMWHaNoB» NpuBeLeHbl B
pokymeHTe CJTIET.10001-02 90 06 «PykoBogctBO agMuHucTpaTopa. HacTporika komnoHeHTa «CepBep
TepMUHaNoB».
Ona npotokona poctaBku Termidesk peanusyeTr pexxmm MpsSMOro U TYHHENbHOrO COEAMHEHMS.
TyHHenbHOE CoeaMHEHME MpPUMEHSIETCA Npu noakstoveHun BPM u3 HepoBepeHHbIx ceTen. KombuHaums
NMpPOTOKO/IOB AOCTAaBKMU M CMOCOobbI NoaktoveHms npegonpeaeneHsl B Termidesk.
Termidesk nopnep>kneaeT paboTy C cepeepaMm TEPMMHANOB U NYBAMKaLMKU NMPUSTOXKEHUNN:

* Microsoft Windows Server c ponbto «Remote Desktop Services» (nanee - MS RDS);

= Microsoft Windows Server c ponbto «Remote Desktop Session Host» (nanee - MS RDSH);

* Terminal Server Astra Linux (nanee - STAL). Peanusyetca komnoHeHTOoM «CepBep TepMUHANOB».
1.5. TpeboBaHus K ypoBHIO NOArOTOBKM NepCOHana

Lna wratHom akcnnyatauum Termidesk TpebyeTcs cnepyroLmin nepcoHan:
* CUCTEMHbIM agMUHUCTPATOP;

" cneynanncTt Nno TeEXHNYeCKoOMy O6Cﬂy)KVIBaHMI-O.
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CucTeMHbIM aAMUHUCTPATOP LO/HKEH MMETb OMbIT aaMUHUCTpUpoBaHus cepBepoB ¢ OC Astra Linux
Special Edition 1.7.
OcCHOBHbIMU 0BSI3aHHOCTAMM CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCA:

* YCTaHOBKA, HAaCTpoMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

* BOCCTaHOB/EeHMWe paboTocnocobHocTu Termidesk nocne ycTpaHeHUsi HEMCNPABHOCTEN KOMMJIEKCa

TEXHNYECKUX CpencTB.

Cneumanumct no TEXHUYECKOMY 0BCNY>KMBAHUIO O0SKEH UMeTb onbIT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb ¥ NOHMMaTb NPUHLMMbI PaboTbl CETEM NMEpPenayn OaHHbIX, @ TaKXKe BNaAeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMMJIEKCA TEXHUUYECKUX CPEeaCTB.
OCHOBHbIMU 06A3aHHOCTAMM CMELMANUCTa N0 TEXHUYECKOMY 0B6CNY)KMBAHUIO ABNSIOTCS:

* HACTpoMKa, MOAEpPHM3aLMS M NPOBEPKA COCTOAHMSA KOMMJIEKCA TEXHUYECKUX CPEeaCTB;

* OMArHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCA TEXHUYECKUX CPEeACTB;

* HaCTpoOWMKa CETEBbIX NOAK/HOUEHMNA.
1.6 . Tunorpadckue cornaieHus

B HacTosiLeM OOKYMEHTE MPUHSTBI CIeAyoLLIME TUNorpadckme CornalleHms:

* MOHOLUMPWHHBIA WPUQT — UCNONb3YETCS ANS  BblaeNeHUss (QpParMeEHTOB TeKCTa Mporpamm,
HauMeHoBaHMM (annoB M nanok (AMPeKTOpuM), MyTen nepeMeLLeHns, CTPOK KOMMEHTapues,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMEHTOB (0ObEKT, KNacc, TUM, MEPEMEHHAs, KOMaHAa, Makpoc 1 T. 4.),
a Tak>Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOW CTPOKMU;

" «KaBbIYKU» — TEKCT, 3aK/IFOYEHHbIA B KaBblYKW, UCMONb3YeTCs ANnsi 0603HAYeHUsT HaMMEHOBAaHWUM
[LOKYMEHTOB, Ha3BaHWUM KOMMOHeHTOB Termidesk, MyHKTOB MeHI0, HAUMEHOBAHUIM OKOH, BKI3aAOK,
nonewu, Apyrux anemMeHToB rpaduyeckoro nHTepdenca, a Takxxe BBOAMMOrO M BbIBOAMMOIO TEKCTa
B pexkxume rpaduyeckoro MHTepdenca;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIM B KBajpaTHble CKOBKM, WCMONb3yeTcs Ans
HaMMEHOBAHUS IKPaHHbIX KHOMOK;

* <yrnoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIV B Yr/IOBble CKOBKM, UCMONb3YeTCsa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. TPEBOBAHUA K CPEAE ®YHKUNOHUPOBAHUA

2.1 . TpeboBaHus K annapaTHoMy obecre4yeHuto

Ons yctaHoBku Termidesk MuHMManbHble annapaTHble TpebOBaHWSI y3na OO/MKHbI COOTBETCTBOBATb
CNnefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coeagmHeHune, He meHee 100 MéuT/c.

2.2 . TpeboBaHus K nporpaMMHOMY obecrieyeHuio

B cpene dyHKumMoHupoBaHus Termidesk AonKHbI BbITb NpeaBapUTENIbHO YCTAaHOB/IEHDI:
= OC Astra Linux Special Edition Bepcuu 1.7 (v Bbiwe);
» CYBM Postgres-11 us coctasa penosutopus OC Astra Linux Special Edition Bepcuu 1.7;
* MporpaMMHbIM Bpokep coobueHn RabbitMQ-server Bepcum 3.7.8 (M Bbllwe) U3 cocTaea

peno3uTtopus OC Astra Linux Special Edition Bepcun 1.7.

OC Astra Linux Special Edition Bepcuu 1.7 ponxkHa 6biTb yCTaHOBMEHA M3 iSO0-0bpasa, AOCTYMHOMo B
JIMYHOM KabuHeTe Ha noptane Astra Linux: https:/lk-new.astralinux.ru/. Pabota Termidesk Ha

npegHacTpoeHHbIX obpasax OC He rapaHTUpyeTCS.
2.3 . TpeboBaHUsI K CUHXPOHU3ALUM BPEMEHU

B ceteBon uHdpacTpykType nomkeH 6biTb HacTpoeH NTP-cepsep, obecrneumBatoLMin CUHXPOHM3ALUIO

BpeMeHU aN1s « YHMBepcanbHOro aucneTuepa», «LLintosa», «Menenkepa pabounx mecT».
2.4 . Tpe6osaHusi Kk DNS n DHCP

B ceteBo uWHpacTpykType [OMKHblI ObiTb pa3BepHYTbl U UCNPaBHO (YHKUMOHUPOBATb CHYXObI
foMeHHbIX uMeH (DNS) n aBTomaTnyeckoro HasHaveHus ceTeBbix napametpoB (DHCP) B HeobxoanMbix

CerMeHTax ceTu.
2.5 . TpeboBaHus K cepBepaM KaTasloroB

CepBepbl KaTaforoB AOMXKHbI YA0OBNETBOPSATb CEAYOLWNM TpeboBaHUSAM:

* cepBep KaTajloroB [O/DKEH pa3MeLaTbCsl B TOM >K€ CerMeHTe JOKaJbHOW CeTu, rae OymyT
pa3BepHyTbl BPM. Ecnn BbinonHeHWe TpeboBaHUS HEBO3MOXHO W CepBep KaTasoroB HaXo4UTCS B
[ApYroM cerMeHTe, TO Heo6xoAMMO 0becneynTb MapLIPYTU3ALIMIO MEXAY STUMU CErMeHTaMu;

" MpY WCMNONb30BaHMM B KayecTBe cepBepa KaTanoroB Microsoft Acive Directory (MS AD)

HeobXxoAMMO CO34aTb CEPBMCHYIO YYETHYK 3anucb Ans  B3aumogencteus Termidesk ¢
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KoHTponnepoM gomeHa (KM). HJonyckaeTcs MCNONb30BaHME YYETHOW 3anMCKU agMUHUCTpaTopa
[LOMEHa;

* npy wucnonb3oBaHun MS AD pekoMeHayeTcs C€O34aBaTb OTAE/bHblE  OpPraHU3aLMOHHbIE
noapasaenerHma (OU) pna nonb3osatenei BPM u gna yuyeTHbix 3anucen tuna «KomnbroTep» ans
cammx BPM. lpaBa Ha OU aons KoMnbrOTEPOB OOMKHbI ObiTb /IMO60 Y CO34aHHOM CEPBMCHOM
YYEeTHOM 3anucu, nMbo y OTAENbHOW CO34aHHOM YYETHOM 3anucu, J[OMYCKAeTCs TaKXke
MCMNONb30BaTb YYETHYHO 3aNnCb aAMUHUCTPATOPA LOMEHa;

* Npu mucnonb3oBaHuM cepepoB KatasoroB FreelPA u ALDPro B kayecTBe cepBUCHOM Y4eTHOM
3anucu ans B3ammopencteus Termidesk ¢ KI no yMonuyaHuio mMcnonb3yeTcs y4yeTHas 3amnucb

AdAMNHNCTPaTOpa AOMEHa, nmbo oTAeNIbHaga y4yeTHasa 3anmcCb C aHaN10rM4YHbIMMU MNMOJTHOMOYUYNAMMU.

& MexaHusm noakntoueHmsa k LDAP-cepeepy simple bind nepegaeT AaHHble A9 NOAKAKOUYEHUS B
OTKPbITOM BUAE.

2.6 . TpeboBaHus K cepBepaM TEPMUHA/IOB

Mpu ucnonb3oBaHuM cepBepa TepMuHanoB Microsoft HeobxoguMo Hanuume BHYTpu gomeHa MS AD
cepBepoB c cooTtBeTcTBYtOWMMKU ponamu (MS RDSH - ponb cepsepa TepmmHanos, MS RDS - ponb

cepBepa Nyb6anKaLMmn NpUNoXKeHUN).
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3. NoArotToBkA CPEAbl ®YHKUNOHUPOBAHUA

© Ecnn Termidesk nnaHupyeTcs ycTaHaBAMBaTb aBTOMAaTM3MPOBAaHHO COMMACHO Mnoapasaeny
ABTOMaTU3MpOBaHHasi YCTaHOBKA, TO MOArOTOBKY cpenbl (PYHKUMOHUPOBAHUSI BbIMONHATL He
HY>KHO.

3.1. YcraHoBka CYbB[] Postgres-11

LOna yctaHoBku CYB[, Postgres-11 Heobxoamnmo:
* OTpeaakTMpoBaTb dann /etc/apt/sources.list, OCTaBMB B Ka4eCTBE MCTOYHWKOB MOJYyYEHUS
NnakeToB ceTeBble peno3uTopuu. [lns 3TOro 3aKOMMEHTMPOBATb CTPOKY, HaumHarowytocs ¢ deb

cdrom. [lonxeH Nony4mTbCca cneayroLwmii CIMCOK:

=

# Astra Linux repository description https://wiki.astralinux.ru/x/0oLiC

N

3 #deb cdrom: [0S Astra Linux 1.7.3 1.7_x86-64 DVD ]/ 1.7_x86-64 contrib main non-
free

4 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-main/
1.7_x86-64 main contrib non-free

5 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-update/
1.7_x86-64 main contrib non-free

7 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-base/
1.7_x86-64 main contrib non-free

8 deb https://download.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/
1.7_x86-64 main contrib non-free

© Ecnu e daine /etc/apt/sources.list NpucyTCTBYeT peno3uTopuii astra-ce:
# PacwupeHHbn peno3nTopuii (KOMMOHEHT astra-ce)
deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-
extended/ 1.7_x86-64 astra-ce
HeobxoaMMO 3aKOMMEHTUPOBATb €ro, 4YTobbl M36eXkaTb YCTAHOBKM HECOBMECTUMbIX BEpPCUM
MakeToB.

" nepenTM B MUHTEpdENC KOMAHAHOM CTPOKWM depe3 nporpamMmy «TepmuHan Fly», BbIMOAHWUTH

KOMaHAOy 0DBHOBMEHMA CMMCKOB MaKeTOB:
:~$ sudo apt update
* BbINONHUTbL KOMaHAy ycTtaHoBku CY B[, Postgres-11:
:~$ sudo apt install -y postgresql-11

roe:

-y - KoY N4 nponycka noareep>XXaeHna yCTaHOBKU.
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3.2 . Hacrpoiika CYB[, Postgres-11
Mepen ycTtaHoBkon Termidesk HYy>XHO BbINOAHUTbL HAaCTPOMKY 6a3bl AaHHbIX (B).

Lna HacTponkn B cnepyeT nepenTn B MHTEPhENC KOMAaHAHOM CTPOKM U BbIMONHUTb CNEAYHOLLEE:

" MEPEKIHOYUTBLCA MOC/IENO0BATE/IbHO HA MON1b30BaTeNd root, 3aTEM Ha postgres:

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3anycTuTb TepMuHanbHbir knveHT CY B/, Postgres-11:

:/home/astra$ psql

& Ecnv nocne BbiNoONHeHMs KOMaHAbl oTobpaxkaeTcs owmbka «could not change directory to "/
home/": OTKazaHO B JOCTYMNe» M He MOABNSETCA NPUrIaLLEHNE KOMAHOHOW CTPOKU postgres=#,
HeobxoaMMO BMECTO «su postgres» MCMoNb30BaTb KOHCTPYKUMIO «su - postgres». Ecnu
npurnaleHne postgres=# NosiBUIOCb, TO COOBLLEHME 06 OLLIMOKE MOXKHO NMPOUHIOPUPOBATD.

" MCMNONb3ys UHTEPaKTUBHbIA UHTepdenc TepMuHanbHoro knveHta CYB[, co3pate Bl termidesk

(cMMBON «;» B KOHLE CTPOKM MNpU paboTe C MHTEPAKTUBHbLIM UHTEP(ENCOM 06a3aTeNeH):

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

roe:
LC_COLLATE - nopsooK COpPTMPOBKM ANa ucrnonb3oBaHus B B, BnusieT Ha nopsaok COpTUPOBKM,
NPUMEHsIEMbIM K CTpokaM. 3HadveHue «ru_RU.utf8» ykasbiBaeT Ha WMCNonb3oBaHWE PyCCKOM
JNlokanusaumu;

LC_CTYPE - knaccudukauma CMUMBOMIOB ON1a Mcrnonb3oBaHus B Bbll, BnuseT Ha kateropusaumto
CMMBOJIOB;

TEMPLATE - wumsi wabnoHa, n3 kotoporo cosgaetcs bl. LLabnoH «templateO» mcnonb3lyetca pgns
cuctemHon Bl camon CYB[, Postgres-11.

* co3gaTb nosib3oBaTens termidesk ¢ naponem ksedimret ansa ganbHeMwero nogknatoveHms K b

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

A B I'IpMBe,EI,EHHOIZ KOMaHOe M4 Nosib30BaTeNna U Naposib UCMNOMb3YHOTCA B Ka4eCTBe NMpmuMepa. ZIVE
nonb3oBatend U naposib OO0/DKHbl 3a4aBaTbCA B COOTBETCTBUM C BHYTPEHHUMU CTaHOAPTaMU
opraHmsauuu no NnpuMeHeEHUO napoanoﬁ 3allUnNTbI.

* HasHa4yMTb npaBa no mucnosb3zosaHMto bl termidesk co3paHHOMY nonb3oBaTento termidesk:
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~

postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

* BbINTM U3 UHTEPAKTMBHOIo MHTepderica TepMuHanbHoro knneHta CY B/
postgres=# \q

* BbIMTM U3 CEAHCOB MO/b30BaTeNIeEN postgres U root:

1 :/home/astra$ exit
2 :/home/astra# exit

* OoTpefdakTMpoBaTb ann /etc/parsec/mswitch.conf, ycTaHoBMB napameTp zero_if_notfound

B 3Ha4veHue yes, TOYHO co6mo,u,a;| OTCTYNbI U npo6enb|:

1 # Return zero data instead of ENOENT/ENODATA 1in the absence of record
2 zero_if_notfound: yes

© B cnyuae nocneaytouero obHosneHns CY B[, Postgres MmoxkeT noHanobutca nepecosaaHue b. B
3TOM cny4ae creayeT npeaycmoTtpeTb 3kcnopT bl nepen o6HoBneHnem CY B[, Postgres.

3.3. YcraHoBKa 6pokepa coobLueHuit RabbitMQ-server

Ons yctaHoBku RabbitMQ-server Hy>kHO nepenTy B MHTepdENC KOMaHAHOM CTPOKM 4Yepe3 mporpammy

«TepmuHan Fly» n BbINONHUTbL KOMaHAY:

:~$ sudo apt install -y rabbitmg-server

roe:

-y - KJItOY 41151 NpOonyCcKa NOATBEPXKAEHUS YCTaHOBKM.

3.4 . Hacrpoiika 6pokepa cooblueHuin RabbitMQ-server

Lns HacTponkun RabbitMQ-server cnenyer:
" nepenTM B UHTepdeNC KOMaHAHOM CTPOKM 4epe3 nporpammy «TepmuHan Fly» m ybeamtbcs B

Hanuunu Katanora /etc/rabbitmg:
:~$ 1s Jetc/
" eC/IM KaTanor oTCyTCTBYET, HEOOXOAMMO CO34aThb €ro:
:~$ sudo mkdir -p /etc/rabbitmq

roe:

— P - KJIKO4Y 0714 aBTOMaTU4eCKOro cosgaHumsa ,D,MpeKTOpMVI, YKa3aHHbIX BHYTPU NYTHU;
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* MepenTn B KaTanor /etc/rabbitmg:
:~$ cd /etc/rabbitmg

* co3gatb nycTble dannbl rabbitmg.conf (ocHoBHoM dann koHdurypauum RabbitMQ-server) m

definitions.json (dbann onpegeneHuns 4aHHbIX 419 NOAKAKOUEHUS):

1 :~$ sudo touch rabbitmg.conf
2 :~$ sudo touch definitions.json

* nomeHsTb Bnagenbua (rabbitmqg) n ugeHTudukatop rpynnel (rabbitmqg) ana co3paHHbIX dannos:
:~$ sudo chown rabbitmq:rabbitmg definitions.json rabbitmg.conf
* OTpeaakTMpoBaTh dann rabbitmg.conf, npuBeas ero K BUAY:

l # S-S o-o-o-o-oo-—o-o--o--o—-o—o--o—o———-——=—==—= Management Sect'ion

## Preload schema definitions from the following JSON file.

## Related doc guide: https://rabbitmg.com/management.html#load-definitions.
##

# management.load_definitions = /path/to/exported/definitions.json
management.load_definitions = /etc/rabbitmg/definitions.json

o Ul h WN

* oTpeaakTuMpoBaTb dann definitions.json, 3agaB nonb3oBatenen termidesk n admin, npueens

ero K Buay:
! {
2 "rabbit_version": "3.7.8",
3 "users": [
4 {
5 "name": "termidesk",
6 "password_hash": "pnXiDJtUdk7ZcelL9i0qx44PeDgRa+X1+eIq+7wf/PTONLb1h",
7 "hashing_algorithm": "rabbit_password_hashing_sha256",
8 "tags": ""
S 1,
10 {
11 "name": "admin",
12 "password_hash": "FXQOWFNSrsGwRki9BT2dCITnsDwYu2lsy7BEN7+UncsPzCDZ",
13 "hashing_algorithm": "rabbit_password_hashing_sha256",
14 "tags": "administrator"
15 }
16 1,
17 "vhosts": [
18 {
19 "name": " /"
20 ¥,
21 {
22 "name": "termidesk"
23 }
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24 1,

25 "permissions": [

26 {

27 "user": "termidesk",
28 "vhost": "termidesk",
29 "configure'": ".x",

30 "write": ".x",

31 llreadll: ll.*ll

32 ¥,

33 {

34 "user": "admin",

35 "vhost": "termidesk",
36 "configure'": ".x",

37 "write": ".x",

38 llreadll: ll.*ll

39 }

40 1,

41 "topic_permissions": [

42 {

43 "user": "termidesk",
44 "vhost": "termidesk",
45 "exchange": "",

46 "write": ".x",

47 llreadll: ll.*ll

48 1

49 1,

50 "parameters": [],

51 "global_parameters": [

52 {

53 "name": "cluster_name",
54 "value": "rabbit@rabbitmg"
55 1

56 1,

57 "policies": [],

58 "queues": [],

59 "exchanges": [],

60 "bindings": []

61l 1

A B danne /etc/rabbitmg/definitions.json naponu ykasblBatOTCS B BUAE Npeobpa3oBaHHOIrO
3Ha4eHus. [NoapobHO o ToM, Kak Npeobpa3oBaTb Naposb, NPUBEAEHO AaNee.

A B npumepe MCNOMb3YHOTCA chepytoLipe napbl JIOrMH-Maposb: admin:admin,
termidesk:ksedimret.
MmMsa nonb3oBaTens v Naposib AOMKHbI 334aBaTbC B COOTBETCTBUM C BHYTPEHHUMM CTaHAAPTAMMU
OpraHu3auum No NPUMEHEHU0 NaposibHOM 3aLLMThI.

* BbIMOMAHUTb KOMaHAY WHMUManu3auum RabbitMQ-server:
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:~$ sudo rabbitmg-plugins enable rabbitmg_management

* nepesanyctuTb RabbitMQ-server:
:~$ sudo systemctl restart rabbitmg-server
YT106bl MoNyunTb Npeobpa3oBaHHOE 3HAYEHME MAPONS HY>KHO BOCMOb30BaTLCS UCMONHSAEMbIM (aniom
rabbitmg_password2hash.sh, pacnonoxeHHbIM B NOAKIOYEHHOM peno3uTopun Termidesk (cm.
MonyuyeHne naketoB yctaHoBkun B OC Astra Linux Special Edition) no nytu /var/repos/Addons/

Scripts/:

" nepeunTn B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/

* 334aTb danny rabbitmq_password2hash.sh dnar ons 3anycka:
:~$ sudo chmod +x rabbitmqg_password2hash.sh

roe:
+X - K104 YCTaHOBKM pa3peLLeHunst Ha 3anyck danna s BCex nosib3oBaTenen;

* BbINOJHUTb UCMOHAEMbIN hann:

:~$ sudo ./rabbitmq/rabbitmqg_password2hash.sh

Mpy BbINOAHEHUUM ucnonHseMoro danna 6yaeT npeanoXeHo BBECTM MNaposiib U MOBTOPUTL  €ro.
MpeobpazoBaHHOE 3Ha4YeHWE BBEAEHHOIO Napons byaeT oTobparkeHO B MHTepdence KOMaHAHOW CTPOKM.

HeobxognMo BHecTM nonyyeHHoe 3HadeHue B dawmn /etc/rabbitmg/definitions.json (cekuwus

password_hash).
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4. YCTAHOBKA NMPOrPAMMHOIO KOMITJIEKCA

4.1 . MNMonyyeHue naketoB ycTtaHoBkKM B OC Astra Linux Special Edition

OuctpubyTe npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecneveHus (M0O) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:
* 3aMoJIHMB 3anpoc Yyepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO
BbIMOMHUTb CNeAyoLLee:

* CKOMWpPOBaTb B AOMALLIHMIA KaTanor Monb3oBaTens obpa3 amcka termidesk-vdi.XXXXX.iso, roe
XXXXX — Bepcusa cbopku;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-vdi.XXXXX.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-

vdi . XXXXX.1is0, yCTPOMCTBO 3aTEM MOHTMPYETCS B YKa3aHHbIN KaTanor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJItO4 4151 NPONyCcKa NOATBEPXKAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.
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4.2 . YcTaHOBKa U HaCTpOMKa OTAeNsAeMbIX KOMNOHEHTOB Ha O4HOM Y3ne

4.2.1 . AsTOMaTU3MpOBaHHas YCTaHOBKA

4.2.1.1 . ABTOMaTU3MpOBaHHasa YCTaHOBKA Yepe3 UCMOHAEMbIM ¢aiin

[na aBToMatmMsmpoBaHHOM ycTaHOBKM Termidesk 6e3 ncnonb3oBaHus nceBporpaduyeckoro nHTepdenca
MOXHO BOCMOJ/Ib30BaTbCA UCMOSHAEMbIM (ansioM termidesk-standalone-4.2.sh, pacnosioXeHHbIM B

noaxito4eHHoOM perno3mtopum Termidesk: /var/repos/Addons/Scripts/.

B aTom cnyuyae Bce geMcTBUA Mo noprotoeke cpenbl GYHKLMOHMPOBAHUS U yCTaHOBKKM Termidesk 6yayT

BbIMOJIHEHbI UCMOMHAEMbIM anioMm.

©® WcnonbsosaHue wucrnonHsemoro daina pns yctaHoeku Termidesk [onyckaercs ToMbko B
03HaKOMUTENbHbIX Lensx!

[.na Bbi30Ba NpoLecca yCTAaHOBKU YEPE3 UCMONHAEMbIN hann HY>XXHO:

* MepenTu B KaTanor /var/repos/Addons/Scripts/:
:~$ cd /var/repos/Addons/Scripts/

* pasapxuBupoBaTb dhann termidesk-standalone-4.2.z1ip:
:~$ sudo unzip -j termidesk-standalone-4.2.zip

roe:

-j - KJHOY g9 pasapxuBaummn Bcex dhamnoB BHYTpU termidesk-standalone-4.2.zip B TeKyLLyHO
ONPEKTOpPUIO;

* 334atb davny dnar 4ns 3anycka:
:~$ sudo chmod +x termidesk-standalone-4.2.sh

roe:
+X - KJ1HO4 YCTAaHOBKM pa3peLLeHust Ha 3anyck danna ajs BCeEX Nosib30BaTeNen;

* 3aMyCTUTb UCMOMHSAEMbIN daln:

:~$ sudo ./termidesk-standalone-4.2.sh

4.2.1.2 . AstomaTnsmpoBaHHas yCTaHOBKa yepes daiin oTBeToB

B OC Astra Linux Special Edition ecTb BO3MOXHOCTb MOArOTOBUTL (panl OTBETOB, B KOTOPOM MOXHO

YKa3aTb onpeneneHna 1 3Ha4eHna napaMeTpoB ond UMCnosib30BaHMA BO BpeMSA YCTaHOBKWM MaKeETOB.

[na aBToMatnsmpoBaHHom ycTaHoBKkM Termidesk yepes dain oTBeToB HEeO6X04MMO:

" MOArOTOBUTb M COXPAaHUTbL han OTBETOB, NpuMep daisia NPUBELEH HUXKE;
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* YCTaHOBWUTb YTUAUTY debconf, ecniv oHa He ycTaHoBneHa B OC:

:~$ sudo apt install debconf

* BbIMNOMHUTbL fobaBneHue darna oTBETOB B yTUNUTY debconf:

:~$ sudo debconf-set-selections /home/user/notification_file

roe:

/home/user/notification_f1ile - NnyTb K cOXpaHeHHOMY (alisly OTBETOB.

Mpumep danna oTeeTOB:

OCoOo~NoOuUuTbhWNE

e
NG)

12
13
14
15
16
17
18
19
20
21
22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

# Bbl npuHuMaeTe ycnosus Nno/sib30BaTe/1bCKOW JIMLLEH3NN?

termidesk-vdi termidesk-vdi/yesno-eula boolean true
# true - VHTepakTUBHbIV pexuM. false - nakeTHbIn (TUXWIA) PeEXKM:
termidesk-vdi termidesk-vdi/interactive boolean false

# MAPAMETPbI NOAKMIOYEHUA K CYBA
# Apgpec cepepa CYB[, Termidesk, 127.0.0.1 ncnonb3yetcs B C/yyae /I0KaSlbHON YCTAHOBKU

termidesk-vdi termidesk-vdi/dbhost string 127.0.0.1

# [o6aBneHo B Bepcun 4.2. [lopT cepsepa (bGanaHcuposlmka) CYB[ Termidesk:
termidesk-vdi termidesk-vdi/dbport string 5432

# VIMa 6a3bl gaHHbiX Termidesk:

termidesk-vdi termidesk-vdi/dbname string termidesk

# [lMonb3oBarenb 6a3bl JaHHbIX Termidesk:

termidesk-vdi termidesk-vdi/dbuser string termidesk

# lMaposnb 6a3bl AaHHbIX Termidesk:

termidesk-vdi termidesk-vdi/dbpass string ksedimret

# MAPAMETPbI NOAKMHOYEHUA K CEPBEPAM RABBITMQ

# 127.0.0.1 wcnonb3yetcs B c/iyyae /IoKasibHO YCTaHOBKM

# RabbitMQ URL #1

termidesk-vdi termidesk-vdi/rabbitmg_urll password amqgp://termidesk:ksed1i
mret@127.0.0.1:5672/termidesk

# RabbitMQ URL #3

termidesk-vdi termidesk-vdi/rabbitmg_url3 password
# RabbitMQ URL #2
termidesk-vdi termidesk-vdi/rabbitmg_url2 password

[lo6aBneHo B Bepcun 4.1. Bbl6Op ycTaHABIMBAEMbIX Ha y3/1e poneii.

Cnucok, pasgenuTtens - 3anatble. ®akTUyeckn, 3TO BbIGOP CyX6, KOTOopble GyayT
aBTOMAaTM4ecKM 3anyckatbcs. [ocTynHble ponn: Broker, Gateway, Task manager

Ecnun He TpebByeTcs aBTOMATUYECKIMiA 3anycK Cnyx6 (Hanpumep, MNpu UCToNb30BaHNN

VRRP) , TO B KauyecTBe posiv MOXHO yKasaTb HECYLLEeCTBYoLLee Ha3BaHue ponu,

Hanpumep - Empty.

termidesk-vdi termidesk-vdi/roles string Broker, Gateway, Task manager

H OH H H B

# HE TPEBYIOLWWMECHA NEPEMEHHBIE, cyry60 ansa cnpasku
# BpeMeHHble nepemMeHHble 415 MPOMEXYTOYHOIO XpaHeHs napaMeTpoB NOAK/IIUEeHNA
# Kcepepy RabbitMQ, u3KoTOpbIX co3gatoTca cTpokn termidesk-vdi/rabbitmg_urll,
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39 # termidesk-vdi/rabbitmq_url2, termidesk-vdi/rabbitmqg_url3

40 # Choices: 1 amqgp://termidesk:termidesk@l127.0.0.1:5672/termidesk, 2 Empty, 3
Empty, Save

41 termidesk-vdi termidesk-vdi/rabbitmq_select select Save

42

43 # Termidesk RabbitMQ host. 127.0.0.1 ucnonb3yeTcs B C/lyvae /IOKas/IbHOW YCTaHOBKM
44 termidesk-vdi termidesk-vdi/rabbitmg_host string 127.0.0.1
45 # Termidesk RabbitMQ port

46 termidesk-vdi termidesk-vdi/rabbitmqg_port string 5672

47 # Termidesk RabbitMQ user

48 termidesk-vdi termidesk-vdi/rabbitmqg_user string termidesk
49 # Termidesk RabbitMQ pass

50 termidesk-vdi termidesk-vdi/rabbitmqg_pass string termidesk
51 # Termidesk RabbitMQ Virtual Host

52 termidesk-vdi termidesk-vdi/rabbitmg_vhost string termidesk
53

54

55 # BpeMeHHas nepemeHHast 411 NPOMEXYTOYHOro XpaHeHUsi Bbibopa fa/HeT

56 termidesk-vdi termidesk-vdi/yesno boolean false

57 # BpeMeHHas nepemMeHHast 419 0TO6PaXEHMS COOBLLEHNS Ha KpaHe

58 termidesk-vdi termidesk-vdi/message note

59 # BpeMeHHas nepemMeHHast A1 0TO6PaXEHMS M01b30BaTENbCKOM STMLLEH3NN

60 termidesk-vdi termidesk-vdi/text-eula note

© BbipaxeHue termidesk-vdi termidesk-vdi/rabbitmg_urll password amgp://
termidesk:ksedimret@127.0.0.1:5672/termidesk B 6noke # RabbitMQ URL #1 [OO/KHO
ObITb 3aNMCaHO B OAHY CTPOKY!

A Mexay TnoM napameTpa (string, password, boolean U T.4.) M 3HaYEHUEM NMapameTpa LOSKEH
ObITb TONBKO OAMH CMMBON NMpobena.

® B panbHeiiwem HeobxoauMMble napaMeTpbl A8 MOAroTOBKM (aiina OTBETOB MOryT 6bITb
NnonyyYeHbl KOMaHAOM:

:~$ sudo debconf-get-selections | grep -i termidesk

KomaHgza BbinonHsieTcss B8 OC, B koTopomn ycTaHoBneH Terrmidesk.

4.2.2 . HeaBTOMaTM3MpoBaHHas ycTaHoBKa Termidesk
Ons yctaHoBkn Termidesk ¢ mcnonb3oBaHvem nceBaorpacduyeckoro MHTepdernca Hy>KHO BbIMOMHUTD
cnepytoulee:

" MOAKNKOYUTL penosuTopuin Termidesk;

* ycTtaHoBuUTb Termidesk:
:~$ sudo apt -y install termidesk-vdi

roe:
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-y - KN4 angd nponycka nogreep>XXaeHUa yCTaHOBKU.

& [na nepekntoveHns mexay 3kpaHHbiMM kHonkamu [Ok] v [OTMmeHa] B ncesporpaduyeckom
nHTepdence ncnonbsyercs knasmwa <Tab>.

B npouecce yCTaHOBKU HY>XHO BbIMONTHUTbL cnieaytoLlee:

®* O3HAaKOMUTbCA C NMNUEH3MOHHbIM COrnalleHNEM U HaXXaTb 3KPaHHYH KHOMKY [OK] (cm. PucyHok 1);

License agreement

JMIEH3MOHHOE COTJIANEHME C KOHEUHHM TIONb3OBATENEM

IucneTyep HON BUPTYaNbHHX paBounx MecT TepMUmScK

BuuManue ! BHMM: 16HO MPO ATe HIReCTIeDyRIe YCHOBUA, NPSROEe UeM YCTAaHABIMBATH, KONMPOBATh JJIM MHEM CHOCOOOM MCHOJLZ0BaTh AMCHETUED NOZKILOYSHIA
BUPTYaJbHHE patourr MecT Tepmumeck (mamee — II0) .
YcraHoBKa, KOMMpOBaHMe M UCHosb3oBaHMe MO MHEM CnocofoM O=HauaeT Bame coTyiacuMe C NPMBEICHHEMM HIDKe YCIIOBUAMM 6e3 KaKMX—JMGO MSBATUM.

HacTroAmee JMIEHSMOHHOE COTJIalleHMe C KOHEUHEM MOJIb30BaTesleM (mainee - CorjlamleHMe) 3akNYaeTCcA Mexny OOmMeCTBOM C OTPaHMYEHHOM OTBETCTBEHHOCTHH «YBECOH —
OBJIAYHHE TEXHOJIOTMM» (manee — Kommanus) u Bamu - OPMOMYECKMM JHALOM, W ONpemesiAeT HOPANOK M YCJIOBMA MCRONbsOBaHus Bamm MO.

CorjlameHme BCTymaeT B Culy, KoDza Bel HavamM mcnoissoBaTe II0 mbo, ecim 3TO NpenyCMOTPeHO (QyHKIMOHaJIbHEMM BO3MOXHOCTAMM II0, C MOMeHTa, korpma B
OpyHUMaeTe YCIOBMA COTNameHus, B NPOHECCe yCTaHOBKM [0 HA CBOSM YCTPOMCTBE MM MHEM, NPSIJIOXSHHEM OOpas=oM BEpAXaceTe CBOe COTUIAacMe HAa SKpaHe Bamero
YCTPOMCTEA € nOoMOmBl MHTepderica ycTaHoBKM [IO. JlW6Oe U= EBEHMISYKASaHHHX ASMCTBUI OBHAYaeT, UTO BH OSHAKOMWIMCE COTJIANCHMEM, NOHANM er0 M NPUHAIMU
conmepxamMecA B HEM YCIOBWA.

Ecim Bel He COTJIaCHE C ycCioeuAMM CoTJameHms, TO B He MMeeTe mpaBa yCTaHaBIMBaTh, BalyCKaTh, KOMMPOBATh MM MHEM CNOCOGOM MCHONb=oBaTe [O.

NpuHyMas yciaoemsa ComrameHus IoNe=2oBaTesk HOOTEEPXNAST, UTO OeiCTByeT Ha NOOPOBOJILHEIX HAUANlaX, COSHATENLHO, 623 KaKOTO-JMOO NPUHYXOSHMS CO CTOPOHE
KoMnauuym M/Wi4 TPEeTLUX JML, OH HPaBOCIHOCOOSH, M BOpaBe =akiodaTs CorjlameHue.

llpemocTaBieHVe MpaBa MCHONb30BaHUA II0 CONpPOBOXNAETCA OTIOSNBLHBM OOTOBOPOM, SaKJRUYEHHEM Mexny KoMmanuelt mmm IapTHepoM KoMmanum M Bamv. [IpM 3aKIOUEHMM
mexnmy Bamy m Komnanmedt jum IlaprHepom Kommammu moroBopa, CoTrjameHue ¥ BCEe eTO HONOKSHMA ABJIASTCA HEOTBEMIEMOM YacTbd TAaKOTO HOTOBOPa.

TEPMVHH ¥ ONPEIEIEHNT

«Komnanma» — OBmeCTBO C OTPAHMYEHHOM OTBETCTBEHHOCTb «YBEOH — OBJIAYHHE TEXHOJIOTWMW», MHH 9729237371, sBnaAomeecsa npapoobiamaTresem I0.

«Tone30BaTeNs» («BB») - OPUAMYECKOS JIMIO, KOTOpoe mpuobpesio JMUeH=Mo MmIA COOCTBEHHOTO MCHOJNb20BaHMA, a HE WIA NOCJIeNyOmeTO PacHpOCTPaHeHMA M
NpemoCTaBIe s CyCIMIEHSMMA VUM OKaSaHusA yCiIyT C IoMombo IO TpeTeyM JjmaM, JMCO JIMIG, KOTOPoe NONYUio yHOAaJeHHEN mocTyn k [0 depe= cers WHTepHeT s
COOCCTBEHHHX HYXH, a He IJIAd OKasaHuA ycouyD C noMomsio IO TpeThiM JUaM.

«IpoTrpaMMHOe 0GeCT («0») - Imc P TOXKJ i1 BUPTYaNbHEX DPabouMx MecT TepMHMAEcK, BKIOYAA BCE M KaXMbll OTHENbHED! KOMIOHEHT, BCTPOSHHENI B
OpPOXYKT, a TaKxe BCe NOCjenyompe OCHOBJIEHMS TaKOTO MPOTPaMMHOTO OOeCrneYeHMA ¥ CONYyTCTByOmas NOKyMeHTAaLMA.

«JueH=MA» - ApeocTapsieHHoe KoMmaHmelt NpaBo HAa YCTAHOBKY, SamyCK ¥ MCHOJbZOBaHME QyHKUMOHasmbHOCTM [0 HA YCJOBMAX NPOCTOM (HOMCKINOUWATENLHOM) JMUSHSMM
B COOTBeTCTEMM C YCHOBMAMM HOTOBOpa Mexny [onp20BaTeseM ¥ Komnauueli wm lapTHepoM KoMmaHum.

«MapTHep KoMmauumyy» — OPUAMYSCKOS NMI0, KOTOpoMy KoMmnaHua OpenocTaBu/ia MpaBoO PACOPOCTPaHEeHUA WM MHOTO YCMHOJAb30BaHUA IMO.

«YCTpOWCTBO» - CepBepHOe OGOpyNOBaHMe M pelNleHMe BMpTyalMsallid, Ha KOoTopoM IlonbsoBaTens mMcnosbsyeT IIO.

«PaGoTHUKY» - @UBMUECKOe JMLO, KOTOpOe COCTOUT B TPYAOBHX OTHOmMeHMAX c [onszoBaTenem.

«KioY akTMBALMM» — CIOeUMallbHO pPaspaCoTaHHEN mis 10 SJIeKTPOHHBIT KJOY, NPeACTaRJISOIMA COOOM HaGOp CMMBOJIOBR M NpefHAa=HAYSHHEIA MJIA akTMBammm I0.

<Ok>

PucyHok 1 - JlnueHsnoHHoe cornalleHme
* N9 NPUHATUA YCJIOBUM JIMLEH3UOHHOMO COMNALLIEeHUs1 U MPOLO/IKEHUSI YCTAHOBKM CleayeT HaxkaTb
akpaHHyto kHonky [[a]. B cnyyae oTkasa oT ycnoBuiu cornawieHus cnepyeT HaXaTb dKpPaHHYHO

kHonky [HeT]. MMpu aTOoM ycTaHOBKa NpepBETCS (cm. PucyHok 2);
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{ License agreement |

In order to install this package, you must accept the license terms. Not accepting will cancel the installation.

Do you accept the EULA license terms?

PucyHok 2 - lNpuHsaTHE YyCNOBUIA NULLEH3MOHHOIO COMNaLLEeHMUs

Mocne nNpuHATUS YCNOBUKA JIMLEH3MOHHOMO COMNalleHns HeobXOoAMMO 3amofHWUTb 3KpaHHble Mons
nHbopmaumen o nogknoveHnn Kk b, Termidesk:
» «Termidesk DB server address»: agpec y3na c yctaHoBneHHon B[, (B cnyyae nokanbHOM yCTaHOBKM

— 127.0.0.1 (cm. PucyHok 3));

Termidesk Database config

Termidesk DB server address:

<OTMeHa>

PucyHok 3 — Beog agpeca y3na ¢ yctaHoBneHHou bl
» «Termidesk DB server port»: Homep nopTa, KOTOPbIA UCMONb3YETCSA A1 COEAUHEHUS C CEPBEPOM

bl (yka3aH CTaHAAPTHbIM NOPT — 5432 (cm. PucyHok 4));
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Termidesk Database config

Termidesk DB server port:

<OTMeHa>

PucyHok 4 — Beog Homepa nopta B/,
» «Termidesk DB name»: termidesk (gaHHbIM napameTp 3agasanca npu co3gaHum Bl (cm.

PucyHok 5));

Termidesk Database config

Termidesk DB name:

<OTMeHa>

PucyHok 5 — Beog HasBaHus Bl

» «Termidesk DB user»: termidesk (AaHHbIM NnapamMeTp 3agasancs npu cosgaHum B (cm. PucyHok 6));
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Termidesk Database config

Termidesk DB user:

<OTMeHa>

PucyHok 6 — Beog nMeHu nonb3osatens b/,
* «Termidesk DB password»: ksedimret (maHHbIM napaMeTp 3agaBancs npu cosgaHum Bl (cm.

PucyHok 7));

Termidesk Database config

Termidesk DB password:

<OTMeHa>

PucyHok 7 — Beopg, naponsi nonb3oBatens ans goctyna k b/,

& Bce 3HayeHMa MoryT 6bITb OCTaBneHbl MO YyMon4yaHuto, ecnn B 6bina npeaBapuTenbHO
HacTpoeHa (cMm. noppaszapen YcraHoeka CYB/, Postgres-11 v Hactpoinka CYB[, Postgres-11).

Mocne okoH4YaHMa npouecca HacTporku B, Heob6xoaMMo HacTpouTb noakntodeHme K RabbitMQ-server.
[ns 3TOro Hy>XHO BbINOJIHUTL CleAYOLLEE:

= B 3KpaHHOM dopMe «RabbitMQ URL» HaxaTb akpaHHYto kHOMNKY [OK] (cM. PucyHok 8).
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RabbitMQ URL

1 Empty

<OTMeHa>

PucyHok 8 — DkpaHHas popma «RabbitMQ URL»

3anoNHUTb 3KpaHHble Nons MHpopmauuen o nogkntodeHnm Kk RabbitMQ-server:

» «Termidesk RabbitMQ user»:
RabbitMQ-server (cm. Pucyrok 9));

CNET.10001-02 90 01

termidesk (maHHbIM napaMeTp 3afaBajscs MNpuU  HACTPOMKe

RabbitMQ User

Termidesk RabbitMQ user

termidesk

<OTMeHa>

PucyHok 9 — Beog nmeHu nonb3osatens RabbitMQ

» «Termidesk RabbitMQ pass»:
RabbitMQ-server (cm. Pucyrok 10));
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RabbitMQ Password

Termidesk RabbitMQ pass

<OTMeHa>

PucyHok 10 — Beog napons nonb3osatenst RabbitMQ
» «Termidesk RabbitMQ host»: agpec ysna c yctaHoBneHHbIM RabbitMQ-server (B cnyuae

JIOKaNbHOM YCTAaHOBKM — 127.0.0.1 (cm. PucyHok 11));

RabbitMQ Host

Termidesk RabbitMQ host

<OTMeHa>

PucyHok 11 — Beog agpeca y3na c yctaHoBneHHbIM RabbitMQ-server
* «Termidesk RabbitMQ port»: HoMep nopTa, KOTOpbIM MCMNONb3yeTCA AN YCTaHOBNEHMUS

coepnHeHus ¢ RabbitMQ (ykasaH cTaHAapTHbIM NOPT — 5672 (cm. PucyHok 12));

Bbinyck oT ceHTs6ps 2023 26



@ TERMIDESK C/IET.10001-02 90 01

RabbitMQ Port

Termidesk RabbitMQ port

<0OTMeHa>

PucyHok 12 — Beog Homepa nopTa RabbitMQ
» «Termidesk RabbitMQ Virtual Host»: termidesk (cm. PucyHok 13).

RabbitMQ Virtual Host

Termidesk RabbitMQ Virtual Host

termidesk

<OrMeHa>

PucyHok 13 — Beopg Ha3BaHust BUpTYanbHoro xocta RabbitMQ

Lanee skpaHHaa d¢opma «RabbitMQ URL» oTobpasut B none ykasaHHble HacTpovku. [ns

pefaKTUPOBaHMSA HAaCTPOEK CleayeT BblIbpaTb HY>KHOE MoJie U HaxkaTb knasuwy <Enter>, pns coxpaHeHus
HaCTPOEK C/leAyeT HaXkaTb IKPaHHYH KHOMKY [Save] (cm. Pucyrok 14).
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] RabbitMQ URL |

1 amgp://termidesk:ksedimret@127.0.0.1:5672/termidesk
2 Empty
3 Empty

<0k> <OTmena>

PucyHok 14 — CoxpaHeHue co3aaHHbiX HacTpoek RabbitMQ

& Bce 3HayeHMss MoryT ObITb OCTaBneHbl MO yMon4yaHuto, ecnu RabbitMQ-server 6bin
npeaBapuTeNbHO HAacTpoeH (cM. noapasaen YcTaHoBKa H6pokepa coobeHunit RabbitMQ-server u
HacTpoiika 6pokepa cooblueHuii RabbitMQ-server).

Mocne HacTporiku nogkntodeHur K RabbitMQ-server  uHcTannstop  npepnoXuT  BbibpaTb
YCTaHaBIMBAEMbIU Ha y3en KOMTMOHEHT: «Broker» («YHuBepcanbHbIN ancnetyep»),
«Gateway» («LLnto3»), «Task manager» («MeHenep paboumx MecT»). B cnydyae yctaHoBKM «BCe-B-

OOQHOM» HY>XHO OTMETUTb BCE KOMMOHEHTbI (cM. PucyHok 15).

Choose Termidesk roles toc start

Choose Termidesk roles to start:

<OTMeHa>

PucyHok 15 — Bbibop ycTaHaBIMBAaEMOro KOMMNOHEHTA B MHCTANIATOPE
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BbibpaHHble ponn onpepensitoT, Kakue cnyxbbl Termidesk OyaoyT Bk/O4YeHbl O/s 3anMycka BO BpeMs
ctapta OC 1 aBTOMaTM4YeCKM 3anyLLEHbI:

* npu Bbibope koMMoHeHTa «Broker» byneT 3anyuwieHa cnyxkba termidesk-vdi;

* npu Bbibope koMMoHeHTa «Gateway» ByaeT 3anyuieHa cny>kba termidesk-wsproxy;

* npu Bblbope komrnoHeHTa «Task manager» 6yayT 3anylleHbl cayXbbl termidesk-taskman,

termidesk-celery-beat, termidesk-celery-worker.

Ecnm He BbIGpaTb HM OAHOrO KOMMOHEHTA WM HaXaTb 3KpaHHyt kHorky [OTMeHa], wnn knaBuwy
<ESC>, To n3aMeHeHuMe HaCTpoeK NPUMEHSTLCS He ByaeT.
KOMMOHEeHTbI MOXKHO 33[1aBaTb KakK B PeXXMMe UHTEPAaKTUBHOM YCTaHOBKM, Tak U Yepe3 ¢aii OTBETOB ANS

MCNO/b30BaHMA B NAaKETHOM peXXnMe.

Mocne yctaHoBkmn Termidesk HeobxoamMMo ckOppekTUpoBaTb dana KoHdUrypaumm seb-cepsepa /etc/
apache2/apache2.conf. Ona 3Toro Hy»HO HaWMTW W PaCKOMMEHTWMPOBATb CTPOKY C MapaMeTpoM
AstraMode, nanee npMcBoUTb JaHHOMY MapameTpy 3HadeHue of f, TOUHO cobntoaas OTCTynbl U Npobenbl
B havne:

1 # Astra security mode

#
3 AstraMode off

N

3aTeM nepesanycTuUTb Beb-cepaep:

:~$ sudo systemctl restart apache2

4.3 . PacnpepeneHHas YCTaHOBKa NPOrpaMMHOI0 KOMrnekca

4.3.1 . OcHOBHble NPUHLMNbI pacnpeaeeHHON YCTaHOBKM
B Termidesk npegycmoTpeHa pacnpeaeneHHasi yCTaHOBKA KOMMOHEHTOB B Ka4eCTBE POJien Ha OTAE/NbHbIE
cepsepbl unu BM.
YcTtaHoBka koMnoHeHToB Termidesk BbinonHseTcs B cpepe dyHkumoHmpoBaHus OC Astra Linux Special
Edition 1.7.
PacnpeneneHHO MOryT yCTaHaBAMBATbLCSA C/leAYOLME KOMMOHEHTbI:

* yYHUMBepcasbHbIK aucnetyep (cnyxba termidesk-vdi);

* w03 noakntodeHun (cnyxba termidesk-wsproxy);

* MeHemkep paboumx MecT (cnyxbbl termidesk-taskman, termidesk-celery-beat, termidesk-

celery-worker).

MepeyeHb ycnoBum ana pacnpeneneHHoOM yCTaHOBKM:
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* koMnoHeHT RabbitMQ-server yctaHaBnuBaeTcs Ha ogHom y3ne ¢ CYB[ (B obuiem cnyyae 3ToT
KOMMOHEHT MOXEeT YCTaHaBAMBATbCA Ha OTAENbHbIN Yy3€e/, HO B paMKax HacCTOALLEN Mpoueaypbl

[aHHbIM BapuaHT He pacCMaTpUBAETCS);

* Ha BCeX Yy3naX, NpeAHa3HayeHHbIX 4S9 YCTAaHOBKM KOMMOHEHTOB, HAaCTpoeHbl cTaTtudyeckue |P-
agpeca;
* Ha BCEX y3/1aX HaCTPOeHa CUHXPOHU3ALMS BPEMEHU OT eAMHOIO0 UCTOYHMKA.

YnpollieHHas oblias cxeMa Mpu pacrnpeneneHHon yctaHoBke Termidesk npuBegeHa Ha pUCYHKe (cm.

PucyHok 16).
IIporpaMMHBIii KIHEHT
A 4
baaaHRcHpOBIIHK
Y Y Y Y
Jucneraep 1 Hducmeruep 2 Ilaros 1 Iaros 2
4 AR P
> (=)|«
Cepsep PostgreSQL
@ VRRP
Menenxep pabounx Menemxep padounx

mect 1 MecT 2

PucyHok 16 — Cxema pacnpeneneHHOM yCTaHOBKMU
MepeyeHb 0603HAUYEHHbIX Ha CXEME KOMMOHEHTOB NpuBeaeH B Tabnuue (cm. Tabnumua 1).

Tabnuua 1 - NepeyeHb KOMMNOHEHTOB
KoMnoHeHT FQDN Moanuck Ha cxeMe

YHusepcanbHbln gucneTtyep Termidesk 1|displ.termidesk.local Oncnetuep 1
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KoMnoHeHT

FQDN

Moanuck Ha cxemMe

YHuBepcanbHbin aucnetdep Termidesk 2

disp2.termidesk.local

Oucnetuep 2

LLinto3 Termidesk 1

gwl.termidesk.local

Wno3 1

LLinto3 Termidesk 2

gw2.termidesk.local

LWnwos 2

MeHemxep paboumx MecT (master)

tskl.termidesk.local

MeHenykep pabounx mect 1

MeHenykep paboumx mecT (slave)

tsk2.termidesk.local

MeHepyxep pabounx mecT 2

banaHcmpoBLmK Harpy3sku (nginx)

nginx.termidesk.local

banaHcupoBwmk

ba3a paHHbIX

db.termidesk.local

Cepgep PostgreSQL

Pacnpe,u,eneHHaﬂ YCTaHOBKa nNpoBoAUTCA B cne,u,yrou.l,eﬁl nocnenoBaTe/IbHOCTU:

1) ycTtaHaBnuBaeTtcs y3en ¢ komnoHeHTamu CYB/ n RabbitMQ-server (ob6e cny>6bl Ha 0OgHOM y31e);
2) ycTaHaBnMBaEeTCa MepBblA y3en C YHMBepcasbHbiM aucnetdyepoM Termidesk. pu ycTaHoBke
amcrnetdyepa Termidesk HeobxogMmo BblIGpaTb KOMMOHEHT «Broker» B aOManoroBom okHe

nceBporpacdmyeckoro nHTepderica MHCTaNNAToOPaA;

& HacTporiku nepBoro ysna ¢ yHuBepcanbHbIM gucnetyepoM Termidesk ByayT Mcnonb3oBaTbCa Kak

3TaJIOHHbIE AJ19 OCTajIbHbIX Y3/10B C KOMMoHeHTaMu Ternidesk (yHwWBepcanbHOro gucnetyepa,
LUI030B, MeHeaykepos BPM).

MapameTpbl koHburypauum Termidesk Haxopatca B davne /etc/opt/termidesk-vdi/
termidesk.conf.

Hy>xxHo ckonupoBaTb Katanor /etc/opt/termidesk-vdi BMecTe C ero coaepXMMbIM Ha Bce
y37bl, 32 uckntodeHunem ysnos ¢ CYB/L, 1 6anaHCUMPOBLLMKOM.

3) yCTaHaBIMBaOTCA OCTajibHble Yy3/bl - YHUBepCcaibHble aucneTyepbl Termidesk ¢ konupoBaHueM
darnoB., ykasaHHbIX B MN.2, C 3TAaJIOHHOIO Yy3/1a;

4) ycTaHaBNUBAKOTCS y3/bl - WO3bl NoakatoveHnn Termidesk ¢ konupoBaHueM hannos, yKasaHHbIX
B N.2, C 3TasoHHoro ysna. [pu yctaHoBke wnto3a Termidesk HeobxoguMo BbIGpaTb KOMMOHEHT
«Gateway» B AMaNIOrOBOM OKHE NceBaorpacdmyeckoro nHTepdenca MHCTaNIATopa;

5) yctaHaBnuBatoTca y3nbl - MeHemkepbl BPM ¢ konmpoBaHueM ¢aiinoB, ykasaHHbIX B M.2, C
3TanoHHoro y3na. lMpu yctaHoBke mMeHemkepa BPM Termidesk HeobxogMMo BbiGpaTb KOMMOHEHT
«Task Manager» B [ManoroBoM OKHe nceBgorpadumyeckoro UWHTepdenca MHCTannaTopa
(ooHOBpeMeHHO cny>kba MeHeaykepa BPM termidesk-taskman gonyHa 6bITb 3anyLUeHa TOMbKO Ha

OfHOM U3 y3no0B!).

3aKoUYUTENbHBIM 3TanoMm YCTaHaB/IMBAaKOTCA U HAaCTPanBakOTCA 6aJ'IaHCMpOBLLI,VIKVI Harpy3ku Ha 6aze OC

Astra Linux Special Edition 1.7 v nginx.
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4.3.2 . YcraHoBKka u HacTpoiika CYB[] Postgres-11

Mpouecc yctaHoBkn CYB/L, Postgres-11 u 6pokepa coobweHui RabbitMQ-server He oTnaunuyaeTcs oT
npoLiecca, onMcaHHOro Ans KoMnnekcHon yctaHoBku Termidesk (cm. noapasaen YcTaHOBKa M HacCTpoMKa
oTAeNsseMbIX KOMMNOHEHTOB Ha O4HOM Yy3ne).

[ns 3aBepLUeHMs HACTPOUKUM HY>KHO:

* OTpeaakTMpoBaTh dann rabbitmg-env.conf, npueeas ero K BUAY:

1 # Defaults to rabbit. This can be useful if you want to run more than one
node

2 # per machine - RABBITMQ_NODENAME should be unique per erlang-node-and-
machine

# combination. See the clustering on a single machine guide for details:
# http://www.rabbitmq.com/clustering.html#single-machine
#NODENAME=rabbit

# By default RabbitMQ will bind to all dinterfaces, on IPv4 and IPv6 if
# available. Set this if you only want to bind to one network -interface
or#
9 # address family.
10 NODE_IP_ADDRESS=0.0.0.0
11 # Defaults to 5672.
12 NODE_PORT=5672

o ~No Ul b~ W

* COXpaHUTb hans 1 Nepe3anycTUTb CNyXby rabbitmg-server:

:~$ sudo systemctl restart rabbitmg-server

4.3.3 . YcTraHOBKa NepBOro ysna C yHMBepcasbHbIM gucnetyepoM Termidesk

lMpouecc ycTaHOBKM NepBOro Yy3na C YHMBepcasbHbIM aucneTyepoM Termidesk aHanormuyex
KoMMnekcHom yctaHoBke Termidesk, 3a ncknodeHmMem BbIbopa TONbKO KOMMOHeEHTa «Broker».

Mocne yctaHoBKKM nepefdaTb KaTtanor /etc/opt/termidesk-vdi Ha oCTanbHble y3/bl YHUBEPCAbHbIX

ANCMNETYEPOB, LUJTHO30B NOAK/IOYEHUN U MeHeaykepoB BPM:

:~$ sudo scp -r /etc/opt/termidesk-vdi localuser@ipaddr_or_fqdn_host:/home/user/

roe:

—r - KJItOY 4N PEKYPCUBHOM (CO BIOXKEHHbIMM KaTaJloraMu) nepeayu;

localuser - UMA Nonb30BaTeNs LLESIEBOro y3na;

ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - NnyTb, Kyaa 6yaeT CKONMMPOBaH KaTasior.

Mepen HayanoM YyCTAHOBKWM OCTaslbHbIX Y3/I0B - YHMBepCasbHbIX aucrneTyepoB Termidesk Heobxoanmo

nepeMecTUTb CKONMMPOBaHHbIN paHee KaTanor termidesk-vdi B kaTanor /etc/opt/:

:~$ sudo mv /home/user/termidesk-vdi /etc/opt/
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YCTaHOBUTb OCTasbHbIE Y3/ibl C YHUBEPCAbHbIM aucneTyepoM Termidesk no aHanormm c nepebiM, HO B
Avanore nopkntoveHns Kk CYBL v 3anonHeHus wuHbopmaumm o noakntodeHun k RabbitMQ-server,

BbIGpaTb 3kpaHHYto kKHonky [OTMeHa].

4.3.4 . YcTaHOBKaA Y3/10B - LU/KO30B NOAK/THOYEHUM

YcTaHOBKa Y3/10B - LUJKO30B MOAK/IKOYEHWA aHaNormMyHa KOMMJEKCHOW YycTaHoBke Termidesk, 3a
MCK/IFOYeHWEM Bblbopa TOSIbKO KOMMoHeHTa «Gateway».

Mocne 3aBepLUeHUs YCTAHOBKM M3MEHUTbL HAaCTPOMKM 3amycKa Ciyxbbl termidesk-wsproxy:

* OTpeaakTMpoBaTtb ann /etc/opt/termidesk-vdi/termidesk.conf , npuBensa dparmeHT danna

K BUAY:
1 cee
2 # TMopT, KoTOpbIN ByaeT npocnywmnsath cnyxba termidesk-wsproxy
3 WSPROXY_PORT=5099
4 # Appec, KOTOpbI Jo/mKHa cnywwaTtb cnyxba termidesk-wsproxy
5 # npw pacnpefenéHHon ycTaHoBKe :
6 WSPROXY_BIND_ADDRESS="0.0.0.0"
7

* COXpaHUTb dan, a 3aTeM nepe3anycTuUTb CNy>KOy:

:~$ sudo systemctl restart termidesk-wsproxy

4.3.5 . YcraHOBKa y3n0B - MeHemkepos BPM

YcTaHoBka MeHepykepos BPM npouseoamTcs Ha gBa y3na, paboTatolwmx B pexxuMe network failover.
YcTaHOBKA aHaJiorMyHa KOMIMIEKCHOM YcTaHoBke Termidesk, 3a wuckntouyeHMeM Bblbopa TOMbKO
KoMnoHeHTa «Task manager».

lMocne ycTaHOBKM HYXKHO OCTaHOBUTH (systemctl stop) u ucknoumtb (systemctl disable) cnyxby

termidesk-taskman K13 aBTOMaTM4eCKOro 3arnycka:

:~$ sudo systemctl stop termidesk-taskman && sudo systemctl disable termidesk-taskman
NcknroueHue CJ'Iy)K6bI M3 aBTOMAaTU4YECKOro 3anycka HEO6XO,£I,VIMO, NMOCKONbKY ynpaBneHune ee COCToOAHMEM
NPOU3BOAUTCA CKPUMTAMM PEXMUMA BbICOKOM AOCTYMHOCTH.

4.3.6 . YcTraHOBKa 6anaHCUMPOBLUMKOB

BanaHCMpOBLLMKM  Harpy3km HeobxoaMMbl ANt GanaHCUPOBKU  KJIMEHTCKUX — MOAKJHOYEHUMA K
YHUMBEpCasbHbIM AMUCMETYEPAM W LUKO3aM, PAaBHOMEPHOrO pacnpeneneHus Harpysku Ha Hux. Cpepown
dYHKUMOHMpOoBaHMA ana 6anaHcupoBLmkos Harpy3sku aensietcs OC Astra Linux Special Edition 1.7.

banaHcMpoBLUMK NginX yCTaHaBAMBAETCS KOMaHAOM:

:~$ sudo apt install -y nginx

roe:
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-y - KN4 angd nponycka nogreep>XXaeHUa yCTaHOBKU.

4.3.7 . NencTBUs nocne pacnpeneneHHoM yCTaHOBKU

Hactponka meHemxepa BPM B pexxnme BbICOKOM AOCTYMHOCTM MpuBedeHa B nogpasgene Hactpownka
MeHemkepa BPM B pexxuMme Bbicokon goctynHoctu pgokymeHTa CJTIET.10001-02 90 02 «PykoBoacTteo
agMuMHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

Hactporika 6anaHcupoBLUMKa Harpysku npuBefeHa B nogpasgene HacTpoika 6anaHcupoBluMKa pns
paboTbl ¢ caMonoanucaHHbiMU cepTudmkatamum pokymeHta CJIET.10001-02 90 02 «PykoBoacTteo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komriekca.
4.4 . YcTaHOBKa NporpaMMHOIo KOMMJIeKCa B peXKMMe 3aMKHYTOU NporpaMMHON cpeabl

3aMkHyTas nporpamMmHas cpega (3IMC) aensetca cpenctBoM nosbiweHms 6esonacHoctv OC nyTtem
KOHTPONS  LENOCTHOCTU (HeuaMeHHocTM) annoB. MexaHM3M KOHTPONS peanv3oBaH B BUAE
HeBbIrpy>kaemoro Moayna saapa OC Astra Linux Special Edition 1.7 (mopgynb digsig_verif),

BbIMOJIHAOLLIErO NMPOBEPKY 3/1EKTPOHHOM umndposor noanucu dannos (SLLIM).

Ons yctaHoBkmu Termidesk npu BkntoyeHHom B OC pexkume 3IMC HeobxogMMo npenBapuUTeNbHO
yCTaHOBUTb nakeT termidesk-digsig-keys, BbINONHMUB CleaytoLLee:
" NOAKAKYUTL perno3nTopuin Termidesk mnn nonyunTb oTaenbHbIM nakeT termidesk-digsig-keys
M3 penosnTopus;

® BbIMNOJIHUTb YCTAaHOBKY C NCMOJ/1Ib30BaHUEM pPeENO3NUTOPUS:
:~$ sudo apt -y install termidesk-digsig-keys
* nMBo BbINOMHUTL YCTAaHOBKY M3 deb-nakeTa:
:~$ sudo apt install -y /home/user/termidesk-digsig-keys-XXXXXX_amd64.deb

roe:

-y - KJ1t0Y AN14 rnponycka noaTBepXXaeHnsa YCTaHOBKM;
/home/user/termidesk-digsig-—keys—XXXXXX_amd64.deb - pacnono)xxeHue naketa termidesk-
digsig—keys—-XXXXXX_amd64.deb.

* nepe3arpysutb OC:
:~$ sudo reboot

* BbIMOJHUTb YCTaHOBKY Termidesk B Hy>KHOM KOHDUrypaLum (KOMMAEKCHas Uan pacrnpeaeneHHas).
y y y y
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4.5 . Mposepka paboTocnocobHOCTM NOC/IE YCTAaHOBKU

Termidesk saBnseTca paboTocnocobHbIM, ecnu B pe3ynbTaTe MNepexoga B Beb-Opaysepe no agpecy
https://localhost/! unn https://127.0.0.1/% otobpasunacb CTpaHMUA BX0Aa (cm. PucyHok 17) B
Termidesk.

YKasaHHble agpeca WUCMoJb3YHTCA B C/lydae JoKajbHOM ycTaHoBKM. Ecnn Termidesk ycTtaHoBneH Ha
cepBepe, OT/IMYHOM OT Yy3/1a, Ha KOTOPOM MpPOMCXOAMT MpPOBepKa, HeobXxoauMO BMECTO 3HaYeHUM

localhost unn 127.0.0.1 mcnonb3oBaTb |P-agpec cepsepa Termidesk.

& HaunHas c Bepcum 4.2 No yMon4YaHUIO BKJIOYEHO nepeHanpasBneHue Ha npotokon HTTPS npwu
poctyne Kk Termidesk. MNpy Heo6xoAMMOCTM MCMONBb30BAHUS He3alMLLEeHHOro npoTtokona HTTP
aAIMUHUCTPATOP O0/XKEH U3MEHUTb daln /etc/apache2/sites-available/termidesk.conf

} Paboume mecTa - Mozilla Firefox -8 X

@ Pabouve MecTa x |+

(;—) A & @ localhost/login/ - @ o =

TEPMUOECK

‘ Norux

Maponb

PucyHok 17 — HauanbHasa Beb-cTpaHmua Termidesk

Mo yMonuyaHuto nocne ycTaHOBKM BXog, B MHTepdenc ynpasneHmsa Termidesk focTyneH Tonbko
aBTopmsoBaHHOMY nosnb3oBatento OC c ponbto « AgMuHUcTpaTop». [Nonb3osatens OC gonkeH 6bITb
YNieHOM rpynnbl astra-admin (1001). [ns Bxoaa B MHTepdenc yrnpasneHns B nonsax «J1ormH» mn
«[Maponb» HeobxoaMMo yKazaTb naeHTUbMKaTop nonbsosaTenss OC u ero Nnaposib COOTBETCTBEHHO, a
3aTeM Ha)kaTb 3KpaHHYyto KHonky [BoiTu].

Mposepka gobasneHms kawo4a ot penosuTtopus npounssoamtens B OC BbiNosHAETCA KOMaHAO0M:

:~$ apt-key list

1 http://localhost/
2 http://127.0.0.1/
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=
~

I'IpOBepKa COCTOAHUA oTOeNnAeMbIX KOMIMNOHEHTOB Termidesk BbinonHseTcs KOMaHOaMu:

1 :~$ systemctl status termidesk-vdi.service
2 :~$ systemctl status termidesk-taskman.service
3 :~$ systemctl status termidesk-wsproxy.service

Ctpoka «Active» oTOBpaXaeT COCTOsIHME CepBMUCA, TAE CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycnewHom 3anycke Termidesk.
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5. OBHOBJIEHUE NMPOIrPAMMHOI'O KOMITJIEKCA

5.1 . KomnnekcHoe obHoBneHue Termidesk

KomnnekcHoe oGHOBMEHME Moppa3yMeBaeT, YTO KOMMOHEHTbI « YHMBepCanbHbIM aucnetyep», «LLinto3»,

«MeHemykep paboumx MecT» yCTaHOB/IEHbI Ha OLHOM Y3/1e.

& Tpu HeobxoguMocTh noHMkeHUa Bepcumn Termidesk oo 4.0 HeobxoaAMMO yaanuTb U Nepeco3naTb

bA.

A& Ecnv B dannbl koHdurypaumm m 3anycka Termidesk Bpy4YHyr ObliM BHECEHbl Kakue-Mbo
M3MEHEHUS, TO 3TU U3MEHEHMS NPU OOHOBIEHUN HE COXPAHSIOTCS.

Lna komnnekcHoro obHoBneHus Termidesk Hy>kHO:

* OCTaHOBUTb cNy»kbbl Termidesk:

:$ sudo systemctl stop termidesk-vdi termidesk-wsproxy termidesk-taskman termidesk-celery-
beat termidesk-celery-worker

* yoanuTb Kew ¢arna oteetoB debconf koMaHaaMu:

1 :$ sudo rm -f /var/cache/debconf/config.dat
2 :$ sudo rm -f /var/cache/debconf/config.dat-old

roe:
—f - K04 UFTHOPUPOBaHMSA HECYLLECTBYHOLLMX hanoB;

* noaknounTbL penosutopun Termidesk (cMm. nogpasgen MNMonyyeHne nakeToB yCTaHOBKM);

* BbIMNOJIHUTb OBHOBNEHME:

:$ sudo apt install -y termidesk-vdi

roe:
-y - KJIHOY 419 NMPOMnyCcKa NoATBEPXKAEHMSA YCTAaHOBKM.

* B Amanorax BeBoga napameTpoB noakstoveHuss K CYBM v K[ Hy>XHO Ha)kaTb 3KpPaHHYH KHOMKY

[OK];

& [vanor HacTpomku noakntoueHun K cepeepaM RabbitMQ-server oTobpaxkaeTcs B TOM Cnyuae,
€ec/in B KOHMUrypauMoHHoOM danne /etc/opt/termidesk-vdi/termidesk.conf paHee He
6b1nM 3aaaHbl NapaMeTpbl RABBITMQ_URL.

= B Aguanore Bblbopa komnoHeHTa Termidesk B cny4vae KOMMIEKCHONO OGHOBEHWSI BCE MYHKThI

[LONIXKHbI BbITb OTMEUEHbI «*» U HYXXHO HaXkaTb 3kpaHHY kHonky [OK].
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& HauvHas c Bepcunm Termidesk 4.1 un3MeHeHa MOAUTMKA JIMLEH3UPOBAHWUA MPOrPaMMHOI0
KOMMeKca.
JIMueH3nmM orpaHMyYeHbl AOCTYMHbIMU MOCTABLLMKAMM PECYpCOB M MPOTOKONaMu pocTaBku. Bce
paHee BbIMYyLUEHHbIE IMLEH3UN CHUTAIOTCA HEOrPAaHUYEHHbBIMU.
Mpy aKTUBALMM NULEH3UM C OFPaHUYEHUSIMU, BCE OOBLEKTDI, CBA3AHHbIE C HEMLEH3MPOBAHHbIMMU
NOCTaBLUMKAMM MU NPOTOKONAMM, ByayT HEAOCTYMHbI.

Ecnv Hy)XXHO BbIMONHUTL OBHOBNEHWE 6e3 noak/toveHMs penosuTopus (NpyM Hanuumm deb-nakeTa)

cnepyeT BbINOJHUTbL KOMaHAy:

:$ sudo apt install -y <nyTb k deb-nakety termidesk-vdi>

B cny4yae, ecam npu OBHOBNEHUN MOSABASETCA coo6u.|,eHv1e O Hepa3pelleHHbIX 3aBUCUMOCTAX, cnenyeTt

BbIMO/IHUTb KOMAHAY:
:$ sudo apt install -f
roe:
—f - KJItOY, YKa3bIBaOLLMM, YTO HYXKHO MCMPaBUTb C/IOMaHHbIe 3aBUCMMOCTM MakKeToB.
Mocne 3aBepLleHMS OBHOBNEHUS HY>KHO:
* MpoBepuUTb cocTosiHMe cnyxb Termidesk:

:$ sudo systemctl -a | grep termidesk

roe:
—a - KJIoY 419 BbIBOAA CMUCKA CNYXKO6;
grep - yTUAUTA AN9 NMOUCKA TEKCTa B BbIBOAE NpeablayLen KOMaHabl.

* MPOBEPUTbL AOCTYMHOCTb BEG-UHTepdenca.

5.2 . O6HoBneHue ans pacnpeneneHHOU KOHPUIrypaumm yCTaHOBKU

5.2.1. O6was koHuenuusa obHOBNEHUS
O6HoBneHne Termidesk, ycTaHOBNEHHOro B pacrnpenesieHHOM OTKa30yCTOMUYMBOM KOHbUIypauuu,

BbIMOJIHAETCS B C/IefYHOLLEN NocnesoBaTeslbHOCTU:
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& TlpuBeneHHas 34ecb npouesypa OOHOBMEHMS MpeAnonaraeT, YTO WMCMONb3YHTCA Y3/bl-LUAHO3bI
termidesk-wsproxy.
Ecnu paHee Ha ys3nax-wnto3ax Obln yCTaHOBMEH 3KCMEpPUMEHTaNbHbIA W03 termidesk-
gateway, HeobxoAMMO CHadasia OOHOBUTb WX, WU TOMbKO MOTOM - Y3Nbl-OUCMETYEPbl U Y3bl-
MeHemkepbl BPM.
LLarun 3-8 oTHOCsATCA K 06HOBNEHMIO y3noB-aucneTyepoB Termidesk (cnyxba termidesk-vdi).
LLarun 9-14 otHocsTca K 06HOBNEHMIO y3n0oB-LWt030B Termidesk (cny>kb6a termidesk-wsproxy).
LWarn 15-22 oTHocsATCS K ODOHOBMEHWUIO Yy3noB-MeHegykepoB BPM (nnaHupoBLUMKOB 3apaHui)
Termidesk (cnybbl termidesk-taskman, termidesk-celery-beat, termidesk-celery-
worker).

LWar 1. Ha cepeep ¢ CYB/, n1bo Ha oTAeNbHO BblAeNEHHbIM CepBep, YCTaHaBIMBAETCS U HacTpamBaeTcs
koMnoHeHT RabbitMQ-server B cnyyae, ecnu paHee RabbitMQ-server He 6bin ycTaHOBNEH.

Lar 2. Cosnaetca pesepsHasa konusa RSA-knoven, pacnono)KeHHbIX B KaTasiore /etc/opt/termidesk-
vdi/wsproxy/ oas nocnenyroLLen KOPPeKTHOW paboTbl ANCMETUYEPOB U LLJTHO30B.

LWar 3. Ha 6anaHcMpoBLIYKe Harpyskuy, OTBEYAOLLEM 33 pacrnpeneneHmne NMoaKIYeHUM K gucrneTyepam,
M3 cnmcka 6anaHCcMpoBKU (KOHPUIypaLmMmn nginx) UCKIIOYAETCS AUCMETYEp, NMoaJeXxXallmin OOHOBIEHUIO
(3a pa3 - Tonbko OAUH).

LWar 4. OencTeusa wara 3 noBTOPAKOTCA AN19 KaXKA0ro CyLLeCcTBYoLLEero 6afiaHcMpoBLImKa.

LLar 5. O6HoBnsieTCs yKa3aHHbIM Ha Lware 3 gucneTtyep.

War 6. Ha ob6HoBneHHOM aucneTyepe BocCTaHaBnuBatoTcs RSA-kntouM U3 pesepBHbIX KOMWUM,
CO3[aHHbIX Ha ware 2. Y3en nepesarpyaeTcs.

LWar 7. BeibupaeTcsa cnenyowmim gucnetyep, nogjiexalimin 0OHOBMEHUIO, /11 HErO BbIMOHSAIOTCS LWarm
3-6.

Lar 8. Mo 3aBepweHun obHoBneHna BCEX amcnetyepos cnncok 6anaHCMpOBKM BOCCTaHABIMBAETCA A0
ncxopHoro. MNMposepsieTca gocTynHocTb rpaduyeckoro nHTepderca Termidesk cHavana obpawieHMeM Ha
IP-agpec kaXkporo 13 aMcneT4yepos, 3atem obpalleHneM Ha |P-agpec GanaHCUMpoBLLMKA Harpy3sKu.

Lar 9. Ha 6anaHcuMpoBLUMKe Harpysku, OTBEYAIOLLEM 3a pacrnpenesieHue NMOAKMHYEHUM K LUJI3aM, U3
crnmcka 6anaHCMPOBKM UCKIKOYAETCS LLUJHO3, NMoANeXxalmin obHoBneHMo (3a pas - Tonbko OUH).

LWar 10. dericTBus wara 9 noBTOpSHOTCA AN KaXKA0MO CYLLECTBYHOLLEro 6anaHCUPOBLLMKA.

Lar 11. O6HoBNsIeTCA yKa3aHHbIN Ha wware 9 wntos.

Lar 12. Ha obHoBNeHHOM LLO3e BoccTaHaBnmeBaroTca RSA-knoum us pesepsBHOM KONuu, CO3aaHHOM Ha
ware 2. Y3en nepesarpyxaetcs.

LWar 13. BbibupaeTca cnenytolmi W03, NOAJEXALWMN OOHOBNEHUIO, O HEro BbIMOJMHAKOTCA LIaru
9-12.

LWar 14. Mo 3aBepweHnn obHoeneHns BCEX wnto30B cnvcok 6anaHCMpPOBKM BOCCTaHAB/IMBAETCS [0

NCXOOHOrO.
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Lar 15. Ha y3nax c ycTaHOBNEHHbIM NJaHMPOBLUMKOM 33a4aHUIM, KOTOPbI paboTaeT B 0TKa3oyCTOMUYMBOM

KoHduUrypaumm B pexkume «SLAVE», nonkeH 6biTb BbIMOMHEH OCTAHOB CNyX6 keepalived.

Lar 16. O6bHoBNsieTCs BbIOpaHHbIM NNaHMPOBLUUK 3aaaHM. BbinonHaeTca 3anyck cnyskb.

War 17. Ha obHOBNEHHOM MMaHUPOBLUMKE 3aAaHWK BOCCTaHaBnmBatoTcs RSA-kntoum m3 pesepBHOM

KOMWM, CO30aHHOM Ha Lware 2. Y3en nepesarpykaercs.

Lar 18. BoinonHsieTcs 3anyck cnyxo6 keepalived.

Lar 19. Ha y3ne ¢ ycTaHOBNEHHbIM MIAHUPOBLLMKOM 334aHUI, KOTOPbIX paboTaeT B 0TKa30yCTOMUYMBOM

KoHduUrypaumm B pexkume «MASTER», nonxeH ObITb BbIMONHEH OCTAHOB CNYX6 keepalived.

Lar 20. O6bHoBnsieTCcs BblIOpaHHbIM NNaHMPOBLUUK 3adaHM. BbinonHaeTca 3anyck cnyskb.

LWar 21. Ha obHOBNEHHOM MNNaHMPOBLUUKE 33JaHUM BOCCTaHaBnuBatoTcs RSA-knwoum 13 pesepBHOM

KOMWM, CO30aHHOM Ha Lware 2. Y3en nepesarpyykaercs.

Lar 22. BoinonHsieTcs 3anyck cny>xo6bl keepalived.

a

O6HoBneHne po Termidesk Bepcuu 4.1 BO3MOXKHO, eCnv NMpeablayLlas yCTaHOB/IEHHAs BEPCUS He
Huxe 4.0.

Ecnn B dannbl koHdUrypaumm m 3anycka Termidesk (/1lib/systemd/system/termidesk-x)
BPYYHYI ObiM BHeECeHbl KakuMe-IMbo W3MeHeHMs,, TO HeobXOAMMO BbIMOMHUTL pPe3epBHOE
KOMMPOBaHWE AaHHbIX (anioB, MOCKONbKY 3TU M3MEHEeHUs Npu O0BHOBNEeHUWM cOpacbiBatOTCA A0
3HAYEHUM MO YMONYAHUIO.

HaunHaa c Bepcum 4.0 koHdurypaumsa Termidesk cBeseHa B eauHbii damn /etc/opt/
termidesk-vdi/termidesk.conf.

B cnyuae, ecnn npeabipylas Bepcus Termidesk 6bina yctaHoBneHa Ha OC Astra Linux Special Edition

1.6 nnum Astra Linux Common Edition, To notpebyetcs nepeyctaHoBka OC u Termidesk.

Torpa ans coxpaHeHus cywiectsytowen b Hy>kHO:

BbINONHUTL 3kcnopT b, 13 Termidesk npenbiayLien sepcuu;

BbIMO/MHUTbL pe3epBHOE KonupoBaHue ¢dannos KoHdurypauum u 3anycka Termidesk (/1lib/
systemd/system/termidesk-*, /etc/opt/termidesk-vdi/wsproxy/x*);

BbiNnoNHUTL ycTaHoBKY OC Astra Linux Special Edition 1.7;

BbIMOJIHUTb YCTAaHOBKY M HacTporky RabbitMQ-server cornacHo noapasaenam YcTtaHoBKa bpokepa
coobweHuni RabbitMQ-server n Hactpoiika 6pokepa coobwieHuin RabbitMQ-server;

BbINMOJIHUTL YCTaHOBKY M HacTpouky CYB[, Postgresql-11 cornacHo nogpaszenam YcTaHOBKA
CYB[, Posrgres-11 n Hactpoiika CYB/, Posrgres-11;

BbIMO/IHUTb MMMNOPT paHee coxpaHeHHou b/;

BbIMOMIHUTL  yCTaHOBKY Termidesk cormacHo nogpasgeny PacnpepeneHHas  ycTaHOBKa

nporpaMMHOIro KoMmrnJsiekca.
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5.2.2. War 1: yctaHoBKa 1 HacTpoika RabbitMQ-server
LLlar BbinmonHsieTcs B COOTBETCTBMM C nogpasgenamu YcraHoBka RabbitMQ-server u Hactpoiika

RabbitMQ-server npu oTcyTcTBMM paHee ycTaHoBneHHOro RabbitMQ-server.

5.2.3. LUar 2: pesepeHoe konupoBaHue RSA-knouei
BbinonHuTh pesepsHoe KonupoBaHue RSA-kntouelt ¢ ogHOro u3s y3nos-amcneTyepos. PesepBHble Konum

KJIFOYEN MOXXHO CKOMUPOBATb, HaNpuUMep, Ha APYroi CETEBOM y3en KOMaHAo0m:

:~$ sudo scp -r /etc/opt/termidesk-vdi/wsproxy localuser@ipaddr_or_fqdn_host:/home/
localuser/

roe:

—r - KJItOY 4N1S1 PEKYPCUBHOM (CO BIOXKEHHbIMM KaTaJloraMu) nepenayu;
localuser - M4 rnonb3oBaTeNs LLeeBoro ysna;
ipaddr_or_fqdn_host - IP-agpec nnu FQDN uenesoro y3na;

/home/user - NnyTb, Kyaa 6yaeT CKOMMPOBaH KaTasior.

5.2.4 . War 3: pepakTupoBaHue KoHPUrypaumm 6anaHCMpoBLUMKA Harpy3ku
Ha 6GanaHCMpOBLUMKE HArpy3km HYXXHO OTKPbITb W OTpeaakTMpoBaTb dann /etc/nginx/sites-

available/sampledomain.ru.conf.

B paHHOM KOHdUrypauuMoHHoMm dauvne cieayeT HaWTu OMpekTuBy daas-upstream-nodes
nepeyncsieHMeM CNmMcka AMCNeTHEPOB, BbIOPaTb NepBbIM MO CAUCKY AUCMETYEP, 3aKOMMEHTMPOBaTb €ro m
COXpaHUTb ann.

Mpumep ana cnmcka 6anaHCUPOBKM:

& 3pecb v panee npumepsbl IP-agpecoe npueeaeHbl B cootBeTcTBuM ¢ RFC 5737. YkaszaHHble |P-
agpeca OOMKHbl BbiTb 3aMEHEHbl Ha aKTyaslbHble, UCMOJIb3yEMblE COMMAaCcHO CXeMe afdpecauuu,
NPUHATON B MHGPACTPYKTYype NpeanpuaTus.

upstream daas-upstream-nodes {
least_conn;

server 192.0.2.30;

server 192.0.2.31;

server 192.0.2.32;

~No b WN R

[ns uckntoyeHus NepBoro No CNMcky aucneTtyepa ¢ana NPUBOAUTCS K BUAY:

1 upstream daas-upstream-nodes {
2 least_conn;
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# server 192.0.2.30;
server 192.0.2.31;
server 192.0.2.32;

~No b~ W

Mocne naMeHeHust arina HY>XKHO Nepe3anyCcTUTb BeG-cepBep:

:~$ sudo systemctl restart nginx

5.2.5. War 4: pepakTupoBaHue KOHPUrypaLmm OCTabHbIX 6aNaHCUPOBLUMKOB HarpysKu

Ha Bcex cywecTByrOLWmMX 6anaHCMPOBLLMKAxX Harpysku BoinonHuTh LWar 3.

5.2.6 . War 5: obHoBNeHMe aucneTyepa

Mpouenypa o6HOBNEHWS MPOBOAMTCS C MOMOLLBK YCTaHOBKM HoBou Bepcum Termidesk noeepx yyke
MMEIOLLENCS U HE OTIMYAETCS OT MpoLecca, onucaHHoro B nNyHkTe HeaBTOMaTusMpoBaHHasi yCTaHOBKa
Termidesk 3a mckntoueHMEM OTCYTCTBUSI HEOBXOOUMMOCTU KOPPEKTUPOBKU daina KoHbUrypauum Beb-

cepsepa.

& Tpu ycraHoBke aucnetyepa Termidesk HeobxoguMo BbiGpaTb KoMMoHeHT «Broker» B
OMaNIoroBOM OKHe ncesaorpacdmnyeckoro nHTepdenca MHCTaNIATopa.

& KoppekTtuposka davina /etc/apache2/apache2. conf, onmcaHHas B NyHKTe
HeasTroMaTnaupoBaHHas yctaHoBka Termidesk, npu o6HOBNEHWM He NpoOU3BOAMTCS.

Mepep, 3anyckoM npouenypbl 0GHOBNEHUS HYXKHO:

* ocTaHOBUTb cnykby Termidesk:
:~$ sudo systemctl stop termidesk-vdi
* yoanuTb Kew danna otBeToB debconf kKoMaHAaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

roe:

-f - KJIFOY UTHOPUPOBaHUS HeCyLLLeCTBYHOLLMX (anioB.

5.2.7 . War 6: BoccTaHoBneHue RSA kntoueit us pesepBHOM Konum

BbinonHuTb KONMpoBaHMe coxpaHeHHbIX Ha LLlare 2 RSA kntoyel Ha y3en ¢ 06HOBNEHHbBIM AUCMETYEPOM.

3aTeM nepesarpy3uTb y3en:
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:~$ sudo reboot

Mocne 3arpysku y3na npoBepuTb COCTOSAHME CYXKD:

:~$ sudo systemctl -a | grep termidesk

roe:
—a - KJ1HoY 419 BbIBOAA CMUCKA CNYXK6;
grep - yTUNUTA AN9 NOUCKA TEKCTA B BbIBOAE MPeablAyLen KOMaHabl.

MpoBepuTb goCTyNHOCTL BeG-MHTepderica aucneTyepa Termidesk uepes Be6-6pay3zep.

5.2.8 . Lllar 7: o6HOBNEHUE CrieayioLLEro No CNUCKY AucneTyepa

Heobxoanmo BbinonHuTb gercteus ¢ Lara 3 no Lar 6 gna cneayrowero no cnucky amcneryepa.

an BbinonHeHun Lllara 3 paHee 3aKOMMeHTMDOBaHHbIIZ 2/1EMEHT OCTaeTCd B TOM >Ke COCTOdHUWU,

AONOJIHUTENbHO HY>XHO 3aKOMMEHTUNPOBATb CTPOKY CO Cneayrwmnm gucneT4yepom.

5.2.9. War 8: BoccTraHOBNEeHME KOHGUrypaLmm 6anaHCUPOBLUMKA Harpysku
Mo 3aBepweHun obHoneHns BCEX agucnetyepos crnvcok 6anaHcupoBkr Ha BCEX 6anaHcupoBLmkax

BOCCTaHaB/1MBaeTCd 4O NCXoaHoOro.

Panee 3dKOMMEHTUMPOBAHHbIE CTPOKN HYXHO pPAaCKOMMEHTUMPOBATb, 3aTe€M BbIMNOJIHUTb NeEpeE3arpys3Ky

CNy>bbl Nginx Ha KaXAoM 6anaHCUPOBLLMKE:

:~$ sudo systemctl restart nginx

BbinonHWTb NpoBepKy JOCTYNMHOCTU rpacdumyeckoro uHtepdenca Termidesk yepes Be6-b6paysep cHavana
obpalleHnem Ha |P-agpec kaxxgoro us gucneTyepos, 3aTeM obpalleHmeM Ha |IP-agpec 6anaHcupoBLMKa

HarpysKku.

5.2.10 . LWaru 9-14: o6HoBNEeHMe LUNIO30B
O6HoBNEHME LUJHO30B MO CBOENM CTPYKTYpPE HE OT/INYAETCS OT AEMCTBUM NO OBHOBIEHUIO AMCMNETYEpPOB, 33

MCKNYeHneM Bbl60pa YCTaHaB/INBa€EMOIro KOMMOHEHTaA.

& Tpu ycTaHoeke wito3a Termidesk Heobxoanmo BbibpaTb kOMMOHEHT «Gateway» B AManorosom
OKHe ncesaorpacdmyeckoro nHTepdenca MHCTanIATopa.

Mpu pepakTupoBaHum danna /etc/nginx/sites-available/sampledomain.ru.conf cnenyer HanuTh
AVpeKTUBY daas-upstream-ws C MepevynucieHMeM CMUCKA LUAKO30B WM BbIMNOAHUTb  UCK/HOUYEHUE
(KOMMeHTUpOBaHMeE CTPOK) LLIJTHO30B.

Mepepn 3anyckoM npouenypbl OGHOBNEHMS LLKO30B HY>KHO:

" OCTaHOBUTb CJ'Iy)K6bI L1KOo3a:
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:~$ sudo systemctl stop termidesk-wsproxy
* yoanuTb kew danna oteeToB debconf koMaHAaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

Mocne 3aBepllieHMs YCTAaHOBKM HeobxoamMmo ybeamTbcs, 4To B dannie /etc/opt/termidesk-vdi/

termidesk.conf napameTp WSPROXY_BIND_ADDRESS npuBefeH K cnenyrowemMy suay:

WSPROXY_BIND_ADDRESS="0.0.0.0"

5.2.11 . War 15: octaHoB cny>x6 Ha MeHep)xepe BPM
Ha y3nax c yctaHoBneHHbIM MeHemkepom BPM, paboTatowieM B 0TKa3oyCcTOMUYMBOM KOHUrypaumm B

pexxume «SLAVE», BbInonHseTca ocTaHOB cNybbl keepalived koMaHAoM:

:~$ sudo systemctl stop keepalived

5.2.12. LWWar 16: o6HoBneHue meHemxkepos BPM
O6HoBneHne ™meHemxkepa BPM no cBoen cTpykType He OT/IM4YaeTCs OT OEWCTBMM MO OBHOB/IEHMIO

ancnetyepos, 3a UCKTHOYEHUEM Bbl60pa YCTaHaB/IMBa€MOIro KOMMNOHEHTA.

& Tpu ycTaHoeke MeHepkepa BPM Termidesk Heobxoanmo BbibpaTb KOMMOHeHT « Task manager» B
[ManoroBOM OKHe rnceBaorpaduyeckoro nHTepdenca MHCTanasTopa.

Mepen 3anyckom npouenypbl 06HoBNeHMS MeHeaykepa BPM HyxHo:

= OCTaHOBWUTb CNybbl Termidesk:

:~$ sudo systemctl stop termidesk-taskman termidesk-celery-beat termidesk-celery-worker

& Tpu octaHoBke cnykbbl Ha MeHepkepe BPM, Haxogswemcs B pexume «SLAVE», komaHpa
MOXKET BblJaTb OLUMOKY - 3TO HOpMasibHOEe MOBeAeHME.

* yaanuTb Kew ¢arina oteeToB debconf koMaHaaMu:

1 :~$ sudo rm -f /var/cache/debconf/config.dat
2 :~$ sudo rm -f /var/cache/debconf/config.dat-old

lMocne ycTaHOBKM HY>XHO UCKITHOUUTDL CNY>by termidesk-taskman M3 aBTOMaTM4eCKOro 3anycka:

:~$ sudo systemctl disable termidesk-taskman
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MNcknroueHue C}'Iy)K6bI M3 aBTOMATUYECKOIro 3anycka HeO6XO,£I,VIMO, MOCKOJIbKY ynpaBneHune ee COCToOAHNEM
nponsBoanTCA CKpUnTaMun pexkmma BbICOKOM AOOCTYNMHOCTMU.
Ha y3ne, Bbl6paHHOM B KayecTBe slave, HY>XHO HE TOJIbKO MUCKIHKYUTb CJ'Iy)K6y N3 aBTOMaTUYECKOro

3anycka, HO 1 OCTaHOBUTb €€ nocne 0bHOBNEHMS:

:~$ sudo systemctl stop termidesk-taskman

5.2.13. LUar 17: BocctraHoBneHue RSA knioueit Ha MeHegkepe BPM
BbinonHUTb KONMpoBaHWe coxpaHeHHbix Ha LLlare 2 RSA-kntoyen Ha y3en ¢ 06HOBIEHHbIM MEHeOYKEPOM
BPM.

3aTeM nepesarpysuTb y3en:

:~$ sudo reboot

5.2.14 . LLar 18: BoccraHoBneHue cnyx6b! keepalived

BbinonHuTb 3anyck cny»6bl keepalived KoMaHOOM:

:~$ sudo systemctl start keepalived

5.2.15. Llaru 19-22: o6HoBNneHMe ocHoBHOro MeHepxepa BPM

O6HoBneHue ocywecTenseTcs aHanormyHo Laram 15-18.
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6 . YAANNEHUE NMPOIMPAMMHOIO KOMITJIEKCA

LOna ynaneHuns Termidesk Heobxoanmo:
* ecnun yctaHoBka Termidesk Obina BbIMOSHEHA C WMCMO/Ib30BaHMEM MOAK/IFOYEHHOIO Peno3nTopus,

BBECTW KOMaHAy:
:~$ sudo aptitude purge -y termidesk-vdi

roe:
-y - KJIOY 419 MPONyCcKa NOATBEPXKAEHMS yaaleHUs;
* ecnm yctaHoBka Termidesk 6biia BbinonHeHa M3 deb-nakeTa 6e3 MCMNONb30BAHUS MOAKIHOUYEHHOIO

peno3nTopusa, BBECTU KOMaHAY:
:~$ sudo dpkg -P termidesk-vdi
" nocne yganeHus Termidesk HY>XHO OYUCTUTb OCTaBLUNECHA 3aBUCUMMOCTU U KOHd)MpraLI,MMI
:~$ sudo aptitude purge ~c -y

KOMaH,EI,a NOTHOCTbHO yﬂ,a}'IVIT OoCTaBLlunecsd HaCTpOﬁKM N 3aBUCUMOCTU y>Ke y,EI,aJ'IeHHbIX MNaKeToB.
Ons ynanenus B v ponu nonb3oBaTens cnepyeT BbIMONHUTL CleaytolMe OEUCTBUS, CTpoOro cobntopas
MX NOCNeNoBaTe/IbHOCTb:

" MepeKkSIFUYUTLCS Ha NoJib30BaTeNs postgres (Yepes Nonb3oBaTens root):

1 :~$ sudo -s
2 :/home/astra# su postgres

* 3aMyCTUTb TepMUHANbHbIM KnueHT CYB/:
:/home/astras$ psql
" MCMONb3ys MHTEPAKTUBHbIN MHTEpdenc TepMuHanbHoro knneHTa CY B[, yaanute BA;:
postgres=# DROP DATABASE termidesk;
" yoanuTb ponb nonb3osatens b
postgres=# DROP ROLE termidesk;
" BbIMTM U3 MHTEPAKTMBHOIO MHTepderica TepMUHanbHoro knneHta CY B/
postgres=# \q

* BbINTU U3 CEAHCa NONb30BaTeNs postgres KOMaHOOM:
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:/home/astra$ exit

" yAaNUTb OCTaBLUMWCS KaTanor ¢ daniamum, coaepXkallMMu nepeMeHHble gas nogkntoveHus Kk b,

cepTUDUKAT U KoY
:~$ sudo rm -R /etc/opt/termidesk-vdi

roe:

—-R - koY ang pekypcmBHOro ,EI,EIZCTBMFI. By,u,yT yAaneHbl BCe BJIOXXEHHbIE NMOAKATa0ru.

& Ecnv nocne ypanenuss Termidesk (ymaneHve B[, npu 3TOM He NpoOwM3BOAMNIOCH) BO3HMKIA
HeobXxoAMMOCTb MOBTOPHOW YCTAHOBKM MPOrpaMMHOI0 KOMMJIEKCa, TO MOC/Ae MHCTannaumm
MOYKET MOHaA00bUTHLCS CHOBa BBECTWM ayTEHTUDMKALMOHHbIE AaHHble (Naposib, TOKEH AOCTYMNa) B
nocTaswmke pecypcoB (cM. pasgen MNocraBwmku pecypcoB gokymeHta CJTIET.10001-02 90 02
«PykoBoacTBO agMUHMCTpaTopa. HacTpolka mMporpaMMHOro KOMMIeKca»).
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7 . TMLUEH3UPOBAHUE

7.1 . MNMonyyeHne NULEH3UOHHOrO Klo4Ya

Ona Termidesk npenycmMoTpeHbl cnepytoLmMe BapuaHTbl IMLEH3UPOBAHMS:
» Termidesk VDI (nopaepy>kka coBMecTUMbIX Naathopm BUPTYanamnsaLmm n CEpBEPOB TEPMUHASIOB);
* Termidesk Terminal (nogaep>kka Tonbko cepsepoB TepMuHanoB anss OC Windows (MS RDS/MS
RDSH) u Astra Linux (STAL)).

B pamMkax fOCTYMHbIX BapUaHTOB JIMLLEH3MPOBAHMSA CYLLLECTBYET NOAAEPXKKA ABYX TUMOB JINLEH3UN:
" M0 MOJIb30BATENAM - JIMLLEH3US! NMPUBA3bIBAETCS K NMOSIb30BaTENO CUCTEMBI;
" M0 KOHKYPEHTHbIM COEAMHEHWUSIM - JIMLUEH3USA MPUBA3LIBAETCS K KOMMYECTBY OAHOBPEMEHHbIX

NOAKJ/OYEHUI NOIb30BaTeNIen Yepe3 CUCTEMY.

& HaunHas ¢ Bepcum Termidesk 4.1 un3MeHeHa NOAUTMKA JIMLEH3UPOBAHUS MPOrPaMMHOI0
KOMMJieKca.
Bce paHee BbinyLLEeHHbIE TMLEH3UN CUMTAOTCS HEOTPAHUYEHHBIMU.
Mpy akTUBALMM NULIEH3MU C OFpaHUYEHUSAMU, BCE OOBEKTDI, CBA3aHHbIE C HEJIMLEH3UPOBAHHbIMMU
MOCTaBLLMKAMMN pecypCcoB MM NPOTOKONAaMMU AOCTaBKU, OyayT HEAOCTYMHbI.

OunctpmnbyTtme Termidesk pacnpocTpaHseTca ¢ npesyCTaHOBAEHHbBIM JIMLEH3UOHHbIM K/KOUOM, MMEIOLLMM
orpaHuyeHue Ha 4 (Y4eTbipe) O4HOBPEMEHHbIX MOAK/OYEHMS A8 03HAKOMUTENbHbIX Lenen. AuctpnbyTms
npefHasHayeH O1a NpPoOBeAEeHUsI UCMbITaHWUS, 0O3HAKOMIIEHUS MW OEMOHCTpauMM ero GyHKLMOHANbHbIX
BO3MOXXHOCTeW. OncTpmnbyTMB AN 03HAKOMUTENbHbIX LIESIEM MOXET MpefoCcTaBnsATbCs 6e3 3ak/itoveHus
COOTBETCTBYtOLLEro gorosopa Ha cpok 90 (meBSHOCTO) KaneHAapHbixX AHen. [NoapobGHee c ycnoBusiMu
JINLLEH3MOHHOIO COr/alleHMe C KOHEYHbIM MOJIb30BaTe/IEM MOXHO O3HAaKOMUTLCS Ha CalTe KOMMaHWM:
https://termidesk.ru/eula.pdf.
Lna nonydeHms [ONONHUTENBbHbIX ULLEH3NOHHBIX KJKOUEN C LESIbI0 03HAKOMJIEHMS HEODXOAUMO NePENTH
no ccoinke https://termidesk.ru/products/#request-key wn cdopMmpoBaTb 3anpoc, 3anoJIHMB
KOPPEKTHbIMU AAHHbIMU CNEAYHOLLME SKPAHHbIE Nos:

» «KopropatmeHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3MIO;

* «CucrtemMHbin UUIDw»;

» «Cornacme Ha 06paboTKy NePCOHAJIbHbIX AAHHbIXY.

NHdpopmauma o cuctemHom UUID pacnonaraetcs B rpacdmyeckoM uHtepdence ynpaeneHus «Hactponka

- Jlnuensus - CuctemMa», npumep rnokasaH Ha PUCYHKE (cM. PucyHok 18).
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& [1na nonyyeHus NULEH3MOHHOMO KAtO4a Mpu pacnpeneneHHOM BapuaHTe ycTaHOBKM Termidesk,
HeobxoguMo npenocTaBuTb B 3anpoce cucteMHble UUID Bcex y3noB € KOMMOHEHTOM
«YHMBEpCanbHbIA OUCMeTYep» U BCEX Y3/IOB C KOMMOHEHTOM «MeHemkep paboumx MecT».
MHdbopmaumio o cuctemHoMm UUID B 3ToM cnyyae HEOBX0AMMO MONYYUTh OIS KaXK4oro ysna us
darina /sys/devices/virtual/dmi/id/product_uuid.

= @ TERM'DESK ® @EHCTEMHHH nonk3o0Baren. (u) v
~

a 0630p NwueHsua

& KommoHeHTbl > WHdopmauma o nMLeH3Mn

. Nvuensna Cucrema 3arpyska
£ Hactpoiiku >

| cvicremmbizi uuiD: 288634c3-adfa-4e31-897a-3efee73d6608 |
G o Bepcua NO: 4.1-rc2
Mogynu: HasBaHue Bepcwa
termidesk_vmmprov 41
.'|| MOHUTOPUHT > termidesk_sessionsprov 41.0
termidesk_openstackprov 4.1
termidesk_metasessionsprov  0.0.1
termidesk_rdstrans 41.0
termidesk_staltrans 41.0

PucyHok 18 - PacnonoxeHue nHpopmauum o cuctemHom UUID

Mo 3aBepLUeHWMM 3aMONHEHUsI MONEeN HYXHO HaXKaTb 3KpaHHyt KHoMky [OTnpaBuTb 3anpoc kioua
akTuBauum].

[Ons nonyyeHWs NULEH3MOHHOIO K/KOYa Ha NMpUOBpPeTEeHHOE KOMMYECTBO JIMLEH3UIW CrieayeT NepenTu no
ccbinke https://termidesk.ru/products/#request-key u cdopmMupoBaTb 3anpoc, 3anosHMB
KOPPEKTHbIMU AAaHHbIMWU CNeAYOLLME SKPaHHbIE NONs:

» «KopnopaTuBHbIn email»;

» «MMga nnua, 3anpallmnBatoOLLEro JINLLEH3MNIO;

* «CuctemHbin UUID»;

» «Cornacre Ha 06paboTKy NePCOHaNbHbIX AAHHbIX».

7.2 . Beog nvueH3umn

Ons pobaBneHus nuueH3mMoHHoro knto4va B Termidesk B rpaduyeckom nHTepderice ynpaBsneHus cnepyet
nepenTn «Hactpoiku - Jlnuensus - 3arpyska». Haxae akpaHHyto kHonky [Bbibpatb], ykaszatb nyTb K

banny ¢ IMLEH3UOHHBIM KFOUOM (cMm. PucyHok 19), @ 3aTE€M HakaTb 3KPaHHYHO KHOMKY [3arpysuTb].
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= @ TERM'DESK ® @EMCTEMHmFl nonb3oBatens (u) v
=

ﬁ 0O630p NuueHzna

& KoMnoHeHTel > WNHdopmauma o nuueHsnn

NueHzng Cucrema 3arpyzka
ﬁ: HacTpoiikn > H Py

NuueHsuna Vieowume gadin ¢ auyeH3ued... BuiGpaTb

G Paboune mecta > P——

all Momvtopunr >

PucyHok 19 — OkHo pobasneHus danna c AMUeH3neN

7.3 . lNpoBepka cBeAeHUIA O NULIEH3UM

[Ons npocmoTpa nHbopmaumm 06 UCMoNb3yeMOM NIMLEH3MOHHOM KJTtoYe CrieayeT nepenTy B rpaduyeckui
nHTepdenc ynpasneHus, BblbpaTb «HacTporku - JluueHsmsa - JluueHsmsa» M NpocMoOTpeTb CBEAEHUS B
CNnefyoLmMX 3KpaHHbIX NOMsX:

* «MMa» — CUCTEMHOE UMS YCTPOMCTBA, rae dyHKuMoHupyeT Termidesk;

» «OpraHusauus» — HaMMeHOBaHME OpraHu3auuK, 4 KOTopon chopMUPOBaH INLEH3UOHHbIN KITHOY;

* «Email» — agpec aneKTPOHHOM NOYTbI, YKa3aHHbIM NPU 3aNpoce JIMLEH3UOHHOMO KJTHou4a;

* «KOHKYpeHTHble COEAMHEHUS» — MaKCMMalbHO BO3MOXHOE KO/MYECTBO OAHOBPEMEHHbIX

coeguHeHun ¢ BPM;
* «JocTtynHble rocteBble OC» — BapuaHTbl AOCTYMHbIX AN YCTAaHOBJEHHOrO BUAA JIMLIEH3UM

roctesbix OC.
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8. MEPEYEHb TEPMHUHOB

TepMuH OnpepeneHune
banaHcupoBwuk | CaMoCTOATENbHBIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpenesieHne Harpysku Ha
Harpyskum MHOXECTBO YHMBEPCa/bHbIX AMCMNETYEPOB U LUJIHO30B
BPM BupTyanbHoe pabouyee mecTto: rocteBas OC unmn OC, ycTaHoBNeHHas

Ha BbIAE/IEHHOM KOMMbIOTEpe, AOCTYM K KOTOPOW peannsyeTcsl C MOMOLLbHO
NpOTOKO/A YAANIEHHOro AOCTYna

Mpynnbl paboumx
mecT

Takxke: «rpynnbl BPM».

®OyHKUMOHaNbHOe 06beanHeHMe MHoxecTBa hoHaoB BPM no onpepgeneHHomy
npu3sHaky

HomeH Cnocob npoBepku Cy6bLEKTOB U UX NMOJTHOMOYUIA
ayTeHTUbMKaLUK
MeHenyxep Takoke: «NNaHUPOBLLMK 3a4aHUN», «MeHeaykep BPM»,

pabouunx mecT

OTpenseMbii KOMMOHEHT NPOrpPaMMHOIO KOMMJIEKCa, OTBEYAIOLLMI 3
B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YNPaBNEHUS XXU3HEHHbIM LIMK/IOM
BPM, Bkntoyas cozpaHme, HaCTPOMKY, 3aMyCK, OTK/IHOUEHUE U yaaJIeHME.
SABnseTca 0bpaboTUMKoM POHOBBIX 334a4.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny>kbbl nocne
ycTaHoOBKU: termidesk-taskman.service

MocTaBLmk B BapuaHTe nuueHsnpoBaHus « Termidesk Terminal»: TepMuHanbHbIv cepeep (MS

pecypcos RDS/STAL), npenocTaBnstoLmi BbIYUCAUTENbHbIE MOLLHOCTHU, PECYPCbl XPaHEHUS
[JaHHbIX, @ TaKXe CeTeBble pecypcbl ana pasMelleHus doHzos BPM

MpoTokon Monnepxkusaembin B Termidesk npotokon yaaneHHoro goctyna k BPM

[OCTaBKM

CeccrmoHHbIN
dalreHT

YcTaHaBnmBaeTcs Ha cepsep TepmuHanos (MS RDS/STAL), aktusupyet
BO3MOXHOCTb MHOXX€CTBEHHOIO JOCTYMa NOMb30BaTeNen K yaaneHHbIM paboymm
CTONIaM U NPUNOXKEHUAM.

YcTtaHaBnmBaeTcs n3 naketa termidesk-session-agent

YHuBepcanbHbIN
ancnetyep

OTnenseMbit KOMMOHEHT MPOrPaMMHOI0 KOMIJeKca, OTBeYaroL Mt 3a
naeHTUdUKaLUIo nonb3osaTenemn, HasHadeHe M BPM 1 koHTpona aocTtasku
BPM.

YcTaHaBnmBaeTcs m3 naketa termidesk-vdi. HaumeHoBaHMe cny»bbl nocne
ycTaHOBKU: termidesk-vdi.service

MoHpa paboumx
mMecT

Takke: «poHa BPM».

COBOKyI'IHOCTb noaroToB/NEHHbIX BPM Ona oCTaBKM MO OOHOMY UTN HECKOJIbKUM
NpoOTOKOJ1aM yAaNneHHOro A4oCTtyna B 3aBUNCMMOCTU OT MOJIHOMOYU I NOJb30BaATENEN

LLlabnoH
paboyero MecTa

Takxke: «wabnoH BPM».
MapameTpbl KOHDUrypauum 6asosoro BPM ana ncnonbsosaHusa B doHae BPM
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TepMuH OnpepeneHue
LWnio3 OTpensemMbii KOMMOHEHT, OTBEYAOLLMM 3@ TYHHEIMPOBAHWE NMPOTOKOIOB AOCTaBKMU,
MCNONb3YHOLWMX TpaHCHOPTHbIM npoTtokon TCP.
YcTtaHaBnmBaeTcs u3 naketa termidesk-vdi. HaumeHoBaHue cny>k6bl nocne
yCTaHOBKU: termidesk-wsproxy.service
STAL Cepgep TepmuHanos Astra Linux. PeanuzoBaH komnoHeHToM «CepBep

TepMuHanos» Termidesk.
YcTaHaBAMBaeTcs M3 nakeTta stal
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9. NEPEYEHb COKPALLEHUM

CokpalleHue MosicHeHue

b Basa paHHbIX

BM BupTyanbHas MawmHa

BPM BupTyanbHoe paboyee mecTo

3MNncC 3aMKHyTasi nporpamMMHas cpefa

KO KoHTponnep noMeHa

OoC OnepaumoHHas cuctema

MK CB bpecT MporpammHbIn komnnekc «CpeacTea BUpTyanmsaumnm «bpect»

no MporpammHoe obecneyeHune

CYb/ CucTtema ynpaBneHusa 6a3aMm JaHHbIX

oUun DneKTpoHHasa uudposas NoanmUCh

API Application Programming Interface (nporpamMMHbI MHTepderic
NpUNoXeHus)

DHCP Dynamic Host Configuration Protocol (npoTokon Ha3zHaueHus
CeTeBOro agpeca)

DNS Domain Name System (cucTemMa JOMEHHbIX MMEH)

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe UMsi
flOMeHa)

HTML Hypertext Markup Language (13bIk runepTeKCToOBOM pa3MeTKM)

IP Internet Protocol (MexceTeBon npoTokon)

LDAP Lightweight Directory Access Protocol (nerkoeecHbin npoToKos
[OCTyna K cny>kbam KaTanoros)

MAC Media Access Control (yHMKanbHbIM MaEHTUDUKATOP CETEBOMO
yCTpOMCTBA)

MS AD Microsoft Acive Directory (cny>6a katanoros Microsoft)

NTP Network Time Proetwork Time Protocol (npoTokon ceteBoro
BpPEMEHM)

ou Organizational Unit (opraHusauyoHHas eaMHULaA)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro paboyero ctona)

RDS Remote Desktop Services (cny>bbl ynaneHHoro paboyero crona
Microsoft)
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CokpalueHue MosicHeHMe

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX pabo4mx
cTONOB)

RSA Rivest, Shamir and Adleman (kpunTorpacduyeckmm anropuTm c
OTKPbITbIM KJTHOYOM)

SPICE Simple Protocol for Independent Computing Environments (npocTomn
NPOTOKON A5l HE3aBUCUMOW BbIYUCIIUTENBHOW Cpeapbl)

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux
Special Edition (Server))

Termidesk MporpamMMHbIN kKoMnieke «ducneTyep NOAKIFOUYEHNN BUPTYAJIbHbIX
paboumx mect Termidesk»

uuibD Unique User Identifier (yHMKanbHbIM naeHTUdUKaTOp Nosib3oBaTesist)

vGPU Virtual Graphics Processing Unit (BupTyanbHbi rpacdmyeckmi
npoueccop)

VNC Virtual Network Computing (cuctema yganeHHoro goctyna K

paboyeMy cTONy KOMMbtOTEpa)
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