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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmm [OKYMEHT SABNSIeTCS PYKOBOACTBOM MOMb30BaTeNs Ha KOMMNOHeEHT «KnueHT» (ganee - KnueHT)
NpoOrpamMMHOro Komnnekca «ducnetyep nogknrOUYeHMn BUPTYabHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

B 3TOM pykoBOoAcTBe NpMBEAEHO Ha3HayeHue, YCTAHOBKA, HACTpoMKa M 3KCMJyaTaums KOMMOHEHTa

«KnuneHT».

1.2 . HasHayeHue koMnoHeHTa «KnueHT»

KnueHT peanusosaH B BMAe yCTaHaBAMBaeMoro naketa (termidesk-client), Heobxoamm ans o6paboTkm
URI, npenoctaBnsembix Termidesk, u mno3BonsieT MOAKMHOUMUTLCA K BUPTYyasbHbIM paboynmM MecTam
(BPM) uepes npotokonsl goctaskn SPICE, SPICE-vdi-viewer, RDP.

KnueHT ycTaHaBNMBaeTCs Ha MOJb30BaTENIbCKYHO paboyyro CTaHUMIO, C KOTOPOM ByaeT Mpou3BOAUTLCS

noakntoyeHme K BPM.

Ons Busyanusaumm BPM npu ucnonb3oBaHuu npotokona poctaBku «SPICE (vdi-viewer, akcnepum.)»
HeobxoauMo yCTaHoBUTb nporpaMmHoe obecneveHue (MO) termidesk-viewer. lNMpu nogkntoueHnn no
npotokony RDP KnueHT BbINOAHMT 3anyck YCTaHOBJIEHHOM B MOJIb30BaTe/bCKOW paboyen cTaHumm

nporpammsbl ansa goctaskn BPM (mstsc.exe, wfreerdp.exe unmn xfreerdp).

(® Monb3oBaTenib Takke MOXET noakaounTbes k BPM 6e3 ycranoBku KnuvenTa, mcrnonbsys
COBMeCTUMbIN Beb6-bpay3ep, €Ccnn HAacTpoeHO Mcnonb3oBaHWe npoTokona aoctasku «SPICE
(HTMLS5)» B Termidesk.

MoakntoueHue yepes Beb-O6pay3ep HakNa[bIBAET CNeaYHOLLME OrPaHUYEHUS:
* HEBO3MOXXHOCTb MepeHanpaB/ieHust annapaTHblX ycTponcts B BPM;
* HEBO3MOXHOCTb nepenaym coyetTaHum knasuw B BPM;
" HEBO3MOXXHOCTb MOSYYEHUS CTaTUCTUKM CeaHCa U COCTOSIHUS KaHana;
" HEBO3MOXHOCTb Mepefayu YMpasBnsitoLMX KoMaHg (chenaTb CHMMOK 3KpaHa, nepepaTb daun,

ncnonb3oBaTb bydep obMeHa u ap.).

1.3 . TpeboBaHus K annapaTHOMY U NporpaMMHOMY obecneyeHuUIo

Ons yctaHoBkn KnneHTa MUHMManbHble anmnapaTHble TpeboBaHMSA MOb30BaTENIbCKOM paboyen CTaHUUK
[OMYKHbI COOTBETCTBOBATh CAEAYHOLLNM:

* npoueccop apxmuTekTypsbl Intel x86 ¢ paspagHocTbio 64 6UT;
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* onepaTuBHas NamsATb, He MeHee 1 'B;

CcBODOAHOE ANCKOBOE MpPOCTPaHCTBO, He MeHee 200 Mb;

ceTeBoe coeanHeHue, He MeHee 100 MbuT/c.

Lna yctaHoBku KnueHta TpeboBaHumsa k MO ponykHbl COOTBETCTBOBATL C/IEAYHOLLMM:

onepaumoHHaa cuctema (OC) Astra Linux Special Edition 1.7 nan OC Microsoft Windows 10
x86_64 (nnu cTaplue);
Be6-6pay3sep ¢ nopaepxxkkon cneundumkaumm W3C HTMLS5 (AHpekc.bpaysep Bepcum 15.9 u Bobiwe,

Google Chrome Bepcumn 46 u Bbiwe, Mozilla Firefox Bepcuu 41 u Bbiwe).

HononHutensHo noaaepxumsatotca OC:

Cent0S 7, 8;

Fedora 37/38;

Astra Linux Common Edition 2.12 («Open»);
Debian 10/11;

CentOS 7;

Astra Linux Special Edition 4.7 («HoBopoccuiick»);
Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS;

FreeBSD 12;

PEO OC?7.3

1.4 . TpeboBaHus K ypOBHIO NOArOTOBKM NepCoHana

JkcnnyaTtaums KnveHTa ocylecTBaseTcs CyobekToM AocTyna ¢ ponbto «[lonb3osatenb».

CybbekT foCTyna AO/MKEH MMETb OMbIT paboTbl C NepCcoHaNIbHbIM KoMMbloTepoM Ha 6aze OC GNU/Linux

nnn Microsoft Windows Ha ypoBHe nonb3oBaTensi U YBEPEHHO OCYLLECTB/ATL 6a3oBble onepauumn B 3TUX

OC.

1.5 . Tunorpadckue cornaweHus

B HaCTOALLEM OOKYMEHTE NMPUHATDLI cnenyrouimne TVII'IOFpaCbCKVIe cornawleHus:

MOHOLUMPUHHbIV  WPUT — MUCNONb3yeTcs [ANAa  BblaeneHuMs @parMeHTOB TeKkCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), NyTer MepeMeELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrPaMMHbIX 31eMeHTOB (0OBEKT, Knacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Takyke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

«KaBblYKM» — TEKCT, 3aKJIHOYEHHbIM B KaBblYKM, UCMONb3yeTCs O/ 0603Ha4YeHUs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NMyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOIO TEKCTA

B pexkmme rpaduyeckoro nHTepdenca;
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" [KBa,qpaTHble CKOGKVI] — TEeKCT, 3aKJIHOYEHHbIA B KBagpaTHblE CKO6KM, ncnonb3yeTca Aansd
HanMeHOBaHMA 3KpaHHbIX KHOMOK;
» <yrioBble CKOBKU> — TEKCT, 3aKJIIOYEHHbIN B yrnosblie CKO6KM, ncnonb3yeTca onigd HamMeHoBaHUA

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTre npeactaBneH 6uHapHbIM - darnomM naketa nporpaMmHoro obecnevenus (MO) B
deb-tdopmare. YctaHoBka B OC Astra Linux Special Edition npon3soamTca 13 nokanbHOro penosnTopus,
pacrnpocTpaHaemoro B (popMmaTe iso-obpasza.

MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMu:
* 3aMoJIHMB 3anpoc Yyepes canT Termidesk: https://termidesk.ru/support/#request-support;

* yepes NMYHbIN KabuHeT: https://lk-new.astralinux.ru/.

Lns nopgkntoveHns nokanbHoro penosutopus Termidesk Ha y3ne, roe npeanonaraeTcs yCTaHOBKA, HY>KHO

BbIMO/HUTb CcneaytoLlee:

* CKOMWpPOBaTb B AOMALLIHUIA KaTajor Monb3oBaTens obpa3 amcka termidesk-vdi.XXXXX.iso, roe
XXXXX — Bepcusa cbopku;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
:~$ sudo mount -o loop termidesk-vdi.XXXXX.iso /mnt

roe:
-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
vdi . XXXXX.1is0, yCTPOMCTBO 3aTEM MOHTMPYETCS B YKa3aHHbIN KaTanor /mnt;

" CKOMuMpoBaTb coAdep>XMMoe KaTasliora repos MnoaAKIKYeHHOro o6pa3a OUCKa B KaTanor /var

nokanbHou ansioBOM CUCTEMBI:
:~$ sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NSl pEKYPCUBHOIO KOMUPOBAHMA MOAKATANOroB M (anioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II-O‘-IEHHbIlZ paHee o6pa3 ANCKa OT Yy3na:
:~$ sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
:~$ sudo apt install -y lsb-release

roe:

-y - KJItO4 4151 NPONyCcKa NOATBEPXKAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free"
> /etc/apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHasa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
:~$ cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY € uid «release@uveon. ru» Obin ycrnewHo gobasneH:

:~$ apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

:~$ cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 0BHOBUTHL AaHHble NakKeTHOro MeHeaXkepa:
:~$ sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATbH MPU KaXAOM W3MEHEHWUW CrucKa

MCTOYHUKOB NakKeToB U Npn MUSMeHEHUN COAEPXKNMOIO 3TUX NCTOYHUNKOB.

2.2 . MNMonyyeHne NakeToB YCTaHOBKMU Yepe3 MHTepHeT-peno3uTopuia

Ons nonyyeHuss NakeToB YCTAaHOBKM MOXET WCMNONb30BaTbCs WMHTepHeT-penosutopun: https://

termidesk.ru/repos/.
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LOna nogkntoueHusa penosuntopus B OC Astra Linux Special Edition Hy>kHO BbINOJIHUTbL ceaytoLLee:

= YCTaHOBWUTbL NakeT lsb-release:

:~$ sudo apt install -y lsb-release

roe:
-y - KJIHOY 419 NponycKa NOATBEPXKAEHUS YCTAaHOBKMY;
* nobaButb WHTepHeT-peno3uTopmun  Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list yepe3 KOMaHAOHbIN MHTEprpeTaTop sh:

1 :~$ sudo sh -c 'echo "deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:

-C - KJIOY ANS YTeHUs1 KOMaH[, U3 BBOAMMOMW CTPOKM (CTaHAAPTHbIN BBOA,);

echo - KOMaHAa BblBOAA TEKCTa, COBMECTHO C CUMBOJIOM «>» UCMOMb3YeTCs AN19 nepeHanpaBieHns
CTpoku deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free B dann /
etc/apt/sources.list.d/termidesk_local. list;

deb https://termidesk.ru/repos/astra $(lsb_release -cs) non-free - gobaBnsieMbin
penosnTopun, BoXKeHHaa koMaHaa $ (1lsb_release —-cs) NMoacTaBnaeT Bepcuto - 1.7_x86-64;

* NonyYuThb KoY penosnTtopus Termidesk GPG-KEY-PUBLIC wu gobasuTb ero B OC:
:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:

:~$ sudo apt update

2.3 . OC Astra Linux Special Edition

2.3.1. YcraHoBKa KnueHTa
Mepen ycTaHOBKOM HEOBXOAMMO MOAKJIOYUTL JIOKaNbHbIA MM ceTeBoM peno3uTopuin Termidesk, kak

npmeegeHoO BblLLeE.

LOns yctaHoBkn KnveHTa Heo6xoaMMO BbIMOAHUTL CNeayroLme 4eUCTBUS:
* OTKpbITb NporpamMmmy «TepmuHan Fly» n nonyumtb goctyn Kk uHTepdency KOMaHAHOM CTPOKMU;

* BbIMONHUTbL yCTaHOBKY KnneHTa:
:~$ sudo apt -y install termidesk-client

LOna yctaHoBku MO termidesk-viewer BbINOJHUTbL KOMaHAY:
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:~$ sudo apt -y install termidesk-viewer

2.3.2 . YcraHoBka KnueHTa B peXkuMe 3aMKHYTOM NporpaMMHOM cpeabl
3aMkHyTas nporpamMmHas cpegda (3IMC) aensetcs cpenctBoM nosbiweHns 6esonacHoctv OC nyTtem

KOHTpPOS LLeNIOCTHOCTU (HEM3MEHHOCTU) alnos.

Ons ycrtaHoBkn KnueHta npu BkatoveHHom B OC pexume 3M1C HeobxoaMmo npenBapuUTenbHO
YCTaHOBUTb nakeT termidesk-digsig-keys, AN 3TOro BbIMNOJIHUTb NOC/AEA0BaTEIbHOCTb LUAroB:
" NoAKAUUTL penosnTopun Termidesk;

* BbIMNOJIHUTb YCTaHOBKY C UCIMOJIb30BaHUEM PEro3nTopus:
:~$ sudo apt -y install termidesk-digsig-keys

* BbINOAHUTL nepesarpysky OC:
:~$ sudo reboot

* BbINOAHUTbL ycTaHoBKY KnueHTa:
:~$ sudo apt -y install termidesk-client

* BbIMNONAHUTbL ycTaHoBKY 10 termidesk-viewer :

:~$ sudo apt -y install termidesk-viewer

2.3.3 . Ynanenue KnuenTa u MO termidesk-viewer

Ynanenne Knnenta u MO termidesk-viewer u3 cpegbl OC Astra Linux Special Edition BbinonHseTcs

KOMaHOaMu:
1 :~$ sudo aptitude purge -y termidesk-client
2 :~$ sudo aptitude purge -y termidesk-viewer

Mocne ypaneHus HeO6X0AMMO OUMCTUTL OCTABLUMECS 3aBUCUMOCTU U KOHDUIypaLMm KOMaHLOM:

:~$ sudo aptitude purge ~c -y
KOMaH,D,a MOJIHOCTbIO YAANTUT OCTaBLUMECA HaCTDOVIKM 1M 3aBUCMMOCTU yXKeE yaaJIEHHbIX MaKeTOB.

2.3.4. O6HoBneHune Knuenta u MO termidesk-viewer
O6HoBneHne Knunenta u MO termidesk-viewer B cpege OC Astra Linux Special Edition BbinonHseTcs

YCTaHOBKOWM HOBOW BEPCUW MOBEPX MPeblAYLLEN.
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2.4 . OC Microsoft Windows

2.4.1. YcraHoBka KnuveHTa
KnueHt ans OC Microsoft Windows pacnpocTpaHsieTcs B BUAE YCTaHOBOYHOrO dannia C paclumpeHnem

msi.

MonyunTb yCTaHOBOYHbLIM hanal MOXKHO M3 obpasa amcka termidesk-vdi.XXXXX.iso, roe XXXXX —
BepcUa COOpKM, pacnakoBaB ero Kak 0bblYHbIN apXUB B HY>XHbIW KaTasior.

YcTaHOBOUYHbIN harin ByaeT pacnonaratbcs No NyTH «repos - windows - windows_x86_64».

[ns ycTaHOBKM Ha NOJIb30BaTENbCKY paboyyto CTaHLMIO HeOBXoaUMO:

* BbINO/NHUTbL YCTAHOBKY MakeT USBDk Ans KOPPEeKTHOM paboTbl mnepeHanpaBfieHus nepudepumn.
MakeTt OOCTYneH rno agpecy: https://www.spice-space.org/download/windows/usbdk/
UsbDk_1.0.22_x64.msi;

* 3aTeM BbIMOJHUTb 3anyck ycTtaHoBo4yHoro damnna KnvenTta Termidesk. Ons ycnewHom ycTaHOBKM
HeoBXOAMMO pa3pelinTb BHECEHME W3MEHEHUIM TMpPU  MOSIBIEHUM COOTBETCTBYIOLLENO OKHa

YBEOOMJIEHUA N NOXKOaTbCA 3aBEPLUEHUA BbINOHEHUA onepaunm (cm. PucyHok 1).

Termidesk Client 4.2.0.23234-rc2 (64-bit)

_-E] Nopoxgute, noka Windows HacTpaneaet "Termidesk Client 4.2 0 23234-rc2
I .::'f' (64-bit)"

OcTaBweecA BpeMA: 2 cek

OTMeHa

PucyHok 1 — OkHo ycTaHoBkM koMnoHeHTa «KnueHT» B OC Windows

Mocne yctaHoBkn KnmeHTa Heobxoommo yctaHoBuTh 10 termidesk-viewer. O termidesk-viewer
pacnpoCTpaHseTCS B BMAE YCTAHOBOYHOrO aina C pacluMpeHUEM msi, €ro MHCTaNNAaLMS HauMHaeTcs

nocJsie 3anycka yCTaHOBOYHOro dansa (cm. PucyHok 2).
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Termidesk Viewer 1.6.0.23265-rc1 (64-bit)

__El Mogoxgure, noka Windows Hactpaueaet "Termidesk Viewer 1.6.0.23265-rc
I .::f' (B4-bit)"

CbHop Heobxonumon nHgopmaumn. ..

I Orena

PucyHok 2 — OkHo yctaHoBku M0 termidesk-viewer 8 OC Windows

2.4.2 . YpaneHune KnuenTta u MO termidesk-viewer B OC Microsoft Windows

Ynanernune KnueHta npomssogutcs ctaHpaapTHbiMu cpeacteamMm OC Microsoft Windows.

LOna ynaneHus KnueHTta cnegyeT oTKpbITh MeHto «[1yck», nepenTtn B «lMaHenb ynpaenenus - [Nporpammel
- YpaneHue nporpammbl», BblbpaTb «Termidesk Client» n HaxaTb Ha 3KpaHHYK KHoMKy [YAanutb].
Lanee HeobxoaMMO NOATBEPAMTD YAANEHUE U AOXKAATLCS 3aBEPLLUEHUS OnepaLymu.

Mocne ynanenus Knuenta MmoxkHo ypanutb MO termidesk-viewer. [na 3Toro oTkpbITb MeHO «[Tyck»,
nepentun B «lMaHenb ynpaeneHus - MNMporpammebl - YoaneHue nporpammbl», BbiopaTb « Termidesk Viewer»
M HaXaTb Ha 3KpaHHY KHoMky [Ymanutb]. Janee HeobxoAMMO MOATBEPAMTbL yAaneHUE U OOXKAATbCS

3aBepLieHuna onepauunn.

2.4.3 . O6HoBneHune KnuenTa u MO termidesk-viewer B OC Microsoft Windows
O6HoBneHne Knunenta u MO termidesk-viewer NpouM3BOAUTCA OnepauMaMu yoaneHus npegblayLien

BepCUN N YCTAaHOBKHU HOBOM.
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3. HACTPOMKA B NIPAOUYECKOM UHTEPDEMNCE

3.1. O6wue cBepeHus no pabote c rpadpuyeckum uHTepdeiicoM KnumeHra

Ons 3anycka rpaduyeckoro uHtepdenca Knuenta B OC Microsoft Windows HeobxoguMo aBakabl

LLENKHYTb IEBOM KHOMKOM MbIwK Nno sipabiky KnveHTa Ha pabouem ctone, a B OC Astra Linux Special

Edition 1.7 oTkpbiTb MeHtO «3Be3aa», BblOpaTb MYHKT «YTUAUTbI» U B BbIMaJatOLLEM MEHIO LLENKHYTb

IeBOM KHOMKOM MbiwK no cTpoke « Termidesk client».

Mocne 3anycka rpaduyeckoro nHTepdenca byayT AOCTYMHbI cneaytowme GyHKUMKU:

«HacTtporku»;

«[MpocMoTp MHbOpPMaUUKM 0 NporpaMmme»;

«JlobaBneHne cepBepa NOAKIOUEHNI;

«YnpasneHue ayTeHTUDMKaLMNEN»;

«YpnaneHue cepsepa MoAKIOUYEHUNY;

«[MpocMoTp MHbOPMaLUM O OCTYMHbIX A9 NOAK/OYEeHUS HOHAAX BUPTYabHbIX pabounx MecT»;
«Bbibop NpoTokona 4OCTaBKM BUPTYasIbHOrO paboyero MecTa;

«Bblbop rpynn ¢oHAoB BUPTYanbHbIX pabounx MecT»;

«Bbi6op 0TOOBpaXkeHUs [OCTYMHbIX AN NOAKIOYEHUS hOHA0B BUPTYasbHbIX paboumnx MecT».

3.2 . Obwme HacTpoiKM

LOna usaMeHeHuna obwmx HacTpoek KnueHTa HeobxoguMoO Ha)kaTb Ha rpaduyeckuit 3MeMeHT B BUAE

LIeCTEPEHKM B MPaBOM BepXHeM yrny uHtepdenca.

B OTKPbIBLLEMCA OKHE MOXXHO U3MEHUTbL CNneayroLne napaMeTpsbl (cMm. PucyHok 3):

«Tema» - BbI6Op TeMbl oopmeHUs rpacbumyeckoro nHTepdenca;

«513bIK» - BbIOOP NOAAEP>KMBAEMOIO A3blKa OTODPAXKEHUS;

«[Mposepka SSL ceptudmkata» - BkatoveHune nposepkn SSL-ceptudukara;

«be3onacHoe xpaHeHWe naponen» - akTUBALUS PYHKLMU COXPAHEHWUS MAPONS NPU NMOAKIHOUYEHUMN K
cepBepy, Mcnonb3ys BCTpoeHHble MexaHuambl OC. lMpu akTMBauMm napameTpa 3aAaHHbIM Maposb
NOAK/IOYEHUSs K cepBepy OyaeT XpaHUTbCS B Npeobpa3oBaHHOM BUAE;

«CKpbITb NPU 33aKPbITUU» - MPU 3aKPbITUM OKHA KneHTa He MpOMCXOAUT BbIXOA, U3 MPUNOXKEHUS,
KnueHT ckpbiBaeTCs B CUCTEMHbIV Tpew;

«OrpaHuyeHre Ko/MYeCTBa OOHOBPEMEHHO 3aMyLUEHHbIX 3K3eMMAsSpoB» - MpU  aKTUBALMUMK
napameTpa Hesnb3s ByaeT 3anyCcTUTb OAHOBPEMEHHO Bosiee 0fHOro ak3emMnaspa npuaoxenus. Mpu

nonbITKe 3anyCcTUTb elle OAHO npunoxeHve KrnneHTa nosSBUTCS OLWIMOKA (cM.  PucyHok 4).
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COOTBETCTBGHHO, ONna  aKTnBauun BO3MOXHOCTU NapannenbHOro 3anyCcka HECKOJIbKMUX OKOH

KﬂMeHTa, HeO6XO,£I,VIMO AEaKTUBUPOBATb OaHHbIN napaMeTp.

& [na koppekTHoM paboTbl Tekyllern Bepcum KnmnenTa npoeepka SSL-cepTudurkaToB fosxkHa 6biTb
OTKJIHOYEHaA.

HacTpoikm ? X

Tema |TE'MHEF|

ELT
(@) CUCTEeMHBIA

() BoiBpaHHbIi

|__| Mpoeepka SSL cepvdmkara
| ™| BezonacHoe xpaHeHWe Naponei
|| CKkpbITb NPK 3aKpBITUIA

|_| L':]F[CIEIHIr'1‘-iE‘HIr'1El KONMWYecTea OQHOBPEMEHHD 3aMyLeHHbIX 3K3EMNNADOB

na | OmMeHa || MNpUMEHKUTH |

PucyHok 3 — OkHo HacTpoek KnuneHTa

Termidesk Client ? >

Opyroi aksemnnap Termidesk Client yxxe 3anyuweH.

X

MpunoxeHue GyneT 3aKpbiTo.

PucyHok 4 — Owmbka 3anycka BTOPOro 3K3eMnJisipa npuioXXeHums

JkpaHHas kHonka [[IpuMeHUTb] NnpuMmeHsieT napameTpbl KOHGUrypaumm KnveHTa.
JkpaHHas kHonka [OTMeHUTb] oTMeHsieT napameTpbl KOHOUrypaumm KnmeHTa n He COXpaHsieT ux.
JkpaHHas kHonka [[a] coxpaHsieT napameTpbl kOHbUrypaumm KnmeHTa.
Lna koppekTHOM paboTbl C MonyyeHMeM onybnnkoBaHHbIX Yepe3 Microsoft Remote Desktop Services
NPUIOXKEHUIMN, HEOBXOAMMO BbINOJHUTbL fononHUTeNnbHyr HacTporky OC Microsoft Windows:

* HaxxaTb 3kpaHHYto kHonky [[lyck], BBecTn regedit v BbibpaTb regedit.exe;

"B OTKPbIBLLEMCS pepakTope peecTpa OTKpbITb noapaszaen

«HKEY_CURRENT_USER\SOFTWARE\Microsoft\Terminal Server Client»;

» B MeHto «[MpaBka» BbIOpaTb NyHKT «Co3aaTb», a 3aTeM «lMapametp DWORD»;
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B nosfe «HoBoe 3HauveHue 1» BBecTM EnableAdvancedRemoteFXRemoteAppSupport U HaxaTb
knasuwy <ENTER>;

NpaBoM KHOMKOW MbILUM HaXkaTb Ha MapamMeTp EnableAdvancedRemoteFXRemoteAppSupport u
Bbl6paTb NYHKT «M3MeHUTL®;

B MoJie AaHHbIX «3Ha4YeHue» BBECTU O U HaxkaTb akpaHHYto kHonky [OK];

3aKpbITb PeAaKToOp peecTpa.

3.3 . MNonyyeHne uHpopMaLUm 0 BepCUsX

Ons npocMoTpa uHdopmaumm o KnveHte HeobXoamMMo HaxkaTb Ha rpacdMyYeCcKUin SNEMEHT B BUAE KPY>KKa

C CUMBOJIOM «i» B MPaBOM BEPXHEM Yrny rpacdumyeckoro nHTepdemnca.

B oTkpbIBLLEMCS OKHE ByeT AOCTYMHA cneaytoLas MHPopMaLms (cm. PucyHok 5):

«Ha3BaHue» - TeKCTOBOE Nose, coaepykalliee Tekylee HazBaHWe KnueHTa;

«Bepcusi» - Tekywas Bepcusi yctaHoBneHHoro KnveHTa;

«Bepcua OC» - Tun n Bepcust OC, Ha koTopyto Bblna NpoBeneHa ycTaHoBKa KnneHTa;

«Bepcusi Qt» - TekyLLas Bepcusi yCTaHOBIEHHOrO COBMECTHOIO KOMMOHEHTA;

«Heobxoammas Bepcust cepBepa He HUXKE» - MUHMUMalbHas Bepcust cepBepa Termidesk, ¢ koTopbiM
BO3MOXXHa paboTa TekyLlen Bepcun KnuneHTa;

«Caunt» - URL-canTta npoussoguTens;

[MHbopMauus pna Tex.nopdepXXku] - 3KpaHHas KHOMKa, MO3BONSIOLLAS BbIFpyXKaTb >KypHan

paboTbl KnveHTa B oTAeNbHOE pacnonoxeHue haiioBor CUCTEMBI.

Monyuntb MHPOPMALMIO O BEPCUSIX MOXKHO TaKXKe 4Yepe3 CUCTEMHbIM Tpen, HaXkaB Ha W300parkeHue

(«nKoHKy») KnveHTa npaBoi KHOMKOWM MbILLW.

O Termidesk Client ? X

Ha3eanwe: Termidesk Client
0.23234-rc2

Bepcwa OC: Windows 10 Version 2009

Bepcwna Q

Heobxoguman Bepcs Cepeepa He HKe: 3.

Caim:

| WMHbopmaumna ona Tex. NoanepkK 3aKpbiTo

PucyHok 5 — MHdbopMaLmoHHoe okHO 06 ycTaHoBeHHOM Bepcumn KnneHTa
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3.4 . )XypHanupoBaHue

B oC Windows >KypHan paboTbl KnueHTa pacronoXKeH B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Client.log, »>ypHan pa6otbl [10
termidesk-viewer pacnonoXxeH B danine C:

\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Viewer.log.

B OC Astra Linux »xypHan pabotbl KnueHTta pacnonoxxeH B danne /home/<user>/.config/UVEON/
logs/Termidesk Client.log, >kypHan pabotbl 1O termidesk-viewer pacnonoxeH B darne /home/
<user>/.config/UVEON/logs/Termidesk Viewer.log.

Ons cbopa >XypHanoB M COXpaHeEHUs UX B apxmB Heobxogumo B KnueHTe HaxkaTb Ha rpaduuyeckuim
3/IEMEHT B BUAE KPY>KKa C CUMBOJIOM «i» B MPaBOM BEpPXHEM YNy rpaduyeckoro nHtepdenca n Haxxatb
3KpaHHyto kHonky [UHdbopmauma pna tex.noppepxkku] (cm. noppasgen lNMonydeHve wmHdpopmaumm o
Bepcusix). Janee HaxaTb 3kpaHHyto kHonky [CoxpaHuTb], BbibpaTb KaTanor Ans COXpaHeHUs U 334aTb

nuMmsa danny.

Bbinyck oT ceHTs6ps 2023 16



@ TERMIDESK CNET.10001-01 92 01

4. PABOTA C BUPTYAJIbHbIM PABOYNM MECTOM

4.1 . NobaBneHue cepBepa NOAKIIOHEHUM

LOns pobaeneHus cepBepa MOAK/IHOYEHUM HEOBXOAMMO LUENKHYTb JIEBOM KHOMKOM MbIWM MO HaAmMcK
«JJobaBUTbL cepBep» U B OTKPbIBLUEMCA OKHe BBecTU |P-aapec unm gomeHHoe MMa cepBepa NOAKIOHEHUIN
Termidesk (cm. Pucyrox 6).

JaHHy0 MHbOpMaLUIO MOXHO MONYyYnTb Y AAMUHUCTPATOPA.

TERMIDESK

=) Nobasnerne HoBOrO Ccepeepa
BEeWTe afpec CepEepa NoAKMK4EHUA
vdi-demo.termidesk.ru

OTtMmeHa

[No6aewnTb cepeep

PucyHok 6 — OkHo nobaBneHus cepBepa NOAKIHOHEHUI
Mocne nobaBneHWs agpeca cepeepa NMOAKIOYEHUIN B OTKPbLIBLLUEMCA OKHE HY)>KHO 3amo/IHUTb Cleaytolme
nonsa.
* «OnucaHne» - TekCToBOe COOBLLEHWe, WUCMOJIb3yeEMOE A/a OMNUCaHMs cepBepa MOAK/IHOUYEHWUN
(Heobsi3aTeNbHO);
* «AyTeHTUbMKaLma» - BbIOOp pecypca, ABNSOLWErocsl UCTOYHUKOM CBEAEHUM O CyObekTax M KX
MOJIHOMOYMAX, HACTPOEHHOr0 Ha CepBepe MOAK/IIOYEHUIM B Ka4eCTBE AOMEHA ayTeHTUDMKaALMK;
* «JlornH» - naeHTUdUKaTop cybbLEKTa B AOMEHE ayTeHTUdbMKaumm (CoBnagaeT ¢ NAEHTUPUKATOPOM
cybbekTa B Cny>kbe KaTanoros);

* «[laponb» - Habop CMMBOMOB, MNOATBEPIKAAIOLLNIM Ha3HAYEHUE MONHOMOUUN.

lMocne 3anonHeHMsl yKasaHHbIX MOMEM AN MOAKAKOYEHUSI K BblOpaHHOMY cCepBepy Hago HaxkaTb
3KpaHHY KHomky [[MoakntounTbesi] (cm. PucyHok 7). [ns M3MeHeHMs napaMeTpoB ayTeHTUdMKauuM Ha
cepBepe MOAKJIHOYEHUN HEOBXOAMMO HaxXkaTb Ha rpaduyeckuMi 31eMEeHT B BMAE LUECTEPEHKM B MPaBOM

BEPXHEM Yrny A BbIbpaHHOro cepsepa.
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@ TERMIDESK

) HacTpo#ka NOAKAHYEHUA K CepBeEpY

vdi-demo.termidesk.ru {» Anpec
vdi-demo.termidesk.ru

Onncanue

termidesk1

AyTeHTUdUKaLWA
BHyTpeHHAA B
Norux
termidesk1
Maponb

Moakno4ynTeCA

Ynanuts

PucyHok 7 — OKHO HacTpOMKM NOAK/HOUEHMUS K CepBepy
4.2 . NoakniodeHue kK BPM yepes KnueHT

Mocne ayteHTUdUKauum 1 noakntodeHus nporpammHoro KnueHta k cepeepy Termidesk oTkpbiBaeTcs
NpoOCMOTp creaytoLen MHbopMaL MM 0 JOCTYNHbIX poHaax BPM:
» «HasBaHue» - TekcToBOE none, cogep>kallee Ha3BaHue poHaa BPM;
* «B n3bpaHHOM» - BO3MOXHOCTb A006aBUTb KOHKpeTHbIM ¢oHg BPM B rpynny m3bpaHHbIX nam
WCKJTIOYUTb €ro oTTYAa;
» «Cratyc» - oTobparkeHWe cTaTyca ucnonb3oBaHus BPM B ¢onae. Ecnu B doHpe mcnonbsyetcs
xoTs 661 ogHO BPM, To cTaTyc c nycToro nsmeHuTcs Ha «Mcnonb3yeTtca»;
» «[1poTokoN» - BO3MOXKHOCTb BbIGOpa NPOTOKO/A AOCTABKM AJS KaXKA0ro U3 oTobparkaemMbix poOHA0B
BPM;
» «[pynna» - nHbOpMaLMM O HaMMEHOBAHUM FpyMMbl, Ha3HAaYEHHOM AN OTOOpakeHUs GoHOOB
BPM.

LonoNHUTENbHO MOXHO U3MEHUTb popMaT oTobparkeHMs nepeyHst hoHaoB BPM (cm. PucyHok 8):
* MOXXHO CrpynnupoBaTb oTobpaxkeHue nepeyHs ¢oHaoB BPM no uneHcTBy doHAa B norvyeckom
rpynne otobpaxeHusi(3neMeHT (1) Ha pucyHke);
" MOXHO CMeHWUTb ¢dopMaT oTobpaxkeHus nepeyHs doHpoB BPM: ukoHkamu (anemeHT (2) Ha
PUCYHKE) UK CNUCKOM (3nemMeHT (3) Ha pucyHke);
* MOXXHO OTCOPTMPOBaTb MOPSAOK OTOBparkeHMs POHAOB B MepeyHe Mo paay NapaMeTpoB (31eMeHT

(4) Ha pucyHke): «HaseaHue», «B wu3bpaHHom», «CrtaTtyc», «[llpotokon», «[pynna», «[lo
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ybbiBaHUIO» (MO YMONYaHMIO B OTCYTCTBME JApyrux napameTpoB ¢doHabl BPM B nepeune
0TOBparkatoTca B andaBUTHOM MOPSIAKE MO BO3pacTaHUIO);

" MOXXHO OOHOBWUTb CMMUCOK AOCTYMHbIX PpoHaoB BPM (anemeHT (5) Ha pucyHke).

@ TERMIDESK

O vdi-demo.termidesk.ru termideskl E

Ha3eaHwne B m3bpanHom | CraTyc
SPICE v OcHoBHas
Astra Linux CE Wcnoneayetca SPICE v OcHoBHaA

Windows 10 Wcnonb3yetcAa RDP ~  OcCHOoBHas

PucyHok 8 — DnemeHTbI rpadumueckoro nHTepdeiica
Ons nogkntoueHns kK BPM Heobxoanmo BbIGpaTb MPOTOKON AOCTAaBKM U ABaXKAbl HAXKaTb JIEBOM KHOMKOM

MbILLM Ha Ha3BaHWe poHaa BPM (cm. Pucyrok 9).

@ TERMIDESK

O vdi-demo.termidesk.ru Ipynna paBounx mect  Bce v EE N termidesk1 E

Hassanwe |E= n3bpaHHoM | CTaTyc |!'Ipc|Tc|kc|_r| | b

ALSE1-7-3 OcHoBHaA

Astra Linux CE 1:{ Wcrnone3yetca

Windows 10 f_{ Wcnone3ayetca

PucyHok 9 — Bbibop npoTokona AoCTaBKM A5 NOAKAHOYEHUS!
Mpw nopkntoveHnn no npotokony RDP KnneHT BbINOAHUT 3anycK yCTaHOBNEHHOM B MOJIb30BaTE/IbCKOM

paboyen CTaHUMM NporpamMMbl ans goctaskn BPM.
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® MonnepxwusatoTcs cnepytolume nporpamMmbl ans KnueHta, 3anyckaemoro 8 OC Windows:
* mstsc.exe (ctaHaapTHas ytunmuta OC Windows);

* wfreerdp.exe.

KnuenT, 3anyckaembii B OC Astra Linux Special Edition 1.7, ncnonssyet ans noctasku BPM no
npoTtokony RDP ytunuty xfreerdp.

B oTkpbIBLLEMCS OKHE MPOrpaMMbl OCTaBKM HEOOXOAMMO BBECTU AaHHble gns aBTopmsauum B OC BPM.

A [lpy nopxntoyeHUU K OMYGNMKOBAHHBIM TMPUIOXKEHUSAM WUAM TEPMUHANbHbIM CECCUAM CepBepa
TepmuHanoB Astra Linux (STAL) noruH n naponb Heob6xoaMmMo BBOAUTbL B TOM BUAE, B KOTOPOM
oHM 3agaHbl B OC (ecnu noakntouyeHWe MPOUCXOAUT C YYETHbIMU AAHHBIMWU JIOKaSIbHOMO
Monb30BaTeNs) WAM B KOHTpO/Jepe AOMeHa (ecnv MOAKIHYEHWE MPOUCXOAUT C YYETHbIMU
[AaHHbIMU AOMEHHOrO MOJb30BaTeNS).

[aHHoe TpeboBaHMe CBA3aHO C YyBCTBUTENIbHOCTbIO K peructpy BeoguMbix cumeonos B OC Astra

Linux Special Edition.

B 3aBMcMMOCTM OT nosiHOMO4YMI nosib3oBaTento npeaoctasnatotca BPM, goctynHble ana onpeaeneHHom
MOAENN OOCTaBKM.
B Termidesk npegycMoTpeHbl cnegyroLme Mogenm 4OCTaBKU:

» konnekTuBHble BPM — BPM co3paeTca B aBTOMATMYECKOM pPEXWMME, Ha3HAYaeTcsl MepBOMY
NOAKMIOYMBLUEMYCS K HEMY MOJb30BaTEN0 U YOANAETCSA MOC/e BbIXOAa NoJib30BaTeNst U3 rOCTEBOM
oGC;

* nHgueupyanoHole BPM — BPM co3paetca B aBTOMaTMYECKOM peXWMMe W Ha3HayaeTcs
onpeaeneHHOMY MoJib30BaTeNtO, KOTOPbIX BAAEET UM Ha MPOTAXKEHUM XKM3HEHHOro umkna BPM.

XXusHeHHbIN umkn BPM onpepensetcs AgGMUHUCTPATOPOM.

4.3 . MoaxnioyeHne kK BPM uyepes Be6-6paysep
Lna nopkntovenus k Termidesk yepes Beb6-6pay3ep Heobxogmmo:

* OTKPbITb BeG-Opay3ep M3 cnucka pekoMeHAoBaHHbIX (cM. TpeboBaHus K annapatHOMy W
NporpaMMHOMY obecrneyeHuto);
» B agpecHon ctpoke BeecTu IP-agpec unm FQDN cepsepa Termidesk;
* Ha OTKpPbIBLUENCS CTpaHULIE 3aMONHUTb 3KPaHHble NoJs:
e «JlornH» - ngeHTUdMKaTop nosb3osatens B cucteme Termidesk;
e «[laponb» - HABOP CMMBOJIOB, NOATBEPXKAAIOLLMIMA HAa3HAYEHWE NMOSTHOMOYUN;

o «,D,OMEH ayTEHTVICbVIKaLI,MVI» - NICTOYHUK CBE,D,EHVIDI O nonb3oBaTendx nu nx nosIHoOMo4uax.

MHdopmaLmMio 0 3aN0HEHUM MONEN HYXKHO 3ampocuTb Yy AgMuHucTpatopa. [locne 3anonHeHus nonen

aKTyanbHbIMU AAaHHBIMU HEOOXOAMMO HaXKaTb Ha IKpaHHYO KHornky [BowTtu].
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Mocne nogkntoueHns cTaHyT JocTynHbl GoHabl BPM 1 cnepyrowime MHbOPMaUMOHHbIE 3/IEMEHTDI (cM.
PucyHok 10):

* 3nemeHT (1) — HaMmeHoBaHuMe poHaa BPM;

* 3neMeHT (2) — rpaduyeckas nnntoctpauns BPM;

= 3nemMeHT (3) — onucaHue poHaa BPM;

* 3nemeHT (4) — rpadmyeckme NPUMUTUBLI, BU3YaNU3UPYIOLLIME COCTOSIHUE WUNIU JOMNONIHUTENbHbIE
napameTpbl BPM;

* anemMeHT (5) — rpaduyeckui NpPUMUTUB, BU3YaNU3UPYIOLLMA  BO3MOXKHOCTb  BblGOpa
nosb3oBaTeneM npoTokosia goctaBku BPM. lpu Haxatum Ha umkoHky Termidesk uHuummpyet
OTKpbITWUE BCMOMOraTeNbHOro OKHa, B KOTOPOM MepeyucneHbl AOCTYMHblE MPOTOKO/bl AOCTaBKM.
HocTtaBka BPM no BbibpaHHOMY MpOTOKONY HauyMHAETCSA NOC/Ae Ha)kaTust B okHe «[lloakntoueHus»

CCbI/IKMN C HAa3BaHMEM MPOTOKOA.

@ TERMIDESK ® termideskl ~

I Astra Linux CE E & =g Windows 10

Windows 10

Orel 2.12-2T6 O3y El

PucyHok 10 — DnemMeHTbI rpadmyeckoro MHTepdenca Npm NoaxkIYeHMM Yepes Beb-6paysep

LOna nopkntoveHns k BPM HeobxoanMo HaxkaTb Ha rpaduyeckyto UANOCTPaUMUIO MANM HAaUMEHOBAHUE,

onucbiBatoLlee BPM.

4.4 . locTyn K AEMOHCTPALUOHHOMY CTEHAY
Lna osHakomneHus ¢ pyHKumoHanoM Termidesk MOXHO NOAKNHOUUTLCS K AEMOHCTPALMOHHOMY CTEHAY.

,D,J'IFI noAKNKYEHNA cCcnegyet WUCNosib30BaTb 3HAYeHUA MNapaMeTpoB, MnepedvyuncsieHHble B Ta6n14u,e (c™m.

Tabnuua 1).
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Tabnuua 1 — MapameTpbl ANS NOAKIOYEHUA K AEMOHCTPALMOHHOMY CTEHAY

MapameTp 3HayeHue MpumeyaHue

Appec nogkntoueHmnsa | https://termidesk.ru/vdi-demo

AyTeHTuduKauua pna poctyna B Termidesk

Monb3oBatens 1 NUmsa: termideskl Bce BPM
Maponb: termideskl
[oMeH ayTeHTUbMKaLMUM:
«BHyTpeHHsa 6a3a gaHHbIX»

Monb3oBatens 2 Umsa: termidesk? OrpaHunyeHHbIN Habop BPM
Maponb: termidesk?2
[oMeH ayTeHTUbMKaLNUM:
«BHyTpeHHsa 6a3a gaHHbIX»

AyTeHTudukaums B rocteBbix OC pabounx mect

JlokanbHbIn Umsa: user ABTOONpeaesieHMe pa3peLleHns 3KpaHa
nonb3osaTtens B OC [lMaponb: user npuMeHseTcs

Astra Linux u

Windows

Mpn mcnonb3oBaHun KnueHta Heobxoammo [06aBUTH CEPBEP U HACTPOUTb MOAK/IHOYMEHME, 3arOSHMB

3KpaHHble NosiA BbillenepeyncneHHbIMMU 3HaYEHUAMM (cM. PucyHok 11).

HacTpoWka NOAKNHUYEHWA K CEPEEDY ? X

Anpec
vdi-demo.termidesk.ru

OnucaHue

AyTEHTUPUKALKMA
| BHyTpeHHAR B[]
NorvH
| termidesk1
Maponb

termidesk]|

| ¥oanuto |

PucyHok 11 - MNMpumep BBOAA NapaMeTpoB 419 NOAKIHOUEHUS
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Mpu ncnonb3oBaHMK BeG-6pay3epa HYXKHO B aApPECHYO CTPOKY BBECTM aApec NOAK/OYEHMS, fAanee
33aHECTU AaHHble ayTeHTUdUKauMm ansa goctyna K Termidesk (cm. Pucyrok 12).

Pabouue mecta X +

C vdi-demo.termidesk.ru

@ TERMIDESK

termidesk

[omeH ayTeHTUPUKaLUK

BHyTpeHHas b

PucyHok 12 - Mpumep nopkntoveHns Yepes Beb-bpaysep

4.5 . 3aBepLueHue pabotsl c BPM
Monb3oBaTtenb Termidesk MoxkeT 3aBepwnMTb paboTy ¢ BPM aByms witaTHbIMKM cnocobamu:

* BbIiTM M3 rocteBo OC BPM — Bbixon ocyuiecTenseTcs CTaHAApTHbIM CrocoboM 3aBepLueHus

paboTbl ¢ OC (cm. PucyHok 13);

& B 3aBucMMocTM OT Mogenu gocTtaBku nocne Bbixoda us rocteson OC BPM MoxeT 6bIThb yaaneHo
C NoCNeAyHoLLMM CO30aHMEM APYroro UM MOXKET OCTaTbCsA B aKTyaslbHOM COCTOSAHUM.
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L Termidesk Viewer

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

* 33BepwWUTb paboTy mnpoTokona

L) OF, 5, 5y (2]

(€] Bbixoa UK BbIKNKO4EHME

& BNoKupoBKa []" BbiXxog U3 ceccuu

@ CoH G Mepesarpyzka

* rmGepHauuna (D BolKnOuyeHHe

MnaHnpoBaHKe...

Termidesk Client -... Q) BbiX0A MNW BbIKA... Q))) en Bl%;cgEBH
PucyHok 13 - Npumep 3aBepLueHus pabotel B OC
A0CTaBKM - NnoNb30BaTe/Ib  3aKpbiBaeT npunoxxexHue,

ocyLLecTeasoLee goctaBcy BPM.

A B >3TomM cnyuvae, HesaBUCMMO OT Mogenu poctaBku, BPM He ypmansetcs, a 6nokupyetca ans
OyoyLLErO UCMOIb30BaHUS MOJb30BaTeNIeM, OCYLLECTBUBLLMM BbIXOA, U3 MPUIOXKEHUSI NMPOTOKO/A

[OCTaBKM.
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) Termidesk Viewer B H |L|

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

A
(ASTRA LINUX'
-

ﬁ&? Termidesk Client -... Q))) en B]r?f‘acgg‘

PucyHok 14 - Mpumep 3aBepLueHns paboTbl NpunoxkeHus termidesk-viewer

4.6 . 3aBepLueHue paboTbl C BbIGpaHHbIM CEPBEPOM

Mpy HeOBXOAMMOCTM NOLKNIOYEHMS K ApYyroMy cepBepy Termides, HY>KHO 3aBepPLUNTb PaboTy C TEKYLLMM
CepBepOM.
[ns 3aBepLueHns paboTbl C CEPBEPOM HYXXHO HaXkaTb Ha rpaduyeckuii anemeHT [Bbixoa] (cm. Pucyrok 15) B

KnuenTe.
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@ TERMIDESK

G vdi-demo.termidesk.ru termidesk! E

HazgaHue

Hcnonesyerc Vv  OcHoBHasa

Wcnons3yetca RDP ~  OcHoBHaA

PucyHok 15 - 3aBepLueHune paboTbl € cepBepoM

4.7 . 3aBepLueHue paboTbl C NPUIOKEHUEM

Lna 3aBeplueHus pabotel KnveHTa Heobxoammo:
* nepeunTn B obnacTb yeegomaeHmn OC;
* Ha)XaTb MNPaBOM KHOMKOM MbILIM MO 3HauKy Termidesk;
* BblOpaTb MYHKT «BbINTWU» (cM. PucyHok 16).
- )
5

Beb-Epay3ep
Firefox

®

KopauHa

/N
oF 4

Momowb

Mo
KoMAbTEp

.
| ASTRA LINUX®

. CkpbITE
O NpPUNoXeHn
& st e DD E
iﬁf E Termidesk Client -... . ))) o] | en BT, 19 CEH

PucyHok 16 — 3aBepLueHue pabotbl ¢ KnveHToM yepes obnactb yBegomnenun OC

12:58
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4.8 . Ucnonb3osaHue MO termidesk-viewer

4.8.1 . UnTepdeiic
B npouecce poctaskn BPM no npotokony «SPICE (vdi-viewer)» B MeHIO AOMNOAHUTENbHBIX AENCTBUM

[OCTYMHbl MHDOPMauMOHHble 3nemMeHTbl 1O termidesk-viewer co cneayroLMMM BO3MOXKHOCTAMM (cMm.

PucyHok 17):

A OyHKUMOHaNbHbIE BO3MOXHOCTM, MEpeYuc/ieHHble B AaHHOM pasfene, AOCTYMHbl TObKO MNpwu
nonyyeHmun BPM no npotokony SPICE (vdi-viewer).

* 3nemeHT (1):
e npocMoTp naeHtTudmkatopa BPM Ha nnatdopme BupTyanmsaumm;
* 31eMeHT (2):
e BblGOp MOHUTOPOB;
e BK/tOYeHMe nepeHanpasBneHns USB-ycTponcTs, NoakntouYeHHbIX K pabouert CTaHuMK, B
BPM;
 BKJIHOYEHME MEPEHaNpaBNeHNs Beb-kKaMep, NOAKOYEHHbIX K paboyer cTaHumu, B BPM;

* BKJIHOYEHME MEPEHANPABIEHNS CMAPT-KapT, MOAK/IHOUYEHHbIX K paboyen cTaHumn, B BPM;

anemeHT (3):
e nepepada dannos B BPM;
* CO34aHME CHMMKA 3KPaHa;

e ynpasneHue bydepom obMeHa;

anemeHT (4):

* nepepada B BPM coueTtaHus knaeu;

anemeHT (5):
* OTKpPbITME OKHa NMPOCMOTpPaA Ha MOJIHbIA 3KPaH;
» OTOBpaXkeHWe NaHenn MHCTPYMEHTOB B PEXMME MOJTHOMO 3KPaHa;
* BKJIHOUYEHME CIIAXKEHHOIO peXkMMa 0TobparkeHus;
* MPOCMOTP CTaTUCTUKM CEAHCa;
* MPOCMOTP COCTOSIHWUSA KaHa/l0B NPOTOKO/A AOCTaBKU;

e 3aBepLueHMe paboTbl (3aKpbITb BCE U BbIATH).
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= Termidesk Viewer - O X

= )
I L
@ @
Beb-bpayzep leorpaguyeck
Firefox an MHbopMa..

@g @

Beb-bpay3ep KopauHa
Google Chrome

o !

Beb-bpayzep Moii TrueConf
Yandex Brow.. KOMMNbioTep

o
ASTRA LINUX

] TERMIDESK

[ . i [ 15:41
0 MaHenb ynpaeneH .. MpueetcTBKe - Vis.., ﬂ))) en 4T 30 MAP

PucyHok 17 — UHdopMaLmoHHble 3neMeHTbI termidesk-viewer

4.8.2 . MNepeHanpaeneHne USB-ycTpoiicTs
[ns nepeHanpaBneHus NoaKaOYeHHOro K pabouyen ctaHuum USB-ycTporictea B BPM Heobxonmmo:
* B uHTepderce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS
cnucke nyHKT «[lMepeHanpaBneHne USB»;
* BblOpaTb YCTPOMCTBO A/ MEpPEHANpPABIEHNS, OTMETUB €0 rasiouKoM (cM. PucyHok 18);
* OMNUMOHANIbHO OTMETUTb ra/loYKOM MapaMeTp «ABTOMOAK/IOYEHME» AN aBTOMATUYECKOro
nepeHanpasneHus yctporctea B BPM nocne nepenoakntoveHus K pabouyen ctaHUUM;

* Ha)kaTb KHOMKy [Bbibop] ans nprMeHeHus HacTpoek.
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Mepexranpasnerne USB ? >

DT microDuo 3C (VID:0951 PID:16AE)

[ ITE Device (VID:048D PID:5702)

[ ] Intel(R) Wireless Bluetooth(R) (VID:8087 PID:0026)
[ ] Razer Maga Trinity (VID:1532 PID:006T)

[ ] Razer Huntsman V2 Analog (VID:1532 PID:0266)
[ ] IDLE (VID:2DC8 PID:3109)

[ ] CDC Control Interface (VID:0C45 PID:9830)

[ ] €922 Pro Stream Webcam (VID:046D PID:085C)

ABTONOOKNHYEHKE

Bribop OTMeHa

PucyHok 18 — OkHo Bbibopa USB-ycTpomncTsa

4.8.3 . NepeHanpaBneHue cMapT-KapT
[ns nepeHanpaBneHus NOAK/IFOYEHHOM K paboyer cTaHuuM cMapT-kapTbl B BPM Heobxoaumo:
* B uHTepderce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS
cnucke NyHKT «CMapTKapTbi»;

®" B OTKpbIBLUEMCA OKHE HAaCTpOEK Bbl6paTb HY>XHYH CMapT-KapTy, OTMETUB €€ ranouyKom.

4.8.4 . MNepeHanpasneHue Be6-kaMepbl
Lna nepeHanpaBneHus NOAKAOYEHHOM K paboyen cTaHuMM Beb-kaMepbl B BPM Heobxoanmo:

* B uHTepderce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) W BbibpaTb B pacKpbiBLUEMCS
cnucke nyHKT «Bebkamepay;

* B OTKpbIBLUEMCA OKHe «MeHemep BebkaMep» (cm. Pucyrok 19) BblGpaTb Bebkamepy B none
«YcTponcTBo» W paspeweHne B none «PaspeweHne/vactota kagpoB». B okHe [0MKHO
0TOOpa3nTbCs M30bpakeHWe C BebG-kamepbl. WM3MeHeHWE W306paXkeHMss B 33aBUCMMOCTM  OT
BbIBpaHHOMO pa3peLLeHMst U YAaCTOTbl MPOUCXOAUT B PEXXMME PEasIbHOrO BPEMEHMU;

* HaxkaTb KHonky [OK]. [lMepeHanpaBneHue nsobpaxkeHus ¢ Beb-kamepbl ByaeT NpoMcxoauTb, Moka
ncnonbsyetcs BPM. lMocne 3aBepwenus pabotel ¢ BPM (3akpbitna MO termidesk-viewer)

nepeHanpaBneHmMe aBTOMaTU4eCKN OTKJTHOHAETCA.
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Meneaxep sebkamep X

YcTpolcTBo €922 Pro Stream Webcam w
PazpeweHre/yacToTa Kagpoe 800x448 fps - 30 ~
Ok OTMeHa

PucyHok 19 - OkHo «MeHenykep Bebkamep»

4.8.5 . Boibop MoHUTOpa
Lna Bbibopa MOHUTOPa, Yepe3 KOTopbIn byaeT oTobpaykeH akpaH BPM, Heobxoanmo:
* B uHTepderice MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS
CNUCKe NyHKT « MoHUTOpPbI»;
* B OTKPbIBLLIEMCS OKHE HACTPOEK (cMm. PucyHok 20) BbIBpPaTb HYXXHbIWM MOHUTOP, OTMETUB Er0 raJIOYKOM;

* HaxaTb KHonky [O6HOBUTB] Ang NpUMeHEHUs HaCTpPoeK.
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MoHUTOPSI - O X
Nuenneit 1 wKpuHa: 0 BbiCoTa: 0
|:| MoHuTop 0 |>:: 0 | |,.: 0 | |_.'3.'—a: 1024 | |;:.-:s‘a: 768 |
Nuenneit 0 wKpuHa: 1024 BbICOTa: 708
MoHuTop 0 |>:: 0 | |,.: 0 | |_.'3.'—a: 1024 | |;:.-:s‘a: 768 |
DBHOBUTE

[ ] OTknkuNTE BEIpABHHBaHKE

OTKIHUYHTE NozUUWMOHWPpOBAHKHE

TekyLlee COOTBETCTEBWE MOHHTOPOB |1:1;2:2;3:3;4:4;5:5;6:6;?:?;8:8;9:9 |

HOBOE COOTEETCTBWE MOHMTOPOB p: 1:1;2:2,3:3 |

ep:

anMEHHTh CONOCTaENEHHE

PucyHok 20 — OkHo BbibOpa MOHUTOpA
Ons [BYXMOHUTOPHOM KOHOUrypaumm HeobXoOMMO OTMETUTbL B HACTpoWke oba AuMcnies U HaxaTb
kHonky [O6HOBUTB].
MO termidesk-viewer Takxe MNOALEPXXMBAET AMHAMUYECKM (OPMUPYEMbIA U U3MEHSIEMbIA MacCUB
[N:M] conocTtaBneHusa BupTyanbHbiX 3kpaHoB (guest_monitor_N) k du3nyeckumM MoHMTOpaM XxocCTa
(host_monitor_M). HauanbHble 3HayeHusi maccuBa [1:1;2:2;3:3;4:4;5:5;6:6;7:7;8:8;9:9], nopsakoBble
HOMepa BCEX PU3NYECKUX U BUPTYasIbHbIX MOHUTOPOB B MaccMBe HauymHatoTcs ¢ 1.
[ns n3MeHeHUs COOTBETCTBUS MOHUTOPOB HEOBXOAUMO:
* B uHTepdernce MO termidesk-viewer HaxaTb Ha 3nemMeHT (2) M BbibpaTb B pacKpbiBLUEMCS
CNUCKe NYyHKT «MOoHUTOpPbI»;
* B OTKPbIBLUEMCS OKHE BBECTM HOBbIE 3HAYEHWSI AN COOTBETCTBUS MOHMTOpPOB B none «Hosoe
COOTBETCTBME MOHUTOPOBY;

* HaXkaTb kKHoMKy [[pMMeHUTL conocTaBneHune] s NpUMeHeHUs HacTpoek.

4.8.6 . MNepenaua dainnos u bydep obMeHa

Onsa nepepaun dannoB c nonb3oBaTeNbCkoW paboyen cTaHuum B BPM Heobxogmmo B rpaduyeckom
anemeHTe (3) BbIOpaTh cTpoKy «[lepenaya dannos 8 BPM» 1 nocne atoro BbibpaTb NyTb AN COXpPaHEHUS
danna.

LOna ynpaenenus 6ycdepoM obmMeHa Mexay pabouen cTtaHumen n BPM Heobxogmmo B rpaduyeckom
anemeHTe(3) BblOpaTh cTpoky «bydep obmeHa». [laHHas BO3MOXHOCTb OyAeT AOCTYMHa TOMbKO B TOM
cnydyae, ecnu ynpaeneHve 6ydepomM obMeHa pONa yKa3aHHOro MpPOTOKOMA AOCTaBKM  paspeLleHo
rnobanbHbIMU MOMUTUKAMUM B HACTPOMKAxX MHTepdenca agMMHUCTpupoBaHus Termidesk. Mpu oTcyTcTBMM

BO3MOXHOCTW UCMOb30BaTh bydep obMeHa HeobxoaMMo 0bpaTUTLC K AGMUHUCTPATOPY.
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4.8.7 . NepeHanpaBneHue KaTanora

Ons nepeHanpaBneHus KaTanora C MNoONb30BaTeNbCKOW paboyen cTaHumMm B BPM Heobxogumo B
rpadpuyeckom snemeHTe (3) BbIOpaTb cTpoky «[llepeHanpaBneHve nankuM» KM MNocne 3TOro BblbpaTb
KaTasior, KOTOpPbI HEOBXOAMMO MepeHaNpPaBUTb.

Cognepyknmoe BbibpaHHOro KaTtasiora byaeT oTobpaykeHo:

» B aupekTopun /media/davfs B OC Astra Linux Special Edition (cm. PucyHok 21);

M webdav - Menenxep Gaiios
®ain  Bwpg Cetb  CepBuc HacTpoika CnpaBka
4 G Nankn DBW: b4 D:l Q
Appec: KoMnbioTep »®aknosas cuctema »media > webdav
B PaBounii cron 1 lost+found
& KopzuHa -5 termidesk_agent_SLET.10001-01 90 04.pdf
>~ al Hakonurenu
-7 oaiinosas cucrema
> e bin
> boot
> % dev
> etc
2 home
> e lb
e lib32
o lib64
o libx32
lost+found
¥ media
& cdrom
cdrom0
cdrom?
- R
lost+found
mnt
opt
226.26 I'b ceoBogHo 2 3nemeHTa

PucyHok 21 - MNMepeHanpaenenHbin katanor 8 OC Astra Linux
* B aBTOMaTM4eCKM MNPUMOHTMPOBAHHOM ceTeBOM aucke (Hanpumep, Z:\) B OC Windows (cm.

PucyHok 22).
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A O =

<

MNogeanTeca

“ 4 = » Imo.. » DaviW..

3+ BeicTpeii gocTyn
B PaGouwii cron
‘ 3arpyskn

=| JokymenHTsl

&=| WzoBpaxenua
B Buaeo

D Myzeika

[ 3701 komnerotep

m Bugeo
=| JokymenHTsl
‘ 3arpyskn

&=| WzoBpaxenua

J OBbembble 0BbekThI

B PaBouwii cron

Myzeika

NokaneHeiil guek (C:)

DavWWWhRoot (\\localhost@9

¥ Ceme

H

INemMeHTOB: 2

¥npaenexue

Bug CpeacTea paboTel € AMCKaMK

v O

Mownck: DaviWWWRoot (\\ocalhost@3843) (Z

ma Nata nzmeHeHns

.spice-clipboard

[ termidesk_agent_SLET.10001-01 90 04

DavWWWRoot (\localhost@98...

—DXJ

Tun Pas

Manka c daitnamn

Microsoft Edge P...

b

PucyHok 22 - lNMepeHnanpasneHHbin katanor 8 OC Windows

4.8.8 . CHMMOK 3KpaHa

[ns BbiINnONHEHMS CHUMMKa 3KpaHa HeobxoamMMmo B rpacduyeckoM anemeHTe (3) BblbpaTb cTpoky «CaenaTb

CHMMOK 3KpaHa» M NOC/e 3TOro BblbpaTb NMyTb 4SS COXpaHeHMs danna.

4.8.9 . NepeHanpaBneHne KOMOMHALMUMA KNaBuLL

MepeHanpaBneHne KOMBUHALMI KNaBULL MOALEPXKMBAETCS KaK MPU UX HAXKATUU, TakK M U3 MHTepdenca

MO termidesk-viewer, npu Bbibope B rpadpuyeckom snemeHTe (4) HY>KHOro coyeTaHus.

Cnincok nopaep>kmMBaeMbix KOMOUHaLMMA:

= <Ctrl> + <Alt> + <Delete>;
» <Ctrl> + <Alt> + <Backspace>;
= <Ctrl> + <Alt> + <F1>;

= <Ctrl> + <Alt> + <F2>;

= <Ctrl> + <Alt> + <F3>;

= <Ctrl> + <Alt> + <F4>;

= <Ctrl> + <Alt> + <F5>;

= <Ctrl> + <Alt> + <F6>;

= <Ctrl> + <Alt> + <F7>;

= <Ctrl> + <Alt> + <F8>;

= <Ctrl> + <Alt> + <F9>;
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= <Ctrl> + <Alt> + <F10>;
= <Ctrl> + <Alt> + <F11>;
= <Ctrl> + <Alt> + <F12>;
* <Print Screen>;

= <Ctrl> + <F1>;

= <Ctrl> + <?>;

= <Shift> + <F11>.

4.8.10 . MonHO3KpaHHbI1 pexxum

Ons npocmotpa BPM B nonHoakpaHHOM pexxume Heobxoaumo B rpacduyeckoM 3snemeHTe (5) BbIOpaTb
cTpoky «[1onHbIN 3KpaH» UM HaxkaTb knaeuwy <F11>.

[ns Bbixoaa M3 NOIHO3KPAHHOIO PeXXMMa MOXKHO BOCMO/Nb30BaTbCsl codeTaHMeM knasuw <Ctrl> + <Alt>
+ <Enter> vnu B rpacdmyeckom anemenTe (5) BbIOpaTh CTPOKY «BbINTHU M3 NONHOIO 3KpaHa».

B nonHoakpaHHOM pexxnme naHenb MHCTpyMeHTOB MO termidesk-viewer aBTOMaTUYeCKM CKpbIBaeTCs.
YTo6bl HaboOp WMHCTPYMEHTOB OTOOpa)kancs cTaTUyecku HeobxoguMo B rpaduyeckoM snemeHTe (5)

BbIBGpaTh cTpoKy «OTO6paXkaTb NaHeNb MHCTPYMEHTOB B PEXXMME MOJIHOMO 3KPaHa».

4.8.11 . MNony4eHme CTaTUCTUKK U NPOBEPKA COCTOSAHUSA KaHANIOB

Ons nonyyeHus CcTaTUCTUKKM ceaHCa HeobxoamMMo B rpaduyeckoM 3snemeHTe (5) BbIOpaTb CTpoKy
«CraTtncTuka ceaHca».

CraTucTmnka oTobparkaeT gaHHble NoAK/OYeHUM No BceM kKaHanam SPICE.

Ons npoeepkn coctosHus kaHanoB SPICE Heobxoammo B rpaduuyeckom snemeHTe (5) BbiOpaTh CTpoKy
«CocTosHue kaHanoB». KaHanbl, KOTOpble B faHHbIM MOMEHT HE MCMOMNb3YHOTCS, ByAyT OTOBPaXKeEHbI Kak
«BbIK/1».

4.8.12 . 3aBepLueHue paboThbl
[Ons 3aBepweHna pabotbl ¢ BPM Heobxogumo B rpadmyeckoM snemeHTe (5) BbIOpaTb CTPOKY «3aKpbIiTb

BCE U BbIUTU».
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5.1 . HewTaTHble cuTyaumm u cnocobbl UX yCTpaHeHUs!

Bo3MoxkHble HeucnpaBHOCTM Mpu pabote ¢ KnveHTOM M cnocobbl MX YCTpaHeHUsl npuBeaeHbl B

Tabnuue (cm. Tabnuua 2).

Tabnuua 2 - NMepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB X YCTPaHEeHUs!

«Number of service
reached MAX for
service poll»

NHamkaums OnucaHue Bo3Mo)kHoe peLueHue
Owwubka: Owwnbka nosenaeTtca HeobxoaonMo 06paTuThCcs K AOMUHUCTPATOPY.
«He 3apaH TpaHcnopT | MNPV NOMNbITKE NONYYUTE | AqMUHMCTpaTOPY HEO6X0AMMO 006aBUTbL MPOTOKOJIbI
MoaKAOUEeHUA» BPM focTtaeku B poHg BPM
Owwnbka: Owmnbka nosBnsieTcs HeobxoaonMo 06paTuThcs K AOMUHUCTPATOPY.

npwu 3anpoce BPM

Owmrbka 3HaUUT, YTO AOCTUFHYTO MaKCMManbHOE
konnyectso BPM.

AILMUHUCTpATOPY HEOBXOAMMO NGO NepenTn B PoHA,
BPM v npuHyauTenbHo 3aBepLunTb ceccuto, nmbo
yBenuunTb B doHae BPM makcmumanbHoe konmvyecTso
BPM

Owwnbka:
«INTERNAL
ERROR: cannot create
temporary directory!»

Owwubka nossngeTcs
npu BXOAE B rOCTEBYHO
OC Windows

HeobxognMo 0bpatuTbcs K AGMUHUCTPATOPY.
Bo3MOykHble MPUYMHbBI OLLNOKM:

* HeT NpaB Ha KaTanor npoduns Nosb3oBaTens
(nokanbHbIW/CceTeBOWM);

* nNpodwuib He ycnen co3aaTbCs B MOMEHT
3anycKa KOMMOHeHTa «AreHT».

AILMUHUCTPATOPY HEOBXOAMMO OTKPbITh
noarotoeneHHoe 6asosoe BPM, B rocteson OC
nepenTu B «YnpaeJsieHWe KoMnbtoTepoM - Cny>kbbl u
npunoxenus - Cnyxo6bl - Termidesk Agent Service» u
B CBOMCTBaXx CNy>bbl Ha Bknaake «ObLwme»
YyCTaHOBUTb « Tun 3anycka - ABTOMaTU4eCcKu
(OTNOXKEHHbINM 3aMycK)»

Owwnbka:
«[Mpokcu-cepsep
3anpeTun
NoAKtOHeHMeE»

Owwnbka noasngercs

Npv NOAKIHOYEHUN K
¢oHgy BPM

HeobxoaonmMo 06paTuThCcs K AOMUHUCTPATOPY.

HeobxoanMo HacTpouTb NPOKCU-CepBEp HA YPOBHE
OC nonb3oBaTtenbckon paboyen cTaHUUK
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UHpukauus

OnucaHue

BosmoxkHoe peLueHue

Cratyc «[Moarotoska
paboyero MecTa»
BMCUT HEOIrPaHUYEHHO
L0Nro

Mpu nonbiTke
noakntoumnTbca K BPM
no npotokony RDP
(Hanpamyto nnu vepes
LWt03) nosiBnsieTcs
ctatyc «[MoakntoyeHune
K pabouyeMy MecTy»,
KoTOpas NoToM
CMeHsieTcs Ha
«[MoproToBka pabouero
MecTa» u
oTobpaXkaeTcs
HeorpaHW4YeHHO AONro

HeobxoanMo 06paTuThCs K AOMUHUCTPATOPY.

Cutyaumsa Bo3HMKaET, ecnim nopT cepeepa Termidesk
HeafoCTYMeH: Npu 3anpoce noakatodeHns kK BPM no
npoTtokony RDP nepep, Bbigayen nogkntoveHus
avcnetyep Termidesk npoBoguT nposepky
[OCTYMHOCTM NopTa 3aTpeboBaHHOro MPOTOKO/IA Ha
uenesom |P-agpece.

AOMUHUCTpATOpPy HEOBXOANMMO B HACTPOMKAX
dunbTpa Tpadmka paspelnTb NOAKIHOUEHNE U3
CErMeHTa ceTu ¢ uHppacTpyktypon Termidesk ans
Y3/10B C pONIIMU AUCMETHEPOB NOAK/HOYEHUN B
CErMeHT ceTu, rae Haxopgatcs BPM, Ha nopt RDP
3389

Owwunbka:

«He ynanocb
YCTAaHOBUTb
coeauHeHue ¢
cepBepom»

Owwunbka nossnaeTcs
Npw NomMbITKE NOJyYUTb
BPM

HeobxonnMo BbIbpaTh KOPPEKTHbLIN MPOTOKOI
poctaku (SPICE) unmn obpatutbes K
AQMUHUCTpaTOpY.

Owmnbka coobuaert, uto MO ana susyanmsaunu BPM
He CMOrN0 NOAKNYMUTLCA K nnaTtdopme
BMpTYyanmsaumm.

OTKBB NoAKNKYEHNA NMPOUCXOOAUT CO CTOPOHDI
SPICE-cepBepa runepsusopa.

MpuurHoM MoryT BbITh:

* HernpaBW/bHbIX NPOTOKON AOCTaBKMW;

* BUpPTYyasbHas MallWHa BbIK/IKOYAETCA U
OTK/IHO4aEeT BUAEOKAPTY;

* MpobneMbl C MEXXCETEBLIM 3KPAHOM;

" 33aBWUC NPOLLECC gemu BUPTYasbHOM MalUUHbI

Owwubka:

«VMwareLinkedDepl
oyment object has no
attribute
'getConsoleConnectio
n»

Owwnbka nosasngercs
Npw NOMbITKE NOYYUTb
BPM

HeobxoaonMo 06paTuThCs K AOMUHUCTPATOPY.

C nocTaswmkoM pecypcoB VMware vSphere
HeobxoanMo mcnonb3osaTb Npotokon RDP ana BPM.
MpoTtokonbl SPICE/VNC He noaaepykmnsatoTca
JaHHbIM MOCTaBLLMKOM
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UHpukauus

OnucaHue

BosmoxkHoe peLueHue

lNocteBas OC Astra
Linux He npou3BoauT
aBTOMaTmn4yeckoe
MacLiTabupoBaHue
3KpaHa

Mpw nogknoueHUn K
BPM He npouncxogut
aBTOMaTmnyeckoe
MacliTabmpoBaHue
3KpaHa

B roctesont OC BPM oTkpbITb NporpamMmmy
«TepmuHan fly» n BbINOAHUTL cnepyroLlee:

®* NONy4nTb Ha3BaHUE aKTUBHOIO MOHUTOpaA:

:~$ xrandr --listactivemonitors

® BbIMNOJIHUTb KOMaHAOY:

:~$xrandr --output $MONITOR --auto

roe SMONITOR - Ha3BaHWE aKTUBHOIO MOHUTOPA,
nonyveHHoe npeaplayLLen KOMaHaoM.

Ecnu pevictBrs He NpuBeNn K >KelaeMoOMy pesynbTaTty,
HeobxoauMo 06paTUTbCS K AGMUHUCTPATOPY ANS

NpoBEPKM HAaCTPOEK MacluTabmpoBaHus B 6a30BOM
BPM

Mpu nonbiTke
coenmHeHmsa n3 OC
Astra Linux Special
Edition 1.7
TepMUHANbHOMY
cepepy Astra Linux
(STAL) nnu
onybnnkoBaHHOMY Ha
HEM TMPUTOXKEHWNIO
CoeflHEHWE He
yCTaHaBMBAETCA

Mpu nogknroUeHUn K
STAL coeamHeHue He
yCTaHaBIMBaeTCs

HeobxognMo 0bpatuTbca K AGMUHUCTpATOPY.

Lna ycTpaHeHus npobnemMbl HEO6X0AMMO B
rpacdmyeckoM nHTepderice ynpaenenus Termidesk
nepenTtn «Paboune mecta - MoHabI», BbIBPaTb GOHA,
BPM u 3agatb emy nonntmky «MexaHnsm
obecneyeHusa 6ezonacHocTM Ha ypoBHe cetu (RDP)» -
«TLS» unn «<RDP» gna poctyna Kk onybnnMkoBaHHOMY
npunoxenmto STAL.

Ons noctyna K TepMuHanbHom ceccum STAL
HeobxoaMMO 33aTb 3TOM MOMNTUKE 3HAYEHUE
«ABTOCOrNacoBaHue»

He oTobparkaeTcsa
OKHO MPUOXKEHUS,
MOMYYEHHOrO Yepes
Microsoft Remote
Desktop Services, B
OC Microsoft
Windows

Mpu 3anycke
NPUAOXKEHUS Ha NaHenNu
33434 oTobpaykaeTcs
MKOHKA MPUTOXKEHUS,
CaMO MpUJIOXKEHUE He
oTobpaXkaeTcs

YUT0OblI 060MTK 3Ty NPOBAEMY HY>KHO OTKJIHOUYUTD
pe>xxuM hi-Def Ha Nonb3oBaTeNbCKOW paboyel
CTaHUuu.

[na 3Toro BbINOJHUTL NOCEA0BATENIBHOCTD
OENCTBUMN:

* HaxaTb 3kpaHHyto kHonky [[Myck], BBecTu
regedit v BblbpaTb regedit.exe;

* B OTKPbIBLUEMCS PEAAKTOPE PEECTPa OTKPbITb
noapasaen
«HKEY_CURRENT_USER\SOFTWARE\Micr
osoft\Terminal Server Client»;

» B MeHto «[1paBka» BbIbpaTb NyHKT «Co3aaTb», a
3aTeM «[lMapameTrp DWORD»;

* B nose «HoBoe 3HauveHne 1» BBECTU
EnableAdvancedRemoteFXRemoteAppSupport
1 HaxkaTb knasuwy <ENTER>;

* MpPaBOM KHOMKOW MbILUM HaXXaTb Ha NapaMeTp
EnableAdvancedRemoteFXRemoteAppSupport
M BbIBPaTb NYHKT «M3MEHUTbY;

* B MoJie AaHHbIX «3HayYeHne» BBECTU O U HaXKaTb
kHonky [OK];

* 3aKpbITb PeAaKTOp peecTpa
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NHamnkaums OnucaHue Bo3aMoxxHoe peLueHue
Owmunbka: Owmnbka nosBnsieTcs HeobxoanMo 06paTuThCs K AOMUHUCTPATOPY.
«®MoHpa HaxoamnTca B Npy NONbITKE NONYYUTb | BhiGpaHHbIN OHA, HAXOAUTCA B peXXMMe
pexunme BPM Texobcny>xxunaHus. Ytobbl hoHA BHOBb Obin
TexXobCny>XnsaHums, L[OCTYMeH Ans noakatodeHuns, AgMUHUCTpaTop

noaknr4vyeHme K
paboyemy mMecTy
BPEMEHHO
HeJOCTYMHO»

AO0J/DKEH OTKTIOYUTDb 3TOT pEXUM

Owwnbka:
«Owunbka cepeepa»

Owwunbka noasnsaerca
npu rnonbITke
coeguHeHUs K
TepMUHANbHOMY
cepepy Astra Linux
(STAL)

HeobxoanMo 0bpatuTbcs K AGMUHUCTPATOPY.
AOMUHUCTPATOPY HEOBXOAMMO MOAKIIFOUNTBLCS K
cepBepy ¢ yctaHoBneHHbIM STAL 1 npoeepuThb
3Ha4yeHMe napamMeTpa allowed_users B danne /
etc/X11/Xwrapper.config. DTOT NnapaMeTp A0JKEH
COOTBETCTBOBATb:

allowed_users=anybody
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6. MEPEYEHb COKPALLUEHUM

CokpalieHue MosicHeHue

BPM BupTyanbHoe pabouee mecTo

3MNcC 3aMKHyTasi porpamMMHas cpefa

ocC OnepaumoHHas cucTtema

no MporpamMHoe obecnedeHmne

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe UMsi
lOMeHa)

HTML Hypertext Markup Language (13bIk runepTeKCTOBOM pa3mMeTKM)

IP Internet Protocol (MexceTeBon npoTokon)

RDP Remote Desktop Protocol (npoTokon yaaneHHoro pabouyero ctona)

SPICE Simple Protocol for Independent Computing Environments (npocTowm
NMPOTOKOJT /1 HE3aBUCUMOM BbIYMCINTENbHOW Cpeabl)

SSL Secure Sockets Layer (kpunTorpaduyeckuii npoTokon)

Termidesk MporpamMMHbIN koMnneke «ducneTyep NOAKAKOYEHNN BUPTYaSIbHbIX
paboumx mect Termidesk»

URI Uniform Resource ldentifier (yHuduuMpoBaHHbIN naeHTUdUKATOP
pecypca)

VNC Virtual Network Computing (cuctema yganeHHoro goctyna K
paboyeMy cTONy KOMMbtOTEpa)
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