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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoawmnm [OKYMEHT aBNsSieTCS TpPeTber YacTbl PYKOBOACTBA agMWMHMUCTPaTopa Ha MPOrpaMMHbIN
KoMnnekc «ducnetyep NnogkntoUYeHUM BUPTYanbHbiX pabounx mect Termidesk» (panee - Termidesk).

LoKkyMeHT onucbiBaeT 06Lme NpUHUMNbLI paboTbl ¢ rpadpuyeckum uHTepdencom Termidesk. Ona Toro,
4yTOObI MONY4YUTH MHPOPMaLUIO 06 YCTAHOBKE MPOrpaMMHONO KOMIJeKca, HeobxoauMo 06paTUTbCs K
nepBoM 4YacTu pyKoBOACTBa agmuHucTpatopa - C/IET.10001-01 90 01 «PykoBogcTBO agMuHMCTpaTOpa.
YcTaHoBKa MporpaMMHOro komnjekca». [na Toro, 4tobbl nony4umMtb MHMOPMaLMIO O HaCTpOMKe
NMPOrpaMMHOr0 KOMIMJIeKCa, B3aUMOLEMCTBUM KOMMOHEHTOB WM HACTPOMKWM OTAENbHOro QyHKUMOHana
HeobxoaMMo 06paTUTLCA KO BTOPOM 4YacTU pyKOBOACTBa aaMuHucTpatopa - CJIET.10001-01 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTpolka nporpaMMHOro KoMmiekca».

1.2 . HasHaueHue

Termidesk npegHasHayeH AN OOCTaBKM  BUPTYanbHbIX paboumx ™mect (BPM) u  npunoxenun,
OpraHu13aunmn TepMMHAIIbHOIO AOCTYMa MoJsib30BaTeNer K pecypcam nocpeacTBOM pasiMyHbIX MPOTOKOJIOB

yAaNEHHOro foCTyna.

1.3 . O6nactb npuMeHeHUs

Termidesk Moy)keT npuUMeHATbCA ANS  CO34AHUS WM MOAEPHM3AUMM  MHPOKOMMYHMKALMOHHOM
MHDPACTPYKTYpbl MacwTaba NpeanpusaTMs, a TakXKe MOCTABLUMKAMWU YCIYr, peanusyolmx ob/adyHyro

ycnyry BPM.

Termidesk opueHTMpoBaH Ha 06pa3oBaTeNibHblE UM WMHble OpraHM3auuM, B KOTOPbIX MPesyCcMOTPEHO
ucnonb3oBaHme ogHoro BPM MHo)kecTBOM nuu, € BO3MOXHOCTAMKM ounmcTkn BPM no 3aBeplieHuto
ceaHca paboThl.

Termidesk nogxoanT ons NpMMeHEHUs B CETM NPeanpUATUIA C Pa3BETBNIEHHOW PUIMANIbHOM CETbIO.
Termidesk no3BonsieT peanv3oBaTb MOJUTUKM MOBbLILWEHHbLIX TpPeboBaHWM K 6GE30MacHOCTM [aHHbIX,
NpensaTCTBYOLLMX HECAHKLLMOHMPOBAHHOMY PacnpoCcTpaHeHnto Hpopmaumu. NMomumo storo, Termidesk
obecrneymBaeT paboTy C BUPTYyanu3mpoBaHHbIMK rpacdudecknumum agantepamm (VGPU) u apantaumen K

HU3KOCKOPOCTHbIM KaHaJlaM CBA3U.

1.4 . OcHoBHble XapaKTepUCTUKU

Termidesk cocTouT M3 pspga KOMMOHEHTOB, KOTOpble MOryT 6bITb IMBO oTaensieMbiMu (NogpasyMeBaeT
BbIOOP PO Mpu yCTaHOBKE M3 0bLLero nakerta), IMH60 CaMOCTOATENIbHBIMU (KOMIMOHEHT YCTaHaBAMBaeTCs
M3 OTHOENbHOro rMakeTa, HO MCMNONb3yeTcs B COCTaBe oOLLero KoOMMiekca). Takoe pasgeneHuve

obecreymBaeT rmbkoe MacLITabUpoBaHME CUCTEMbI AJ1F Pa3/IMYHbIX CLLeHapUEB MPUMEHEHMS.
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B cocTae Termidesk BxogaT cnenytolime KOMMNOHEHTbI:

* «YHMBEpCanbHbI OUCMETYEP» - KOMMOHEHT, OTBEYAOLWMM 33 MAEHTUDMKAUMIO MONb30BaTeNen,
Ha3Ha4YeHMe N KOHTPONS AoCTaBkn um BPM;

* «LLInto3» - KOMMOHEHT, OTBEYAIOLLMIA 3@ TYHHEIMPOBaHME MPOTOKOJIOB AOCTaBKU, UCMO/b3YHOLMX
TpaHcnopTHbIX npotokon TCP;

* «MeHepkep pabouyMx MeCT» - KOMMOHEHT, OTBeYalolmiA 33 B3aMMOAEMCTBME C MOCTABLLUMKOM
pecypcoB M YMpaBneHus >XMU3HEHHbIM uUMKAoM BPM, Bkntouas cospaHue, HacTpomKy, 3anyck,
OTKJTOYEHME U YOANIEHUE;

* «AreHT» - KOMIMOHEHT, OTBEYalOLMM 3a KOHTponuMpyemyto goctasky BPM, Bsaumogeincteue c
YHUMBepcasbHbIM AUCMETYEPOM U MeHemkepom BPM;

* «KnueHT» - KOMMNOHEHT, OTBeYaloLWMi 33 gocTaBky BPM Ha nonb3oBaTenbckyto pabouyto CTaHUMIO
C BO3MOXXHOCTbIO MepeHanpasneHus nepudepum, Kataaoros, 1 ONTUMMU3ALMIO UX UCMONb30BaHUS B
NpoTOKOJIe A4OCTaBKMY;

* «OpkecTpaTop» - KOMMOHEHT, OTBEYalOLMIA 3a aBTOMaTM3auMio pa3BepTbiBaHMA Termidesk B
06/1a4HbIX CTPYKTYpaXx;

» «CepBep TepMUHANOB» - KOMMOHEHT, OTBEYAIOLLIMIA 33 OpraHu3auuio TepMuHanbHoro goctyna 8 OC

Astra Linux Special Edition.

KomnoHeHTbl «YHuMBepcanbHbiM aucnetdyep», «Lnto3», «MeHemkep paboumx MecT» SBASOTCA
OTAeNsieMbIMM M MOTYT YCTaHaBAMBATbCA KaK B KOMIMIEKCHOM BapuaHTe, Tak M B pacnpeneneHHom
KOHbUrypauum.
MapameTpbl KOHPUIYpUPOBaHUS OTAENSEMbIX KOMMOHEHTOB NPUBEAEHBI B CEAYIOLLIMX AOKYMEHTAX:

= CJIET.10001-01 90 02 «PykoBoacTBO agMUHUCTpaTopa. HacTpolika nporpaMMHOro KoMrekca;

= CJIET.10001-01 90 05 «PykoBoacTBo agMuHUCTpaTopa. HacTporika komnoHeHTa «LLnto3».

KomnoHeHTbl  «AreHT»,  «KnueHTt»,  «Opkectpatop», «CepBep  TepMUHANOB»  SABASOTCA

CaMOCTOATENTIbHbIMWN.

K KOMMOHEeHTY «AreHT» OTHOCSATCS CNenyHLME NOAKOMMOHEHTbI, KaXKablM U3 KOTOPbIX YCTaHaB/MBAETCS
OTAENbHO:
* areHT BPM (ycTaHaBnuBaeTcs B rocteByto onepaunoHHyto cuctemy (OC) BupTyanbHOM MalLMHbI
(BM));
" areHT y3na BUpTyanusaumm (yCTaHaBAMBAETCS Ha y3€n BUPTyanusaumm);
* CECCMOHHbIN areHT (yCTaHaBNMBaeTCs Ha y3en cepBepa TEPMUHANOB);
* BuaeoareHT (ycTaHaBnusaeTtcsa B roctesyto OC BM);

" areHT BMPTYasibHbIX CMapT-KapT (ycTaHaBnuBaeTcsa B roctesyto OC BM).

MapamMeTpbl YCTAaHOBKM U KOHPUIYpPUPOBAHUS KOMMOHEHTA «AFEHT» TMpUBELEHbl B [OKYMeEHTe

C/TET.10001-01 90 04 «PykoBoacTBO agMuHUCTpaTopa. HacTponka koMnoHeHTa « AreHT».
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[MapameTpbl yCTaHOBKM U KOHMUIYpUpoBaHUS KOMMOHeHTa «KnueHT» npuBeaeHbl B AOKYMeHTe
C/TET.10001-01 92 01 «PykoBoacTBOo nonb3oBatens. HacTporika n akcnnyataums komnoHeHTa « KnneHT».
MapaMeTpbl yCTaHOBKM U KOHUrypmpoBaHusa KomnoHeHTa «OpkecTpaTop» npuBeAeHbl B LOKYMEHTe
C/ET.10001-01 90 06 «PykoBoacTBo aaMuHucTpaTopa. HacTponka komnoHeHTa «OpkecTpaTop».

lMapameTpbl yCTaHOBKM W KOHUrypupoBaHUsi KoMroHeHTa «CepBep TepMWHaNoB» MNpuBeAeHbl B
nokymeHTe CJIET.10001-01 90 07 «PykoBoactBOo agMuHuMcTpaTopa. HacTporika komnoHeHTa «CepBep

TEPMUHANOB».

Termidesk obecneumBaeTr poctaBky BPM Ha nonb3oBaTenbckyto pabouyto CTaHUMIO MOCPEeACTBOM
cnefyroLmMx NpOTOKOMOB:

= SPICE;

= RDP;

* VNC:

* Loudplay.

Lna npotokonoe poctaBkn Termidesk peanusyeT pexxmuM NpsIMOro U TYHHeNbHOro coeguHeHus. MNMpsamoe
COeAMHEHWe MO3BONSIET MOAKOUUTBLCS K MPOTOKONY, 3anylieHHoMy BHyTpu rocteBon OC unm Ha
runepsusope. TYHHeNbHOE COeAUHEHME NPUMEHSIETCS Npu noakntodeHnn BPM 13 HepoBepeHHbIX ceTen.

KombBuHaumsa npoToKoI0B AOCTAaBKKU M CNOCO6ObI NoaK/Ito4eHUs npegonpeaeneHsbl B Termidesk.

Termidesk nopaep>kuBaeT paboTy ¢ nnatdopmMamMm BUPTYanm3aLmnu:

* nporpaMMHbIn komnnekc «CpeacTtBa BupTyanmsaumm «bpect» (nanee — INMK CB bpect, Bepcuu:
2.6,2.9,3.2);

* VMmanager;

= zVirt (Bepcus 3.0);

= oVirt (Bepcus 4.3, 4.4);

= Openstack (Bepcus Xena);

= VMware vSphere (Bepcuu: 6.0 - 7.0.3).

Termidesk nopnep>kueaeT paboTy C cepeepaMm TEPMUHANOB U NYBAMKaLLMKN MPUSTOXKEHNNA:
* Microsoft Windows Server c ponbto «Remote Desktop Services» (nanee - MS RDS);
= Microsoft Windows Server c ponbto «Remote Desktop Session Host» (nanee - MS RDSH);

* Terminal Server Astra Linux (nanee - STAL). Peanusyetca komnoHeHTOM «CepBep TepMUHANOB».

1.5. TpeboBaHus K ypoBHIO NOArOTOBKM NepCcoHana
LOns wratHon akcnnyaTaumm Termidesk TpebyeTca cnenyowmm nepcoHan:

* CUCTEMHbIM aAMUHUCTPATOP;
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" cneynanuncT no TeEXHU4YeCKoMy O6CJ'Iy)KMBaHM}O.

CuCTeMHbIM  aAMUHUCTPATOP JO/KEH MMETb OMbIT paboTbl € nnatdopmMamu  BUPTYyanu3aLum U
aaMuHuUcTpupoBaHus cepeepoB ¢ OC Astra Linux Special Edition 1.7.
OcHOBHbIMU 0BSI3aHHOCTAMU CUCTEMHOMO aAMUHUCTPATOPA ABNSIOTCS:

* YCTaHOBKA, HAaCTpOMKa U MOHUTOPUHI paboTocnocobHocTn Termidesk;

* perfiaMeHTHble paboTbl;

* BOCCTaHOBJNIeHWEe paboTocrnocobHocTn Termidesk nocne ycTpaHeHWss HEMCNpPABHOCTEN KOMIMJIEKCA

TEXHNYECKUX CpencTB.

Cneumanmct no TEXHUYECKOMY OBCIY>KMBAHUIO A0/HKEH UMeTb onblT paboTbl ¢ OC Astra Linux Special
Edition 1.7, 3HaTb 1 NOHMMAaTb NPUHLUMMbI PabOTbl CeTEM Nepeaayn AaHHbIX, a TaKXKe BnaaeTb 6a30BbIMU
3HAHMAMM MO 06CNYXKMBAHUIO KOMMJIEKCA TEXHUYECKUX CPEeACTB.
OCHOBHbIMM 0653aHHOCTAMM CMELMANNCTA MO TEXHUYECKOMY 0BCTY>XXUBAHUIO ABASIOTCS:

* HacTpoMKa, MOAEPHM3ALIMA N NPOBEPKA COCTOSAHUSA KOMMJIEKCa TEXHUYECKUX CPeacTB;

* AMarHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMJIEKCA TEXHUYECKUX CPeacCTB;

* HacTpoMKa CeTeBbIX MOAKIHUYEHUN.

1.6 . TpeboBaHus K annapaTHoMy obecrnevyeHuto

Ons yctaHoBku Termidesk MuHMManbHbie annapaTHble TpeboOBaHWSI y3na OO/MKHbI COOTBETCTBOBATb
CNefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coeamHeHune, He meHee 100 MéuT/c.

1.7 . TpeboBaHus K nporpaMMHOMY obecrieyeHuIo

B cpene dyHKuMoHMpoBaHus Termidesk AonKHbI BbITb MpeaBapUTENIbHO YCTAaHOBEHDI:
= OC Astra Linux Special Edition Bepcuun 1.7 (v Bbiwe);
» CYBA Postgres-11 us coctasa penosutopust OC Astra Linux Special Edition Bepcuu 1.7;
* MporpaMMHbIM Bpokep coobueHui RabbitMQ-server Bepcum 3.7.8 (M Bbllwe) U3 cocTaea
peno3uTtopus OC Astra Linux Special Edition Bepcun 1.7.

OC Astra Linux Special Edition Bepcuu 1.7 ponxkHa 6biTb yCTaHOBMEHA M3 iSO0-0bpasa, AOCTYMHOMo B
JIMYHOM KabuHeTe Ha noptane Astra Linux: https:/lk-new.astralinux.ru/. Pabota Termidesk Ha

npegHacTpoeHHbIX obpasax OC He rapaHTUpyeTcS.
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1.8 . Tunorpadckue cornaweHus

B HacTosiLeM AOKYMEHTE MPUHSATLI CIeAyoLIMe TUNorpadckme CornalleHms:

* MOHOLUMPWHHBIV WPUQT — WUCNONb3YeETCA ANa BblaeNeHus (pParMeEHTOB TeKCTa Mporpamm,
HaMMeHOBaHUIM GaMNoOB U MNanok (AMPEKTOPUI), MyTeM MNepeMeLLeHMs, CTPOK KOMMEHTapwueB,
Pa3NIMYHbIX NPOrPaMMHbIX 3N1eMeHTOB (0ObEKT, KNacc, TUM, NepeMEHHas, KOMaHAa, Makpoc U T. 4.),
a Tak)Ke BBOAUMOIO M BbIBOAMMOIO TEKCTA B PEXKMME KOMaHAHOM CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aK/IFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBaHWUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B peXkMMe rpaduyeckoro nHtepdenica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKNHOYEHHbIN B KBajpaTHble CKOBKM, MWCMOMb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.
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2. NoAroToBKA K PABOTE

2.1 . Ooctyn K rpadmyeckoMy uHTepdeicy Termidesk

LDoctyn k rpaduyeckoMy uHTepdency ynpaeneHuss Termidesk ocyuiecTBnsietca u3 Beb-bpaysepa no
npotokony HTTPS c ykazaHnem URL-agpeca noakntoueHus.

Ons nookntoyeHUss [OMKHbI MCMNONb30BaTbCs Beb-Opaysepbl € nogpepxxkkon cneundukaumm W3C
HTMLS5: Axpekc.bpaysep Bepcum 15.9 un Bbiwe, Google Chrome Bepcum 46 u Bbiwe, Mozilla Firefox
Bepcun 41 u BbiLue.

Mpu HannuMM TOoNbKO AOMEHa ayTeHTUDMKAUMKM C TUMOM «BCTpOEHHbIM» Ha CTpaHWLE MOAKJIHOYEHMUS
HY>XHO 3aNO/IHUTb cneaytouine sKpaHHbIe Nons:
» «JloruH» — naeHTUdUKaTOp CybBLEKTA C ponbio «AgMuHUCcTpaTop Termidesk»;

* «[laponb» — Habop CMMBONOB, NOATBEPKAAIOLLMI Ha3HAYeHUE MOHOMOUUN.

Mpyn nocnepyrowmMx ceaHcax Bxoda Mocfe A06aBNeHWMs HOBOrMO AOMeHa ayTeHTUdMKauum fobaBuTCS
[OMONHUTENbHOE 3KPaHHOE nose Ans Bbibopa:

» «JloMeH ayTeHTUPUKALUUU» — UCTOUHUK CBEAEHUMN O CYOBEKTAX U UX NMOJIHOMOUUSX.

2.2 . Mopsanok nposepku paboTocnocobHOCTH

Mpaduueckun nHtepdenc ynpasneHma Termidesk paboTocnocobeH, ecnv Ha YyCTPOMUCTBE OTODpPaXKeHUS
nHbopMaumm paboyen CTaHUUMM aAMUHUCTPATOPA BU3YasIM3MPOBAICS HadasbHbIM 3KpaH rpaduyeckoro

nHTepdenca ynpasneHus Termidesk 6e3 Bblgaun cooblueHnn o cbosix B paboTe.
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3. HABUTALMSA NO M’PA®GUYECKOMY UHTEP®ENCY

3.1 . PexkuMbl oTobpaxxeHus rpadpuyeckoro nHTepdeica

B npaBom BepxHeM yrny rpaduyeckoro nHtepdenca ynpaenenus Termidesk pacnonoxeHa nHdopmauyms
0 MOoNb30BaTENE, BbINOJHUBLUEM BXOA,
Ha)kaTue Ha naeHTMdMKaTOp NOJIb30BaTENS MHULMNPYET OTKPbITME BbIMALAOLLLEr0 CNMCKA, B KOTOPOM
OCyLLeCTBIsIeTCs BbIOOp nepexofa K MHTepdency nonb3osatens («Monb3oBaTenbCcknin pexxmm») nnm
Ha4a/bHOMY 3KpaHy rpacduyeckoro uHTepdenca ynpasneHma Termidesk («lMaHenb ynpaBneHma»).
B pexume «[laHenb ynpaBneHusi» B NeBOM 4acTu rpaduyeckoro nHTepderica ynpasneHms Termidesk
HAaXOAMTCS NaHesb, COAEPIKALLAS CMNCOK OCHOBHbIX DYHKLUN:

= «O630p»;

* «KOMMOHEHTbI®;

» «HacTtporiku»;

» «Pabouune mecTa»;

* «MOHUTOPUHI».

3.2 . UameHeHue doHa rpadpmueckoro nHTepdeica
Lna nameHeHusa doHa rpacdmyeckoro nHtepderica Termidesk Hy>kHO:

* BbIOpaTb HYXXHbIM PUCYHOK OHA 1 NepeMMeHoBaTb ero B «background-2048.png»;
" CKOMWPOBaTb PUCYHOK C 3aMeHou B /opt/termidesk/share/termidesk-vdi/src/static/

termidesk/img.

3.3 . MOyHkuma «O63op»

Mpu HaxaTum B NneBoM 4acTu rpacdumyeckoro uHtepdenmca Ha PyHkumuto «0OB630p», BU3yanusmpyeTcs
KpaTKoe npeacTaBieHMe OCHOBHbIX MapaMeTPOB, XapaKTepmsyowmux goctasky BPM.

B rpadmueckux bnokax dpyHkumm «O630p» NpeacTaBneHbl CNeLYHOLLME INEMEHTbI (cM. PucyHok 1),
nepeHanpasnsitoLMe Ha COOTBETCTBYOLLME MPpoLEeaypbl:

» «Paboune mecta» — obuee yncno cosmaHHbix BPM Bo Bcex ¢oHAax, B TOM yuMc/ie Ha3Ha4YeHHbIe
BPM, co3paHHbIe 1 pa3melleHHble B kawe, BPM, curHanusupyowwme o6 owmnbkax;

» «[locTaBLWMKN pecypcoB» — CyMMapHOE YMCJI0 MOCTABLUMKOB PECYpPCOB Asi pa3MelleHus GpoHOoB
BPM, B TOM uucne aKTMBHbIX MOCTaBLUMKOB pPECYPCOB W  HaxXOASALWMXCA B pexume
TEXOOCNY>XMBaHUS, a TakXe CyMMapHoe konuyecTBo wabnoHoe BPM, wucnonbsyrowmx

MOCTaBLUMKOB pPeCypCoB;
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- «(DOH,EI,bI pa6oqu MeCT» — YNCJ10 CO30aHHbIX CI)OH,EI,OB BPM, BKAKOYaaA aKTUBHbIE U OrpaHNYEHHbIE;
- «,ﬂ,OMEHbI ayTEHTMdJMKaLI,MM» — 4Uncno HaCTpOEHHbIX WCTOYHUKOB CBeOeHUn o Cy6'b€KTaX
(I'IOJ'Ib3OBaTEJ19IX) N X NOTHOMOYUAX, B TOM Hncne CyMMapHoe Konn4ecteo rnosb3oBaTesien u rpynn

rnosib3oBaTenemn.

Tak>ke NpefcTaBneHa cneaytoLwas CTaTUCTUKA:
» «PacnpeneneHve nonb3oBatenen» — auMarpamMma obulero uucna nonb3osatenien Termidesk c
KOJIMYECTBEHHbIM pacrnpeaeneH1MemM no AoMeHaM ayTeHTUDUKALUK;
* «KOHKYpeHTHble COeguHeHMs» — aMarpaMMa  akTMBHbIX  MOAKJ/IHOYEHUM  OTHOCUTENbHO

MaKCMUMaJibHO A0NYCTUMDbIX.

& B rpaduyeckoM mnHTepderice Termidesk TepMuHbl «paboyee MecTo» U «dOHAbI paboymMx MecT»
oTHocaTca K BPM u ¢doHpam BPM, cooTBeTcTBEHHO.

TERMIDESI‘( @ @CM:TEMHHﬁ nonb3oBaTesb (u) v

@b O0630p

B 4 pa6oune mecta &l 2 nocrapwmim pecypcos E3 4 vonabl pasounx mect U 3 JomeHbl ayTeHTAGMKaLmMm

20 S4 ®o ©®2 KXo His ©®4 Ao a3 H4

& KommoHenTel >

£ Hacrpolikn >

Pacnpe,qeneHme nonb3oBsarenei KOHKypEHTHbIe coegmHeHua
& Pa6ouve vecta >
3 Bcero 4 13 4 foCTynHo

all MowuTopuHr >

M FreelPA
B MSAD
Bcero M BcrpoeHHbiii AKTUBHO

) g

PucyHok 1 — OkHo dyHkumm «O630p» B rpadmyeckoM nHTepderce ynpasneHus Termidesk

3.4 . OyHKumua «KOMMNOHEHTbI»

Mpw HaxkaTum B neBor 4YacTu rpacdumyeckoro MHTepdernca Ha GyHKLMIO «KOMMOHEHTbI» OTKPbIBAETCS

CMUCOK, coaepykallumi npoueaypb! ana noarotoBku doHaos BPM k gocTtaeke.

®OyHKuus «KOMMNOHEHTbI» NpeacTaBneHa CIeAYHOLWLMMU NMPOoLeaypPaMm (cm. PucyHok 2):
» «[locTaBLWMKM pecypcoB» — onpepensieT nopsiaok AEUCTBUM O/ HAacTPOMKM B3aMMOLEUCTBUS C

npegonpeaeneHHbiMM naatdopMamm BupTyanmsaumm n OC ana pasmeweHms doHgos BPM;

Bbinyck oT ceHTs6ps 2023 10



@ TERMIDESK C/ET.10001-01 90 03

* «JloMeHbl ayTeHTUDUKALUN» — ONpeaensieT NopaaoK AENCTBUIM ANS HAaCTPOMKM B3aMMOAENCTBUS C
npeponpeaeneHHbIMU UCTOYHMKAMU CBEAEHUIM O CYBbEKTAX U UX MONHOMOYMSIX;

» «[apameTpbl rocteeBbix OC» - onpenensieT OencTBMa MO TUMNOBOM  KOHMUrypaumm
noaaepxxusaembix OC, ncnonbsyembix B poHaax BPM;

» «[1poTokonbl AOCTaBKU» — onpeaensieT KOHbUIypauuo NoaaepXXMBaeMbiX NPoOTOKOJIOB YAaNeHHOro
[OCTYnMa, UCNOMb3yeMbIX 4N18 AocTaBku BPM;

» «Cetn» - onpegendeTr napaMeTpbl IP-ceTe171, MCNOJb3yeMbIX MNOMAb30BaTENAMU ONA O0CTyMNa K

dboHgam BPM.
E TERMIDESK @ @ CucTeMHbI Nonb3osatens (u) v
@ O0630p

MocTaBLUMKN pecypcoB -
MmecTa 8l 2 NocraBLwmkK pecypcos E3 4 donabl pasounx mect U 3 [lomeHbl ayTeHTHGUKaLMm
& KomnoHenTsl > LakK pecyp A6l P Jit yTeHTUdMKaLY

[loMeHbl ayTeHTUdUKaLmm

® o ©®2 KXo His @4 Ao 23 H=H4

MapameTpel rocteBbix OC
£ Hactpoiiku >

TPOTOKO/ILI 40CTABKM

g rnonb3oBaTtenei KoHKypeHTHble coefrHeHns
[ Pa6ouve mecta > em

4 134 goctynHo

_all MonuTopuHr >

M FreelPA
B MSAD
Bcero M BcrpoeHHblid AKTUBHO

—

PucyHok 2 — OkHo dyHKumMM «KoMMNoHeHTbI» B rpacdmyeckoM nHTepdernce ynpasneHus Termidesk

3.5 . dyHkuma «HacTpoiku»

Mpy HaxkaTuM B neBor 4YacTu rpacduyeckoro mHTepdenca Ha GyHkumo «HacTponku» OTKpbiBaeTcs
CNMCoK npouenyp ona GopMUMPOBaHUA 3ProHOMUYHOrO npeacTaeneHuss ¢doHpoe BPM B uHTepdelice

Nonb30BaTeNs, @ TaKXKe KOHDUIypaLUmMmM CUCTEMHBbIX NapameTpoB Termidesk.

®OyHKuus «HacTporkum» npeacTaBneHa CiesyroWwmMMmn npoueaypamm (cm. Pucyrok 3):
» «[anepes» — onpenensieT Nopsaaok AEUCTBUMMA MO PasMELLEHUIO TpadUUeCcKUX MpeacTaB/IeHUn,

CBSi3aHHbIX C BW3YyasibHbIM OTOGpaxkeHneM d¢doHaoB BPM B uHTepdence nonb3oBatens wu
nHTepdernce ynpaeneHus;

» «[pynnbl paboumx MecT» — onpepensieT NOpPsAOK LEUCTBUIM 4SS TOTMYECKOM rpynnupoBKM hoHA0B
BPM;

» «CucTteMHble NapaMeTpbI» — onpeaensieT CUCTEMHYO KoHbuUrypauuto Termidesk;
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» «JluueHsus» - 3apaeT Gann NMUEH3UKM, a TakKXKe MO3BOMISET BbIMNOMHUTL MPOCMOTP  YXKe
YCTQHOBMIEHHOW IMLEH3UN U YCTAHOBNEHHOW BEPCUM MPOrPaMMHOI0 KOMIMIEKCa;

* «YnpaBneHve ponsiMmM» — 3a4a€T MapaMeTpbl AOCTyNa K MHTepdency ynpaB/ieHMs Ha OCHOBE
posieBon Moaenu;

» «YnpaeneHne ACL» - 3a4a€T napaMeTpbl AOCTYNa K YrNpaBieHUto oTaeNbHbiMKU doHaamMmn BPM Ha
OCHOBe pO/IeBOM MoAenu;

» «[nobanbHble NONUTUKU» - 33[AET rN10BANIbHbIE MAapaMeTpbl Ans paboTbl nonb3osatenen ¢ BPM,

nepekpbiBarowne nHamMemayasbHble HaCTDOIZKM.

@b O630p
Fanepes =
Mecta Bl 2 NocraBuwykm pecypcos B 4 vonawl pasounx mect U 3 JoMeHb! ayTeHTUUKaLMN
& KomnoHeHTs > LK pecyp Ab! P A yTeHTUUKALY
[pynnbl pabounx mect " "
® o0 ®2 Ko E1s @4 Ao a3 HE4
CucTeMHble napameTpbl
£ HacTpoiiku >
NnueH3uns
% nonb3oBaTenei KOHKypEHTHbIe coeJMHeHunA
D Pa6ouve MecTa ) npasneHne ponamMmn
Ynpasnerwe ACL 4 13 4 jocTynto
..||| MOHUTOPUHF > Fno6anbHble NOAUTAKMA

M FreelPA
B MSAD
Bcero W BcTpoeHHbIii AKTUBHO

~r

PucyHok 3 — OkHo dyHKuUmmM «HacTporkn» B rpadmyeckoM nHTepdence ynpasneHus Termidesk

3.6 . DyHKuma «Paboune mecta»

Mpu HaxkaTMm B NeBom YacTu rpadmyeckoro MHTepderca Ha dyHkumMo «Paboume MecTa» OTKpbIBaeTCs
CNMCOK npoueayp oas yrnpaeneHms doHagamm BPM 1 npocMoTpa akTUBHbIX NOJIb30BaTENIbCKMUX CECCUM HA
BblaaHHbIX BPM.
®OyHkuus «Paboune MecTa» npeacTaBneHa CneayroLWwMMm NpoLesypamMm (cm. PucyHok 3):
* «@oHAabI» — MNO3BONSET 06eCneYnTb XXU3HEHHbIM uukn doHaos BPM, ot MomMeHTa co3maHua u oo
3aBepLUeHMs IKCMyaTaumm;
» «Ceccum»— no3BonsieT NpocMaTpmBaTb MHMOPMALMIO 06 aKTMBHbIX CECCUMSIX MOMb30BaTeNien Ha

BblOaHHbIX BPM.
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TERMIDESK @ @chTeMthl‘/‘l nonb3oBaTens (U) v

@b 0630p

DOHABI ey
MecTa Bl 2 Nocraswymkn pecypcos B3 4 vonabi pabounx mect U 3 JomeHbl ayTeHTndmkaLmm
& KommoHenTsl > LMK pecyp Al p A yTeHTNGUKaLY

Ceccum

® o0 ©®2 XRo EBE15 @4 Ao a3 H4
£ Hacrpoliki >
nonb3oBareneil KOHKypeHTHble coearHeHns
& Pa6oune mecta > 4
13 4 AOCTYNHO
all MowuTopUHr >

M FreelPA
B MSAD
Bcero W BcTpoeHHbIi AKTMBHO

~r

PucyHok 4 — OkHo dbyHKuMKM «Paboumne mecTa» B rpaduyeckom nHTepdence ynpasneHus Termidesk

3.7 . ®yHKuMa «MOHUTOPUHI»

Mpy HaxkaTuM B NeBOM 4YacTu rpacdmyeckoro MHTepdernca Ha GyHKUMIO «MOHUTOPUHI» OTKpPbIBAaeTCs
CMUCOK MNpoUeayp AN NMPOCMOTpa M BbIrPy3KM B dakin coBbITUM AENCTBUMA CyObEeKTOB A0CTyna B

nHTepdence ynpasneHus, a TakxKe cobbITUn hyHKUMOHMPOBaHUS cepepa Termidesk.

DOyHKUMA «MOHUTOPUHI» NpeacTaBieHa CieayoWMMM NpoLeaypamMm (cM. PucyHok 5):
» «)XypHanbl» —  MO3BOMSET  MPOCMATpMBaTb W  BbIrpyXkaTb B csv-ann  cobbiTus
dyHKUMOHMpoBaHMa cepBepa Termidesk;
* «AyauT» — MNO3BONSIET MPOCMATPUBATb, BbIrPy»XKaTb B csv-(hana U KONMPOBaTb OTAENIbHble CTPOKM
COObITUIN AENCTBUIN NONb30BaTENEN U AAMUHUCTPATOPOB B UHTepdence ynpasneHus;
* «OTyeTbl» - NO3BONSIET MPOCMATPMBaTb W BbIFPYXXaTb OTYETbl MO MONb30BAaTENIbCKOMY BXOA4Y,

CceéaHCaM U NoaKNHOYEHUAM.
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@ @ CYCTEMHBIA NoAL30BaTenk (u) ¥

& 06z0p
& KoMmnoHeHTbl >
£ Hacrpoikn >

m Paboune mecta >

all MoruTopunr

>

MOHUTOPWUHI
KypHans!
Ayt

OTYETDI

ET N0 NocneaHeMy NoNsL30BaTENbCKOMY BXOAY B CUCTEMY
ET N0 NONb30BaTENLCKNM CeaHCaM

ET N0 NOAb30BATENLCKIM NOAKAKYEHWNAM

HoBbliA ~ PepaktvpoBsate | | Yganutb
KommeHTapwia
1-3m33 | & < 1 w31 > »

PucyHok 5 — OkHo dyHKUMM «MOHUTOPUHT» B rpadmyeckom uHTepdence ynpasneHma Termidesk
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4 . MEPEYEHb COKPALLEHUM

CokpalieHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

OoC OnepaumoHHasa cuctema

CYbA Cuctema ynpasneHus 6a3aMu faHHbIX

MK CB bpect MporpaMmHbIn koMnnekc «CpeacTea BUpTyanusaumm «bpect»

ACL Access Control List (cn1cok koHTponsa goctyna)

HTML Hypertext Markup Language (13bIk runepTeKCTOBOM pa3mMeTKM)

HTTPS Hypertext Transfer Protocol Secure (pacwupenune npotokona HTTP
ANS NOAAEPXKKU LMD POBAHUS)

IP Internet Protocol (MexceTeBon npoTokon)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro paboyero crtona)

RDS Remote Desktop Services (cny>6bl yaaneHHoro paboyero crona
Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX paboumx
CTONOB)

SPICE Simple Protocol for Independent Computing Environments (npoctomn
NPOTOKO/ ANs1 HE3aBUCUMOW BbIYUCINTENBHOW Cpeabl)

STAL Terminal Server Astra Linux (cepsep TepmuHanos OC Astra Linux
Special Edition (Server))

Termidesk MporpamMmMHbIN koMnnekc «ducneTyep NogKAKYEHNN BUPTYAJIbHbIX
paboumx mect Termidesk»

vGPU Virtual Graphics Processing Unit (BupTyanbHbi rpacdmyeckmi
npoveccop)

VNC Virtual Network Computing (cuctema ypaneHHoro goctyna K
paboyemy cTONy KOMMbtOTEpa)
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