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1. ObLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OKYMEHT €BnsieTCS BTOPOM YacCTblO PYKOBOACTBA agMWHMUCTPaATOpa Ha MpPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

Bo BTOpoM uactu pykoBOoACTBa npuBegeHa HacTporka Termidesk, paccMoTpeHbl B3aMmopencTBue
KOMMOHEHTOB, pasrpaHuyeHne GQYHKUMA N0 agMUHUCTpUpoBaHMto. [ns Toro, 4TobObl MOAYYUTb
MHbOopMaLMo 06 yCTaHOBKE MPOrpaMMHONO KOMMJIeKCa, HEeObXoaMMO 06paTUTbCS K MEepBOM 4acTu
pykoBoacTtBa agMuHuctpatopa - CJIET.10001-01 90 01 «PykoBoacTtBO agMuMHMCTpaTopa. YCTaHOBKA

NPOrpaMMHOIr0 KOMMJIeKCa».

1.2 . Tunorpadckue cornawieHus

B HacToawEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

" MOHOWMWPWUHHBIA WPUDPT — UCMONb3yeTcs A[NsS BbloeneHus ¢GparMeHToB TekCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), NyTer MepeMELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrpPaMMHbIX 31eMeHTOB (0OBbEKT, KNnacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Tak>ke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBbl4YKM, UCMOMb3yeTCA A/ 0603Ha4YeHMs HaMMEHOBaHUM
[OKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA
B pexxume rpacdumyeckoro nHtepdenca;

* [kBappaTHble CKOBKU] — TekcT, 3ak/IlOYeHHbIM B KBajpaTHble CKOOKWM, WCMonb3yeTcs ANs
HaMMEHOBaHMS 3KPaHHbIX KHOMOK;

* <YrNoBble CKOBKU> — TEeKCT, 3aK/IHOYEHHbIM B YrNOBble CKOBKU, MCMOMb3yeTCcs AN HAaMMEHOBaHMUS

KnaBuLl KniaBuaTypbl.
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2. NOJIb3OBATEJIU U KOMIMOHEHTbI TERMIDESK

2.1 . PasrpaHuyeHue pyHKUMIA
MpenycMoTpeHo ciepytolLee pasrpaHuyeHmne dyHKLMK No ynpasneHmto Termidesk:

* pyHKUMM agMuHUCTpaTopa Termidesk;
* ¢dyHKuum nonb3oBatensa Termidesk;

* dyHKuum onepatopa Termidesk.

AanmuHuctpatopy Termidesk [OCTYynHbI HacTpoWKka M ynpaBfieHWME MPOrpaMMHbLIM KOMIIEKCOM Moc/e
YCMELIHOro MpPOXOXAEHMSA Mpoueaypbl  uaeHTUGUKaUMM U ayTeHTUdUKaummn. [lo ymonyaHuo ¢
aAMUHUCTPATOPOM  acCOLMMPYETCS JIOKa/bHbIM  MOMb30BaTeNb  onepaumMoHHon cuctembl (OC) ¢

MONHOMOYMAMU aAMUHUCTPATOPA Ha y37e C yCTaHoBNeHHbIM Termidesk.

® Termidesk nHTerpmMpoBaH CO BCTPOEHHbIM KOMMIEKCOM CPeAcTB 3awwmTbl MHbopmauun OC Astra
Linux Special Edition. MWpeHTndukaums w  ayTeHTUdMKauMs, a  TakxkKe  3almTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocyecTeasieTcs cpeacteamu OC.

Takyke MoALEP>KMBAOTCA CNEAYHOLME LEHTPAIM30BaHHbIE CETEBbIE XPAHUAULLA AAHHbIX O CyObekTax u
MX MOSIHOMOYUSAX:

* FreelPA;

= SAML;

» |P-ayTeHTUDMKaALMS;

* Microsoft Active Directory (MS AD) unun LDAP.

Monb3oBatens Termidesk ncnonb3yet koMNoHeHT «KnneHT» Ans nonydveHus AOCTyna K BUPTYasibHOMY
pabouemy mecty (BPM).

Onepatop Termidesk 3apaetcs agMuHucTpatopoM Termidesk. Onepatopy Termidesk poctyneH
OrpaHWYeHHbIM agMUHUCTpaTopoM Termidesk cnMCoK MOAHOMOYMM MO AOCTYyNy B rpaduyeckmi

NHTepdenc ynpasneHus.

2.2 . CxeMa ceTeBOro B3aumMoaemncTeus KoMnoHeHTos Termidesk

Cxema B3aMMOAENCTBMS mMexay CeTeBbiIMM NMOopTaMn M KOMMOHEHTAMU Termidesk npeancrtaBsieHa Ha

PUCYHKE (cM. PucyHok 1).
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PucyHok 1 — Cxema ceTeBoro B3aMMomencTeus komnoHeHToB Termidesk

O6wui nepeyeHb y3noB 1 koMnoHeHToB Termidesk npeactaBneH B Tabnuue (cm. Tabnuua 1).

Tabnuua 1 - MNepeyeHb y310B U KOMMOHEHTOB

KoMnoHeHT HauMeHoBaHUWe Ha Y3en ycTtaHOBKM HauMeHoBaHue nakeTa
cxeme YCTaHOBKM
«YHuBepcasbHbIN Oucnetuep OTpenbHbIM y3en ans termidesk-vdi
ancnetyep» YCTaHOBKM
«MeHepyxep paboumx MnanupoBwuk | OTaenbHbIV y3en ans termidesk-vdi
MecT» 3a4aHuNn YCTAaHOBKM WUJIM YCTAHOBKA
COBMECTHO C AMCneT4yepoM
«LLnto3» LLnto3 OTaenbHbIN y3en ons termidesk-vdi
YCTaHOBKM WUJIM YCTAHOBKA
COBMECTHO C AUCMEeTHEPOM
«AreHT» (areHT BPM) AreHT BupTyanbHas MawuHa (BM), python3-termidesk-

YCTaHOBKA Ha 3Tane NnoaroToBKU
obpaza

agent / termidesk-
agent
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KoMnoHeHT

HaumeHoBaHue Ha
cxeMe

Y3en ycTtaHOBKM

HaumeHoBaHMe nakeTa
YCTaHOBKM

«AreHT» (areHT y3na
BMPTYyann3aumm)

Y3en BupTyanusaumm
(nnatdopma BUpTYyanmsaumm)

python3-termidesk-
vmsd

«AreHT» (CECCUOHHBIN
areHT)

Session agent

Cepsep TepmuHanos (Microsoft

Windows Server ¢ ponbto
«Remote Desktop

Services» (nanee - MS RDS),
Terminal Server Astra Linux
(manee - STAL))

termidesk-session-
agent

«AreHT» (BMAEOAreHT)

BM, ycTtaHoBKa Ha 3Tane
noAaroToBkM obpasa

termidesk-video-
agent

«AreHT» (areHT

BM, ycTtaHoBKa Ha 3Tane

termidesk-pcsc-

BMPTYaNibHbIX CMapT- NnoAroToBkM 0bpasza vscard
KapT)
«KnuneHT» KnuenT Pabouee mecTo nonb3oBaTens termidesk-client
(nonb3oBaTenbckas paboyas
CTaHUMS)

«OpkecTpaTop» - OTpenbHbIN y3en gns termidesk-
YCTaHOBKM, MPUMEHSIETCS B orchestrator
06/1a4HOM KOHbUIypauum

«CepBep TepMUHANOB» - Cepgep TepMuHanoB Astra stal

Linux (STAL)

2.3 . lMNocnepoBaTenbHOCTb CETEBBIX 3arpOCOB KOMMNOHEHTOB Termidesk

nOCJ'Ie,EI,OBaTeJ'IbHOCTb CeTeBbIX 3arnpocoB C yKa3aHueM nepevyHa noptoB OJjid KOMMNOHEHTOB Termidesk u

3/1EMEHTOB MHPPACTPYKTYpPbl NPeAcTaBieHa Ha PUCYHKE (cM. PucyHok 2).
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®
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kK= INTERACTION >
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RPC INTERACTION. TCP. 80/443
DNS NAME request,__| TGP 43900-44000 v
N ubRs3 |
| AUTHENTICATION/AUTHORIZATION.
— request, TCP, 80/443 — LDAP request, R
N TCR389 —
Workplace request, Workplace request,
& RDP_direct, =  ROP_direct,
TCP, 80/443 TCP, 80/443 Workplace check connection,
RDP_direct,
Workplace connect, TR 3389
RDP_direct, >
TCP, 3389

Terminal or APP
L request
|~ RDP (MS RDS),  *
TCP, 80/443

Terminal or APP request,
RDP (MS RDS),
TCP, 801443

A
f——

Terminal or APP connect
. RDP (MS RDS)
TCP, 3389

Workplace request,

Workplace request,
p q

SPICE_direct, k=" sPicE_direct,
_direot, K= _direct,
TCP, 80/443 TcP 80443
DNS NAME request,
$ )
Workplace connect,
SPICE _direct,
TCP, 5900+VM_ID
Workplace request, Workplace request,
RDP_gateway, RDP_gateway, :C
TCP, 80/443 TCP, 80/443
DNS NAME request,
UDP, 53 V]
Workplacs check connection,
RDP_gateway,
TCP, 3389
Workplacs connect, Workplace connect, | Workplace connect,
RDP_gateway, > RDP_gateway, >|<- ROP_gateway,
TCP, 80/443 TCP, 80/443 TCP, 3389
Workplace request, |, Workplace request,
K —————— SPICE_gateway, ———— >} SPICE_gateway, — |
TCP, 801443 TP, 80/443
DNS NAME request,
UDP, 53

‘Workplace connect, Workplace connect,
- SPICE_gateway, (= SPICE_gateway, —]
TCP, 80/443 TCP, 5900+VM_ID

Workplace connect,
SPICE_gateway,
TCP, 80/443

<z

PucyHok 2 — Obwas nocnenoBaTeflbHOCTb CETEBbIX 3aMpOCOB

nOCJ'Ie,D,OBaTeanOCTb CeTeBbIX 3anpoCcoB C YyKasaHMEM TnMepeyvyHa nopTtoB npu ayTeHTVId)VIKaLI,VIVI n

aBTOpM3aLUMK Nob30BaTeNa Yepes KOMMoHeHT «KaneHT» npeacraBneHa Ha pUCYHKE (cm. PucyHok 3).

==

Iporpammubrii
areHT

Cepsep Termidesk

Iporpammubrii
KJAHEHT

Windows 10 Windows 10

BbanancupoBumk Cepsep DNS Cepsep MS AD

AUTHENTICATION/AUTHORIZATION
N request, HTTP/HTTPS, TCP, 80/443

DNS request,
UDP, 53

AUTHENTICATION/
AUTHORIZATION —
request, HTTP/HTTPS,
TCP, 80/443

|
DNS request,
UDP, 53 v

LDAP request,
TCP, 389

DNS request,
UDP, 53

kerberos exchange: N
[ —UDP 88, 749; TCP 88, 543, 749—
754, 2105

PMcyHOK 3 - [NocnenoBaTeNbHOCTb CETEBbLIX 3anpocos npu ayTeHTMdJVIKaLI,MM M aBTOpU3aunm
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2.4 . lMNepeueHb ceTeBbiX NOpTOB KOMMNOHeHTOB Termidesk

CNET.10001-01 90 02

I'Iepequb ceTeBbiX MOpPTOB, WUCMNOJIb3yEMbIX KOMMOHEHTAMU Termidesk, npueegeH B Ta6J'IVILI,E(CM.

Tabnuua 2).

Tabnuua 2 - MNepeyeHb ceTeBbIX MOPTOB, UCMOJIb3YEMbIX KOMMNOHEHTaMK Termidesk

Cny>«6a MpoTokon Mopr
«YHuBepCanbHbIN gucneTyep»
HTTP TCP 80
LDAP TCP/UDP 389
HTTPS TCP 443
LDAP SSL TCP 636
AMQP (RabbitMQ) TCP 5672
POSTGRESQL TCP 5432
VDI (termidesk-vdi) TCP 8000
SESSION AGENT (TermideskSessionAgent) TCP 31000
RPC INTERACTION TCP 43900-44000
DNS ubP 53
«MeHepxep paboumx MecT»
POSTGRESQL TCP 5432
AMQP (RabbitMQ) TCP 5672
«LUno3»
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389
WSPROXY (termidesk-wsproxy) TCP 5099
SPICE TCP 5900-6166
DNS UDP 53
«AreHT» (areHT BPM)
HTTP TCP 80
Kerberos TCP/UDP 88

Bobinyck ot ceHTabpsa 2023

13



@ TERMIDESK

CNET.10001-01 90 02

Cny>«6a MpoTokon Mopr
RPC TCP 135
LDAP TCP/UDP 389
HTTPS TCP 443
SMB TCP 445
LDAP SSL TCP 636
LDAP GC TCP 3269
RDP TCP 3389
SAM/NetLogon TCP 1024-65535
AGENT (termidesk-agent) TCP 39188
RPC INTERACTION TCP 43900-44000
DNS UDP 53
DHCP UDP 67/68

«AreHT» (areHT y3na BUpTyanusauum)

VMSD (termidesk-vmsd) TCP 17082

MporpaMMHoe obecneyeHue termidesk-viewer (ycTtaHaBnuBaeTcsi C KOMNOHEHTOM «KnueHT»)

HTTP TCP 80

HTTPS TCP 443

VNC TCP 5900-59XX

SPICE TCP 5900-59XX
«AreHT» (CECCUOHHbIN areHT)

SESSION AGENT (TermideskSessionAgent) TCP 31000

«KnuneHT»

HTTP TCP 80

HTTPS TCP 443

RDP TCP 3389

CLIENT (termidesk-client) TCP 1024-49151

SPICE TCP 5900, 5634-6166
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3. HAYAJI0 PABOTbI

3.1. lNMocnenoBatenbHocTb BBoAA B AencTBue Termidesk VDI
O6was nocnenoBaTenbHOCTL WAros Ans BBoga Termidesk B aencTeue BbIrsSauT CneayroLmMM obpasom:

* MOAroToBKa CeTeBOM WHOPACTPYKTYypbl B COOTBETCTBUM C TpeboBaHMsSIMKU paspena TpeboBaHus K
cpepe $yHKuMoHupoBaHua aokymeHTa CJIET.10001-01 90 01 «PykoBoacTBO agMMHMUCTpaTopa.
YcTaHOBKa NPOrpaMMHOI0O KOMIJeKca»;

* MOArOTOBKA Yy31a BMPTYyaiM3auMM B COOTBETCTBUM C TpeboBaHuMaMM noapaspena TpeboBaHus K
nnat¢opme BupTyanusaumm nokymeHta CJIET.10001-01 90 01 «PykoBoacTBO agMuHMCTpaTopa.
YcTaHOBKa NPOrpaMMHOI0 KOMIJeKca»;

* ycTaHoBKa Termidesk B 3aBMCMMOCTM OT BbIOPAaHHOM KOHQUIrypauuu: KOMIMIEKCHas Wan
pacnpeneneHHas (cMm. pasaensl u nogpasgensl MNMoarotoBka cpeabl GyHKUMOHMPOBaHUA, YCTAaHOBKA
M HacTpoMKa oOTAensieMblX KOMMOHEHTOB Ha opHOM Yy3ne, PacnpeaeneHHas ycTaHOBKa
nporpaMMHoro koMmnnekca aokymeHTta CJIET.10001-01 90 01 «PykoBoacTBO agMuHMCTpaTopa.
YcTaHoBKa MporpaMMHOro kommnsekca»). Beog B foMeH (Mpu HeobxoaMMOCTM, COTMTIACHO CXEMe
ceTeBOM UHPPACTPYKTYpPbl NpesnpusaTms);

* YCTAaHOBKAa KOMMOHEHTa «AreHT» Ha y3en BupTyanusaumm (cM. nogpasgen YcraHoBka AreHta YB
pokymeHTa CJIET.10001-01 90 04 «PykoBoacTBO aaMMHMCTpaTopa. HacTponka KOMMOHeHTa
«AreHT»);

* noaroTtoBka 6a3oBoro wabnoHa BM Ha y3ne suptyanusauum (npumep ans MK CB bpect npueeneH
B noapasaene MNMogrotoBka 6aszoBoro wabnoHa BM Ha npumepe MK CB bpecr);

* noarortoska 6asosoro BPM Ha ocHoBe co3gaHHOro wwabsoHa:

e Hactpowmka roctesort OC BM (cm. nogpaszen MNMoparotoeka 6aszosoro BPM);

e yCTaHOBKa KOMMoOHeHTa «AreHT BPM» (cM. pasgen YcTaHOBKa M yganeHUMe KOMMOHEHTa
nokymeHTa CJTET.10001-01 90 04 «PykoBoacTBo agMuHMUCTpaTopa. HacTponka KOMNoHeHTa
«AreHT»);

e HacTporka koMnoHeHTa «AreHT BPM» (cM. pasgen Hactponka AreHta BPM nokymeHTa

C/TET.10001-01 90 04 «PykoBoacTBO agMuHMCTpaTopa. HacTpoika kKoMrnoHeHTa « AreHT»);

(® bazosoe BPM - npototun 6yayuimx BPM.
B 6asoBoe BPM Takke MoryT ObiTb YCTaHOBNEHbl KOMMOHEHTbl «BupaeoareHT», «AreHT
BUPTYasibHbIX CMapT-KapT» A/ aKTUBaLWMW BO3MOXHOCTW repeHarnpaBneHus BUAeOKaMepbl U
CMapT-KapTbl M3 MO/Ib30BaTeNIbCcKOM paboyer cTaHumm B BPM, ogHako 3To noTpebyeT akTMBaumm
KaHa/JioB Ha ys3ne BupTyanusaumu  (cM.  noppasgen  TpeboBaHua K nnatdopme
BupTyanmsaumm nokymenta CJ1IET.10001-01 90 01 «PykoBoacTBO agMMHUCTpaTopa. YCTaHOBKA
NPOrpaMMHOro KOMMJIEKCa»).
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* nepexon, B rpaduyeckuit uHTepdernc Termidesk m pobaBneHne HeobXxoAMMOro NOCTaBLUMKA
pecypcos B Termidesk (cM. pasgen lNocTaBwmKku pecypcos);

* nobaBneHne HeobxoguMoro JAomMeHa ayTeHTudukaumm (Npu  HeobxogMMOCTM, ecau B
WMHDPACTPYKType  MUCNONb3yroTc  cepBepbl  KaTanoroB) (cM. pasgen  AyTeHTudUKauus
nosb3oBaTenen);

* co3paHue wabnoHa BPM B Termidesk B pobaBneHHOM nocTaBliuke pecypcoB (CM. pasgen
BupTyanbHbie paboumne MecTa);

* pnobasneHne HacTpoek rocteBbix OC ans cospaHHoro wabnoHa BPM (cMm. pasgen Ynpaenenue
napametpamm rocteBbix OC);

* co3gaHue 1 HacTpoika doHaa BPM B Termidesk (cM. pazaen PoHp paboumnx MecT);

* pnobaBneHMe MPOTOKOJIOB AOCTaBKM, KOTOpble ByayT MCMONb30BaTbCA AN MoakatodeHuss kK BPM
(c™m. paspen MpoTokonbl AocTaBkK);

* Ha3Ha4eHWe rpynn B CO34aHHOM paHee doHae (cM. nogpasgen HasHayeHue rpynn goctyna ¢oHay
BPM);

* Ha3Ha4yeHWe MpPOTOKONOB [AOCTaBKM B CO34aHHOM paHee ¢doHae (cM. nogpasgen HasHayeHue
npoTtokonos ¢poHay BPM);

* BbIMOSIHEHME NybanKaumm HacTpoeHHoro ¢doHaa BPM B Termidesk (cm. noppaszaen My6aukauums
doHpa BPM).

3.2. MNMocnepoBaTenbHOCTb HACTPOMKM MPU UCMO/Ib30BaHUM TEPMUHANIBHOIO CepBepa

O6was nocnenoBaTenbHOCTb LWIAroB Mpyv HEOBXOAMMOCTU MCMOJSIb30BaHUA TEPMUHANbHbIX CEpPBEPOB
BbIFNSAUT CneayowmM obpasom:

" MpU UCNoNb30BaHUK cepBepa TepMmuHanoB Ha 6aze OC Astra Linux Special Edition - ycTaHoBKa
komnoHeHTa STAL (cM. nogpaspen YcraHoBka STAL pokymenta CJIET.10001-01 90 07
«PykoBoacTBO apMmHUcTpaTopa. Hactponka komnoHeHTa «CepBep TepMuHanos»). PekomeHayeTcs
MCNONb30BaTb OTAENbHbIN y3en (bU3MYecKui Unn BUPTYasnbHbIA) A8 cepBepa TEPMUHANOB U He
COBMELLLATb €ro YCTaHOBKY ¢ cepBepoM Termidesk;

* YCTaHOBKAa KOMMOHEHTA KCECCUOHHbIN AreHT» Ha cepBep TEPMUHANOB (CM. noapaszen YCTaHOBKa
ceccuoHHoro AreHTta nokymeHTa CJIET.10001-01 90 04 «PykoBoacTtBo agMuHMCTpaTopa.
HacTtponka koMnoHeHTa « AreHT»);

* nepexop, B rpaduyeckuin mHTepdenc Termidesk u pnobaBneHme noctaBwmka pecypcoB «Cepsep
TepMuHanoe» B Termidesk (cMm. paspen [ob6aeneHue cepsepa TepmuHanos (MS RDS u STAL) B
KayecTBe NoCTaBLUMKA peCypcoB);

= pobaBneHne HeobxoguMoro [gomMeHa ayTeHTudwukaumm (Npu  HeobxogMMoOCTM, ecau B
WMHDPACTPYKTYpe  MCMOMb3YHOTCS  cepBepbl  KatanoroB)  (cM.  paspen AyTeHTudukauums

nosib3oBaTenen);
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* co3gaHuve wabnoHa BPM pgna noctaBwuka «CepBep TepmuHanoB» B Termidesk (cm.
noapasaen La6noHsl BPM pns cepsepoB TepMUHaNOB);

* nobaBneHMe MPOTOKOJIOB AOCTaBKM, KOTOpble ByayT MCMONb30BaTbCA AN MoakatodeHus kK BPM
(c™m. paspen MNMpoTokonbl AocTaBkK);

* co3gaHue 1 HacTpoirka doHaa BPM B Termidesk (cMm. pasoen PoHp paboumx mMecT)

* Ha3Ha4eHWe rpynn B co3naHHOM paHee doHae (cM. noapaszen HasHadeHue rpynn goctyna ¢oHay
BPM);

* Ha3Ha4yeHWe MpPOTOKOSIOB [AOCTaBKM B CO34aHHOM paHee ¢oHae (cM. noppaspen HasHayeHue

npoTtokonos ¢poHay BPM).

3.3 . MNoaroToeka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr

Mpu co3paHun 6Gazosoro wabnoHa BM B nporpammHoM komnnekce «Cpeactea  BUpTyanusaumm

«bpecT» (nanee - MK CB bpecT) HeobxoauMo y4yecTb cnepytoLlee:

" Npu co3maHum obpasa amcka B naHenu ynpaeneHus MK CB bpecT cnegyeT nepentn « XpaHunuue -
O6paz - [llocTosiHHbIM», 3aTeM B none «[llocTosiHHbIM» BbIOpaTb 3HadeHwe «[a». Bo Bpems
yCTaHoOBKM M HacTponkn OC Tun obpasza pomkeH ObiTb MOAK/OYEH KakK MocTosiHHbIK. [locne
yCTaHOBKM M 3aBepuieHma HacTponkn OC B none «locToAHHbIN» BblbpaTh 3HauYeHMe «HeT» (cm.

PucyHok 4);
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LWabnoHbl
h Bm

I Cepeucei

>3 BWpT. MapLIpyTU3...

B Mpynnsl BM

XpaHunuwe

B XpaHunuiwa

3 Obpasbl

@ astral’

'E MarasuHbl npuno...

Pe3epBHLIe KOMW...

O6pas 16 testo2

CNET.10001-01 90 02

A BEEZ3N R0

i &
CeedeHunA BM
WHpopmaumna
D
HasgaHue
XpaHunuile

Bpems pervicTpaumm

Tvn

O]
CHWUMKX

16

test02

default

4

10:12:3% 10/02/2023

BEnok gaHHbIX

[MoCTOAHHLIN

HET

Tun chanoBoi CUCTEMBI
Pasmep
CocTodHWe

3anylleHo BM

ATpUbYTBI
DEV_PREFIX

DRIVER

15GB

roTOBO

0

vd

gcow?2

PucyHok 4 — OkHo Bbibopa Tuna noakntodaeMoro obpasa B MK CB bpect

A Echv BM B kavectse rocteBont OC 6yaeT mcnonb3osatb OC Windows, To npu ycTaHOBKe Ha
amck Ha wuHe Virtio oo BkatoyeHns BM  HeobxogmMmo MnoaknouMTh iso-o0bpas aucka C

apaveepamum Virtio-win.

* npu co3paHum obpasa aucka B naHenn ynpasnenus MK CB bpect cnepyet nepentn « XpaHunuie -

O6pas - PacwimpeHHble HacTporiku», 3aTemM B none «LLnHa» BbIOpaTb 3HaveHue «Virtio», a B none

«@PopmaTt» BbIOpaTb 3HAYEHME KQCOW2» (cM. PucyHok 5);
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YkaxuTe napameTpbl HoBoro obpasa

=
OGpas
Mactep HaCTpOﬁKM PaclumpeqHsId
Hasganme Onucanme
astra
~
Tun KpaEHUNHLLE
OEWMA BNoK SaHHBIX XPaHWNKHLLA v 100: 222 b
ZToT 00pas ABNAETCA NOCTORHKEIM Na v

PacnonoxeHune obpaza

O mymURL O 3akavame @ [ycroii oGpas gucka
Pasmep
e v

# PaciMpeHHBIE HACTPORKMN
Lnka Lienesoe yCTPONRCTED

Virtio hd
dopmat Dalnosas cHCTEMa

qoow2 - -

PucyHok 5 — OkHo Ha3HayeHus napameTpoB obpasa aucka B MK CB bpect
& 3HaueHue B none «MopmaT» 3aBUCUT OT TunNa noaktodeHHoro k MK CB bpect xpaHunuwa.
B HacTpowukax wabnoHa BM cnenyet nepentu «XpaHunuuie - PaclumpeHHble HacTponkm», B none

«LnHa» BbIbpaTh 3HaueHMe «Virtio», 3aTemM B none «MeTog, AUCKOBOro pe3epBMpPOBaHUS» BbiOpaTb
3HauveHue « Thin» (cm. PucyHok 6);
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Cospgatb waénoH BM

m MacTep HACTPOHKH PaClUMpeHHbIil

= = = - = =] i = t 2
Obume XpaHunuuie CeTh ocuun Beon/Boison DewcTrA KoHTekeT PacnucaHue pynna BM MeTku NUMA
|_ MCKo© ® OGpas (' Bpemenrmii gick
B EmGpanu chnegyowmit oSpas: @ 3
D » HazeaHue Enapeney Ipynna XpaHunuwe Tun Cratyc Kon-eo BM
17 TDSk_sstrel7-1_...  brsdmin0z brestsdmins defsult BNoK JaHHbx MCMNONB3YETCAH 1
16 test02 bradmin02 brestadmins default BMoK JaHHL roToBO 1]
v} brestsdmins oc roToBO o]
2 orestzdming default Bnok gaHHer WMCM. COXP. 1
0 brestsdmins default CDROM roTOBO o
10  TNMoKasank snemeHT cnnckac 1no Sus 3 1
# PacumpenHbie HacTPonEn
Obpaz
D OBpasa Wms obpasa
test02
D enagensua obpasa WMwA nens3ogatenn enagensua oSpasa
bradmin02
Llenegoe yCTPORCTED Tonbko ANA 4TEHWA
-
LWnxa [ucroseait koKTpONNED
Virtio A v
MeToa auckoBoro pesepenposatng
Thin v
Kaw MonwTHEa BE0Ja-BbIBCAA
- -
Komange TRIM & UNMAP Pasmep npu coSAaHMM 3KSEMNNAPA
- s v

PucyHok 6 — OKHO Ha3Ha4YeHUs pacLLUMPEHHbIX NapaMeTpPoB gucka wabnoHa BM

* B HacTpomkax wabnoHa BM cnepyet nepentn B «BBog/BbiBog», 3atem B none «CpeacTtea
rpacdmyeckoro goctyna» BbibpaTb 3HaveHue «SPICE», a B none «BuaeokapTa» BbibpaTb 3Ha4YeHMe
«QXL» (cm. PucyHok 7);
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~

Cospatb wabnod BM

ElD

= i 0] =

e XpaHunuwe CeTk DCul EBeon/Beieoq JedcTeuA

;4

CpencTea rpatpuqeckoro goctyna

O Omeyrereyer O WNC /VMARC /GUAC O SDL @ SPICE Tum Wina =3

Cnywarte Ha | =

Q000

BwgeokapTa

QXL ol

KonwdecTso smaeckapt Honw4yecTEC MOHWTOPOE

default v default v

IMopT cepeepa Packnagka knasnarypal

Komarga

PucyHok 7 — OkHoO Ha3HayeHus cpeacTs rpaduyeckoro gocTyna wabnoHa BM

* B C/ly4Yae MHOFOMOHUTOPHOW KOH(PUrypaumm HeobxoanMo B BbinagaroleM cnuncke «Konnyectso
MOHUTOPOB» BblbpaTb COOTBETCTBYOLLEE 3HaveHme ans rocteBor OC Astra Linux, a B
BbiNnagatoLem crnimcke «KonmuecTso BUAEOKAapT» BbIOPaTb COOTBETCTBYHOLLEE 3HAUYEHUE ON1S
roctesort OC Windows;

* B HacTpoukax wabnoHa BM nepentu Bo Bknagky «OC u LIM», B none «Apxutektypa CPU»
cnepyeT OCTaBUTb 3HAYEHME MO YMONYaHUIO (He MEHSATD);

* B CJ/lyyae, ec/iv HeobxoamMM aBToMaTmMyeckmin 3anyck BM, To nocne cospaHmsa wabnoHa BM B
naHenu ynpasneHus MK CB bpecTt cnenyeT nepeiTv B Co30aHHbIN LWWAbMoH M 3a4aTh 4N
napametpa «CnyxxebHass BM» 3HaueHune «a» (cm. Pucyrok 8). Mpu fobaBneHnn nocTaBLumKa
pecypcos MK CB bpecT fnomkeH 6biTb akTUBMPOBaH NMapaMeTp «3amnyck OT UMEHM CyXKe6HOro

nonb3osatens (cM. nogpasaen [lobaBneHune nocraewmka pecypcos MK CB bpecr).
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=] o i omooen | Comprah | Krompouer- | & - P2 - | - W]

i ] [
CeeqeHuA LllaGnoH
WHdopmaima

spacial adition

g
| ASTRALINUX

4

Hazganue teatO2astra r.4
BricoKan 0OCTYNHOCTE Her #
FazpeluWTs aeToMaTHYSCKYHD MUTpaLg BM Her =
ABTO3aNYCK Na .4
CnywedHan BM

3anpeT Ha yoanedHne B Het =
BpemA perncTpaumm 10:20:12 107022023

PucyHok 8 — PacnonoxeHue napametpa «Cny>kebHas BM»

3.4 . NMoparoTtoeka 6asosoro BPM

3.4.1 . O6s3aTenbHble HaCTPOMKM

[na noagrotoBkn HeobxoamMMo:

* B Cco34aHHOM paHee BM BbinonHUTb HacTporiky rocteson OC;
* BbIMOMHUTb YCTAHOBKY M HACTPOMKY KOMMOHeHTa «AreHT» (areHTa BPM, BupeoareHTa, areHTa
BUPTYanbHbIX cMapT-kapT) Termidesk (cM. paspen YcTaHOBKa M yaaneHue KOMMOHEHTA LOKYMEHTa

C/NET.10001-01 90 04 «PykoBoacTBO agMuHMCTpaTopa. HacTpoika KOMMNoOHeHTa «AreHT»).

& bazosoe BPM B goMeH BBOAMTb HE HY)KHO: MPOLECC BBOZA KOHTPOAMPYETCA MnapaMeTpamu
rocteBbix OC (cm. nogpasgen YnpaeneHue napamerpamm rocteBbix OC B Termidesk), koTtopble
yKa3sblBatOTCA npu cosgaHmmn doHga BPM (cm. nogpasznen JobaeneHue poHaa BPM).

HacTpowka roctesort OC Windows cBoAUTCS K BbIMOMHEHUIO CIeLYOLWMNX AeUCTBUN:
" OTKJ/IHOUYUTb PEXXUM rnmbepHaLmnu;
* OTK/IHOUYUTb BbIK/OYEHUE OUCMIEA U XKECTKOro AMCKa B [AOMOMIHUTE/IbHbIX MapamMeTpax CXeMmbl

IN1eKTPONUTaHUSA,
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* YCTAaHOBWUTb MPUNIOXKeEHUsT gemu-guest-agent for Windows (moctyn: https:/fedorapeople.org/
groups/virt/virtio-win/direct-downloads/archive-gemu-ga/gemu-ga-win-106.0.1-1.el9/) un spice-
guest-tools (moctyn: https://www.spice-space.org/download/windows/spice-guest-tools/);

* YCTaHOBWUTb NakeT spice-webdavd pgna Windows (poctyn: https://www.spice-space.org/download/
windows/spice-webdavd/) pans BkAKOYEHMST BO3MOXKHOCTW MepeHanpaB/iieHus KaTanora U3
NnoJsib30BaTeNbCKOM paboyen cTaHuum B BPM;

* BKJIFOYUTb BO3MOXKHOCTb YAANIEHHOrO NnoakatoueHus no npotokony RDP. Ons BkatoyeHus goctyna
no npotokony RDP B mMeHto «[lMyck» Hy>kHO BblOpaTb nyTb «[lapameTpbl - Cuctema - YaoaneHHbIn
paboumni CTON» U HaXKaTb IKPaHHYO KHOMKY [BknounTb yaaneHHbIM pabounin cton]. Takxke CHATb
ranoyky B 3KpaHHOM rnone «PaspewnTb MNOAKIOYEHUS TOMbKO C KOMMbHOTEPOB, Ha KOTOPbIX
paboTaeT yaaneHHbIM paboumii CTON C NMPOBEPKOM MOAJIMHHOCTM Ha YPOBHE CeTU» (PeKOMeHAyeTCs
BoinonHUTe gna OC Windows 7, a Takyke npu nogakntodeHun no npotokony RDP ¢

nonb3oBaTeNbCckon paboyer ctaHumm Ha ocHoee OC Linux).

HacTtponka rocteBor OC Astra Linux cBogMTCS K BbINOJIHEHMIO CNEAYIOLMX AEUCTBUMN:

= YCTaHOBWUTb MaKeTbl gemu-guest-agent, spice-vdagent, xserver-xorg-video—-gx1l:
:~$ sudo apt install -y gemu-guest-agent spice-vdagent xserver-xorg-video-gxl

roe:
—Yy - KN4 a4 nponycka noareep>XXaeHna yCTaHOBKU.

* YCTAaHOBWUTb NaKeT xrdp A/ KOPPEKTHOM paboTbl NnoakatoueHus no npotokony RDP k BPM:
:~$ sudo apt dnstall -y xrdp

* yCTaHOBWUTb NakeT libcanberra-pulse ang KOppekTHOM paboTbl ayamo:
:~$ sudo apt install -y libcanberra-pulse

= YCTaHOBUTb NakeTbl spice-webdavd un davfs2 ang BKAKOYEHUS BO3MOXHOCTWU MepeHanpassieHus

KaTasiora u3 noJsib30BaTesbCkon paboyen ctaHuum B BPM:
:~$ sudo apt install -y spice-webdavd davfs2

®* CO034aTb KaTanor gnd MOHTUpoBaHMA U BbINOJIHUTb MOHTUPOBaHWUE cbaﬁnosoﬁ cnctemMbl Onqa

BO3MOXXHOCTW nepeHanpaBEHNA KaTanora U3 NoNb30BaTe/IbCKOM pa6oqe171 CTaHUUMN B BPM:

:~$ sudo mkdir /media/davfs
:~$ sudo mount -t davfs http://localhost:9843 /media/davfs

* npusecTtu pann /etc/acpi/events/powerbtn-acpi-support K Buay:
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1 event=button/power
2 action=/sbin/poweroff

* YCTAHOBWUTb MakeT astra-ad-sssd-client npu HeobxoguMocTm Beectv BPM c OC Astra Linux B
pomeH MS AD:

:~$ sudo apt install -y astra-ad-sssd-client

" YCTAaHOBWUTb NakeT astra-freeipa-client npu HeobxoammocTn BBecT BPM ¢ OC Astra Linux B

pomeH Freel PA:

:~$ sudo apt install -y astra-freeipa-client

& Tlpu HeobxogumocTn pabotbl ¢ vVGPU no npotokony pocrtaBku Loudplay B rocteson OC
[OMOMHUTENBHO AOMKHbI BbITb YcTaHOBNEHbI cepBepHble apariBepbl NVIDIA u cepsep Loudplay.

Lnsa roctesont OC Astra Linux HeE0BX0AMMO Tak>XXe M3MEHUTb CMOCO6 Ha3HAaYEHUSI CETEBbIX HACTPOEK, AJiS
3TOro Heo6xoauMo:
* OTKNOUUTL (systemctl --now mask) u ymanutb (apt remove) BCTPOEHHYHO MporpamMMmy Ans

yrpasneHus ceTeBbiMKU coeauHeHnaMU NetworkManager:

:~$ sudo systemctl --now mask NetworkManager && sudo apt remove network-manager

* BbIMOJHUTb HACTPOMKY CETEBbIX UHTEPDENCOB NMPWU MOMOLUM KOHPUIYypauMOHHbIX dhannos /etc/
network/interfaces.d/<ums uHTepdeiica>.conf. HeobxoguMo co34aTb KOHGUIypaUMOHHbIEe
dannbl M onucatb MX, BOCMOJIb30BaBLUMCb CMpPaBOYHbIM UeHTpoM Astra Linux: https://
wiki.astralinux.ru/pages/viewpage.action?pageld=3277370;

* OTpeaakTupoBaTth ann /etc/network/interfaces, nobaBuB B Hee CieaylOLLYIO CTPOKY, eC/U ee

HeT.
source /etc/network/interfaces.d/*
" nocne namMeHeHuna HaCTpoeK BbIMOJIHUTb Nepe3anyck CJ'Iy)K6bI ceTu:
:~$ sudo systemctl restart networking

Ona rocteBont OC Linux, otnnuHomn ot Astra Linux, npn HeobxoanMocTn Beoga BPM B nomeH Freel PA
HY>XHO BHECTU MU3MeHeHus B parn /usr/Llib/python3.6/site-packages/ipalib/constants.py:
1 :~$ sudo sed -i "s/ANAME_REGEX.*$/NAME_REGEX = r'[a-z][_a-z0-9\\\-]1*[a-z0-9]$|

[a-z]$'/g" $(sudo find / -name constants.py -type f | grep -FzZ 'dipalib/
constants.py')
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N

KomaHpa ocyuwiecTBnseT nouck cdanna constants.py B KOPHEBOM AMPEKTOPUM WU YUUTbIBAET, YTO
HaWOeHHbIM NMyTb K danay [O/MKEH codepXkaTb Kartanor «ipalib». B HangeHHbIM dann BHOCUTCA

M3MeHeHue nepemMeHHon NAME_REGEX.

A TyTtb k darny 3aBucnut ot ucnonszyemor OC Linux u Bepcumn Python 1 mMoxkeT oTnmnyatbcs oT
ykasaHHoro. [1na onpegeneHns nytn K gansy MOXKHO BOCMO/Ib30BaThCA yTuanTon find:

:~$ sudo find / -name constants.py -type f

3.4.2 . AsToMaTuueckoe MacwiTabupoBaHue 3kpaHa B OC Astra Linux
B HekoTOpbIX cny4yasx npu nepexone B MOSHO3KPaHHbIA PEXUM B MOJIb30BaTEIbCKOM paboyen CTaHLMn

roctesag OC Astra Linux He npon3BoaMT aBTOMAaTM4YeCKOoe MacLLTabupoBaHUe aKpaHa.

& YcnoBueM MaclwiTabupoBaHUS ABNSIETCS 3anyLEHHbIM Mpouecc spice-vdagent B ceccum
ronb3oBaTens.

[ns HacTpoMKM aBTOMaTMYECKOro MacLuTabupoBaHusl 3kpaHa HEOBX0AMMO:
* oTpeaakTuMpoBaTb dann /etc/udev/rules.d/50-spice-vdagent.rules, co3gaB MnMpaBuio ojs

udev:
ACTION=="change", KERNEL=="card0@", SUBSYSTEM=="drm'", RUN=="/usr/local/bin/x-resize"
* nepes3anycTuUTb cepBUC udev KOMaHOOM:
:~$ sudo systemctl restart udev

* CO34aTb OAVH U3 BapWaHTOB UcnonHsaeMoro gamna /usr/local/bin/x-restize:

e BapuaHT 1 - npocToe MacwTabupoBaHme:

#! /bin/sh

PATH=/usr/bin

desktopuser=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) || exit ©
export DISPLAY=:0

export XAUTHORITY=S$(eval echo "~S$Sdesktopuser")/.Xauthority

xrandr --output $(xrandr | awk '/ connected/{print $1; exit; }') --auto

OO uh WN K

* BapuaHT 2 - MaCLIJTa6MpOBaHMG KOHKPETHOIro MOHUTOPA. B AJaHHOM npuMmepe nMcnoaHaemMoro

dpaﬁna BTOpOl;i MOHUTOP pacrnonaraeTcqa cieBa OT OCHOBHOro:

1 #!/bin/sh

PATH=/usr/bin

3 # Mmsa nonb3oBaTens NosiyvyaeTcs Yepes BbIBOZ Crivcka nonb3oBaTesieil (3aro/ioBKM OTK/YEHbI) , OT
MMEHU KOTOpbIX 3anylleH spice-vdagent | u3 cnucka Bbipesaetca uma fly-dm (ceccus
oTOo6pakeHnst BBOAA SI0rMHa-napons)

N
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O 00

10

12

13
14
15
16
17
18
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20

21
22

23
24
25
26
27
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29
30
31

32
33
34

35
36
37
38

desktopuserlist=$(/bin/ps -o user:80= -C spice-vdagent | grep -v fly-dm) ||
exit O
# [poBepeHHoe pellieHne,, Ho paboTaeT TOMbKO A58 UMEH nofb3oBaTesneil 6e3 aedncos, npo6enos u
T.A4.
#desktopuserlist=$(/bin/ps -ef | /bin/grep -oP 'M\w+ (?=.xvdagent( [$))') ||
exit 0
for desktopuser in $desktopuserlist; do

export DISPLAY=:0

export XAUTHORITY=S$(eval echo "~S$Sdesktopuser")/.Xauthority

#Get active monitors

ACTMONS=$ (xrandr --listactivemonitors | awk '/[[:alnum:]]+ +/ {print $4}' |
sort)
#Get primary monitor

PRIMARYMON=$ (xrandr --listactivemonitors | awk '/*/ {print $4}"')

#Get current and preferred display resolutions
for MON in $ACTMONS
do
#Get preferred display resolution
PREFRES=$(xrandr | awk -v monpref="$MON connected" '/connected/ {p = 0} $0
~ monpref {p = 1} p' | awk '/+/ {print $1;}' | sed -n '2~2p")
#Get current display resolution
CURNRES=$ (xrandr | awk -v moncurn="$MON connected" '/connected/ {p = 0} $0
~ moncurn {p = 1} p' | awk '/x/ {print $1;3}")
if [[ $CURNRES != $PREFRES 11;
then
if [[ $MON == $PRIMARYMON 171;
then

xrandr --output SMON --auto
logger -p local®.notice -t ${O##x/}[$$] "SMON primary display
change resolution to preferred $PREFRES"
else
xrandr --output $MON --left-of $PRIMARYMON --auto
logger -p local®.notice -t ${0##x/}[$$] "SMON display change
resolution to preferred $PREFRES and left of $PRIMARYMON"
fi
else
logger -p local®.notice -t ${O##x/}[$$] "$MON display is already using
preferred resolution $PREFRES"

fi
done
done

" coenatb d)aﬁn MCNONTHAEMbIM NPU NOMOLLM KOMaHAbl:

:~$ sudo chmod +x /Jusr/local/bin/x-resize

[na MaclwTabrupoBaHMa sKpaHa NPUBETCTBUA HEOBXOAMMO BbIMONHUT:

CNET.10001-01 90 02

= 3a6/10KMPOBaTb aBTOCTApT kscreen, NMepeMMEHOBAB PacLUMpPEHUE WM YOANMB AaHHble (Gannibl U3

YKa3aHHbIX OVUPEKTOPUI: /usr/share/fly-dm/autostart/greeter/
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kscreend_autostart.desktop, /Jusr/share/fly-dm/preload/greeter/
kscreend_preload.desktop;
* coenatb CUMMBOJIbHYKO CCbIIKY Ha €pAblk AN aBTo3anycka spice-vdagent pns 3kpaHa

NnpuUBeETCTBUA!

1 :~$ sudo ln -s /etc/xdg/autostart/spice-vdagent.desktop /usr/share/fly-dm/
autostart/greeter/spice-vdagent.desktop

* nepesanycTuTb npouecc fly-dm koMaHOoM:

:~$ sudo systemctl restart fly-dm

& Ecnv dann /usr/bin/fly-monitor-hotplug.sh He 9BNSETCA UCMONHAEMbIM WU yOaneH, TO
Ha 3KpaHe NPMBETCTBUS MacLLUTabupoBaHME He BbIMOTHAETCS.
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4. NOCTABLUMUKUN PECYPCOB

4.1 . O6bwue cBepeHUS O NOCTaBLUMKAX pecypcoB

MocTtaBwmk pecypco - 310 OC, nnatdopma BupTyanusauumM WAM  TEPMUHANIbHLIA  CepBep,
NpeaoCTaBNAOLLME BblUMCIUTEIbHbBIE MOLLIHOCTM, PECYPCbl XPaHEHMS AaHHbIX, @ TAKXKE CETEBbIE pecypchbl

ons pasmelleHma BPM.

Monnepykka HEKOTOPbIX MOCTAaBLLMKOB PECYPCOB MOXET [L00aBNATHCS B PEXMME 3KCMEPUMEHTASIbHbIX
OYHKUUM MM NPU MOMOLLM MAarMHOB pacLUMpPEHUN.
B Termidesk nopnep>kmsatotca cnepytowme nocTaBLMKM peCYpPCOB:

* MK CB bpecr;

= VMmanager;

= zVirt;

= oVirt;

* Openstack;

= VMware vSphere.

Mpadmueckun wmHTepdernc ynpasneHuss Termidesk obecneuvBaeT cnepytoLivMe onepauuu yrpaBieHUs
NMOCTAaBLLMKAMMN pecypCoB:

* nob6aBneHwue;

* penakTUPOBAHME;

* yaaneHue;

= Texobcny>kuBaHwe;

* MPOCMOTp CBEAEHUN;

* opraHmsauus wabnoHa BPM.

Ona nobaeneHuns B Termidesk noctaBlimka pecypcoB B rpacdumyeckoM nHTepdence ynpasneHus cnepyet
nepentn «KomnoHeHTbl - [MOCTaBLUMKM pECYpCOB», 3aTEM HaxaTb Ha 3KpaHHyt kHonky [HoBbiit] u
BbIGpaTb U3 BbINaatoLLEro CNMcKa HEOBX0AMMOro NoCTaBLLMKA.

Kaxxablh MOCTaBLUMK pecypcoB OMUCHIBAETCS MepeyHeM napaMeTpoB, Tpebyembix Termidesk ans
nonyyeHuss UAEHTUGDUKATOPOB CyOBLEKTOB M MHGDOPMaLUMM O nonHoMouusix. [1poBepuTb KOPPEKTHOCTb
yKa3aHHbIX MNapaMeTpoB MOXKHO MpPU MOMOLLM 3KpaHHOM KHOMKKM [TecT], pacnono>keHHoM B TOM e OKHe.
Ona coxpaHeHus napamMeTpoB KOHGUrypaumMmM HeoBXOAMMO UCMOMb30BaTb  3KPaHHYH  KHOMKY
[CoxpaHuTb].

[Ona penakTnpoBaHuna MHdOpPMaLMM O CO30aHHOM MOCTABLLMKE PpeCYpCcoB cneayeT nepenTn « KOMMOHeHTbI
- MocTaBLwmkK pecypcoB», 3aTeM BblIbpaTb HEOBXOAMMOrO MOCTABLUMKA M HaXaTb Ha 3KPaHHYH KHOMKY

[PepakTupoBatb].
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Ona yAaaneHna CcCo3gaHHOro nocCTtaBLMKa peCcypCcoB cnenyert nepeﬁTM «KomMnoHeHTbl - [MocTaBlwmku

pecypcoB», 3aTeM BblOpaTb HEOBXOAMMOro NMOCTaBLLMKA U HaXKaTb Ha IKPaHHYO KHOMKY [YaanuTe].

A TlocTaBWMK pecypcoB MOXET BbITb yAasieH TOJIbKO B TOM C/lyYae, eC/iM Ha HEM He MPOU3BOAUTCS
pa3meLleHue poHgos BPM.

4.2 . [lo6aeneHune nocraBwmka pecypcos NK CB bpecr

4.2.1 . MNony4yeHue n pobaBneHue daiina keytab
Keytab-dannbl ucnonb3yroTcs aaa ayTeHTUDUKAUMM B CUCTEMAX, UCMonb3yrowmx Kerberos. [LOns
nonyyeHus keytab-cdanna Ha KOHTposnepe AOMeHa WM [0OaBNeHUs ero Ha cepBep, rae YCTaHOBNEH

Termidesk, HeobxoaAMMO BbINONIHUTL pPAL, AEUCTBUN.

DencTteua Ha kOHTponnepe aoMeHa (Hanpumep, Freel PA):
" MONYYUTb AOCTYMN K KOHTPOJIIEPY [OMEHA B pexXuMe uHTepdenca KOMaHgHOM CTPOKMU;
* nonyyunTtb kerberos-ticket pgns nonb3oBaTtens C MNOJHOMOYUSIMU agMUHUCTPATOPa AOMEHa Mnpwu

noMoLwn KoMaHAabl:
:~$ sudo kinit admin
®" BbINO/IHNTb KOMaHAY ONA ,u,o6aBneva y3na:
:~$ sudo ipa host-add --force --ip-address=192.0.2.30 disp.termidesk.local

roe:

--force - ¢nar g NPpUHYAUTENIbHOMO CO34aHUS;

--ip-address - 3agaHue |P-agpeca uenesoro ysna;

192.0.2.30 - IP-agpec cepBepa, rae yctaHoBneH Termidesk,

disp.termidesk.local - M™MHumbii FQDN y3na B Tekywem pgomeHe (B npumepe

termidesk.local);

& 3pecb n pnanee npumepsbl |P-aapecos npueeaeHbl B cooteetcTBun ¢ RFC 5737. YkasaHHble |P-

afpeca OOMKHblI ObITb 3aMeHEHbl HA aKTyaJibHblE, MCMOJIb3YEMbIE COMTACHO CXEME ajpecauuu,
NPUHATON B MHDPACTPYKTYpE NpeanpusaTms.

Muumbin FODN o3HauvaeT, 4To OH He 00si3aTeNbHO AO/KEH ObITb MPUBS3aH K LEUCTBUTENBHO
CYLLECTBYOLLEMY Y311Y.

® BbINOJIHUTb KOMaHA4Y ,EI,O6aBJ'IeHM$I CJ'Iy)K6bI ANna HOBOro CEPBUCHONO akkayHTa:

:~$ sudo ipa service-add HTTP/disp.termidesk.local
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* co3paTb pann termidesk.keytab ons cepBMCHOro akKayHTa:

:~$ sudo ipa-getkeytab -s freeipa.termidesk.local -p HTTP/disp.termidesk.local -k /home/
user/termidesk.keytab

roe:
-s freeipa.termidesk.local - 3agaHne FQDN cepBepa-koHTponnepa gomeHa FreelPA;
-p HTTP/disp.termidesk.local - yka3aHuMe paHee CO34aHHOIO CyObeKTa-cnyxobl;

-k /home/user/termidesk.keytab - coxpaHeHue B dann termidesk.keytab;
& HeaxHo, ons Kakoro y3sna cos3gaH keytab, HeobXoAMMO CaMO ero Hanmuue.

* nepepgaTb  MOJyYeHHbIM dann  termidesk.keytab Ha y3en Termidesk, Hanpumep,

BOCMOJ/1b30BaBLLUNCb KOME\H,EI,OVI:
:~$ sudo scp termidesk.keytab localuseruser@l92.0.2.30:termidesk.keytab

roe.
localuser - UMS NONb30BaTeNs LLE/IEBOro Y3/3;

192.0.2.30 - IP-agpec cepsepa, raoe yctaHosneH Termidesk.

Mocne nepepaun damnna Ha y3ne Termidesk He06X0AMMO BbIMOMHUTL CNEAYIOLLEE:

* nepemMecTuUTb pann termidesk.keytab B kaTtanor /etc/opt/termidesk-vdi:
:~$ sudo mv /home/user/termidesk.keytab /etc/opt/termidesk-vdi/
* caenatb BNnagenbueM 3Toro darna nonb3osarens termidesk:
:~$ sudo chown termidesk:termidesk /etc/opt/termidesk-vdi/termidesk.keytab
* nepe3anycTuTb Cy>by termidesk-vdi:

:~$ sudo systemctl restart termidesk-vdi

4.2.2 . MNepeyeHb NnapaMeTpoB ona AobaBneHms
Ona pobaeneHusa B rpaduyeckom wuHTepderice ynpasneHus cnegyeT nepentn «KoMMoHeHTbl -

MocTaBWMKM pecypcoB», 3aTeM HaXaTb Ha 3KpaHHY KHonky [HoBbiM] v BbiGpaTh M3 BbinagatoLlero
cnucka «[K CB bpect».
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Mpu pob6aeneHun B Termidesk nocTtaBwmka pecypcoB MK CB bpect agmuHuctpaTtopy Termidesk

HeobxoaMMO 3anoSiHUThL AaHHble, MepedyncneHHble B cTtonbue «[lapameTp» cnegyrouien Tabauupl (cm.

Tabnuua 3).

Tabnuua 3 — OanHHble ana nobasneHmsa noctaslmka pecypcos MK CB bpect

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHMeE NOCTaBLLUMKA PeCYpCoB
«KomMmeHTapuii» NHdopmaLmoHHoe coobLLEeHME, UCMOMb3yEMOE A4S ONUCaHUA

Ha3Ha4yeHUda NOoCTaBLLMKa peCypCoB

«Bepcus MK CB bpect»

Bbibop Bepcum yCTaHOBNEHHOW NMIAT(OPMbI BUPTYaIM3aLmm

«Appec cepsepa»

IP-appec nnu poMeHHoe nMs hpoHTaNbHOW MaLLUUHBI
nnaTdopMbl BUPTYanu3aLmm

«Keytab» MyTb K dbanny ¢ KAOYaMM 4519 CEPBUCHOMO akKayHTa
(nony4eHHbIM paHee termidesk.keytab, /etc/opt/
termidesk-vdi/termidesk.keytab)

«JomeH» MpeHTudumkaTop obnactn Kerberos ana ayteHTUduUKaumm

«[MopT» Homep nopta gns noakntoueHms k APl nnatdopmbl

BMpTyanusaumu. o ymonyaHuo ncnonbsyetcs nopt 2633,
ecnu Ha nnatdopme BUPTyanm3aL MM He BbiNo yKa3aHO MHOe

«Mcnonb3oBatb SSL»

BkntoueHme ncnonb3oBaHmsa npoTtokona SSL

«[MpoBepka SSL»

BkntoueHue cTporom nposepkn SSL

«3anyck BM ot umeHu cnyxebHoro
nonb3oBaTens»

MepekntouaTens ansa 3anycka BM Ha nnatdopme
BMPTYanu3aumm OT UMeHU cny>kebHoro nonb3oBartens. Ecnu
[aHHbIW NapamMeTp aKTUBMPOBAH, TO NapamMeTpbl «deneraums
3anycka BM», «Jlorun generata», «[laponb generarta»
HacTpauBaTb HE HY>XHO

«JTornH» CybBbeKT, UMEIOLLMIM MONHOMOUUS 4N YPaBIEHUS
nnaThopMon BUPTYanm3aLmm

«Maponb» Maponb cybbekTa C NOHOMOYUSMU S5 YIPABIEHMS
nnaThopMon BUPTYyanm3aLmm

«TokeH» DEeKTPOHHbIN K4 CyObeKTa C MOHOMOYUSAMU A5

yrnpaBaeHusa naat@opmMon BUPTYaIn3aLum, KOTOPbIK HYXKHO
CKOMUPOBAaTb U3 MHTepderica ynpaeneHus nnarhopmMon
BupTyanm3auuun. [Ins atoro cnegyeT 3anth B uHTepdenc
ynpaBneHmsa naaTtopmMon BUPTYam3aLmMm C MOMOLLbIO JIOFMHA
M Naposis YKa3aHHOMO MoJib30BaTeNs, B [NTABHOM MEHHO
pa3BepHYTb pa3aen «System» u BbIbpaTb cTpoky «Users». B
NosIBMBLLEMCSI OKHE BblIbpaThb YKa3aHHOMo NoJib30BaTens,
nepemTun Ha BKNagky «Auth» 1 HaXkaTb 3KpaHHYH KHOMKY
[Manage login tokens], B nossuBLueics dpopme ckonmpoBaTb
3Ha4yeHue u3 nons « Token»
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MapameTp

OnucaHue

«eneraymsa 3anycka BM»

BkntoueHue penernpoBaHmsa npas Ha 3anyck BM Ha nnatdopme

BUPTYann3aumm gpyromMy rnosib30BaTesito

«JlornH peneraTta»

CybbeKT, KOTOPOMY AeNernpyeTcs NpaBo Ha 3anyck BM Ha
nnatcdopme BUPTYyanm3saLmm

«[Maponb penerata»

Maponb cybbekTa, KOTOPOMY AeNerupyeTcs NpPaBo Ha 3amnyck
BM Ha nnatdopme BupTyanmsauum

«Co3pgaBaTb BM ogHoBpemMeHHO»

Konunuectso ogHOBpeMeHHO co3aaBaeMbix BM Ha nnatdopme
BMpPTYyanm3aumm

«Bpemsa oxxunpaHua»

MakcuManbHoe BpeMst oxKnaaHus (B CeKyHAaxX) OTKAMKa OT
nnaTdopMbl BUPTYanm3aLmm

«Ypanate BM ogHoBpemMeHHO»

KonunyectBo ogHoBpeMeHHO yaansembix BM ¢ nnatdopmbl
BMpPTYanm3aumm

& Heobxoanmo 3aaaTbh nepeymciieHHble MapaMeTpbl TakMM 06pa3oM, YTobbl MCMob3oBanAca Mbo
3anyck BM ot umeHn cnykebHoro nonb3oBaTens (HasHadaeTcs napameTp «3anyck BM ot
MMEHM CNy>KebHOro nonb3oBaTena»), AMBO 3anmyck OT MMeHM MoJsib3oBaTens-geserara
(HasHauvatoTcsa napameTpbl «Jdeneraums 3anycka BM», «JloruH penerata», «llaponb penerata»).
Mcnonb3oBaTb 04HOBPEMEHHO 0Da TMMa 3amnycka 3anpeLueHo.

4.3 . [o6aeneHune nnatpopmbl oVirt/zVirt/RHEV

Ons pobaeneHus B rpaduueckoM uHTepdence ynpaBneHust cnepyeT neperntv «KOMMOHEHTbI

MocTaBWMKM pecypcoB», 3aTeM HaXkaTb Ha 3KpaHHYyto kHonky [HoBbii] n BbibpaTh 13 BbinagatoLlero

cnucka «lnatdopma oVirt RHEV ».

LOna nobaenenusa B Termidesk nnatdopmbl oVirt/zVirt/RHEV agMuHuctpaTtopy Termidesk Heobxoammo

3aMo/IHUTb AaHHble, NepeYmcineHHble B ctonbue «MNapameTp» cneaytoLuent Tabnuupl (cm. Tabnuua 4).

Tabnuua 4 — DanHHble ana nobasneHmsa nnatdopmol oVirt/RHEV

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHMeE NOCTaBLLMKA PECYpCoB
«KomMMeHTapuii» UHdopmaumoHHoe coobLueHme, UCnonb3yeMoe Ans

OMMCaHnAa HasHa4dyeHMA NoCTaBLMKa peCypCcoB

«Bepcus oVirt»

Bbibop ncnonbsyemon Bepcum oVirt

«Appec oVirt»

IP-agpec nnun gpomeHHoe uMsa NnatdopMbl BUPTYaIM3aLLmm
oVirt
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MapameTp OnucaHue
«Jlornn» CybbekT, MMetoL M NONHOMOYMS ANs YNpaBIeHus
nnatdopmon BupTyanmsaumm oVirt. YkasbiBaeTcs B
dopmaTe login@internal
«[Naponb» Habop cMmBOOB, NOATBEP)KAAIOLLMI HA3HAYEHUE

MOJTHOMOYUM

«CoznaBaTb BM ogHoBpemMeHHO»

KonnyectBo ogHOBpeMeHHO co3naBaemMbix BM Ha
nnatdopMe BUpTYyanmsauum oVirt

«Ypanate BM ogHoBpemeHHO»

KonnyectBo ogHoBpeMeHHO yaanseMbix BM ¢ nnatdopmbl
BUpTYanm3auum oVirt

«Bpemsa oxxunpaHua»

MakcuManbHoe BpeMst oXKnaaHus (B CeKyHAaxX) OTKAMKaA OT
nnatdopMbl BUpTYyanusaumm oVirt

Cy6'beKT A0J/KEH MMEeTb NpuBuUnernmn, yKkasaHHble B Ta6n14u,e (cm. Tabnuua 5).

(® B obuwem cnyvae HasHadeHWe ponen BbIFNAAMT Cheaylowmm obpa3om: Ha cepsepe oVirt
cospaetcs nonb3oBaTesb (Hanpumep, termidesk), co3paetcs ponb (B pamkax oVirt
ynoTpebnsietcs TepMuH «ponb») (termidesk). [lMonb3oBatento termidesk BbloaetTcs ponb

termidesk.

(® Coszpatb posib termidesk

6bicTpee n npotue yepes KOMMpoBaHUe

cywiecTBytowen:PowerUserRole (Heobxoanmo nepenTtu B rpaduyeckoM mHTepderice oVirt B
«Administration - Configure - Roles, BbiGpaTb ponb PowerUserRole u HaxaTb [Copy], nameHuTb
HanMMeHoBaHUS Ha termidesk). Co3gaHHYHO posb 3aTeM U3MEHUTb, A06aBMB OTCYTCTBYHOLLME
NPUBWUIEMMM B COOTBETCTBUM C TabNULEN.

Ponb termidesk ¢ ykazaHHbIMM MPUBUAETUSIMU MOLOXOLUT TOMbKO Ans yrnpasneHus BM, oHa He

MMeeT MpaB AOCTyMa Ha agMUHUCTpUpoBaHue oVirt.

Tabnuua 5 - MNMepeyeHb npueunerun ana ponu B oVirt

Tun npuBuneruni

HauMeHoBaHKMe npusunermum

«System»: «Configure System»

«Login Permissions»

«Network»: «Configure vNIC Profile»

«Assign vNIC Profile to VM»

«Template»: «Provisioning Operations»

«Create»
«Delete»
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Tun npuBuneruni

HauMeHoBaHKMe npusunermum

«VM»: «Basic Operations»

«Reboot VM»
«Reset VM»
«Stop VM»
«Shutdown VM»
«Hibernate VM»
«Run VM»
«Change CD»

«VMp»: «Provisioning Operations»

«Create»
«Create Instance»
«Delete»

«Disk»: «Provisioning Operations»

«Create»
«Delete»
«Attach»
«Access Image Storage Domains»

«Disk»: «Disk Profile»

«Attach Disk Profile»

4.4 . [lo6aBneHune noctaBwmka VMmanager

Ons pobaeneHuss B rpadumyeckoM wuHTepdence ynpaBneHUs cnesyeT MepenTu

«KoMmnoHeHThI

MocTaBWMKM pecypcoB», 3aTeM HaXkaTb Ha 3KpaHHY KHorky [HoBbii] v BbiGpaTh M3 BbinagaroLlero

cnucka «lMnatdbopma VMmanager».

Ons pobaeneHuns B Termidesk noctaBwwmka VMmanager agMuHucTtpaTtopy Termidesk Heobxogumo

3aMnosIHUTb AaHHble, NepeyvncsieHHble B cTonbue «lapameTp» cnepytrollen Tabnumubl (cm. Tabnuua 6).

Tabnuua 6 — OaHHble ans nobaBneHMs nocTaBLmMKa pecypcoB VMmanager

MapameTp OnucaHue
«HazBaHune» TekcToBOE HaMEHOBaHME MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHbopmaLMoHHOe coobLeHMe, UCNoNb3yeMoe ans
ONMMCcaHMa Ha3Ha4YeHUs1 MOCTaBLLMKa peCypCoB
«XocT» IP-apgpec nnm nonHoe 4OMEHHOE MMS cepBepa

VMmanager

«JloruH (3n. nouTa)»

CybbekT, UMetoLUI NONHOMOUMS ANs YNpaBneHus
nnatdhopmon BupTyanumsaumm VMmanager

«[Maponb»

Habop cMMBonOB, NOATBEPXKAAOLMIM HA3HAYEHNe
NOJIHOMOYMI CyBbekTa

«Mcnonb3soBatb SSL»

BkntoueHue ncnonb3oBaHmsa npoTokosa SSL

«[NpoBepsiTb SSL»

BkntoueHwme cTporom nposepku SSL
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MapameTp

OnucaHue

«[lMoarotaenmeaTe BM ogHoBpeMeHHO»

KonuyecTtBo ogHOBpeMeHHO co3aaBaeMbix BM Ha
nnatcdopme BupTyanmsaumm VMmanager

«Ypanate BM onHoBpeMeHHO»

KonnyectBo ogHoBpeMeHHO yaansembix BM c
nnatdopMbl BUpTyanusaumm VMmanager

«TanmayT (cek)»

MakcumanbHoe BpeMs 0XXuaaHus (B CEKYHAAX) OTK/MKa
oT nnatdopmbl BUpTYyanmsaumm VMmanager

4.5 . obaeneHne nocTtaBlmka pecypcoB VMware vSphere

Ons pobaeneHns B rpaduyeckom uHTepderce ynpaBneHus cnepyeT nepentu «KOMMOHEHTbI -

MocTaBWMKM pecypcoB», 3aTeM HaxkaTb Ha 3KpaHHyk KHornky [HoBbiM] v BbIOpaTh M3 BbinagaroLlero

cnucka «lnatdopma VMware».

& Tpu B3anmogericteum Termidesk ¢ nnatdhopmon VMware Heobxopmmo Hanmume BM ynpaeneHus
(vCenter). HauunHas ¢ Bepcum Termidesk 4.1 noppep>kmBaetcs paboTa Kak C KnacTepaMu AaHHbIX
B KQYeCTBe CUCTEMbI XPaHEHMS, TaK U C 06bIYHbIMKU XpaHunuwwamu (Datastore).

LOna pobaenenus B Termidesk noctaBwmka VMware vSphere agMuHucTpatopy Termidesk Heobxoammo

3aMoNIHUTb AaHHbIe, nepeuncieHHble B ctonbue «lMapameTp» cneaytoLuent Tabnunupl (cv. Tabnuua 7).

Tabnuua 7 — DaHHble ana nobaBneHns nocTaswuka pecypcos VMware vSphere

Mapametp OnucaHue
«Ha3BaHune» TekcToBOE HaMMEHOBaHWE NOCTaBLLUMKA PECYpPCOB
«KoMmeHTapum» MHdopmaumoHHoe coobLieHne, UCNOSIb3yEMOE Ao

OonmncaHma HadHa4eHUa NoCTaBLMKa peCcypCcoB

«Bepcuma nnatdopmbi»

Bbi6op ncnonb3yemon
BEPCUM NIATHOPMbI BUPTYAIM3aLUM

«Appec cepepa»

IP-apgpec nnn pomeHHoe umsa BM ynpaenenus
nnatdopmon Buptyanmsaumm VMware (vCenter)

«[lopT»

Homep nopta ana noakntodeHus k API

«Mcnonb3oBatb SSL»

MopcupoBaTb MCnonb3oBaHME NpoTokosa SSL

«Jlornn» CybbeKkT, MMetoLUIi NOMHOMOUMS ANs YNpaBneHus
nnatdopmon BupTyanmsaumm VMware
«[Maponb» Habop cMmBonoB, NoATBEPKAAOLWNIN HA3HAYeHUe

NONHOMOYMI CybbeKTa

«[MoarotaenmeaTb BM ogHoBpeMeHHO»

KonnyectBo ofgHOBpeMeHHO co3gaBaeMbix BM Ha
nnatdhopMe BupTyanumsaumm VMware
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MapameTp

OnucaHue

«Ynanate BM oaoHoBpeMeHHO»

KonuuyecTtBo ogHOBpeMeHHO yaansembix BM ¢
nnatcdopmbl BUpTyanmsaumm VMware

CybbekT fonkeH MMeTb NMPUBUIIENMU, YKa3aHHbIe B TabnLE (see page 0).

® B obwem ciyyae HasHadeHue ponert BbIrNAAMT Cheayrolumm obpasom: Ha cepsepe vCenter
co3paeTca nosb3oBatenb (Hanpumep, termidesk), co3paetca rpynna (Termidesk Group) u
knacc (B pamkax vCenter ynotpebnsetrca TepmuH «ponb») (Termidesk). Co3pgaHHoM rpynne

Termidesk Group BblgaeTcsl ponb Termidesk.

® Ponb Termidesk coctouT M3 coueTaHusi BCTpoeHHow rpynnbl Virtual machine power user
(sample) 1 VMware virtualization environments(Citrix).

Tabnuua 8 — MNMepeueHb npusunerun ana ponm 8 VMware vCenter

Tun npuBunernim

HawuMeHoBaHue npusunermum

«Datastore» «Allocate space»
«Browse datastore»
«Low level file operations»
«Global» «Cancel task»
«Network» «Assign network»
«Resource» «Assign virtual machine to resource pool»

«Scheduled task»

«Create tasks»

«Modify task»

«Remove task»
«Run task»

«Virtual machine»: «Change Configuration»

«Acquire disk lease»
«Add existing disk»

«Add new disk»

«Add or remove device»
«Advanced configuration»
«Change CPU count»
«Change Memory»
«Change Settings»
«Change resource»
«Modify device settings»
«Remove disk»
«Rename»

«Reset guest information»
«Upgrade virtual machine compatibility»

«Virtual machine»: «Edit Inventory»

«Create from existing»
«Create new»
«Remove»
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Tun npuBunernm

HauMeHoBaHue npusunermm

«Virtual machine»: «Interaction»

«Answer question»
«Configure CD media»
«Configure floppy media»
«Connect devices»
«Console interaction»
«Pause or Unpause»
«Power off»

«Power on»

«Reset»

«Suspend»

«Virtual machine»: «Provisioning»

«Clone virtual machine»
«Create template from virtual machine»
«Deploy template»

«Virtual machine»: «Snapshot management»

«Create snapshot»
«Remove snapshot»
«Rename snapshot»
«Revert to snapshot»

4.6 . lobaBneHWe nocTaswmKa VAIr

Ona

3KCMNepUMEHTAJIbHbIN

BO3MOXHOCTM  gobasneHus

napameTp

NMOCTaBLUUKa

experimental.vair.provider.enabled B

pecypcoB  VAir  Heobxoanmo

noapaszenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.

BK/THOYUTb

COOTBETCTBUN Cc

Mocne BkAOUYEHUSI SKCNEPUMEHTANIbHOIO NapaMeTpa B rpacdmyeckoM uHTepdence ynpaBneHms nepenTm B
«KoMnoHeHTbI - MocTaBLwuKkM pecypcoB», a 3aTeM HaXkaTb Ha 3KpaHHY kHonky [HoBbi] 1 BbiGpaTh 13
BbinagatoLero cnmcka «lMocraswmk vAIr».

Ons pobaBneHus nocTaBwmka pecypcoB VAIr agMuHucTpatopy Termidesk HeobxoaMMo 3anonHUTbL

JaHHble, NepeyuncsieHHble B cTonbue «llapameTp» cnepytoLien Tabnumubl (cm. Tabauua 9).

Tabnuua 9 — OaHHble ans pobaBneHUs NoCTaBLUMKa pecypcoB VAIr

MapameTp OnucaHue
«HaszBaHue» TekcToBOE HaMEHOBaHME MOCTaBLLMKA PECYPCOB
«KoMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, MCNoNb3yeMoe ans

OonncaHmsa HasHa4eHUAa NoCTaBLWKMKa pecypcoB

«Bepcua API nnatdopmbi» Bbi6op ncnonb3yemMon Bepcum

«Appec cepBepa» IP-apgpec nnu poMeHHoe MMs NAaTHOPMbI

BUPTYannsaumu

«[MopT» MopT ana noakntoveHus kK API

«Mcnonb3zoBaTtb SSL» BkntoueHue ncnonb3oBaHmsa npoTokosa SSL
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MapameTp OnucaHue
«JlornH» Cy6beKkT, MMeroLuiA MONHOMOUMS ANS YNpaBneHums
nnaThopMon BUPTYanm3aLmm
«[Maponb» Habop cMMBonoB, NOATBEPXKAAOLMI HA3HAYEHNE
MOJIHOMOYUN
«[lMoarotaenmeaTb BM ogHoBpeMeHHO» KonnyectBo ofHOBpeMeHHO co3gaBaemMbix BM Ha

nnatchopme BUpTyanm3saLmm

«Ypanate BM ogHoBpemeHHO» KonnyectBo ogHoBpeMeHHO yaansembix BM ¢
nnaTdhopMbl BUpPTYyanusaumm

4.7 . Do6aeneHve cepeepa TepmuHaioB (MS RDS u STAL) B kayecTBe NoCTaBLUMKA peCypCOB

Ons pobaeneHuss B rpadumyeckoM wuHTepdence ynpasneHus cnepyeT nepentn «KOMMOHEHTbI -
MocTaBLMKM pecypcoB», 3aTeM HaxkaTb 3KpaHHY KHonKy [HoBbii] 1 BbIOpaTh 13 BbiNaaatoLLEero cnmcka
«CepBep TepMUHANOBY.

& [na B3aumopenicteus ¢ cepsepoM TepmuHanoB (MS RDS wnu STAL) Heobxoanmo ycTaHOBUTb
CECCUOHHbIN areHT B COOTBETCTBUM C MoApasfesioM YCTaHOBKa CECCMOHHOIO AreHTa AOKyMeHTa
CJTIET.10001-01 90 04 «PykoBoacTBO agMUHUCTpaTopa. HacTpoinka KOMMoHeHTa « AreHT».

& STAL peanusyetca koMnoHeHToM «CepBep TepMUHANOB», KOTOPbIA HY>XHO YCTaHOBUTb Ha Y3en,
OT/IMYHbIN OT cepBepa Termidesk, B cooTBeTcTBUM C nogpaszenom YcraHoBka STAL nokymeHTa
C/NET.10001-01 90 07 «PykoBomcTtBOo agmMuHucTpatopa. HacTtporika komnoHeHTa «Cepsep
TEpMMHANOB».

Ons nobasneHus B Termidesk cepeepa TepMuHanos agMuHuUcTpaTopy Termidesk Heob6xoaMMo 3anonHUTL

JaHHble, NepeyuncrieHHble B cTonbue «llapameTp» cnepytoLlen Tabnumubl (cm. Tabnuua 10).

Tabnuua 10 — JaHHble gna nobaBneHus cepeepa TepMUHANOB

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHWE NOCTABLLUMKA PeCYpCoB
«KomMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCNonb3yeMoe Ans
OMNMUCAHUS HAa3HAYeHUsI MOCTaBLLMKA PecypCcoB
«Appec CeCCMOHHOIO areHTa» FQDN y3na, Ha KOTOPOM YCTaHOB/IEH CECCUOHHbIN areHT
Termidesk
«[MopT ceccrmoHHOro areHTa» Homep nopta ceccnoHHoro areHTta Termidesk. Mo

yMonyaHuto Homep nopta 31000

«JloMeH» HanMeHoBaHMe foMeHa ANs NMOAKIKOYEHUS K cepBepy
TepMMHaNoB

Bbinyck oT ceHTs6ps 2023 38



@ TERMIDESK C/IET.10001-01 90 02

MapameTp OnucaHue

«JloruH» Cy6bekT, MMEOLWMI MONHOMOYMS ANS YNPaBIeHUs
CepBEPOM TEPMUHANOB

«[Maponb» Habop cMmBonoB, NoaTBEPKAAOLWMIN HA3HAaYeHNe
NMOSIHOMOYMM
«McnonbzoBatb HTTPS» Bbi6op ncnonb3osaHus npotokona HTTPS gns 3anpocos K

CeCCMOHHOMY areHTy. Mo YMOTHaHUNKO BbIK/THOYEHO.

Mpwu BKAOYEHMM NapaMeTpa Ha cepBepe TEPMUHANIOB
[OMKHbI BbITb LO6aBNEHbI BaMAHblE CepTUPUKATBI U
ycTaHoBeHa onuua USE_HTTPS B 3HayeHue «True» B
KOHPUIypauMoHHOM ¢alisie CECCUMOHHOrO areHTa.

B cnyuyae HeobxoammocTn ucnonb3osatb npotokon HTTP
HY>KHO OTKJTHOYMTb JaHHbIW NapaMeTp U YCTaHOBUTb OMUMIO
USE_HTTPS B 3Ha4eHue «False» B koHpUrypauMoHHOM
(aninie ceCCMOHHOrO areHTa

«Banupauua ceptudukaTta» Bbi6op npoBepkn NOANMHHOCTM cepTUdUKaTa NpM 3anpocax
K CECCMOHHOMY areHTy. [10 yMOn4YaHuIo BbIKJIHOYEHO

& Ecnv nocne nonbITKM NpoBepuTb BBeLEHHble JaHHble 3KpaHHOW kHonkow [TecT] nossnsitoTcs
coobuieHns o6 owmnbke, To Npu co3pgaHum wabnoHa BPM 6ynet 610kMpoBaTbCs BO3MOXKHOCTb
€ro coxpaHeHus (cosgaHus).

A [na KOppekTHOro MOAK/YEHUS uYepe3 KOMMOHeHT «KnueHT» K cepBepy TepMWHaNoB
HeobxoauMo 3aaaTb napamMeTp «MexaHusm obecrneyeHus 6eszonacHocTM Ha yposHe cetu (RDP)»
B MOAUTMKAX KOHKpeTHoro c¢oHaa BPM («Paboume ™mecta - oHAbI») B COOTBETCTBUM C
BblIBpaHHbIM CEPBEPOM:

» «TLS» unn «RDP» - ons nogkntoueHmsa kK onybnmkoBaHHOMY npunoxkeHnto STAL;
* «ABTOCOrNIacoBaHMe» - AJ19 NOAK/OYEHUS K TepMUHanbHoM ceccumn STAL;

= «NLA» - ona nogkntodeHmna k MS RDS.

4.8 . lobaeneHue cepeepa TEpMUHAIOB (METaNpoBaiaep) B Ka4yecTse NOCTaBLUMKA pECypCoB

Ons Bo3MOXHOCTM pobaBneHuss nocTaBwmka pecypcoB «Cepep TepMmuHanos (MeTanpoBangep)»
HeobxoaMMo BKJTHOUUTb 3KCMEPUMEHTANbHbIN napameTp
experimental.metasessions.provider.enabled B cooTBeTCTBUM C nogpasgenom YnpaeneHue

3KCrnepMMeHTaNbHbIMK NapamMeTpamu Termidesk.

MeTanpoBangep HY>KeH AN TUPaXKMPOBAHUS NMPUIIOXKEHUN Yepe3 MYyNbTUNAULMPOBAHUE (pa3MHOXEHME)
BM Ha nnatdpopme Buptyanusaumu. [aHHbIM nogxon He TpebyeT MOMHOCTbIO  pPa3BEpHYTOM

MHDPACTPYKTYPbl TEPMUHANIBHbBIX CEPBEPOB.
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AnNropuT™M NoAroToBKM Ans AobasneHUs MeTanpoBanaepa BbIMSAUT CNeayoLmMM obpa3oMm:

* Ha nnatdopme BupTyanusaumm cosgaetcs BM c roctesort OC Windows Server (2016 u Bbiwwe)
(&ns TupaxkmposaHusa npunoxeHnit Windows) nnn OC Astra Linux Special Edition 1.7 (Server)
(&ns TpaxkmposaHua npunoxkeHnn Astra Linux Special Edition);

= B rocteByto OC ycTtaHaBnuMBaeTca M HacTpamBaeTcsa areHT BPM u ceccuoHHbIM areHT (cm.
pokymeHT CJIET.10001-01 90 04 «PykoBoacTBo agMuHMcCTpaTopa. HacTpolika KomMmnoHeHTa
«AreHT»);

* ans TupaxkmpoBaHusa npunoxxeHun Windows B roctesyto OC Windows Server ycTaHaBnvBaeTcs
ponb cepBepa nybnvkaumu npunoxkeHut «Remote Desktop Session Host» m3 coctaBa «Remote
Desktop Services», 3aTeM BbINONHSAETCA aKTMBaLMA POAU MpPU MOMOLLM CECCUOHHOIO areHTa (CM.
noapasaen AktuBauma ponu cepsepa TepmuHanoB B OC Microsoft Windows Server nokymeHTa
C/NET.10001-01 90 04 «PykoBoactBo agMuHMcTpaTopa. HacTporika komnoHeHTa «AreHT»). Ecnn
OC Windows Server He BBoguTca B aoMeH, To B OC cnegyeT cosgaTb nonb3oBaTens C npaBaMu
[OCTyna K yaanéHHomy pabodemy cTony;

* Ons TUpaXkmpoBaHus npunoxeHmn Astra Linux Special Edition yctaHaenuaetca STAL. [ns
yctaHoBkn STAL cnemyet obpatutbea k pokymenTy CJIET.10001-01 90 07 «PykoBoacTtBO
apMuHuUcTpaTopa. Hactporika komnoHeHTa «CepBep TEpMUHANOBY);

" HeobxoaMMble MPUNIOXKEHUS LOMKHbI ObITb BpYUHYO onybnmnkosaHbl, anga MS RDS ucnonbayetcs
yTunnTa RemoteApp Tool. Ons STAL ocHoBHOM cnmcok npunoxkeHun, npeanaraembii OC Astra
Linux Specsial Edition, yxe poctyneH k nybnukaumm. [Npu HeobxoommocTu ony6sMKoBaTb
HeCTaHOAPTHOE MPUIOXKEHMe cneayeT obpatutbca kK gokymenTy CJIET.10001-01 90 07
«PykoBoacTBo agMuHUCTpaTopa. HacTporka komnoHeHTa «CepBep TEpMUHANOBY;

®" Ha 3TOM 3Tane NoAroToBkKa 3aBepLUEHa, BM BbIK/THO4aeTCA,

® B roctesoin OC gomkeH 6bITb HACTPOEH BCTPOEHHbIM MEXCETEBOM 3KpaH A8 A0CTYMa no nopram
npotokona RDP.

* B rpadmyeckom uHTepdence ynpaeneHus Termidesk co3pgaeTcsas NOCTaBLWIMK pecypcoB C Tow
nnatpopmMor BUPTyanu3aLmm, Ha KOTopou co3gaHa BM cepsepa nybnvkaumm npunoxeHun (CMm.
pa3gen MocTaBwmku pecypcoB);

* B CO34aHHOM MOCTaBLLUMKE pecypcoB co3paeTcs wabnoH BPM (cm. pasgen BupTyanbHble paboune
MecTa), B napameTtpe «basosas BM» Bbibupaetca noarotoeneHHas BM cepsepa nybnukaumm
NPUNOXEHUI;

* B rpadmuyeckom uHTepdence ynpasneHus Termidesk cospaetca cepBucHbin ¢doHn BPM pna
co3gaHHoro wabnoHa BPM (cm. noapaznen JobaBneHne ¢doHaa BPM). B cepsucHom doHae He
YyKa3bIBalOTCS Tpynmnbl MoSib30BaTeNeN, MOMb30BaTeNM, NMPOTOKONAbl AOCTaBkU. CepBUCHbIN QOHA,

[LOJI>KEH MCNonb30oBaTh Kel 1 ypoBHS (ke 2 ypoBHS He UCMOMb3yeTcs);
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& Xota 66l ogHo BPM pomkHO nonyuunTb ctatyc «dencTBuTenbHbIM» BO BKnagke «Paboune mecta»
co3naHHoro ¢oHAa, MHade BCe JasibHerLune AencTBuS ByayT 3aBepLuaTbes owmnbkom «He yaanocb
HaWTX MOAXOASLLYO A1 MOAKITFOUEHNS MALLMHY ».

* B rpadumyeckoM WHTepdence ynpasneHuss Termidesk nocne BKAKOYEHUS 3KCMEPUMEHTANIbHOMO
napamMeTpa experimental.metasessions.provider.enabled nepentn B «KOMMOHEHTbI -
MocTaBlWMKM pecypcoB», a 3aTeM HaxaTb Ha 3KpaHHyk kHonky [HoBbi4] u BbiOpaTb 13
Bbinapatowero cnucka «Cepsep TepmuHanoB MeTtanposangep». Heobxogumo pobasuTb
MOCTaBLUMK peCcypcoB, 3an0/IHMUB AaHHble, NMPUBEAEHHbIE HUXKE;

* nocne pobaeneHus noctaewmka pecypcoe «CepBep TepMuHanoB (MeTanpoBanaep)» CTaHeT
[OCTYMHbIM co3paHve wabnoHa BPM  gna wero (cM. noagpasgen LWabnoHsi BPM  ans
MeTanpoBanaepa). Heobxoanmo co3path wabnoH BPM;

* B rpadumyeckoM wuHTepdence ynpasneHuss Termidesk pobasutb ¢doHn BPM (cm. noppasgen
Do6aeneHune poHpa BPM) nns nybnvkyemoro npunoxeHus, ykasae npu L0H6ABAEHUM CO3AAHHbIN

wabnoH BPM onsa metanpoanaepa.

A Tpy HeobxoguMMOCTU MYBAMKALMKU HECKOJIbKUX MPUNIOXEHUI, HEOBXOAMMO CO34aBaTb LIABG/IOH
BPM gns metanpoBaingepa n doHa BPM ons kaxkgoro npunoxxeHus.

Ons nobaeneHus B Termidesk cepeepa TepMuHanoB agMmMHUcTpaTopy Termidesk Heob6xoaMMo 3anoNHUTL

JaHHble, NepeymncrieHHble B cTonbue «lapameTp» cnepytollen Tabnumubl (cm. Tabauua 11).

Tabnuua 11 — aHHble ons nobaBneHus cepeepa TepMUMHANOB (MeTanpoBanaep)

MapameTp OnucaHue
«HaszBaHue» TekcToBOE HaMEHOBaHWE MOCTaBLLMKa PeCYpCoB
«KoMMeHTapumn» MHbopmaLmoHHOEe coobLeHWe, UCMoNb3yeMoe ans

OMNMUCaHnA HasHa4YeHMA NOCTaBLWMKa peCcypcoB

«[MopT ceccMoHHOro areHTa» Homep nopTta ceccuoHHoro areHTa Termidesk. Mo
yMon4yaHuto Homep nopta 31000

«JlomeH» HavnmeHoBaHWe foMeHa A/ MOAKNHOYEHUS K CEPBEPY
TEPMUHANOB
«JloruH» CybbekT, UMEIOLLMI MONHOMOYMS ANS YNPaBNeHUs!

CEPBEPOM TEPMUHANOB

«[Maponb» Habop cMMB0OnOB, NOATBEPXKAAOLWIMI Ha3HAYEHME
MOJIHOMOYU I
«MoHp» Bbibop cepBucHoro doHAa ons pasMeLLeHus
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MapameTp OnucaHue

«McnonbzoBate HTTPS» Bbi6op ncnonb3osaHusa npotokona HTTPS gns 3anpocos K
CECCUOHHOMY areHTy. 1o yMoMYaHMIO BbIK/IHOYEHO.

Mpu BKAOYEHMM MapaMeTpa Ha CepBEpe TEPMUHAIIOB
[ONXKHbI BbITb A06aBNEHbI BanuaHble cepTUdUKaTbl U
yCTaHoB/ieHa onuua USE_HTTPS B 3HaueHue «True»
KOH(UTrypauMoHHOM aine CeCCMOHHOIO areHTa.

B cnyuyae HeobxoammocTh ucnonb3osatb npotokon HTTP
HY>XHO OTKJIFOUMUTb AAHHbIW NapaMeTp U YCTaHOBUTb OMLMIO
USE_HTTPS B 3Ha4eHue «False» B koHDUTrypauMoOHHOM
danne cecCMOHHOro areHTa

«Bannpauus ceptudukara» Bbibop npoBepku NOANMHHOCTM cepTUdUMKaTa Npu 3anpocax
K CECCMOHHOMY areHTy. Mo yMon4YaHUIO BbIKAKOUYEHO

«MoanduumposaHHbIN cnocob Bbi6op MoauduumposaHHoro cnocoba 6anaHCMpoBKU
GanaHcUpoBKM» nonb3oBaTenen. Mo ymMonyaHuto BbIKIOYEH (MCMONb3yeTCs
CTaHAapTHas banaHCUMPOBKa, ONMMCAHHAsA HUXeE).

MoaundurumpoBaHHbIN cnocob 6anaHCUPOBKU YUUTLIBAET
Ha/M4Me aKTUBHOM UM OTKJIFOUEHHOM CECCUN Y
Nonb30BaTeNs AJis ero NepenoakItoyeHus. [ns skoHoMum
CEPBEPHbIX PECYPCOB PEKOMEHAYETCS BKITOUUTL NapameTp

MopkntoueHUs nonb3oBaTesien Npu AOCTyNe K ONyb/IMKOBaHHbIM Yepe3 MeTarnpoBanaep NpUIoXKeHUSIM Mo
YMOJITYaHUIO BanaHCUMpPYHOTCS: NPU 3anpoce OAHOIo U TOrO K& MPUIOXKEHMS pa3Hble Nonb3oBaTenun byayT
MoAKKYATLCS K pa3HbIM CcepBepam.

MpuMep: nonb3oBaTenb «1» 3anpaliMBaeT npuoxkeHue «notepad.exe», NMpU 3TOM MOAK/IHOYAETCA K
cepepy «1». [Monb3oBaTenb «2» TOXe 3anpalUMBaeT MpUIOXKeHWe «notepad.exe», HO MNpu 3TOM

aBTOMaTUYECKM MOAKIHOUAETCA YXKe K cepBepy «2».

4.9 . NobaeneHue nocraBmka pecypcoB «Pusmueckasn paboyas cTaHLUA»

[Ons Bo3MOXHOCTM fo06aBneHms dumsmMyeckor paboyen CTaHUMM Kak MOCTaBLLMKA pecypcoB HEOOXOAMMO
BK/IIOUMTb  3KCMEPUMEHTaNbHbIM  MNapaMeTp experimental.provider.physmachine.enabled B

COOTBETCTBMM C NoapasaenoM YnpasneHue sKCnepuMeHTanbHbIMM napameTpamm Termidesk®.

®usnyeckas paboyas cTaHUUS J0MKHA BbITb 4OCTYMHA 419 noakJodeHMs no npoTtokony RDP.

Mocne BKNOUYEHUSI SKCMEPUMEHTANIbHOIO NapaMeTpa B rpacdmnyeckoM MHTepdence ynpasneHmua nepentm B
«KoMnoHeHTb! - MocTaBLmKM pecypcoB», a 3aTeM HaXkaTb Ha 3KpaHHYto kKHonKy [HoBbil] 1 BbibpaTh 13
BbinagaroLero cnmcka «Static IP Machines».

Lna pnobaBneHus nocTaBLMKa pecypcoB aaMUHUCTpaTopy Termidesk HeobxoamMMo 3amoNHUTL OaHHbIE,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 12).

1 https://life.astralinux.ru/pages/viewpage.action?pageld=172137087
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Tabnuua 12 — JaHHble ans nobaeneHms huUsnyeckom paboyen CTaHUUM Kak NOCTaBLLMKA pecypcoB

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMeHOBaHWe MOCTaBLUMKA peCypCoB
«KomMmeHTapuii» NHdopmMaumoHHoe coobLueHne, UCMoib3yeMoe 418 OnucaHmus
Ha3Ha4YeHWs MOCTaBLLMKA PecypcoB

4.10 . lobaBneHue nocraBwmka Openstack

Ons  BO3MOXHOCTM fOobGaBneHuss nocTaBwmka pecypcoB Opencstack HeobxoaMMo — BKAKOUUTL
3KCMepUMEHTaNbHbIM MnapaMeTp experimental.openstack.provider.enabled B coOTBETCTBMM C

noapasaenom YnpaBneHue sKCnepuMeHTanbHbIMU NapaMeTpamu Termidesk.

3aTeM B rpacdmyeckom uHTepdence ynpasneHmsa nepentu B «KomMnoHeHTbl - ocTaBLmMKM pecypcoB», a
3aTeM HaxaTb Ha 3kpaHHyto kHonky [HoBbit] v BbIGpaTb M3 BbiMagatowero cnucka «OpenStack
Platform».

Ons pobaBneHus noctaewwmka pecypcoB Openstack agMuHucTpatopy Termidesk Heob6xoguMo 3anoNHUTL

JaHHble, NepeymncieHHble B cTonbue «llapameTp» cnepytrollen Tabnumubl (cm. Tabnuua 13).

Tabnuua 13 - daHHble gna nobaBneHus nocraswmka pecypcos Openstack

Mapametp OnucaHue
«HasBaHune» TekcToBOE HavMeHOBaHWe NOCTaBLLUMKA PecypcoB
«KoMmeHTapuimn» MHbopmaLmMoHHOe coobLeHMe, UCnonb3yeMoe 4ns

OonncaHmsa HasHa4eHMA NoCTaBLMKa pecypcoB

«Ma xocTta»

IP-appec nnu FQDN cepsuca ayteHTUdMKaLmm

«[lopT»

MopT ona nopkntodeHus k Openstack, no ymonuyaxnmio 5000

«[yTb»

OnumoHanbHag coctasngatowaga URI

«WMcnonb3soBatb SSL»

BkntoueHue ncnonbzoBaHmsa npoTokosa SSL

«[poBepsaTb SSL»

BkntoueHue cTporon nposepku SSL

«UHTepdenic poctyna»

UpeHTndumkatop nHtepdenca poctyna Openstack

«domeH» MaeHTndukatop aomeHa Openstack
«lMonb3oBaTenb» Cyb6bekT, MMetoLMI MONHOMOUUS ANs YNPaBAeHUs B
Openstack

«Maponb» Habop cMmBonoB, NoATBEPXKAAOLLMUIA Ha3HaYeHWe

MoAHOMOYUM

«Creation concurrency»

KonunuectBo ogHoBpeMeHHO co3aaBaeMbix BM Ha
nnatdopme
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Mapametp OnucaHue
«Removal concurrency» KonunuectBo ogHoBpeMeHHO yaansembix BM ¢ nnatdopmbl
«Timeout» MakcuManbHoe BpeMsa oxkmaaHus (B CeKyHAaX) OTK/IMKa OT
Openstack

4.11 . Pexxnm Texobcny>KmBaHMsi NOCTaBLUMKA pecypcoB

PE)KVIM TEXO6CJ'Iy)KMBaHVIF| npegHasHadyeH AOn4 MAaHOBbIX pernaMeHTHbIX Wn aBapl/Il‘;IHbIX pe>XxmMax
paboTbl nocTaBLMKa pecypcoB. B pexume texobcnyxuBaHus Termidesk He mMcnosb3yeT nocTaBLUMKA

pecypcoB anis pa3merteHns doHgos BPM.

LOns nepesoga nocTaBLMKa PeCYypCcoOB B pexXuM TexobcnykuBaHus crnenyeT nepenTn «KOMMOHeHTbI -

MocTaBLUMKM pecypcoB» U HaXkaTb 3KpaHHY0 KHonky [TexobcnykmBaHue] ¢ BbIGOPOM M3 BbiMafatoLLEero

cnucka 3HadeHnsa « BknounTtb» (cum. Pucyrok 9). 3aTem noaTBeEpAUTb BKIIHOYEHUE pexXmnMa (cm. PucyHok 10).

TEQMlDESl—( @ @CMCTeMHblﬁ nonb3oBaTens (admin123) v
@ O63sop MocTaBLMKN pecypcoB
& KOMMOHeHTbl > MocTaBLWMKN pecypcoB

Q,g HacTpoiiku > HoBbIn v PepakTupoBatb | | Yganutb TexobcnyxuBaHue v
BratounTs
HasBaHue ~ Texobcny>xxmpaHue — Tun BeiknounTe
4 Pa6ouue mecta >
brest BbiktoueHo MK CB bpect 1 16
stal BbiktoueHo Cepsep TepmuHanoB 1 1
..||| MOHWUTOPUHF > [3kcneprMeHTasIbHBIN]
15 v | HacTp. 1-2m32 K | < 1 mn31 il

PucyHok 9 — BkntoueHue pexxmMa TexobCny>XxmBaHMs NOCTaBLUMKA PeCYpCoB
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Bknountb pe>xxum TeXO5Cny)KI/IBaHVI$|

Pexxvim TexobcnyxrBaHys 6yAeT BKIHOUEH ANa NoCTaBLLUVKa pecypcos: stal.
Tun noctaBLumka: Cepeep TepMMHaNoB [3KCNepuMeHTanbHbIN].

OTMeHUTbL Bknountb

PucyHok 10 - MopTBepykaeHMe BKITFOYEHUS PEXXMMA TEXOBCTY>KMBAHUSA
CocTosiHMe pexkuma Texobcny>kmBaHus byaneT oTobpaxkeHo B cTonbue «Texobcny>kmBaHue» CAMCKa
MOCTaBLLMKOB pecypcoB.
Lns oTKNtoUYeHMs pexxnuMa TexobCny>KMBaHUSI HY>KHO BblbpaTb MOCTaBLLMKA PECYPCOB, HaXKaTb IKPaHHYHO
KHonky [Texobcny>xuBaHue], a 3aTeM BbIGpaTb U3 BbINaAAOLLEro CrINCKA 3HaYeHUe « BbikaounTb».
Mo 3aBepLUeHUM TEXOBCNY)KMBAHUS MOCTABLLUMK PECYpPCOB MOXET ObiTb CHOBa Mcnosib3oBaH Termidesk

ons pasMelleHus doHaos BPM.
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5. AYTEHTUOUKALIMA MONIb3OBATEJIEN

5.1. O6wue cBepeHUA 0 AOMEHaxX ayTeHTUPUKaLmum
JoMeH ayTeHTUDUKALUM - UICTOYHUK CBEAEHUM O CYObEKTaX U UX MONHOMOUUSIX.

B Termidesk nopnep>kmsarotca cnepytowme 4OMeHbl ayTeHTUdUKaumu:
* FreelPA;
» SAML;
» |P-ayTeHTUDUKaLMS;
= MS AD unu LDAP.

ﬂop,u,emea HEKOTOpPbIX AOMEHOB ayTEHTVId)VIKaLI,VIVI MOXeT ﬂ,06aB}'IFITbC$I B pe>XXmnMe s3KCnepuMeHTalIbHbIX

dyHKUMI (MpY MOMOLLM NAArMHOB PacLUMPEHUN).

Ons pobaeneHusa B Termidesk pomeHa ayTeHTUdMKauum B rpaduyeckoM uHTepdernce yrnpaBieHuUs
cnepyeTt nepentu «KomnoHeHTbl - [loMeHbl ayTeHTUdUKaLMM», 3aTeM HaxkaTb 3KPaHHYHK KHOMKY
[HoBbIi4] 1 BbIGpaTh 13 BbiNaaatoLLEero CNMCcKa HY>XHbI AOMEH ayTeHTUdUKaL UK.

Kaxkabl foMeH ayTeHTUdUKALUUKM OMUCbIBAETCS MepevyHeM MapaMeTpoB, TpedyeMbixX Ans MOaydeHust
NOoeHTUDUKATOPOB CYOBLEKTOB M MHPOPMauumM o nonHoMoumsx. MpoBepuTb KOPPEKTHOCTb YKa3aHHbIX
rnapamMeTpoB MOXHO MpW MOMOLUM 3KpaHHOW KHomnku [TecT], pacrnonoxeHHor B TOM ke okHe. [ns
COXpaHeHWsi NapamMeTpPOB KOHMUIYpaLMKN HYXKHO MCMONb30BaTb 3KpaHHYH KHomnKy [CoxpaHuTb].
Co3paHHbIM fOMEH ayTeHTUdUKALUMM MOXKHO OTpeaakTupoBaTb. g aToro B rpadmyeckom mHTepderice
ynpasneHus cnepyet nepentn «KomnoHeHTbl - [loMeHbl ayTeHTUdMKauMmM», 33aTeM TMOMETUTb

HeobXoAUMbIN AOMEH ayTeHTUDMKALMKN U HaXKaTb 3KPaHHYH KHOMKY [PegakTupoBaTb] (cm. PucyHok 11).
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TERMIDESK ® @ cucremuiinonaosarens ()~
@ O63op [llomeHbl ayTeHTUGUKaLMN
| &% KommoHeHTsl > [loMeHBI ayTeHTUdUKaLMN
o: HaCTpOMKVI > Mouck Q HoBbliA v Ypannte
NO Ha3BaHWKo UN IMMEHTapno
Mpuoputet * HassaHne Nonb3soBatenn KommeHTapum
L Pa6oune vecra >
MSAD MS Active Directory (LDAP)

.||| MOHNTOPKNHT > 100 BCTpoeHHbIii BcTpoeHHbli 1

15 v HacTp. 1-3m33 « < 1 w31 > »

PucyHok 11 — OkHo BbibOpa AOMeHa ayTeHTUDUKALMKM AN pefaKTUPOBaHUS

Co3aaHHbIN AOMEH ayTEHTUUKALMM MOXKHO MpU HEOBXOAMMOCTM yaanuTb. Ons 3toro B rpaduyeckom
nHTepdence ynpaeneHus cnepyeT nepentn «KoMnoHeHTb! - [loMeHbl ayTeHTUDUKALUMU», 3aTEM MOMETUTL

HY>XHbIW JOMeH ayTeHTUDUKALMKN U HaXKaTb IKPaHHYHO KHOMKY [YaanuTtb).

5.2 . lo6aBneHune ayteHTUdMUKaumm yepes Freel PA

Ons pobaeneHus B rpaduyeckom MHTepderice ynpasneHus cnepyet nepentn «KomnoHeHTbl - [JoMeHbl
ayTeHTUbUKaLMM», 3aTeM HaXkaTb 3KpaHHY kKHonky [HoBbIM] v BbiGpaTb M3 BbiNaAatoLEro CrMcKa
«Freel PA».

Ons pobasneHus B Termidesk ayteHTudukaumm yepes Freel PA agmMuHucTpatopy Termidesk Heobxoammo

3anoJIHNUTb AaHHblEe, NepeYNCIEHHbIE B CTOJ'I6LI,e «I'IapaMeTp» cnep,yrou.l,eﬁ TaGJ'IVILI,bI (cm. Tabnuua 14).

Tabnuua 14 - JaHHble gna nobasneHus ayteHTudmkaumm vepes Freel PA

MapameTtp OnucaHue

«HazBaHue» TekcToBOE HaMMEHOBAHWE AOMEHa ayTeHTUDMKaL MK

«KoMMmeHTapuii» MHbopMaLmMoHHOe coobLeHMe, UCMONb3yeMOE ANt ONUCaHUS
Ha3HaYeHMS UCTOYHMKA CBEAEHUM O CyObeKTax U UX
MOTHOMOYMAX

«[Mpuoputet» MperMMyLLEeCTBO UCNOb30BAHNUA AOMEHA ayTEHTUDUKALUM
Npv NpoBepKe CybbeKTa 1 ero NOJHOMOYUM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yeMoe gis uaeHTUduKaumm
06bEKTa BO BHYTPEHHEN CTPYKTYPE AaHHbIX Termidesk
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MapameTp OnucaHue

«CepBUCHbIM aKKayHT» HazBaHue cepBMCHOro akkayHTa, CO34aHHOro npwm
nobasneHun noctaslmka pecypcos MK CB bpect

«[JomeH» NpeHTndumkatop obnactu Kerberos gns ayteHTudmkaumm

«Keytab» MyTb K anny c kNYaMU AN CEPBUCHOMO akkayHTa (npumep
dopMupoBaHus daiina npueeseH B nogpasaene [lobasneHue
noctaBwumka pecypcos NK CB bpecr). Kaxxaasa reHepauus
keytab monHa NponsBoanTbLCS B HOBbIM dan. NMpu
HeobxoAMMOCTM MOBTOPHOIO MCMOMb30BaHUsl MMeHU danna
cyulecTBytowmit hann 06a3aTeNbHO AoNKEH BbiTb yaaneH
nepep reHepaumen.

HeaxxHo, Ans kakoro y3na co3gaH keytab, HeobxoamMmo
CaMo ero Hannuune

«Cepsep Freel PA» FQDN pecypca, aBnstowierocst ICTOMHUKOM CBEAEHWUM O
CybbeKkTax 1 MX MNOSIHOMOUUSX

«[MpoBepka SSL» MpoBepka ncnonb3oBaHusa SSL

«[pynna aaMMHUCTPATOPOB» HasBaHue rpynnbl, 4neHam KOTOPOM NpefoCTaBNsOTCS
OYHKUMM aaMUHUCTpUpOoBaHus Termidesk

® [Mpwu pobaeneHnn BTOpOro aoMeHa ayTeHTudukaumm FreelPA (MM OOMEHOB, OCHOBaHHbLIX Ha
Freel PA, Hanpumep, nporpammHoro komnnekca «ALD PRO») HeobxoamMMo co3paTb HOBbIM dhamnn
keytab v 3apaTb eMy UMS, OTZIMYHOE OT Y>XKe CYLLECTBYIOLLEro.
[ob6aBneHne BTOpOro goMeHa ayTeHTUDUKALMKU He OTIMYaeTCs OT fobaBeHUs NepBoro.

& Tpu HeobxoguMocTh BBoda B aoMeH Freel PA, paseepHyTbii Ha OC Astra Linux Special Edition,
BPM c ppyron roctesom OC Linux, HeobxogMMo BHECTU W3MeHeHuss B ¢amn /usr/lib/
python3.6/site-packages/ipalib/constants.py (cMm. nogpasgen [MoarotoBka 6asoBoro
BPM).

Ona  BO3MOXHOCTM  MOAKOYEHUS  ABYX(DAKTOPHOM  ayTEHTUPUKAUMM  HYXKHO  BKJIHOUUTH
3KCMepUMEHTaNbHbIM  MapameTp  experimental.2fa.enabled (cM. nogpasgen  YnpasneHue
3KCnepuMeHTanbHbIMK NapamMeTpaMu Termidesk).

Mocne BkAtouveHMa napameTpa npu nepexope «KomMnoHeHTbl - [JOMeHbl ayTeHTUPUKALMMU» U HaxKaTUA
3kpaHHoM kHonku [HoBbiA] nosiBaTcs HoBble AoMeHbl ayTeHTUdukaumm «FreelPA, skcnepum.» u

«FreelPA, HaTKBH., 3KCNepuMm.».
® Termidesk He peanusyeT HenocpeacTBEHHO MexaHW3M ayTeHTuduKkauun. Ha koHTponnepe

nomeHa FreelPA pomkHa 6biTb MogkntoveHa AByXdaKTOpHas ayTeHTUdMKaLMS, TONbKO MNocse
3TOro ee HeobxoguMo fobaBuTh B Termidesk, kak npmMBeaeHo BbiLLE.
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5.3 . No6asneHune ayTeHTUdMKaumm yepes ALD

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl

ayTeHTUdMKaLuMM», 3aTeM HaxkaTb 3KpaHHYt kHonky [HoBbIM] v BbiGpaTb M3 BbimagatoLlero cnucka

«Astra Linux Directory».

Ons pobaBneHuss B Termidesk ayTeHTUdukaumm uepes Astra Linux Directory (manee - ALD)

apMuHucTpaTopy Termidesk Heo6xoAMMO 3anofIHUTL AaHHbIE, NMepeYncieHHble B cTonbue «llapameTp»

cne,u,yrou.l,eﬁ Tabnuubl (see page 0).

Tabnuua 15 - JaHHble gns nobasneHms ayTeHTUdUKaumm yepes ALD

MapameTp OnucaHue

«HazBaHune» TekcToBOE HaMMEHOBaHWE JOMEHa ayTEHTUDUKALNM

«KoMMmeHTapuim» MHdopmaLmMoHHoe coobLLeHWE, MCNOb3YEMOE A5 ONMUCAHUS
Ha3HAYeHMA UCTOUYHMKA CBEAEHUM O CYObEKTAX N UX
NONHOMOYUAX

«[Mpuroputet» MpenMyLLLECTBO MCMO/Ib30BAHUS AOMEHA ayTEHTUDMKALUM
npu NpoBepke CyOLEKTa MU €ro NMNOSTHOMOYMM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yemMoe gis uaeHTUduKaumm

06beKTa BO BHYTPEHHEN CTPYKTYpE AaHHbIX Termidesk

«CepBUCHbIV aKKayHT»

HasBaHuWe cepBMCHOroO akkayHTa, CO34aHHOIO NMpu
[06aBNeHNN NOCTABLUMKA peCypCcoB

«[omeH»

UneHTudmkaTtop obnactn Kerberos ona ayteHTudukaumm

«Keytab»

MyTb Kk panny c knroYamMu Ans CepBUCHOro akkayHTa (npumep
dbopmupoBaHusa danna npueeaeH B nogpasgene [lobaeneHue
nocTaswumka pecypcoB MK CB bpecT). Kaxxgaa reHepauums
keytab gonyHa nponsBoaMTbLCS B HOBbIN darn. [Npu
HeobXoAMMOCTU NOBTOPHOMO UCMO/b30BaHUSI UMeHU danna
cywiecTBytowmn dann 0ba3aTenbHO f0KeH ObiTb yaaneH
nepep, reHepauuen.

HeBa)kHo, Ana kakoro ysna cosgaH keytab, Heobxogumo
CaMo ero Hanunuue

«[pynna agMMHUCTpaTOpoB»

HasBaHwe rpynnbi, Y1eHaM KOTOpPOM NMpeaoCTaBASOTCS NpaBga
aAMUHUCTpUpoBaHus Termidesk

«Cepsep LDAP (ALD)»

JoMeHHOe umsa pecypca, 9BSHOLLErOCS UCTOYHUKOM
CBeLeHUM 0 CybbekTax U UX MOSTHOMOYUSAX

«TanmayT noaKItoHeHUs»

Bpemsi oxxupaHusa (B cekyHaax) oTBeTa pecypca,
SIBNAOLLLErOCS UCTOYHUKOM CBEAEHUM O CYOBEKTAX U UX
NOSIHOMOYMAX

«Base DN»

KopeHb noucka B foMeHe ayTeHTUdUKaLUK
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5.4 . No6asneHune ayTeHTUMKaLmm yepes SAML

Mpoeanaep SAML - 370 eguHaa Touka BXoaa Nosib30BaTeNeN B pacnpeneneHHON CUCTEME, MO3BOSIOLLEN

ayTEHTMdJMLI,MpOBaTbCﬂ B pPa3HbIX U HECBA3HbIX MeXay cobon YacTax CUCTEMbI nocpencTsom Beb-

6paysepa. HesaBucumo oT TOro, Kakou wucnonbsyetcs Tun 6uHamHra (binding), Bcerma npoucxoouT

nepeHanpaBneHUE Ha CTpaHuLy ayTeHTUdMKaumm «lMposangep SAML».

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl

ayTeHTMdMKaLuMM», 3aTeM HaxkaTb 3KpaHHYt kHonky [HoBbIM] v BbiGpaTb M3 BbimajatoLlero cnucka

«SAML».

LOna po6aeneHus B Termidesk ayTeHTUdMKaumm yepes SAML agMuHucTpatopy Termidesk Heobxoammo

3aMoNIHUTb AaHHble, NepeYmcineHHble B ctonbue «lMapameTp» cneaytollent Tabnuubl (cm. Tabnnua 16).

Tabnuua 16 — HaHHble ans nobaeneHms ayTeHTUdMKaumm Yyepes SAML

MapameTp OnucaHue

«HazBaHune» TekcToBOE HaMMEHOBAHWE JOMEHa ayTEHTUDUKALNK

«KoMMmeHTapuim» MHdopmaLmMoHHoe coobLLEeHWE, MCNOb3YEMOE O/151 ONMMUCAHUS
Ha3HAYeHUS UCTOYHMKA CBEAEHUM O CYObEKTAX U UX
NONHOMOYUAX

«[Mpuroputet» MpuopuTeT MCMNONb30BaHUS LOMEHA ayTEHTUDMKALMKM MPU
NnpoBepKe CybbeKkTa 1 ero NoJIHOMoO4YMM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yeMoe s uaeHTUduKaumm

06beKTa BO BHYTPEHHEN CTPYKTYpE AaHHbIX Termidesk

«ID knueHTa»

YHUKanbHbIN NAEHTUHUKATOP KIIMEHTA Ha cepBuce
ayTeHTUdmKaumm SAML

«URL MeTagaHHbIX»

URL ana nogkntoueHus K cepsucy ayteHTudmkaumm SAML

«Tun 6BUHanHra»

Cnocob otnpaBku oTBeTa cepsucoM SAML Ha 3anpoc
ayTeHTUdMKauun. Mopaep>kmBaroTcs cnepyrowime TUnbl: HTTP-
Redirect, HTTP-POST

«[MpunBaTHbIN KIHOY»

Habop cMMB0ON0OB NpMBaTHOrO KJto4Ya ana nognucaHma SAML-
3anpocoB

«®opmat Name ID»

Mopmat conocTaBneHus naeHTudmnkatopos umeH SAML y
NOCTaBLUMKOB YAOCTOBEPEHWNIN M MOCTABLUMKOB YCIyr

«Group Attr Name»

Twun aTpubyTa nonb3oBaTens (0ObIYHO B 3TOM Mosie yKa3blBaeTCs
3Ha4veHue Group)
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5.5 . Hdo6aeneHue |P-ayteHTUMKaLmm

Ons nobaeneHus B rpacdmyeckom mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTUdMKaLMM», 3aTeM HaXKaTb 3KpaHHYt kKHonky [HoBbiM] 1 BbibpaTh M3 Bbinagatowero cnuncka «IP

ayTeHTUDUKALUS».

LomeH «IP ayTeHTUbMKauma» no3BonseT onpenensTb HasHa4YeHMe NpaB Ha OCHOBE CETEBbIX aApPeCcoB.
LOna pobasneHuns B Termidesk IP-ayTeHTUdMKauum agMuHucTpatopy Termidesk HeobxoauMMo 3amMonHUTL

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytroulent Tabnumubl (cm. Tabnuua 17).

Tabnuua 17 — OaHHble gns pobasnenums |P-ayteHTUdMKaunm

Mapametp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHME AOMEHA ayTeHTUdMKALMM
«KomMmeHTapuii» NHdopmaumoHHoe coobLueHme, UCnob3yeMoe Ans

OMUCaHUA HasHa4vYeHna AOMEHa ayTeHTVICI)MKaLI,MVI

«[MpunoputeT» MpenMyLLECTBO UCNOIb30BaHUS AOMEHA ayTEHTUDUKALMUM
npu NpoBepKe Cy6bekTa U ero MOJIHOMOYUIA

«MeTka» MHdopmaLmoHHoe none, Ncnosib3yemMoe as
noeHTUdUKaUMM 0ObEKTA BO BHYTPEHHEN CTPYKTYpe
DaHHbIX Termidesk

«Pa3pelnTb NnpokcupoBaHue» Pazpewntb cybbvekTam goctasky BPM, Haxopsawmxcs 3a
MpPOKCU-CEPBEPOM

5.6 . [NobaeneHue ayTeHTUdUKauum yepes MS AD (LDAP)

Ons nobaeneHus B rpacdmyeckomM mHTepderice ynpaeneHus cnepyet nepentn «KoMnoHeHTbl - [loMeHbl
ayTeHTMdMKaLMM», a 3aTeM HaxaTb 3KpaHHY KHomky [HoBbIM] v BbibpaTb M3 BbiMajatoLlero cnucka
«MS Active Directory (LDAP)».

LOna pobaeneHusa B Termidesk ayteHTUdukaumm yepes LDAP agMmuHucTpaTopy Termidesk Heobxoammo

3aMoNIHUTb AaHHble, NepeYmcieHHble B ctonbue «lMapameTp» cneaytollent Tabnuubl (cm. Tabnuua 18).

Tabnuua 18 — NaHHble pna nobasneHus ayteHTudmkaumm yepes MS AD (LDAP)

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBAHWE AOMEHa ayTEHTUDMKALMMU
«KoMmeHTapuin» UHdopMaLmoHHOe coobLLeHMe, UCMOMb3yeMOe A5 ONUCAHUA Ha3HaYeHUs

AOMEHa ayTEHTMCI)MKaLI,MM

«[MpunoputeT» MperMyLLEeCTBO UCNONb30BaHMSA AOMEHA ayTEHTUDMKALUKN NPU MPOBEPKE
CcybbekTa 1 ero NoHOMOYUM
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MapameTp

OnucaHue

«MeTka»

NHdopMaLMoHHOEe none, UCnonb3yemMoe Anst MAEHTUDMKaUMKM 06bekTa BO
BHYTPEHHEN CTPYKType AaHHbix Termidesk

«Appec LDAP»

IP-a,u,pec nnn nOMeHHOeE nM4a pecypca, apndroerocd MCTO4HNKOM cBedeHUM o
Cy6'b€KTaX n NX NOJIHOMOYUAX

«[MopT»

TCP-nopT, Ha KOTOPOM 3anyLUeHa Cy>K6a flOMeHa ayTeHTUhMKALUK

«Mcnonb3soBatb SSL»

Mcnonb3oBaTb 3almLLeHHOEe COeAMHEHNE NPU B3aUMOAENCTBUN C JOMEHOM
ayTeHTUbMKaLUM

«Bind DN»

O6wekT B MS AD (LDAP), nmetowmin nonHoMoums gns aocTtyna K
KOHKPETHOM 3anmcu

«Bind DN password»

Habop cMMBoONIOB, MOATBEPXKAAOLLMM NMOJTHOMOYMS 0BBEKTA MO AOCTYNY K
KOHKPETHOM 3anmcu

«Timeout»

Bpemsi oxxupaHus (B cekyHAax) OTBETA pecypca, SBASHOLErocs UCTOYHUKOM
CBeLEeHUM 0 CyObekTax U UX MOSTHOMOUUSAX

«Base DN»

KopeHb noucka B foMeHe ayTeHTUdUKaLUK

«User class name»

ATpuByYT Knacca nonb3oBaTens B AOMEHE ayTeHTUDMKaLMM (A1 KOPPEKTHOTO
3aMno/IHEHUS! JA@HHOMO Mo HeOBX0AMMO YKa3aTb 3HadYeHUue «Person»)

«User attr id»

NpneHTudukaTop nonb3oBaTenst B AoMeHe ayTeHTUdMKaLMK (AN KOPPEKTHOMO
3aMoNIHeHUs AaHHOIO NoNs He0BX0AMMO YKa3aTb 3HaYEHUe
«SamAccountName»)

«User attrs name»

NaenTndurkaTop nMeHn nonb3osaTtens B AOMeHe ayTeHTudukaumm (ans
KOPPEKTHOrO 3aMO/IHeHMS JaHHOMO Mo HEOBXOAMMO yKa3aTb 3Ha4YeHue
«name»)

«Group class name»

ATpubBYT NpUHaANEXXHOCTU K Fpynne B AOMeHe ayTeHTUdukaumm (ans
KOPPEKTHOIO 3aroJIHEHMS AAaHHOMO Moss HeOBX0AMMO yKa3aTb 3HAYEHME
«group»)

«Group attr name»

MpeHTndumkaTop rpynnbl, K KOTOPOM OTHOCUTCS CyObEKT B AOMeHE
ayTeHTUdMKaUMKM (o158 KOPPEKTHOIO 3aMO/IHEHUS AAHHOIO MoJs HeobxoanMMo
yKa3aTb 3Ha4YeHMe «Cn»)

«Group attr
membership»

NpeHTudukaTop rpynnbl A8 Ha3Ha4YeHUS NOIHOMOYUI CYObEKTY (Ans
KOPPEKTHOrO 3ano/IHeHUs1 AaHHOIO Nos HEOBXOAMMO YKa3aTb 3HaYeHUe
«member»)

5.7 . Do6aeneHne aomeHa ayTeHTUmKaumum RADIUS

Ona nobaBneHuns pomeHa ayteHTuduMkaumm RADIUS HeobxoaMMo BKAKOUUTL 3SKCMEPUMEHTANbHbIN

napameTp

experimental.radiusauth.enabled B

cooTBeTctBMm C nopgpasnesiomM YHpaBHEHVIe

3KCnepuMeHTaslbHbIMK NapameTpamMm Termidesk.
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Mocne BKNHOYEHUS SKCMEPUMEHTANILHOTO MapaMeTpa B rpaduyeckoM MHTepdence ynpaBieHus cnepyet
nepentn «KoMnoHeHTbl - [JoMeHbl ayTeHTUdMKALMM», 3aTEM HaXKaTb 3KpaHHyt kHonky [HoBbiin] u

BblGpaTb M3 BbiNagatoLlero cnmcka «Radius».

3ateM agMuHucTpatopy Termidesk HeobxoOAMMO 3aMOSIHUTL AaHHbIE, MEPEUYUCSIEHHbIE B CTONGUE

«[lMapameTp» cnepytoler Tabnunubl (cm. Tabnuua 19).

Tabnuua 19 — JaHHble ans nobasneHms ayTeHTUdUKaumm Radius

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMeHOBaHWe JOMEHa ayTeHTUdUKaLUm
«KomMmeHTapuii» NHdopmMaLmoHHOe coobLLeHMEe, UCMONb3yeMOe 419 OnucaHus
Ha3HaYeHUs UCTOYHUKA CBEAEHMI O CyBbekTax U nx
MOSIHOMOYMAX
«[MpuopuTteT» MpenmyLLecTBO MCMOb30BaHMS AOMEHa ayTEHTUDMKALMM

npu NpoBepke CybbekTa 1 ero NOJHOMOYUM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yemMoe gis uaeHTUduKaumm
06beKTa BO BHYTPEHHEN CTPYKTYPE AaHHbIX Termidesk

«Radius cepsep» IP-apgpec nam poMeHHOe UMS pecypca, ABSHOLLErOCS
WCTOYHMKOM CBELEHUM O CYObEKTaX U MX MOJIHOMOUMSAX
(cepsep RADIUS)

«AyTEeHTUDUKALMOHHbBIN NOPT» MopT pns 06paboTkM 3anMpocoB Ha ayTeHTUDUKALMIO

«CekpeT» Habop cumBonoB (Maponb), NOATBEP)KAAIOLLMI MOAKIHOUYEHME
k cepsepy RADIUS

«TanmayT» MakcumanbHoe BpeMsa oxxuaaHua (B cekyHaax) ans
YCTAHOBKM COeAMHEHUSI

Banupauma 3apaHHbIX NapamMeTpoB 3KpaHHOW kHomkou [TecT] npoBepsieT KOpPpPeKTHOCTb 3afaHHOMO
nMeHn cepeepa (BO3MOXHOCTb nonyuntb |P-agpec, wucnonbsys DNS), poctynHocTb cepBepa
(koppekTHbIM NopT, paboTocnocobHocTb cepeepa RADIUS).

Mocne pobaBneHus pomeHa ayteHTudumkaunmm RADIUS Heobxoammo nepenTu B CO34aHHbIA OOBEKT U
yKasaTb aKTyaslbHblA CMUCOK IPyrim, NoMb30BaTe/IM KOTOPbIX MOTYT MNPOM3BOAUTL BXOA, B Termidesk.

Mpu panbHerwen >skcnnyatauum cepBep Termidesk, obpabaTbiBas 3anpoc Ha ayTeHTUbMKaLUIO,
NnoJlyyaeT akTyasibHblW CMIMCOK Fpynn Mosb30BaTeNs M CpaBHMBAET CO CBOer KoHburypauuwen. Ecnm Hu

OOHOro coBrnageHuUda He 06Hapy>+<eHo, TO NMNOJ1b30BaTEJTHO 6y,u,eT OTKa3aHO B O0CTyne.

& KoHdwurypaumsa cepsepa RADIUS pgomkHa yunTbiBaTh nepenady Cnuvcka rpynn nosib3oBaTens B
aTpubyTe ¢ kntouoMm 25 (Class) B oTBeTe co cTaTycoM aBTOpU3aLUMN.

LOna koppekTHoro mnonydenus cnmcka rpynn Ha Termidesk cepsep RADIUS mMoxxeT 6biTb HacTpoeH

crnepyrowmm obpazom:
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& TMpumep HacTponkn npueeneH ana cepsepa freeRADIUS.

» dann /etc/freeradius/3.0/mods-enabled/ldap AOMKEH COQEPXKATb KOHCTPYKLMIO BUAA:

1 ldap {

2 ce

3 update {

4 -

5 reply:memberOf += 'memberOf'
6 }

7 ce

8 }

* B dann /etc/freeradius/3.0/dictionary HeobxoaMMO f06aBUTL CTPOKY:
ATTRIBUTE memberOf 3001 string

* B danne /etc/freeradius/3.0/sites-enabled/default HEOBXOAMMO HaWTU CEKLMUIO post-
auth n [06aBUTbL perynsipHoe BblpaXkeHue, bUNbTPYoLee Ha3BaHME TPynnbl U3 MOMYy4YaeMbiX OT

cepBepa aTpubyTOB:

1 foreach &reply:memberOf {

2 if ("%{Foreach-Variable-03}" =~ /CN=([",=]1+)/) {
3 update reply { Class += "%{1}" }

4 }

» B danne /etc/freeradius/3.0/mods-enabled/exec YykasaTb Ans NapaMeTpa wait 3HauyeHue

yes:

wait = yes

5.8 . No6aeneHune ayTeHTUPMKaLMM Yepes BHYTpeHHIo B[,

LOna pobaBneHuns ayTeHTUbMKaLMKM MOMb30BaTeENEN Yepe3 BHYTpeHHIow bl HeobxoamMmo ycTaHOBUTL B
Termidesk nnarvH pacwmpenuss termidesk_internaldbauth B cOOTBETCTBMM C NoOApas3nesiom

YcTaHoBKa Ni1arMHOB pacLUMpPEHUN.

lMocne ycTaHOBKWM MnarvHa paclwimpeHus B rpaduyeckoM uHTepdence ynpasneHus crnepyeT MnepenTu
«KoMnoHeHTbl - [loMeHbl ayTeHTUdUKaALMM», 3aTEM HaXKaTb 3KpaHHY kHonky [HoBbiK] 1 BbiGpaTh U3
BblMagatoLlero cnucka «BHyTpeHHsia B, akcnepum.».

Ona pobaBneHnss BHyTpeHHen bBJIl kak pomeHa ayTeHTUdUKauMm agMuMHUCTpaTopy Termidesk
HeobXoAMMO 3aMoNHUTL AaHHbIE, MEpPEeYUCNeHHble B cTonbue «[lapameTp» cnepytowen Tabauubl (cm.
Tabnuua 20).
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Tabnuua 20 — JaHHble gns nobaBneHMs ayTeHTUdPUKaLMKM Yepes BHYTPeHHo Bl

MapameTp OnucaHue

«HazBaHue» TekcToBOE HaMMEHOBAHWE AOMEHa ayTeHTUDUKaL MK

«KomMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCnonb3yeMoe ans
OMNUCAHUS HAa3HAYEeHUSI UCTOUYHUKA CBEAEHUIM O CyObeKkTax U
NX MOTHOMOYMAX

«[puoputet» MpenmyLecTBO MCNONb30BaHMS AOMEHA ayTeHTUdUKaLUK
npw NpoBepke cybbekTa 1 ero NoJHOMOYUM

«MeTka» MHdopmaLmoHHoe none, Mcnosb3yemoe ois

MaeHTUdUKaLMM 0ObEKTA BO BHYTPEHHEN CTPYKTYpe
naHHbIX Termidesk

«Pa3Hbie nonb3oBaTenn ong xocToB»

[ns nonb3oBaTens, BbINMOMHSOLLErO BXOA, C Pa3HbIX
XOCTOB, OyAyT CO3AaHbl pa3Hble YYeTHbIE 3arncu

«06paTHbIN NpocMoTp DNS»

[ns nogkntoyatowmxca XocToB byaeT Npom3BoAUTLCS
obpaTHbI npocMoTp DNS ana onpeaeneHna nmeHn xocTa
no ero IP-agpecy

«PaspelmnTb NnpokcnpoBaHme»

3anpochbl Yepes NpoKcu-cepeep OyayT OCyLLEeCTBAATLCS OT
nepecbinaemoro |P-uctouHmnka

5.9 . OeiicTBus Hap Nonb3oBaTesIIMM B AOMEHE ayTeHTUdMKaLUU

Monb3oBatenn - nepeyeHb 06'beKTOB, MMELWNUX B paMKax [OOMeHa ayTEHTVId)MKaLI,VIVI C}'Iy)Ke6HbIe

byHKUMM Ha ncnonb3oBaHue doHgos BPM.

Mocne Bxoga nonb3oBaTens B rpacdmyeckui uHtepdenc ynpasneHms Termidesk gocTynHbl crnenytoume

OENCTBUS Hag, NoNb3oBaTeENS MU BHYTPU OOMEHA ayTeHTMCbMKaLI,VIMI

* penakTMPOBAHME;
* yaaneHue;

* MPOCMOTP CBEAEHUN.

(® PepakTupoBaHWe W ydaneHue Mofb30BaTeNns B AOMEHe ayTeHTUdUKauMM B rpadmyecKoM
nHTepdence ynpaesneHus Termidesk He NpUBOAMT K KakKMM-TMBO U3MEHEHUSIM O0ObeKTA B CiyXkbe

KaTanoros.

Ona penakTupoBaHua MHCI)OpMaLI,MM O nonb3oBatene cnegyert nepeﬁTM «KomnoHeHTbl - [loMeHbl

ayTEHTMd)MKaLI,MM», 3dTEM B CTOJ'|6LI.e «Ha3sBaHne» cBogHOM Ta6J'IMLI,bI Ha>XaTb Ha HaMMeHOBaHMe OOMEHa

ayTeHTUdUKaLUK.

B OTKpPbIBLLEMCA OKHE B Ta6n14u,e «lMNonb3oBaTtenn» BblAENUTb CTPOKY C MMEHEM MOJIb30BaATENA U HaXXaTb

3KpaHHYto KHonKy [PepgakTupoBaTtb] (cm. Pucymok 12).
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PepgakTupoeaTk brestadmin

Norux

Wma

KommeHTapmii

Cratyc

MNepconan

AQMUHUCTPaTOp

Fpynnbi

PaspeweHua
poctyna Kk API

Ponn

brestadmin

brestadmin

AKTUBHBIA

brestadmins, brestusers

Huuero He BeiGpaHo

Huyero He BeiGpaHo

OTMeHUTL CoxpaHuTe

PucyHok 12 — OkHO penakTMpoBaHMSA NMOSb30BATENS AOMEHA Ay TEHTUDUKALUM

Ons pepakTMpoBaHWs nonb3oBaTenst agMuUHUCTpaTopy Termidesk Heob6xoauMMO 3anMoONHUTL AaHHbIe,

nepeumcieHHble B ctonbue «MNapameTp» cnemyrowen Tabnmubl (cm. Tabnuua 21).

Tabnuua 21 - [aHHble pis pefakTUpOBaHMS MOb30BaTeNs AOMEHa ayTeHTUbMKaL MK

MapameTp OnucaHue

«JlornH» NpeHTudumkaTop cybbekTa B JoMeHe ayTeHTUdUKaLUK

«Umax OTobparkaemoe nMa cybbekTa B Termidesk

«KomMMeHTapum» MHbopMaLmoHHOe coobLueHme, UCnonb3yeMoe AJist
OMMCaHUS Ha3HAYeHUs Mob30BaTesst

«Cratyc» XapakTepucTuka COCTosiHUS cybbekTa npu AocTyne K
¢oHay BPM

«[NepcoHan» CnyxebHble dpyHKUMKM cybbekTa npu gocTtyne K Termidesk

«AOMUHUCTpATOP» Cny>kebHble hyHKLMKM CyObeKTa Npu JOCTYME K

rpacdumyeckoMy nHTepdency ynpasneHmsa Termidesk

«[pynnbi»

HawnmeHoBaHWe rpynmn, MCNob3yeMbixX AJi ONpeneneHus
paspeLueHun no goctyny kK doHgam BPM

«Pa3pelwieHusa goctyna Kk API»

MonHomoums gns poctyna K APl-uHterpauym ¢ cuctemonm
pe3epBHOr0 KOMMPOBaHUS

«Ponun»

HazHaueHue cny>kebHOM PyHKUUU yKa3aHHOMY
Mosb30BaTesto
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LOna ynaneHus nonb3oBaTens U3 AOMeHa ayTeHTUbMKauMM Heobxoaumo neperTn B «KOMMOHEHTbI -
LJoMeHbl ayTeHTUbMKaumm», B cTonbue «HasBaHuMe» cBogHOM Tabnuubl HaXKaTb Ha HaMMEHOBaHWE
JoMeHa ayTeHTuduKaummn. B oTkpbiBlueMca okHe B Tabnuue «[llonb3oBaTenn» BblAENUTb CTPOKY C

MMEHEM MOJIb30BaTENId U HaXXaTb 3KPAaHHYHO KHOMKY [yn,aﬂVITb].

5.10 . YnpaBneHue ayTeHTU(MKaALMENH HA OCHOBE aApecoB CeTU

AyTeHTUPUKALMA Ha OCHOBe aApecoB CETU WCMONb3yeTcs ANs NpeaocTaBneHus poctyna Kk BPM,

6a3upyacb Ha |P-agpece nctovHmnka, c KOTOpOro NpPomnsBoaAmMTCS 3anpoc K poHay BPM.

Lna nobaBneHuns guanasoHa ceTy agMuHUcTpaTopy Termidesk B rpadumyeckom mHTepdence ynpasneHums
cnepyeT nepentn «KomMnoHeHTbl - CeTu», HaXkaTb 3KpaHHYto KHonky [HoBbIN], 3aTeM 3anonHUTL AaHHbIe,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 22).

Tabnuua 22 — JaHHble ans nobaBneHms ayTeHTUGMKALMKM Ha OCHOBE aApecoB CETU

MapameTp OnucaHue
«Ha3BaHune» TekcToBOE HAMMEHOBAHWE UCTOYHMKA CBEAEHUIM O CyObeKkTax U UX
NOMHOMOYUAX
«[nanasoH» [vanasoH ceTeBbIX aApecoB, KOTOpble ByayT MCMOIb30BaTLCA A1
noeHTUdUKaumm cyobekTa

Co3paHHble TakMMm 00pa3oM [AMana3oHbl MOXHO OTPeAaKTUPOBaTb, AN 3TOMO HYXKHO TMOMETUTb
YKenaembl AManasoH aapecoB, a 3aTeM HaXkaTb KpaHHYHo KHoMKY [PeaakTupoBathb).
LOns ynaneHus co3faHHOro Amana3oHa HeobXoauMMO MOMETUTb XKelaeMblM OMarna3oH aapecoB, a 3aTem

HaXkaTb 3KPaHHYIO KHOMKy [YaanuTb).

A [rana3oH ceTeBbIX aapecoB MOXET BbITb YAa/ieH TO/IbKO B TOM C/ly4ae, eC/IM OH He UCMOMb3yeTcs
donagom BPM.

Bbinyck oT ceHTs6ps 2023 57



@ TERMIDESK C/IET.10001-01 90 02

6 . BUPTYAJIbHbIE PABOYMUE MECTA

6.1 . Obwpme ceeaeHus o BPM

BPM - 370 rocteBas OC, yctaHoBneHHas Ha BM, pocTyn K KoTopon peanusyeTcs C NOMOLLbEO MPOTOKONA

YAANEHHOro JOCTyna.

Termidesk BbinonHaeT nogrotoeky BPM Ha ocHoBe 3agaHHbIX wabnoHos BPM. Kaxabin noctaBLumK
pecypcoB NoALep>KMBaeT CBOM Habop TunoB wabnoHos BPM.
MoppepykneaemMbiv B Termidesk cnmcok Tvnos wabnoHoe BPM npuseneH Huxe:

* WabnoH Ha OCHOBe CBA3aHHOrO K/JOHAa - npeanonaraet co3gaHve BPM u3 6asosoro obpasa Ha
nnaThopMe BUPTYaIM3aLnmM B PEXXMME MHKPEMEHTHOIO KOMMPOBaHMS;

* WabnoH Ha OCHOBE MOJIHOFO KJIOHa - npeanonaraet co3gaHve BPM u3 6asoBoro obpasa Ha
nnatdopMe BUPTYanm3aLmm B peXKMMe NoSIHOMO KOMMPOBaHUS;

* CBA3aHHbLIM KMNOH Ha 6as3e cHanwoTa - npeanonaraet co3gaHne BPM Ha ocHoBe cHMMKa
BMPTYa/lbHOIMO >XeCTKOro amcka 6asosov BM. B stom cnydvae Ha nnatdopme BuUpTyaamsauum
[OMKHa ObITb pa3BepHyTa HenocpeacTeeHHo BM;

* WabnoHbl CEpBEpPOB TepMWUHANoOB - npegnonaraet co3gaHue BPM Ha ocHoBe TepMMHanbHOro

A0CTyna nnn goctyna K OFIy6J'IVIKOBaHHbIM Ha cepBepe TepMMUHAN0B NPUNTOXKEHUAM.

Ons pobaBneHus wabnoHa BPM B rpaduyeckom wuHTepdence ynpaBneHuss cneayeT nepenTu
«KomnoHeHTbl - [locTaBwumku pecypcoB», B cTonbue «HasBaHue» cBOAHOW Tabnuubl HaxaTb Ha
HauMeHOBaHMe MOCTaBLUMKa PeCypCOB.

Janee B OTKpbIBLLUEMCS OKHE C/leflyeT HaXkaTb Ha 3KpaHHY kHorky [HoBbIM], a 3aTeM 13 BbinagatoLlero
cnucka BbibpaTb noaaep>kneaembiit B Termidesk cnocob dopmmnpoBaHmsa wabnoHa BPM.

Co3paHHble wabnoHbl BPM MoxHO pepakTnpoBaTtb, A 3TOro HEOH6XOAMMO BbIOpaTh LWAGMOH, a 3aTeM
Ha)kaTb Ha 3KpaHHYO KHoMKy [PepakTupoBaThb].

Co3paHHble WabnoHbl MOXHO YAANUTb, AN 3TOr0 HEOOXOAMMO BblOpaTb LWAb/MOH, a 3aTeM HaXkaTb Ha

3KpaHHY KHomKy [YaanuTtb].

A LWabnoH MoxeT BbITb yAaNEH TONbKO B TOM C/y4ae, eCNW OH He ucnosb3yetcs poHaom BPM.

6.2 . lWa6noxbl BPM ans MK CB bpect

6.2.1 . LLlabnoH Ha ocHoBe cBa3aHHOro 1 nonHoro knoHa ana MK CB bpect
Ona pobaeneHus wabnoHa agmMuHucTpatopy Termidesk B rpaduuyeckoM uHTepdence yrnpaBneHus
cnepyeT nepenTtu «KomnoHeHTbl - [ocTaBlwimKkKu pecypcoB», B cTonbue «HassaHue» cBogHOM Tabnuupbl

Ha)kaTb Ha HaMMeHoBaHWe nocTaBwuka pecypcos MK CB bpecT.
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Hanee B OTKpbIBLLEMCA OKHE HYX>XHO Ha)>XaTb Had 3KpPaHHYHK KHOMKY [HOBbIFI], M3 BbiMNagatoLlero Crimcka

Bbl6paTb 0amnH U3 wabnoHos «[MonHbin knoH BM MK CB «bPECT» nnn «CesasanHbii knoH BM MK CB

«BbPECT», 3aTeM 3anonHUTb AaHHble, NepeuncieHHble B ctonbue «lMapameTp» cnepytowen Tabnumubl (cm.

Tabnuua 23).

Tabnuua 23 - JaHHble ans nobaeneHums wabnoHoB Ha ocHoBe kyioHoB gns MK CB bpect

MapameTp OnucaHue
«HazBaHune» TekcToBoe HauMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHdopmaLmoHHoe coobLieHMe, UCNoNb3yeMOoe AN OMMUCaHUs
Ha3HayeHusa WwabnoHa BPM
«XpaHunuue» NaoeHTUdMKaTOp pecypcoB XpaHeHUs, NPeaCTaBAeHHbIX B NaaTdhopme

BUPTYASIN3aLUM, UCMOJb3YEMbIX 4S8 pa3MelleHus darnos BM,
Bxomsawwmx B ¢poHa BPM

«ba3oBbit WabnoH»

EonHbIM 6a3oBbIM 06pas, UCMOJIb3YEMBIN OJ1S1 CO34aHUSA TOUHOM
Konuu (pennnku), u3 kotopon byayT co3gaBatbcs BPM. bazoBsbin
ob6pa3 cocTasnseT 6a30BbIM WabnoH BM, noarotoBneHHbIN B
nnatdopme BUPTyanm3aLMmM COBMECTHO C BbIMOIHEHHLIMU B
rocteBor OC HacTporikamu (cM. nogpasaens! MNoarotoBka 6a3oBoro
wa6bnoHa BM Ha npumepe MK CB bpect v MNMoaroroska 6asosoro
BPM)

«ba3oBoe nma»

HeunsmeHsieMas 4acTb TEKCTOBOIrO HAaUMEHOBaHUS, UCMO/b3yeMas B
naeHTUdUKaTope kaxgoro BPM. basoBoe nms fonmKHO HazHa4aTbCs
B cootBeTcTBMM ¢ RFC 953: 0HO MOXKeT cocToaTb U3 ByKB
natuHckoro andasuTa (Kak CTPOYHbIX, TaK U MPOMUCHBIX), undp 1
3HaKa «-» (meduc)

«dnunHa cydpdumkca»

LnvHa nopsagkoBoro HoMepa TEKCTOBOrO0 HAMMEHOBaHMUS,
ncrnonb3yemast B uaeHTudukaTope kaxgoro BPM

6.2.2 . LLlabnoH Ha 6a3e cHanwota ana MK CB bpecr

LOna pobaBneHnss wabnoHa agmMuHuUcTpatopy Termidesk B rpaduyeckom wuHTepdence yrnpaBneHus

cnepyet nepentn «KomnoHeHTbl - MocTaBWwmMKM pecypcoB», B cTonbue «HassaHue» cBogHOM Tabnuupbl

Ha)kaTb Ha HaMMeHoBaHWe nocTaBwuka pecypcos MK CB bpecrT.

,El,anee B OTKpPbIBLLEMCA OKHE HY>XHO Ha)>XdTb Had 3KpPaHHYHK KHOMKY [HOBbIFI], M3 BbiMnagaroLlero Crimcka

BblbpaTb WabnoH «CeasaHHbIM knoH 6asoBor BM K CB «BbPECT» Ha 6ase cHanwoTa», 3aTeMm

3aMo/IHUTb AaHHble, NepeYmcieHHble B ctonbue «lMapameTp» cneaytollent Tabnuubl (cm. Tabnuua 24).

Tabnuua 24 — JaHHble ans nobasneHms wabnoHa Ha 6ase cHanwoTa ansa MK CB bpect

MapameTp OnucaHue
«Ha3saHune» TekcToBoe HauMeHoBaHMe LWabnoHa BPM
«KomMeHTapumn» MHbopMaLmoHHOe coobLueHMe, MCNOb3yeMOe A1 ONMCaHUs
Ha3HayeHus wabnoHa BPM
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MapameTp

OnucaHue

«XpaHunumie»

MaoeHTudUKaTop pecypcoB XpaHeHMs, NPeacTaBleHHbIX B
nnatpopme BUPTYanm3aLmm, UCNOb3YEMbIX AN Pa3MELLEHMUS
darnos BM, Bxogsawux B poHa BPM

«ba3osag BM»

BM, Ha 6a3e koTopomn byayT co3gaBatbcs GpoHabl BPM

«bazoBoe nma»

HeunsmeHsiemas 4acTb TEKCTOBOrO HAMMEHOBAHUSI, UCMOJIb3yEMAs! B
noeHTudmkaTope kaxgoro BPM. bazoBoe nms fonKHO HazHa4aTbCs
B cootBeTCcTBMM ¢ RFC 953: 0HO MOXXeT cocTosATb M3 ByKB
naTuUHCKoro andasuTa (Kak CTPOYHbIX, TaK U MPOMUCHbIX), Lndp K
3Haka «-» (aedwuc)

«nuHa cyddukca»

LnvHa nopsakoBoro HomMepa TEKCTOBOrO HaMMEHOBaHMS,
ncnonb3yemas B naeHTUduMKaTope Kaxkaoro BPM

6.3 . LWa6noHbl BPM ana nnargpopm oVirt/ RHEV

6.3.1. LLlabnoH Ha ocHoBe cBsizaHHOro KnoHa ans oVirt/ RHEV

Ons pobaBneHus wabnoHa agMuHucTpatopy Termidesk B rpaduueckoM uHTepderice ynpasneHus

cnenyet nepentu «KomnoHeHTbl - [locTaBwmku pecypcoB», 3aTemM B cTonbue «HassaHuWe» cBOAHOM

Tabnuubl HaXkaTb Ha HaMMEHOBaHWe NocTasLuKa pecypcos oVirt/RHEV.

[anee B OTKpbIBLUEMCS OKHE HYXXHO Ha)XaTb Ha 3KpaHHYy kHorky [HoBbIM], 13 BbinapatoLero cnmcka

BblopaTb WabnoH «CeaszaHHbIM knoH oVir/RHEV», 3atem 3anonHuTb AaHHble, NepevyunciieHHble B

ctonbue «lMapameTp» cnepytoLlen Tabnmubl (cm. Tabnuua 25).

Tabnuua 25 - JaHHble gna gobasneHuns wabsoHa Ha 0OCHOBe cBA3aHHOro kioHa ansa oVirt/RHEV

MapameTp OnucaHue

«Ha3BaHue» TekcToBoe HauMeHoBaHuMe WabsoHa BPM

«KoMmeHTapuimn» MHbopMaLmMoHHOe coobLeHMe, UCMONb3yeMOe ANt ONMUCaHUS
Ha3HayeHua wabnoHa BPM

«KnacTtep» MpeHTudumkatop knactepa Ha nnatdopme oVirt/RHEY,
ncrnonb3yembl ans pasmelleHmsa doHgos BPM

«XpaHunmLe» NaoeHTUdMKaTOp pecypcoB XpaHEHUS, UCMOJIb3YeMblN 4SS
pa3meLleHus ¢annos BM, Bxogawmx B doHn BPM

«MecTo» MWHMMaNbHO HeobxoaAMMOe ANCKOBOE MPOCTPAHCTBO Ha
06beKTe « XpaHunuwie» ans pasMelleHms dannos BM,
Bxoasawmx B poHg BPM

«bazoBag BM» EonHbIM Ba3oBbIM 06pas, MCNONb3yeEMbIN 1S CO34aHUSA TOUHOM
Konuu (pennuku), u3 Kotopom ByayT co3paHbl doHabl BPM

«MamaTb» O6bemM onepaTMBHOM NaMATH, BblaenaeMbin BPM
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MapameTp OnucaHue
«lMapaHTMpoBaHHas NaMATb» MuHUMaNbHbINM 06LEM OMepaTUBHOM NMaMSATU, pe3epBUPYEMbIN
ona BPM
«USB» MonunTuka paspeweHus goctyna k USB-noptam
«Oucnnen» Mcnonb3yemblii NpoTOKON yaaneHHoro goctyna kK BPM
«bazoBoe nma» HeunsmeHsieMas YacTb TEKCTOBOrO HAaMMEHOBAHUS, UCMO/b3yeMas

B naeHTudukatope kaxxgoro BPM. basosoe umsa gonykHo
Ha3Ha4aTbcsa B cooTBeTCcTBUM ¢ RFC 953: 0HO MOXKET coCTOATh
13 BYKB NaTUHCKOro andasuTa (Kak CTPOYHbIX, TaK U
NMPONUCHbIX), LMdP M 3HaKa «-» (aecduc)

«OnuHa cyddumkca» [nvHa nopagkoBoro Homepa TEKCTOBOrO HAMMEHOBaHMUS,
MCMonb3yemMoro B uaeHTudukatTope kaxxagoro BPM

® BM, u3 kotopoi nnaHupyeTtcs co3gaTh wWwabnoH BPM, MoxeT oTobpaxarbcs C HEKOTOpOM
33[€PXKKOM, eC/IM OHa Oblsla TONMbKO YTO co3paHa Ha nnatdopme oVirt. B TakoM cnydae cnegyet
HEMHOrO NMoAoXAaTh, MOKa OHa 0TobpasuTca B napameTpe «basosaa BM»,

6.3.2 . LLlabnoH Ha ocHoBe cTtaTtuuHo BM gna oVirt/RHEV
Ona pobaBneHus wabnoHa agamMuHucTpatopy Termidesk B rpaduyeckom wuHTepdence yrnpaeneHus
cnenyet nepentu «KomMnoHeHTbl - [locTaBwumkM pecypcoB», 3aTemM B cTonbue «HassaHuWe» cBOAHOM

Tabnnubl Ha)kKaTb Ha HaMMeHOBaHKWe NocTaBLwMKa pecypco oVirt/RHEV.

Hanee B OTKpbIBLUEMCS OKHE HYXXHO Ha)kaTb Ha 3KpaHHYy kHornky [HoBbIM], 13 BbinapatoLlero cnmcka
BblbpaTb WwabnoH «CrtatnuHaa BM oVirt/RHEV», 3aTemM 3anonHUTb JaHHble, NepeymciieHHble B cTosbue

«[lMapameTp» cnepytouer Tabnuubl (cm. Tabnuua 26).

Tabnuua 26 — JaHHbie ang nobasneHms WabnoHa Ha ocHose ctatuyHon BM ana oVirt/RHEV

MapameTp OnucaHue
«HasBaHune» TekcToBoe HanMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHbopmaLmoHHOe coobLeHMe, MCNoNb3yeMOe ANsl ONMUCaHUs

Ha3HayeHua wabnoHa BPM

«BM» HaumeHoBaHue BM Ha nnatdopme BupTyanusaumm

® BM, u3 koTopoi nnaHupyeTcs co3gaTh wWwabnoH BPM, MoxeT oTobpaxaTbcsi C HEKOTOpOM
3aep>KKOM, eciM OHa 6blfla TONIbKO YTO co3aaHa Ha nnatdopme oVirt. B Takom cnyvae cnepyet
HEMHOIrO MoAOXAATb, MOKa OHa 0TobpasuTcsa B NnapameTpe «BM».
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6.4 . LWa6bnoHbl BPM pna nnardpopm VMware vSphere

Ona pobaBneHnss wabnoHa agamMuHUcTpatopy Termidesk B rpaduyeckom wuHTepdence yrnpaeneHus

cnenyet nepentn «KomnoHeHTbl - [locTaBwumKkKM pecypcoB», 3aTeM B cTonbue «HassaHuWe» cBOAHOM

Tabnuubl HaXkaTb Ha HaMMEHOBaHWe NocTaBLmka pecypcoB VMware vSphere.

Hanee B OTKpbIBLLEMCA OKHE HY>XHO Ha)>XdTb Had 3KpPaHHYHK KHOMKY [HOBbIFI], M3 BbliMagatoLlero Crimcka

Bbl6paTb OoOouH U3 OOCTYNHbIX wabnoHoB «[lonHbi KNoH» unm «CBA3aHHbIN KJIOH», 3aTéM 3aMnoJIHUTb

JaHHble, NepeyunciieHHble B cTonbue «lapameTp» cnepytrollent Tabnumubl (cm. Tabnuua 27).

Tabnuua 27 — HaHHble ans nobasneHus wabnoHa gns VMware vSphere

MapameTp OnucaHue
«HazBaHue» TekcToBOE HauMeHOBaHWe WabnoHa BPM
«KoMMmeHTapuii» NHdopMaLMoHHOE coobLLEHME, UCMONb3YEMOE A1S1 ONUCAHUS
Ha3HayeHusa wabnoHa BPM
«[ataueHTp» NpeHTndMKaTop BUPTYaAsIbHOIO LIEHTPA 06paboTKU AaHHDbIX,

Mcnosnb3yeMbli 4ns pasmelleHmns BM

«Knactep BaHHbIX»

NpeHTndbmKaTop pecypcoB XpaHeHUs, UCNOJIb3YEMbIN 4J1S
pa3MelleHus damnnos BM, Bxoasauwmx B dona BPM

«KnacTtep pecypcos»

NpeHTndmkaTop Kiactepa pecypCcoB XpaHEHUS, UCMOJMb3YEMbIN 418
pa3melleHus dannos BM, Bxoasauwmx B doHa BPM

«[yn pecypcos»

NaoeHTudbmKaTOp Nyna pecypcos, UCNONb3yeMbIN AN pa3MeLLeHMUs!
BM

«PasmeweHmne BM»

MpeHTudmkaTop Katanora pasMelleHma cosaaBaemMbix BM

«MecTo ([6)»

MWHUManbHbIM pa3mep cBOGOAHOIro NPOCTPAHCTBA 4/19
pa3melleHus BM

«ba3osag BM»

EonHbIM BazoBbiv 06pas, MCNoSib3yeMbI 151 CO34aHUSA TOUHOM
Konuu (penanku), u3 Kotopon byayT co3aaHbl doHabl BPM

«ba3oBoe nma»

HeunsmeHsieMaa 4acTb TEKCTOBOrO HaMMEHOBaHUS, UCMOb3yeMas B
naeHTudUKaTope kaxkgoro BPM. bazoeoe nms nonxHo
Ha3HauaTbca B cooTBeTcTBUM ¢ RFC 953: 0HO MOXKeT cocTosATb U3
OyKB naTUHCKOro andasmTa (Kak CTPOYHbIX, TakK U MPOMUCHbIX),
umndp v 3HakKa «-» (aeduc)

«dnunHa cydpdumkca»

[OnvHa nopsiakoBoro HoMepa TEKCTOBOrO HAMMEHOBAHMS,
MCNoJIb3yeMOro B uaeHTudukaTope kaxkgoro BPM
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6.5 . LLa6noHbl BPM pns cepeepoB TepMuHanos

6.5.1 . LLla6bnoH BPM pna poctyna k cepeepy TepmmuHanos MS RDS
LOna pobaeneHus wabnoHa agMuHuUcTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepderice
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBlwmku pecypcoB», B cTonbue «HasBaHue» cBogHOM

Ta6J'IMLI,bI Ha>XaTb Ha HAUMEHOBaAHME NOCTaBLLUMUKaA peECYpPCOB CepBepa TeEPpMUHAJIOB.

[anee B OTKpbIBLUEMCS OKHe C/iefyeT HaXkaTb 3KpaHHYyt KkHornky [HoBbi], n3 Bbinapatoliero cnvcka
BblbpaTb wabnoH «RDS Terminal Service», 3aTeM 3anonHWUTb OaHHble, Mepe4vuc/ieHHble B cTosbue

«[lMapameTp» cnepytouer Tabnuubl (cm. Tabnuua 28).

Tabnuua 28 — JaHHble ans nobaeneHms wabnoHa gns goctyna K tTepmuHany MS RDS

MapameTp OnucaHue
«Ha3saHune» TekcTtoBoe HanMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHbopmaLmoHHOe coobLeHMe, MCNoNb3yeMoe ANsi ONMCaHUs

Ha3HayeHua WwabnoHa BPM

«TepMuHan» HaumeHoBaHMe cyliecTBytoero TepMmHana MS RDS

6.5.2. LLlabnoH BPM pans poctyna K ony6nukoBaHHbIM npunoxeHuam MS RDS
Ons pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM uHTepdence
ynpasneHus nepentu «KomnoHeHTbl - [locTaBwmku pecypcoB», B cTonbue «HassaHue» cBoaHOM

Ta6J'IVILI,bI Ha>XaTb Ha HaMMEHOBaHMe NOCTaBLWKMKa peCypCoB cepBepa TepMMNHAJIOB.

Hanee B OTKpbIBLUEMCS OKHE ClefyeT HaxaTb 3KpaHHY kHonky [HoBbii], u3 Bbinagatoulero cnvcka
BblOpaTb WwabnoH «RDS Remote App Service», 3aTemM 3anofHUTbL AaHHblE, NEPEYUCTIEHHbIE B CTONbLe

«[NapameTp» cnepytouien Tabnumubl (cm. Tabnuua 29).

Tabnuua 29 - daHHble gna nobasneHus wabnoHa ans 4octyna K npunoxeHusm MS RDS

MapameTp OnucaHue
«HasBaHune» TekcToBoe HauMeHoBaHue WwabnoHa BPM
«KoMmeHTapuimn» MHbopmaLMoHHOe coobLeHMe, UCMONb3yeMOoe At ONMUCAHUS HazHAYeHUs!

wabnoHa BPM

«RDS konnekuua» HaseaHue cywecTsytowen B MHPpacTpykType MS RDS konnekumm
0ony6AMKOBaHHbIX MPUNOXKEHWUI

«Y,u,anéHHoe HanmeHoBaHue OI'Iy6J'IMKOBaHHOI'O B KOMNTEKUUU NPUNOXKEHUA
npunoXxxeHue»
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6.5.3 . LWa6noH BPM pna poctyna k cepeepy TepmuHanos STAL
LOna pobaeneHus wabnoHa agMuHuUcTpatopy Termidesk HeobxoguMo B rpaduyeckom uHTepderice
ynpaeneHus nepentu «KoMnoHeHTbl - [locTaBlwmku pecypcoB», B cTonbue «HasBaHue» cBogHOM

Ta6J'IMLI,bI Ha>XaTb Ha HAUMEHOBaAHME NOCTaBLLUMUKaA peECYpPCOB CepBepa TeEPpMUHAJIOB.

[anee B OTKpbIBLUEMCS OKHe C/iefyeT HaXkaTb 3KpaHHYyt KkHornky [HoBbi], n3 Bbinapatoliero cnvcka
BblbpaTb wabnoH «STAL Terminal Service», 3aTemM 3amonHWUTb AaHHble, MepeyvncsieHHble B CTosbue

«[lMapameTp» cnepytoler Tabnuubl (cm. Tabnuua 30).

Tabnuua 30 — JaHHble ans nobasneHms WwabnoHa gns goctyna K TepmmHany STAL

MapameTp OnucaHue
«Ha3saHune» TekcTtoBoe HanMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHbopmaLmoHHOe coobLeHMe, MCNoNb3yeMoe ANsi ONMCaHUs
Ha3HayeHua WwabnoHa BPM

6.5.4. LLlabnoH BPM pns poctyna K onybnukoBaHHbIM npunoxeHusam STAL
Ons pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM UHTepdence
ynpaeneHua nepentu «KomnoHeHTbl - [locTaBwuku pecypcoB», B cTonbue «HasaHue» cBogHOM

TabMLbl HaXKaTb HAa HAMMEHOBAHMWE MOCTaBLLMKA PECYPCOB CEpBEPA TEPMMHAIIOB.

Hanee B OTKpbIBLLUEMCS OKHE CnefyeT Ha)kaTb 3KpaHHYt KHonky [HoBblA], 13 BbinaaatoLLero cnucka
BblibpaTh wWabnoH «STAL Remote App Service», 3aTeM 3anofiIHUTb AaHHble, NMepeyYmc/ieHHble B CTosbLe

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 31).

Tabnuua 31 - daHHble gna nobaeneHus wabnoHa ans 4octyna K npunoxeHusm STAL

Mapametp OnucaHue
«Has3BaHue» TekcToBoe HanMeHoBaHue WwabnoHa BPM
«KoMmeHTapuimn» MHbopmaLMoHHOe coobLLeHMe, UCMONb3yeMOe ANt ONMMUCAHUS HazHAYeHUs!

wabnoHa BPM

«YpanéHHoe HanmeHoBaHWe ony6AMKOBAaHHOMO B KOJIIEKLMMU MPUSTOXKEHUS
MPUNIOXKEHUE»

6.6 . LLlabnoHbl BPM pna metanposaitaepa

6.6.1 . LLlabnoH ana nybnukaumm npunoxeHuim
Ona pnobaeneHus wabnoHa agMuHucTpatopy Termidesk Heobxogumo B rpaduyeckom uHTepderice
ynpaeneHus nepentn «KomnoHeHTbl - [locTaBwmkM pecypcoB», B cTonbue «HasBaHue» cBOgHOM

Tabnuubl HaXkaTb Ha HAMMEHOBaHWe NocTaBLuKa pecypcoB «CepBep TepMUHaNoB (MeTanpoBanaep)».
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Hanee B OTKpbIBLUEMCS OKHe C/iefyeT HaXxaTb 3KpaHHYyt KkHornky [HoBbiM], n3 Bbinapatoiero cnvcka
BblbpaTb WwabnoH «Meta Remote App Service», 3aTeM 3anonHUTbL AaHHble, NepevynciieHHble B cTosbue

«[lMapameTp» cnepytoler Tabnunubl (cm. Tabnuua 32).

Tabnuua 32 — daHHble ana nobaeneHus wabnoHa Nyb6amnKaumMm NpuUNoXeHui ans MeTanposanaepa

MapameTp OnucaHue
«Ha3saHune» TekcToBoe HanMeHoBaHMe LWabnoHa BPM
«KomMeHTapumn» MHbopmaumoHHOe coobLieHne, UCronb3yeMoe ans

onuncaHua HasHavyeHusa wabnoHa BPM

«y,u,aneHHoe NpUnoXXxeHune» HanmeHoBaHue 0I'Iy6J'IMKOBaHHOI'O npunoXxeHua

6.6.2 . LLIabnoH ana TepMUHaNbHBIX CECCUM
Ons pobaeneHus wabnoHa agmuHucTpatopy Termidesk Heobxoommo B rpaduyeckoM UHTepdence
ynpasneHus nepentu «KomnoHeHTbl - [locTaBwmku pecypcoB», B cTonbue «HassaHue» cBogHOM

Tabnuubl HaXkaTb Ha HaMMeHOBaHKWe NocTaBLmka pecypcos «CepBep TepMUHaNoB (MeTanpoBanaep)».

Hanee B OTKpbIBLUEMCS OKHe CjiefyeT HaxaTb 3KpaHHyt KkHorky [HoBbi], 3 Bbinapatowiero cnvcka
BblbpaTb WabnoH «Meta Terminal Service», 3aTemM 3anofHUTL AaHHble, NepeYUCeHHble B CTosbue
«ﬂapameTp» CnELI,yI-OU.I,eﬁ Tabnuubl (cm. Tabnuua 33).

Tabnuua 33 — [aHHble ansa nobasneHmsa WabnoHa TEPMUHAJIbHBIX CECCUIA AN MeTanpoBanaepa

MapameTp OnucaHue
«Ha3BaHue» TekcToBoe HauMeHoBaHue WwabnoHa BPM
«KoMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCMoNb3yeMoe At ONMUCAHUS
Ha3HauyeHusa wabnoHa BPM

6.7 . LWa6bnoHbl BPM pna dpusmnueckoi paboueis craHumm

6.7.1 . LLa6bnoH BPM Ha ocHoBe ogHoro cratuueckoro |P-agpeca

Lna nobaeneHus wabnoHa BPM Ha ocHoBe ogHoro ctatuyeckoro IP-agpeca agMuHmcTpaTopy Termidesk
HeobxoamMo B rpadmyeckoM UHTepdence ynpaBneHus nepentn B «KomnoHeHTbl - [lMocTaBlumkm
pecypcoB», B cTonbue «HassaHue» cBogHOM TabnuMubl HaXkKaTb Ha HAMMEHOBAHWE MOCTAaBLUMKA PECYpPCOoB
«Static IP Machines».

Hanee B OTKpbIBLLEMCS OKHE CleflyeT HaXkaTb Ha 3KpaHHY kHonky [HoBbii], 13 Bbinapatowero cnmcka
BblGpaTb WwabnoH «Static Single IP», 3aTem 3anonHUTL gaHHble, NepeuncneHHble B ctonbue «lMapameTtp»

crnepyowen Tabnmubl (cm. Tabnuua 34).
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Tabnuua 34 — JaHHble ans nobasneHus wabnoHa BPM Ha ocHose ogHoro IP-agpeca

MapameTp OnucaHue
«Ha3saHune» TekcTtoBoe HanMeHoBaHMe WabnoHa BPM
«KomMeHTapumn» MHbopmaLmoHHOe coobLeHMe, MCNoNb3yeMoe ANsi ONMCaHUs

Ha3HayeHua wabnoHa BPM

«Machine IP» IP-appec BM

6.7.2 . lWa6bnoH BPM Ha ocHoBe MHOXXecTBeHHbIX |P-agpecoB

Ons pnobasneHma wabnoHa BPM Ha ocHoBe MHoxecTBeHHbIx |P-agpecoB agMuHucTpaTopy Termidesk
HeobxoguMo B rpaduyeckoMm UHTepdernce ynpaeneHus nepentn B «KomnoHeHTbl - [locTaBlimkm
pecypcoB», B cTonbue «HasBaHue» cBogHOM Tabnuvubl HaXKaTb Ha HAMMEHOBAHWE MOCTABLUMKA pecypcoB
«Static IP Machines».

& [aHHbi WabnoH MCNob30BaTb HE PEKOMEHAYETCS.

Hanee B OTKpbIBLLEMCS OKHE C/ieflyeT HaXkaTb Ha 3kpaHHYy kHorky [HoBbIi], 13 Bbimagarowero cnvcka
BblOpaTb WwabnoH «Static Multiple IP», 3aTeM 3anonHWTbL [aHHble, MNepeyvuc/ieHHble B CTOnbue

«ﬂapameTp» CnELI,yI-OU.I,eﬁ Tabnuubl (cm. Tabnuua 35).

Tabnuua 35 - JaHHble ansa nobasneHms wabnoHa BPM Ha ocHoBe MHOXecTBeHHbIX |P-agpecos

MapameTp OnucaHue
«Ha3BaHue» TekcToBoe HauMeHoBaHue WwabnoHa BPM
«KoMMeHTapumn» MHbopmaLmoHHOe coobLeHMe, UCMOoNb3yeMOoe ANt ONMUCAHUS
Ha3HauyeHusa wabnoHa BPM

6.8 . HacTtpoika nepeHocuMbIx npoduneit

6.8.1. O6wume ceeneHus

MepeHocKMble NpodmnM - 3TO CPEACTBO AN COXPAHEHWUSI HACTPOEK U AOKYMEHTOB MOMb30BATENS MEXAY
ceaHcaMu paboTtbl B BPM.

HasHaueHre nepeHOCUMbIX (BTOpOe Ha3BaHMe - OTAENsieMbIX) Npoduier 3aknYaeTcs B TOM, YTO ANs
Ka)kAoro rnosib3oBaTesiss aBTOMaTUYeCKM UM MO Mepe HeobxoaMMOCTU co3paeTcs obpas AMCKa, KOTOpbIN
noakntoyaetca kK BPM.

LencTBma no HacTpornke NepeHOCUMBbIX NPOdUIEN CBOAATCS K CNeAYHOLLEN MOCea0BaTEbHOCTM LLAroB:
1) co3paHue 6a3oBoro obpasa ancka ans npodunen B MK CB bpecrT;
2) 3apaHue co3gaHHOMY obpasy aTpubyTa TDSK_SHARED_TYPE co 3HadeHMeM PRIVATE;
3) HacTporka Moayns PAM (pam_tdsk) B 6aszoBom BPM;
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4) BkNtOYEeHME MexaHM3Ma nepeHocuMblx npodunen B Termidesk;
5) BkntoyeHMe B HacTporkax rnobanbHbix nonuTuk Termidesk nonntukn «OTpensembin

NONb30BaTENbCKUI NPOPUIb».

6.8.2 . CosnaHue 6azoBoro obpasa aucka B MK CB bpect
[ns co3paHus nepeHocumoro npoduns (aucka) Ha nnatdopme MK CB bpect Heobxoanmo:
* CO34aTb MOCTOSAHHbIM AUCK TpebyemMoro pasmepa U noakaounTb ero Kk BM ¢ yctaHoenenHon OC
Astra Linux. MNpu cospaHmm BbiGpaTth WwnHy SCSI (DEV_PREFIX=sd) uan Virtio (DEV_PREFIX=vd)
(cM. nogpasgen MoproTtoBka 6a3oBoro wabnoHa BM Ha npumepe MK CB bpecr);

& Tpu cospaHum obpasa Ha wwuHe Virtio MOXET BO3HMKHYTb coobuieHuMe o6 owwmbke «Error
attaching new VM Disk: Could not attach /var/lib/one/datastores/0/248/disk.2 (vdb) to one-248»
npu nogkntodeHmn gucka B MK CB bpect Bepcuu 2.9.

B cnyuyae BO3HWMKHOBEHUSI TakOW OLLIMOKWM HY>XXHO M3MEHUTb aTpubyT DEV_PREFIX B CBOMCTBaXx
obpaza gucka.

* CO34aTb TEKCTOBbIN ann /tmp/sfdisk.gpt v NpuBecTu ero K BuaYy:

label:gpt
type=773f91lef-66d4-49b5-bd83-d683bf40ad1l6

& BaxHo: TMn pasgena gonxkeH 6biTb 773f91ef-66d4-49b5-bd83-d683bf40ad16.

* BHECTM U3MEHeHUsi B Tabnunuy paspenoB Ha AMCKE B COOTBETCTBUM € dannom /tmp/sfdisk.gpt

npu nomMoLwu ytunutbl sfdisk :

:$ sfdisk /dev/sdb < /tmp/sfdisk.gpt

® B npumepax ucnonbsyeTtca obo3HadeHme aucka /dev/sdb. YTobbl y3HaTh, Kakoe 0603HauYeHMe
NPUCBOUNIOCH ANCKY, HEOBXOAMMO BOCMOJIb30BaThCs YTUANMTOM Lsblk.

* npeobpa3oBaTb HOBbIM pasaen AMcka B dopMar ext4:
:$ mkfs.ext4 /dev/sdbl

" NpoBepUTb YCNEWHOCTb CO30aHMNA AMCKA:
:$ lsblk -JO0 /dev/sdbl

roe:

-J0 - koY Anga BbiBoAa Bcex ctonbuos B dopmaTe JSSON.
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6.8.3 . 3apaHue aTpubyTOB CO3AaHHOMY AUCKY
[ns 3anaHus aTpubyTOB CO34aHHOMY paHee AMCKY HeobXoaMMO:
= BbIK/IHOYMTb BM 1 OTKNOUMTL ANCK OT Hee;
* B CBOWCTBAxX AMCKa [06aBuTb aTpmbyT TDSK_SHARED_TYPE co 3HayeHmeM PRIVATE. 3anoMHUTb

naeHTudmkatop (ID) ancka (cm. Pucymok 13).
Image 29 share _home

00 550 MEian

o &

Info Vs Snapshots

Information

IID 29 I

Mame share_home
Datastore default

Register time 12:06:40 27/04/2021
Type 0s

Persistent yes

Filesystem type -

Size 1GB

State READY

Running VMS ]

Attributes

DEV_FPREFIX hd
DRIVER qoow2
TDSK_SHARED_TYPE PRIVATE

PucyHok 13 — OkHo npocmoTpa ID gucka B MK CB Bbpect

6.8.4 . Hacrpoiika Mmoayns PAM B 6azosom BPM
LOns HacTponku mopgyns PAM B rocteBor OC 6a3osoro BPM HeobxoaMMo BbIMONHUTL CrieaytolLee:
* BbIMOJIHWUTL NOAroToBKY 6a3oBoro BPM (cM. noapasgen Mogrotoska 6azosoro BPM);

* co3paTtb hann /usr/share/pam-configs/pam_tdsk co cnefytowmm conepXKMMbIM:

Name: Termidesk session
Default: yes

Priority: -1
Session-Interactive-Only: yes
Session-Type: Additional
Session:

O wNRE
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7 required pam_exec.so /usr/bin/pam_tdsk --autofs --skel=/etc/skel --c
hmod=700 --uid-ext-range 65536-2000000000

A TMapameTrp --uid-ext-range OOMXKEH MMETb MUHUMaNbHOE 3HadeHue 65536, MakcuMManbHoe
3Ha4eHme 4000000000.
MakcuManbHas rpaHuMua AvanasoHa 3aBUCUT OT MCMONb3YEMOro AOMEHA B CETU, OT HACTPOEK
oTOBpaXkeHMsl UOEeHTUDUKATOPOB MO/Mb30BaTeNien AOMEHA B WUAEHTUGDUKATOPbl MOJSIb30BATENEN
BPM.

& lMpuoputeT Priority: -1 3agaH Ans Toro, 4tobbl AOMaliHMK KaTanor (dpamn /usr/share/
pam-configs/mkhomedir, Priority: 0) Obin co3gaH npexae, 4emM OyaeT BbIMOJHEHO
noaKtoueHue OUCKa.

* BbIMNOMAHUTb 06HOBNEHME Npodunen PAM:

:$ sudo pam-auth-update

* ybeauTbcs, YTo B arne /etc/pam.d/common-session NosSBUIACk CTPOKa C MoayneM pam_tdsk:

1 session required pam_exec.so /usr/bin/pam_tdsk --autofs --skel=/etc/
skel --chmod=700 --uid-ext-range 65536-2000000000

6.8.5 . AkTuBauums MexaHu3Ma nepeHocuMbix npodunen B Termidesk

,D.J'Iﬂ dKTUBaunm MexXaHM3Ma NepeHOCUMbIX I'IpOCbMJ'IEVI HEO6X0,£I,VIMO BbINOJIHUTb CieaytoLlee:

* 334aTb B KOHGUIypauMoHHOM danne /etc/opt/termidesk-vdi/termidesk.conf B napameTpe

TDSK_AUTOFS_IMAGES_ID cnucok ID guckos, Hanpumep:

1 # Cnucok naeHTUrKaTopoB 06Pa3oB AUCKOB [/1s1 XpaHEHUs! OTAENSeMbIX M0/b30BaTe/IbCKUX NPOUIeii .
MoxXeT 6bITb 3a/laHO HECKOJTbKO 3HAUEHWIA, uYepes 3ansTyio.
2 TDSK_AUTOFS_IMAGES_ID=29

a I'IpM HaIM4nm HeCKOJIbKUX ONCKOB HEO6XO,EI,MMO nepevyncainTb X Yepes 3anaTyto.
" nepe3anycTuTb CNyXxby termidesk-vdi:

:$ systemctl restart termidesk-vdi
. y6eJJ,VITbC$|, 4yTOo HEO6XOJJ,MMaﬂ nepeMeHHasa yCtaHOB/1EHA:

:$ ps eanxww | grep TDSK_AUTOFS

BbiBop, KOMaHAbl DOJKEH BK/1HOYaTb YCTAaHOB/IEHHYO MEpPEMEHHYO, Hanpumep
TDSK_AUTOFS_IMAGES_ID=29.
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6.8.6 . AkTuBauus nonutukm B MHTepdence Termidesk

LOna BkAoyeHMss B HacTponkax rnobanbHbiX noanTuk Termidesk nonutukm  «OToensemMbin
nosib30BaTeNbCKMN Npodunb» B rpaduyeckom uHTepdence ynpasneHus Termidesk cnepyeT nepenTtm
«HacTtporiku - TnobanbHble NONUTUKM», 3aTeM napameTpy «OTaensiemMbli NONb30BaTENLCKUIA NPOdUIb»

NpuUCBOUTb 3Ha4YeEHUE «Bkntouen».

6.9 . MNepeHanpaeneHue BuAEOKaMepbI

I'IepeHanpaBneHme BMAEOKaMepbl NMO3BONAET NepenaTb No CETU CKaToe aJiIrOPUTMOM KOOMNPOBaHUA BULOEO
oT yCTpOVICTB Bnaoeo3saxBarta, NMNOAKMHOYEHHbLIX K USB-wuHe NeEpPCOHaNIbHOro KOMMNbOTEPA, Ha yaaJlIEHHOE

YCTPOMCTBO, Takoe kak BPM unu TepMuHanbHbIN cepeep.

BupTyanbHas BuAaeokaMepa OMNpenensieTcs Kak BWAEOYCTPOMCTBO Beb-bpay3epamu, nporpaMMamm
BUAEOKOH(MEPEHLCBA3M, AUATHOCTUYECKUMU YTUAUTAMU M UHBIMW MpOrpamMmamMu, paboTaloWMMK C
YCTPOMCTBaMM 3axBaTa BUAEO.

Ons  peanusaumm  ¢dyHKUMOHANa MNepeHanpaBieHUs BUAEOKAaMepbl MOSb30BaTENO  HeobXoauMo
MCMNONb30BaTb CMeLManmn3MpPOBaHHbIA KIWMEHT MoakatoveHun (termidesk-viewer), KOTOpbI ABNSeTCS

AONOJIHEHUEM K KOMIMOHEHTY «KnuenTt».

& Bo03MOXHOCTb NepeHanpaBneHus Buaeokamepbl AocTynHa no npotokony SPICE (vdi-viewer,
akcnepuM.). [Ona  akTuBauMuM 3TOM BO3MOXHOCTWM CneayeT B rpadumyeckoM uHTepdence
ynpaBneHus Termidesk nepentn «HacTtponkm - [nobanbHble MOAUTUKKU®», 3aTeM B NoJe
«[NepeHanpaBneHune Buaeokamepbl B npoTokone poctaBku "SPICE (vdi-viewer, akcnepum.)»
BblOpaTb 3HadYeHue «PaspelleHo».

B 6a3oBoe BPM, Hapaay co cTaHaapTHbIMU HacTporikamu (cM. noapasaen Moprotoeka 6azoBoro
pabouero MecTa), LO/IXKeH BbITb YCTaHOB/NEH BUAeoareHT termidesk-video-agent (cM. moapasgen
YcraHoBka B cpeae OC Astra Linux Special Edition 1.7 pokymenTa C/1IET.10001-01 90 04 «PykoBoacTtso
agMUHUCTpaTopa. HacTporika KoMNoHeHTa « AreHT»).

6.10 . MNepeHanpaBneHue cMapT-KapTbl

MepeHanpaBneHve CMapT-KapTbl MO3BONSIET MepefaTb noakatodeHHyr kK USB-wwuHe nepcoHanbHoro

KOMMbIOTEpPA CMapT-KapTy Ha yaoaneHHOe YCTPOMCTBO, Takoe kak BPM unu TepmuHanbHbin cepsep.

BupTyanbHas cMapT-kapTa Onpeaensietcs AMarHOCTUYECKMMU YTUAUTAMU U UHbIMKM MpOrpaMMamu,
paboTaoLWwmMMmM C YCTPOMCTBaMM NoaobHOro Tmna.

LOns peanusaunmn dyHKUMOHANA NepeHanpaBieHMs CMapT-KapT Mosb30BaTelto HEOBX0AMMO MCMOJIb30BaTb
CreuMann3npoBaHHbIN KIMEHT NoakatodeHnn (termidesk-viewer), KOTOpbIM SBNSETCS AOMOMHEHUEM K

KOMMOHeHTY «KnneHT».
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& Bo03MOXHOCTb MepeHanpaBneHns cMapT-KapTbl goctynHa no npotokony SPICE (vdi-viewer,
akcrnepuM.). [Ons akTMBauMM 3TOM BOP3MOXKHOCTWM CleayeT B rpaduyeckoM uHTepdence
ynpaBneHus Termidesk nepentn «Hactponkm - [nobanbHble MOAUTUKKU®», 3aTeM B NoJe
«[epeHanpaBneHne cmapT-kapT B npoTtokone poctaBku "SPICE (vdi-viewer, akcnepum.)»
BblOpaTb 3HadYeHWe «PaspelleHo».

B 6a3oBoe BPM, Hapaay co cTaHaapTHbIMU HacTporikamu (cm. noapasaen MoproToeka 6azoBoro
pabouyero MecTa), AO/KeH BbiTb YCTAHOB/IEH areHT BUPTYasibHbIX CMapT-KapT termidesk-video-agent
(cm. noppaznen YcraHoBka B cpeae OC Astra Linux Special Edition 1.7 nokymenTa CJTET.10001-01 90
04 «PykoBoacTBO agMUHUCTpaTopa. HacTporka KoMNoHeHTa « AreHT»).

6.11 . HacTpoiika TexHonormm eguHoro exoga B rocreson OC BM

6.11.1 . O6lme cBepeHus
HacTpownka TexHonorum eguHoro Bxoga (SSO) no3sonsieT aBToMaTU4eCKM aBTOPU30BbLIBAaTLCS B FOCTEBYHO

OC BM npwu nogknto4eHUM nonb3oBaTens no npotokony SPICE.

A [aHHbii  PyHKUMOHAN ABNSETCA 3KCMEePUMEHTAsIbHbIM, OA4HAKO €ro akTuMBauus 4epes
3KCnepuMeHTanbHble napameTpbl Terrmidesk He TpebyeTcs.

LencTteua no HacTponke SSO cBoasaTca K creaytoLLen NocaenoBaTe/lbHOCTU LIaroB.:
1) akTuBauus mopgyns PAM (pam_tdsk) areHta BPM;

2) BKJIFOYEHME MEXAHM3MA aBTOMATUYeCKOM dBTOpuM3aLnun B rocTesyro OcC.

6.11.2 . Aktueaumsa moayns PAM

Moaynbe PAM MoxeT BbiTb akTUBMPOBaH ABYMs Cocobamu:

1) uepes ykaszaHue 3anucu B Lenoudke aBTopusaumm PAM ang rpacdmyeckon noacmctembl. Hanpumep,
ana rocteBon OC Astra Linux HyXHO oTpegakTupoBaTb c¢amn /etc/pam.d/fly-dm, nobasus

CcnefyroLyo CTpoOKy nepea cekumen @include common-auth:

auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk

Mpumep utorosoro danna:

1 %PAM-1.0

2 auth required pam_parsec_mac.so

3

4 auth requisite pam_nologin.so

5

6 auth required pam_env.so readenv=1

7 auth required pam_env.so readenv=1 envfile=/etc/default/locale
8 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk
9
10 @include common-auth
11 -auth optional pam_gnome_keyring.so
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12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

-auth optional pam_kwallet5.so

session required pam_parsec_mac.so unshare_root_only
session required pam_limits.so
session required pam_loginuid.so

@include common-account

account required pam_parsec_mac.so labelselect=appset
@include common-session

session required pam_parsec_cap.so

session required pam_parsec_aud.so

session required pam_parsec_mac.so

-session optional pam_gnome_keyring.so auto_start
-session optional pam_kwallet5.so auto_start
@include common-password

2) 4epe3s co3paHue damna /usr/share/pam-configs/termidesk-sso co

COAEP>KUMBbIM:

o uUlh WN B

& lMpuoputer Priority:

Name: Termidesk SSO

Default: yes

Priority: 301

Auth-Type: Primary

Auth:

sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk

Moayns /usr/bin/pam_tdsk.

CNET.10001-01 90 02

cnenyowmMm

301 HeobxoaMM Ana TOro, 4YTobbl LEnoYka aBToOpM3aLMM HaunHaNach C

Mocne akTmBaymm Moayns PAM OOHUM N3 NEPEYUCNIEHHbIX BblLUE cnocobos HEO6XO,EI,VIMO BbIMOJIHATb

obHoBneHue npodunen PAM npm nomowm KoMaHap!:

:$ sudo pam-auth-update

Mocne BbinonHeHus koMaHabl B rocteBont OC Astralinux obHoBuTCa pann /etc/pam.d/common-auth.

6.11.3 . BknioyeHne MexaHM3Ma aBTOMaTUYECKOM aBTOpU3aLUM

MexaHM3M aBTOMaTUYECKOM aBTOpPU3aLMM MOXKET BbITb BKJIKOYEH ABYMS Crocobamu:

1) yepes 3apaHne nepemeHHoM DM_LOGIN_AUTOMATION co 3HayeHueM «1» B canne /1ib/systemd/

system/fly-dm.service. Mpumep danna:

o~ UL WNBKE

[Unit]
Description=The FLY login manager

#replaces getty
#Conflicts=getty@ttyl.service
#After=getty@ttyl.service

#replaces plymouth-quit since it quits plymouth on 1its own
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S
10
11
12

13
14

15
16
17
18
19
20
21
22
23
24
25
26
27

#Conflicts=plymouth-quit.service
#After=plymouth-quit.service

After=rc-local.service plymouth-start.service dbus.service systemd-user-
sessions.service libflygetexe-bin.service

#resposible for plymouth stopping, so if fails then make sure plymouth still
stop
OnFailure=plymouth-quit.service

[Service]
ExecStartPre=/bin/bash -c /usr/bin/fly-dm-prepare.sh
ExecStart=/usr/bin/fly-dm vt7

IgnoreSIGPIPE=no

EnvironmentFile=-/etc/default/locale
Environment="DM_LOGIN_AUTOMATION=1"

[Install]
Alias=display-manager.service

2) [DOMONHUTENbHO K MEepBOMY CMOCObY 3aAaTb nepeMeHHy DM_LOGIN_AUTOMATION cO 3Ha4YeHWeM

«1» B panne /etc/default/locale. Npumep danna:

1
2
3

# File generated by update-locale
LANG="ru_RU.UTF-8"
DM_LOGIN_AUTOMATION=1

& [aHHbi cnocob (BTopoi) ABNSeTCs NpeanoyYTUTENbHbIM.

lMocne BkAKOYEHMS aABTOMATUYECKOM aBTopmsaummn OOHMM U3 NepeyvyncneHHbIX Bbllle cnoco6bos

HeO6XO,EI,MMO BbIMOJIHATb Nepe3anyCcK KOHdJMpraLI,MM 3arpy>XeHHbIX MO,D,yﬂEVI:

:$ sudo systemctl daemon-reload

3aTeM BbIMONHUTbL Nepe3anyck ciyxobl:

:$ sudo systemctl restart fly-dm

6.11.4 . AxkTuBaumsa TEXHONONMM €4MHOIO BXOAA Ha cepeepe TepMuHanos MS RDS

Ons skntoueHns SSO Ha MS RDS HeobxoaMMo BbINOAHUTD C/IeAYHOLLLYO NOCAeA0BaTeIbHOCTb LUAroB:

* Ha KoHTponnepe gomeHa MS AD cospatb rpynnoByto NOAUTUKY € HasBaHMeM SSO;

® B CO30aHHYIO rpynnoBytro NOJIMTUKY BHECTU cneayrouime UsMeHeHua:

* B

pepakTope  rpynnoBor  nonutuku  nepentn  «KoHdurypaums  komnbloTepa -

A,EI,MMHMCTpaTMBHbIe wabnoHbl - Cucrtema - I'Iepe,u,aqa YHYETHbLIX OaHHbIX», Bbl6paTb

napamMeTp «PaBPELLIMTb nepegavyy y4eTHbIX AOdHHbIX, YCTAHOBJIEHHbIX MO YMOJYaHUKO» U
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NPUCBOUTbL €My 3HauyeHWe «BkntoueHo». 3aTeM HaxaTb 3KpaHHyk KHonky [Hob6aBuTb
cepBepbl B cnucok] v 3aaatb 3HadeHne « TERMSRV/disp.termidesk.local» (cm. Pucyrok 14), roe
disp.termidesk.local - ums cepsepa Termidesk. danee HaxkaTb 3kpaHHble kHonku [OK]

n [MpumeHuTs];

A PazpelwnTs Nepesauy YUETHLIX AaHHbIX, YCTAHOBAEHHBIX MO YMOAUHMID O X
B Paspewmts nepeaauy yYeTHEX AGHHELX, YCTEHOBAEHHBIX NO YMOAYZHUHD

MNpeawiaywmii napametp Creayrowmii napametp

(O He saaaHo KonmmeHTapwia:

(®) Braouero

(O OrkaroueHo

TpeGosaHus k sepcun: He Huxke Windows Vista

MNapameTpes Cnpaexa:

o
JoBaeuTe cepEepr! B CNIMCOK: Il Buisoa coaepxanna O bt

CeazaTe HECTPOIHICH CHCTEME! NO YMONYaHWIO C
EEEAEHHBIMW paHEES

LoSzeute CEPBEPLI B CNIMCOK!

3Ha4eHue

s TERMSRW:Iis.p.T.ermidesk.Icca‘

oK Otmena

OK Otmena Opumeruts

PucyHok 14 — PepakTupoBaHue napameTpa «PaspelunTb nepegady yyeTHbIX AaHHbIX, YCTaHOBAEHHbIX MO
YMOTYaHUIO» FPYMMOBbIX MNOAUTUK

* B 3TOM >Xe CMMCKe BblbpaTb napameTp «PaspewnTb nepegady HOBbIX YYETHbIX AAHHbIX C

NMpoBepkoM Moa/IMHHOCTM cepBepa «Tonbko NTLM» u  npucBouTb eMy 3HadyeHue

«BxntoueHo». 3aTeM HaxaTb 3KpaHHY KHonky [[lo6aBuUTb cepBepbl B CNUCOK] v 3aaatb

3HaueHne « TERMSRV/disp.termidesk.local» (cm. Pucyrok 14), roe disp.termidesk.local -

nms cepsepa Termidesk. Janee HaxaTb 3kpaHHble kHonku [OK] v [MpumennTs];
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* B pegaktope rpynrnoBoW  noauTukm  nepentn  «KoHdwurypaumsa  KomnbroTepa -
ALMUHUCTpaTUBHbIE WabnoHbl - KomnoHeHTbl Windows - Cny»6bl yaaneHHbIX pabo4ymx
ctonoB - KnueHT nogkntoyeHuss K ydaneHHoMy paboyemMy cTony», BblbpaTb MapameTp
«3anpawmnBaTb YYETHbIE JAaHHbIE Ha KJIMEHTCKOM KOMMbIOTEPE» U MPUCBOUTb EMY 3HAYEHUE

«OTKNOUEHO».

Mo yMonyaHuiO BpeMsi rapaHTUPOBAHHOIMO aBTOMATMYECKOrO MPUMEHEHUSI M3MEHEHUW COOTBETCTBYET
nHtepeany 90 — 120 MuHyYT nocne obHoBneHMa (haliIoB rpynnoBbiX NOJMTUK HA KOHTPOJIIEPE AOMEHa.
Ecnn Heobxoommo dopcupoBaTb MPUMEHEHWE MOMUTUKM, TO Ha KOHTpossiepe gomeHa, MS RDS wu

paboumnx cTaHUMAX NoNb30BaTeNen He0b6XoaMMO BbIMOMHUTL KOMaHAy gpupdate /force.

6.12 . Hacrpoiika ayteHTudmKaumm nonb3osareneis BPM uepes dain

6.12.1 . O6wpue cBeaeHus
LencTBma no HacTponke ayTeHTUdUKauMm nonb3osatenen BPM uepes dann ceBogsatcs K cnenytoLlen

nocnenoBaTesIbHOCTU LLAroB, BblMOJIHAEMbIX B rocteson OC:

* 33gaHue danna ans xpaHeHus naposen B moayne PAM;

* BKJ/IIOYEHME MEXaHM3Ma aBTOMaTUUYECKOM dBTOpuM3aLnn B rocTtesyro OcC.

® Termidesk nHTerpnpoBaH CO BCTPOEHHbIM KOMIMIEKCOM CpeacTB 3awmTbl MHbopmaummn OC Astra
Linux Special Edition. MWpeHTndukaums wn  ayTeHTUdMKaums, a TakxkKe  3awmTa
ayTeHTUbMKaUMOHHOM MHdopMaumm ocyectaeasieTcs cpeacteamu OC.

6.12.2 . Hactpoitka mopyns PAM
Ons 3apaHusa darna xpaHeHuss naponen B Moayne PAM Heobxoommo oTpepakTvpoBatb ¢ann /etc/

pam.d/fly-dm, no6aBMB cnefytoLLyto CTPOKY nepen cekumner @include common-auth:

1 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd

roe /etc/htpasswd - nyTb K darny ¢ napamu «J0OrMH:Naposb» Mofb30BaTeNen, UMerLLMX MpaBo Ha

aBTOMaTUYECKUIN BXO4, B CECCUIO.

Mpumep danna /etc/pam.d/fly-dm:

1 #%PAM-1.0

2 auth required pam_parsec_mac.so

3

4 auth requisite pam_nologin.so

5

6 auth required pam_env.so readenv=1

7 auth required pam_env.so readenv=1 envfile=/etc/default/locale
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8 auth sufficient pam_exec.so expose_authtok quiet /usr/bin/pam_tdsk --htpasswd /
etc/htpasswd

9
10 @include common-auth
11 —auth  optional pam_gnome_keyring.so
12 —auth optional pam_kwallet5.so
13
14 session required pam_parsec_mac.so unshare_root_only
15 session required pam_limits.so
16 session required pam_loginuid.so
17
18 @include common-account
19 account required pam_parsec_mac.so labelselect=appset
20 @include common-session
21 session required pam_parsec_cap.so
22 session required pam_parsec_aud.so
23 session required pam_parsec_mac.so
24 -session optional pam_gnome_keyring.so auto_start
25 -session optional pam_kwallet5.so auto_start
26 @include common-password

6.12.3 . BkioyeHMe MexaHM3Ma aBTOMaTU4eCKoM aBTopusaLmum

MexaHn3M aBTOMaTUYeCKOU dBTOPpU3aunnM BKIKOYHAETCA aAHA/IOTMYHO MYHKTY BknioueHne MexaHM3Ma

aBTOMaTU4eCcKoi aBTopm3sauum nogpasgena Hacrpoiika TexHonoruu eguHoro exoga B roctesoii OC BM.
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7 . YNPABNEHUE NAPAMETPAMU TOCTEBBIX OC

7.1 . YnpaBneHue napameTpamu rocteBbix OC B Termidesk

7.1.1 . O6wume cBepeHUs
MapameTpbl rocteebix OC NO3BONAIOT NMPOM3BECTM AaBTOMATUYECKYHO M UAEHTUYHYK HAaCTPOMKY OA4HOWM

nnu Heckonbkux rocteebix OC ana ncnonbsosaHua B poHae BPM.

Mpadmueckumn mHTepdernic ynpasneHuss Termidesk obecneuvBaeT cnepyloLiMe onepaumu yrpaBieHUs
napameTtpamm rocteBbix OC:

» nobasrieHue;

* penakTUpOBaHWe;

* ypaaseHue;

* MPOCMOTpP CBEAEHUM.

Ons pobasneHusa napameTpoB koHdurypaumm rocteBon OC cnepyet nepentn «KOMMOHEHTbI -
MapameTpbl rocteBbix OC», 3aTeM HaxaTb 3kpaHHYt KHonky [HoBblM] v BbiOpaTb M3 BbinagaroLlero

cnimcka Tun OC.

Co3paHHble KOHOUrypaumMm MOXHO peaakTUpoBaTb, AJiI 3TOMO0 HYXHO MOMETUTb HeobxoauMble
napameTpbl OC, a 3aTeM HaxkaTb 3KpaHHY KHonKy [PeaakTuposatb].
Co3paHHble KOHPUIrypaLmMm MOXHO YAA/IUTb, /11 3TOrO HY>KHO NMOMETUTb HeobxoauMmble napameTpbl OC,

a 3aTeM HakaTb 3KpaHHYO KHonky [Yaanutb].

& TMapameTtpbl koHdUrypaumm rocteort OC MoryT 6bITb yaaneHbl TONbKO B TOM CNy4ae, eC/in OHU
He ncrnonb3ytotcs doHaom BPM.

7.1.2 . NMapameTpsbl rocteBoi OC Windows
7.1.2.1 . KoHdurypauums 6e3 nomeHa

Lna nobasneHna B Termidesk napameTtpos roctesort OC Microsoft Windows 7 unn Microsoft Windows
10 6e3 BBOZA B AOMEH aaMUHUCTpaTopy Termidesk Heo6XoAMMO 3aMONHUTL AAaHHbIE, MEPEUYNCIEHHbIE B

cTtonbue «lMapameTp» cnenytoLlen Tabnmubl (cm. Tabnuua 36).

Tabnuua 36 — DaHHble gnsa roctesort OC Windows 6e3 BBoga B JOMEH

Mapametp OnucaHue
«HazBaHune» TekcToBoe HanMeHoBaHMe napaMeTpoB roctesom OC
«KomMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCNoNb3yeMoe Ansi
onucaHmMa HasHadyeHus napameTpos rocteson OC
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MapameTp

OnucaHue

«,D,J'I NTENbHOCTb CECCUUN MOJIb30BaTENA»

Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae
yeM ByaeT 3anyLleHa Npouesypa NpUHYAUTENBHOMO
BbIxoza nonb3oBatens ns OC

7.1.2.2 . KoHdwmrypaums npv Beoge B soMeH MS AD

Ons pobasneHus B Termidesk napametpos rocteBon OC Microsoft Windows 7 unmn Microsoft Windows

10 ¢ nocneayrowmm BBOAOM B AOMEH aAMMHUCTpaTopy Termidesk HeobxoaMMO 3anofiHUTbL OaHHbIE,

nepeyncneHHble B ctonbue «lMapameTp» cnepytroulen Tabamubl (cm. Tabnuua 37).

Tabnuua 37 — OanHble ansa roctesort OC Windows npu Beoge B aomeH MS AD

MapameTp OnucaHue

«HazBaHune» TekcToBoe HaMeHoBaHKWe NapamMeTpoB rocteson OC

«KoMmeHTapumn» MHbopmaLmMoHHOe coobLeHre, UCnonb3yeMoe ans
ONUCaHUS Ha3HaveHus napameTpos rocteson OC

«JomeH» LomMeHHoe nMmsa cnybbl kaTanoros MS AD

«AKKayHT» MpeHTndmkatop cybbekTa, UMELLMK MOIHOMOYUS MO
nobaesneHnio BPM k pomeny

«[Maponb» Habop crMMBon0OB, NOATBEPXKAAOLLIMNIA Ha3HAYEHWE
No/IHOMOYNI

«OU» NpeHTndmkaTop opraHM3aLMOHHOM €4MHULLBI, B KOTOPYHO
6yneT pobaeneHbl BPM

«nuTenbHOCTb Ceccmm nosib3oBaTens» Bpems (B cekyHpaax), koTtopoe oxugaeT Termidesk, npexxae
yeM ByzeT 3anyLueHa npouesypa NpUHYAUTENIbHOMO
BbIXoda nonb3osatena ns OC

7.1.3 . MapameTpsl rocteBoit OC Linux
7.1.3.1. KoHdurypaums 6e3 nomeHa

Ona pobasneHmns B Termidesk napametpoB rocteBon OC Ha 6ase GNU/Linux 6e3 BBOga B OOMEH

agMuHucTpaTopy Termidesk HeobxoaMmMo 3anonHUTL OaHHble, NEpPeYnceHHble B ctonbue «lapametp»

cnepyowen Tabnmubl (cm. Tabnuua 38).

Tabnuua 38 — daHHbie anga roctesont OC Linux 6e3 BBoga B 4OMEH

Mapametp OnucaHue
«HazBaHue» TekcToBOE HaMeHOBaHKWe NapamMeTpoB rocteson OC
«KomMMeHTapumn» MHdopmaLmoHHoe coobLueHne, MCNob3yeMOoe 4J1s

onuncaHma HasHadyeHus napameTpos roctesor OC
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MapameTp

OnucaHue

«,D,J'I NTENbHOCTb CECCUUN MOJIb30BaTENA»

Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae
yeM ByaeT 3anyLleHa Npouesypa NpUHYAUTENBHOMO
BbIxoza nonb3oBatens ns OC

7.1.3.2 . KoHdwmrypaums npv Beoge B soMeH MS AD

Lna npobasneHus B Termidesk napametpos rocteson OC Ha 6a3e GNU/Linux npu BBoge B someH MS AD

apMuHucTpaTopy Termidesk Heo6xoaMMO 3anMoONHUTL AaHHble, NepeyncsieHHble B cTonbue «lMapameTp»

cnepyrower Tabnunubl (cm. Tabauua 39).

Tabnuua 39 — HanHble ans roctesort OC Linux npu BBoae B aomeH MS AD

MapameTp OnucaHue

«HasBaHue» TekcToBoe HaMeHoBaHKWe NapamMeTpoB rocteson OC

«KoMmeHTapumn» MHbopmaLmMoHHOe coobLeHre, UCnonb3yeMoe ans
ONUCaHUS Ha3HaveHus napameTpos rocteson OC

«JomeH» UpeHTndukatop gomeHa MS AD

«AKKayHT» MpeHTndmkatop cybbekTa, UMELLMK MOIHOMOYUS MO
nobaesneHnio BPM k pomeny

«[Maponb» Habop crMMBon0OB, NOATBEPXKAAOLLIMNIA Ha3HAYEHWE
No/IHOMOYNI

«OU» NpeHTndmkaTop opraHM3aLMOHHOM €4MHULLBI, B KOTOPYHO
6yneTt nobasneHbl BPM (onumoHanbHo)

«[nnTenbHOCTb CECCUM MOIb30BaTENa» Bpems (B cekyHpaax), koTtopoe oxugaeT Termidesk, npexxae
yeM ByzeT 3anyLueHa npouesypa NpUHYAUTENIbHOMO
BbIXoda nonb3osatena ns OC

& [na Beoga BPM c OC Astra Linux B pomeH MS AD Heobxoammo B 6a3oBoe BPM ycTaHoBUTH

nakeT astra-ad-sssd-client.

7.1.3.3 . KoHdurypaums npu Bsoge B nomeH Freel PA

Ona nobasneHna B Termidesk napametpos rocteBon OC Ha 6a3e GNU/Linux npu BBOOE B OOMEH

FreelPA agMuHucTpatopy Termidesk HeobxoauMO 3anofIHUTL OaHHble, MEpPeYUCieEHHble B CTONbLE

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabaumua 40).

Tabnuua 40 — OaHHble ana roctesont OC Linux npu BBoae B aoMeH Freel PA

Mapametp OnucaHue
«HazBaHue» TekcToBOE HaMeHOBaHKWe NapaMeTpoB rocteson OC
«KomMMeHTapumn» MHdopmaLmoHHoe coobLueHne, MCNob3yeMoe 4J1s

onuncaHma HasHadyeHus napameTpos roctesor OC
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MapameTp OnucaHue
«JloMeH ayTeHTUdUKaLUN» UpeHTndukatop gomeHa Freel PA
«AKKayHT» NaoeHTudmkaTop cybbekTa, MMeroLwmii MOHOMOYMS MO

nobaesneHnio BPM k pomeny

«[Maponb» Habop crMMBon0OB, NOATBEPXKAAOLLIMNIA Ha3HAYEHWE
No/IHOMOYNI
«nnTenbHOCTb CECCUM MOb30BaTENa» Bpems (B cekyHaax), kotopoe oxuaaeTt Termidesk, npexxae

yeM ByaeT 3anyLueHa npoueaypa NpUHYAUTENIbHOMO
BbIXoda nonb3osatena ns OC

& [na Beoga BPM c OC Astra Linux B pomeH FreelPA Heobxoammo B 6a3oBoe BPM ycTaHoBUTB
nakeT astra-freeipa-client.

7.1.3.4 . KoHdurypaumsa npu seoge B aoMeH ALD

Lna pobasneHuns B Termidesk napameTtpor rocteBomn OC Ha 6a3ze GNU/Linux npu BBoge B nomeH ALD
agMuHucTpaTopy Termidesk Heo6xoaMMO 3anMoONHUTL OaHHble, NepeyncsieHHble B cTonbue «[MMapameTp»

cnepyrowen Tabnunubl (cm. Tabnuua 41).

Tabnuua 41 — DanHblie gns rocteBor OC Linux npu Beoge B gomeH ALD

MapameTp OnucaHune
«HasBaHue» TekcToBoe HavMeHoBaHWe napameTpos rocteson OC
«KoMMeHTapuii» NHdopmMaLmoHHoe coobLueHme, Ucnonb3yemMoe 4

onMcaHua HaszHa4vyeHust napameTpoB rocteson OC

«[loMeH ayTeHTUdUKaLUN» MNpenTndmkatop nomeHa ALD

«AKKayHT» UpeHTndmkaTop cybbekTa, MMEHOLLMN MOHOMOYUS MO
nobasneHnio BPM k pomeny

«Maponb» Habop crvmBoI0B, NOATBEP)KAAOLWMN Ha3HAYEHWNE
NMOJIHOMOYUN
«[nnTenbHOCTb CECCUM MOJIb30BaATENA» Bpems (B cekyHaax), kotopoe oxuaaeT Termidesk, npexxae

yeMm ByaeT 3anyLieHa npoueaypa NpUHyAUTENbHOMO
BbIxoda nosb3osartens ns OC

7.1.4 . Oencreue npu Bbixoae nonbsosarens us OC

Termidesk nopnep>kuBaeT HazHauveHue gencTenin ¢ BPM npu Bbixoge nonb3oBaTens ns ceccum.

Ona HasHauyeHusa pencTBua B rpacdumyeckoM MHTepderice ynpasneHus cneayeT nepentu «HacTponku -
Cnob6anbHble nonuTukm - encteme npu Bobixoge nonb3osartens 3 OC», 3aTeM HaxXkaTb 3KPAHHYH KHOMKY
[PenakTupoBatb] 1 BbiGpaTh OAMH U3 CneayrOLLMX BapUAHTOB:

» «Ynanatb pabouee MecTo» - yaanutb BPM nocne Bbixoga nonbsoBatens;
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* «HeT» - He npoun3BoauTb aencTeur ¢ BPM (coxpaHsaTb cocTosiHMe).

CoBMecTHO ¢ nonuTtukom «[lenictBue npu Bbixoge nosb3oBatens M3 OC» npuMeHsieTCa NOMUTUKA
«YpaneHune pabo4yero MecTa nocsne», KOTopasi MOXKET NPUHMMATb C/IeAyOLLME 3HAYEHUS:
* «[locne cobbiTMa BbIxoaa nonb3osatensd us OCx»;

» «[lMocne cobbiTUs 3aBEPLUEHMS CUHXPOHM3aLMU Npodunsa».

A O6paboTtka 3HauyeHua «[locne cobBbLITUS  3aBEPLUEHUSI  CUMHXPOHM3AUMM  MpoduUns»  He
noppep>xxusaetca B areHTe BPM Bepcum 4.1. OyHKLMOHAN NpuBeaeH AN19 CNpaBKu.

7.1.5 . U3meHeHue usobpaxeHus roctesbix OC
Mpacdmueckune nsobpaxkeHns B Termidesk npumMeHarOTCA ana BU3yanbHOW MAEHTUDUKALMM UCMONIb3YEMbIX

rocteBbix OC B poHgax BPM.

Ons pnobaeneHus rpaduyeckoro msobpaxkeHus cnepyeT nepentu «HacTtpowku - [Nanepesa» u HaxaTb
3KpaHHYyto kHonky [HoBbiK].

B okHe pobaBneHusi M306paXkeHUs HY>KHO 3aMONHUTb HaMMEHOBaHWE A00aBNssieMOro obbekTa, a TakxXke
[06aBUTb CaMo M306paskeHWe, HaXKaB 3KpaHHYo KHorKy [BbibepuTe usobpaxeHue].

Ons pepakTMpoBaHWsi NOMeTUTb [00aBMEHHbIM OOBEKT, a 3aTeM HaXaTb 3KPAHHYK KHOMKY
[PepakTupoBatb].

[Ons ynaneHua noMeTuTb fo06aBNEHHbIN OObEKT, a 3aTEM HaxKaTb 3KpaHHY KHoMKy [YaanuTtb].

Mocne pobaBneHus nsobpaxeHun rocteBbix OC B Termidesk nonb3oBaTenb, NOAKAHOUMBLLUCH K CEPBEPY

yepes KOMMOHEHT «KnneHT», yBUAUT UX B CBOEM MHTepdence (cm. PucyHok 15).
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2 Termidesk Client - 4.1.1.23171-rc2 - O X

@ TERMIDESK

O vdi-demo.termidesk.ru lpynna pabounx mect  Bce EE N termideskl ED

* Wcnoneayetca @ * Wcnoneayetca @

‘ ALSE 1-7-3 ﬁ Astra Linux CE W Windows 10

Ba3oebli - 476 O3Y Orel2.12-216 03Y Professional - 416 03y

Termidesk Client
v4.1.1.23171-rc2

PucyHok 15 — OTobparkeHre HazHaYeHHbIX N306paXkeHUI B ceaHCe Nosb30BaTesNs
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8. ®OHA PABOYUNX MECT

8.1 . O6bwue ceepeHus o poHage BPM

®oHp BPM - 370 coBokynHOCTb nogrotoBneHHbix BPM pgns poctaBku no ogHOMY MMM HECKOSIbKUM

NpoTOoKO/NaM yaaneHHOro ooctyna B 3aBUCUMMOCTU OT MO/THOMO4YMM MOJIb30BaTENEN.

Ona pobasneHunss Hoeoro ¢doHaa BPM B rpaduueckom wuHTepderice ynpaBneHus cnenyet MepenuTu
«Pabouvre mecTa - DoHAbI» U HaXKaTb 3KpaHHY KHonky [HoBbii].

Co3paHHble dOHAbI MOXHO pefakTUpoBaTb, AJI 3TOFO0 HYXHO MOMETUTb Ha3BaHMe ¢GOHAA, a 3aTeM
HaXkaTb 3KpaHHY KHomnky [PepakTupoBaTh].

Co3paHHble GoHAbI MOXHO YAANUTb, OIS 3TOr0 HY>XHO MOMETUTb Ha3BaHWe (oHAa, a 3aTeM HaXKaTb
3KpaHHYO KHOMKy [YaanuTb].

JkpaHHas kHonka [[MonuTuku], poctynHas npu Bbibope HasBaHWs GOHAA, OTKpbIBaeT MapameTpbl
BblbpaHHOro ¢oHaa. CoBOKYMHOCTb MapaMeTpoB aHasorMyHa npeacTaeneHHonm B «HacTtponkn -

FnobasnbHbIe MOAUTUKU.

Mocne pobasneHuns ¢oHoa BPM MoxHO nepenTh K ero getanbHOMy npocMoTpy. [ns aToro B cBOZHOM
Tabnuue okHa «MDoHabi» B cTonbue «HasBaHMe» cneayeT HaXkaTb Ha HaMMeHoBaHMe poHaa BPM.
Ha oTkpbiBLIENCS CTpaHULe ByayT NpeacTaBfieHbl CleayroLLme pasaenbl:
» «Paboumne ™mecta» - cnmcok BM u uHdopmauma o nogrotoeneHHbix BPM, wucnonbsyembix
cybbekTamu;
* «[lonb3oBaTenu u rpynnbi» — MMEHa NoNb30BaTeslem U HAMMEHOBAHWE TPYIM, UCMOJib3yeMble ANs
onpeneneHus paspeLleHui no goctyny Kk poHzam BPM;
» «[1poTokoNnbl AOCTAaBKM» — [OCTYMHbIE MPOTOKO/bI YAAJIEHHOrO [AOCTYMa, MCMOJib3yeMble MNpw
pocTtaBke BPM;
» «[lybnukauum» — akTyanbHas MHbopMauus o cosgaHHoM doHae BPM;

» «XKypHan» — CUCTEMHbIE COOBLLEHUS, CBA3AHHbIE C XXM3HEHHbIM LUMKIoM hoHaa BPM.

HacTponka oTaenbHbIX rnobanbHbIX MapaMeTpoB Mo ynpaeneHuto doHaamu BPM  (Hanpumep,
«MakcuManbHoe KoNM4ecTBO paboumx MecT, yaansieMblX eaUMHOBPeMeHHO M3 ¢doHAa paboumx MecT»)
[OCTyrMHa B 06LWMX cucTeMHbIX napametpax Termidesk (cM. noppasgen O6wme cUCTeMHble napaMeTpbl
Termidesk).

8.2 . Oo6aeneHue poHpa BPM

Ons pobaeneHus B rpadmueckom nHTepderice ynpasneHmsa cnepyet nepentn «Paboune mecta - MoHapbI»

M HaXkaTb 3KpaHHYo kHornky [HoBbIn].
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[JaHHble, NepeyunciieHHble B cTonbue «lNapameTp» cnepytroLlent Tabnumubl (cm. Tabnuua 42).

Tabnuua 42 — JaHHble ans nobasneHmsa doHaa BPM

MapameTp OnucaHue
«Ha3saHune» TekcToBoe HauMeHoBaHue poHaga BPM
«KomMeHTapumn» MHdbopmaumoHHoe coobLueHme, MCNonb3yeMoe 4s
onucaHus HasHa4veHus ¢poHaa BPM
«LLlabnon» Mcnonb3yembii WwabnoH npu cozgaHum BPM

«MapameTtpbl rocteson OC»

MapameTpbl koHPUrypaumm roctesom OC,
ncnonb3yemblie Npu cozgaHum BPM

«M306parkeHne»

"pacdunueckoe npeactasneHue poHaa BPM

«[pynna»

BxoxxaeHue cybbekTa B rpynny 6e3onacHoCcTy ans
noctyna k ¢oHay BPM

«URL nopaepsxxku»

URL pn9a cBs3u € TEXHUYECKOM NOAAEeP>KKOM

«Keww paboumx mect 1-ro ypoBHs» KonnyecTBo co3aaHHbIX, HACTPOEHHbIX U 3aMyLLEHHbIX

BPM B doHpe

«Keww pa6oqv1x MecT 2-ro YPOBHA» Konunyectso CO34aHHbIX, HACTPOEHHDbIX U

BblK/IFOYeHHbIX BPM

«MakcuManbHoe KonnyecTeo pabounx Mect» | MakcumanbHoe konuvectso BPM B doHae

«Pexxum otnagku» BkntoueHue pexkmma oTnaakm

«Pa3pelunTb pesepBHbie KOMUU» BkntoueHune pexknuMa pesepBHoro konvposaHus BPM

doHaa

8.3 . MobanbHble nonutukn doHga BPM

nobanbHble NMONUTUKM 33[at0T MNapaMeTpbl ana paboTbl nonb3osBatener ¢ BPM, nepekpbiBatowme

MHOMBUAYaANbHbIE HAaCTpPonKku poHaos BPM.

Ons pepakTmMpoBaHUst ro6anbHbIX NONUTUK B rpaduyeckoM MHTepdernce yrnpaBneHus cnenyet nepenTu
«HacTtporiku - nobanbHble NONUTUKM», BbIOPaTb HEOOXOAUMBbIM MapaMeTp U HaXxKaTb 3KPaHHYHK KHOMKY
[PepakTupoBatb].

HacTponkn BblIOpaHHOrO napamMeTpa MOXHO COPOCUTb A0 3HAYEHMM MO YMOMYAHWUIO MpPU MOMOLUM
3KkpaHHou kHorku [CepocuTs).

Ons pepakTMpoBaHWMs 0GanbHbIX MOAUTUK aAMUHUCTpaTopy Termidesk Heo6xoguMMO 3anMoNHUTL

JaHHble, NepeyuncrieHHble B cTonbue «llapameTp» cnepytoLuent Tabnumubl (cm. Tabnuua 43).
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Tabnuua 43 — JocTynHble NnapaMeTpbl robanbHbiX NoAMTUK dpoHaa BPM

MapameTp

OnucaHue

«bydep obmeHa B npoTtokone goctasku "SPICE
(vdi-viewer, akcnepum.)"»

PaspelieHne Ha ncnonb3oBaHue bydepa obmeHa B
NPOTOKOMAaX AOCTABKU.

MonnTtuka npuMeHsaeTca ToNbKO 415 NPOTOKosa
SPICE (vdi-viewer, akcrnepum.).

3HauyeHuMe no yMON4YaHUIO: «BknroueH»

«Bbibop nonb3oBaTenem NpoToKona AOCTaBKU»

OnpenenseT BO3MOXXHOCTb BbIBpaTb MPOTOKO
[OCTaBKM Mosb3oBaTeneM gns nogkaroveHna K BPM.

3HayeHuWe No ymMonyaHuto: «PaspeLueH»

«[encTeue npu Bbixoge nonb3osartens ns OC»

OnpepensieT aencTBMe Nocse BbIXoaa MNosb3oBaTesNs
us OC.

3HaueHue no ymonyaHuio: «Het»

«Mcnonb3oBaHne MexaHnsma RemoteFX (RDP)»

Monutnka aktueaunm MexaHmusma RemoteF X ona
npoTokosa RDP.

3Ha4yeHWe No yMonyaHuio: «BbikntoyeH»

«MexaHnsm obecneveHuns 6es3onacHOCTM Ha
yposHe cetn (RDP)»

Monutuka ynpasneHus obecnevyeHnem
6e30MacHOCTM Ha YpOBHE CEeTU AJ1s MPOTOKoa RDP.
3Ha4yeHKWe Mo yMonyaHuMIo: «ABTOCOrIacoBaHUEY
Ons nogkntoueHmsa K onybaMKoBaHHOMY
npunoxenunto STAL HeobxoaMMo UCMonb30BaThb
nonntuky «TLS» nnn «RDP».

Lna nogkntoueHmns K TepMmHanbHom ceccum STAL
HeobXxoAMMO MCMOb30BaTb MNOUTUKY
«ABTOCOr/1acoBaHUE.

Ona nogknroveHua k MS RDS Heobxoanmo
ncnonb3oBatb NOANTUKY « NLA».

MonnTtrka MoXeT BbITb 33aHa AN KOHKPETHOIo
¢onaga BPM Ha cTpaHuue camoro ¢poHaa BPM

«OTaensieMbli NONb30BaTENbCKUIM NPOdUIb»

Mcnonb3oBaHWe OTAENSEMOrO MOIb30BaTENbCKOIrO
npoduns 8 BPM.

Monutuka npuMeHsieTca npu ctapte BPM.
3HaueHue Mo ymonyaHuo: «BbikntoueH»

«[Mepepayva annoB B NpoTOKONE [OCTaBKM
"SPICE (vdi-viewer, akcnepum.)"»

PazpelueHne Ha nepepady ¢anioB B NpoTOKONax
[OCTaBKM.

MonuTrka Nnoka NpMMeHsIeTCS TONbKO NS
npotokona SPICE (vdi-viewer, akcnepum.).

3Ha4yeHuWe No ymonyaHuto: «PaspeLueHa»

«[NepeHanpaBneHue BuAeoKaMepbl B MPOTOKONE
poctasku "SPICE (vdi-viewer, akcnepum.)"»

Pa3peLueHme Ha nepeHanpaB/ieHNE BNAEOKaMePbl B
MpoOTOKOJ1IaX AOCTaBKW.

MonuTtrka Noka NpUMeHsieTCs TONIbKO AiS
npotokona SPICE (vdi-viewer, akcrnepum.).

3Ha4eHWe No ymonyaHuto: «PaspeLueHo»
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MapameTp

OnucaHue

«[NepeHanpaBneHne cMapT-KapT B MpOTOKO/E
poctasku "SPICE (vdi-viewer, akcnepum.)"»

PaspelueHue Ha NepeHanpasieHne cMapT-KapT B
NPOTOKOMAaX AOCTABKU.

MonnTtuka npuMeHsaeTca ToNbKO 415 NPOTOKosa
SPICE (vdi-viewer, akcrnepum.).

3Ha4eHWe No ymonyaHuo: «PaspeLueHo»

«[lMonutnka npoctos paboyero Mecta»

PazpeleHHoe Bpemsi npoctos BPM B cekyHaax.
3HauyeHuMe -1 o3HauaeT HeorpaHMYEHHOE BpeEMS
NpocTos. 3HaYeHMe Mo YMOJTHaHUIO: «-1»

«[NonHoakpaHHbIM pexxum (ans SPICE)»

MNonutuka orpaHnYeHus paboTbl B MOJIHOIKPAHHOM
pexxnme.

3HauyeHuMe no YMO/T4aHUIO: «BknroueH»

«PaspelueHure BuageokaMepbl B MPOTOKONE
poctasku "SPICE (vdi-viewer, akcnepum.)"»

HdonycTuMble pa3peLLeHUs BUaAeoKaMepbl B
NpOTOKONaX AOCTaBKMU.

MonuTtuka npuMeHaeTca ToNbKO 415 NPOTOKoNa
SPICE (vdi-viewer, akcrnepum.).

3HaueHue no ymonudanuo: «320-2560x240-1440»

«YpaneHue paboyero MecTa nocne»

OnpepenseT, nocne Kakoro cobbiTna nomeyats BPM
ans ynanexus. PaboTtaet coBMeCTHO € napaMeTpom
«[encTteue npu Bbixoae nonb3osatensa ns OCx».

3HaueHuMe no ymMonyaHuio (pekomenayetcs): «lMocne
cobbITKS BbixoAa nonb3osatens ns OC»

8.4 . O6veanHeHue poHpoB B rpynnsl BPM

Mpynnbl BPM oTobpaxkatoTcs kak camocTosTesnbHble pasgenbl B uMHTepdence nonb3oBatens. [pynnbl

BPM gaBnstoTcs nornvyecknMm npusHakoM, MO KOTOPOMY MOXHO 00beauHATb oTobpakeHue (OoHOO0B

BPM nng nonb3osartenen.

LOns pobaeneHus rpynnbl agMMHUCTpaTopy Termidesk B rpacduyeckoM mHTepdence ynpasneHus cneayet

nepentn «HacTtponku - pynnbl pabounx MecT» 1 HaxaTb 3KpaHHY kKHornky [HoBbIH], 3aTemM 3anonHuTb

JaHHble, NepeyuncsieHHble B cTonbue «llapameTp» cnepytoLuen Tabnumubl (cm. Tabnuua 44).

Tabnuua 44 - OaHHble pna obbeamHeHus doHzos BPM B rpynnbi

MapameTp OnucaHue
«HasBaHue» TekcToBOe HanmeHoBaHMe rpynnsl BPM
«KoMMeHTapumn» MHbopmaLmMoHHOe coobLeHMe, UCMoNb3yeMoe ANt ONMUCaHUS
Ha3HadeHwus rpynnbl BPM
«[Mpuoputet» MpenmywecTBo ncnonb3oBaHus rpynnsl BPM B rpadmueckom
uHTepdence nonb3oBaTens
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Ons penakTupoBaHusa rpynnbl paboumx MecT B Termidesk Hy>KHO MOMeTUTb HeobXxoauMyko Tpynny wm
HaXkaTb 3KpaHHY KHomnky [PepakTupoBaTh].
Ons yoaneHus rpynnbl pabounx mecTt B Termidesk Hy>XHO MOMeETUTb HEOBXOAMMYIO FpPYMMy M HaXKaTb

3KpaHHYo KHoMKy [Yaanutb].

8.5 . My6nukauma poHpa BPM

My6bnukaums doHoa BPM noseonsetr cosgatb BPM BHyTpu doHaa B COOTBETCTBMM C 3a4aHHbIM B
HaCTpOMKax KOJIMYECTBOM UM OBHOBUTL YXKe umeromecs BHyTpu doHaa BPM u nogrotoButh nx ans

OanbHENLLEro NCNOMb30BaHMUS.

Ona nybnukaumm ¢onpga BPM B rpadmyeckoMm uHTepdence ynpaeneHus cnegyeTt nepentn «Paboume
mecTa - @oHabI» 1 B cBogHOM Tabnuue B ctonbue «HaseaHue» BbIbpaTb HauMeHoBaHMe doHaa BPM.

Ha oTkpbiBwencs ctpaHuue B pasgene «[llybnukaumm» HaxkaTb 3KpaHHyto kHorky [HoBas]. B okHe
NOATBEPXKAEHUS MYyOAMKauMKM Mocie BBOAA OMUMOHANbHOIO TEKCTOBOIO KOMMEHTAapUsi HY>KHO HakaTb
3KpaHHYyto kHonky [Ony6nukoBaTb] An1s 3anycka 3aga4m obHoBneHus dpoHaa BPM.

HaxaTtune skpaHHoM kHomnku [OTMeHUTb] He Bbi3biBaeT o6HoBNeHMst doHaa BPM.

Mporpecc BbINONHeHUsT nybnukauuu OyaeT oTobpaxkeH B 3TOM >ke pasgene. MHamkatop nporpecca
OTHOCMKTCSA TONbKO K co3gaHuio BM B kewe (BM, nogaep>kvBaeMbix B OrnpeaeneHHOM COCTOSIHUM) U He
oTobpaxkaeT GakT nony4veHus nonbsobatenem BPM.

CyLiecTBytOT HECKONbKO COCTOSIHUM Nyb6nvkauMu, KOTopble MOryT OblTb OTpakeHbl B cTONbOLE
«[porpecc»:

» «MpeT cozpaHne BM», nHamMkaumsa cepbiM LBETOM (cM. PucyHok 16) - Ha4ano npouecca nybankauuu;

» «MpeT cospaHve BM», MHAMKaUMS CUMHUM UBETOM (cMm. PucyHok 16) - HEMOCPEACTBEHHO MpoLecc
BbINOJIHEHUSI MYBAMKauuM, NpU KOTOPOM BbIMOHSAETCA obpalieHMe K MOCTaBLUMKY pPecypcoB M

co3gaHue BM;

(® Yactota ObHOBNEHMS Mporpecca 3aBUCUT OT 3HAYEHUS MHTEpBana OBHOBMEHMS ANa Tabnuubl
«Mybnukaumm». OTOOpaXKaeMbIM LIBET U TEKCT 3aBUCAT OT COCTOSIHUS NyBnnKaumm.
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Paboune mecTa Monb3osatenn v rpynnel [MpoToKkonbl AOCTABKW My6nnkaumn KypHan
MNy6nnkaummn
Culli0ceni- Hoeas OTMEHWUTE
Pepakuma . = [aTa nybnnkaummn CocToaHue Mporpecc Mpu4nHa
2 21.06.2023,17:41:31 MNogroToBka

WMpaéT cozganme BM...

MawmH B nporpecce: 0 us 2

1 21.06.2023, 17:18:54 JelicTBUTENBHBIR
WMpaéT cozgadme BM...

MawuumH B nporpecce: 1 us 2

15 v | HacTp. 1-2u3 2 1 w131

PucyHok 16 — MHamMkauus nporpecca BbINOAHEHUS NyGanKauum co ctaTtycom «Maoet cospaHne BM»
» «[lybnukauus ycnewHo 3aBepLleHa», MHAMKAUMSA 3eMEeHbIM LBETOM (cMm. PucyHok 17) - MybnmMkaums

BM B kewwe 3aBeplueHa. NMpu Boigaue BPM 13 kelwa nporpecc BHOBb BEPHETCSA Ha Ha4vaslo NpoLecca

nyo6nMkaumu;
Paboune mecTa MNonb3oBateny v rpynnol [MpoToKONbI AOCTaBKK My6nnkaumm KypHan
My6nnkaunm
ol Dice i Hoeasa | | OTMeHUTb
Pegakums .  [ata nybnukaumm CoctoaHue Mporpecc MpuunHa
1 21.06.2023, 17:59:29 JefcTEMTensHbIR
My6nukauns ycrewHo sasepLueHa o
N
FoToBO MaWuH: 1 13 1
15 ~ |HacTp. 1-1m31 1imsl

PucyHok 17 = MHaukaumsa nporpecca BbiMoAHeHUs nybankauum co ctatycoM «lybnmnkaums ycnewHo
3aBepLueHa»
* «Bo Bpema nybnvkaumm BO3HMKNAA OWMBKa», WMHAMKALUMS CEPbIM LBETOM C MMKTOrpamMmown
KpacHOro uBeTa (cm. PucyHok 18) - mpouecc nybnivkauMy 3aBepLumnnics C OMOKOM, TEKCT OLIMOKMU

oTobpasuTcs B cTtonbue «lMpuunHa»;
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Paboune mecTa Monb3oBaTeny U rpynnel MpoToKonbl A0CTaBKM Myenmnkammn KypHan
Ny6nnkaummn
C || 10cex ~ Hogas | OTmeHnTb
Pepakuma  [flata nybnukaumm CocToaHne Mporpecc ~ MpuunnHa
1 14.06.2023, 17:04:33 YananeH

Mybnvikaumna yaaneHa

3 21.06.2023, 16:22:56 Owwubka i i OpenNebula error
Bo Bpema nybavkauymm BosHnina ownbka @ )
16384:"
[one.template.clone]
lotoBo MawuH: 0 n3 1 Error allocating a
new virtual machine
template. NAME is
already taken by
TEMPLATE 52."

2 21.06.2023, 16:20:47 JeiicTenTensHbIA
MpéT cosgaHue BM...
|
MawwH B nporpecce: 1 13 1
15 ~ | HacTp. 1-31s 3 1 w31

PucyHok 18 — MHamMkaumns BOSHUKHOBEHUSI OLLMBKM Npu Nybamnkauum
» «[lybnukauus ypaneHa», 6e3 uHAMKaUMW - WHGDOPMUPOBaHME O 3aBepLUEHUU YyAaNeHus
nybnukaumu. MonyunTb AaHHOE COCTOSIHWME MOXHO MpU UHULMUPOBAHUKM HOBOW nybnukauuun (B

TaKOM C/lyyae cTapasi nybnvkaums yaansercs);

* «HeT mMawwuH B Kewe 1-ro 1 2-ro ypoBHen», 6e3 MHAMKAUUM - UHDOPMUpPOBAHME 06 OTCYTCTBUM
BM, nopaep>kmBaeMbix B Kewe 1-ro n 2-ro ypoBHen. DTO O3Ha4yaeT, YTO B HACTpoKkKax ¢oHAa
napameTpbl «Kew pabounx mecT 1-ro yposHa» n «Kew paboumx MecT 2-ro ypoBHSI» He 3a4aHbl

(&ns HUX BbIGpaHO 3HaueHue «0»).

[ns oTMeHbl cywecTsytowen nyonukaumm doHaa BPM cnepyet nepenTtun «Paboune mecta - GoHAbI» 1 B

cBoaHoM Tabnuue B ctonbue «HassaHMe» BbIbpaTb HauMeHoBaHWe poHaa BPM.
A OTMeHa nybnvkauum Bo3MOXKHa, ecnm nybankaumus He HaxoamMTca B cTatyce «[enCcTBUTENbHbINY.

Ha oTkpbiBlwenca cTpaHuue B pasgene «lybnnkauum» Hy>XHO HaxaTb 3KpaHHYt KHomnkKy [OTMeHUTDb].
OTtmeHa nybnukaumm ypanset BPM u3 donpa, a Takxke napameTpbl koHburypaumum cdoHza BPM us

Termidesk.
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8.6 . HasHaueHue nonb3oBaTesnen AoCTyna
®oHay BPM MoXHO HasHauyaTb Nonb3oBaTenem, KOTopbiM 3TOT GoHA ByaeT AOCTYNEH.

Lna nobaeneHmsa HoBoro nosb3oBatens K ¢doHay BPM B rpacdmueckoM uHTepdence ynpasneHus cnegyer
nepentn «Paboume mecta - @PoHabI» UM B cBOgHOM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha
HauMeHoBaHuWe doHaa BPM. Ha oTkpbiBlencs cTpaHuue B pa3gene «llonb3oBaTtenu v rpynmnbi» HaXaTb

Ha 3KpaHHYto kHornky [HoBbii] B 0bnacTu «lMonb3osaTenn».

& [obaneHuwe nonb3oBaTens AOMeHa ByAeT AOCTYMNHO TONbKO B TOM C/ly4ae, €C/iv MoJib30BaTesb
X0TS Bbl OAMH pa3 OCYLLECTBUA BXOA, B MHTepdenc nonb3osatens Termidesk non ceoer yueTHom
3anucblo.

8.7 . HasHauenwue rpynn goctyna ¢oHay BPM

®oHpy BPM MOXHO HasHayaTb rpynnbl MoJsib30BaTeNeN OMEHA ayTEeHTUDUKALMM, KOTOPbIM 3TOT GOHA,

OyOeT [oCTyneH.

Ons pobaeneHus Hoeow rpynnbl kK ¢doHay BPM B rpaduuyeckom uHTepderice ynpaBneHus cnenyet
nepentn «Paboume mecta - @PoHabi» M B cBogHOM Tabnuue B ctonbue «HasBaHWe» Ha)kaTb Ha

HanMeHoBaHue poHaa BPM.

Ha oTkpbiBLlencs cTpaHuue B pasgene «llonb3oBaTtenn U rpynnbi» HYXHO HaXkaTb 3KPaHHYH KHOMKY
[HoBbid] B obnactu «[pynnbi». B okHe pobaBneHus obbekTa M3 BbiNaAatoLLEro Crmncka BblOpaTb
HeobXoANMbIM LOMEH ayTeHTUhMKaALMK, a 3aTEM TPeDYEMYIO A HEro Fpynny.

Ins ynaneHns rpynnbl u3 GoHAa MCNONb3yeTcs 3KpaHHas KHonka [YaanuTtb).

A [obaneHuwe rpynnbl nonb3oBaTenerd AOMeHa OyaeT BO3MOXHO TONbKO B TOM C/lyyae, €C/u
yKa3aHHas rpynna cyLlecTByeT B Cnybe kaTanora v nobaBneHa B AOMEH ayTeHTUPUKALMK B
nHTepderce Termidesk.

8.8 . HasHaueHue npotokonoB ¢poHay BPM
®oHay BPM MoXHO HasHayaTb AOCTYMHbIE A1 HEro NPOTOKOJbl 4OCTABKM.

LOns pobaeneHus Hoeow rpynnbl Kk ¢doHay BPM B rpaduuyeckom umHTepderice ynpaBneHus cnepyet
nepentn «Paboune mecta - PoHabi» M B cBogHOM Tabnuue B ctonbue «HasBaHue» Ha)kaTb Ha
HanMeHoBaHue poHaa BPM.

Ha oTkpbiBlwenca cTpaHuue B pasgene «[1poTokonbl AOCTaBKM» HY)KHO HaXkaTb 3KPaHHYH KHOMKY
[HoBbiii]. B okHe pobaBneHwss obbekTa M3 BbiNajaroLLEro Cnucka BblbpaTb HEOBXOAMMbIM MPOTOKON

[OCTaBKM.

Bbinyck oT ceHTs6ps 2023 90



@ TERMIDESK C/IET.10001-01 90 02

& [obasneHue npoTtokona pgoctaBkn B ¢poHa BPM 6GymeT mocTynHO TONbKO B TOM Ciy4vae, eciu
HaCTPOeH XOoTa bbl 0OAUH NPOTOKON A0CTaBKU B «KoMnoHeHTbI - [poTokosbl AOCTaBKM».

8.9 . YnpaBneHue ceccusiMu nogxntodeHHbIX K poHay BPM nonb3osarenei

B rpaduueckom wuHTepdence ynpasneHus Termidesk peanu3oBaHa BO3MOXHOCTb MPOCMOTpaA

MHbOPMALMK M YNPABNEHNS TEKYLLMMU aKTUBHbIMU CECCUSMM NONb30BaTeNen B poHaax BPM.

[Ons npocMoTpa OCHOBHbIX CBeAeHWM 06 aKTMBHbIX Ceccusax nonb3osaTenen B doHaax BPM cnepyer
nepentn «Paboumne mecta - Ceccum», nocse Yero OTKPOETCA CBOAHaa Tabnuua.

[Ons npuHYOUTENbHOrO OTK/HOUYEHUS CECCUM NONb30BaTeNs cnenyeT nepentn «Paboune mecta - Ceccum».
B Tabnuue c akTyanbHoM WHdoOpMauMen 06 TeKyLUMX aKTUBHbIX Ceccusix nosb3oBatenen BPM
HeobXoAMMO MOMETUTb CECCUMIO TMONIb30BaTeNsl A1 OTK/KOYEHMS M HaXKaTb 3KPAHHYH KHOMKY

[OTKnounTs].

& Tlocne Haxatus 3KpaHHOM  KHOMKM [OTKAOMUTB] NPUHYAMTENbHbIM  LUITATHbIA  BbIXOA
nonb3osaTtens s OC BPM npouzonpgeT B TeueHme 30 cekyHa.

& Ceccuma nonbsosartens 6y,u,eT dBTOMaTU4eCKN U NPpUHYAUTENDbHO 3aBepLUeEHa, eC/1In OH 6bin yAaneH
nnn goOMeH ayTEHTMCbMKaLI,MM, B KOTOprl;I BXOOUT 3TOT MOJIb30BaTES b, ObIN1 OTK/OYEH UK yAaneH.

8.10 . YnpaeneHue Ha3Ha4yeHHbIMM BM

8.10.1 . YnpaBneHue cocTosiHueM
Termidesk noppep)xmMBaeT ynpaBneHMe COCTOSIHMEM HasHadeHHbix BM pgnas BPM, cospaHHbIX ans

cnefyroLmMx NocTaBLMKOB PeCypCoB:
* MK CB bpecr;
» zVirt;
» oVirt;
= VMware vSphere.

LOna usMeHeHna cocTtosaHua BM Heobxoammo nepentn «Paboume mecta - DoHapl», 3aTeM BblbpaTh

HY>XHbIX PoHA, NepenTn Bo BKNaaky «Pabouve MecTa» 1 BbIbpaTb HazHauyeHHY0 BM (cm. Pucyrok 19).
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@ @ brestadmin v

ﬁ 0630p PoHael > aststic
& KoMNoHeHTsl > ®DoHp aststic
Paboune mecta Monb3oBaTeny v rpynnsl MNpOTOKObI AOCTaBKM KypHan

£ Hactpoiiku >

HasHa4eHHble MalLVHBI

m Pabouue mecta »

C | 10cek v~ I p-3anyck | HlNaysa | | M Bbikn (6esomacHo) | ~ | | C Mepesarpysutb I Coo6luUeHve | YAanuTs
Ta YHUKaNbHbIA Cratyc Xoct 1P Bepcua
all MonmTopunr > A 1 2
~  Co3gaHva Pepakuma W4 IP-appec HasBaHme  Craryc obHoBneH Wcnonbsyetcs  MCTOMHMKa — MCTOMHMKa — Bnageney, areHTa

07.04.2023, B70757B9- unknown | INIT_al7s- | JAedcTewTenthbii | 07.04.2023, 10.10.100.7 | FreelPA-
08:34:.07 C89B-47CD- static 08:34:07 brestadmin

9863-
3554F9EE17FA

15 » | HacTp. 1-1m31 « | < 1 w31 > »

PucyHok 19 - PacnonoyxeHune akpaHHbIX KHOMOK 415 YNpPaBieHMs COCTOSSHMEM Ha3HadeHHbix BM

8.10.2. OTnpaeka cooblieHus B BM
B paspene «Pabouve MecTa» ecTb BO3MOXHOCTb OTMpPaBUTb COO6GLLeHWe nonb3oBaTento BPM, Haxas

3KkpaHHyto kHonky [CoobLieHue].
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9. NMPOTOKO/1bl AOCTABKHA

9.1. O6wue cBeaeHUs 0 NPOTOKONaX AOCTaBKU

MpoTokon pocTaBkM — 3TO noppepxmeaembl B Termidesk npotokon ypaneHHoro goctyna k BPM.

MpoTokonbl focTaBKM obecrneymBatoT nepegadvy skpaHa BPM Ha nonb3oBaTenbckyto paboyyro CTaHUMIO.

HocTaeka akpaHa BPM MoxeT 6bITb BbINOMHEHA KaK HAaNpsAMYHO, Tak U Yepe3 KOMMAOHEHT «LLinto3».

Ona pobaBneHWss npoTokona [OCTaBKM B rpacdmyeckoM MHTepdence ynpaBrieHUs crnefyeT MepenuTu
«KoMnoHeHTbl - [1poTokonbl AOCTaBKM», 3aTEM HaxaTb Ha 3KpaHHYHO KHornky [HoBbi] 1 BbibpaTb U3
BbINAaAAOLLLEro CrMCKa NoAAEPXXMBAEMbIN NMPOTOKON M CNOCO6 AOCTaBKM.

L[o6aBneHHbIe MPOTOKOJIbl MOXXHO pefaKTUPOBaThb, AJ1S1 3TOr0 HY>KHO MOMETUTb MPOTOKON M MOC/E HaXKaTb
Ha 3KpaHHYo kKHornky [PepakTupoBaTth].

L[ob6aBneHHbIe paHee MPOTOKO/bl MOXKHO YAAJIUTb, AJ1S1 STOFO HY>XKHO NMOMETUTb MPOTOKO/ M NOC/Ie HaXKaTb

Ha 3KpaHHY KHOMKY [YaanuTsb].

& TlpoTokon [OCTaBKM MOXET ObiTb ydasieH TONbKO B TOM C/ly4Yae, €C/iM OH He WCMOJib3yeTcs
dboHgom BPM.

Termidesk nopaep>xuBaeT cnepytowme NpoOTOKOSbl AOCTABKM:
* SPICE;
* VNC;
= RDP;

* loudplay (3kcnepumeHTanbHO).

Bo3moxHocTK Kaxkgoro npoTtokona npu goctake BPM nonb3oBaTento npuBeaeHbl B Tabnuue (cm.
Tabnuua 45).

Tabnuua 45 — OyHKUMOHaNbHbIE BO3MOXKHOCTWU NPOTOKOJIOB JOCTABKM

Bo3MOXXHOCTb SPICE RDP VNC Loudplay
Mporpamma Termidesk-viewer, Windows: Beb6-6paysep | Loudplay-client
MOAK/IOHEeHNA remote-viewer, mtsc.exe,

Be6-6pay3ep Linux: Xfreerdp,
rdesktop
TyHHennpoBaHue Ha Ha Ha Het

MpoTOKO/a Yepes
KoMmnoHeHT «LLnto3»

Bo3MoykHOCTb NpsMoro Yepes nnatdopmy Ha Ha [a
NMOAKHOYEHUS BMpPTYyasM3aumm
K pabouemy cTony (k runepsuzopy)
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BosmoxxHoCTb SPICE RDP VNC Loudplay
Mopnepykka HECKONbKMX Ha Ha Het Het
MOHUTOpPOB
Mepepaya bydepa Ha Ha Het Het
obmeHa
MepeHanpasneHne USB Ha Het * Het Het
MepeHanpasneHue Het Ha Het Het
nocsiefoBaTeNbHbIX
nopTos
MepeHanpasneHue Ha Ha Het Het
npuHTEpa
Virtual Printing / Het HeTt HeTt Het
OnTnMmsauma neyatu
(yMeHbLLeHMe nonochl)

BocnpowuseeneHue 3Byka Ha [a HeTt Ha
MepeHanpaeneHue La La Het Ha
MUKpPOdOHa

MepeHanpaeneHme Ha Het Het Het
CKaHepa

Ontumusaums HeTt HeTt HeTt Het
CKaHMpPOBaHMs

(yMeHbLLeHMe Nonochbl)

MepeHanpasneHue Het Ha Het Het
JIOKaNbHbIX AMCKOB

Mopaepykka Beb-kaMepbl Ha HeTt Het Her
Mopaepykka cMapT-KapT Ha Ha Het Het
ABTOMaTM4eckoe Ha Ha ** Het Het
M3MEHeHMe paspeLLeHus

3KpaHa

Mopaepskka eauHoOro Ha La Het Het
BX0OJa

MonyyeHuwe CTaTUCTUKM Ha HeTt HeTt Ha
MCMNOJIb30BaHUSA

coeiHEHUS

Mopnnep>kka vGPU/ HeTt HeTt HeTt Oa
npsiMmoe

nepeHanpasfieHne

BUOEOKApPThI
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Bo3sMo)HOCTb

SPICE

RDP VNC Loudplay

OnTnMmsauma KaHana
ces3u ot BPM k
MoNb30BaTE/IbCKOM
paboyen CTaHUMM

Ha

Ha Het [a

MpumeyaHue:

* HeobxoamMMa nopaepykka TexHonorun RemoteFX;

** 3aBucKT oT ucnonbsyemon OC.

9.2. Mpotokon poctaBku RDP

9.2.1. lMpsamoe nogkntoyeHue no npotokony RDP

Ona pobaBneHuss npaMoro noaKIHUeHMUs

no npotokony RDP agmMuHuctpatopy Termidesk

B

rpacdmyeckoM wuHTepderice ynpasneHus crepyet nepentu «KomMnoHeHTbl - [lpoTokonbl AOCTaBKU»,

Ha)xaTb Ha 3KpaHHyl KHonky [HoBbin],

BblIbpaTb «RDP (Hanpsamyto)»

nepeuncieHHble B ctonbue «lMapameTp» cnepgyrowen Tabnuubl (cm. Tabnuua 46).

Tabnuua 46 — JaHHble ans nobaBneHMs NpsMoro nogktodeHms no npotokony RDP

M 3aNOo/IHNTb [OaHHbIE,

Mapametp OnucaHue
«HazBaHune» TekcToBOE HaMMEHOBaHME MPOTOKOJAa AOCTABKM
«KomMMeHTapum» MHdopmaumoHHoe coobLieHme, UCMONIb3yeEMOE ANis
OMNKUCaHMA Ha3HAYEHUS NMPOTOKOA AOCTABKMU
«MpuopuTeT» MpenMyLLLeCTBO UCMONb30BaHUS NPOTOKONA AOCTaBKM B

¢onpe BPM

« nyCTbIe y4e€THblE OaHHbIEY»

He ncnonb3oBaTb TEXHOOMMIO €anHOro Bxoaa

«JloruH» CybbeKkT, UMetoLMIM MNOMHOMOUUS ANS MOAKIHOYEHMS MO
npotokony RDP k BPM
«[Maponb» Habop crmBonoB, NoaTBEPXKAAIOLLMIM NOAHOMOYMS

«be3 pomeHa»

He ncnonbsoBatb aeHTUdUKaTop foMeHa MS AD npu
NpOBepKe MOJIHOMOYUIM CyObeKTa

«[JomeH» UpeHTndukatop gomeHa MS AD npu npoeepke
MOSIHOMOYMM CyObEKTa
«MopT» Bbi6op nopTta gns nogkntodeHus. Mo ymonyaHuto

ucnonb3yeTcsa nopt 3389

«PaspelwnTb cMapT-KapThbi»

PaspewnTb naeHTUdMKaLMIO CYyOHEKTOB Ha OCHOBE CMapT-
KapT

«PaspelunTb NpUHTEPHI»

PaspewnTb nepeHanpaBneHue yCTpomMcTs NevaTu no
npoTtokony RDP
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MapameTp OnucaHue

«PazpewnTb AUCKU» PaspewmnTb NnepeHanpaBaeHne YyCTPOMCTB XPaHEHMS MO
npoTtokony RDP

«Pa3pewnTb nocnenoBaTenbHble NOPThI» | PaspelunTb nepeHanpaBneHne NocnefoBaTeslbHbIX NOPTOB
no npotokony RDP

«[Noka3biBaTb 060M» OTobparkaTb HoHOBOE M306paXKeEHNE, HACTPOEHHOE Ha
pabouem cTosne

«Heckonbko MOHUTOpPOBY» PaspelunTb Mcnonb30BaTbh HECKOJIbKO MOHUTOPOB
«Pa3pewnTtbs kOMNo3numio paboyero Pa3pelunTb TeMbI pabouero ctona

cTona»

«Crna)kuaHue wpudTos» Mcnonb3oBaTb TEXHONOMMIO CrAaXXUBaHMA LWPUDTOB
«[Moppepykka CredSSP» Mcnonb3oBaTh TEXHOMOMMIO €4MHOM0 BXO4a C NMOMOLLIbIO

ycnyr 6esonacHoctu Credential Security Service Provider

«Mcnonb3oBatb ALSA» Mcnonb3oBaTb NporpaMMHbIM MUKLLIEP AN Nepeaayn 3ByKa
«[NapameTpbl NpuHTEpa» YKazaTb KOHUIypaLmMio NepeHanpaBasgemMoro npuHTepa
«[apameTpbl CMapT-KapTbi» YKkazaTb KOHUIypaLmio UAEHTUPUKALUM NO CMapT-KapTaM
«[ocTyn us ceten» Mpu BbIBOpE 3HauYeHUa «a» npoTokon ByaeT paspeLueH

TOJIbKO AJ151 MEPEYUCNEHHbIX B NapameTpe «CeTu»
[Mana3oHoB ceTel (peanusauus «6enoro» cnmvcka 4ocTyna).
Mpwu BbIGOpE 3HaueHUs «HeT» npoTokon ByaeT 3anpeLueH
NS NepeyYncneHHbix B napametpe «CeTu» aManasoHoB
ceTen (peanusaums «4epHOro» Crmcka focTyna)

«CeTtun» BblbpaTb AManasoH ceTeBbIX afpecoB, U3 KOTOpbIX byaeT
pa3peLleHo UK 3anpeLLeHo MCMNoNb30BaHMe NPOTOKoa ANA
nopkntoveHms kK BPM. YkaszaHHble aguana3oHbl J0/MKHbI
6bITb co3naHbl B «KoMnoHeHTbl - CeTu»

«Pa3pelUeHHble ycTponcTBa» Ykazatb naeHTudukatopbl OC, koTopble MOryT ObITb
MCMNONb30BaHbl NPWU NoakatodeHnn no npotokony RDP k
BPM

Ons npoBepkyM NpaBUALHOCTU 3anoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOMb30BaThb 3KPAHHYHO

kHonky [TecT].

9.2.2. MNMopxntoveHue Yepe3 KoMMNoHeHT «LLinto3» no npotokony RDP

Ons pobaeneHus nopxntoveHus no npoTtokony RDP uyepes komnoHeHT «LLnto3» agmMuHucTpatopy
Termidesk Heobxoanmo nepenTn «KoMnoHeHTbl - MpoOTOKOIbI AOCTaBKM», HAXKaTb HAa SKPAHHYH KHOMKY
[HoBbii], Bbibpat «RDP (4Yepes BebGCokeT LUAO3)» U 3aMONHUTb AaHHblE, MepevyncieHHble B CToNbLe

«[MapameTp» cnenytoLLen TabnunLbl (cm. Tabauua 47).
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Tabnuua 47 — OaHHble pna nobasneHus nogkntodeHms no npotokony RDP vepes «LLnto3»

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHWE MPOTOKO/A AOCTABKM
«KomMmeHTapuii» NHdopmMaumoHHoe coobLueHmne, ncrosibyemoe as
OMMCaHMsA Ha3HaYeHMs MPOTOKO/IA AOCTABKM
«[MpuopuTteT» MpenMyLLecTBO MCMNOb30BaHUS NPOTOKOA JOCTABKM B

¢oHpe BPM

«URL wnroza»

Appec cepsepa B ¢dopmaTe ws(s)://192.0.2.30/
websockify, obecneumBatoLero hGopMmMpoBaHme 1
noaaepykaHue CoeMHeHUs.

ID,M[.')E‘KTI/IBa WS OTHOCUTCA K NCMNOJIb3OBAHUIKO MOPTa 80,
ONPEKTUBA WSS O3HAYaeT MCNOJ1ib30BaHME 443 nopTa.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wntoza.
Mpumep IP-agpeca npuseneH B cooteetcTBum ¢ RFC 5737,
OH A0JIKEH ObITb 3aMeHEH Ha aKTyaslbHbIW, UCMOMb3YEMbIN
COrNacHO CXeMe aApecaLmn, NMPUHATON B MHPPACTPYKType
npeanpuaTms.

3HayeHMe 3TOro NapamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS m3 KOHbUIypaumoHHoro damnna /
etc/opt/termidesk-vdi/termidesk.conf

«Bpems oxxnpaHua coeamHeHua»

Bpemsi oxxnpaHus (B cekyHAax) OTKAMKA LLO3a

«[MycTble yyeTHble JaHHbIE»

He ncnonb3oBaTb TEXHOOMMIO eanHOro Bxoaa

«JTornH» CybbekT, MMetoLUI MOSIHOMOUUS ANSt MOAK/THOYEHMS MO
npoTtokony RDP k BPM
«Maponb» Habop crMMBonoOB, NOATBEPXKAAOLLUMIA NOJTHOMOUMS

«bes3 poMmeHa»

He ncnonb3osatb naeHTndbmkatop gomeHa MS AD npu
npoBepKe MOSIHOMOYUIM CyObeKTa

«[loMeH» UpeHTndukatop gomeHa MS AD npu npoeepke
NOHOMOYMI CyObEKTA
«[MopT» Bbibop nopTta ans nogkntoueHus. Mo ymMonyaHuto

ucnonb3yeTcsa nopt 3389

«Pa3pewnTb cMapT-KapTbi»

PazpewnTb naeHTUdUKaLMoO Cy6bEKTOB Ha OCHOBE CMapT-
KapT

«Pa3pelwnTb NpUHTEPBI»

PaspewnTb nepeHanpaBieHne yCTPOMCTB NevaTu no
npoTtokony RDP

«Pa3pewnTtb ognuckmn»

PaspelwwinTb NnepeHanpaBneHve yCTPOMUCTB XpaHEHUS MO
npoTtokony RDP

« Pa3peLu UTb NocnenoBaTes/ibHble MOPTbI»

PaspewnTb nepeHanpasneHne nocnenoBaTesbHbIX NOPTOB
no npotokony RDP
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MapameTp

OnucaHue

«[loka3biBaTb 06OU»

OTobparkaTb hoHOBOE M306paXkeHNe, HACTPOEHHOE Ha
pabouem cTosne

«Heckonbko MOHUTOpPOB»

Pa3peLLIMTb MCNO/b30BATb HECKOJ/IbKO MOHUTOPOB

«Pa3pewnTb KOMNoO3nLMIO paboyero
cTona»

PaspewnTb TeMbI paboyero ctona

«Crna>knsaHue wpudTos»

Mcnonb3oBaTb TEXHOIOMUIO CINAXXMBAHMA LWPUGHTOB

«Mopaep>kka CredSSP»

Mcnonb3oBaTb TEXHOMNOMUKO €AUMHOMO BXOAA C MOMOLLbHO
ycnyr 6esonacHocTu Credential Security Service Provider

«Mcnonb3osatb ALSA»

Mcnonb3oBaTb NporpamMMHbIM MUKLLIEP 4SS Mepeaadn 3ByKa

«[MapameTpbl NpuHTEpa»

YkazaTb KOHDUIrypaLmio NepeHanpaBasSeMoro npuHTepa

«[MapameTpbl cMapT-KapTbI»

YkazaTb KOHOUrypaLumio MAEHTUDUKALUM MO CMApPT-KapTaM

«[ocTtyn us cetemn»

Mpu BbIBOpE 3HauYeHUa «a» npoTokon ByaeT paspeLueH
TONbKO ANs NepedyncneHHblX B napameTtpe «CeTu»
[Mana3oHoB ceTel (peanusaums «6enoro» cnmvcka 4ocTyna).
Mpwu BbIGOpE 3HaYeHUs «HeT» npoTokon ByaeT 3anpeLueH
ANS nepeyncieHHblx B napameTtpe «CeTu» aManasoHoB
ceTeu (peanmsaums «4epHOro» CnmMcka 4OCTyna)

«CeTtn»

BbibpaTb AMana3oH ceTeBbIX aApeCOB, U3 KOTOPbIX byaeT
pa3peLUeHOo MM 3amnpeLLeHO UCMoJIb30BaHMe NPOTOKOa ANs
noakaroueHmnsa Kk BPM. YkasaHHble gnana3oHbl OOMKHbI
ObITb co3aaHbl B «KomMnoHeHTbl - CeTn»

«Pa3peLueHHble ycTponcTBa»

Ykazatb ngeHTudmkatopbl OC, koTopble MOryT 6bITh

MCMob30BaHbl NpY Noak/oYeHnn no npotokony RDP k
BPM

,D,}'IFI npoeBepkn npaBUAbHOCTU 3aloOJIHEHUA CbOprI noaokn4YeHna MOXHO WUCNOJIb30BaTb 3KpPaHHYHO

kHonky [TecT].

9.2.3. lNpamoe nogkntoueHune no npotokony RDP ana poctyna k pecypcaM cepsepa TepMUHANOB

LOna nobaeneHus nopkntouyeHus ans poctyna k MS RDS agmuHuctpatopy Termidesk Heobxoammo

nepentn «KomMnoHeHTbl - [MpoTokonbl AOCTaBKU», HaXaTb Ha 3KpaHHyt kHonky [HoBbii], BbiGpaThb

«Hoctyn k MS RDS no RDP (Hanpsamyto) [akcnepMeHTanbHbIn]».

Lna nobasneHus nogkntoveHus gns poctyna K STAL agMuHucTpatopy Termidesk Heobxoommo nepenTm

«KoMnoHeHTbl - lNMpoTokonbl AOCTaBKM», HaXkaTb Ha 3KpaHHYto kHornky [HoBbin], BbibpaTh «[ocTyn K

STAL no RDP (Hanpsimyto) [aKcnepuMeHTanbHbIN]»

3aTeM 3aMnonHUTb AaHHble, NepeYncieHHble B cTonbue «MapameTp» cnepytowen Tabnnupl (cm. Tabnuua 48).
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Tabnuua 48 — daHHble ana nobaBneHUs NpsMoro NoAKJIYEHUS K CepBepaM TEPMUMHAJIOB

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHWE MPOTOKO/A AOCTABKM
«KomMmeHTapuii» NHdopmMaumoHHoe coobLueHmne, ncrosibyemoe as
OMMCaHMsA Ha3HaYeHMs MPOTOKO/IA AOCTABKM
«[MpuopuTteT» MpenMyLLecTBO MCMNOb30BaHUS NPOTOKOA JOCTABKM B

¢oHpe BPM

«be3 poMmeHa»

He ncnonb3oBaTh naeHTUPUKATOP AOMEHA MpPU NPOBEPKE
MOSIHOMOYNM CyObEKTa.

[Ons nopkntoyeHUn K onyB6aMKOBaHHbBIM MPUIOXKEHUAM U
TepMUHanbHbIM ceccusim STAL nepekntodatens «bes
[lOMEHa» [OJIXKEH OblTb YCTAaHOBMIEH B NosoXeHue «[a»

«[omeH»

NpeHTudmkaTop AOMEHA NPU NPOBEPKE MOJTHOMOYUMA
cybbekTa. [o/mKHO MCMOIb30BaTbCS KOPOTKOE UMSI AOMEHA.
[na nofkntoueHUM K 0ny6IMKOBaHHbIM NPUIOXEHUSIM U
TepMuHanbHbIM ceccusim STAL 3HaueHre napameTpa
HeobXxoAMMO OCTaBUTb MYCTbIM

«[NopT»

Bbibop nopTta ana nogkntoveHus. No ymonyaHumo
ncnonbsyeTcs nopT 3389

«Pa3pelwmnTb cMapT-KapTbI»

PazpewunTb naeHTUdUKaLmo CybbeKTOB Ha OCHOBE CMapT-
KapT

«Pa3peLlwmnTb NpUHTEPHI»

PazpelwnTb NnepeHanpaBieHne yCTPOMCTB NeYaTu no
npoTtokony RDP

« Pa3peLu UTb OUCKU»

PazpelwnTb NnepeHanpaBneHUe yCTPOMCTB XPaHEHMS MO
npoTtokony RDP

« Pa3peLu UTb NocnenoBaTesibHble MOPTbI»

PazpelwnTb nepeHanpaBieHne NocCiefoBaTeNbHbIX MOPTOB
no npotokony RDP

«[loka3biBaTb 0bOU»

OTobpaykaTb poHOBOE M306parkeHne, HaCTPOEHHOE Ha
pabouem cTone

«Heckonbko MoOHUTOpOB»

Pa3zpelwnTb MCnonb30BaTh HECKOJIBKO MOHUTOPOB

«PazpewinTb kOMMo3nymo paboyero
cTona»

Paspewwntb TemMbl paboyero cTona

«CrnaxxusaHue WwpndToB»

Mcnonb3oBaTb TEXHONOMUIO CrAAXMBAHMS LWPUPTOB

«[Moppeprxkka CredSSP»

Mcnonb3oBaTb TEXHONOMUIO €AMHOMO BXOAA C MOMOLLbIO
ycnyr 6esonacHocTu Credential Security Service Provider
MapameTp oTcyTcTByeT ans npoTtokona «doctyn k STAL no
RDP (Hanpsimyto)»

«Mcnonb3osatb ALSA»

Mcnonb3oBaTb NporpaMMHbIN MUKLLIEP A1 Mepeaadn 3ByKa
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MapameTp OnucaHue
«[MapameTpbl cMapT-KapTbI» YKaszaTb KOHOUTrypaumio naeHTUbuUKaLmMm no cMapT-KapTam
«Bce npuHTEpbI» BbinonHUTL NepeHanpaBnieHne BCEX YCTPOMCTB neyaTu no

npoTokony RDP. Mpu BbikntouyeHHOM napameTpe
«Pa3peLlmnTb NpUHTEPbI» AaHHbIM NapaMeTp UrHOPUPYETCS

«RemoteFX» Mcnonb3oBaTb TexHonornto RemoteF X
«Bce RemoteFX ycTponcTea» Ucnonb3osaTtb Bce RemoteF X ycTporicTea
«[nHamMmnueckoe paspeLueHue» PaspelunTb Nepefayy AMHAMMYECKOrO paspeLleHus ans

3KpaHa pabouero cTona

& MapameTp JomkeH BbiTb OTK/IHOYEH MPU peanmnsaumm
poctyna kK STAL c paboyen cTaHUMM MOJSIb30BATENS
Ha OC Windows 11.

«JocTtyn us ceten» Mpu BbIGOpE 3HaueHUs «[Oa» npoToKoN ByaeT paspeLueH
TOJIbKO AJ151 MEPEYUCNEHHbIX B NapameTpe «CeTu»
[Mana3oHoB ceTen (peanusauus «6enoro» cnmvcka f4ocTyna).
Mpwu BbIGOpE 3HaueHUs «HeT» npoTokon ByaeT 3anpeLueH
NS NepeyYncneHHbix B napametpe «CeTu» aManasoHoB
ceTen (peanusaums «4epHOro» Crmcka focTyna)

«CeTtun» BbibpaTb AManasoH ceTeBbIX afpecoB, U3 KOTOpbIX byaeT
pa3peLleHo UK 3anpeLLeHo MCMNoNb30BaHMe NPOTOKoa ANA
nopkntoueHms kK BPM. YkaszaHHble auana3oHbl JO/KHbI
6bITb co3naHbl B «KoMnoHeHTbl - CeTu»

«Pa3pelUeHHble ycTponcTBa» Ykazatb naeHTudukatopbl OC, koTopble MOryT ObITb

MCMob30BaHbl NpY NoAKAtoYeHUM no npoTtokony RDP k
BPM

Ons npoBepkyM NpaBUALHOCTWU 3anMoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOMb30BaThb 3KPAHHYHO

kHonky [TecT].

9.2.4 . MNMopkntoueHue no npotokony RDP gna pocryna K pecypcaM cepBepa TepMUHaNOB Yepes
KOMnoHeHT «LLinto3»

Ons pobaeneHus nogkntodeHus ana poctyna Kk MS RDS uepes komnoHeHT «LUnto3» agMuHucTpaTopy

Termidesk Heobxoanmo nepenTn «KoMnoHeHTbl - MpoOTOKObI AOCTaBKM», HAXKaTb Ha SKPAHHYH KHOMKY

[HoBbii], Bbibpath «docTyn k MS RDS no RDP (4epes wnto3) [akcnepuMeHTanbHbIA]».

Ons pobaeneHus noakntodeHus ans poctyna k STAL uepe3 komnoHeHT «LLnto3» agmMuHucTpatopy
Termidesk Heobxoanmo nepenTn «KoMnoHeHTbl - MpoOTOKOIbI AOCTaBKM», HAXKaTb HAa SKPAHHYH KHOMKY
[HoBbii], Bbibpath «docTtyn k STAL no RDP (4epes wto3) [a3kcneprMeHTanbHbIA]».

3aTeM 3anoNHUTb AaHHble, NepeyncsieHHble B cTonbue «lapameTp» cnepytrollen Tabnumubl (cm. Tabnuua 49).
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Tabnuua 49 — OaHHble gna nobaBneHUs NOAKIOYEHMS K cepBepaM TepMUHanoB Yepes «LLinwos»

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHWE MPOTOKO/A AOCTABKM
«KomMmeHTapuii» NHdopmMaumoHHoe coobLueHmne, ncrosibyemoe as
OMMCaHMsA Ha3HaYeHMs MPOTOKO/IA AOCTABKM
«[MpuopuTteT» MpenMyLLecTBO MCMNOb30BaHUS NPOTOKOA JOCTABKM B

¢oHpe BPM

«URL wnroza»

Appec cepsepa B ¢dopmaTe ws(s)://192.0.2.30/
websockify, obecneumBatoLero hGopMmMpoBaHme 1
noaaepykaHue CoeMHeHUs.

ID,M[.')E‘KTI/IBa WS OTHOCUTCA K NCMNOJIb3OBAHUIKO MOPTa 80,
ONPEKTUBA WSS O3HAYaeT MCNOJ1ib30BaHME 443 nopTa.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wntoza.
Mpumep IP-agpeca npuseneH B cooteetcTBum ¢ RFC 5737,
OH A0JIKEH ObITb 3aMeHEH Ha aKTyaslbHbIW, UCMOMb3YEMbIN
COrNacHO CXeMe aApecaLmn, NMPUHATON B MHPPACTPYKType
npeanpuaTms.

3HayeHMe 3TOro NapamMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS m3 KOHbUIypaumoHHoro damnna /
etc/opt/termidesk-vdi/termidesk.conf

«Bpems oxxnpaHua coeamHeHua»

Bpemsi oxxnpaHus (B cekyHAax) OTKAMKA LLO3a

«be3 poMmeHa»

He ncnonb3oBaTbh naeHTUPUKATOP AOMEHA MpPU NPOBEpKe
MOSIHOMOYMNM CyDOBbEKTA.

[Ons nopkntoueHun K ony6aMKOBaHHbBIM MPUIOXKEHUSIM U
TepMuHanbHbIM ceccusam STAL nepekntoyvatens «bes
[LOMEHa» [OJIKEH ObITb YCTAaHOBMEH B NooxeHue «[a»

«[JomeH»

UpeHTndbmkaTop goMeHa Npu npoBepKe MoHOMOUUI
cybbekTa. [o/mKHO MCMOoIb30BaTbCs KOPOTKOE UMSI AOMEHA.
[Ons nogkntoveHMn K onybaMKOBaHHbBIM MPUIOXKEHUSIM U
TepMuHanbHbIM ceccusim STAL 3HaueHre napameTpa
HeobXxoAMMO OCTaBUTb MYCTbIM

«[opT»

Bbibop nopTta ans nogknatoydeHus. No yMonyaHuio
ncnosnb3yeTcsa nopt 3389

«Pa3pewmnTb cMapT-KapTbi»

PazpewnTb naeHTUdUKaLMO Cy6bEKTOB Ha OCHOBE CMapT-
KapT

«Pa3pelunTb NpUHTEPBI»

PazpelwnTb NnepeHanpaBieHne yCTPOMCTB NeYaTu no
npoTtokony RDP

«Pa3pewnTb auckmn»

PaspewwnTb NnepeHanpaBneHue yCTPOMUCTB XpaHEHUS MO
npoTtokony RDP

« Pa3pe|_u UTb NocnenoBaTes/ibHble MOPTbI»

PazpelwnTb nepeHanpaBieHne NocnenoBaTeNbHbIX MOPTOB
no npotokony RDP
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MapameTp

OnucaHue

«[loka3biBaTb 06OU»

OTobparkaTb hoHOBOE M306paXkeHNe, HACTPOEHHOE Ha
pabouem cTosne

«Heckonbko MOHUTOpPOB»

Pa3peLLIMTb MCNO/b30BATb HECKOJ/IbKO MOHUTOPOB

«Pa3pewnTb KOMNoO3nLMIO paboyero
cTona»

PaspewnTb TeMbI paboyero ctona

«Crna>knsaHue wpudTos»

Mcnonb3oBaTb TEXHOIOMUIO CINAXXMBAHMA LWPUGHTOB

«Mopaep>kka CredSSP»

Mcnonb3oBaTb TEXHOMNOMUKO €AUMHOMO BXOAA C MOMOLLbHO
ycnyr 6esonacHocTu Credential Security Service Provider
MapameTp oTcyTcTByeT ans npoTtokona «doctyn k STAL no
RDP (uepes wnto3)»

«Mcnonb3oBatb ALSA»

Mcnonb3oBaTtb HpOFpaMMHbIVI MUKLIep ana nepenadn 3ByKa

«[MapameTpbl cMapT-KapTbI»

YkazaTb KOHPUrypaLmio NaeHTUbMKALUM MO CMapT-KapTam

«Bce npuHTepbI»

BbinonHuTb NepeHanpaBiieHme BCeX YCTPOMUCTB NevaTu no
npoTokony RDP. Mpwu BbikntovyeHHOM napameTpe
«Pa3pelwnTb NpUHTEPBI» AaHHbIW MNApaMeTP UrTHOPUPYETCS

«RemoteFX»

MNcnonb3osaTtb TexHonormo RemoteF X

«Bce RemoteF X ycTponcTtsa»

Ucnonb3osaTb Bce RemoteFX ycTponctaa

«duHaMmnueckoe paspeLLeHue»

PaspewwnTb nepesayy AMHaAMMYECKOro paspeLleHus ans
3KpaHa pabouero cTona

& TMapameTp ponxeH 6biTb OTKIKOYEH NPU peannsaLmm
poctyna kK STAL ¢ paboyen CTaHUMM MOJSIb30BaTENS
Ha OC Windows 11.

«JocTtyn us cetemn»

Mpu BbIGOpE 3HauYeHUs «[Ja» npoTokon byaeT paspeLueH
TONbKO A5 MepeyncieHHbIx B napametpe «Cetu»
[Mana3oHoB ceTen (peanunsaums «6enoro» cnmcka gocTyna).
Mpwu BbIGOpE 3HaYeHUa «HeT» npoTokon ByaeT 3anpeLueH
NS nepeyncneHHbix B napametpe «CeTu» aManasoHoB
ceTer (peanusaums «4epHOro» Crmcka f4ocTyna)

«CeTu»

BbibpaTb AMana3oH ceTeBbIX afgpecoB, U3 KOTOPbIX ByaeT
pa3peLLeHOo UK 3arpeLLeHO UCMOIb30BaHME NMPOTOKOa A1
noakntoueHnsa K BPM. YkasaHHble ananasoHbl A0MKHbI
ObITb co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3spelueHHbIe ycTponcTBa»

Ykazatb ngeHTudmkatopbl OC, koTopble MOryT 6bITh
WCMONIb30BaHbl NMpyY nogkatodeHnn no npotokony RDP k
BPM
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MapameTp

OnucaHue

«CeTtn»

BbibpaTb AManasoH ceTeBbIX aApecoB, U3 KOTOpbIX byaeT
pa3peLleHo UK 3anpeLLeHo MCMNoNb30BaHMe NPOTOKoa ANA
nopkntoueHms kK BPM. YkaszaHHble aguana3oHbl J0/MKHbI
6bITb co3naHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLueHHble ycTponcTBa»

Ykazatb naeHTudukatopbl OC, koTopble MOryT ObITb
MCMNONb30BaHbI NPWU NoakatodeHnn no npotokony RDP k
BPM

9.3 . Mpotokon poctasku SPICE

9.3.1. lMNpsamoe nogkntoyeHue no npotokony SPICE

Ons npamoro noaxntoyeHus paboyer CTaHuMM nonb3oBaTens no npotokony SPICE umeHa ysnos

nnatpopMbl BUPTYanu3aumm fOKHbI KOPPEKTHO paspeluaTtbes B |P-agpeca aTux y3nos.

Ons pobaeneHus npsiMoro nogkatodeHuss no npotokony SPICE agmuHuctpatopy Termidesk B

rpadpuyeckom uHTepderce ynpaeneHus cnepyeT nepentu «KomnoHeHTbl - [MpoTokonbl [OCTaBKM»,

HaXkaTb Ha 3KpaHHyt KHorky [HoBbii], BbiGpath «SPICE (Hanpsmyto)» W 3anonHWTb [JaHHble,

nepeyncnieHHble B cTonbue «lMapameTp» cnepytrolen Tabamubl (cm. Tabnuua 50).

Tabnuua 50 — JaHHble ana nobasneHmsa npamoro noaktodeHmsa no SPICE

MapameTp OnucaHue
«Ha3BaHue» TekcToBOE HaMMEHOBAHWE NPOTOKOJA LOCTABKM
«KomMMeHTapum» MHbopMaLmMoHHOe coobLeHMe, UCMONb3yeMOe At ONMUCaHUS
Ha3Ha4YeHMs NMPOTOKOA AOCTaBKM
«[puoputet» MpenmyLecTBO MCMONb30BaHMSA NPOTOKO/A AOCTaBKM B hoHae
BPM
«CepTudmkar» MHbopmaLmsa o nybnmMyHoM Kato4ve ans 4ocTyna K naatdopme

BupTyanmsauum oVirt/RHEV

«[ocTtyn us cetemn»

Mpu BbIGOpE 3HauYeHUs «[a» NpoTokon ByaeT paspeLleH TONbKO
[ANS nepeyncneHHbix B napameTpe «CeTu» AMana3oHOB CeTen
(peanusaumsa «benoro» cnucka focTyna).

Mpwu BbIGOpE 3HaYeHUs «HeT» npoTokon ByaeT 3anpeLleH ans
nepeyncreHHbIx B napametpe «CeTu» amManasoHoB ceTen
(peanusaums «4epHOro» CNmMcka foCTyna)

«CeTtn»

BblbpaTb AMana3oH ceTeBbIX aApecoB, U3 KOTOPbIX byaeT
pa3peLUeHO MM 3aMpeLLEHO UCMNOJIb30BaHMEe NPOTOKOA ANs
noakntoueHma K BPM. YkasaHHble ananasoHbl OMKHbI BbITb
co3gaHbl B «KoMmnoHeHTbl - CeTus»

Bobinyck ot ceHTabpsa 2023

103



@ TERMIDESK C/IET.10001-01 90 02

MapameTp OnucaHue

«Pa3peLueHHble ycTpomncTBa» Ykazatb naeHTudukatopbl OC, KoTopble MOryT ObITb
MCMOJIb30BaHbl Npu nogkntodeHnn no npotokony SPICE k BPM

LOns npoBepkyM NpaBUNALHOCTWU 3anoNHEHUs GOPMbl MOAKIHOYEHUSI MOXHO MCMOMb30BaThb 3KPAHHYHO

kHonky [TecT].

9.3.2 . MNMoaxnioveHue Yepe3 koMnoHeHT «LLino3» no npotokony SPICE

LOns nobaeneHna noakntodeHus no npotokony SPICE uepes BebcokeT-wunto3 agMuHUCTpaTopy Termidesk
cnepyeT nepentn «KomnoHeHTbl - [lpoTokOnbl AOCTaBKM», HaxaTb Ha 3KpaHHYtO KHornky [HoBbiH],
BblbpaTb «SPICE (u4epe3 BebGcokeT-wwunt03)» W 3anoNHUTL [AaHHble, MepeynucneHHble B CTOnbue

«[MapameTp» cnenytoLLen Tabnunubl (cm. Tabamua 51).

Tabnuua 51 - JaHHble ana gobasneHus nogkntoueHust no SPICE uepes «LWnto3»

MapameTp OnwucaHue
«HazBaHune» TekcToBOE HaMMEHOBaHMeE MPOTOKO/A AOCTaBKMU
«KomMMeHTapum» MNHdopmaLMoHHOE coobLLEeHWE, MCMOMb3YEMOE A1 ONMUCAHUS

Ha3Ha4yeHUa NpoOTOKOJ1a 4OCTaBKU

«[puoputet» MpenMyLLECTBO MCNOIb30BAaHMA NPOTOKOJIA AOCTaBKKU B hoHae
BPM
«URL wntoza» Agnpec cepsepa B dpopMaTte ws(s)://192.0.2.30/

websockify, obecneumnsatowlero hopmmpoBaHme m
noaaep>kaHue coeguHeHwUs.

OvpekTnBa ws OTHOCUTCA K ncnonb3osaHuto nopta 80,
OMPEKTMBA WSS 03HAYaeT ncnosb3oBaHue 443 nopra.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wnto3a.
Mpumep IP-agpeca npueeneH B cootBeTcTBUM ¢ RFC 5737, oH
[O/KEH ObITb 3aMeHeH Ha aKTyanbHbl, UCNONb3YyEMbIN
COrNnacHO CxXeMe agpecaumu, NPUHATON B MHDpPaACTPyKType
npeanpuaTus.

3Ha4yeHWe 3TOro napaMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS 13 KOHdUrypaumoHHoro danna /
etc/opt/termidesk-vdi/termidesk.conf

«Bpems oxxnpaHus coegmHeHUs» Bpemsi oxxnpaHus (B cekyHAax) oTKAMKaA LUHO3a

«CepTudmkar» MHbopMaLumsa o nybnmyHoM katode Ans 4oCTyna K naatpopme
BupTyanm3aumm oVirt/RHEV

«[ocTtyn us cetemn» Mpu BbIGOpE 3HauUeHUs «[a» npoTokon ByaeT paspeLueH
TONbKO AN NepeymncneHHbIx B napameTpe «CeTu» aAmManasoHoB
ceTen (peanusauma «b6enoro» cnmucka gocTyna).

Mpwn BbIGOpe 3HaveHUs «HeT» npoTokon ByaeT 3anpeLleH ans
nepeymncsieHHbIxX B NnapameTpe «CeTu» amMana3oHoOB ceTen
(peanusaums «4epHOro» Cnucka AocTyna)
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MapameTp

OnucaHue

«CeTtn»

BbibpaTb AMana3oH ceTeBbIX aApeCOB, U3 KOTOPbIX ByaeT
pa3peLLEHO UM 3anpeLLEHO UCMOb30BaHWE NPOTOKOA AN1A
nopkntodeHuns Kk BPM. YkasaHHble gnMana3oHbl LOMKHbI ObiTb
co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLueHHble ycTponcTBa»

Ykazatb naeHTudukatopbl OC, KoTopble MOFyT BbITb

MCNoNb30BaHbl Npu nogkarodeHmnn no npotokony SPICE k
BPM

Ons npoBepkyM NpaBUNALHOCTU 3aMoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOb30BaThb 3KPAHHYHO

kHonky [TecT].

9.3.3 . NopkntoueHue no npotokony SPICE uyepes HTMLS5 (nokanbHbiid NpoKcu)

Ons pob6aeneHusa nogkntodeHuss no npotokony SPICE uyepes HTMLS5 agMunucTtpatopy Termidesk

cnepyet neperTn «KomnoHeHTbl - [pOTOKONbI AOCTaBKM», HaXaTb Ha 3KpaHHYk KHonky [HoBbiA],

BbibpaTb «SPICE (HTML5, uyepe3 nokanbHbIM MPOKCWM)» U 3amnoSIHUTb OaHHbIE, MEPEYUCTIEHHbIE B

cTtonbue «lMapameTp» cnenytoLien Tabnmubl (cm. Tabnuua 52).

Tabnuua 52 — OaHHble ana nobasneHma noaknatoveHusa no SPICE yepes nokanbHbIN NpoKcK

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBaHME MPOTOKO/A AOCTAaBKMU
«KomMMeHTapum» MHbopMaLmoHHOe coobLueHMe, UCMONb3yeMOe A/ ONUCaHUS
Ha3Ha4yeHMsa NPOTOKOJia AOCTAaBKM
«MpuopnteT» MpenMyLLECTBO MCNOIb30BAaHMSA NPOTOKOJIA AOCTaBKMU B hoHIe

BPM

«URL wnro3za»

Appec cepsepa B dopmate ws(s)://192.0.2.30/
websockify, obecneumnsatowlero bopmMmmpoBaHme m
rnoanepXaHue coeguHeHus.

dvpekTnBa ws OTHOCUTCS K Mcnonb3oBaHUto nopta 80,
OMPEKTMBA WSS 03HaYaeT ncnosb3oBaHue 443 nopra.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wntosa.
Mpumep IP-agpeca npmeepeH B cootBeTcTBUM ¢ RFC 5737, oH
[LO/KEH ObITb 3aMeHEH Ha aKTyanbHbl, UCNONb3YyEMbIN
COrnacHO CxeMe agpecaumn, NPUHATON B MHDPaACTPyKType
npeanpuaTus.

3Ha4yeHWe 3TOro napaMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS 13 KOHdUrypaumoHHoro damnna /
etc/opt/termidesk-vdi/termidesk.conf

« BpeMFI OXXngaHma coeguHeHuna»

Bpemsi oxkuaaHus (B ceKyHAax) OTK/MKA LLUH03a
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MapameTp OnwucaHue

«[ocTtyn us ceten» Mpu BbIGOpE 3HaueHUs «[a» npoTokon ByaeT paspeLueH
TONbKO A1 NepeymncneHHbIx B napameTpe «CeTu» aAmManasoHoB
ceTen (peanusauma «benoro» cnmucka gocTyna).

Mpwn BbIGOpe 3HaueHUs «HeT» npoTokon ByaeT 3anpeLleH ans
nepeymncsieHHbIX B napameTpe «CeTu» amMana3oHOB ceTen
(peanusaums «4epHOro» Cnucka AocTyna)

«Cetun» BbibpaTb AMana3oH ceTeBbIX aApeCcoB, U3 KOTOPbIX byaeT
pa3peLLeHOo UM 3aMpeLLLEHO UCMOJIb30BaHMe NPOTOKONA AN
noakatoueHma Kk BPM. YkasaHHble anana3oHbl 40/MKHbI BbITb
co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3peLléHHbIE yCTpOMCTBa» YkazaTtb naeHtudukatopbl OC, KoTopblie MOryT 6bITb

Mcnonb3oBaHbl Npu noakntodeHmn no npotokony SPICE k
BPM

,DJ'IFI npoeBepkn npaBUAbHOCTU 3aloJIHEHUSA CbOprI noaokn4YeHnsa MOXHO WUCNOJIb30BaTb 3KPaHHYHO

kHonky [TecT].

9.3.4 . NopxnioueHue no npotokony SPICE uepes vdi-viewer

Lna nogkntodenmsa no npotokony SPICE uepes vdi-viewer Ha y3nax nnathopmbl BUPTYannsaumm AOMKHA
ObITb BKJIIOYEHA onTuMM3auma ana npotokona SPICE, B 6a30Bbiv 06pa3s HeOOXOAMMO TaK)Ke YCTaHOBUTb
nakeT termidesk-video-agent (cM. nogpaszen YcraHoBka B cpege OC Astra Linux Special Edition 1.7
C/NET.10001-01 90 04 «PykoBomcTtBO agMuHMCTpaTopa. HacTpomka KOMMOHeHTa «AreHT»), a Ha
MoJsib30BaTENbCKYH pabouyro CTaHUMIO HEobXOOMMO YCTaHOBUTb MakeT termidesk-viewer cOrnacHo
nogpasgenam OC Astra Linux Special Edition 1 OC Microsoft Windows nokymenTta CJIET.10001-01 92

01 ««PykoBoacTBO agMuHUCTpaTopa. HacTporika u akcnnyaTaums koMnoHeHTa «KnueHT»).

LOna pobasneHns nopkntodeHmsa no npotokony SPICE uepes vdi-viewer agMuHucTpaTopy Termidesk B
rpacdmyeckoM wuHTepderice ynpasneHus crenyeT nepentn «KoMnoHeHTbl - [lpoTokonbl AOCTaBKU»,
Ha)xaTb Ha 3KpaHHyto kHonky [HoBbii], BbiGpath «SPICE (vdi-viewer, skcnepum.)» v 3anonHuTb

JaHHble, NepeyuncsieHHble B cTonbue «lapameTp» cnepytroLlent Tabnumubl (cm. Tabnuua 53).

Tabnuua 53 - daHHble ana pobasneHus nogkntoveHusa rno SPICE yepes vdi-viewer

MapameTp OnucaHue
«HazBaHue» TekcToBOE HaMMEHOBAHWE MPOTOKOJA AOCTABKM
«KomMMeHTapuimn» MHdopmaLMoHHOE co0bLLEHWE, MCMOMb3YEMOE A1 ONMUCAHUS

Ha3Ha4yeHUAa NPOTOKOJ1a 4OCTaBKU

«[MpuoputeT» MperMyLLEeCTBO UCNOIb30BAHUS NPOTOKOA AOCTaBKU B HOHAE
BPM
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MapameTp OnwucaHue

«URL wntoza» Appec cepsepa B dopmate ws(s)://192.0.2.30/
websockify, obecneumnBatoLero GopMmpoBaHue 1
nopnep>kaHMe coeguHeHus.

dvpekTnBa ws OTHOCUTCS K Ucnonb3oBaHUto nopta 80,
OMPEKTMBA WSS 03HaYaeT ncnosb3oBaHue 443 nopra.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wntosa.
Mpumep IP-agpeca npueeneH B cootBeTcTBUM ¢ RFC 5737, oH
[LO/KEH ObITb 3aMeHEH Ha aKTyanbHbl, UCNONb3YyeEMbIN
COrnacHoO Cxeme agpecaumu, NPUHATON B MHDPaACTPyKType
npeanpuaTus.

3Ha4yeHWe 3TOro napaMeTpa He OTHOCUTCS K 3HAYEHUIO
WSPROXY_BIND_ADDRESS 13 KOHdUrypaumoHHoro damnna /
etc/opt/termidesk-vdi/termidesk.conf

«Bpqu OXngaHua coeamHeHuna» BpeMﬂ OXXnaoaHusa (B ceKyH,u,ax) OTKJIMKa LU1HO3a

«CepTudukar» MHudopmauma o nybanyHoM Krode gis foctyna K nnatdopme
BMpPTYyanm3aumm (OnumMoHanbHo)

«Jdoctyn us ceten» Mpu BbIGOpE 3HaueHMs «Ja» npoTokon ByaeT paspeLueH
TONbKO A1 NepeyncneHHbIx B napameTpe «CeTu» AnanasoHoOB
ceTen (peanunsauma «b6enoro» cnmucka gocTyna).

Mpwn BbIGOpe 3HaveHuns «HeT» npoTokon OyaeT 3anpeLLeH ans
nepeymncsieHHbIx B NnapameTpe «CeTu» amMana3oHoB ceTen
(peanu3zauma «4epHOro» CNMcKa AOCTYyNa)

«CeTtun» BbibpaTb AMana3oH ceTeBbIX aApeECOB, U3 KOTOPbIX ByaeT
pa3peLLEHO UM 3anpeLLEHO UCMOb30BaHWE NPOTOKOA AN1A
nopkntodeHuns Kk BPM. YkasaHHble gnMana3oHbl LOMKHbI ObiTb
co3aaHbl B «KoMnoHeHTbl - CeTu»

«Pa3pelUEHHbIe yCTpOMCTBa» Ykazatb naeHTudukatopbl OC, KoTopble MOryT BbITb

MCNoNb30BaHbl Npu nogkarodeHmnn no npotokony SPICE k
BPM

Ons npoBepkyM NpaBUNALHOCTU 3anoNHEHUS GOPMbl MOAKIHOYEHUS MOXHO MCMOMb30BaThb 3KPAHHYHO

kHonky [TecT].

9.4 . MNpotokon poctaBku VNC

9.4.1 . MopkntoyeHue no npotokony VNC yepes HTMLS5 (nokanbHbiA npokcu)

Ons  pobasneHus nopkntodeHuss no npotokony VNC uyepes HTMLS (nokanbHbi  npokcu)
apMuHucTpaTopy Termidesk B rpacdmyeckom uHTepdence ynpasneHus cneayet nepenty «KoMnoHeHTbI -
MpoTokonbl JocTaBKkM», HaxaTb Ha 3KpaHHyt kHornky [HoBwii], Bbibpate «VNC (HTML5, uepes
JIOKaNbHbIM TMPOKCU)» U 3amnoJIHUTb [aHHble, MepeynucneHHble B cTtonbue «[llapameTp» cneaytolen

Tabnuupl (cm. Tabnuua 54).
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Tabnuua 54 — NanHble ans nobasneHmsa nogktodeHms no VNC yepes nokanbHbIM NPOKCH

MapameTp OnwucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHMeE NPOTOKO/A AOCTABKM
«KomMmeHTapuii» NHdopmaLmMoHHOe coobLLEHME, UCMOb3yEMOE 418 ONUCaHUA

Ha3Ha4yeHUAa NpoOTOKO/1a 4OCTAaBKU

«[Mpuroputet» MpenmyLLeCTBO MCNOIb30BaHMA NPOTOKO/IA AOCTaBKKU B hoHae
BPM
«URL wnto3a» Appec wno3a B popmate ws(s)://192.0.2.30/

websockiify, obecneumnBatoLero GopMmpoBaHue 1
noaaep>kaHue CoefMHeHUs.

[OvpekTnBa ws OTHOCUTCA K Mcnonb3oBaHuto nopta 80,
AVPEKTUBA WSS O3HaYaeT ucnonb3osaHue 443 nopTa.
MapameTp 192.0.2.30 - gocTynHbln |P-agpec wnto3a.
Mpumep IP-appeca npmeeneH B cootBetcTBumM ¢ RFC 5737, oH
LONIXKEH ObITb 3aMEHEH Ha aKTyaslbHbI1, UCMONb3yEMbIN
COrNacHO CXeMe agpecaumm, NPUHSATON B MHbpPaACTpyKType

npeonpuaTua.
Mo ymMonyaHUo UCMNoIb3YeTCS afpec JIOKabHOW YCTAaHOBKM
127.0.0.1
«Bpems oxxnpaHua coeamHeHua» Bpemsi oxxnpaHus (B cekyHaax) oTKAMKa LI03a
«[JocTtyn us cetemn» Mpu BbIGOpE 3HaUeHMs «[da» npoTokon OyneT paspeLueH

TONbKO AN NepeyncneHHbIx B napameTpe «CeTu» ananasoHoB
ceTer (peanusaumsa «b6enoro» cnmcka 4ocTyna).

Mpu BbIGOpE 3HaUeHUs «HeT» NpoTokon ByaeT 3anpeLLeH ans
nepeumncrieHHbIx B napameTpe «CeTu» aManasoHOB ceTel
(peanusauma «4epHOro» CnNMckKa AoCTyna)

«CeTtun» BbibpaTb AMana3oH ceTeBbIX aapecoB, U3 KOTOPbIX ByaeT
pa3peLleHo UK 3anpeLLeHo MCNo/b30BaHMe NPOTOKoNa AN
noakntoyueHmnsa K BPM. YkasaHHble anana3oHbl 0MKHbI ObITb
co3paHbl B «KoMnoneHTbl - CeTu»

«Pa3pelUEHHbIe ycTponCcTBa» Ykazatb naeHTudukatopbl OC, koTopble MOFyT BbITb
MCNoNb30BaHbl Npu nogkarodeHmnn no npotokony VNC k BPM

Ons npoBepkyM NpaBUAbHOCTWU 3anoNHEHUS GOPMbl MOAKHOYEHUS MOXKHO MCMONb30BaThb 3KPAHHYHO

kHonky [TecTt].

9.5. MNpotokon pocraeku Loudplay

9.5.1 . MNpsamoe noaxntoyeHue no npotokony Loudplay
Ons  BOo3MOXHOCTM  pobaBneHuss npoTokona goctaBkum  Loudplay  Heobxoaumo — BKAKOUUTL
3KCNepuMeHTanbHbIM MNapaMeTp experimental.loudplay.transports.enabled B COOTBETCTBUM C

noapaszenom YnpasneHue 3KCrnepuMeHTanbHbIMM NapameTpaMu Termidesk.
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A ©®onp BPM, ncnonb3syrowmii npotokon goctaesku Loudplay, gonxkeH ncnonb3osatb wabnoH BPM
nocTaBLuMKa pecypcoB «Dusnyeckaa paboyas CTaHUUNA».
B wabnoxe BPM ponxkeH 6b1Tb ykasaH |P-agpec BM, Ha koTopon ycTaHoBneH cepeep Loudplay.

Mocne BKAKOYEHUS 3KCMEPUMEHTANbLHOMO NapamMeTpa B rpaduyeckom MHTepdence ynpaBieHus nepemTu B

«KoMnoHeHTbl - MpoTokonbl AocTaBkm», a 3aTeM HaXkaTb Ha 3KpaHHYI kHornky [HoBbIK] v BbiGpaTh 13

BbiMagatoLero cnucka «Loudplay (Hanpsimyto, akcnepum.)».

Ons pobaBneHus NpoTokona AOCTaBKM agMUHUCTpaTopy Termidesk Heo6xoguMoO 3amMoONHUTbL AaHHbIE,

nepeyuncrsieHHble B ctonbue «[lMapameTp» cnep,yrou.l,eﬁ Tabnuubl (cm. Tabauua 55).

Tabnuua 55 - daHHble gna nobaBneHus npsiMoro nogktoveHuns no npotokony Loudplay

MapamMeTp OnucaHue
«HazBaHune» TekcToBOE HaMMEHOBaHME MPOTOKOJIa AOCTAaBKM
«KomMMeHTapum» MHbopMaLmMoHHOe coobLeHMe, UCMONb3yeMOe A1t ONMUCaHUS
Ha3Ha4YeHMs NPOTOKOJ1a 4OCTABKM
«MpuoputeT» MpenMyLLLeCTBO UCMOIb30BaHWS NPOTOKOMAA AOCTaBKM B

¢doHage BPM

«[MopT rtsp-cepeepa»

Bbi6op nopta RTSP-cepgepa. Mo ymMonyaHuto ucnonbsyercst
8554

«[MMyTb K API»

HaunmeHoBaHue kaHana gns nogkntodeHus. o ymonyaHuio
ucronosyetcs /desktop

«[NopT ynpaeneHus (knasuatypa/
MblLLb)»

Bbi6op nopTa ynpaBneHus KaBMaTypou 1 Mblwbto. o
yMon4aHuio ncrnonbsyetcsa 8555

«[NopT cnyxebHbin (bbr_port)»

Bbi6op cny>kebHoro nopta RPC. o ymMonyaHuio
ncrnonbsyetcs 8556

«[lopT BMAeo noToka»

Bbi6op nopTa Bupeonotoka. [1o ymonyaHuio ncnonbsyetcs
6970

«[MopT ayamo notoka»

Bbi6op nopTa ayguonoToka. 1o ymonyaHuio ncnonbsyeTtcs
6972

«JocTtyn us cetemn»

Mpu BbIBOpE 3HauYeHUa «[a» npoTokon ByaeT paspeLueH
TONBKO A1 MepeymncneHHbix B napametpe «Cetu»
[AManasoHoB ceTel (peanusaums «6enoro» cnmcka focTyna).
Mpu BbIGOpE 3HaUeHUs «HeT» NnpoTokon ByaeT 3anpeLleH ans
nepeuncieHHbix B napametpe «CeTu» aManasoHOB ceTeN
(peanusaumsa «4epHOro» cnmcka AocTyna)

«CeTu»

Bbi6paTb AMana3oH ceTeBbIX aapecoB, U3 KOTOPbIX OyaeT
pa3peLLeHo UK 3aMpeLLeHo UCMNOob30BaHME MPOTOKOa A1g
noaxkntoueHmna K BPM. YkasaHHble gmnana3oHbl JOMKHbI ObITb
co3naHbl B «KoMmnoHeHTbl - CeTn»
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MapameTp OnucaHue
«Pa3peLueHHble ycTpomncTBa» Ykazatb naeHTudukatopbl OC, KoTopble MOryT BbITb
MCMNONb30BaHbI NPY NoakAt4YeHUM no npotokony Loudplay k
BPM

9.5.2. MNMoaknioveHue yepe3s kKoMnoHeHT «LLinto3» no npotokony Loudplay
OrpaHuyeHns BO3MOXHOCTM pobaBneHus npoTokosia Loudplay 4yepez «komnoHeHT «LLntos»

COOTBETCTBYHOT OrpaHMU4YeHUaMm, npmuBegeHHbIM onga npamMmoro nogknroyeHnda no gaHHOMY NpoTOKOY.

Mocne BKAKOYEHUS 3KCMEPUMEHTANILHOMO NMapamMeTpa B rpaduyeckom MHTepdence ynpaBieHus nepemTu B
«KoMnoHeHTbl - MpoTokonbl AocTaBkm», a 3aTeM HaXkaTb Ha 3KpaHHYH kHornky [HoBbIK] v BbiGpaTh U3
BbinagatoLero cnucka «Loudplay (4Yepes BebGCOKeT LLNHO3, IKCMEPUM.)».

Ona pobasneHuns npoTtokona AOCTaBKM agMUHUCTpaTopy Termidesk HeobxogMMoO 3anonHUTL [aHHbIE,

nepeuncieHHble B ctonbue «lMapameTp» cnegyrowen Tabnunubl (cm. Tabnuua 56).

Tabnuua 56 — OaHHble ans nobaeneHmsa noaktoveHus vyepes «Lnto3» no npotokony Loudplay

MapameTp OnucaHue
«HazBaHune» TekcToBOE HaMMEHOBaHME MPOTOKOJIa AOCTaBKM
«KomMMeHTapum» MHpopmaLMoHHOEe co0obLLEHWE, MCNOMb3YEMOE A5 ONMUCaHUS

Ha3Ha4YeHUAa NPOTOKO1a 4OCTaBKU

«[puoputet» MpenMyLecTBO MCNONb30BaHMS NPOTOKO/A AOCTAaBKU B
¢donge BPM
«URL wntoza» Agnpec cepsepa B popmate ws(s)://192.0.2.30/

websockify, obecneumnsatoLlero hbopmMmpoBaHue u
noaaepxaHue coeanHeHus.

OuvpexkTnBa ws OTHOCMTCS K Mcnosib3oBaHuo nopta 80,
OUPEKTMBA WSS O3HaYaeT ucnonb3osaHMe 443 nopra.

MapameTp 192.0.2.30 - gocTynHbin |P-agpec wnto3a.
Mpumep IP-agpeca npueeneH B cootBeTcTBUM ¢ RFC 5737,
OH O0NYEH ObITb 3aMEHEH HA aKTyaslbHbIW, NCMNOMb3YeMbIN
COrNacHO CXeMe agpecaumm, NMPUHATON B MHPPACTPYKType
npeanpuaTus.

3Ha4eHuWe 3TOro napamMeTpa He OTHOCUTCS K 3HAYEHUHO
WSPROXY_BIND_ADDRESS 13 KOH}pUrypaumoHHoro danna /
etc/opt/termidesk-vdi/termidesk.conf

«[MpoTokon nepepayun» Mcnonb3yembin npoTokon nepepayn. BosmoxkHoe
3Ha4veHune: UDP

«[MopT rtsp-cepeepa» Bbi6op nopta RTSP-cepgepa. Mo ymMonyaHuto ucnonbsyercst
8554
«MyTb K API» HanmeHoBaHMWe kaHana ans noaknatodveHus. Mo ymonyaHumio

ucrionbsyetcs /desktop
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MapameTp

OnucaHue

«[NopT ynpaeneHus (knasuatypa/
MblLLb)»

Bbibop nopTta ynpasneHusi knaBmMaTypour 1 Mbiwbio. o
yMon4aHuto ncrnonbsyetcsa 8555

«[NopT cnyxebHbIn (bbr_port)»

Bbi6op cnyxkebHoro nopta RPC. Mo ymMonyaHuto
ncrnonbsyetcs 8556

«[MopT BMAeo noToka»

Bbibop nopta BugeonoToka. Mo ymMonyaHuio ncnonb3yeTcs
6970

«[MopT ayamo notoka»

Bbi6op nopTa ayguonoToka. 1o ymonyaHuio ncnonbsyertcs
6972

«[JocTtyn us cetemn»

Mpu BbIBOpE 3HauYeHUa «[a» npoTokon ByaeT paspeLueH
TONBKO A1l MepeyYncneHHbix B napametpe «Cetu»
[Mana3oHOoB ceTel (peanusaums «6enoro» cnmMcka 4OCTyna).
Mpwu BbIGOpE 3HaYeHUa «HeT» npoTokon ByaeT 3anpeLeH ang
nepeuncieHHbix B napamerpe «CeTu» aManasoHOB ceTen
(peanuszaumsa «4epHOro» crnmcka AocTyna)

«CeTtun»

BbibpaTb AManasoH ceTeBbIX aApecoB, U3 KOTOpbIX byaeT
pa3peLleHo UK 3anpeLLeHo UCMob30BaHMe NPOTOKOa AN
noakntoueHmna K BPM. YkasaHHble gmnana3oHbl JomKHbI ObITb
co3paHbl B «KomrnoHeHTbl - CeTu»

«Pa3pelueHHbIe ycTponcTBa»

Ykazatb naeHTudukatopbl OC, koTopble MOryT ObITb
MCMONb30BaHbI NPU NogktodeHMn no npoTtokony Loudplay k
BPM
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10 . CUCTEMHDbIE HACTPOMKMU

10.1 . O6wme cuctemHble napaMeTpbl Termidesk

CucremHble napaMeTpbl MNO3BONAKOT 3a4dTb OCHOBHbIE 3Ha4YeHWU4d, HEO6XOLI,VIMbIe ana  ycnewHoro

dyHKUMOHMpoBaHuMa Termidesk.

Ons KoHbMrypauum obLmx CUCTEMHbIX NMapaMeTpoB B rpaduyeckomM MHTepderce ynpasBneHus cnesyet
nepenTtu «Hactporiku - CuctemMHble napameTpsbl - O6Lwme».
JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucrieHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnaunubl (cm. Tabamua 56).

& VI3MeHeHMe CMCTEMHBIX NapaMeTpoB BCTYMNAKOT B CUY TOJIbKO nocse nepesarpysku Termidesk.

Tabnuua 57 — O6ume cnuctemuble napametpbl Termidesk

MapameTp OnucaHue
«leHepaTop MMeH» BapuaHTbl Mcnonb3oBaHWS MMeH ans pa3BepTbiBaHua BPM
«Tema odopmneHus» Tema odopmneHus rpacdmyeckoro nHTepdenca

nosb3oBatesia 1 ynpasieHUA

«ABTO3anyck paboyero mecta» MapameTp koHbUrypaLmm aBToMaTMyeckoro 3anycka BPM
rocrie ero co3gaHms

«MHTepBan NpoBepokK K3La paboumx Mepuog (B cekyHaax) onpoca poHaa BPM ana

MecT» onpeaeneHus rotoeHoct BPM

«MHTepBan NpoBepok HEMCMONb3YEMbIX BpemeHHoM nHTepBan (B cekyHaax) nposepkn BPM ana
pabounx MecT» NoCnenyoLEero UX OTKIHOUYEHMS

«MHTepBan 0UMCTKN MHDOPMALIMOHHbIX BpeMeHHOM MHTepBan O4YUCTKU MHHOPMALIMK O COBLITUSAX,
0bbEKTOB» BO3HMKAOLWMX B Npouecce akcnayataumm Termidesk
«KonnyectBo NoTokoB OHOBbIX 334a4» KonnuecTBo ogHOBpEMEHHbIX 33434, BbIMOMHAEMbIX

NnNaHNPOBLLMKOM B CbOHOBOM npouecce

«He yunTbiBaTh MakcMMasnbHble He yunTbiBaTb MakCMMasbHble OrpaHUYEHUS NpU
OorpaHuYeHus» dbopmuposaHum ponpgos BPM

«Bpemsa xpaHeHus MHbDOPMALMOHHbIX BpemeHHoOM nepuoa XxpaHeHUs MHGOPMALLMKM O COBbITUSAX,
0O6BbEKTOB» BO3HMKAIOLLMX B NMpoLecce 3KCnayaTaumm

«Bpems 6nokupoBkm Bxoga» Bpemsa (B cekyHAaax) nocne nctedeHums KoToporo byaet

BO3MOXKEH MOBTOPHbIN BXOA, CyObeKTa C posibto
«AgMuHucTpatop» unu «lMonb3oBaTtenb» B cnyyae, ecnu
CYyOBHEKTOM C YKa3aHHOM posibto Bbin McyeprnaH TMMUT
HeyAa4YHbIX NOMbITOK BX0AA
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MapameTp

OnucaHue

«URL Bxopa»

URL-agpec Ha4anbHOM CTPaHULbl rpacdmn4eckoro
nHTepdenca ynpasneHus

«MakcrMManbHoe BpeMsi MHMLMAIM3aLUK
paboyero MecTa»

MakcrManbHoe BpeMs (B CEKYHAAX) OXXUAAHUS
rotosHoctn BPM

«MakcnmMyM 3anumcen B XXypHase ans
06BbEKTOBY

MakcmnManbHOe KOIMYECTBO CUCTEMHBIX COObITUM,
n06aBNsSIEMbIX B XXypHa

«MakcMyM NonbITOK BXoaa»

MoporoBoe 3Ha4eHMe YMCNa HeyaaYHbIX MNOMbITOK BXOAA
cybbekTa

«UHTepBan npoBepku 4ns yaaneHus
06bEKTOB»

MHuTepBan nposepku (B cekyHaax) BPM, nomMeueHHbIx ans
yaaneHms

«KonnyecTtso ownbOK ansi orpaHUYeHms
dboHpa»

MoporoBoe 3Ha4yeHUe KONMUYECTBA OLLIMBOK, BO3HUKAROLLINX
B nMpouecce 3kcnayatauuu doHza BPM

«MNHTepBan oTcnexxmsaHMs oWMBOK B
doHae»

BpeMeHHOM MHTepBan NoABAEHUS OLLIMBOK, CBA3aHHbIX C
dyHKuMoHMpoBaHem doHaa BPM

«KonnuyecTso NOTOKOB NIaHUPOBLLMKA
3a4a4»

Moporoeoe 3HayeHMe MOTOKOB 33[a4, BbIMOJHAEMbIX
NAAHUPOBLUMKOM, NMPU 0BECMEYEHUMN YKMBHEHHOIO LMK
¢oHma BPM

«CpoK [encTBUS yCTapeBLUEN
nyéankaunm»

BpeMeHHoOM MHTEpBan, No UCTEYEHUIO KOTOPOTO
nybnmkaums poHga BPM cuutaeTca ycTapeslien n
nomeyaeTcs Ans yoaneHmsa us Termidesk

«CpoK XpaHeHUsi CTaTUCTUKU»

BpemeHHoM MHTepBan XpaHeHUs1 HanIoB XXypHaNoB

«KonnuecTso yAangembIX pa6oqu MEeCT 3a
O4MH nMpoxon»

MakcumanbHoe konmyectso BPM, ynanasembix
eaMHOBpeMEHHO 13 ¢poHaa BPM

JkpaHHas kHornka [CoxpaHUTb] coxpaHsieT obLLme cUCTEMHbIE NapaMeTpbl.

10.2 . MapameTpbl 6e30nacHocTM Termidesk

Ons KoHbUrypauum cucTeMHbIX NMapamMeTpoB 6e30MacHOCTM B rpadmyeckoM uHTepdence ynpasieHus

cnepyeT nepenTtun «Hactporiku - CuctemMHble napaMeTpsbl - besonacHocTb».

LJocTynHble ona penakTMpoBaHus agMuHUcTpaTopy Termidesk napamMeTpbl mepeuvcrieHbl B cTOnbue

«[NapameTp» cnepytowiert Hactponka napameTpoB 6esonacHocTu B Termidesk.

Tabnuua 58 - MNapameTpbl 6e3onacHocTn Termidesk

MapameTp

OnucaHue

«DKCKJ/THO3UBHbIN BbIXOA»

3anpeT MHOXecTBeHHoro Bxoaa B Termidesk ans
Cy6'bEKTOB C pa3nnyHbIMUN NOJTHOMOYNAMMU

«MacTep-knrou»

NpeHTudmkaTop pernctpaumm cyobvektTos B Termidesk
npu poctyne Kk doHay BPM
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MapameTp OnucaHue

«JloBepeHHbIe XOCTbI» MpeHTudmKaTOp Y3108, MMEIOLLIMX MPaBO MNOAK/IOYATLCA
K Termidesk

«NMTeNnbHOCTL CeECCUM aAMUHUCTPATOPa» BpemeHHoOM MHTEpBan ceccum, MHULMMPOBAHHOM Ha
rpacdmyeckuin MHTepdenc ynpaBneHus

«JocTyn K Be6-4acTU CUCTEMHbBIM Bo3MOXXHOCTb CybbekTa € posibto «AgMUHUCTpATOP»
Nnonb30BaTeNeEM» NOAKOYaTbCS K rpaduyeckoMy MHTepdency

«Mcnonb3oBaTtb aHoHcHMpyeMbln |P knnenTa» | Mcnonb3osatb IP-agpec knveHTa, nepegaBaemMbiii B
npouecce Bxoaa B Termidesk

«GID cucTeMHoM rpynnbl agMUHUCTpaTopa» | UoeHTudmKaTop rpynmbl, B KOTOPYH BXOAUT ydeTHas
3anmcb CybbekTa C posibto « AGMUHUCTPATOP»

«[nnTenbHOCTb CeCcCUKM NoJsib30BaTeNs» BpeMeHHOM MHTepBan ceccum cybbekTa C ponbio
«[Nonb3oBaTtenb», MHALMUPOBAHHOM Ha rpacdmveckom
nHTepdence nonb3osarens

10.3 . HasHaueHue cny>kebHbIX QYHKLUA aAMUHUCTPATOpPaM
B Termidesk peanuzoBaHo pasgeneHune 4OCTYMNHbIX CNY>KEOHbIX hYyHKLUMIA ONS agMUHUCTPaTOPOB.

Lna pobaeneHus Bbibopa AOCTYMHbIX CNYXXEOHbIX hYHKLUMIK cneayeT nepenTtn «HacTponkn - YnpaBneHue
poONSIMU» U HaXKaTb 3KPaHHY KHoNKy [HoBbIM] (cM. PucyHok 20).
Mpu pobaBneHun GyHKUMM HEOBXOAMMO BBECTM TEKCTOBOE HaMMEHOBAaHWE CO34aBaeMoOro Ksacca

dAMUHNCTPATOpPA, a TakKXXe Bbl6paTb CMUCOK Ha3Ha4YaeMbIX pa3peLueHM171.
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paspelueHus
3arpyska nLeHzum

M3meHeHWe CACTEMHBIX NapaMeTpos
MpocmeTp rpynn paboumx mect

MpocMoTp AOMEHOE ayTeHTUGMKALMM
MpocmoTp u3obipasxkennii B ranepee
MpocmeTp AuueH3Mn

MpocmeTp MoHUTOPMHFa

MpocmoTp NapameTpos rocTessix OC
MpocMoTP NOANTWK KOHGUIypaLi
MpocMeTp NoNL30BATENbLCKIX CRCCHid
MpocMeTp NOCTaBLYMKOE pecypcos
MpocMoTp NPOTOKONGE 40CTABKN
MpocmoTp ceTed

MpocMeTp CUCTeMHBIX NapaMeTPoB
NpocveTp dorgos pabodunx mect
PepakTuposaHuie rpynn pabouux mect
PefakTUpOBaHIIe JOMEHOE ayTeHTUdUKaLMN
PepakTpoBatiie nsobpaxeHwii & ranepee
PegakTripoBaHvie napameTpos roctessix OC
PefakTMpoOBaHIie NOAUTUK KOHGUrypauuii
PefakTUpOBaHIE MOCTABLLMKE PECYPCOS
PepakTpoBaHiie NPeTOKONOE AOCTABKM
PenakTripoBaHve ceTeii

PepakTupoBaHiie GoHACE pabounx mect
Cozganue rpynn pabouusx mect

Co3aanue JOMeHOB ayTeHTudnKkaLu

Cospanve nsobpaxeHuii 8 ranepee

PucyHok 20 — OkHO Ha3Ha4YeHUs Mob30BaTE/IbCKMX pPa3peLLeHnit
[na pepakTMpoBaHusa Kiacca agMUHUCTPATOPA HY>KHO BblBpaTh €ro, a 3aTeM HaXkaTb SKPaHHYHO
KHonKy [PemakTupoBatb].
[nsa ynaneHus HY>KHO BbIOpaTb CO34aHHbIN 0ObEKT, a 3aTeM HaXkaTb IKPaHHYIO KHOMKY [YaanuTtb].

A Knacc apMuHUCTpaTopa MOXeT ObiTb yAasneH TOMbKO B TOM C/y4Yae, €C/iM OH He Ha3HayeH
Mosb30BaTEN!O.

Knacc agMuHUCTpaTopa MOXeT ObiTb Ha3HayeH onpeaefeHHOMY nosnb3oBaTento. [ns HasHadeHus
co3faHHoro knacca cnepyet nepentn «KoMnoHeHTbl - [loMeHbl ayTeHTUdUKaLMU» U 3aTeM B cTonbue
«Ha3BaHue» cBogHOM Tabnuubl BbIOpaTb AOMEH ayTEHTUDUKALMM, B KOTOPbIA BXOAUT NOMb30BATESNb.

Ha oTkpbiBwencs cTpaHuue B Tabnuue «[lonb3oBaTenu» HY>XHO BblOpaTb MOSIb30BAaTENS U HaXaTb
3KpaHHyt KHOMKy [PemakTupoBaTtb]. B oTkpbiBlieNcs dopMe peaakTUpOBaHWs Mosb3oBaTens B nose

«Ponu» BbIBpaTb KNacc (cm. PucyHok 21).
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PepakTupoBaTh brestadmin

Norux brestadmin

msa brestadmin
KommeHTapwii

Cratyc AKTWBHbIA

Mepcoxan

AaMuHUCTpaTop
Fpynnbi brestadmins, brestusers

Paspewenus Huyero He Boibparo
Aoctyna k APl

Ponu I| funds admin

OTMeHUTL CoxpaHunTh

PucyHok 21 — OkHO Ha3Ha4yeHUsi MONb30BaTE/IbCKMUX POJIE

A TMapameTtp «[llepcoHan» ykasbiBaeT, YTO MONb30BaTeENb ABNSETCA onepaTopoM Termidesk (knacc
aAMUHUCTpPaTOpPa C OrpaHUYEHHbIMM MNONHOMOYMSIMU B rpacdmyeckoM nHTepdence Termidesk).

Co3aaHHbIM KlaccaM aAMUHUCTPATOPOB MOXHO AeNernMpoBaTh ynpaBneHue oTaeNbHbiMU doHaamu BPM.
LOns pobaBneHns HOBOro paspeLueHus ans obbekTa cnenyeT nepenTu «Hactporiku - Ynpaenenne ACL»,
HaXkaTb 3KpaHHYto kHomMKy [HoBbI1] 1 BbIGpaTh 06bekT «MPoHA pabounx MecT».

B pexume pobaBneHuss HOBOro paspelleHus ansi obbekTa agMuHUCTpaTopy Termidesk Heobxogumo

3aMnoJIHUTb NMapaMeTpbl, NepedncieHHble B ctonbue «lMapameTp» cnenytowen Tabnmupl (cm. Tabauua 59).

Tabnuua 59 - NocTynHble napaMeTpbl Npu Ao6aBNeHUM MONb30BATENbCKMX pa3peLleHnin Ans GoHO0B
BPM

Mapametp OnucaHue

«Ponb» HanmeHoBaHue 3apaHee CO34aHHOINo U HasHa4eHHOoro
Nnos1b30BaTesIioO KjlaCCa aAMUHUCTpaTopa
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MapameTp

OnucaHue

«lMNonb3oBaTenbckoe paspeLueHmne»

Bbi6op Nonb30BaTeNIbCKUX Pa3peLLEHMI, KAaCAtOLLMXCS
¢oHpgos BPM.

Cnuncok Bcex fOCTYMHbIX pa3peLleHmnit:

npocmoTp doHaos BPM;

penakTupoBaHue dhoHaos BPM;

yaaneHuve ¢poHoos BPM;

ynpaBneHue kawem dhoHaos BPM;

BPM;
* ynpaBneHue nosb3oBaTensmu doHgos BPM;

* ynpaBneHME NMpPoToKoamMu gocTtaBkm ¢hoHaos BPM;

* ynpaBneHue nybnmkauusmu pongos BPM

ynpaBneHme nonb3oBaTe/IbCKUMU TpynnaMn CI)OH,EI,OB

«ObbekT»

Panee cospaHHbIM poHa BPM

Bobinyck ot ceHTabpsa 2023

117



@ TERMIDESK

CNET.10001-01 90 02

11 . MOHUTOPUHI U YBEAOMIJIEHUA

11.1 . CucreMHble napaMeTpbl MOHUTOPUHIa

CucTeMHble napaMeTpbl MOHUTOPMHIA MO3BONAKOT HACTPOUTDL BbIBOA COBbLITUM B syslog-cepsep.

Ona KoHdbUrypauum cMCTEMHbIX MapaMeTPoOB MOHUTOPMHra B rpacdmyeckoM MHTepdence yrnpasieHus

cnepyeT nepenTun «Hactporiku - CucTemMHble napaMeTpbl - MOHUTOPUHMY.

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucneHbl B cTonbue

«[MapameTp» cnepytoLLen Tabnunubl (cm. Tabaumua 60).

Tabnuua 60 — MapameTpbl MOHUTOpUHIa Termidesk

MapameTp

OnucaHue

«JlornposaHue Syslog»

MepeHanpaBneHMe NOTOKa COBbITUM MOHUTOPUHTA Ha
oTAenbHbIN syslog-cepeep

«XocT 1» — «XocT 3»

IP-appeca nnun nMeHa y3noB, Ha KOTOPbIX pasBepHyTa
cnyxba syslog-cepsepa

«[MpoTokon»

Bbi6op npoTokona paboTbl ans cnyxbbl syslog-cepsepa

«KaTeropusa coobLieHmns»

Bbibop kaTeropum coobuieHmin, KoTopbie dyayT
3aMnuCbIBaTbLCS B XXYPHaa MOHUTOPUHIA

«YpOBeHb IOrMpoBaHUSA»

Bbi6op ypoBHSi nornpoBaHus cobbiTnin (INFO, WARNING,
ERROR, CRITICAL, DEBUG)

11.2 . Hactpo¥ika oTnpaBku yBeAOMIIEHUI O CUCTEMHBIX COBBITUSIX

LOna HacTponku oOTnpaBKW YBEAOMEHWM O CUCTEMHbIX CODObITUSX B rpaduyeckoM UHTepderce

ynpasneHus cnepyet nepentn «Hactponkum - CucteMHble napaMeTpbl - YBELOMJIEHUS»,

LocTynHble ana penakTmpoBaHus agMUHUCTpaTopy Termidesk napameTpbl nepeuncnieHbl B CToN6Le
«ﬂapameTp» CnELI,yI-OU.I,eﬁ Tabnuubl (cm. Tabnuua 61).

Tabnuua 61 — MNMapaMeTpbl OTNPaBKM YBEAOMIEHUN O CODLITUSAX

MapameTp

OnucaHue

«Bkn/BblKn NOYTOBbIX

BkntoyeHmne nnm oTKNo4YEHME BO3SMOXXHOCTH OoTnpaBKU yBeﬂ,OMHEHMDI (o}

YBEAOMJIEHUIN» CUCTEMHbIX COBBITUSAX MO NEKTPOHHOM NoYTe

«XocT» IP-appec nnv nms ysna, Ha KOTOPOM pasBepHyTa Cyxba cepBepa
3/1eKTPOHHOM MOYThI

«MopT» Homep nopTa, Ha KOTOpOM BeaeTca NpocayLLMBaHWE Cny>Xbon cepeepa

3/1EKTPOHHOM MOYThI

«Email otnpasutens»

MouToBbLIN agpec oTAPaBUTENS COOBLLEHUI Ha CEpBEPE NEKTPOHHOM
noytbl. Popmat: mailto:user@mail.domain
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MapameTp OnucaHue
«[Monb3oBarenb» NpeHTudukaTop nosb3oBaTesnisi CEpBUCA SNIEKTPOHHOM MOYTbI
«[Maponb» MocnenoBaTenbHOCTbL CUMBOJIOB 4NN NMOATBEPXKAEHMS MOJHOMOYMM

nonb30BaTeNa cepBuUCa 3J'IeKTpOHHOVI Mo4yTbl

«[Moppeprkka TLS»

BkntoueHme nogaep>kku npoTtokona TLS npu BzaumogencTeum c
CepBepoOM 371eKTPOHHOM MOYThI

«[Mopnep>kka SSL»

BkntoueHne nogaep>xku npotokona SSL npu B3avmonencTsmnm c
CepBepPOM 3/IEKTPOHHOM MOYThI

«TanmayT»

Bpemsa oxupaHus (B cekyHaax) oTBeTa OT cepBepa 3/IEKTPOHHOM MoYTbl

«Email nonyuyatenen (4epes
3anaTyro)»

MepeyeHb agpecoB 31eKTPOHHOM MOYTbI NMoyYaTesien YBeLOMIEHUN.
®opmMat: mailto:user@mail.domain

«[Mpedukc pna Tembl
nncbma»

TekcToBoe none, cogepyalee MHPOPMaUUIO AN NOACTAHOBKM B TEMY
S/1EKTPOHHOI0 NnNCbMa

«YBenomseHne o cMeHe
peXkMMa TexobCny>XnBaHus B
nocTaBLUMKE pecypcoB»

BkntoyeHne BO3MOXKHOCTM OTMNPaBKM YBEAOMNEHUS MO 3NEKTPOHHOM
noyTe 0 CUCTEMHOM cobbITUN «CMeHa pexxnma TexobcnyKMBaHus B
MocTaBLLMKe pecypcoB»

«YBenomneHue o
BO3HWKHOBEHUM OLUMBOK C
pabo4ynMm MecTaMm»

BkntoueHne BO3MOXXHOCTM OTMPaBKM YBEAOMIEHMS MO 3NEKTPOHHOM
Nno4YTe O CUCTEMHOM CObbITUM «Bo3HUKHOBEHWE OLLIMBOK BHYTpU poHAa
pabo4ymnx MecT»

«YBenomneHue o
npeBbILLEHUMU
JIMLLEH3UPOBAHHOIO
KOMIMYECTBA NOAK/HOUEHWNIA»

BkntoyeHmne BO3MOXKHOCTHU OTNpaBKu1 yBeAOMNEHNA MO 3J'IeKTpOHHOVI
rnoyTe 0 CUCTEMHOM COBbITUM «38I'IDOC nogKN4vYeHnsa ceBepx JTMMUTA,
YCTAaHOBJIEHHOIO JINLEH3NEN»

«YBenomneHue o
MpeBbILEHUN
JINLUEH3MPOBAHHOIO
KO/IMYEeCTBa NoJb30BaTeNnen»

BkntoyeHmne BO3MOXXHOCTHU OTNnpaBKu yBegoMNeHUA MNno BHEKTpOHHOVI
rMoyTe 0 CUCTEMHOM COBbITUM «33I'IDOC BXO4a nosib3oBaTenid CBepx
MnNMnUTA, YCTaHOBIEHHOIO J'IVILI,EHBMGVI»

11.3 . YBepoMneHue 06 oumbkax ayTeHTUdUKaLMm B rpadpmyeckoM UHTepdeice ynpaBneHus

Ons koHduUrypaumm cucteMHbiX napaMeTpoB ayTeHTUdUKaumu cnepyet nepentn «HacTponkm -

CucTteMHble napameTpbl - AyTeHTUdUKaLUa ».

B oTKpbiBLIENCS CTpaHWLE MOXHO 334aTb AOMOJSIHUTENIbHOE TEKCTOBOE COOobLLeHWe, KoTopoe OyaeT

BblJaBaTbCs

ynpasneHus Termidesk.

B C/lydae HeycCrnewHon ayTeHTUdUKaLuMM MnoCpeacTsom

rpadpuyeckoro umHTepderica

11.4 . LLlabnoH ans MoHuTOpUHra Zabbix

Termidesk nopaep>xmMBaeT MOHUTOPUHT COCTOSIHUSI KOMMOHEHTOB Yepe3 Zabb1ix.
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LLlabnoH ansi MOHMTOPUHIA pacnpocTpaHsieTcs Yyepe3 1so-obpa3s Termidesk.

B wabnoHe HaxoaaTca MeTPUKMU OS5 MOHUTOPUHIa KOMMOHEHTOB cepBepa Termidesk: yHMBepcanbHOro
amcrneTdepa, WO3a, MeHeakepa BPM.

PeanusoBaHbl Kak MpocTbie NpoBepKkn (NMOAKIOYEHUE K MOPTaM), Tak M OMPOC COCTOSIHUA CNyXb health

checking.

11.5. OtyeTbl

Ons bopMmnpoBaHMS OTYETOB O COBbLITUAX B rpadMyeckoM UHTepdence ynpaBneHUs CneayeT MepemTm

«MOHUTOPUHT - OTUeTbI».

Mo>kHO cchOpMMPOBaTL CNEAYHOLLME OTHETbI:
* OTYET MO MOCNeAHEMY MOJIb30BATE/IbCKOMY BXOLY B CUCTEMY;
* OTYET MO MOJIb30BaTE/IbCKUM CEaHCaM;

" OTYET NO MNoJib30BaTEJ/IbCKMM MOAKTHOYEHUAM.

Ons dopmupoBaHMs OoT4yeTa MO MOC/AEAHEMY MONb30BATENbCKOMY BXOAY B CUCTEMY HaAO HaXkaTb
3KpaHHyto kHornky [HoBbiK], BbiGpaTh TN oTueTa «OT4YeT MO NocnegHeMy MONb30BaTENbCKOMY BXOAY B
CUCTEMY» U 3aMONIHUTb MapaMeTpbl, NepeyncneHHble B ctonbue «lapameTp» cnepytolier Tabnuubl (cm.

Tabnuua 62).

Tabnuua 62 - MapameTpbl 4189 GOPMUPOBAHUS OTUETA MO NOC/ELHEMY MONb30BATE/ILCKOMY BXOAY B

Termidesk

MapameTp OnucaHue

«HazBaHune» TekcToBOE HaMMeHOBaHMe OTYeTa

«KoMmeHTapum» MHdopmaLMoHHOE coobLLeHWE, NCMOb3YEMOE A5 ONMUCAHUS
oT4eTa

«[ata 1 BpemMs Hauyana» [ata v Bpemsi Ha4yana cobbITUs, OT KOTOPbIX byaeT chopMmpoBaH
otueT. [1nsa Bbibopa AaTbl U BpPEMEHM HaZ0 HaxXKaTb JIEBOM
KHOMKOM MbILLUM B MNoJie BBOAA, 3aTEM BblOpaTh HY>KHOE 3HaYeHue
n HaXkaTb knasuwy <Enter> gns nogteep>xaeHms Boibopa

& Ecnv chopmmpoBaHHble oT4YeTbl He comepykaT HMKakon MHdopMauum (nycTble), HeobxoauMo
NpoOBEPUTb, YTO CUCTEMHbIM MapameTp ayauTa «CoxpaHeHue B BL» ycTaHOBNEH B 3HayeHUe
«[a» (cM. nogpaspen CucteMHble napaMeTpbl ayauTa).

Ons dopmMupoBaHMs oTYeTa MO MOMb30BATEIbLCKMM CeaHCaM HaAo HaXkaTb 3KpaHHyto kHonky [HoBbin],
Bbl6paTb TUN oTyeTa «OTYEeT No Nosb30BaTENIbCKMM CEaHCaM» U 3aMoIHUTbL NapaMeTpbl, NepeYncieHHble

B cTonbue «lMapameTp» cnepytoLuen Tabnuubl (cm. Tabnuua 63).
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Tabnuua 63 — MapameTpbl 418 GOPMUPOBAHMUA OTYETA MO MOb30BATENIbCKMM CEAHCAM

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHME OTHETA
«KomMmeHTapuii» NHdopmaumoHHoe coobLueHmne, ncrnosbyemoe ais

OMUCaHuA OTHETA

«,El,aTa 1 BpeM4d Ha4dasla CeaHCa»

[ata v Bpemst Hayana cobbiTus. [1nsa Bbibopa AaTbl U
BPEMEHM Ha[0 HaXkaTb JIEBOM KHOMKOM MbllLM B NoJie BBOAA,
3aTeM BblbpaTh HY>KHOE 3HaYeHME U HaXKaTb KNaBULLY
<Enter> nna noaTBep>kaeHMs Bbibopa

«[aTa 1 Bpems 3aBepLUEHUS CeaHCa»

[aTa n BpeMsa 3aBepLueHUs cobbiTus. [na Bbibopa AaTbl U
BPEMEHU HaA0 HaXKaTb JIEBOM KHOMKOM MbILLIU B MoJe BBOAA,
3aTeM BblbpaTbh HY>KHOE 3HaYEHME U HaXKaTb KNaBULLY
<Enter> nna noaTeepskaeHMa Bbibopa

«[JoMeH ayTeHTUdUKaLUN»

HanmeHoBaHMe foMeHa ayTeHTUDMKALUM, MO KOTOPOMY
OyneT ocyLecTBIeH NOUCK COBbITUS

«[Monb3oBaTenb»

Jlornn nonb3oBaTens, No KOTOPOMY ByaeT OCyLLECTBEH
MOUCK COBbITUSA

,D,J'Iﬂ CbOpMMpOBaHVIFI OT4YETa NO MNOJIb30BATE/IbCKMUM MOAKNKOYEHNAM HaAO HaXXdTb 3KPaHHYH KHOMKY

[HoBbii4], BbIGpaTh TUN oTuHeTa «OTYET NO NONb30BATENLCKMUM MOAKIHOHYEHUSAM» U 3aMONHUTb NapameTpbl,

nepeuncrieHHble B ctonbue «lMapameTp» cneayrowen Tabnuubl (cm. Tabnuua 64).

Tabnuua 64 - MNMapameTpbl 4N GOPMUPOBAHUS OTYETA MO MOJIb30BATENBCKMM MOAK/THOYEHUSAM

MapameTp OnucaHue
«HasBaHue» TekcToBOE HaMMEHOBaHWe OTHETa
«KoMMmeHTapuii» UHdopmaumoHHoe coobLueHme, UCnonb3yeMoe ans

OMUCaHuA OTHETA

«[laTa 1 BpeMsa Hayasia NoAK/IOUYEHUA»

[ata v Bpemst Hayana cobbiTus. [nsa Bbibopa faTbl U
BPEMEHW Ha[0 HaXkaTb JIEBOM KHOMKOM MbILlM B noJie
BBOAA, 3aTEM BbIOpaTb HY>KHOE 3Ha4YeHME U HaxXKaTb
knaeuwy <Enter> nns nogTeepxxaeHms Boibopa

«[ata n Bpems 3aBepLUeHMS
NOAKJTHOYEHUS»

LaTa n BpeMsa 3aBepLueHust cobbiTua. [lna Bbibopa aathbl u
BPEMEHM Ha[0 HaXkaTb JIEBOM KHOMKOM MbILlUKX B MoJie
BBOAA, 3aTEM BbIOpaTb HY>KHOE 3HaYeHME U HaxKaTb
knasuwy <Enter> pna noareepxxaeHus Bbibopa

Ons npocmoTpa chopmupoBaHHOro otyeta cnenyeTt nepentn «MoHuTopuHr — OTueTbi» M BblOpaTb

Ha3BaHWME OTYETA.

Mpu nomowm skpaHHOM kHomkK [CSV] MOXXHO BbIrpy3nTb B csv-hain BeCb NpeacTaBNeHHbIN OTYET (cm.

PucyHok 22).
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TEQMIDESK @ @CMCTeMHbu‘/’l nosib3oBaTtesb (admin123) v

@B 0630p

& KomnoHeHTbI

>

Qg HacTtpoiiku

>

4 Pa6ouve vecta >

all MonunTopunr

>

OTuétel > Bxop B cuctemy

OT4éT Bxoa B cnctemy

OT4eT no nocseAHeMy Nosb3oBaTe/IbCKOMY BXOAY B CUCTEMY HaumHas ¢ 4 nond 2023 1. 12:12

csv
Aata ~ Monb3oBaTenb [lomeH ayTeHTUPUKaLUM AaMUHUCTpaTop MepcoHan
03.08.2023, 12:10:04 admin123 BcTpoeHHbIl [Ja Ja
15 v | HacTp. 1-1m31 « < 1 m31 > >

PucyHok 22 — OkHO chopMUpPOBAHHOIO OTYETA MO NMOC/AEAHEMY MOJIb30BATENIbCKOMY BXOAY
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[na KoHbUrypaumm cUcTeMHbIX NapaMeTpoB ayamTa B rpadmyeckoM uHTepdence ynpasneHus cnepyer

nepenTtun «Hactporiku - CuctemMHble napaMeTpbl - AyanT».

JocTtynHble ans pepakTupoBaHus agMuHUCTpaTopy Termidesk mapameTpbl nepeyucnieHbl B cTonbue

«[MapameTp» cnenytoLLen TabnunLbl (cm. Tabnauua 64).

Tabnuua 65 - CucteMHble NapamMeTpbl ayauTa

MapameTp

OnucaHue

«Mcnonb3oBaTb "cTpOrmn” pexxum ayamta»

BkntoyeHme pexxrmMa MakCMManbHO MOSIHOMO COXpPaHEeHMUS
MHGOpMaLMK 0 COBbITUSAX ayamTa

«CoxpaHeHue B bll»

Bbibop coxpaHeHus cobbiTum ayamTta B B/,

«Bpems xpaHeHus 3anucu B B, (aHen)»

Bpems xpaHeHus (B aHsX) 3anucu cobbitus ayamTa B B,

«MakcrMMyM yaansembix cobbITUN»

MakcrManbHoe KOMYeCTBO YAanseMbIX COObITUI B
>KypHane ayamTa

«CoxpaHeHue B ann»

Bbi6op coxpaHeHMs cobbITUI ayamnTa B OTAEbHbIN dann
»KypHana

«Marnn xpaHeHUs cOObITUI»

YKazaHue NonHOro nyTu K danny XpaHeHUs >KypHana
COBbITMI ayanTa Npu BbibpaHHoM onumn «CoxpaHeHMe B
hann»

«KonnyectBo apxumBHbIX hannos»

MakcmnManbHOe KONMYECTBO apXMBHbIX HalIoB XXypHana
CobbITUI ayauTa, No AOCTUXEHUN KOTOPOrO HA4YMHAETCS
nepesanucb

«OTnpaBka B Syslog»

HanpaeneHue norMpoBaHmsa Ha OTAENbHbIN Syslog-
cepsep

«XocT» IP-appec nnm ums y3na, Ha KOTOPOM pa3BEPHYTa C/yXba
syslog-cepgepa

«[lMpoTokon» Bbibop npoTokona paboTbl Ans cnyxbbi syslog-cepeepa

«[MopT» MopT, Ha KOTOpOM HaxoguTcs cnyxba syslog-cepsepa

«KaTeropusa coobLieHusa»

Bbibop kaTeropmmn coobuieHnin, KoTopble OyayT
3anuCbIBAaTLCS B XXYpHan ayauTa

12.2 . XypHanbi

XXypHanbl cepBepa Termidesk xpaHsiTcs B kaTtanore /var/log/termidesk.

Bobinyck ot ceHTabpsa 2023

123



@ TERMIDESK C/MET.10001-01 90 02

YcTaHoBMEHbI cnepytowme ypHanbl Termidesk, pasgeneHHble Mo TMMam COBbLITUM, KOTOpblE B HWUX
3anMcbIBatoTCA:

* auth.log - 3anucbIBatoTCA CObbITUS 06 aBTOpM3auuM cybbekToB B Ternidesk;

* celery-beat.log - 3aNMCbIBatOTCA COObITUS MEPUOAMYECKON MPOBEPKU COCTOSIHMSI 06paboTumka
3agaHunn yepe3 RabbitMQ. MopaepykmMBaeTcs aBTOMaTMYECKAs POTALMSA >KYPHaNa A4S UCKIIOYEHUS
BO3MO>KHOCTM MEPENOSTHEHMS MPOCTPAHCTBA ANCKaA;

* celery-worker.log - 3anucbiBalOTCs COObITUS o0bOpaboTumka 3agaHuK  yepe3 RabbitMQ.
MopnepxuBaeTcs  aBTOMAaTM4Yeckas poOTauMsl  >KypHana Aas  UCKJOYEHMSI  BO3MOXHOCTM
nepenosiHeHUs NPOCTPaHCTBA AMCKa;

* other.log - 3anucbiBatoTca cobbiTna nnatdopm MK CB bpect n VMware, a Takxe cobbITus, He
OTHOCALLMECS K APYTUM MOAYNSAM;

* services.log - 3anucbiBatoTCcsa cobbliTUs paboTel BM Ha nnatdopme oVirt;

* sql.log - 3anuMcbIBatOTCA OTNIaA04Hble cobbiTua BL;

* termidesk.log - 3anucbiBatoTCA cobbITUS paboThl cepBepa Termidesk;

* use.log - 3anucbiBatOTCA CObbITUS Nonb3oBaTenen BPM;

* workers.log - 3anMcbIBatOTCA CObbITUS 06paboTUMKa HOHOBLIX 3a4ay4;

* wsproxy.log - 3anMCbIBatOTCA COBbITUA KOMMOHEHTa «LLinto3»;

* orchestrator.log - 3anNUCbIBatOTCA COBLITUA KOMMOHeHTa «OpkecTpaTop»;

* stal_proxy.log - 3anNu1CbIBatOTCA COBbITUS CNYXbbl proxy KoMrnoHeHTa «CepBep TepMUHANOBY;

* stal_service.log - 3anNMCbIBatOTCA COObITUS CNYXKObI stal komnoHeHTa «CepBep TEPMUHANIOB.

12.3 . HacTpoiika >xypHanMpoBaHus

YpoBeHb >XypHaNMpoOBaHUS 3a[aeTCs MapamMeTpoM LOG_LEVEL B KoHdurypaumMoHHoMm danne /etc/
opt/termidesk-vdi/termidesk.conf.
Lna n3ameHeHMs ypoBHS >XypHaNMpOBaHUSA HEOBXOAMMO:

" U3MEeHWUTb NnapamMeTp LOG_LEVEL;

* nepe3anycTuTb cny>xbbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

12.4 . MpocmoTp xxypHanos

Ona npocmoTpa obuiero >XypHana coObITUM, CBSi3aHHOrO C dyHKUMOHMpoBaHWeM Termidesk w
OENCTBUSIMM CyObEKTOB LOCTyna, cresyeT neperntn «MoHuTopuHr — XXypHan», roe BU3yasmnsmMpytoTcs
CUCTEMHbIE COBbLITUS C YKa3aHWEM YPOBHSI BaXKHOCTMU (CRITICAL, ERROR, WARNING, INFO, DEBUG) wu

WMCTOYHUKA BO3HMKHOBEHUS COBbITUS.
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Mpy noMoLwm 3KpaHHOM KHOMKM [CSV] MOXHO BbIrpy3uTb B csv-aii BeCb NPeAcTaBAEHHbIN XXypHan
cobbITUN.

KonunuyectBo cobbiTni, oTobpakaemMbix B rpaduyeckom MHTepdence MamM 3KCNopTUPYEMbIX B csv-dann,
MOXXHO MEHATb MpM MOMOLUM BbiMagatowero cnmcka «KonuuecTtBo 3anmcert ona 3arpysku». Takum

obpazom MoxxHo 3agaTb 100, 500, 1000 3anucen nnu BBECTM CBOE 3HAYEHME B AOCTYMNHOM MONeE.

= @ TERM' DESI—( @ @ CucTemHbli nonk3osarens (adminé09) v

e
& KoMmnoHeHTbl > XKypxan
ﬁ HacTpoiiku > C|[[10cex ~ Moucxk Q IKDHVIHECTBOBEI‘IVICEIZAJ‘IH sarpysku || Bolbepure numnT I I csv I

o cooBLIEHWIO
+ | v

Aata YpoBeHs | WcTouHuk = CoooblyeHune 100

[ Paborive mecta > )
25.09.2023, 14:56:37 INFO admin QBHOBKN NapameTpsbl KOHGUIYpaLWK 500

25.09.2023, 14:53:50 INFO web Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Win 1000

..I|I MoHWTOpUHT > AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.ou

25.09.2023, 14:53:50 INFO web user admin609 has Logged in from 10.10.100.5 where os is Windows. UA: Mozilla/5.0 (Windows NT 10.0; Win64;
%64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

PucyHok 23 — OTobpaykeHne obLLero >xypHana B rpadmyeckomM nHTepdence ynpasneHus Termidesk

Lna npocMoTpa >KypHana cobbiTUI, CBA3aHHOIO C OEUCTBUSIMU CYObEKTOB AOCTyMa, CleayeT MepenuTu
«MOHUTOPUHT — AyanT».

Mpu nomowm 3kpaHHOM KHOMKK [CSV] (cm. PucyHok 24) MOXHO BbIrpy3uTb B csv-bann Becb
NpeacTaBAEHHbIN XXYPHa COBbITUM, MO0 CTPOKU COBbLITUN.

KonnuyectBo cobbiTin, 0TOBpaXkaeMbiX B rpadmyeckoM MHTepdence mam 3KCNopTUpPYeEMbIX B csv-dann,
MOXXHO MEHATb Mpu MoMoLWM Bbinagarowero cnucka «Konuuectso 3anmcert A8 BbIrpysku». Takum
obpazom MoxkHo 3agaTb 100, 500, 1000 3anucen nnu BBECTM CBOE 3HAYEHME B AOCTYMNHOM MOSeE.

Mpu nomoLLm akpaHHOM kKHonku [KonupoBatb] cTpoku cobbITHIM MOXHO CKOMMpPOBaThb B bydep obMeHa.
& Ecnv cobbiTva ayouTa He oTobpaxkatoTcss BO Bknagke «MOHUTOPUHr — AyauT», HeobxoguMmo

ybeanTbes, uto B «Hactporku - CucteMHble napameTpbl - Ayaut» napametp «CoxpaHeHue B
b» vmeeT 3HaueHue «da».
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@ @CMC{EMthﬁ nonb3osarens (@admin609) v

@ O0630p

JKypHan cobeiTria

& KOMMOHEeHTLI >

Konuuecrso sanucei gnsi sarpysky || Boilbepure navmnT v I

& Hactpoiiku > Mowck: x Q
o no/ib30BaTeNto m IP aapecy
CobbiThe | noboe cobbiTue v Mpon3oWwno c
D Paboune Mecta > ] 100
fata CobbiTHe Onue 500
25.09.2023, 14:56:37 termidesk.audit.events.web.SystemConfigChanged = Mons 1000

il Monutopunr >

15 v [HacTp.

PucyHok 24 — OTobpaykeHue >XypHana ayauTta B rpadpuyeckom
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13. PEXXMM BbICOKOW OOCTYMNHOCTU U PABOTA C CEPTUDUKATAMMU

13.1. Hacrpoiika MeHemkepa BPM B pexxuMe BbICOKOM AOCTYMHOCTU

HacTpoika BbINosHAeTCS Mocie YCTaHOBKM  MPOrpaMMHOrO  KOMMJIeKCa B pacrnpeneseHHOM

KOHbUrypauum.

MocnenoBaTenibHOCTb HACTPOUKK Y3N10B € MeHepykepom BPM cnepytowias:
* Ha y3/e, BblbpaHHOM B KayecTBe master, MOMUMO YK€ 3aMyLUEHHbIX CNYX0, 3anyCTUTb TOMbKO

cnyxby termidesk-taskman, He [06aBNssa ee B pa3fen aBTOMaTUUECKOM 3arpy3Ku:

:~$ sudo systemctl start termidesk-taskman

" Ha Yy3/1aXx master wu SlaVGPyCTaHOBMTb nakeTbl nOporpamMm™Mm Ona opraHusauunu BbICOKOM

AOCTYNHOCTW:
:~$ sudo apt install -y keepalived 1ipset

roe:
-y - KJ1t0Y AN4 rnponycka noaTeepXXaeHnsa YCTaHOBKM;
* Ha y3nax master M slave co3matb Katanor /etc/keepalived/ (ecnn katanor paHee He Obin

CO34aH):
:~$ sudo mkdir -p /etc/keepalived

roe:

-p - KJIOY 419 CO34aHMS NOAKATaNIoOroB B YKa3aHHOM MyTU, C/IU UX He CYLLECTBYET;

* Ha y3nax master U slaveB Kkatanore /etc/keepalived/ co3pgaTb nycTble dannbl
keepalived.conf (dann HacTpoek pexxmMa BbICOKOM AOCTYMHOCTM) M notify.sh (ynpaeneHue

NepeksItoYEHUAMU PEXXMMOB BbICOKOM JOCTYMHOCTH):

1 :~$ sudo touch /etc/keepalived/keepalived.conf
2 :~$ sudo touch /etc/keepalived/notify.sh

" OTpeAaKTMpOBaTb CO34aHHbIM dann /etc/keepalived/keepalived.conf, npuBeaa ero Kk

cnepytowemMy Buay (Mo ovepenm Ha KaXkaoM M3 y3/10B):

global_defs {

1
2
3 router_id NAME_OF_ROUTER_ID # HY>XHO YKA3ATb: hostname xocTa
4 script_user user # HY)XHO YKA3ATb: BMecTo user -> nosb3oBareflb, OT UMEHU
KoToporo 3anyckaetrca keepalived
enable_script_security

o U

}
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7
8 vrrp_script check_httpd {

9 script "/usr/bin/pgrep apache" # path of the script to execute

10 interval 1 # seconds between script invocations, default 1 second

11 timeout 3 # seconds after which script is considered to have failed

12 #weight <INTEGER:-254..254> # adjust priority by this weight, default
0

13 rise 1 # required number of successes for OK transition

14 fall 2 # required number of successes for KO transition

15 #user USERNAME [GROUPNAME] # user/group names to run script under

16 init_fail # assume script 1dnitially is 1in failed
state

17 1

18

19 # [ns kaxgoro BupTyasibHoro IPv4-afdpeca CO34aeTcs CBOM aK3eMnasp vrrp_instance
20 vrrp_instance termidesk-taskman {

21 notify /etc/keepalived/notify.sh

22

23 # Initial state, MASTER|BACKUP

24 # As soon as the other machine(s) come up,

25 # an election will be held and the machine

26 # with the highest priority will become MASTER.

27 # So the entry here doesn't matter a whole lot.

28 state BACKUP

29

30 # dinterface for 1dinside_network, bound by vrrp

31 # HY)XXHO YKA3ATb: eth0 -> wuHTepdeiic, cmoTpsAwmi B NHTepHeT

32 interface etho

33

34 # arbitrary unique number from 0 to 255

35 # used to differentiate multiple instances of vrrpd

36 # running on the same NIC (and hence same socket).

37 # HY>XHO YKA3ATb: BmMecTo 106 -> HOMep ak3eMnnspa vrrp_instance

38 virtual_router_id 106

39

40 # for electing MASTER, highest priority wins.

41 # to be MASTER, make this 50 more than on other machines.

42 # HY>XHO YKA3ATb: BMecTo 128 -> npuopuTeT ak3emnispa vrrp_instance

43 priority 128

44

45 preempt_delay 5 # Seconds

46

47 # VRRP Advert interval in seconds (e.g. 0.92) (use default)

48 advert_int 1

49

50 # HYXHO YKA3ATb: BMecto IP_ADDRESS_OF_THIS_HOST -> IPv4-appec
HTepgoelica, cMoTpsiLero B VIHTepHeT

51 unicast_src_ip IP_ADDRESS_OF_THIS_HOST

52

53 authentication {

54 auth_type PASS

55 # HY)XXHO YKA3ATb: ksedimret -> 3ameHuTb Ha 6e30macHblii naposb

56 auth_pass ksedimret

57 }
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58
59
60

61
62

63
64
65
66
67
68
69

roe:

virtual_ipaddress {

CNET.10001-01 90 02

# HYXHO YKA3ATb: BMmecto VIRTUAL_IP_ADDREESS/MASK -> BUpPTya/lbHbIi

IPv4-agpec n ceTeBoli npedmke ¢ uHTepdpelica, cmoTpsiliero B IHTepHeT
# HY)XHO YKA3ATb: BMecTo eth® -> wuHTepdieiic, cmoTpsAwmii B IHTepHET

# HY)XHO YKA3ATb: BMecTo ethO:<3HaueHne> -> uHTepdeiic, CMOTPSALMIA B

WHTepHeT : 4-1i oKTeT BUpTyasibHoro IPv4-aapeca
VIRTUAL_IP_ADDREESS/MASK dev eth® label eth0:<3HauyeHue>
}

track_script {
check_httpd
}

script_user - 3Ha4YeHMe 3TOro napaMeTpa COOTBETCTBYET HAUMMEHOBAHUIKO NMOJ1b30BaTENA, OT MUMEHU

KOTOpOro 3anyckaetcsi cny>ba keepalived (0b6bl4HO - root);

NAME_OF_ROUTER_ID - nms 30Hbl MapwpyTmsaumm VRRP (obwee ona obounx y3nos);

IP_ADDREESS_OF_THIS_HOST - Tekywmn cTtatudeckuin |P-agpec y3na, Ha KOTOpPOM 3anyckaeTcs

cnyxba keepalived;

VIRTUAL_IP_ADDRESS/MASK - BUpTyanbHbI cTaTudeckui IP-agpec m Macka (obwue ons ysnos

master u slave);

eth0:<3HauyeHne> - 3Ha4YeHWe 4YeTBEPTOro okKTeTa BupTyanbHoro |Pv4-agpeca. Hanpumep, ecnu

MCNONIb3YeTCa BUPTYanbHbiM cTatudeckuit |P-agpec 192.0.2.30, To pOaHHbIM MapamMeTp nNpuUMeT

3HayeHune eth0:30;

" MO o4Yepeam Ha KaxAoM M3 y3NioB master M slave OTpedaKTMpPOBaTb CO34aHHbIA dann /etc/

keepalived/notify.sh, npuBeas ero K cnegytowiemMy suay:

coO~NOoOUUlh WN B

#!/bin/sh -e

SELF_BIN=S(realpath ${0})
SELF_DIR=$(dirname S${SELF_BIN})
TYPE=${1}
NAME=${2}
STATE=${3}
PRIORITY=S${4}
TASKMAN_SYSTEMCTL_NAME="termidesk-taskman"
TASKMAN_SYSTEMCTL_DESCRIPTION="Termidesk-VDI Taskman daemon"
TASKMAN_SYSTEMCTL_PIDFILE="/run/termidesk-taskman/pid"
msg2log () {
logger -i "Termidesk: ${1}"
}
taskman_stop () {
msg2log "Stopping S{TASKMAN_SYSTEMCTL_NAME} service"
systemctl is-active -q ${TASKMAN_SYSTEMCTL_NAME} && systemctl stop
S$S{TASKMAN_SYSTEMCTL_NAME}
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e
~

18
19
20
21

22
23
24

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

}
taskman_start () {

msg2log "Starting ${TASKMAN_SYSTEMCTL_NAME} service"

systemctl dis-active -q ${TASKMAN_SYSTEMCTL_NAME} || systemctl start -q
${TASKMAN_SYSTEMCTL_NAME}
}
# VRRP event type: INSTANCE, name: 1lsb_40, state: BACKUP, priority: 64
msg2log "VRRP event type: S${TYPE}, name: ${NAME}, state: S${STATE},
priority: S${PRIORITY}"
case ${STATE} 1in

BACKUP)

[ "${NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
3
FAULT)

[ "${NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_stop
b
MASTER)

[ "${NAME}" = "${TASKMAN_SYSTEMCTL_NAME}" ] && taskman_start
3
*)

msg2log "Error: unknown state S${STATE}"
exit 1
55
esac
exit O

* Ha y3nax master u slave caenatb pann notify.sh ncnonHaembim:

:~$ sudo chmod +x /etc/keepalived/notify.sh

" Ha Yy3/1aX master w” slave ILI,O6¢':IBI/ITb B aBTOMaTU4YeCKYHO 3arpy3ky W 3anyCTtuTb cepBuUcC

keeaplived:

1
2

:~$ sudo systemctl enable keepalived
:~$ sudo systemctl start keepalived

13.2 . Hactpoiika 6anaHcupoBLUMKa A1 paboTbl ¢ caMonoanucaHHbIMU cepTUdUKaTaMm

13.2.1 . Co3zpaHue camonopnucaHHoro SSL-ceptudukara

[ns cospaHua camonognucaHHoOro SSL'CepTMdJMKaTa M KNKOYa K HEMY HYXXHO!

* OTKPbITb Nporpammy «Terminal Fly» 1 nonyunts Boctyn K MHTEpdENCY KOMaHAHOM CTPOKMU;

* BbIMNONAHUTbL reHepaumto SSL-ceptudmkata (/etc/ssl/certs/nginx-selfsigned.crt) u knwoua

K HeMy (/etc/ssl/private/nginx-selfsigned.key):

1 :~$ sudo openssl req -new -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/
ssl/private/nginx-selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

MCI'IOJ'IbByEMbIe KN4 KOMaHObl:
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* openss’ - 6a30BbIM MHCTPYMEHT KOMaHAHOW CTPOKM 4151 CO3AAaHMUA U yNpaBeHus cepTudmkaTamu,
Kno4amum 1 apyrumm damnamm OpenSSL;

* req - 3Ta OMuMs YKa3blBaeT, YTO HAa AAHHOM 3Tamne Hy)XXHO MCMO/b30BaTb 3arnpoC Ha MOAMWUCH
ceptudpukara X.509 (CSR). X.509 - 310 cTaHAapT MHDPACTPYKTYpbl OTKPLITOrO KJto4Ya, KOTOPOro
npuaepxmpatotcs SSL u TLS npu ynpaBneHuun knwovamu u ceptudukatamu. [aHHas komMaHaa
Nno3BosgeT co34aTb HOBbIM cepTudmkat X.509;

" new - 3Ta OMNUMS YKa3bIBAET, YTO ByAET CO34aBaTbCA HOBbIM 3aMNpoc;

* x509 - 3Ta OMNuMs BHOCUT MOMPaBKY B MpeablayLlytd KOMaHA4y, COobLiasi yTUAMTE O TOM, YTO
BMECTO 3amnpoca Ha noanucaHve cepTudukaTa HeobXoaMMO C€O34aTb CAaMOMOAMMCAHHbIN
cepTudmkar;

* nodes - K/OY 4NS NPONYCKa OMuMKM 3almThl cepTudmMkaTa naponbHor dpaszomn. HyxxHo, 4Tobbl npm
3anycke 6anaHCMpPOBLUMK Harpysku (Nginx) MMen BO3MOXHOCTb 4MTaTb dann 6e3 BMelLaTeNnbCTBa
nonb3oBaTens. YCTaHOBMB Naposib, MPUAETCS BBOAUTL €0 MOC/E KaXKA0M Nepesarpysku;

* days 365 - 3Ta onuma yCTaHaBMBAET CPOK AEUCTBUS cepTudmKaTta (B LaHHOM cyyae cepTudukaT
[ENCTBUTENIEH B TEYEHUE roaa);

* newkey rsa:2048 - 3Ta ONuUMsl NO3BOJISIET OAHOBPEMEHHO CO3[4aTb HOBbIM CepTUDUKAT U HOBbIN
kntou. lMockonbKy KAto4, HEOBXOAUMbIM ONS MOAMUCaHUA cepTuduKaTta, He Bbln CO3paH paHee,
HY>XHO €034aTb ero BMecTe c cepTudmkaTom. [aHHaa onuma co3pgact RSA-kntou pasmepom 2048
ouT;

* keyout -3Ta onuusa coobwaet OpenSSL, Kyaa NOMecTUTb CreHepUPOBaHHbIN aif Kto4a;

* out -3Ta onumsa coobwaet OpenSSL, Kyaa NOMeCTUTb CO34aHHbIN CepTUDUKAT.

Mocne ucnonHeHWs KOMaHAbl HafO MOCNEAOBaTeNIbHO BBECTM PsiA MapaMeTpoB, 3amnpocbl Ha KOTOpble
0TODOpazaTCs B KOMaHOHOM CTPOKE:

= Country Name (2 letter code) [AU];

* State or Province Name (full name) [Some-State];

* Locality Name (eg, city) [];

* Organization Name (eg, company) [Internet Widgits Pty Ltd];

* Organizational Unit Name (eg, section) [];

= Common Name (e.g. server FQDN or YOUR name) [];

* Email Address [].

Hanbonee BaxkHbIM napameTpom siBnsgetcs Common Name (Heobxogpumo BBecT FQDN-ums
6anaHcuposlumka). Kak npaBuno, B 3Ty CTPOKY BHOCSAT OOMEHHOE UMS, C KOTOPbIM HY)XKHO CBSI3aTb

cepBep. B cnyyae ecnm goMeHHOro MMeEHM HET, HY>KHO BHECTM B 3Ty cTpokKy IP-agpec cepsepa.

Maninbl kNoYa U cepTudUKaTa ByayT pasMeLLeHbl B KaTanore, yKasaHHOM Mpu Bbi30Be KOMaHAbl openssl

B MapamMeTpax keyout u out.
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Mpu ncnonbzoeaHmm OpenSSL HeobxoauMo Takxke co3aatb kitoun duddu-XennmaHa, ong storo:

* OTKPbITb Nporpammy «Terminal Fly» 1 nonyuntb Boctyn K MHTEPGENCY KOMaHAHOW CTPOKM;

* creHepupoBaTb Kaoun Oduddu-Xennmana anmHon 4096 6UT n coxpaHuTb Ux B dann /etc/nginx/

dhparam. pem:

:~$ sudo openssl dhparam -out /etc/nginx/dhparam.pem 4096

13.2.2 . HacTtpoika nginx ans nogaep>xku SSL

[na HacTponkKn nginx HY>HO:

" CO34aTb HOBbIM MYCTOM CHWUMNMET nginx B KaTanore /etc/nginx/snippets p[ns ykasaHus

pa3MeLleHns cepTudmkaTa 1 Karova:

:~$ sudo touch /etc/nginx/snippets/self-signed.conf

" OTPEeAaKTMPOBAaTb CO34aHHbIM (ais, NpUBeas ero K BUaY:

ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;

* CO3[aTb eLle OAMH MYCTOW CHUMMET, NpefHa3Ha4YeHHbIN ana HacTpoek SSL (3To no3BonuT cepeepy

nginx

MCMNOJ1b30BaTb HaOeXXHbIM MeéXaHn3M npeo6pa3OBaHM9| n BKTKOYNT HEKOTOpble

AononHuTenbHble GyHKLMM 6e30MacHOCTH):

:~$ sudo touch /etc/nginx/snippets/ssl-params.conf

* OTpefaKTMpOBaTb CO3AaHHbIM dann ssl-params.conf, npuBeas ero K BUAYy:

A WDN B

0 ~N o U

ssl_protocols TLSv1.2;

ssl_prefer_server_ciphers on;

ssl_dhparam /etc/nginx/dhparam.pem;

ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-AES256-GCM-SHA512: ECDHE-RSA-
AES256-GCM-SHA384 : DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384;
ssl_ecdh_curve secp384rl; # Requires nginx >= 1.1.0

ssl_session_timeout 10m;

ssl_session_cache shared:SSL:10m;

ssl_session_tickets off; # Requires nginx >= 1.5.9

ssl_stapling on; # Requires nginx >= 1.3.7

ssl_stapling_verify on; # Requires nginx => 1.3.7

resolver 77.88.8.8 77.88.8.1 valid=300s;

resolver_timeout 5s;

# Disable strict transport security for now. You can uncomment the following
# line if you understand the implications.

# add_header Strict-Transport-Security "max-age=63072000; includeSubDomains;
preload";

add_header X-Frame-Options DENY;

add_header X-Content-Type-Options nosniff;
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18 add_header X-XSS-Protection "1; mode=block";

A TMockonbky cepTUdMKaT ABNSETCA CAMOMNOANMCAaHHbBIM, SSL stapling He ByaeT MCNoNb30BaThCS.
CepBep nginx BblAacT npeaynpexaeHwe, OTKNOUUT stapling Ans AaHHoro ceptudukata m
NPOAO/IXKUT paboTy.

13.2.3 . KoHdurypuposaHue Beb-cepeepa

Lna koHdUrypmpoBaHus Beb-cepeepa HY>XHO:

* C034aTb NYCTOM KOHUIYypaUUOHHbIN dann:
:~$ sudo touch /etc/nginx/sites-available/sampledomain.ru.conf

* OTpenaKTMpPOBATb CO3AAaHHbIN daln, NPpUBEAS ero K BUAY:

& 3pecb v panee npumepbl IP-agpecoe npueeaeHbl B cootBeTcTBuM ¢ RFC 5737. YkaszaHHbie |P-
agpeca AO/MKHbl BbiTb 3aMEHEeHbl Ha aKTyaslbHble, MCMOJIb3yeMble COMMacHO CXeMe afpecauuu,
NPUHATON B MHGPACTPYKType NpeanpuaTus.

1 upstream daas-upstream-ws {
2 least_conn;
3 # PROXY TERMIDESK
4
5 server 192.0.2.41:5099;
6 server 192.0.2.42:5099;
7 server 192.0.2.43:5099;
8 server 192.0.2.44:5099;
S
10 }
11
12 upstream daas-upstream-nodes {
13 least_conn;
14 # DISPATCHER TERMIDESK
15
16 server 192.0.2.30;
17 server 192.0.2.31;
18 server 192.0.2.32;
19
20 }
21
22 server {
23 listen 0.0.0.0:80;
24 listen 0.0.0.0:443 ssl;
25
26 include snippets/self-signed.conf;
27 include snippets/ssl-params.conf;
28
29 location /websockify {
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30 # limit_req zone=fast nodelay;

31 proxy_http_version 1.1;

32 proxy_pass http://daas-upstream-ws/;

33 proxy_set_header Upgrade $http_upgrade;
34 proxy_set_header Connection "upgrade";
35

36 # Connection timeout

37 proxy_connect_timeout 1000;

38 proxy_send_timeout 1000;

39 proxy_read_timeout 1000;

40 send_timeout 1000;

41

42 # Disable cache

43 proxy_buffering off;

44 proxy_set_header Host $host;

45 proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
46 }

47

48 location / {

49 proxy_pass http://daas-upstream-nodes/;
50

51 proxy_set_header Host $host;

52 proxy_set_header X-Forwarded-Proto $scheme;
53

54 }

55

56 1

& |P-appeca, nepeuncneHHble B AMpekTMBE daas-upstream-ws, SIBASKOTCA afpecaMu LUHO30B
nopgkntoveHnn Termidesk, a IP-appeca, nepeuncneHHble B anpekTMBe daas-upstream-nodes,
SBNAOTCA agpecaMm YHUBepCasbHbIX gucnetyepoB Termidesk.

" CO34aTb CMMBOJIMYECKYHO CCbIIKY Ha OaHHbIM BUPTYaAJIbHbIM XOCT U3 AupekTopumn /etc/nginx/

sites-available B oupekToputo /etc/nginx/sites-enabled, 4Tobbl NginX ero o6CcNy>KMBan:
:~$ sudo 1ln -s /etc/nginx/sites-available/sampledomain.ru.conf /etc/nginx/sites-enabled/
* MpPOBEPUTb KOPPEKTHOCTb HAaCTpPOEK:

:~$ sudo nginx -t

1 nginx: [warn] "ssl_stapling" dignored, -issuer certificate not found
2 nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
3 nginx: configuration file /etc/nginx/nginx.conf test is successful

& Beb-cepBep BO3BpalLaeT npenynpexaeHMe B CJlydae MCMOb30BaHUSI CaMOMOAMUCAHHOIO
cepTudmrKaTa, O4HAKO 3TO He BIMSIET HA paboTy.

Bobinyck ot ceHTabpsa 2023 134



@ TERMIDESK CJIET.10001-01 90 02

" eCqin B CMHTaKCcuce 06Hapy)KEHbI OLLIMGKM, HEO6XO,EI,MMO NUCNpaBnTb UX, 3aTEM NeEPE3anyCTUTb Beb-

cepsep:

:~$ sudo systemctl restart nginx
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14.1 . MepeyeHb NepeMeHHbIX OKPY)KEHUA YHUBEPCAJIbHOrO AucneTyepa

B Termidesk wucnonb3ytotcs

KOMMOHEHTOB NMporpaMMHOro KomMrnekca.

MEpPEMEHHbIE  OKPY>XEHUS  Anisl

YKa3aHuUa MapamMeTpoB HACTPOMKM

I'Iepequb nepeMeHHbIX, MCNOoN1b3yeMbIX MPUN YCTaHOBKE U YHUBEPCa/IbHbIM ANCNETHEPOM, NpuMBeLEHDbI B

Tabnuue (cm. Tabnuua 66).

nepeLIEHb nepeMeHHbIX, MCNONb3yEMbIX B APYTMX KOMMNOHEHTaxX NMporpaMMHOro KoMnnekca, npmeeaeH B

COOTBETCTBYIOLLMX UM OOKYMEHTAX.

Tabnuua 66 — MNepeMeHHble okpy>keHus Termidesk

3HayeHue no
YMONYaHUIO

HEPEMGH Haa OKpPY>KeHUs

OnucaHue

YHuBepcaibHbIM gucnetyep

TDSK_AUTOFS_IMAGES_ID He 3agaHo

Mcnonb3yeTcs pns HaCTPOMKM LWAbnoHoB
nepeHocuMbIx npocdunen. B kauecTse 3HauYeHUs
MCNONb3YHOTCA NAEHTUDUKATOPbI AUCKOB.
Mpumep:
TDSK_AUTOFS_IMAGES_ID=xx[,yy[,zz[,...]1]]

3HauyeHMe nepeMeHHOM 3a8aeTca B danne /etc/
opt/termidesk-vdi/termidesk.conf

DBHOST He 3agaHo

IP-apgpec nan FQDN CYB/L, PostgreSQL.
HayanbHoe 3HaueHWe 3a4aeTcs Ha aTane
noaroToBKe cpeabl GYHKLMOHUPOBAHUS U
ycTaHoBkM Termidesk.

M3MeHUTb 3HaUYeHMe nepeMeHHON MOXHO Yepes
dann /etc/opt/termidesk-vdi/
termidesk.conf

DBPORT 5432

MopT, KOTOPbIM NUCNONb3YETCS AN COEANHEHUS C
cepsepom b[l.

M3MeHUTb 3HaUYEeHME NEPEMEHHOM MOXHO Yepes
dann /etc/opt/termidesk-vdi/
termidesk.conf

DBNAME He 3agaHo

Mmsa BA.

HauanbHoe 3HaueHWe 3apaeTcs Ha 3Tane
NMOAroTOBKWU cpeabl GYHKLMOHMPOBAHUS Nepes,
ycTtaHoBkon Termidesk.

M3MeHUTb 3HaUYeHMe NepeMEHHOMN MOXHO Yepes
dann /etc/opt/termidesk-vdi/
termidesk.conf
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DBUSER

He 3agaHo

Mmsa nonb3oBaTens, nmerowero goctyn k b/,
HauanbHoe 3HaueHWe 3apaeTcs Ha 3Tane
NMOAroTOBKWU cpeabl GYHKLMOHMPOBAHUS nepes,
ycTtaHoBkon Termidesk.

M3MeHUTb 3HaUYeHMe NepeMEHHOM MOXHO Yepe3
dann /etc/opt/termidesk-vdi/
termidesk.conf

DBPASS

He 3agaHo

Maponb nonb3oBatens, uMetowero goctyn K bll.
HauanbHoe 3HayeHMe 3a8aeTca Ha 3Tane
NoAroTOBKU cpeabl GYHKLMOHMPOBAHUS Nepes,
ycTtaHoBkon Termidesk.

M3MeHUTb 3HAaUYEHME NEPEMEHHOM MOXHO Yepes
dann /etc/opt/termidesk-vdi/
termidesk.conf

DJANGO_SECRET_KEY

He 3agaHo

MapameTp, Ucnonb3yeMblii A8 NPOBEPKU AAHHbIX,
nepecbllaeMbixX Mexay KoMrnoHeHTamu Termidesk.
3HayeHne reHepupyeTCcs Npu yCTaHOBKE
Termidesk n ponKHO BbITb OAMHAKOBbLIM A1 BCEX
Y3/10B MpU pacnpenenéHHON YCTaHOBKE.

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf

WSPROXY_PORT

5099

MopT, KoTopbIM ByaeT NpocnyLwKnBaTh cny>ba
KoMnoHeHTa «LLnto3».

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf

WSPROXY_BIND_ADDRESS

127.0.0.1

IP-agpec, koTopbIv BypeT npocayLwmnBaTh Ciy>ba
KoMnoHeHTa «LLInto3» B cnyyae KoMnneKkcHowm
ycTaHoBku. B pacnpeneneHHon yctaHoBke
[AaHHbIN NapameTp AoNXKeH OblTb YCTaHOBNEH B
3Ha4yeHne 0.0.0.0.

M3MeHUTb 3HaYeHne MOXKHO 4Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf

RABBITMQ_URL

He 3agaHo

MapameTpbl Ans nogkntoUYeHUsa K cepeepam
RabbitMQ. MoxHo noaknunTb OO Tpex
(BKNHOUMTENBHO) CEPBEPOB.

HauanbHoe 3HaueHWe 3apaeTcs Ha 3Tane
ycTtaHoBkM Termidesk.

M3MeHUTb 3HaYeHne MOXKHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf

LOG_LEVEL

INFO

YpoBeHb KYpPHaNMpPOBaHMS COOBLLEHMIA.
Bo3moykHble 3HaueHua: DEBUG, INFO,
WARNING, ERROR, CRITICAL.

M3MeHUTb 3HaYUeHne MOXKHO 4Yepes ¢ann /etc/
opt/termidesk-vdi/termidesk.conf
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HEALTH_CHECK_ACCESS_KEY

He 3agaHo

MapameTp ona focTyna K NpoBepKe COCTOSIHUS
API cepsepa. HauanbHoe 3HaueHue reHepupyeTcs
Ha 3Tane ycTaHoBKM Termidesk.

M3MeHUTb 3HaUYeHMe MOXHO Yepe3 dann /etc/
opt/termidesk-vdi/termidesk.conf

WSPROXY_HEALTH_CHECK_PORT

8101

MopT, Ha KoTOpOM paboTaeT Beb-cepsep AN
06CNy>KMBaHUS 3aNPOCOB NMPOBEPKMU COCTOSHUS
API| koMnoHeHTa «LLnto3».

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOYAHMIO NMepeMeHHasl He UCMOoJib3yeTCs
(3aKOMMEHTMPOBaHa)

WSPROXY_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
WSpProxy-
healthcheck.pem

MyTb K cepTndmkaty SSL/TLS ans 3awmiieHHoro
NoAK/OYeHUs K NpoBepke cocTosHMs AP
KoMnoHeHTa «LLno3».

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOJTYaHUIO NepeMeHHast He UCMOJb3yeTCs
(3aKoMMeHTUpoBaHa)

WSPROXY_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/
WSproxy-
healthcheck. key

MyTb k kAtouy SSL/TLS ans 3awmeHHoro
NoaKItoYeHus K npoeepke coctosiHus API
koMnoHeHTa «LLnro3».

M3MeHUTb 3HaUeHne MOXKHO 4Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOJTYaHUIO NMEPEMEHHASA HE UCMOJIb3YETCS
(3akOoMMeHTMpOBaHa)

TASKMAN_HEALTH_CHECK_PORT

8100

MopT, Ha KoTOpOM paboTaeT BebG-cepBep ANs
06CNy>KMBaHUS 3aNPOCOB NMPOBEPKU COCTOSIHUS
API| koMnoHeHTa «MeHenykep pabounx MecT».

MN3MeHUTb 3HaYeHne MOXKHO Yepe3 pann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOJIYaHUIO NepeMeHHas He UCMosb3yeTcs
(3aKOMMeHTMpOBaHa)

TASKMAN_HEALTH_CHECK_CERT

/etc/opt/
termidesk-vdi/
taskman-
healthcheck.pem

MyTb k cepTndmkaty SSL/TLS ans 3awmiieHHoro
noaxknoUeHus K nposepke coctoaHusa API
KOMMoHeHTa «MeHenykep pabounmx MecT».

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOYAHMIO MepeMeHHasl He UCMOoJb3yeTCs
(3aKOMMEHTMPOBaHa)

TASKMAN_HEALTH_CHECK_KEY

/etc/opt/
termidesk-vdi/
taskman-
healthcheck. key

MyTb k kNrouy SSL/TLS pgng 3awmiieHHoro
NoaKNo4YeHns K npoeepke coctoaHusa API
KOMMOHeHTa «MeHeaykep paboumnx MecT».

M3MeHUTb 3HaUYeHMe MOXHO Yepes dann /etc/
opt/termidesk-vdi/termidesk.conf. o
YMOJTYaHUIO NepeMeHHast He UCMOJb3yeTCs
(3aKoMMeHTUpoBaHa)
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YcraHoBouHbIU nakeT termidesk-vdi

TDSK_PKG_DEBUG He 3agaHo BknoueHue pexknma oT1agku npu yCTaHOBKE
nakera.

Mpumep: TDSK_PKG_DEBUG=1

14.2 . YnpaeneHue 3KcnepuMeHTabHbIMU NapaMeTpamm Termidesk

BkntoueHne u OTKAOYEHME 3KCMEpPUMEHTalbHbIX MapaMeTpoB cepsepa Termidesk npoussoguTca us

KOMaHZAHOM cTpoku. KoMaHaHas cTpoka [oMKHa 3anyCcKaTbCs OT MMeHM MNoJib3oBaTens termidesk.

[na BbiBOAa AOCTYMHbIX 3KCNEPUMEHTaIbHbIX MapPaMeTPOB HYXKHO BbIMOJHUTL CleayoLLee:
* nepenTn B MHTEPdENC KOMaHAHOM CTPOKMU;

" MepeKksIroYNTLCA Ha nonb3osBaTens termidesk:
:~$ sudo -u termidesk bash
" BbIBECTU CMUCOK 3KCNEPUMEHTANIbHbIX MapaMeTpPOB:
:~$ /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config list | grep Experimental
ByneT BbiBeieH CNMCOK 3KCNepuMeHTanbHbIX NapaMeTpoB Termidesk B popmaTe Cekuna-Knou-3HaueHue.

& Tpu Bbi3oBe /opt/termidesk/sbin/termidesk-vdi-manage MOryT nosiBnsiTbCs yBeAOMJIEHUS
«WARNINGS», He BansatoLime Ha BbIMoSHEHWE KOMaHA,

I'Iepequb JKCNepMUMeEHTAJIbHbIX NMapaMeTpoB NpmMBeOEH B Ta6J'IMLI,e (cm. Tabnuua 67).

Tabnuua 67 — DkcnepuMeHTanbHble napameTpbl Termidesk

MapameTp OnucaHue 3HaueHue no
YMO/4YaHUIO
experimental.2fa.enabled MapameTp nopaep>xKu 0
ABYX(aKTOpHOM
ayTeHTUbMKaLmm
experimental.deviceauth.enabled MapameTp nopaep>kkm 0
aBTOpM3aLUM YCTPOMUCTB
pocTtyna
experimental. loudplay.transports.enabled MapameTp nopaep xKu 0
NPOTOKONOB AOCTaBKM
Loudplay
experimental.metasessions.provider.enabled |[lMapameTp nogaep>xku 0
cepBepa TepMMHasIOB
(MeTanpoBanaep)
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MapameTp OnucaHue 3HayeHue no
YMONYaHUIO
experimental.openstack.provider.enabled MapameTp nopaep>kkm 0
NoCTaBLLMKa pecypcoBs
Openstack
experimental.provider.physmachine.enabled |[lMapameTp nogaepxku 0

nocCTaBWMKa peCypcoB Osisd
CI)M3M‘-IECKMX MallnH

experimental.radiusauth.enabled MapameTp nogaep Kku 0
[OMeHa ayTeHTUdUKauum
RADIUS

experimental.vair.provider.enabled MapameTp nopaep>Kku 0
NocTaBLLMKa pecypcoB
VAiIr

ﬂ,ﬂﬂ dKTUBaUMKN 3KCNEPUMEHTA/IbHOIO NMapaMeTpa HeO6XOﬂ,VIMO NnPUCBOUTb €MY 3HayeHWe 1, BbIMO/JHUB

KOMaHAay:

1 :~$ /opt/termidesk/sbin/termidesk-vdi-manage tdsk_config set --section
Experimental --key experimental.2fa.enabled --value 1

roe:
experimental.2fa.enabled - HauMeHOBaHMe NapaMeTpa;
1 - 3HayeHUe napaMeTpa oNd ero akTmBauuu;,

0 - 3Ha4yeHMe napaMeTpa o114 ero geakTuBauuu.

14.3 . YcraHOBKa N1arMHOB pacLUMPEHUA

DKCNepUMeHTaNbHbIM GYHKLMOHAM, HE BOLUeAWWA B OCHOBHOM penm3 Termidesk, MoxHO n0GaBUTL B
NMPOrpaMMHbIA KOMMJIEKC Yepe3 YCTAaHOBKY MIarMHOB pacluMpeHuin (katanor addons B KOMMJeKTauuu

noctaBku Termidesk).

[na ycTaHOBKM NAarMHOB HY>KHO Ha cepBepe Termidesk BbINONHUTE cnepytoLLee:
* pacnakoBaTb COAEPXKMMOE z1p-apxXuBa B LleNeBon KaTasnor (Hanpumep, /tmp);

" MepeKkrYNTLCA Ha nonb3osBaTens Termidesk:
:~$ sudo -u termidesk bash

* nepenTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/

* 3aKTUBUPOBATb BUPTYasIbHOE OKpY>XeHue Termidesk:

Bbinyck oT ceHTs6ps 2023 140



O TERMIDESK CJIET.10001-01 90 02

:~$ source venv/bin/activate

" YCTaHOBWUTb HEOOXOAMMbIV MArUH:

:~$ pip install --upgrade --no-index --find-links /tmp/termidesk_internaldbauth

termidesk_internaldbauth

roe:
/tmp/termidesk_internaldbauth - katanor c whl-dannamu;
termidesk_internaldbauth - umMs nnaruHa (6e3 Bepcum, nnatdopmbl U paclunpenus anna);

* BbIMTM U3 OKPY>KEHUS NoJsib3oBaTens Termidesk:
:~$ exit
* 06HOBUTb CTPYKTYpY B 1 cTatnyecknx ¢arnos kKoMaHAAMU:

1 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage migrate
2 :~$ sudo /opt/termidesk/sbin/termidesk-vdi-manage collectstatic --no-input

* nepe3anycTuTb cny>kbbl Termidesk:

:~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-

worker.service
14.4 . YpaneHwe nnarMHOB pacLLUMpPEHUI

& Tepep ypaneHneM nnarvHa Heobxoammo yaanutb doHabl BPM, wabnoHbl BM 1 noctaBlimka
pecypcoB, COOTBETCTBYHOLUMX [AHHOMY MiarnMHy B rpaduyeckoM uHTepdence ynpaBneHus

Termidesk.
YnaneHue doHaa BPM MoykeT 3aHSTb NpofomKuUTeNbHOE BPEMS.

Lns yonaneHus nnarmHa pacLuMpeHui HY>KHO Ha cepBepe Termidesk BbIMOAHUTL cnepytoLlee:

" MEepeKroYNTLCA Ha nonb3osBaTens Termidesk:
:~$ sudo -u termidesk bash
* nepeunTun B KaTanor Termidesk:
:~$ cd /opt/termidesk/share/termidesk-vdi/
" aKTUBUPOBATb BUPTYaJIbHOE OKpY>XeHue Termidesk:

:~$ source venv/bin/activate
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" yAaNUTb HEOBXOAMMDbIN MNAruH:
:~$ pip uninstall -y termidesk_internaldbauth

roe:
termidesk_internaldbauth - uMs nnarvHa (6e3 Bepcum, nnatdopmbl U paclumpenus danna);

* BbIUTU U3 OKPY>XeHUs nonb3oBatens Termidesk:
:~$ exit
* nepe3anycTuTb cny>bbl Termidesk:

1 :~$ sudo systemctl restart termidesk-vdi.service termidesk-taskman.service
termidesk-wsproxy.service termidesk-celery-beat.service termidesk-celery-
worker.service

14.5 . OTkaTt K NpeablayLLEN BEPCUMM M1aruHa

O7kaT K npe,u,bl,u,yu.l,eﬁ Bepcuun ¢)a171na BbIMOJIHAETCA B TOW XKe nocnenoBaTesibHOCTU, YTO N YCTaHOBKaA,

OAHaKO BMECTO KOMaHAbl YCTaHOBKW MarMHa NCNob3yeTcqa cneayrolasa:

1 :~$ pip install --no-index --find-links /tmp/termidesk_internaldbauth
termidesk_internaldbauth==4.0.1

roe:
/tmp/termidesk_internaldbauth - kaTanor ¢ whl-cdannamu, whl-cdann c Bepcuen naarvHa AOKEH
CYLLECTBOBaTb B JAHHOM KaTaJiore;

termidesk_internaldbauth - Mg nnarnHa c ykasaHuem Bepcum.
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15.1 . HewrTaTHble cMTyauumu u cnocobbl UX yCTpaHeHUs!
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Bo3MoxkHble HeucnpaBHOCTM npu pabote ¢ Termidesk u cnocobbl MX ycTpaHeHUss npuBeaeHbl B

Tabnuue (cm. Tabnauua 68).

Tabnuua 68 — MNepeyeHb BO3MOXKHbIX HELLTATHbIX CUTYaLUM

NHaukauus

OnucaHue

BosMoykHoe pelueHue

Owmnbka:

«CBOMW: ocTaBwmecs cnotbi
NoAaKJ/IKOYEHUI 3ape3epBMPOBaAHbI
019 MOOK/TFOUEeHUN
cynepnonb3oBaTtens (He ans

Owmnbka BO3HUKAET Mpu NOMbITKE
aBTOpM3aLMM Ha cepBepe
Termidesk

MN3MeHUTb MakcMMabHOe
KOJIMYECTBO MOAKIOUYEHUN B
HacTpoukax b[l: nsmeHuTb
3HayeHWe max_connections B
KOHdUrypaumoHHom dawnne /

«OpenNebula Error 256 User
coulnd't authenticated, abording
call»

penanKaummn)» etc/postgresql/11/main/
postgresql.conf B 60nbwyto
CTOPOHY

Owmbka: Ownbka Bo3HMKaET npu nonbiTke | HeobxopaMMo ykaszaTb BepHbI

nobaBneHns NocTaBLUMKa

pecypcos MK CB bpecTt B
rpadpuyeckom nHTepdeince
ynpasneHmsa Termidesk

nyTb K danny keytab u BHecTu
3HaYeHMsa napameTpa « TOKeH»
HEenocpeacTBEHHO B
nHtepdence MK CB bpecT (cm.
noapasnen JlobaBneHue
noctaBlwuka pecypcoB NK CB
Bbpecr)

Owwubka:

«OpenNebula error 256 User
could't be authericated»

Ownbka BO3HMKAET Mpu MonbITKe
nobaBneHns nocTasLUMKa
pecypcos MK CB bpect

Heobxoamnmo cospatb HOBOE
3HayeHune napaMeTpa TokeH ang
NnoJib30BaTeNs HEMOCPEACTBEHHO
B nHTepderice NK CB bpect

Owwubka:

«SSL.:
WRONG_VERSION_NUMBER
] wrong version number
(_ssl.c:1056)»

Ownbka BO3HMKAET, ecnn cepsep
MOCTAaBLUMKA peCYpCoB He
noaaep>kusaeT SSL

Heobxoanmo oTpenakTmpoBaTb
NnocTaBLUMKa pecypcos,
BbICTaBMB MapamMeTpy
«Wcnonb3osatb SSL» 3HaueHme
«HeT»

Henb3a 3anonHuTh none Knactep
AaHHbIX, HEBO3MO>XXHO COXPaHUTb
abnoH

Ownrbka BO3HMKAET Mpu MonbITKe
co3gaHua wabnoHa BPM gna
nocTasLLmKa pecypcoB VMware
none «Knacrtep gaHHbIX»
HEaKTUBHO, HEBO3MOXXHO
COXpaHUTb LWabsioH

Ha nnatdopme BupTyanumsaumm
VMware HeobxoomMo 06bABUTL
KNnacTep XpaHUNULLA AaHHbIX
(Datastore Cluster)

Owunbka:

«kinit: Client ' HTTP/
termidesk.local@LOCAL' not
found in Kerberos database while
getting initial credentials»

Ownbka BO3HMKAET Npu
n06aBneHUN UNU pefakTUPOBaHUM
AoMeHa ayTeHTUdukaumm Freel PA

Heobxonnmo co3patb
YKa3aHHY0 YUYETHYHO 3anmcb Ha
K Freel PA
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NHamkauus OnucaHue Bo3smoxxHoe pelueHue
Owmunbka: Owmnbka Bo3HUKAET Mpu B wabnoHe npu
«'list' Object has no attribute 'get'» pa3BopavnBaHUU BM u3 wabnoHa, nepBoHa4a/ibHOM
B KOTOPOM YyKa3aHHO bonbLue pa3BopaumBaHumn BM pomxeH
OLHOro AMCKa ObITb YKa3aH TOJIbKO OAMH AUCK

Owmnbkn npu yctaHoBke naketa |Owmbka Bo3HMKaeT npu nonbiTke | Heobxoonmo ybeanTbes, UTO B

«HeB03MOXXHO HaMTK NakeT» uam | yctaHoBuTb nakeT B OC anne /etc/apt/
«HeynoBneTsopeHHbIe sources. list 3a4aHbl U He
3aBUCMMOCTU» 3aKOMMEHTMPOBAHbI MCTOUYHUKMN

nosyyYeHus NakeToB
(peno3uTopuun), 3aTEM OGHOBUTH
CMUCKU MaKeTOoB:

:~$ sudo apt update

Mocne sToro HY>XHO BHOBb
BbIMOJIHUTb KOMaHAY YCTAaHOBKU
nakeTa.

Ons peweHnsa npobnembl ¢
HeyaoBNeTBOPEHHbIMU
3aBUCMMOCTSIMU, MOMUMO
MOAK/IKOYEHMS PENO3NTOPUEB B
danine /etc/apt/

sources. list, MOXHO
BOCIMOJ/1Ib30BaTbCS KOMaHO0M:

:~$ sudo apt -f install

Kntou -f ncnonbsyetca gna
MoMbITKM UCMPaBUTb
HapyLLEHHble 3aBUCUMOCTU
naxkeToB
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16 . MEPEYEHb TEPMUNHOB

TepMuH

AreHTt

OnpepeneHune
CobupaTenbHoe Ha3BaHWE 4N1s CIeAYHOLLMX KOMMOHEHTOB:
= areHT BPM;
* areHT YB;

" CECCUOHHbIN areHT,;
" BUOEOAreHT,
" dreHT BMPTYaJibHbIX CMapT-KapT.

CamocToaTenbHbI KOMMOHEHT, OTBEYAOLLMIN 33 KOHTPOIMPYEMYHO AOCTaBKY
BPM, B3aumogencTBme C yHMBEpPCaibHbIM AMCMeTYepoM U MeHemkepom BPM

AreHT BUPTYanbHbIX
CcMapT-KapT
(termidesk-pcsc-
vscard)

YctaHasnmBaeTcs B rocteByto OC npu nogrotoske 6asosoro BPM.
BbinonHseT nepeHanpaBneHne NoAKIIOYEHHbIX K MOMb30BaTeIbCKOM paboyen
CTaHuuuM cMapT-KapT B BPM

Arent BPM

(python3-termidesk-
agent)

YcTaHaenuBaetcs B rocteByto OC npu noarotoeke 6asosoro BPM.
BbinonHseT BzaumoaencTeume ¢ aucnetyepom Termidesk, koHpuUrypmpyer
BPM, dukcmpyeT oencTems nonb3osaTens, peanvsyeT nepeaavy
YMNpaBAsOLLMX COOBLLEHMUI

AreHT YB
(termidesk-vmsd)

AreHT y3na BUpTyanu3aumm. YCTaHaBAMBAETCS Ha y3eN BUPTyanu3auuu,
B3aMMOLENCTBYET C FTMNepBU30POM Yepes Moaysb Libvirt

basosoe BPM

Takyke: «30/10TOM 06pa3», «ba3oBoe pabovee MecTo», «6a3oBbIN 0Opa3»,
«gold».

MonpasymeBaeT coboit 0bpas gMUcKa BUPTYanbHOM MalUUHbI C
npeaycTaHoBMAEHHbIM NMpuKnagHbiM 1O u ycTaHoBNEHHbIM areHToM BPM.
DT0T 0bpas fanee byneT Ucnonb3oBaTbCcs Ans co3gaHus BPM gns
rnoJsib3oBaTenemn

(termidesk-video-
agent)

BanaHcmpoBLmMK CamocToaTenbHbI KOMMOHEHT, OTBEYAOLLMI 33 pacnpeaeneHmne Harpyskum Ha
Harpysku MHOXEeCTBO YHMBepCabHbIX AUCMNETYEPOB U LLHO30B
BuaeoareHT YcTanaenmBaeTtcs B rocteByto OC npu nogrotoBke 6asosoro BPM.

BbinonHsieT nepeHanpaBneHue BMAEOKaMepPbl C MOJIb30BaTeIbCKOW paboyen
cTaHumm B BPM

BPM

BupTyanbHoe pabouee MecTo: pa3BepHyTast Ha BM OC c ycTaHOBNEHHbIM
areHToM BPM un HeobxoomnmbiM npuknagHbiM MO. MogkntoueHne k BPM

NPOUCXOAMT MpPU NOMOLLM NPOTOKOJIOB YAAJIEHHOMO AOCTYMa, Yallle BCEero

Ha3blBAEMbIMU NMPOTOKONIAMU AOCTABKM

lNoctesag OC

OC, ¢dyHkumoHumpytowas Ha BM

pynnbl pabounx mecT

Takxke: «rpynnbl BPM».

®OyHKUMOHANbHOE 06beauHeHWE MHOXecCTBa hoHaoB BPM no
onpeaeneHHoOMYy NpU3HaKy

JdomeH
ayTeHTUbMKaLumm

Cnocob npoBepkn Cy6bEKTOB M UX MOSTHOMOUYNM
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TepMuH

OnpegeneHune

MeHepykep paboumx
MecT

(termidesk-vdi)

Tak>ke: «NNAaHUPOBLUMK 3a8aHUI», «MeHeakep BPM».

OTnenseMbit KOMMOHEHT MPOrPaMMHOr0 KOMMJIeKca, OTBeYatoLui 3a
B3aMMOLENCTBUE C MOCTABLLMKOM PECYpPCOB U YMNPaBIEHUS YKM3HEHHbIM
umknom BPM, Bkatouast cosgaHue, HACTPOUKY, 3aMycCK, OTK/THOUYEHME U
yaoaneHue.

SlBnsieTca 06paboTumMkoM hOHOBbLIX 334au.

YcTaHaBnmBaeTcsa u3 naketa termidesk-vdi. HaumeHoBaHuWe cny>kbbl nocne
yCTaHOBKMU: termidesk-taskman.service

OpkecTtpaTop
(termidesk-
orchestrator)

CamMocToaTeNbHbIM KOMMOHEHT, OTBEYAKOLLMI 338 COMNAacOBaHHYO paboTy BCex
KOMIMOHEHTOB NPOrpaMMHOI0 KOMMJIeKca Npu AeLEHTPAIM30BAaHHOM
pa3BePTbIBAHUMU, AS HYXKA, OTKa30yCTOMUYMBOCTM M KOMMJIEKCUPOBAHUS C
06na4yHbIMU Cry>x6amm

MocTaBwwmk pecypcos

OC, nnatdopma BMpTYyanmsaumm nam TepMmnHanbHblii cepep (MS RDS/
STAL), npepocTaBnstoLLme BblUNMCANTENbHbIE MOLLHOCTU, PECYPChl XPaHEHUS
[JaHHbIX, @ TAaKXKE CETEBbIE PeCYpChbl Ans pa3MeLleHus doHaos BPM

M POTOKON1 OOCTAaBKU

Monnep>kneaembin B Termidesk npoTtokon yaaneHHoro goctyna k BPM

CBsa3aHHbIN KJIOH

Cnocob opraHusaumnm BPM Ha ocHoBe eguHoro obpasa, C BO3MOXXHOCTbIO
3KOHOMWM AMCKOBOIrO MPOCTPAHCTBa, 3@ CHET TEXHOJIOr MU KKOMMUPOBAHUE Mpu
3anuncK», U YCKOPEHUs onepaumii Bo3BpaTa K 6a30BOMY COCTOSIHMIO,
yCTaHOBKM gononHuTenbHoro MO v o6HoBNeHUI

CeccUOHHbIN areHT

(termidesk-session-
agent)

YcTtaHaBnmBaeTcs Ha cepsep TepmuHanos (MS RDS/STAL), aktusmpyet
BO3MOXXHOCTb MHOXXE€CTBEHHOIO JOCTYMa No/b30BaTeNien K yAaneHHbIM
pabounM CToNaM U NPUNOXKEHUAM

YHuBepcanbHbIn
AucneTyep

(termidesk-vdi)

OTpenseMbii KOMMOHEHT NPOrpaMMHOIO KOMIMJIEKCA, OTBEYAlOLL MM 3a
naoeHTUdUKALMIO Nosb3oBaTenen, HasHadeHMe M BPM 1 koHTponsa poctaBku
BPM.

YcTaHaBnmBaeTcsa u3 naketa termidesk-vdi. HaumeHoBaHuWe cny>kbbl nocne
yCcTaHoBKMU: termidesk-vdi.service

®oHpa paboumx mMecT

Takxke: «dpoHg BPM»,

CoBokynHoCTb nogrotoBneHHbix BPM nna nocrtasku no ogHomy mnm
HECKOJIbKMM MPOTOKO/1aM YAafIeHHOro AOCTYMNa B 3aBUCUMOCTU OT
MOJIHOMOYMI NOJIb30BaTENEN

LLlabnoH paboyero
MecTa

Takyke: «wabsoH BPM».

MapameTpbl kOHPpUrypaumm 6azosoro BPM gns ncnonbsoBaHus B poHae
BPM

Lnro3

(termidesk-vdi/
termidesk-gateway)

OTnensemMbi KOMMOHEHT, OTBEYAIOLLMI 338 TYHHETMPOBAHME NPOTOKOI0B
[OCTABKM, UCMOMb3YHOLWMX TpaHCNOPTHbIK npoTokon TCP.

B 6onee cTapon peanvsaummn yCTaHaBIMBAETCS U3 NakeTa termidesk-vdi.
HanmeHoBaHMe cny>kbbl Nocne ycTaHOBKU: termidesk-wsproxy.service.
B HoBOM peanusauum ycTaHaBAMBaeTCca U3 naketa termidesk-gateway,
noaaep>Kka CTapou peanms3aumm Takyke ocTtanacb. HaumeHoBaHMe cnyxobl
nocrne yCTaHOBKM B HOBOM peanmsaumm: termidesk-gateway.service.
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TepMuH

OnpegeneHune

STAL
(stal)

Cepgep TepmumHanoB Astra Linux. PeannsoBaH komnoHeHToM «Cepsep

TepMuHanos» Termidesk
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17 . MEPEYEHb COKPALLEEHWUI

CokpallieHue MosicHeHue

b ba3sa paHHbIX

BM BupTyanbHas MawwimHa

BPM BupTyanbHoe paboyee mecto

3MNncC 3aMKHyTasi MporpamMMHas cpena

oC OnepaumMoHHas cuctema

MK CB bpecT MporpamMHbIn komnnekc «CpeacTea BUpTYyanm3aumm «bpect»

no MporpamMMHoe obecneyeHue

CYb/ Cucrtema ynpaeneHus 6asamMm OJaHHbIX

oun DneKkTpoHHasa umndpoBas noanuch

ALD Astra Linux Directory (eanHoe npocTpaHCTBO NoOsib30BaTesien)

API Application Programming Interface (uHTepderic npuknagHoro
NporpaMMmMpoBaHMS)

FQDN Fully Qualified Domain Name (nonHocTbio onpeaneneHHoe umsi
[oMeHa)

FreelPA Free ldentity, Policy and Audit (oTkpbIToe peLueHue no 6esonacHOCTH
Linux-cucrem)

GID Group Identification Data (naeHTUdUKaTOp rpynnbl)

HTML Hypertext Markup Language (513blk runepTeKCTOBOM pa3mMeTKM)

HTTPS Hypertext Transfer Protocol Secure (pacwwupenune npotokona HTTP
ANS NOAAEPXKKU WndpoBaHUS)

ID Identification Data (naeHTUdMKaTOP)

IP Internet Protocol (MexceTeBon npoTokon)

LDAP Lightweight Directory Access Protocol (nerkosecHbi npoTokon
[OCTyNa K cny>baM KaTanoros)

MS AD Microsoft Active Directory (cny»x6bl katanoros Microsoft)

ou Organizational Unit (opraHusaunoHHas eaMHM1La)

PAM Pluggable Authentication Module (nogkntoyaembin Moayb
ayTeHTUdMKaLmm)

RDP Remote Desktop Protocol (npoTtokon yaaneHHoro pabouyero ctona)
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CokpalueHue MosicHeHune

RDS Remote Desktop Services (cny>6bl yganeHHoro pabouyero ctona
Microsoft)

RDSH Remote Desktop Session Host (xocT ceaHCOB yaaneHHbIX paboumx
CTONOB)

SAML Security Assertion Markup Language (oTKpbITbIn cTaHAapT ob6MeHa
AAHHbIMU ayTeHTUDMKaLMK)

SCSI Small Computer System Interface (Habop cTaHzapToB ans
bU3MYECKOro NOAKIOYEHUS U NMepeaaYdm AaHHbIX Mexay
KOMMbIOTEPAMM U NepUPEPUNHBIMU YCTPOUCTBAMM)

SPICE Simple Protocol for Independent Computing Environments (npoctomn
NMPOTOKOJ A1 HE3aBUCUMOW BbIYMUCINTENBHOM Cpeabl)

SSL Secure Sockets Layer (kpunTorpacduyeckumii NpoToKon)

SSO Single Sign-On (TexHonorus eguHoro Bxoaa)

STAL Terminal Server Astra Linux (cepsep TepmnHanos OC Astra Linux
Special Edition (Server))

TCP Transmission Control Protocol (npoTokon ynpaeneHus nepegadent)

Termidesk MporpamMMHbIN Komnnekc «JducneTyep NogkOUYEHMN BUPTYASIbHbIX
paboumnx mecT Termidesk»

TLS Transport Layer Security (npoTokon 3awmTbl TPAaHCMOPTHOIO YPOBHS)

ubDP User Datagram Protocol (npoTokon nonb3oBaTenbCcknx aatarpaMmm)

URL Uniform Resource Locator (yH1duLMpoBaHHbIN yKasaTenb pecypca)

USB Universal Serial Bus (nocnenosatenbHbin MHTepdenc ans
NnoaKatoveHus nepudepunHbIX yCTPOMUCTB)

uuiD Unique User ldentifier (yHMKanbHbIM naeHTUbMKATOP NOMb30BaTeNs)

vGPU Virtual Graphics Processing Unit (BupTyanbHbIv Frpacduyeckmni
npoveccop)

VDI Virtual Desktop Infarsticture (MHdpacTpykTypa BUPTYanbHbIX
pabouunx cTonos)

VNC Virtual Network Computing (cuctema yaaneHHoro goctyna K
paboyeMy cToNy KOMnbtoTepa)

VRRP Virtual Redundancy Routing Protocol (ceteBor npoTtokon

BUPTYaJIbHOIO pe3epBUPOBaHMS MapLUPyTU3aTOPOB,
NnpeaHa3HaYeHHbIV ANS YBENIMYEHUS JOCTYNHOCTH)
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