@ TERMIDESK

TEXHOTOIMMYECKAA MHCTPYKLUUNA
23811505.6200.001.12.01-2
Bepcus 3.3. Bbinyck oT okTs6ps 2022 _ —

YcTtaHoBka B OC Astra Linux Common Edition u
Astra Linux Special Edition 1.7

(bazoBbin ypoBeHb 3awmieHHOCTM - Opéen)



@ TERMIDESK 23811505.6200.001.112.01-2

OrNABNEHMUE

BBELEHWUE ...ttt ettt e e tte e e et e e e e e e e e e e e e s e e e e e s s e e e e e ssaseeessssaaeaannssaeeesssseaeannssseesannnnees 3
LT OBLUME CBELEHMUS ...ttt ettt ettt e e et e e e s saae e s e s aaaa e s s s ssa e e s s ssaaeeesensaaeesssnaaessnnsenes 4
1.1 OBNACTD MPUMEHEHMUSA ..cevveeeeeeeeennerereeeeeeeeeeesnssreeeseeseeseessssssssesesssesssssssssssesssseesssssssssesessssssssssssssssssessensnns 4
1.2 KpaTKOE OMMCAHME BOBMOMKHOCTEM c.eeeeeeeeeeeenneereeeeeeeeeeeanseeseeseesasaasssssssssessesesasssssssssssssssessssssssssssssssnnnnns 4
1.3 YPOBEHD MOATOTOBKM MEPCOHAA c.euvereeeeeeeeeeneerreeeeeseeeaaassseesssssesasaassssssssssssasasasssssssssssssssssssssssssssssssssassnns 5
2 ATIMAPATHDBIE N MTPOTPAMMMHDBIE U TPEBOBAHMUS ...ttt 6
2.1 TpeboBaHMS K anMapPaTHOMY OBDECTIEUEHMEIO .cc..uuereereeerreeeeeirreeeeaseeesaseseeeessssseeesssssesesssssssseesssssessssssnnes 6
2.2 TpeboBaHMS K MPOrPAMMHOMY ODECTIEUEHMEO ...uvveerreerreereeiureeeessereesessseaessssseeesssssssesesssssaeesssssssesssssnnes 6
3 TTOAONOTOBKA K PABOTE ...ttt ettt e st e s s ee e s s te e e s ae e s ssaeessaaessssaeesssaaessanessssaesnssaessnsennn 7
3.1 YCTAHOBKA CY B POSEGIES .....uueeieiiiiiieeccciieteeeeeeeececeeeeeeeeseseeeeeeeseesessessnnsssseesesssssanssssseneeesesssasnnssnnenes 7
3.1.1 YctaHoBka CYB/, Postgres Pro Standard (pns Astra Linux Common Edition) .....ccceeeeveeiiieeecnnnenn. 7
3.1.2 YctaHoBka CYB/, Postgresql 11 (ons Astra Linux Special Edition 1.7 (basoBbin ypoBeHb

SALLUMLLEHHOCTM = OPEIT)) ceiieiiieeeeeieeeieeeiteeeeestteeeesateessseaaeeeeessssaeeasesssaesssssseaesassssaeessssseesssasseaeesssssssessnssenes 8
3.2 HAacTPOMKA CY BLL POSIGIES.....ueiiiieieieiieeteeeeeiiteeeeeeeeeseeeteeessseeeesssaaaessssaseeeesssssaessssssseesssssnseeesssnseeenns 8
3.3 YCTAHOBKA TEPMMUIECK «.uueeeerereeeeereeereeerarareaesasaessssssssssssassssssssssssssssssssssssssssnsssnsssssssssnsssssssnsnsnsnsnsnsnnnsnnnnen 9
3.4 HACTPOMKA TEPMULECK ceeeeeeeeeeeeeieeeeeeeeeeeereeeeeeaaseeannseeseesaesesaassssssssessassasssssssssesssssssssssssessessssssnsssessens 10
4 NOPAOOK NMPOBEPKWN PABOTOCITOCOBHOCT ...ttt eevtee e ceee e e vee e e e evee e e 12
5 YIPABNEHUE JTIMUEH3UMPOBAHMEM L.ttt ettt e s seee e s s seeae e s snea e e s s aa e e s s ssanes 16
5.1 TTONYYEHUE JIMLEHIMOHHOTO KITHOU....uuuuurerrreeeeeeeeeaenserreeeeeeeeaesssssssssessssaesssssssssssssssessssssssssesssesssnssssssees 16
5.2 YCTAHOBKA JINLLEHIMOHHOTO KITHOU e.eerurnererunnreetanneeseesssessessssesseesssessessssessesssssssessssesssssssessssssnessesssnesses 17
5.3 [NpoBepka BO3MOXKHOCTEM JIMLEHINOHHOTO KITHOUB ..uuuuueeeeeeeeeereeeeeeesesssssesesesssesessssssssssssssssnnnnnsnsnsnsnsnnes 17
MEPEUYEHD COKPALLEHMM ... sssssssnsssssssssasssasasasasasasssasasas 18

Bbinyck ot okTs6psa 2022 2



@ TERMIDESK 23811505.6200.001.112.01-2

BBEAEHUE

HacTosawmn oKyMeHT npeactasnsieTr cobom MHCTPYKTUBHYH AOKYMEHTALMIO MO YCTAaHOBKE MpOrpaMMbl
ans OBM «[lucneTyep noakatoveHUA BUPTYanbHbIX pabounx mMecT Tepmupaeck» (nanee — Tepmuaeck) B
onepaumoHHyto cuctemy (OC) Astra Linux Common Edition (B HacTosilee BpeMs nNopaep>kka AaHHOM
pepakumm OC npekpaweHa npoussoauTenem) m Astra Linux Special Edition 1.7 (ba3oBbii ypoBeHb

3awmeHHocTm - Opén).
Hactoawaa TexHonormyeckas WHCTPYKUMA ABNSAETCS OBBLEKTOM OXpaHbl B  COOTBETCTBUM C
MEeXAYHapOAHbIM U POCCUMIACKUM 3aKOHOAATE/IbCTBaMM 06 aBTOPCKOM MpaBe.

BnapenbueM MHTeNnekTyanbHbIX NpaB cCOOCTBEHHOCTU Ha nporpaMMHoe obecneveHune (M10) Tepmuaeck
aBnsieTcs obLLeCcTBO C orpaHuM4yeHHon oTBeTcTBeHHOCTbO «YBEOH — OBJTAYHbBIE TEXHOMOI NN,

OCTaB/idroLLee 3a cobon npaBo BHOCUTb M3MEHEHUA B AdHHOE no ONa ynydueHna ero Xxapaktepmnctuk.
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1 OBLLUME CBEAEHUA

1.1 O6nacTtb NpuMeHeHUs

TepMVI,EI,eCK npeaHasHa4deH asa O0CTaBKU BUPTYaAJibHbIX pa60‘-IVIX MeCT noJsib30BaTendM nocpeacTsoM

Pa3/IMYHbIX MPOTOKONOB YAANEHHOIO AOCTYMa.

TepMmnaeck MOXKET MPUMEHATLCA A/ CO34aHUS MM MOAEpHM3aLMM  MHPOKOMMYHMKALMOHHOM
MHDPACTPYKTYpbl MacwTaba NpeanpusaTMs, a TakXKe MOCTABLUMKAMWU YCIYr, peanusyolmx obadyHyro

YCNYry BUPTYasibHbIX paboynx CTONOB.

TepMM,EI,ECK MOXXeT TNpPUMEHATbCA B O6pa3OBaT6ﬂbeIX U NHbIX OpraHn3aumax, B KOTOPbIX
npeanycMoTpeHoO ncnojib3oBaHne ogHoOro pa60t—|ero MecCTa MHOXeCTBOM /1L, C BO3BMOXXHOCTAMN OYUCTKU

paboyero MecTa Mo 3aBepLUEHUIO ceaHca paboThbl.
TepmMuaeck NoaxoauT ANs NPUMEHEHUs B CETU NpeanpuUsTUA C pa3BeTBNEHHON hUIMaIbHOM CETbIO.

Ucnonb3zoBaHve Tepmupeck MO3BONSET peann3oBaTb MOAMTUKM  MOBbLIWEHHbIX TpeboBaHWA K
6e30MacHOCTU [aHHbIX, MPENSTCTBYHOLWMX HECAHKLMOHUMPOBAHHOMY PachpOCTPaHEHUID WHGDOPMALUN.
MomuMmo 3T1oro, Tepmuaeck obecrneunBaeT paboTy C BUPTYaM3MPOBAaHHbIMU FpacdMyeckKMMm aganTtepamm

(vGPU) 1 apanTaumner K HU3KOCKOPOCTHbIM KaHanaMm CBSi3u.

1.2 Kpatkoe onucaHue BO3MOXXHOCTEH

TepMmnpeck obecrneumBaeT [OCTAaBKY BWMPTyaslbHOro pabodero Mecta m3 (GoHpa paboumx MecT Ha

Nnosb30BaTEJIbCKYHO pa60l-|y+0 CTaHUMIO, UCMOJIb3y4a cneayrollme NpoToKobl AOCTaBKWU:

SPICE;

= RDP;
HTMLS5;
= VNC.

Ons npoTokonoB [OCTaBKM TepMUAECK MOAAEPXKMBAET PEXMM MPSAMOro, TYHHENbHOrO U COeAMHEHUS
yepe3s npokcu. lpsiMoe coepuHEHME MO3BONSIET MOAKJIOUUTBLCS K MPOTOKOAY, 3anyLLEeHHOMY BHYTPU
rocteo OC. TyHHenbHOe COeAMHEHME NPUMEHSIETCS MNPU MOAK/OYEHUM K paboyemMy MecTy u3
HefoBepeHHbIX ceTen. CoeaMHeHME 4Yepe3 TMPOKCUM UCMONb3YeTCs B CAy4asix, Korga HeobxoauMo
MCMNONb30BaTb CTaHAAPTHblE MOpTbl, 0bpabaTbiBaeMble MeXCeTeBbIMM  3KpaHamu. KombuHauus

NMPOTOKOJZIOB AOCTAaBKU U cnocobbl nogKnr4vYeHMa npegonpeneneHbol B TepMM,EI,ECK.

TepmMuaeck opMeHTUpPOBaH Ha paboTy ¢ nnaTthopMaMm BUPTYaIM3aLMun:
= oVirt;
= zVirt;
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= VMware vCenter;
» Aerodisk VAir (npy nomMoLwm naarnHa paclumpenus);

* Openstack (npy noMowwm nnaruHa pacimpeHms).

1.3 YpoBeHb NOAroTOBKM NepcoHana

Lna wratHom akcnnyaTauum TepMmnaeck HeobXxoaMMo NpUBEYEHUE CNEAYIOLLErO NepcoHana:

* CUCTEMHbIM agMUHUCTPATOP;

* CMeumanmncT rno TEXHNYECKOMY 0BC/TY>KMBAHMIO.

CucTeMHbIM  aAMUHUCTPATOP [O/MKEH WMETb OMbIT paboTbl C nnaTdhopmMaMu  BUPTYyanuMsaumm U
agMuHucTpupoBaHus cepsepoB ¢ OC Astra Linux Common Edition n Astra Linux Special Edition 1.7
(Ba3soBbin yposeHb 3awmiieHHOCTU - Opén). OCHOBHbIMM 06S93aHHOCTAMM CUCTEMHOIO aAMUHUCTpaTOpa
ABNAOTCA:

" YCTaHOBKA, HAaCTpPOMKa U MOHUTOPUHI paboTocnocobHocTu Tepmuaeck;

* pernamMeHTHble paboTbl;

* BOCCTaHOBJIEHME paboTOCNOCOBHOCTU TepMuaeck Nocne yCTpaHEHUS HEMCMPABHOCTEN KOMIJIEKCa
TEXHUYECKUX CPeacTB.

Cneumanmct no TeXHNMYECKOMY 0BCNYXKMBAHUIO A0JIKEH MMeTb onbIT paboTbl ¢ OC Astra Linux Common
Edition n Astra Linux Special Edition 1.7 (ba3oBbIlt ypoBeHb 3alumiLeHHOCTH - Opén), 3HaTb U NOHUMaTb
NPUHLUMNbI PaboTbl CETEN NMepeaayn AaHHbIX, @ TaKXKe BNageTb 6a30BbIMU 3HAHUSIMU MO OBCNYXKMBAHUIO
KOMMneKkca TexHudeckmnx cpeactB. OCHOBHbIMM 06513aHHOCTSAMM  CMELMANUCTA MO  TEXHUYECKOMY
06CNY>KMBAHUIO SBNSIOTCS:

* HacTpoMKa, MOAEepPHM3aLMS U NPOBEPKA COCTOSIHUS KOMMJIEKCA TEXHUYECKUX CPEACTB;

* AMArHOCTMKA TUMOBbIX HEMCMPABHOCTEN KOMMNEKCA TEXHUYECKUX CPEACTB;

. HaCTDOIZKa ceTeBbIX I'IO,EI,KJ'II‘O‘-IEHVII‘;I.
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2 ATINAPATHBIE U NMPOrPAMMHbBIE U TPEBOBAHUSA

2.1 TpeboBaHus K annapaTHOMY obecneyeHuto
ﬂ,}'lﬂ YCTaHOBKM TepMVI,EI,eCK MUHUMaAJIbHbIE arnnapaTHble Tpe6OBaHVIFI OO/HDKHbl COOTBETCTBOBATb:

* LI apxuTtekTypbl Intel x86 ¢ paspsaHocTbio 64 6UT;
* O3Y He meHee 4 'b;
* He meHee 1 'b cBo6oAHOrO AUCKOBOro MNPOCTPAHCTBA;

* [Ba CETeBbIX aJanTepa CO CKOPOCTbIO coeamHeHus He MeHee 100 MbuT/c.

2.2 TpeboBaHus K NnporpaMMHOMY obecneyeHuio

LOna yctaHoBku Tepmupeck Heobxoammo umcnonbsoBatb OC n CYB/, BkntoueHHble B EamHbIN peecTp

pOCCMVICKMX nporpamMmm osigd 3NeKTPOHHbIX BblYHUCTUTENIbHbIX MaLUUH U 6a3 OaHHbIX:

* OC Astra Linux Common Edition Bepcuu 2.12 (u Bbiwe) https://reestr.digital.gov.ru/reestr/305783/;
= CYbBA Postgres Pro Standard Bepcuu 10 (1 Bbiwe) https://reestr.digital.gov.ru/reestr/301574/.
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3MoAOroToBKA K PABOTE

Ona yctaHoBkm Tepmuaeck HeobxoguMo npepBapuTenbHo nonyunTb auctpmbytme OC Astra Linux
Common Edition ¢ canta npousBoguTenss no ccblike https://astralinux.ru/ (B HacToswee Bpems
noaaepxka aaHHon pepakumm OC npekpalteHa npoussoguTeneM) nmbo 3anpocuTb gucTpubyTme Astra

Linux Special Edition 1.7 (ba3oBbin ypoBeHb 3awumiieHHocTH - Opén).

I'Iepep, Ha4dyaJioOM YCTAdHOBKM U UCNOJ1b30BaHUA TepMM,El,eCK no HasHa4eHUro Tpe6yeTc9| 3aK/TKO4YNTDb

JIMLEH3MOHHbIN goroeop ¢ npaBoobnagatenem OC Astra Linux.

YctaHoBka OC Astra Linux Common Edition npousBoamMtcs B COOTBETCTBUM C PYKOBOACTBOM MO
yctaHoBke OC obuiero HasHadeHuss Astra Linux Common Edition, Haxogswmmca no ccbinke https:/
wiki.astralinux.ru/pages/viewpage.action?pageld=37290417 &preview=/37290417/38699534/
Astra_Linux_CE_2 12 RUK_Installation.pdf.

YcraHoBka OC Astra Linux Special Edition 1.7 (basoBbii ypoBeHb 3awmuieHHocTn - Opén)
NpPou3BOAUTCA B COOTBETCTBMM C OOKYMeHTauuen Ha cauTe npowmssogmTens https://wiki.astralinux.ru/

pages/viewpage.action?pageld=137563438

B OC pomkHo bblTb HAaCTPOEHO CeTeBOe MOAKJtOYeHME U obecneveH gocTyn no npotokonam HTTP u

HTTPS Kk ceTeBbIM pecypcaM, B TOM Yncie Haxogawmmcs B cetn MHTepHeT.

Mepen yctaHoekon Tepmupeck B OC Astra Linux Common Edition gomkHa 6biTb npeaBapuTenbHO
ycTaHoBneHa oteyectBeHHass CYB[, Postgres Pro Standard 10 (1 Bbiwe), a B OC Astra Linux Special

Edition 1.7 (ba3oBbin ypoBeHb 3awmieHHocTn - Opén) - CYB/L, Postgresgl 11 13 coctaBa peno3uTtopums
OC.

3.1 YcraHoeka CYB[, Postgres
3.1.1 YcraHoBka CYB/, Postgres Pro Standard (ons Astra Linux Common Edition)

Ona yctaHoekn CYBI, Postgres Pro Standard B OC Astra Linux Common Edition Heobxomnmo

BbIMOJIHUTb CNeaytoLme AENCTBUS:

* OTKpbITb NporpamMmy «TepmuHan Fly» v nonyunTb BocTyn K uHTepdency KoMaHLHOM CTPOKM
(CLI);
* co34aTb ann C NapamMeTpaMm peno3nTopms, B KOTOPOM PACMOJIOXKEeHbl YCTAaHOBOYHbIE MaKeTbl AJ1s

OC Astra Linux Common Edition, BbINONHWB CleayrOLLLYO KOMaHAOY:

astra@astra:~$ sudo sh -c 'echo "deb https://repo.postgrespro.ru/pgpro-10/astra-orel/2.12
$(lsb_release -cs) main" > /etc/apt/sources.list.d/postgrespro.list’
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* yuMmnopTtupoBaTth Kitod penosuTtopust B OC Astra Linux Common Edition, BbinonHWB KoMaHA4y:

astra@astra:~$ wget -0 - https://repo.postgrespro.ru/pgpro-10/keys/GPG-KEY-POSTGRESPRO |
sudo apt-key add -

* 0OHOBUTb CMMCOK MAKETOB, BK/IKOYAs PACMONIOXKEHHbIE B LO06aBNEHHOM PEMO3UTOPUM, MPU MOMOLLM

KOMaHAbl:
astra@astra:~$ sudo apt update
» ocyuwecteuTb yctaHoBky CYB[, Postgres Pro Standard, BbinonHue komaHay:

astra@astra:~$ sudo apt -y install postgrespro-std-10

B cnyyae HepocTtynHocTm penosutopuss CYBL, Postgres Pro Standard no npotokony https Heobxogumo

MCMonb30BaTb NPOTOKOA http.

3.1.2 YcraHoBka CYB/], Postgresql 11 (ansa Astra Linux Special Edition 1.7 (basoBbii
ypOBeHb 3aLuuiLeHHoCTH - Opén))

Ons yctaHoBkn CYBL Postgressql-11 8 OC Astra Linux Special Edition 1.7 (ba3oBbii ypoBeHb

3awmeHHocTM - Opén) HeobXoaMMO BbINONHUTL CliefyoLMe AeNCTBUS:

* OTKPbITb NporpamMmy « TepmuHan Fly» v nonyunTb Boctyn K uHTepdency KoMaHAHOM CTPOKM
(CLI);

» oTpenakTupoBaTtb dann /fetc/apt/sources.list, 3akoOMMeHTMPOBaB CTPOKY, HauMHatoLLytocs ¢ "deb
cdrom” 1 ybpaB KOMMEHTApPUM B OCTasIbHbIX CTPOKAX;

* 0OHOBUTb CMMCOK MAKETOB MpPW NMOMOLLM KOMaHAbI:
astra@astra:~$ sudo apt update
» ocyuwecteuTb yctaHoBKy CYB[, Postgresqgl 11, BbinonHmMB koMaHAy:

astra@astra:~$ sudo apt install -y postgresql-11

3.2 Hactpoika CYb/, Postgres

TepMmnpeck TpebyeT Hanuums npepBapuTenbHo HacTpoeHHom BI. Hactpowmka CYB[L, BbinonHsieTcs
oanHakoBo kak B Postgres Pro Standard, Tak n B Postgresql 11. [lna 3Toro Heob6xoguMo BbINOHUTL

cnepytowme gencteusa B CLI:

" MNepeknrYUTbLCA Ha NoJSb30BaTena postgres (Llepe3 nosb3oBaTend root) npuv NnoMoLM KoMaHAO:
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astra@astra:~$ sudo -s
root@astra:/home/astra# su postgres

* 3anyCcTUTb TepMUHanbHbIM knneHT CY B/, Postgres, BbINONHWB KOMaHAY:
postgres@astra:/home/astra$ psql

" MCNOJMb3ys UHTEPAKTUBHbIN MHTepdec TepMmuHanbHoro kamenTa CYbBM, cozpate b/, gns

Tepmupeck:

postgres=# CREATE DATABASE termidesk LC_COLLATE 'ru_RU.utf8' LC_CTYPE 'ru_RU.utf8'
TEMPLATE template0;

* co34aTb nonb3osatens termidesk ona ganbHenwero nogkntoyeHua K b

postgres=# CREATE USER termidesk WITH PASSWORD 'ksedimret';

HeO6XO,£I,I/1MO OTME€TUTb, YTO B I'IpMBe,EI,eHHOI‘A' KOMaHOe MM4a nonb3oBatend U naposib UCNOJIb3YyHOTCA B
KayeCcTBe npumepa. I'Ipm peaanoﬁ YCTaHOBKE UX H806XO,EI,MMO 3a4aTb B COOTBETCTBUUN C BHYTPEHHUMU
CTaHOapTaMu opraHunsaumm no NpuMeHeHUo napoanoﬁ 3allnNTbI.

®* CO34aHHOMY MOJ1b30BaTEHO HeO6XO,EI,MMO Ha3Ha4nTb NpaBa Nno Mcrnosib30BaHUKO B,D,
postgres=# GRANT ALL PRIVILEGES ON DATABASE termidesk TO termidesk;

" Npomn3BeCTU BbiXod U3 UHTEPAKTUBHOIO VIHTepCIJeVIca TEPMUHANTbHOIO KJIMEHTA CVB,EI,, Ha>xaB

coyeTaHue knasuw <Ctrl+D> nnu Beegs komaHay:
postgres=# \q

* OCYLUECTBWTb BbIXOZ M3 CeaHCa rnosib3oBaTens postgres (Yepes nosib3oBaTens root) K Monb30BaTeNto,

MHUUMMPOBABLLIErO 3anyck nporpammebl « TepMuHan Fly»:
postgres@astra:/home/astra$ exit

root@astra:/home/astra# exit

3.3 YcTaHoBKa TepMuaeck

OuctpubyTtre TepMuaeck npenctaBneH 6uHapHbiM darnom naketa 0O B dopmate DEB. Ouctpubytms
TepMupeck pasmelleH B perno3vMTopuM MpPOU3BOAMTENS WM OOCTYNeH AN MOJYyYeHUs MaKeTHbIM

meHemxepom OC.

Lna yctaHoBku TepMuaeck HEOOXOAUMO BbIMOMHUTL ClEAYHOLLME AENCTBUS:

* OTKpbITb NporpamMmy «TepmuHan Fly» v nonyunts poctyn k uHtepdemncy CLI;
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" CO34aTb d)aﬁn C napameTpamMmum peno3nTopud, B KOTOPOM pPaCnosioXKEHbl YCTAaHOBOYHbIE NMAKETbI

TepMMJJ,eCK, BbIMOJIHUB CNeAYHOLLYHO KOMaHAY:

astra@astra:~$ sudo sh -c 'echo "deb https://termidesk.ru/repos/astra $(lsb_release -cs)
non-free" > /etc/apt/sources.list.d/termidesk.list'

* ymnopTupoBsaTb ko4 penosutopma B OC Astra Linux Common Edition, BbinonHvB KoMaHay:

astra@astra:~$ wget -0 - https://termidesk.ru/repos/astra/GPG-KEY-PUBLIC | sudo apt-key
add -

* 0BHOBUTb CMUCOK NMakeToB, BK/1KOYaa pacrnosioXKeHHble B ,D,O6aBﬂ€HHOM penosnTopun npm NoMoLLU

KOMaHpl:
astra@astra:~$ sudo apt update
" OCyWecCTBUTb YCTAHOBKY TepMM,EI,eCK, BbINOJIHMB KOMaHAY:

astra@astra:~$ sudo apt -y install termidesk-vdi

B npouecce yctaHOBKM Heobxoammo GyaeT noaTBepAMTb MHGMOPMaLMIO O MapaMeTpax MOAKJIOYEHUS K

b Tepmuaeck.

3.4 Hactpouka Tepmupeck
LOns HacTponku TepMuaeck HEOBXOAMMO BbIMONHUTDL ClleAyHoLLIMe AeNCTBUS:

* CKOPPEKTMPOBATb HACTPOMKM 3amnyckKa Ciny>kbbl termidesk-wsproxy - OTKpbITb ANsi peaakTUPOBaHUS
dann /lib/systemd/system/termidesk-wsproxy.service u npusectu cTpoky ExecStart k cnepytoiemy
BUAY:

ExecStart=/opt/termidesk/share/termidesk-vdi/venv/bin/python wsproxy.py --log=/opt/

termidesk/share/termidesk-vdi/src/log/wsproxy.log --verification-key=/opt/termidesk/
share/termidesk-vdi/src/private/wsproxy/id_rsa.pub --host=0.0.0.0 --port=5099

nocsie Yero COXpaHUTb dann.

* CKOPPEKTMPOBaTb HAaCTPOMKM 3anycka cny>kbbl termidesk-taskman - oTKpbITb AN9 peaakTMpoBaHuUa
dann /lib/systemd/system/termidesk-taskman.service u B koHue cekumm [Service] no6aBUTbL CTPOKY
Restart=on-failure, nocne yero coxpaHuTb darin.

* 0BHOBMTb MapaMeTpbl 3anycka C/y>X6 KOMaHLOM:

astra@astra:~$ sudo systemctl daemon-reload
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* pa3speLuMTb aBTOMATUYECKUI 3anyck nocne nepesarpysku OC amcnetyepa noaxkIroOUeHUN,

nnaHUPOBLUKUKA 3a4a4 U CepBUCa MOAKTHOUYEHMM TepMM,D,ECKI

astra@astra:~$ sudo systemctl enable termidesk-vdi.service
astra@astra:~$ sudo systemctl enable termidesk-taskman.service
astra@astra:~$ sudo systemctl enable termidesk-wsproxy

" OCYLLEeCTBUTb 3aMyCK AMcneTyepa NoaKAOYEeHUI, NIAaHUPOBLLMKA 33434 U CepBMCa NOAKIIHOUEHUI
Tepmupeck:
astra@astra:~$ sudo systemctl start termidesk-vdi.service

astra@astra:~$ sudo systemctl start termidesk-taskman.service
astra@astra:~$ sudo systemctl start termidesk-wsproxy

* npu yctaHoBke Tepmuaeck B cpege OC Astra Linux Special Edition 1.7 (ba3oBbi ypoBeHb
3awmeHHocTH - Opén) HeobXxoaMMO CKoppekTUpoBaTh Garn KoHbUrypaumm Beb-cepsepa: npu
NMOMOLLIM TEKCTOBOIO peaakTopa oTKpbIThb (pann /etc/apache2/apache2.conf, HanTu n
pPackOMMEHTMPOBaTb CTPOKY C napameTpoM AstraMode 1 npucBouTb JaHHOMY NapamMeTpy
3HaueHue off, TouHo cobntogas oTCcTyMbl M Npobenbl B dakne; NoCae 3TOro HY>XKHO COXPaHUTb damn

M nepesanycTuTb Beb-cepBep KOMaHOoM:

astra@astra:~$ sudo systemctl restart apache2
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4 NOPAAOK NMPOBEPKUN PABOTOCINOCOBHOCTU

Tepmupeck aBnsieTcs paboTocnocobHbIM, eC/iM B pe3y/bTaTe nepexona B Beb-6paysepe no agpecy hitp:/
localhost unu http://127.0.0.1 oTobpasmnacb cTpaHuLa BXxoda B TepMuaeck, puc. 4.1.

} Paboune mecta- Mozilla Firefox - 8 x

@ Pabouve MecTa x |+

(;—) c @ @ localhost/login/ - Q0 m o =

TEPMUAOELCK

‘ Jlorvx

Maponb

Puc. 4.1 - CrpaHunua Bxoga B TepmMmuaeck

Bxopg, B HTepdenc ynpaeneHmns TepMuaeck LOCTYMNEH TOJIbKO aBTOPM30BAHHOMY MOJIb30BATENHO C POJIbIO
«ApMuHucTpaTop». Ons atoro B none «JlornH» HeobxoAMMO yKasaTb UAEHTUdUKATOP Mosnb3oBaTens —

«root», B none «Maponb» — «Gg313377», a 3aTeM HaxaTb Ha 3KpaHHYIO KHornKy [Boitw].

Ons namMeHeHUs NorvHa 1 Napons Ans nonb30BaTeNs C posbio « ALMUHUCTPATOP» 06paTUTECH K pa3aeny
4.11.3 pokymeHTa «PykoBoacTBO aaMuHuUcCTpaTopa (rpaduuyeckun uHTepdenc ynpasneHus) -
23811505.6200.001.15.01-1x».

MpoBepka pnobaBneHus kntoda oOT peno3uTopus npousBogmutens B OC ocywecTBnseTcs nyTem

BbINOJIHEHUSA KOMaHAbI:

astra@astra:~$ apt-key list

PesynbTaT McnonHeHMs koMaHAbl NpeacTaBieH Ha puc. 4.2.
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.. astra: bash — Tepmunan Fly - &8 X

®aiin  MNpaBka Hacrpoiika CnpaBeka

7001 EZ
sB1Tech R CEY » <mail@rushitech. ru>

ssupport@rushitech. rus>

gning rep

FB7E DAF7

<rele

&

Lo @9 g en 14

MH, 14 aHB

Puc. 4.2 — TlNposepka knto4a B penosnTopmum

[ns npoBepku cOCTOAHMSA AUCNETYEPa NOAKIHOUYEHUI HEOBXOAMMO BBECTU KOMAHAY:

astra@astra:~$ systemctl status termidesk-vdi.service

Pe3ynbTaToM BbIMOMHEHMS KOMaHAbl ByaeT cnedylolmin BbiBog, puc. 4.3. [lna Bbixoga M3 COCTOSIHUA

NpoBepKM NOTPebyeTca HaXkaTb KIABULLY BbIXo4a <q>.
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.. astra: systemctl — TepmunHan Fly - &8 X

®aiin  MNpaBka Hacrpoiika CnpaBeka

. enabled!

lines 1-11/11 (END)

&

astra:syste... ﬁPaﬁouueuec... @ 4" .5:' .:é:‘ &N FIH,:IIEﬂHB

Puc. 4.3 - MpoBepka cCOCTOAHUS AMCNETYEPA NMOAKITHOHEHU

Crpoka «Active» oTobpaxaeT cocTosHME cepBuCca, rae cTaTyc «active (running)» cBuaeTenbcTByeT

06 ycreLwHOM 3anycke aucrneTyepa noakKto4YeHMn TepMUaecK 1 ero roToBHOCTU K paboTe.

,D.J'I‘il npoBEPKUN COCTOAHUA NNTIAaHUPOBLLUMKA 3a4auy HeO6XOJJ,MMO BBECTU C/ieqyoLYyO KOMaHAay:

astra@astra:~$ systemctl status termidesk-taskman.service

Pe3ynbTaTOM BbINOIHEHUS KOMaHAbl OyAeT cneayowmi BbiBog, puc. 4.4.

Bbinyck ot okTs6psa 2022 14
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.. astra: bash — Tepmunan Fly - &8 X

®aiin  MNpaBka Hacrpoiika CnpaBeka

; enabled; wvendor preset: enabled)
Smin ago

puthon tm_start.puy

&

astra:bash ﬁPaﬁouueue:... @ lf]l| .Sj ‘:é:‘ EN I'IH,“llfsmB

Puc. 4.4 — lNpoBepka COCTOAHMSA NNAaHUPOBLLMKA 33434

Crpoka «Active» oTobpaxaeT cocTosHME cepBuCca, rae cTaTyc «active (running)» cBuaeTenbcTByeT

06 ycnewHoM 3anycke niaHUMpoBLUMKa 3a0a4 TepMVI,D,ECK M ero rotoBHOCTU K pa60Te.

Mocnepytowas HacTporika M pabota ¢ TepMuaeck OMUCbIBaeTCs B AOKYMeHTe «PyKoBOACTBO

apMuHUcTpaTopa (rpaduyeckun nHtepdenc ynpasneHus) — 23811505.6200.001.15.01-1».
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5 YNPABNEHUE TMLEH3UPOBAHUEM

5.1 NMonyyeHune NMLEH3MOHHOrO Klo4a

Ouctpubytne Tepmmaeck pacnpocTpaHsieTcs C  NpeayCTaHOBMAEHHbIM  JIMUEH3UOHHBIM  KJTHOYOM,

MMer LM orpaHmM4eHm1e Ha 4 OOHOBpPEMEHHDbIX NOAKTHOYEHUA.

Ona nonydeHuss [ONOAHUTENbHbLIX JIMLEH3MOHHBLIX K/HOYEM HeobXxoaMMo nepemTu Mo ccblike https://
termidesk.ru/products/#request-key un cdhopMmMpoBaTb 3amnpoc, 3amMosHMB KOPPEKTHLIMU  OaHHbIMMU
crnepyroLlme 3KpaHHble rnons:

» «KopnopatueHbIi email»;

» «MmMga nnua, 3anpallmnBatoLLEro JIMLIEH3NIO;

* «Cucremubin UUID»;

» «Cornacme Ha 06paboTKy NEPCOHaNbHbIX AAHHbIX».

HeobxoanuMo oTtmMeTuTb, 4TO WHPpopMauma o cucteMHoM UUID pacnonaraetca B rpaduyeckom
uHTepdence ynpaeneHus B dyHkumum «HacTporka», npoueaype «JlvueHsms», Bknagke «Cucteman.
MoopobHo 06 ynpaBneHWM JNUUEH3UMOHHbLIMM KitodamMu cM. pasgen 4.12 pokymeHTa «PykoBoacTeo

apMuHucTpaTopa (rpaduyeckum nHtepdenc ynpasneHus) — 23811505.6200.001.15.01-1».

Mo 3aBepLUeHWN 3aMONHEHUS MOJEN, HEOBXOAMMO HaXKaTb Ha 3KPaHHYI KHomnky «OTnpaBuTb 3anpoc

KJllo4a akTuBauum», puc. 5.1.
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4 TERMIDESK MPOOYKTHl  MAPTHEPH  MOAJEPXKA

(DODME:] 3arpoca KJNKYa akThBaymn ﬂpMOﬁpeTEHHbIX NMLEH3UIA

VIHH Balwuedi opraHu3auuu

Baw kopnopatneHeli e-mail

[ HaumeHoBaHWe Balueii opraHuzaumm

[ YKaWHTE TUN NULEH3MPOBAHUA o

[ YKawnTe nofgepxky roctesoix OC ~

l YKaMMTE KOMNUECTBO NPUOBPETEHHBIX NULEH3WIA

[ Balll KOHTaKTHbI HoMep TenedoHa I

[ CucTemHblii UUID

CHCTEMHBIA ULID AOCTYNEH B pa3fens aAMMHUCTPATOPa AWCNETUEpa NOAKMIOUEHNA: HAacTpoRm -> NIMLEH3NA > CHCTeMa.

® H BbIpaxaro cornacue c yCnoBUamMm 06paboTKK NepcoHaNbHbIX AaHHBIX

OTNP&aBMTL 3aNPOC KIHYa akTUBaLMn

Puc. 5.1 — ®opma 3anpoca NMLEH3MOHHOMO Ktoya

5.2 YcTaHoBKa NIMLEH3UOHHOIo K/lloYa

Ha ykasaHHbIM KOprnopaTMBHbLIA agpec 3/MEKTPOHHOM Mo4Tbl OyaeT OTNpaBneH JIMUEH3MOHHbLIN KIIHOM.
LaHHbIN NNMUEH3MOHHbIN KoY 3arpyykaeTcs B TepMUOECK B COOTBETCTBUM C pazgenioM 4.12 nokyMeHTa

«PykoBoacTBO agMuHucTpaTopa (rpadpuyeckun nHtepdenc ynpasnenums) — 23811505.6200.001.115.01-1».

B TepMVI,EI,eCK MO>XXHO 3arpy3mnTb TOJIbKO O4UNH JIMLLEH3MOHHbIN KJTHOM.

5.3 lNMpoBepka BOIMOXHOCTEM IMLEH3UOHHOIO K/to4a

Ona npoBepkn KOPPEKTHOrO MNPUMEHEHUS JIMLEH3MOHHOIO KJtova obpatuteck K pasgeny 4.12.2
JOoKyMeHTa  «PykoBoacTBO  agMuHucTpatopa  (rpaduuyeckunt  uHTepdenc  ynpaBneHus)  —
23811505.6200.001.15.01-1x».

Bbinyck ot okTa6ps 2022 17



@ TERMIDESK

CokpalueHue
b4,

BM
o3y
ocC

no
CYBA
LLn
CLI
DHCP
HTML
HTTPS
RDP
SPICE
URI
URL
uuiD

vGPU

Bbinyck ot okTs6psa 2022

23811505.6200.001.12.01-2

MEPEYEHb COKPALLEHUM

MosicHeHue

ba3a paHHbIX

BupTtyanbHaa mMawmHa

OnepaTrBHOE 3aMOMMHatoLLLee YCTPOMCTBO
OnepaumoHHasa cuctemMa

MporpamMHoe obecneveHune

Cuctema ynpaeneHus 6asamMm JaHHbIX
LleHTpanbHbIM npoueccop

Command Line Interface

Dynamic Host Configuration Protocol
Hypertext Markup Language

Hypertext Transfer Protocol Secure
Remote Desktop Protocol

Simple Protocol for Independent Computing Environments
Uniform Resource Identifier

Uniform Resource Locator

Unique User Identifier

Virtual Graphics Processing Unit
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