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Astra Linux:

® libccid
® libpcsclitel pcscd;
® opensc

sudo apt install l|ibccid pcscd |ibpcsclitel opensc |ibengi ne-pkcsll-openssl*
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SafeNet Authentication Client — , - eToken Gemalto. Safenet Authentication Client -

1 Gemalto

sudo dpkg -i Safenet Aut henti cati onCli ent-and64. deb
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@ SafeNet Authentication client :

CRYPTQ Crypto.c:247: init_openssl_crypto: Assertion lib failed.

/1ibcrypto.so.6

sudo In -s /usr/lib/x86_64-I1inux-gnu/libcrypto.so.1.0.2 /usr/lib

eToken

Etoken:

pkcsll-tool --nodule /usr/lib/libeToken.so -T
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ifdh Interft:
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v 8 safabiet Atrantication Clnt Ta BREEE\NPESIEE O
~ 5 Tokens
v Token name etoken
v [Flusercentificates Taken category Hardware
Elctient Reader name AKS ifdh [Main Interface] 00 00
ik Settings Serial number %005 10211
s Client Settings Total memory capacity 73728
Free space 32767
Hardware version 425
Fimware version 10
Card ID 0051C21F
Broduct name eToken PRO Java 72K 05785
WModel Token 4.29.1.11.0.0
Card type Java Card
O version eToken Java Applet 1.1.25
Mask version NiA
Color Blue
Supported key size 2048 bits
Trican Bassmn [
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pkes11-tool.

pkcsll-tool --login --init-token --1abel "eToken Astra" --init-pin 12345678 --
nmodul e /usr/lib/libeToken. so

--slot 0 — ., 0, -1,2 ..
®

--init-token —
--pin -
--label 'eToken Astra’ - () .

--module - eToken

SafeNet Authentication lient Tools " ".
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pkcsll-tool --slot O --login --pin 12345678 --keypairgen --key-type rsa: 2048 - -
id 16 --label "rsa key" --nodule /usr/lib/libeToken.so

" --module fusr/lib/libeToken.so

unurap
bits

openssl

openssl, :

engi ne dynam ¢ -pre SO PATH: /usr/lib/x86_64-1inux-gnu/engi nes-1.1/pkcsll.so -pre |D:pkcsll -pre LIST_ADD:1 -pre
LOAD - pre MODULE _PATH: /usr/1ib/libeToken. so

reqg -engine pkcsll -new -key 0:16 -keyform engine -x509 -out test.pem -text

exit


http://libeToken.so

ﬁpwa_ énéiné dunamic -pre S0_PATH: fusr/ ®BB_bd-linux-gnu/sengines-1.1/pkecsll,

dunumlu Oynamic engine 1o ng support
5 SO_PHTH: /fusr /11 bd-1linux-gnu/sengines-1.1/pkcs!
[0: ]

LOAD ™
MODULE _PRTH: fusr/lib/slibeToken. so
s11) pkecsll engine

—engine pkcsll -new -key HB:16 -keyform engine -x5HS -out test.pem -te
.I.
s Tnuﬂd
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into your certificat

What you are about to ent what is ca stinguished Hame or a OH.
There are guite a few fields but you can some blank

;ome fields there will be a default v
If you enter '.', the field will be left

(2 letter code) [RAUD:r
ame (full name) [Uume—:+d+H] Moscow
,ocityl [1:
DrganiT'Tlun Name (eg, company) [Infwrnwf Widgits Pty Ltd]l:Rushitech
Organizational Unit Mame (eg, s ) [1:Hstra
Common Name (e.qg. - FOD 2 name) [1:user
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PEM DER:
openssl x509 -in test.pem-out test.cer -inform PEM -outform DER
test.cer :

pkcsll-tool --slot O --login --pin 12345678 --wite-object test.cer --type

'cert' --label 'Certificate' --id 16 --nmodule /usr/lib/libeToken. so
(:) ( SACTool)
eToken:

pkcsll-tool --nmodule /usr/lib/libeToken.so -0 -I



Astra Linux eToken

® libpam-pl1
® libp11-2

FLY:

sudo apt-get install libpl1l-2 |ibpam pll

openssl x509 -in < >.crt -out < > pem-inform DER -outform PEM

(D < >-,

nkdir ~/.eid
chnod 0755 ~/.eid
cat < >. pem >> ~/ . eid/authorized certificates

chnod 0644 ~/.eid/authorized certificates

nkdi r /home/ user/.eid
chmod 0755 / home/ user/ . eid
cat < > >> [hone/user/.eid/authorized certificates

chnmod 0644 /hone/ user/ . ei d/ aut horized certificates

- Fly

sudo nano /usr/share/ pam configs/pll



Name: Pam pll
Default: yes

Priority: 800

Aut h- Type: Prinary

Aut h: sufficient pampll_opensc.so /usr/lib/libeToken.so

, Alt+ X, Y

sudo pam aut h-updat e

Pam_pll OK

- - Fly
sudo | ogi n
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