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 libccid
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opensc

     :

sudo apt install libccid pcscd libpcsclite1 opensc libengine-pkcs11-openssl*
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SafeNet Authentication Client –   ,           - eToken   Gemalto.        Safenet Authentication Client            -. 

    . ,   .    :

sudo dpkg -i SafenetAuthenticationClient-amd64.deb

  eToken  

   Etoken:

   .

 1

 :

pkcs11-tool --module /usr/lib/libeToken.so -T

       :

       Gemalto

   SafeNet Authentication client  :

CRYPTO/Crypto.c:247: init_openssl_crypto: Assertion lib failed.

   ,       .    ,   :

sudo ln -s /usr/lib/x86_64-linux-gnu/libcrypto.so.1.0.2 /usr/lib
/libcrypto.so.6
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    ""  ""  "SafeNet Authentication lient Tools"    .        :

  eToken

      pkcs11-tool.

pkcs11-tool --login --init-token --label "eToken Astra" --init-pin 12345678 --
module /usr/lib/libeToken.so

  SafeNet Authentication lient Tools   " ".

--slot 0 —       .  ,   0,       – 1,2  ..

--init-token –   .

--pin -   . 

--label 'eToken Astra' - () .

--module -     eToken



   RSA

    RSA     :

pkcs11-tool --slot 0 --login --pin 12345678 --keypairgen --key-type rsa:2048 --
id 16 --label "rsa key" --module /usr/lib/libeToken.so

  

        :

openssl

   openssl,  :

engine dynamic -pre SO_PATH:/usr/lib/x86_64-linux-gnu/engines-1.1/pkcs11.so -pre ID:pkcs11 -pre LIST_ADD:1 -pre 
LOAD -pre MODULE_PATH:/usr/lib/libeToken.so

   :

req -engine pkcs11 -new -key 0:16 -keyform engine -x509 -out test.pem -text

 

 exit

!       eToken   . 

http://libeToken.so


   

   ,     eToken.

    PEM  DER:

openssl x509 -in test.pem -out test.cer -inform PEM -outform DER

  test.cer  : 

pkcs11-tool --slot 0 --login --pin 12345678 --write-object test.cer --type 
'cert' --label 'Certificate' --id 16 --module /usr/lib/libeToken.so

     eToken:

pkcs11-tool --module /usr/lib/libeToken.so -O -l

        .Common Name

(     SACTool) 



   Astra Linux  eToken

  

 -  -  

            : 

libpam-p11
libp11-2

   FLY:

sudo apt-get install libp11-2 libpam-p11 

   

    

openssl x509 -in .crt <___> -out .pem -inform DER -outform PEM<___>

         ID       : 
     :

mkdir ~/.eid
chmod 0755 ~/.eid
cat <___>.pem >> ~/.eid/authorized_certificates
chmod 0644 ~/.eid/authorized_certificates

          ,   :

mkdir /home/user/.eid
chmod 0755 /home/user/.eid
cat <___> >> /home/user/.eid/authorized_certificates

chmod 0644 /home/user/.eid/authorized_certificates

  

 -  -  Fly

sudo nano /usr/share/pam-configs/p11

    :

  -  ,          <___>

 ,             id.



Name: Pam_p11
Default: yes
Priority: 800
Auth-Type: Primary
Auth: sufficient pam_p11_opensc.so /usr/lib/libeToken.so

 ,  Alt + X,   Y
  

sudo pam-auth-update

      Pam_p11   OK 

  

 -  -  Fly

sudo login

      .      ,   <PIN >.
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