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Buenuorteka HPKCS1lecp ana GNUI/Linux DEB 32-bit (x86)

m
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pa3zpAaHele Debian/Ubuntu/Mint/Astra
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sudo dpkg -i librtpkcsllecp_1.

XCA:

XCA

(Ctrl+N)

8.2.00102.03.2018

Gd-pazpAgHee Debian/Ubuntu/Mint/Astra

8.2.0-1 and64. deb

& XCertificate and Key management

[oEDNM VimnopT  TokeH  Extra
Hoean 6a3a faHHbIx Ctri+N
OTKpbITE Ba3y AaHHbIx  Ctr+0
Recent DataBases ... >
Set as default DataBase
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Language >

Beixog

MomoLwe
pTudukatel | CepTudukaTel ‘ LlabnoHe |Cnv|cxv| OTO3BaHHLIX CepTud © *
HoBbli kKnwoy
IKCnopT
WMmnopt
WMmnopt PEX (PKC5#12)

MNocMoTpeTb AeTanu

Yaanute




CAkey, Keytype RSA, Keysize 2048 bit.

. XCertificate and Key management

®ain  Wmnopt  Toked  Extra MomoLs

3aKkpbITele KUK | 3anpock! Ha cepTudunkatel  CepTudukatsl | LWabnoHsl | CNWCKW OTO3BaHHbIX CepTud © >

BHyTpeHHEE MMA THn Pasmep Mcnone3oear
X Certificate and Key management

. opT
HoBbIii Koy % D —

CBOMCTEA KKOYa (PKCS#12) ‘

- opT
BeeanTe Ha3BaHWe W 3a4aiTe TN 1 pa3Mep HOBOIO KMKYa
Wima knoua
| Chkey | b meTann
v
Twun knwya | RSA | L
[AnuHHa kKmioua | 2048 bit ~

[} Remember as default

Co3pate ‘ OTMmeHa ‘

Basa aaHHbix: /home/u/openvpn.xdb




X Certificate and Key management

CospgaHvie x509 ceptudmnkarta

WcTouHrk | Bnagenel,  PacluwpeHus | O61acTe NpUMeHeHWA kNuYa | Metscape | [OMOAHWTENEHO

MoAnKUcaHHEIi 3anpoc
Mcnonb3aeate NOANWCAHHEIN 3aNpoc Ha cepTUdUKaT

KONWMPOBaTE paclUMpeHWA M3 3anpoca MNokazaTe 3anpoc

KMameHWTE BNagensua e 2anpoce
NMognucaHne

(@) Co3paTs camonoANMcaHHLIA CEPTUGHKAT € CepUiHBIM HOMepomM

Use this Certificate tor signing

ANropuTM NOANKMCA
LWabnoH anA Hoeoro cepTuduUkaTa

[default] CA

MpUMeHNTE paclumpenns | | MpUMeHWTE BAagensLa

=

MpUuMeHTE BCR

OTmeHa




X Certificate and Key management

Co3spaHue x509 cepTuchukarta

WMcTouHnk | Bnagenel  PaclumpeHWs | OBNacTe NPUMEHEHWUA KKYa | Netscape ‘ JononHUTensHo

Distinguished name

BHYTDEHHER MMA CA organizationMame Rushitech
countryMame RU organizationalUnitName | Astralinux
stateOrProvinceName | Moscow commonMame CA

localityName Moscow emailaddress CA@astra.rbt

CogepxaHue | NoBaeEnTh |

| YAanuTs |

3aKpPLITEIA KoY

CAkey (RSA:2048 bit) | [ ] OToBpaxaTk yxe NCNofb30BaHHLIE KUK | CO3/aTh HOBLIF KU |

Aa | OTMeHa |




X Certificate and Key management
CospgaHue x509 ceprudinkara
WcTOUHKK ‘ Bnapeneu | PaclupeHns . 0BNacTe NPUMEHEHWA KJTHOUA | Netscape ‘ JonoNHUTENEHD
¥509v3 Basic Constraints Key identifier
Twn ‘ LleHTp CepTudukaLin b | |:| Subject Key Identifier
[NUHHA NYTH [] critical |:| Authority Key Identifier
Mepwog gelicTena BpemeHHoI Anana3oH

He panveweyem | 2019-08-20 09:25 GMT hd 1 ‘ loaa w | ‘ MpUMeHTE

He nodxe, uem | 2020-08-20 09:25 GMT ~ ||| [ Nonnous [_] Localtime [_| HeT ueTko onpeseneHHoro cpoka
X509v3 Subject Alternative Name ‘ PefakTpoeaTs ‘
X509v3 Issuer Alternative Name ‘ PefakTVpoEaTh ‘
X509v3 CRL Distribution Points ‘ PeaakTWpOEaTb ‘
Authority Information Access ocsP v ‘ PeaakTvpoBaTe ‘

Ada | OTtmeHa ‘

OpenVPN

OpenVPN: "" "" Openvpnkey, Keytype - RSA, Keysize - 2048 bit.




¥ Certificate and Key management

CospgaHnne X509 ceptucpukara

WcTouHnk | Bnagenewy ‘ PacluMpeHns |05nar:rb NPUMEHEHWA KTHOUa | Netscape |,qononum'enbuo

MoanwucaHHLIA 3anpoc
Mcrnons3aeats NOANWCAHHLIA 3aNpoc Ha cepTUgNKaT

{"JI'IHp"JEa_b pacllMpeHna 3 3anpoca MNokasate 3anpoc

M3mMeHWTe BNagensua e 3anpoce

MoanucaHme

() CoapaTe caMonoAnMcaHHbIN CepTUGUKAT C CEPUiiHBIM HOMEPOM

(@) Use this Certificate for signing ‘ CA

ANFOPWTM MOANCK ‘ SHA 1

LabnoH AnA HOBOTO CEPTUGUKATA

[default] HTTPS_server w

| MpUMEHWUTE PaclUMPEHWA ‘ ‘ MpUMEHNTE BNaAeNbLAE ‘ ‘ MNpUMEHNTE BCE ‘

Aa OTMeHa




X Certificate and Key management

Co3zpgaHue x509 cepTuchukara

McTouHuk | Bnaaeney,  Pacwwvpenwa | OBnacTs NPUMEHEHWA KNHYa MNetscape = flononHurensHo
Distinguished name

BHYTpeHHee MMA Cpenvpn organizationMame Rusbitech
countryName RU organizationalUnitName | Astralinux

stateOrProvinceName | Moscow commonMame Openvpn

localityMame Moscow emailaddress ‘ Obenvpn@astra.rbt

CofepxaHue AoBaBnTb

Yaanute

3aKpLITLIA KUY

Openvpnkey (RSA:2048 bit) v | [] oToBpaxats yxe MCNoNb30BaHHLIE KNKOUKW | CO3/aTk HOBLII KNKOY

OTmeHa




X Certificate and Key management

CosgaHue x509 ceptudonkara
WicTouHMK ‘ Bnaaeneu ‘ PacwmpeHna  OONacTs NPUMEHeHWA KAKYa MNetscape |ﬂononHHTeano

X509v3 Key Usage X509v3 Extended Key Usage
(] critical (] critical

Digital Signature TLS Web Server Authentication

Mon Repudiation TLS Web Client Authentication
Key Encipherment Code Signing

Data Encipherment E-mail Protection

Key Agreement Time Stamping

Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto
Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery

IPSec End System

IPSec Tunnel
IPSec User
IP security end entity

Mirrnsnft Smartrardlnnin

Na ‘ OTtmeHa ‘

pkcs#11
, XCA PKCS#11.

PKCS#11 provider "" pkcs11(/opt/aktivco/rutokenecp/x86_64/librtpkcsllecp.so)



./ Xcertificate and Key management - O x

b X Certificate and Key management

3 Onuun XCA 4
Settings = Distinguished name | PKCS#11 provider
+ /foptfaktivcofrutokenecp/x86_64/libripkcsiiecp.so JoBaBnTe
Remove
Search
| Aa . OTMeHa

Baza aaHHbix: fhomefu/openvpn.xdb

(D XCA:

«» """ """ Clientkey, Keytype - RSA(!) , Keysize - 2048 bit.

PIN-.


https://wiki.astralinux.ru/pages/viewpage.action?pageId=53643060

.+ X cCertificate and Key management O x

Maiin WMmnopt  Toked Extra Momowk

3aKpbITEIE KNKOYK | 3anpockl Ha cepTUdUkaTel | CepTUdMKaTh ‘ LaBnoHsl | CAWCKW OTO3BAHHBIX CEpTHd © >

BHyTpeHHee UMA Tvn Pa3imep
X Certificate and Key management

@ Oper . T ‘
—— HoBblii KoY %

BeeguTe HassaHwe KU BBAEHTE‘ THUN K paimep HOBOMo KNk4a

Mcnons3oear

CeolCTBa KNKOYa KCS#12) ‘

LA Clientkey T ‘

Twun knoda AstraRutoken #2f996caf (RSA Key of 512 - 2048 bits) ‘

AnnHHa KnKoua RSA

DSA

Remember as g
EC

AstraRutoken #2f996caf (RSA Key of 512 - 2048 bits) ‘

Ba3a gaHHex: /homes/u/openvpn.xdb




X Certificate and Key management

CospgaHue x509 ceptuchvkara

WcTouHvk | Bnagenei] ‘ PaclunpeHna ‘Dﬁnacrb NPUMEHEHWA KTHOUa | Metscape ‘ﬂononumenbuo

MognucaHHbIA 3anpoc
Mcnonb3aeaTs NOANWCaHHEIR 3aNpoc Ha CepTUdUKAT

KONMpOBaTL pacluMpeHns U3 3anpoca Moka3aTs 3anpoc

M3MEHWTL BNagenkLa B 3anpoce

MoanwucaHue

() Co3AaTh CaMONOANMCAHHBIA CRpTUGNKAT € CEPURAHBIM HOMEPOM

(@) Use this Certificate for signing ‘ CA

ANropuTM Nnognaci ‘ SHA 1

LlabnoH AnA HOBOrO cepTUUKaTa

[default] HTTPS_client [V

‘ MpPUMEHMTE paclLMpeHWA | ‘ MpyrMeHnTL BRagensLua ‘ | MpUMeHUTE Bee ‘

Aa OTMmeHa |




X Certificate and Key management

CospaHue x509 ceptudivkara

WMcrounnk | Bnageney,  PacwwpedwA

BHYTpeHHee MMA Client
countryMame RU
stateOrProvinceName | Moscow

localityName Moscow

06nacTe NpuMeHeHWa KNodYa | Metscape | JonofHWTENBHO

Distinguished name

organizationMame
organizationalUnitName
commonName

emailAddress

Rusbitech

Astralinux

Client

Client@astra.rbt

Coaepxanue

NobaeBnTh

Yaanute

Clientkey (TokeH RSA:2048 bit)

3aKPLITHIA KoY

v | [ OToBpaxaTe yke MCNONLI0EaHHBIE KITKOUMN

C03AaTh HOBLIA KN

OTMmeHa




X Certificate and Key management

Co3apaHue x509 ceptuchukara
HCTouHME ‘ Bnageney ‘PECLIJI‘IPGHI"IH 06nacTe NPUMEHEHKA KNYa MNetscape | JonoMHUTENLHO

%509v3 Key Usage ¥509v3 Extended Key Usage
[] critical [] critical

Digital Signature TLS Web Server Authentication

MNon Repudiation TLS Web Client Authentication
Key Encipherment Code Signing

Data Encipherment E-mail Protection

Key Agreement Time Stamping

Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto
Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery

IPSec End System
IPSec Tunnel

IPSec User

1P security end entity

Mirrnsnft Smarteardlnnin

‘ OTMeHa ‘

XCA , «» PIN-.

CA.crt,  Openvpn.crt  openvpn.pem( , )



g’ XCertificate and Key management
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s
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BHyTpeHHee UMA
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commoniName

Openvpn

Client
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V{ Yes
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OpenVPN

openvpn  Astra Linux,

© fly-admin-openvpn-server

©  astra-openvpn-server

fly-admin-openvpn-server astra-openvpn-server

OpenVPN:

sudo apt - get

DH (Diffie Hellman)

i nstall

libgost-astra,

fly-adm n- openvpn-server




Diffie Hellman (-) openssl:

openssl dhparam - out dh2048. pem 2048

dsmolensk:~% opens: .
Eeneratiﬁg OH param -5, 248 bit long

This is going to take a long time

(D. 2048 , 4096.

OpenVPN:

nano openvpn. conf

port 1194
proto tcp
dev tap

ca / hone/ u/ openvpn/ CA. crt

cert /hone/ u/ openvpn/ Openvpn.crt
key / home/ u/ openvpn/ Qpenvpnkey. pem
dh / hone/ u/ openvpn/ dh2048. pem

server 10.0.0.0 255.255.255.0
i fconfi g-pool - persi st ipp.txt

keepal i ve 10 120

ci pher BF-CBC

conp-1| zo

persi st - key

persist-tun

status openvpn-status. | og
verb 3

0)

client , (., ,)
dev tap .TUN — OSlI, IP-. TAP
tun | — Ethernet OSl, Ethernet.

OpenVPN, , tun. TAP , DH
CP.



dev-
node

proto udp
tcp

remote | VPN

remot

e-

random

resolv-

retry infini
te

nobind

user

group

persist
-key

persist
-tun

http-
proxy

http-
proxy-
retry

http-
proxy-
timeout
mute-
replay-
warnin
gs

ca
cert
key

dh
remot
e-cert-

tls

tls-
client

tls- ta.
auth key

1
float

keepal | 12
ive

cipher
comp-
Izo

verb 0

mute

auth-
user-
pass

ipchan
ge

conne
ct-retry

Windows , . s
OpenVPN.
, ., UDP,

, » » OpenVPN .

remote, ,

, . , . infinite —

( UNIX-).
( UNIX-).

OpenVPN.

OpenVPN.

Diffie-Hellman (-).

mitm ,

, TLS.

TLS.

. . AES-256-CBC, AES-128-
CBC, BF-CBC, DES-EDE3-CBC.



conne ,
ct-

retry-

max

shaper

tun- MTU.
mtu

status

log -

OpenVPN openvpn --help

OpenVPN

OpenVPN

$ sudo openvpn --config /hone/ u/ openvpn/ openvpn. conf

TINFOI [RERD] built on Mar

n Jun
Jun
n Jun
n Jun
n Jun : i p link
n Jun : /sbin/ip addr

Jun : uld not determine ing AF_It
n Jun : ck : : ; : 4->16 1
n Jun : g for n [AF_IMETI[undefl:1194
n Jun : 1 1 1 [AF_TNET1[undefl:11594
n Jun p A C
n Jun
n Jun
n Jun
Jun
[y

!/ /home

sudo apt install pcscd libpcsclitel |ibccid

librtpkcsllecp.so

sudo dpkg -i librtpkcsllecp_1.8.2.0-1 and64. deb

OpenVPN

OpenVPN:


https://www.rutoken.ru/support/download/pkcs/

sudo apt install openvpn

() /home/client/openvpn/CA.crt

nano openvpnclient. conf

C:

client

dev tap

proto tcp

remote 192. 168. xxx. xxx 1194
resolv-retry infinite

nobi nd

persi st - key

persist-tun

ca /hone/client/openvpn/ CA crt

pkcsll-providers /usr/lib/librtpkcsllecp.so

pkcs11-id ' Akti v\ x20Co\ x2E/ Rut oken\ x20ECP/ 2f 996caf / Rut oken\ x20ECP\ x20\ x3Cno\ x20I abel \ x3E/ 3COF594E0994420F'
pkcs1l1- pi n-cache 300

conp-1| zo
verb 3

1 remote ip- VPN-
pkcsll-providers PKCS#11 .

pkcs1l-id ID, . ID

sudo openvpn --show pkcsll-ids /usr/lib/librtpkcsllecp.so

t shown low 85 param r
id option pleas ingle gquote mark.

shitech, OU=Hstralinux, CH=Client, emailHddr

ialized id A /Rutoke f/Rutok abe
L@smo envpnd i

VPN-

VPN-:

sudo openvpn --config /home/client/openvpnclient. conf

PIN-



shuhrat@astralinux:~/readyfor/vpn$ sudo openvpn --config openvpnclient.conf
Mon Jun 8 13:36:23 2828 OpenVPN 2.4.7 xB6_64-pc-linux—gnu [SSL (OpenSSL)]1 [
AEAD] built on Feb 28 2819

Mon Jun 8 13:36:23 28280 library versions: OpenSSL 1.1.1d 18 Sep 2819, LZ0 1

Mon Jun B8 13:36:23 2828 PKCS#11: Adding PKCS#11 provider '/usr/lib/librtpkct
Mon Jun 8 13:36:23 2828 WARNING: No server certificate verification method

howto.html#mitm for more info.
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