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. Astra Linux Special Edition , .

® jpa0.ipadomainO.ru IP- 100.0.2.100. ™ ;

© hostO.ipadomainO.ru ™ ipadomainO.ru.
® jpa0.ipadomainl.ru IP-100.0.2.110. "™ ;

© hostO.ipadomainl.ru " ipadomainl.ru. ., . :

hostx.ipadomainZl.ru;

, (host0), . ,, . ,

® dnsutils sssd-tools (DNS) SSSD:

sudo apt install dnsutils sssd-tools
® ssh,

sudo apt install ssh

sudo systenttl enable --now ssh

IP-"".
, DNS ™.
WEB- FreelPA:
e ""_"DNS"-" DNS"-",
° " __ (ipadomainl.ru.) ;
e ""|P- "™ (-10.0.2.110).

")



kinit admn
i pa dnsforwardzone-add i padorai nl.ru --forward-
policy=first --forwarder=10.0.2.110

IP- ™, ,, host:
host i pa0.i padomnai nl.ru
( dnsutils) dig:

di g i padomai nl.ru

di g i pa0.i padomai nl.ru

dig SRV _ldap._tcp.ipadonmainl.ru

dig SRV _kerberos. tcp.ipadomainl.ru

sssd

SSSD ™ SSSD ™.
, " letclipa/ca.crt. letc/ipa/ca-other.crt.

ssh

sudo scp -q adm n@ pa0. i padormai nl.ru:/etc/ipal/ca.crt
/etclipalca-other.crt

sssd ( /etc/sssd/sssd.conf) , ™ (ipa_hostname ™. host0 hostx).
sssd, "™, "™, ‘ipa_server_mode = True" " srv_ "
[sssd] ™.

@ [domain/ipadomain0.ru]
cache_credentials = True
krb5_store_password_if_offline = True
ipa_domain = ipadomainO.ru
id_provider = ipa
auth_provider = ipa
access_provider = ipa
ipa_hostname = _srv_, host0.ipadomainO.ru
chpass_provider = ipa
ipa_server = ipa0.ipadomain0.ru
default_shell = /bin/bash
Idap_tls_cacert = /etc/ipa/ca.crt

[domain/ipadomainl.ru]
cache_credentials = True
krb5_store_password_if_offline = True
ipa_domain =ipadomainl.ru
id_provider = ipa
auth_provider = ipa
access_provider = ipa
ipa_hostname = hostx.ipadomainl.ru
chpass_provider = ipa
ipa_server =_srv_, ipa0.ipadomainl.ru
default_shell = /bin/bash
#ipa_server_mode = True #
Idap_tls_cacert = /etc/ipa/ca-other.crt



[sssd]
services = sudo, nss, ifp, pam, ssh
domains = ipadomainO.ru, ipadomainl.ru

[nss]
memcache_timeout = 600
homedir_substring = /home

[pam]
[sudo]
[autofs]
[ssh]
[pac]

[ifp]
allowed_uids = 0, 33, 114, 999

[secrets]

[session_recording]

sssd:

sudo systenctl restart sssd

, sssd

sudo systenttl status sssd

sssd. service - System Security Services Daenpn
Loaded: | oaded (/1ib/systend/system sssd. servi ce;
enabl ed; vendor preset: enabl ed)
Acti ve: since Thu 2020-02-06 13: 45:
07 MBK; 14m n ago

Main PID: 5601 (sssd)

Tasks: 9 (limt: 4915)

CG oup: /systemslicel/sssd. service

5601 /usr/sbin/sssd -i --logger=files

5603 /usr/lib/x86_64-1inux-gnu/sssd/ sssd_be --donmain
i padormai n0.ru --uid O --gid O --logger=files

5604 /usr/lib/x86_64-1inux-gnu/sssd/ sssd_be --donain
i padomai nl.ru --uid O --gid O --logger=files

5605 /usr/lib/x86_64-1inux-gnu/sssd/sssd sudo --uid
O --gid O --logger=files

5606 /usr/lib/x86 64-1inux-gnu/sssd/sssd nss --uid O
--gid O --logger=files
5607 /usr/lib/x86_64-1inux-gnu/sssd/sssd_ifp --uid O
--gid O --logger=files
5608 /usr/lib/x86_64-1inux-gnu/sssd/sssd pam--uid O
--gid O --logger=files

5609 /usr/lib/x86_ 64-1inux-gnu/sssd/sssd ssh --uid 0
--gid 0 --logger=files

5610 /usr/lib/x86_64-1inux-gnu/sssd/sssd pac --uid O
--gid O --logger=files



sssd-tools,  sssctl:

sudo sssctl domain-1ist

i padomai n0. ru
i padomai nl.ru

sudo sssctl domai n-status i padonmainl.ru

Online status: Ofline

Active servers:
| PA: ipal.ipadomainl.ru

Di scovered | PA servers:
- ipal.ipadomainl.ru
- ipal.ipadomainl.ru

c™ "offline”. , ™

Kerberos-

Kerberos ™

® /var/lib/ipa-client/pki/kdc-ca-bundle.pem
® /var/lib/ipa-client/pki/ca-bundle.pem

® /varllib/ipa-client/pki/kdc-ca-bundle-other.pem
® /var/lib/ipa-client/pki/ca-bundle-other.pem

' ssh,

sudo scp -q adm n@ostO0.ipadomai nl.ru:/var/lib/ipa-
client/pki/kdc-ca-bundl e.pem/var/lib/ipa-client/pki
[ kdc- ca- bundl e- ot her. pem

sudo scp -q adm n@ost 0. i padomai nl.ru:/var/lib/ipa-
client/pki/ca-bundle.pem/var/lib/ipa-client/pki/ca-
bundl e- ot her. pem

Kerberos

Kinit adm n@ PADOVAI N1. RU

sudo klist -A

Ti cket cache: KEYRI NG persistent: 0: krb_ccache_cYlrfoy
Default principal: adnm n@ PADOVAI N1. RU

Valid starting Expires Service principa
07.02.2020 11:17:51 08.02.2020 11:15:20 | dap/i pa0.
i padomai nl1. r u@ PADOVAI N1. RU



07.02.2020 11:17:51 08.02.2020 11:15:20 | dap/i paO.

i padormai nl. ru@

07.02. 2020 11:16:45 08.02.2020 11:15:20 host/hostO.
i padomai nl1. r u@ PADOVAI N1. RU

07.02. 2020 11:16:45 08.02.2020 11:15: 20 host/ hostO.
i padomai nl. ru@

07.02. 2020 11:15:22 08.02.2020 11:15:20 krbtgt

/ 1 PADOMAI N1. RU@ PADOMAI N1. RU

Ti cket cache: KEYRI NG persistent:0:0
Default principal: adnm n@ PADOVAI NO. RU

Valid starting Expires Service principal
07.02. 2020 11:07:04 08.02.2020 11:07: 04 krbt gt
/ | PADOVAI NO. RU@ PADOMAI NO. RU

SSSD

kinit admin
i pa host-add host x. i padomainl.ru --force

IP-, IP-(--force).

2. Kerberos

sudo ki nit adm n@ PADOVAI N1. RU

sudo i pa-getkeytab -k /etc/krb5. keytab -s ipa0.
i padormai nl.ru -p host/host x. i padomai n1l.

ru@ PADOVAI N1. RU --cacert=/var/lib/ipa-client

/ pki / ca- bundl e- ot her. pem

-k /etc/krb5.keytab -

-s ipa0.ipadomainl.ru - ", ;

-p host/hostX.ipadomainl.ru@IPADOMAIN1.RU -,
--cacert=/var/lib/ipa-client/pki/ca-bundle-other.pem - "™ "™ " Kerberos.

Kerberos , sssd,

sudo systenttl restart sssd

WEB- "

sudo klist -k /etc/krb5. keytab

Keytab name: FILE:/etc/krb5. keytab
KVNO Pri nci pal



2 host/ host 0. i padomai n0. r u@ PADOVAI NO. RU
3 host/ host x. i padomai nl. r u@ PADONVAI N1. RU

sssd "Online™:

sudo sssctl domai n-status i padonmainl.ru

Online status: Online

Active servers:
| PA: ipa0.ipadomainl.ru

Di scovered | PA servers:
- i pa0.ipadomainl.ru
- i pa0.i padomainl.ru

. " ipadomain0.ru:

idipauser0l

ui d=96001(i pauser01) gi d=96001(i pauser01l) =96001
(i pauser 01)

" ipadomainl.ru:

idipauserll

ui d=312001(i pauser 11) gi d=312001(i pauser11) =312001
(i pauser11)

sssd,

@ debug_level = 0x37F0

letc/sssd/sssd.conf sssd.  /var/log/sssd

Kerberos kinit :

KRB5_TRACE=/ dev/ st dout Kinit -V adm n@ PADOVAI N1. RU
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