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OpenSC

opensc

sudo apt install opensc

Opensc-tool

opensc-tool --nanme --atr --seria

Using reader with a card: Aktiv Co. Rutoken S 00 00
3b: 6f:00:ff:00:56:72: 73:54: ff:6b: 6e: 73: 30: 20: 00: 00: 90: 00
Rut oken S card

opensc-tool --list-files
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Using reader with a card: Aktiv Co. Rutoken S 00 00

3f00 type: DF, size: O

sel ect [NONE] | ock[ N A] del ete[ NEVR] create[ CHV2] rehab[ NNA] inval [NNA] |ist[ NONE] sec: 6F:01:01:01: 01: 00: FF:
FF: 02: 00: 00: 00: 02: 00: 00: 00: 02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

3f 000000 type: DF, size: O
sel ect [NONE] | ock[ N A] del ete[ NEVR] create[ CHV2] rehab[NA] inval [NNA] |ist[NONE] sec: 6F:01:01:01: 01: 00:
FF: FF: 02: 00: 00: 00: 02: 00: 00: 00: 02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

3f 000000000000020a000a06 type: WEF, ef structure: transparent, size: 300
read[ NV A] updat e[ CHV2] erase[ CHV2] write[ CHV2] rehab[ N A] inval [N A] sec: 42:00:01:00: 00: 00: 00: 01
00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00

00000000: 30 14 16 08 54 65 73 74 43 6F 6E 74 80 08 54 65 0...TestCont..Te
00000010: 73 74 43 6F 6E 74 00 00 00 00 00 00 OO 00 00 00 stCont..........
00000020: 00 00 00 00 OO OO 00 00 OO OO0 00 00 00 00 00 00 ................
00000030: 00 00 00 00 OO 00 00 00 OO OO0 00 00 00 00O 00 00 ................

3f 000000000000020a000a03 type: WEF, ef structure: transparent, size: 3072
read[ NV A] updat e[ CHV2] erase[ CHV2] write[ CHV2] rehab[ N A] inval [N A] sec: 42:00:01: 00: 00: 00: 00: 01
00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00

00000000: 30 82 04 4B 30 82 04 41 A0 OA 06 08 2A 85 03 02 0..KO.. A ...*. ..
00000010: 02 25 02 01 03 02 06 40 30 24 03 01 00 AO 1IF 06 .%.... @$......

00000020: 08 2A 85 03 07 01 01 01 01 30 13 06 07 2A 85 03 .*....... 0...*.

00000030: 02 02 23 01 06 08 2A 85 03 07 01 01 02 02 82 04 ..#. ..*.........
00000040: 00 00 00 00 A4 25 03 02 05 20 A0 1F 06 08 2A 85 ..... %.. ....*%.
00000050: 03 07 01 01 06 01 30 13 06 07 2A 85 03 02 02 24 ...... 0...*....8%
00000060: 00 06 08 2A 85 03 07 01 01 02 02 86 82 03 82 30 ...*........... 0

00000070: 82 03 7E 30 82 03 2D A0 03 02 01 02 02 13 12 00 ..~0..-.........
00000080: 2E 5F 42 04 FC 38 83 8E 34 42 9D 00 00 00 2E 5F ._B..8..4B.....
00000090: 42 30 08 06 06 2A 85 03 02 02 03 30 7F 31 23 30 BO...*..... 0. 1#0
000000A0: 21 06 09 2A 86 48 86 F7 OD 01 09 01 16 14 73 75 !..*. H ....... su
000000B0: 70 70 6F 72 74 40 63 72 79 70 74 6F 70 72 6F 2E pport @stral i nux
000000C0: 72 75 31 0B 30 09 06 03 55 04 06 13 02 52 55 31 .ru.0...U....RUL
000000D0: OF 30 OD 06 03 55 04 07 13 06 4D 6F 73 63 6F 77 .0...U.... Myscow
000000EO0: 31 17 30 15 06 03 55 04 OA 13 OE 43 52 59 50 54 1.0...U....ASTRA
000000F0: 4F 2D 50 52 4F 20 4C 4C 43 31 21 30 1F 06 03 55 - RBT LLC1!0...U
00000100: 04 03 13 18 43 52 59 50 54 4F 2D 50 52 4F 20 54 ....Astra-RBTO T
00000110: 65 73 74 20 43 65 6E 74 65 72 20 32 30 1E 17 OD est Center 20..

00000120: 31 38 31 30 31 39 30 37 35 30 34 39 5A 17 0D 31 181019075049Z..1
00000130: 39 30 31 31 39 30 38 30 30 34 39 5A 30 81 8C 31 9011908004970. .1
00000140: 21 30 1F 06 09 2A 86 48 86 F7 OD 01 09 01 16 12 !0...*. H .......
00000150: 75 73 65 72 40 61 73 74 72 61 6C 69 6E 75 78 2E user @stral i nux

3f 000000000000020a000a02 type: WEF, ef structure: transparent, size: 70
read[ CHV2] updat e[ CHV2] erase[ CHV2] write[ CHV2] rehab[ N A] inval [N A] sec: 43:01:01:00: 00: 00: 00: 01
02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00

3f 000000000000020a000a01 type: WEF, ef structure: transparent, size: 60
read[ CHV2] updat e[ CHV2] erase[ CHV2] write[ CHV2] rehab[ N A] inval [N A] sec: 43:01:01:00: 00: 00: 00: 01
02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00

3f 000000000000020a000a05 type: WEF, ef structure: transparent, size: 70

read[ CHV2] updat e[ CHV2] erase[ CHV2] write[ CHV2] re$ opensc-tool --list-fileshab[NA] inval [N A]
sec: 43:01:01:00: 00: 00: 00: 01: 02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00
00: 00: 00: 00: 00: 00

3f 000000000000020a000a04 type: WEF, ef structure: transparent, size: 60

read[ CHV2] updat e[ CHV2] erase[ CHV2] write[ CHV2] rehab[ N A] inval [N A] sec: 43:01:01:00: 00: 00: 00: 01
02: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02: 00: 00: 00: 00: 00: 00: 00

Opensc-explorer



opensc-explorer :

opensc- expl orer

info:
info 3F00

Dedi cated File 1D 3F00

File path: 3F00$ opensc-tool --list-files File size: 0 bytes
ACL for SELECT: NONE
ACL for LOCK: N A
ACL for DELETE: NEVR
ACL for CREATE: CHV2

ACL for REHABILITATE: NA
ACL for | NVALI DATE: N A
ACL for LIST FILES: NONE

ACL for CRYPTO N A
ACL for DELETE SELF: NA
Security attributes: 47 02 02 01 00 00 00 FF 0O 00 00 0O 0O 00 0O

@ ® 3F00-id

1.
8888/1F00

test.bin :

dd i f=/dev/urandom of =test. bi n bs=1024 count =1

1+0
1+0 1024 (1,0 kB), 0,000283354 c, 3,6 MB/cC

opensc- expl orer

OpenSC [ 3F00] > nkdir 8888 256
OpenSC [ 3F00] > cd 8888

OpenSC [ 3F00/ 8888] > create 1F00 1024

OpenSC [ 3F00/ 8888] > put 1F00 test.bin
Total of 1024 bytes witten.

OpenSC [ 3F00/ 8888] > i nfo 1F00
El ementary File I D 1F0O0

Fil e path: 3F00/8888/ 1F00
File size: 1024 bytes



EF structure: Transparent
ACL for READ: N A

ACL for UPDATE: N A

ACL for DELETE: N A

ACL for WVRITE: N A

ACL for REHABI LI TATE: N A
ACL for | NVALIDATE: N A
ACL for LIST FILES: NA
ACL for CRYPTO NA

OpenSC [ 3F00/ 8888] > get 1F00 check. bin
Total of 1024 bytes read from 1FO0 and saved to check. bin.

OpenSC [ 3F00/ 8888] > rm 1F00
OpenSC [ 3F00/ 8888] > cd . .

OpenSC [ 3F00] > rm 8888

, test.bin check.bin :

nd5sum t est. bi n check. bin

1. SmartCardHSM: https://github.com/OpenSC/OpenSC/wiki/SmartCardHSM
2. OpenSC GUI: https://github.com/tis-innovation-park/OpenSC-GUl/wiki


https://github.com/OpenSC/OpenSC/wiki/SmartCardHSM
https://github.com/tis-innovation-park/OpenSC-GUI/wiki
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