Rsyslog+ssl

openssl genrsa 2048 > ca- key. pem

openssl req -new -x509 -nodes -days 3600 -key ca-key.pem -out ca-cert.pem

openssl req -newkey rsa: 2048 -days 3600 -nodes -keyout server-key.pem-out server-req.pem
openssl rsa -in server-key.pem-out server-key.pem
openssl x509 -req -in server-req.pem -days 3600 - CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out server-
cert.pem
.pem /etc/ssl/certs

/etc/rsyslog.conf ( !)

$Def aul t Net st reanDriver gtls

$Def aul t Net streanDri ver CAFil e /etc/ssl/certs/ca-cert.pem

$Def aul t Net streanDriverCertFile /etc/ssl/certs/server-cert. pem
$Def aul t Net streanDri ver KeyFil e /etc/ssl/certs/server-key. pem
$ModLoad intcp

$I nput TCPSer ver St reanDri ver Mode 1

$I nput TCPSer ver St r eanDr i ver Aut hMbde anon

$I nput TCPSer ver Run 514

rsyslog

/etc/init.d/rsyslog restart

ca-cert.pem letc/ssl/certs

rsyslog-gnutls
apt-get install rsyslog-gnutls

/etc/rsyslog.conf ( !)

$Def aul t Net streanDri ver CAFil e /etc/ssl/certs/ca-cert.pem
$Def aul t Net st reanDriver gtls

$Act i onSendStreanDri ver Mbde 1

$Acti onSendStreanDri ver Aut hMbde anon

* % @d92.168.1.1

(192.168.1.1— )

rsyslog



/etc/init.d/rsyslog restart

tcpdump

apt-get install tcpdunp

tcpdump -A > tcp.txt

sudo | ogin test

exit

grep test tcp.txt
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