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Astra Linux Common Edition 2.12

@ Astra Linux Special Edition (-

- astra-freeipa-client — ;
- apache2 — pache2;

- libapache2-mod-auth-kerb —  Kerberos apache2.

sudo apt update

sudo apt install astra-freeipa-client apache2 |ibapache2-nod-auth-kerb

2. ( client):

sudo host nanect| set-hostnane client

- FreelPA

@ Kerberos ( - admin).

1. Kerberos

kinit adm n

2. HTTP:

i pa service-add HTTP/client. astra. domai n@STRA. DOVAI N

3.  FreelPA (keytab):

[ usr/sbin/ipa-getkeytab -p HTTP/client. astra. domai n@GASTRA. DOVAI N -k ~

/http. keytab


https://wiki.astralinux.ru/pages/viewpage.action?pageId=60359750

4. http.keytab web- /etc/apache2/.

- web- Apache2 ( 2)
, letc/apache2/http.keytab.

1.

sudo chown ww\ dat a: ww dat a / et ¢/ apache2/ http. keyt ab
sudo chnod 600 /etc/apache2/ http. keyt ab

2. virtualhost /etc/apache2/sites-available/000-default.conf
<Virtual Host *:80>

Server Admi n webmast er @ ocal host

Docunent Root /var/ ww

ErrorLog ${APACHE LOG DIR}/error.|og

Cust onLog ${ APACHE_LOG DI R}/ access. | og conbi ned

<Directory /var/ww>
Aut hType Ker ber os
# (realm -
Kr bAut hReal ns ASTRA. DOVAI N

# ( HTTP) :
Kr bSer vi ceNane HTTP/ client. astra. domai n@G\STRA. DOVAI N

# o,
Kr b5Keyt ab /et c/ apache2/ http. keyt ab
Kr bMet hodNegot i ate on
Kr bMet hodK5Passwd of f
require valid-user
KrbSaveCredential s on

</Directory>

</ Vi rtual Host >

3.
a. -web-
sudo pdpl-file -u 3:0:-1:ccnr /var/ww
sudo pdpl-file -u 3:0:-1:ccnr /var/ww htm/
b. web- (apache2):
sudo systentt| restart apache2
1. -
a. .
b. L
2. -web-:

a. Nvariwww/html/ 2, 0.html 1.html "Hello world! 0" "Hello world! 1" .

echo "Hello world! 0" | sudo tee /var/www htm /0. htm
echo "Hello world! 1" | sudo tee /var/www htm /1. htn

b. 1.html:



sudo pdpl-file 1:0:0 /var/www htm /1. htn

a. web- negotiate, about:config http:// network.negotiate-auth.delegation-uris network.negotiate-auth.trusted-uris:

* ) about:config - Mozilla Firefox

about:config x |+
(&= G @ © Firefox | about:config
@ HavanbHas cTpanvua € 401 Unauthorized @ httpi//clientupd4.d...
Mownck: | = uris
ViMA HacTpoikK A | CocTosHve | Tvn 3Ha4eHue
browser.safebrowsing.blockedURIs.enabled Mo YMOMYaHW norn4eckoe true
extensions.formautofill. heuristics.enabled Mo YMOM4aH1o norndeckoe true
network. automatic-ntim-auth.trusted-uris Mo yMOA4YaHWo CcTpoKa
etwork. negotiate-auth. delegation-uris M3MEeHEeHo CTpoKa http://
network. negotiate-auth. trusted-uris M3IMEeHEeHOo cTpoKa http://
b. .
c. http://client.astra.domain/html/1.html.

404 Mot Found | i

(&« = C @ Q. client.astra.domain/htrmil/1.htmil

Not Found

The requested URL was not found on this server.

Apache/2.4.25 (AstraLinuxSE) Server at apache.ipadomain0.ru Port 80

G} . (404), 403 (). )

d. http://client.astra.domain/html/0.html.



3 Mozilla Firefox

client.upd4.demo/html/0 %X | +

&« = C @® client.upd4.demo/htmi/0.html
@ HavanbHasa cTpanvua @ 401 Unauthorized
Hello world! 0
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