® GNU ddrescue:

® testdisk: ® Astra Linux Special Edition .10015-01 ( 1.7), .10015-
o testdisk 10
© photorec ® Astra Linux Special Edition .10015-17
® extundelete ® Astra Linux Special Edition .10015-37 ( 7.7)
® ext4magic ® Astra Linux Special Edition .10015-03 ( 7.6)
® R-Linux ® Astra Linux Special Edition .10152-02 ( 4.7)
® Astra Linux Special Edition .10015-01 ( 1.6)
® Astra Linux Special Edition .10015-16 . 1
® Astra Linux Special Edition .10015-16 . 2
® Astra Linux Special Edition .10265-01 ( 8.1)
® Astra Linux Common Edition 2.12
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° ., Live-USB, ;
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. (cp,dd .), ,

GNU ddrescue:

G} Web- GNU ddrescue: https://www.gnu.org/software/ddrescue/

GNU ddrescue ( dd_rescue) () ,

GNU ddrescue Astra Linux Common Edition 2.12

sudo apt install gddrescue

Astra Linux Special Edition Astra Linux Common Edition.

sudo ddrescue [<>] < > < > [<>]

1. " ().

1. ""(non-tried). "™ .

2. L " " (non-trimmed).
4, =" “ (bad-sector).

1

w

(non-scraped).



https://wiki.astralinux.ru/pages/viewpage.action?pageId=3276859
https://wiki.astralinux.ru/pages/viewpage.action?pageId=41191598
https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362470
https://wiki.astralinux.ru/pages/viewpage.action?pageId=71839247
https://www.gnu.org/software/ddrescue/
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/dev/sdb), (/dev/sdbl), .

(. man ddrescue):

IN-
-iNNN - ;
-d- ;
- )
-n- n :
A -
1. /dev/sdh - file.tmp map.tmp:
sudo ddrescue /dev/sdh file.tnp map.tnp
GNU ddrescue 1.21
Press Ctrl-C to interrupt
i pos: 120034 MB, non-tri nmed: 0 B, -current
/s
opos: 120034 MB, non-scraped: 0 B, average
/s
non-tried: 0 B, bad-sector: 0 B, error
/s
rescued: 120034 WMB, bad areas: 0, run
27s
pct rescued: 100.00% read errors: 0, remaining
/a
time since |last successful
/a
Fi ni shed
2. .3, (dy

3.

sudo ddrescue -f

testdisk -
photorec -

-d -r3 /dev/sdh file.tnp map.tnp

o bartx kp.art’x( p.eu.'tx kpartx);

© losetup ( klibc-uti
© mount -

/dev/sdbl /dev/sdcl (

sudo ddrescue -f
sudo ddrescue -f

Is);
()

).

/dev/ sdbl /dev/sdcl partmap.tnp
-r3 /dev/sdbl /dev/sdcl partmap.tnp

rate:
rate:
rate:
time:
tinme:

read:

24576 B
23968 kB
0B

1h 23m



sudo ddrescue -f -r3 -i 1234567000 /dev/sdb /dev/sdc map.tnp

sudo ddrescue -f -r3 -R /dev/sdb /dev/sdc map.tnp
° (G
sudo ddrescue -f -r3 -A /dev/sdb /dev/sdc map.tnp
® 5 - - -(devisdc),  (/devisdd)

sudo ddrescue -f -m map.tnp /dev/sdc /dev/sdd newrap.tnp
sudo ddrescue -f -n /dev/sdb /dev/sdd newrap.tnp
sudo ddrescue -f -d -r3 /dev/sdb /dev/sdd newmap.tnp

testdisk:

G} WEB- TestDisk: http://www.cgsecurity.org
: TestDisk Documentation

testdisk Astra Linux,

sudo apt install testdisk

® testdisk -
® photorec -

testdisk

testdisk , , G, ) (/dev/sdb) , . :

FAT32/NTFS .
FAT12/FAT16/FAT32/NTFS.
FAT.
MFT MFT.
ext2/ext3/ext4 ( fsck - .).
FAT/exFAT/NTFS/ext2.
FAT/exFAT/NTFS/ext2/ext3/ext4.

(I &

sudo testdi sk /dev/sdb

testdisk


http://www.cgsecurity.org
https://www.cgsecurity.org/testdisk.pdf

TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

TestDisk is free software, and
cones with ABSOLUTELY NO WARRANTY.

Sel ect a nedia (use Arrow keys, then press Enter):
>Di sk /dev/sdb - 8589 MB / 8192 M B - VBOX HARDDI SK

>[Proceed ] [ Quit ]

Note: Disk capacity nust be correctly detected for a successful

recovery.

If a disk listed above has incorrect size, check HD junper settings, BIOS

detection, and install the latest OS patches and disk drivers.

Enter,

TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity.org>
http://ww. cgsecurity.org

Di sk /dev/sdb - 8589 MB / 8192 M B - VBOX HARDDI SK
Pl ease select the partition table type, press Enter when done.

>[Intel ] Intel/PC partition
[EFI GPT] EFlI GPT partition map (Mac i 386, sone x86_64...)

[ Hurrex Humax partition table
[ Mac Appl e partition map
[ None Non partitioned nedia

[ XBox XBox partition

1
|
1
[ Sun ] Sun Solaris partition
]
[Return ] Return to disk selection

Note: Do NOT select 'None' for nedia with only a single partition. It's very

rare for a disk to be 'Non-partitioned .

@ testdisk , , . ( "[None ] Non partitioned media"). ( "[Intel] Intel/PC partitition")

, Enter,

TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://wwmv cgsecurity.org

Di sk /dev/sdb - 8589 MB/ 8192 M B - VBOX HARDDI SK
CHS 1044 255 63 - sector size=512

Anal yse ] Analyse current partition structure and search for

>[
[ Advanced ] Filesystem Utils

[ Geometry ] Change di sk geonetry

[ Options ] Modify options

[ MBR Code ] Wite TestDi sk MBR code to first sector
[ Delete ] Delete all data in the partition table
[ Quit ] Return to disk selection

| ost partitions

Note: Correct disk geonetry is required for a successful recovery. 'Analyse'
process may give sonme warnings if it thinks the |ogical geonetry is nismatched.

"Analize"

, . .- "Quick Search" (*") Enter, ™ . " 0.



TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

Di sk /dev/sdb - 8589 MB/ 8192 MB - CHS 1044 255 63
Partition Start End Size in sectors

>* Linux 0 32 33 510 14 16 8192000 [first]

P Linux 510 14 17 1044 85 1 8583168 [second]

Structure: Ck. Use Up/ Down Arrow keys to select partition.

Use Left/Right Arrow keys to CHANGE partition characteristics:
*=Primary bootable P=Primary L=Logical E=Extended D=Del et ed

Keys A: add partition, L: |load backup, T: change type, P: list files,
Enter: to continue

ext 4 bl ocksi ze=4096 Large_file Sparse_SB, 4194 MB / 4000 M B

Enter,
TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>

http://wwm. cgsecurity.org

Di sk /dev/sdb - 8589 MB/ 8192 MB - CHS 1044 255 63

Partition Start End Size in sectors
1 * Linux 0 32 33 510 14 16 8192000 [first]
2 P Linux 510 14 17 1044 85 1 8583168 [second]

[ Quit ] >[Deeper Search] [ Wite ]
Try to find nore partitions

" ("Deep Search"), ("Write").

"Advanced":

TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

Di sk /dev/sdb - 8589 MB/ 8192 M B - VBOX HARDDI SK
CHS 1044 255 63 - sector size=512

[ Analyse ] Analyse current partition structure and search for |ost partitions
>[ Advanced ] Filesystem Utils

[ Geometry ] Change di sk geonetry

[ Options ] Mdify options

[ MBR Code ] Wite TestDisk MBR code to first sector

[ Delete ] Delete all data in the partition table

[ Quit ] Return to disk selection

Note: Correct disk geonetry is required for a successful recovery. 'Analyse'
process may give sonme warnings if it thinks the |ogical geonetry is nismatched.



TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

Di sk /dev/sdb - 8589 MB / 8192 MB - CHS 1044 255 63

Partition Start End Size in sectors
> 1 * Linux 0 32 33 510 14 16 8192000 [first]
2 P Linux 510 14 17 1044 85 1 8583168 [second]

[ Type ] >[Superblock] [ List ] [Inage Creation] [ Quit ]
Locat e ext2/ext3/ext4 backup superbl ock

® Type- ,
® Superblock - fsck. () fsck:

TestDisk 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity.org>
http://ww. cgsecurity.org

Di sk /dev/sdb - 8589 MB / 8192 MB - CHS 1044 255 63
Partition Start End Size in sectors

Li nux 0 32 33 510 14 16 8192000 [first]

super bl ock 0, bl ocksize=4096 [first]

super bl ock 32768, bl ocksi ze=4096 [first]

super bl ock 98304, bl ocksi ze=4096 [first]

super bl ock 163840, bl ocksi ze=4096 [first]

super bl ock 229376, bl ocksi ze=4096 [first]

super bl ock 294912, bl ocksi ze=4096 [first]

super bl ock 819200, bl ocksi ze=4096 [first]

super bl ock 884736, bl ocksi ze=4096 [first]

To repair the filesystemusing alternate superbl ock, run
fsck.ext4 -p -b superbl ock -B bl ocksize device

® List- ;
® |Image Creation - ;

Ext4, Astra Linux, testparm ("q") , o

sudo fsck.ext4 -p -b 32768 -B 4096 /dev/sdbl

photorec

photorec ,
® .

testdisk, ,

sudo photorec /dev/sdbl



PhotoRec 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

PhotoRec is free software, and
cones with ABSOLUTELY NO WARRANTY.

Sel ect a nedia (use Arrow keys, then press Enter):
>Di sk /dev/sdbl - 4194 MB / 4000 MB (RO - VBOX HARDDI SK
>[Proceed ] [ Quit ]

Not e:

Di sk capacity nust be correctly detected for a successful recovery.
If a disk listed above has incorrect size, check HD junper settings,
detection, and install the latest OS patches and disk drivers.

Enter.

"File Opt" -
PhotoRec 7.0, Data Recovery Uility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity.org>

http://ww. cgsecurity.org

Di sk /dev/sdbl - 4194 MB / 4000 M B (RO - VBOX HARDDI SK

Partition Start End Size in sectors
Unknown 001 509 236 47 8192000 [Whol e di sk]
> P ext4 001 509 236 47 8192000 [first]

>[ Search ] [Options ] [File Opt] [ Qit ]
Start file recovery

Bl CS



hotoRec 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://wwm. cgsecurity.org

PhotoRec will try to locate the following files

>[ X] custom Omn custom si gnatures

[X] 1cd Russian Finance 1C Enterprise 8
[X] 3dm Rhino / openNURBS

[X] 7z 7zip archive file

(X DB

[X] a Unix Archive/ Debi an package

[X] abr Adobe Brush

[ X] acb Adobe Col or Book

[X] accdb Access Data Base

[X] ace ACE archive

[X] ab MAC Address Book

[X] ado Adobe Duotone Options

[X] ahn Ahnenbl att

[X] aif Audio Interchange File Format
[X] all Cubase Song file: .all

[X] als Ableton Live Sets

[X] and Al phaCAM (and/ ant/atd/ att)
[X] amr Adaptive Multi-Rate

[X] apa APA Styl e Hel per

[ X] ape Monkey's Audi o conpressed format
[ X] appl e Appl eSi ngl e/ Appl eDoubl e

[X] ari ARRI Raw Video

[X] arj ARJ archive

[X] asf ASF, WVMA, WW: Advanced Stream ng Fornmat used for Audi o/ Vi deo
[X] asl Adobe Layer Style

[ X] asm Pro/ ENG NEER Assenbly

[X] atd Agel ong Tree Dat abase/ AbsOl ut eDat abase
[X] au Sun/ NeXT audi o data

[X] axx AxCrypt

[ X] bac Bacul a backup

[X] db Berkeley DB (Little Endian)

[ X] bim Broadcast Interface Mdul e

[ X] binvox Binvox Voxel File

[X] bkf Ms Backup file

[X] blend bl ender

[X] bnp BWMP bitmap i nage

[X] bz2 bzip2 conpressed data

[X] cab M crosoft Cabinet archive

[X] caf Core Audi o Fornmat

[X] cam Casio Qv Digital Canera |nage
[X] catdraw ng CATI A

[X] cdt cdl/cdt/cdd Concept Draw

[X] chm M5 W ndows Htm Hel p Data

[X] class Java d ass

[X] comicdoc Comic Life

[X] cp_ MS conpress file (SzDD)

[X] cow Qemu | mage

[X] crw Canon Raw picture

Next

Press s to disable all file famlies, b to save the settings
> Quit ]

Return to main nenu

s Enter.
s , Enter:



PhotoRec 7.0, Data Recovery Utility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://wwm. cgsecurity.org
P ext4 0 0 1 509 236 47 8192000 [first]
To recover lost files, PhotoRec need to know the filesystemtype where the
file were stored:

>[ ext2/ext3 ] ext2/ext3/ext4 filesystem
[ Oher ] FAT/ NTFS/ HFSt+/ Rei serFS/. ..

("Free" - ,"Whole"- ) Enter:

PhotoRec 7.0, Data Recovery Wility, April 2015
Chri st ophe GRENI ER <greni er @gsecurity. org>
http://ww. cgsecurity.org

P ext4 0 0 1 509 236 47 8192000 [first]

Pl ease choose if all space need to be anal ysed:
[ Free ] Scan for file fromext2/ext3 unallocated space only
>[ Whole ] Extract files fromwhole partition

-
extundelete

extundelete Astra Linux,

sudo apt install extundelete

sudo extundel ete --restore-all /dev/sdhl

NOTI CE: Extended attri butes are not restored.

Loading fil esystem netadata ... 232 groups | oaded.
Loadi ng journal descriptors ... Segnentation fault
extdmagic

®

extdmagic Astra Linux Debian: http:/ftp.de.debian.org/debian/pool/main/e/ext4magic/.
man ext4dmagic,

1. 0:

sudo ext4magic -M/dev/

sudo ext4magic -m/dev/

RECOVERED .


http://ftp.de.debian.org/debian/pool/main/e/ext4magic/

R-Linux

G} Web- R-Tools Technology: https:/Awww.r-tt.com/ru/

R-Linux —

R-Linux  Web-

Ext2/Ext3/Ext4, Linux Unix (). - R-Tools Technology (). .. ,

wget https://ww. r-studi o. conf downl oads/ RLi nux5_x64. deb

sudo apt install ./RLinux5 x64.deb

sudo rl i nux

®

‘ R-Linux 5.6.175721 - MaHens AWCKOB

| Quck Co3gate MucTpymentsl Mpocvotp Momouls

4 == o -y &0
(& 0 & & Y bt @
O6HoeMTE | Moka3aTk cogepxumMoe ancka CkaHWpoBate | OTKpeITe 06pa3.. Co3aate o6pas.. Co3gaTe PErMoH.. Hemove | OoraHoBnTs
& Nanens guckoe |

Yerpolicteo/Anck i | MeTka |>Baﬂ cvl Hauanol Pasmep |3Haueume

|5 # NokansHeiii komnsioTep | | | |
VBOX HARDDISK 1.0 |VBcOaaS77e... SATA2 0Bytes 32GB

Pazgen flornueckuii

_|Pa3gen2

| Extd |1MB__2800GB 4.00 GB (8384512 Sectors)
Pasaen2 28.00 GB 4.00GB 3| 28.00 GB (58722304 Sectors)
Ceo6oaHoe Mecros | 1320068 |1 MB | 4.00 GB (8384512 Sectors)
| Linux [swa_pj |'_Dx82|
&, Ceoiictea
HKypHan X
Tun Aata Bpems Tekcr
lotoBo
0o 1

. , R-Link

R-Linux S.MAR.T ,


https://www.r-studio.com/downloads/RLinux5_x64.deb
https://www.r-studio.com/downloads/RLinux5_x64.deb
https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362470
https://www.r-tt.com/ru/
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