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- AD.
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®

® Astra Linux

@ ipa trust-add AD

@ AD , Domain Admins,

® FreelPA FreelPA:
©  ipadomain.ipa;
© , NETBIOS IPADOMAIN;
©  FreelPA:
= Astra Linux;
= jpaserver;
= |P- (<IP-__FreelPA>);
" FreelPA admin
® winserver ipaserver

ping <l P-__Freel PA>

ping <IP-__AD>

CIFS 3221225506.

@ FreelPA Windows AD (broadcast zone).

@ AD FreelPA L2 2.

, FreelPA , FreelPA  FreelPA Astra Linux fly-admin-freeipa-server astra-freeipa-server. FreelPA

freeipa-server-trust-ad ().


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362143
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FreelPA:

FreelPA. FreelPA
kinit admn
id admn
getent passwd admin

[ @ 0 FreelPA

[G} samba . Samba

@ ipa-adtrust-install, ~ freeipa-server-trust-ad.

FreelPA :

sudo i pa-adtrust-instal

«» («y»), , .
IPA.

, Enter.

«y».
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® FreelPA:

i pa dnsforwardzone-add <__W ndows_AD> --forwarder=<IP-__AD> --forward-
pol i cy=only

® Windows AD:

dnscrmd 127.0.0.1 /ZoneAdd <__Freel PA> / Forwarder <I|P-__Freel PA>

FreelPA . FreelPA DNS ( Astra Linux Special Edition x.7), DNS Windows AD , "ipa: WARNING: DNSSEC: "... SOA" DNSSEC

1. Windows AD DNS, AD DNS, DNSSEC - - .
2. FreelPA Windows AD :

di g dnskey wi ndomai n. ad. @kl P-_W ndows_AD> +noal | +answer


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27361568

; <<>> Di G 9.11. 3-1ubunt ul. 11- Debi an <<>> dnskey srv.rbt. @0.7.21.21 +noall +answer

;5 global options: +cnd

wi ndomai n. ad. 3600 I'N DNSKEY 256 3 8 AwEAAcaRV

/ UHx At 2ESvWKGHgol gt Eas YAB] 5i 4kJf cs+Ti uy+j bTgKf

kZx8LDy TBAI EC9ZX8en1R1ZNzUS1T1xZKGI 2l HgJ U2Bobi | QOqFVSDLL

0+CGbOCLP7npDBOOPhqgCcaF8j 3nR+Tt P2ssqaCGbPr T5Ya+nkRw 0G6i k e3n6uTRD

wi ndomai n. ad. 3600 I'N DNSKEY 256 3 8

AWEAAZ| Bj J7f kvuDTvuPBNA9K8gl JhplKf 8SJ2Ppchq2bpE7W 6hVxgP

zdnr pj aaPYSxul MOFql Rz2Qt kJ1VHkLdnzOn6TpadWsr +dX5XUUTKV72

k4H +QVKPCGpt hql b8j 60k Ya7PXRKMDv4Jw+U96YsQhA621/ MLO/ 8UZB bD3i JOx9

wi ndomai n. ad. 3600 I'N DNSKEY 257 3 8

AWEAAa+KDUNal @sChuMYDI S4Y6GQ Xi QI1qt U7+CDwn2zgVPyoqi 1DLc | 81 | W GRDs GU2NUXnenv704dwghGpUQXbz JCKzueC
/ d@SUS5ndZj hvr m +/ knsGi zku7/ 0x5B9U3Kj 911pAe5CPUY7r 1dKQ YYI Ni AmJpr | uUbBs

j 0gC4l YTA6mMVIHEVR2cv OTuNf pAB41 xnFZLmXA4l EODR3JCVLsSnx@Q0CGq1l TEr Wsd7st 458RKPp4nEt 1mJU2J YW t JYA82] pOW.gqXO01B
/i evLWESNnVH oyCecl g0l znmiLHc90pd3zNRQYea4l FN2WHXI kOThgl A291GmMgws5eBhs xdNpd2dDHt s=

wi ndomai n. ad. 3600 I'N DNSKEY 257 3 8 AWEAAb6hMy89Tf 4Cf 5ND6R

/ RBFYcbHd5uyxUo2pA vLKWBVWL.1/ | x8Xp abyni6a8l MKU39CKS p/ | xMkWbPi cOpT72vnoDhf bck90O17EwW 40PnM 3
5lacR5Et dQm wz44aNmO7Q XSdYJLYr vEq76M3j n201wiFgb+0SQZFA2U 9b9

/ ssc8uBzLuCMC7DbHFU7V4hb36LI hegnNecYt i 10g5MckEf UO1IMCg SwoNBd1pkyi +S5hszl aSl 5Q28DVBA

/1 DdF7zRI Fl vs7DdAwPdr ODhx/ 0 Q N40cQZj +DAVeR/ vZnGUK+l BQ+gXTj Ogqf ECIKyVQul j zL+I wBb74xzO 9c1N 0/ Uz+E=

3. /etc/bind/bind.keys managed-keys

wi ndomai n.ad. initial-key 257 3 8 "AwEAAa+KDuNal QChuMYDI S4Y6GQX Xi QU1qt U7+CDwn2zgVPyoqi 1DLc
I 81 | W GRDs GU2NUXnen¥ 04dwghGoU@XbzJCKzueC/ dQSUS5ndZj hvr m
+/ knsCi zku7/ 0x5B9U3Kj 911pAe5CPUY7r 1dKQ YYI Ni AmJpr | uUbBs
j 0gC4l YTAGmMVEWR cv OmuNf pAB41 xnFZLmXA4l EODR3JCVLsnxQR0CGq1
TEr Wed7st 458RKPp4nEt 1mJU2J YW t JYA82| pOW.gXOOLB/ i evLWESnvH
oyCel g0l zmALHc90pd3zNRQYea4l FN2WHXI kOThgl A291GmMgwB5eBhs
xdNpd2dDHt s=";
wi ndomni n. ad. initial-key 257 3 8 "AwWEAAb6hMy89TF 4Cf SND6R/ R8FYcbHd5uyxUo2pQO vLKWBVWL1/ | x8Xp
abyml6a8l MKU39CKf p/ | xMKWbPi cOpT72vnoDhf bck9O1L7EW 40PnM 3
5lacR5Et dQwt wz44aNmO7Q XSdYJLYr vEq76MBj n20LwkFgb+0SQZFA2U
9b9/ ssc8uBzLuCMC7DbHFU7V4hb36LI hegnNecYt i 10g5Mck Ef UD1MCg
SwoNBd1pkyi +S5hszl aSI 5Q28DVBA/ | DAF7zRI Fl vs7DdAwPdr ODhx/ o
Q N40cQZj +DAVeR/ vZnGUK+l BQ+gXTj Ogf ECIKyVQul j zL+l wBb74xz0
9c1N 0/ Uz+E=";

4, bind9-pkcs11:

sudo systenttl restart bind9-pkcsll

FreelPA:

* #1,

ping -c 3 wi nserver.w ndonai n. ad
* #2,

dig SRV _|Idap. _tcp.ipadonain.ipa
o 43,

dig SRV _|dap. _tcp.w ndonain. ad

® #4, samba



-k
@ (), Kerberos. , , samba
localadmin  kinit admin@ipadomain.ipa, smbclient -k, , localadmin Kerberos.

admin@ipadomain.ipa ()- , admin .

0 samba .

. admin () ;
admin, admin;
samba.

(QDE

sudo |l ogin adnin

ki ni t

snbclient -k -L ipaserver.ipadonmain.ipa
exit

(admin):

sudo kinit

sudo snbclient -k -L ipaserver.ipadonain.ipa

Windows AD ( PowerShell):

Resol ve- DnsNanme - Nanme _| dap. _tcp.i padomain.ru -Type any
Resol ve- DnsNanme - Nanme _|dap. _tcp.Default-First-Site-Nanme. sites.dc.
i padormai n.ru -Type any

(login- sudo)

Active Directory, :

®* FreelPA Active Directory, AD;
® AD FreelPA;
* AD FreelPA.

(-) FreelPA ( - ) sudo(. samba). :

sudo ipa trust-add --type=ad <__Wndows_AD> --adnin <___ Wndows_AD>

Windows AD.

i pa trust-fetch-domai ns < W ndows_AD>

i pa trustdonain-find <__ W ndows_AD>

_medcs.



i pa group-add --desc='ad domai n external map' ad_adm ns_external --

ext er nal

i pa group-add --desc='ad domain users' ad_adm ns

i pa group-add-menber ad_adm ns_external --external 'w ndomain. ad\ Donain
Adm ns'

(  «nenber_user» «menber_group»  «»)
i pa group-add-nmenber ad_admins --groups ad_adm ns_externa

ipa group-add --desc="ad domain external map' ad_admins_external --external
ipa group-add --desc="ad domain users' ad_admins

ipa group-add-member ad_admins_external --external ‘windomain.ad\ '

( «member_user» «member_group» «»)

ipa group-add-member ad_admins --groups ad_admins_external

AD

AD CMD ( PowerShelll):
c:\> wni c useraccount get nane, sid
IPA:

i pa group-show ad_adm ns_external --raw

/share_dir, AD «share_name»:

sudo nkdir /share_dir

sudo net conf setparm'share nane' 'comment' 'Trust test share
sudo net conf setparm'share nane' 'read only' 'no

sudo net conf setparm 'share_nane' 'valid users' "@d_adm ns"
sudo net conf setparm 'share_nane' 'path' '/share dir'

snbclient -k -L ipaserver.ipadonain.ipa

AD winserver.

AD FreelPA, , AD.
, < AD>@_>, ,» Wi nuser @v ndomai n. ad.
, Windows , Windows , , AD . , , [letc/krb5.conf [realms] :

@ [realms]

IPADOMAIN.IPA = {

auth_to_local = RULE:[1:$1@%$0](*.*@WINDOMAIN.AD$)s/ @WINDOMAIN.AD/@windomain.ad/
auth_to_local = DEFAULT



< AD>@__AD>, <_ AD> , ,:Wwinuser @\ NDOMAI N. AD.
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