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O rsyslog. rsyslog

rsyslog . rsyslog Astra Linux Special Edition (). rsyslog  syslog-ng.

syslog-ng - syslog-ng Astra Linux Special Edition x.7, ;
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sudo sysl og-ng -sv

2. () (include), , . log {}.

<><>{ <>(<>..., ...) ... ... }h

source - ;

destination - ;

log-;

filter - ;

parser - ;

rewrite rule - ;

template - ;

option - .

R - I ¢ @define allow-config-dups 1;

O O O 0O O 0 O O

s_internal:

source s_internal { internal(); };

destination d_net { tcp("127.0.0.1" port(1000) |og_fifo_size(1000));

tcpc - IP-, IP-

log { source(s_internal); destination(d_net); };

<>(<.>)

. s_demo_stream - unix-stream(), -, -max_connection group:

}s

source s_deno_streandl { unix-strean("<path-to-socket>" max-connections(10) group(log));

o (nline), ,,;
o o

}s




log {
source(sl); source(s2);
optional _element (filterl| parserlirewitel);
optional _element(filter2| parser2|rewite2);

destination(dl); destination(d2);
flags(flagl[, flag2...]);
b

source s_l ocal host {
networ k(i p(127.0.0.1) port(1999));
H
destination d_tcp {
networ k(" 10.1.2.3" port(1999) I ocal port(999));

b
log {
source(s_Il ocal host);
destination(d_tcp);
b
inline-
log {
source {
networ k(i p(127.0.0.1) port(1999));
b
destination {
networ k("10.1.2.3" port(1999) | ocal port(999));
b
b

syslog-ng DNS,

options { optionl(parans); option2(paranms); ... };

DNS:

options { use-dns(no); };

1.

file()

internal() , syslog-ng.

network() BSD-syslog IPv4 IPv6. TCP, UDP TLS..
pipe()

program()

sun-stream() STREAMS ( Solaris).

sun-streams()
syslog() IETF-syslog.

system()



systemd-journal() , systemd.

systemd-syslog() , systemd.

unix-dgram() SOCK_DGRAM.

unix-stream() SOCK_STREAM.

2.

elasticsearch Elasticsearch. elasticsearch2 Elasticsearch 2 .
elasticsearch2

file()

hdfs() Hadoop Distributed File System (HDFS).
kafka() Apache Kafka.

loggly() Loggly (https://www.loggly.com/).
logmatic() Logmatic.io (https://logmatic.iof).
mongodb() MongoDB.

network() BSD IPv4IPv6. TCP,UDP TLS.
pipe()

program()

sql() SQL.

syslog() IETF-syslog protocol. TCP, UDP TLS.
unix-dgram() BSD SOCK_DGRAM.
unix-stream() Linux SOCK_STREAM.

usertty()

3. .

facility() (facility).

filter()

host() -

inlist()

level()

priority()

match() ,

message() ,

netmask() IP- -.

program()

source()

tags()

syslog-ng , fly-admin-events


https://www.loggly.com/
https://logmatic.io/

source renpte_events_src {
net wor k( port (2222) transport(tcp) flags(syslog-protocol));
b

destination astra_renpte_events_dst {
file("/parsec/log/astralevents"
tenpl at e( " ${ MESSAGE} \ n")
group("astra-admn")
hook- commands (
setup("/usr/bin/astra-protect-event-1og")
)
overwrite-if-ol der(2678400)
persist-name("renote"));

destination astra_unprotect_renpote_events_dst {

file("/parsec/log/astral/remte_events" tenplate("${MESSAGE}\n"));

}

log {
source(renote_events_src);
destination(astra_renote_events_dst);

}s

rsyslog

/etc/rsyslog.conf/;
® _conf /etc/rsyslog.d;

. man rsyslog.conf

logrotate

/etc/logrotate.conf;
® _conf/etc/logrotate.d;

( /etc/logrotate.conf):

* weekly - , ;
® rotate <> - , , mail. , , . -4
® create <><><>- ( postrotate) ( , ). ( chmod(2)),

. man logrotate.

rsyslog/syslog-ng

B Astra Linux Special Edition x.7 rsyslog . rsyslog , rsyslog syslog-ng :

nocreate;



sudo apt install sysl og-ng

.. - ., , AstraLinux

@ syslog-ng

sudo syslog-ng -s

rsyslog syslog-ng .:

rsyslog

/etc/rsyslog.d/21-cloudinit.conf

# Log cloudinit generated | og nmessages to file
:syslogtag, isequal, "[CLOUDINIT]" /var/log/cloud-
init.log

# comrent out the following line to allow CLOUDINIT
messages t hrough.

# Doing so neans you'll also get CLOUDI NI T nessages
in /var/log/syslog

& stop

/etc/rsyslog.d/49-haproxy.conf

# Create an additional socket in haproxy's chroot
in order to allow | ogging via

# /dev/log to chroot'ed HAProxy processes

$AddUni xLi st enSocket /var/|ib/ haproxy/dev/| og

# Send HAProxy messages to a dedicated logfile
:programane, startsw th, "haproxy" {

/var /1 og/ haproxy.| og

stop
}

/etc/rsyslog.d/20-ufw.conf

syslog-ng

letc/syslog-ng/conf.d/21-cloudinit.conf

log {
source(s_src);
filter { message("~.*CLOUDINIT. *$"); };
destination { file("/var/log/cloud-init.
log"); };
flags( final);
b

letc/rsyslog-ng/conf.d/49-haproxy.conf

log {
source { unix-dgran("/var/lib/haproxy/dev
I1og"); };
filter { progran{"haproxy"); };
destination { file("/var/log/haproxy.log");
flags( final);

/etc/rsyslog-ng/conf.d/20-ufw.conf

}s



# Log kernel generated UFWI og nessages to file
:msg, contains,"[UFW" /var/l og/ufw | og

# Uncomrent the following to stop | ogging anything
that matches the last rule.

# Doing this will stop |ogging kernel generated UFW

| og nessages to the file

# normal |y containing kern.* nmessages (eg, /var/log

/kern.1og)
#& stop

/etc/rsyslog.d/jetty9.conf

# Send Jetty nessages to jetty.out when using
systend

:programane, startswith, "jetty9" {
/var/log/jetty9/jetty-console.log
st op

}

/etc/rsyslog.d/postfix.conf

# Create an additional socket in postfix's chroot
in order not to break

# mail |o0gging when rsyslog is restarted. |f the
directory is mssing,

# rsyslog will silently skip creating the socket.
$AddUni xLi st enSocket /var/spool/postfix/dev/l og

/etc/rsyslog.d/tomcat9.conf

# Send Tontat nessages to catalina.out when using
systend
$t enpl at e Tonctat For mat ,
"[ % i negener at ed: : : dat e- year %
% i megener at ed: : : dat e- nont h%
% i megener at ed: : : dat e- day%
% i megener at ed: : : dat e- hour %
% i megener at ed: : : dat e- ni nut e%
% i megener at ed: : : dat e- second%
[ %8ysl ogseverity-text % %sg% n"
:programane, startswith, "tontat9" {
/var /1 og/tontat 9/ catal i na. out; Tontat For nat
st op
}

astra-create-debug-logs

Astra Linux  astra-create-debug-logs,

sudo astra-create-debug-1 ogs

Jtmp/.

log {

#
}s

source(s_src);

filter { message("”~.*UFW*$"); };
destination { file("/var/log/ufwlog"); };
flags( final);

[etc/rsyslog-ng/conf.d/jetty9.conf

log {

source(s_src);

filter { progran("jetty9"); };
destination { file("/var/log/jetty9/jetty-

console.log"); };

}s

flags( final);

/etc/rsyslog-ng/conf.d/postfix.conf

log {

source { unix-strean("/var/spool/postfix/dev

/1 0g" keep-alive(yes)); };

}s

filter { progran{"postfix"); };
destination(d_sysl og);

/etc/rsyslog-ng/conf.d/tomcat9.conf

log {

source(s_src);

filter { program"tontat9"); };

destination {
file("/var/log/toncat9/catalina.out",
tenpl at e(" [ $YEAR- SMONTH- $DAY

$HOUR: $M N: $SEC] [ $PRI ORI TY] $MBG ") ) ;

}s

o
flags( final);



WEB- Apache2 Ivar/log/apache2/

Cups Ivar/log/cups/
IMAP/Pop3 Dovecot /etc/dovecot/conf.d/10-logging.conf log_path.
, - Ivar/log/dovecot.log
Exim4 Ivar/log/exim4/
Syslog Ivar/log/syslog*
Samba Ivar/log/samba/
X server Ivar/log/Xorg.*.log
PostgreSQL Ivarllib/postgres/<>/<>/pg_log

Ivar/log/kern.log

ALD Ivar/log/ald/
parsec Ivar/log/parsec/
afick Ivarl/log/afick/

FTP Vsftpd Ivar/log/vsftpd.log.*
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