. ® Astra Linux Special Edition .10015-01 ( 1.7)
0 ® Astra Linux Special Edition .10015-01 ( 1.6)
* |P- ® Astra Linux Special Edition .10015-16 . 1 . 2
*  firefox ® Astra Linux Special Edition .10265-01 ( 8.1)
° 1 ® Astra Linux Common Edition 2.12
°o 2
® / Flash-
°o 1
L]
© () .deb
L]
o]
o]
L]
© iptables
°  ufw
Zenity.

1. /usr/share/applications  .desktop:

cd /usr/share/applications
sudo vi zenity. desktop

2. ([Desktop Entry] -, - ):

[ Deskt op Entry]
Type=Appl i cati on

Cat egori es=System Utility;
Exec=/ usr/ bin/ zenity
Termi nal =true

I con=zenity. png
StartupNotify=true
Nane=Zenity

Nane[ ru] =Zeni ty
Comrent =di al og wi ndow
Comment [ru] =

NoDi spl ay=f al se

Hi dden=f al se

Type=Application (Application - ; Directory - ; Link - )
Categories=System;Utility; . ,oom

Exec=/usr/bin/zenity

Terminal=true , Exec. truef/false
Icon=zenity.png . lusr/share/icons
StartupNotify=true : . trueffalse
Name=Zenity

Namel[ru]=Zenity

Comment=dialog window ,



Comment[ru]= ,

NoDisplay=false . " (false). true/false

Hidden=false . ™ (false). trueffalse
3.

sudo chnod +x zenity. desktop
4. ( username):

cp zenity. desktop /home/ user name/ Deskt op
5.

0

1. ., Samba.

sudo nkdir /nedi a/sharel
sudo chnod 777 / nmedi a/ sharel

3. letc/fstab sudo. , sudo /etc/fstab

/1fileserverl.org.net/sharel /nmedia/sharel cifs user,rw noauto,iocharset=utf8, soft 0 0

user , mount

nmount / nedi a/ sharel

man mount mount.cifs. /etc/fstab man fstab.

4. [etc/fstab
//fileserverl.org.net/sharel /nedialsharel cifs
vers=1.0, sof t 0 0

5. - cifs-utils:
sudo apt install cifs-utils

6. mount .o

a.sudo mount.cifs /// [_[-0]

b. sudo nmount.cifs //192.168.1.1/sharel / mt

mount -t cifs /// /| _[-0]

user, rw, noaut o, i ochar set =ut f 8, noshar esock,

-0 user=adnin


https://wiki.astralinux.ru/x/gYKhAQ

Qoo

. CUPS Astra Linux.

sudo rm -R / hore/ _/tnp/

@ /tmp

sudo rm-R /var/tnmp/
sudo rm-R /tmp/

IP-

netstat -Itupn

iptables. 1900 TCP:

sudo iptables -1 INPUT -p tcp --dport 1900 -]

sudo i ptables -L
sudo i pt abl es-save

iptables

i ptabl es —help
man i ptabl es

ufw 1900 TCP :

sudo ufw all ow 1900/t cp

ufw, :

ACCEPT


https://wiki.astralinux.ru/pages/viewpage.action?pageId=158611563

1. Gufw Firewall,

gufw
2. «» .,
firefox
1
firefox
pref ("browser. startup. honepage", "ww. exanple.al")
lusr/lib/firefox/browser/defaults/preferences/firefox.js. , , [home//.mozilla/firefox/ ( ):

sudo rm-R /hone//.nozillalfirefox/.

firefox:

Jfusr/lib/firefox/firefox ww.exanple.al

| Flash-
1
,,» Imedia, .
s -, - ., Flash- root (root  /media).
/media "storage" , "storage”

sudo chown root: storage /medi a
sudo chnod 0750 /nedi a

2

/etc/polkit-1/localauthority/10-vendor.d/ru.rusbitech.noudisksmount.pkla:

sudo touch /etc/pol kit-1/1ocal aut hority/10-vendor.d/ru.rusbitech.
noudi sksnmount . pkl a

polkit.service:

sudo systenttl restart polkit.service

(O .deb



cd / hone/ user/

sudo dpkg -i exanpl e. deb

deb

sudo dpkg -i *.deb

sudo apt -f install

sudo apt install * *

/etc/xdg/autostart/

~/.config/autostart/

@ Proxy Server, Squid.

iptables

vk.com Network-Manager.

1. vk.com itables:

sudo iptables -A QUTPUT -d vk.com -j REJECT

, vk.com ,, rambler.ru.
2. (, [letc/stoplist.rules):

sudo i ptabl es-save > /etc/stoplist.rules
3. , /etc/NetworkManager/dispatcher.d/pre-up.d/stoplist

cat << EOT | sudo tee /etc/NetworkManager/ di spatcher. d/ pre-up. d/stopl st
#!/ bi n/ bash


https://wiki.astralinux.ru/pages/viewpage.action?pageId=41193046

/sbin/iptables-restore < /etc/stoplist.rules
ECT
chnod +x /etc/ Networ kManager/ di spat cher. d/ pre-up. d/ stopli st

4.
sudo iptables -L
vk.com
stoplist.rules: letc/stoplist.rules.

ufw

ufw:

IP- , host:

host vk.com

vk.com has address 87.240.190. 78

vk.com has address 93. 186. 225. 208
vk.com has address 87.240. 139. 194

vk. com has address 87.240.137. 158

vk. com has address 87.240.190. 67

vk. com has address 87.240.190.72
vk.commail is handl ed by 20 nx2.vk.com
vk.commail is handl ed by 0 nx.vk.com

vk.com IP-, IP-:
1. ufw:
2. ufw(

[§] NaHens ynpasnenna

# Mexceresoii skpan - O x

@aiin Mpaeka CnpaBka

- J— _q?_
k 0O6opyaoeaHme

HacTpoiika MeskceTeBoid skpaH
£ Npouee ApkoCT!
Fly Mpoduns: Lom -

@ sesonacHocTs Bxogswyne: 3anpetute v

B e oy [ (4
\\/ ‘I

@ MporpaMme Wcxoasume: | Paspewnts ¥

L4 oo
n Mpasuna Otuér | XKypHan

Hayano pa6oTbl

HeecnoxHslii cnocob ynpasneHus ceTeBbiM 3KPaHOM,
OCHOBaHHBIF Ha ufw. MPoCTo, U3ALLHO 1 NonesHo! ;)

OcHOBHble

Ecnut Bbl 06bIYHBIN NONB20BATENE, Bbl 6yAeTe B GezonacHoCTL

CeTeBOM 3KpaH BKOUEH

3. ¢ eth-N, :


http://vk.com

IP-

a. «», «+»  «»!
Hactpoiika
Mexceresorn 7 MexceTtesoid akpaH
ELGELE] s
pa ®avin lNpaska CnpaBka
Me>KceTeBoid aKpaH
Mpogunb: lom v
| |
Cratyc: ( ' |
Bxogsume: 3anpetute ¥
Wcxogawme: | Paspewnts ¥
@ PUEEER| Otuér | XKypHan
N° MpaBuno HassaHune
CeTeBoIA 3KpaH BKAOYEH
b.
i« «»;
fi. o«
iii. «»: «ethO» ;
iv. t«ip» IP-, «» 3.
v. «»: IP- vk.com.
Vi ip , «» ( )
! PaGouwii cron :Q: /A062aBUTL NPABIANIO CETEBOTO 3KpaHa o
/* O6opyaosativie OBbiuH
Hactpoiika
Fy ®aiin Mpaska Cnpaska
D BrasnTe: 0 +
MesxceTesoii skpan
O sesonacrocrs (T hd
Mpoduns:  flom
() rorpamas oy & Hanpasnenve; =
Wntepdeiic: -
Lk cocrena Bxogaume: | 3anperurs ~
KypHan: He Becrun xypran -
Vicxopsuwme: | Paspewmts v
MpoTokon: -
] ns: < ||| nopr &
N°  Mpasuno  Hassanne B: Mopr 3
3akpwiTe | floBauTe
+ - %
ounetp CeTeRoii 3KpaH BKIIOUEH
vk.com. I «» «»:
a. «»-,,"vk.com-—IP-".
b. «»- ()IP- vk.com;

C.

<«




AoGaBuT npaBuno ceTeBoro skpaHa o -

Mpeayc OBbiutbie | Pac *; Mexcerenoii scpa 8
®aiin Mpaska Crpaska
Vis: vk com -87.240.139.194 6
MexceTesoii skpan
Bcrasue: 0 +
Mpoguns: | fom -
Monumaka: 3anperute =
Cratyc: [ 4
Hanpasnerme: | O6a =
Bxopswme: | 3anpetute v
B EE ] G ” Ucxogawume: | Paspewnts ~
Xyprian: He Becti sypHan -
o *
Mpotokon: 06a = TuET | KypHan
Vis: 10.0.2.15 4 s N°  Mpasuno Hassarine
87.240 58 1a eth0 3ATIPETUTB B 10.0.2.15 vk com -1
B: 87.240.139.194 3 é 0 e G021 com
3AMPETWTB 113 10.0.2.15 vk com -1
3akpeib || [lo6aBuTe vk com -287.240.190.72

10 190.78
1 87.240.139.194 Ha eth0 3AMPETUTL B 10.0.2. 139.194
2 AMPETITb 113 10.0.2.15 Ha ethO (13) 139.194
[lo6anersi npasuna
IP- rambler.ru:
B abak:bash — Tepmunan Fly - 0O x
@aiin  Mpaeka HacTpoiika Cnpagka "4 MexceTepol 3kpaH _
[ - 9. =] Is v ®aiin MNpaska Cnpaska
MedxceTeBoii aKpaH
Npodune: Aom -
Cratyc: '
0 id: e —
1, AUTHORITY: @, ADDIT fAo6aBUTL NPaBUNC CETEBOro 3KpaHa
A= lMpeayctaHoBneHHble | OBbluHbIe | PaclumpeHHele
Nms: rambler &
2110 87 07 N° BcraenTe: 0 +
Monutuka: 3anpetuTb =
HanpaeneHwe A
N : WHTepdeiic: il
HKypHan: He Bectw xypHan -
MpoTokon: O6a -
Wn3: 10.0.2.15| é é
B: ] &
3aKpbiTh Jlo6aBuTb

MpaBwnno N HeckoLKO NpaBunn yAaneHs!
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