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, linux

G} . Astra Linux.

1. tar- WEB- : https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.43/is0/2022-0318CE212MD.tar.gz,

wget https://dl.astralinux.ru/astra/frozen/2.12 x86-64/2.12.43/iso/ 2022-
0318CE212MD. t ar . gz

@ "-":https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.43/is0/2022-0318CE212MD.tar.gz_2022-03-24_14-25-18.tsp.sig.
2. tar-;
30,
gost sum 2022- 0318CE212MD. t ar. gz
b87de67a85bc7350e58801751aaa006eb0191caf 824e0aa7c6d0225da3f a8679
4. ,, Imt/, :
sudo tar xzvf 2022-0318CE212MD.tar.gz -C /mt/
5. tar- 2022- 0318CE212MD (. Astra Linux )., / mt/2022- 0318CE212MY , :

. /etc/apt/sources.|ist


https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.43/iso/2022-0318CE212MD.tar.gz
https://wiki.astralinux.ru/x/OwAy
https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.43/iso/2022-0318CE212MD.tar.gz_2022-03-24_14-25-18.tsp.sig
https://wiki.astralinux.ru/x/7wnUCg

deb file:/ mt/2022-0318CE212MD orel main contrib non-free

echo "deb file:/mt/2022-0318CE212MY orel main contrib non-free"
| sudo tee -a /etc/apt/sources.|ist

sudo apt update

sudo apt di st-upgrade

®

Firefox
1. ,, : — —-Firefox.
2. "about:preferences" <Enter>.
3. [1.
4. R
5. [usr/share/ca-certificates/nozillalrootca_MnDDC rsa2022.crt [].
6. -
7. 1.

e

The Mnistry of Digital Devel opment and Communi cations
Russi an Trusted Root CA

Chromium
1. ,, : — —-Chromium.
2. “"chrome://settings/certificates" <Enter>.
3. .
4. /usr/share/ca-certificates/nozillal/rootca_M nDDC rsa2022.crt [].
5. 1.

org-The Mnistry of Digital Devel opment and Conmunicati ons
Russi an Trusted Root CA



, apache2

, lua_module , (multipart)

LUA.

sudo apachectl -M
| ua,

sudo a2di snmod | ua

- Apache, :

sudo systenttl restart apache2

SSRF- (Server Side Request Forgery) mod_proxy
proxy ( :/etc/apache2/sites-enabl ed/ 000-default.conf).

ProxyRequests "off". , ,

@ , proxy,

sudo a2di snmod proxy

- Apache, :

sudo systenttl restart apache2

HTTP Request Smuggling

( :/etc/apache?2/sites-enabl ed/ 000-defaul t.conf) http/2— Protocols () "h2"(HTTP/2).

- Apache, :
sudo systenttl restart apache2

- Apache  HTTPS.

liblog4j2-java



@ Jndi Lookup JAR /usr/share/javal/l og4j-core.jar, liblogdj2-java, , JARI og4j-api JARIog4j-core, . 1o0g4j
2.14.1 .

liblog4j2-java

apt policy |iblog4j2-java

1. liblog4j2-java_2.7-2+deb9ul_all.deb WEB- ;
2 :

3.

sudo apt install ./liblog4j2-java 2.7-2+deb9ul all.deb
G} "Download is performed unsandboxed"/* " , : "Download is performed unsandboxed"/" " apt
JndiLookup
/usr/share/java/log4j-core.jar,  (IndiLookup)
1. zip,
sudo apt install zip
2.

sudo zip -d /usr/share/javal/log4j-core.jar org/apache/l ogging/log4j/core
/1 ookup/ IJndi Lookup. cl ass

del eting: org/apache/l oggi ng/ 1 0g4j/corel/l ookup/Indi Lookup. cl ass


https://wiki.astralinux.ru/download/attachments/187798788/liblog4j2-java_2.7-2%2Bdeb9u1_all.deb?version=1&modificationDate=1649073326139&api=v2
https://wiki.astralinux.ru/pages/viewpage.action?pageId=144311245
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