2022-0318SE17/MD

G} «Astra Linux Special Edition» .10015-01 .10015-10 ( 1.7), - Astra Linux,

® ,  linux
o]
o (main)
o (base) B
. @ 1.7.1 ( 2021-1126SE17).
L apache2
© ,  lua_module , (multipart)
© SSRF- (Server Side Request Forgery) mod_proxy
o HTTP Request Smuggling @ , . Ll7.2.
L]
©  Firefox

© Chromium

, linux

G) ., (base).

@ (base)  (main),

® :fly-astra-update astra-update -

(D «» () «»():

O . fly-astra-update/astra-update :

sudo astra-nochnodx-1 ock di sabl e

(main)

1. tar- WEB- : https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/is0/2022-0318SE17MD.tgz;



https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/2022-0318SE17MD.tgz
https://wiki.astralinux.ru/x/3QcmCQ
https://wiki.astralinux.ru/x/P46dD
https://wiki.astralinux.ru/x/2xZIB

@ (main) "

https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/is0/2022-0318 SE17MD.tgz_2022-03-24_14-25-53.tsp.sig.

2. tar-;

gost sum 2022- 0318SE17MD. t gz

24a8df a3d55170eadec3dce8ef 3e6f e612eca883572515021b955bd7182c5996

4, ,, Imt/, :
sudo tar xzvf 2022-0318SE17MD.tgz -C /mt/

5. tar- 2022- 0318SE17MD (. Astra Linux )., / mt/2022- 0318SE17MD/, /etc/apt/sources.|list

deb file:/mt/2022-0318SE17MY 1.7_x86-64 main contrib non-free

sudo apt update

* sudo astra-update -a -r

e sudo apt di st-upgrade

(base)

1. tar- WEB- : https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/base-2022-0318SE17MD.tar.gz ;

@ (base) "

https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/base-2022-0318SE17MD.tar.gz_2022-03-24_14-26-27.tsp.sig.

2. tar-;

gost sum base- 2022- 0318SE17MD. t ar . gz

d2a922f dbad4bef e0abcc9d1252624f 7654ebc351aa641805ee12f 330737cb45

4. ., Imt/, :


https://wiki.astralinux.ru/x/OwAy
https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/base-2022-0318SE17MD.tar.gz
https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/2022-0318SE17MD.tgz_2022-03-24_14-25-53.tsp.sig
https://wiki.astralinux.ru/x/7wnUCg
https://download.astralinux.ru/astra/frozen/1.7_x86-64/1.7.1/iso/base-2022-0318SE17MD.tar.gz_2022-03-24_14-26-27.tsp.sig
https://wiki.astralinux.ru/x/7wnUCg

sudo tar xzvf base-2022-0318SE17MD.tar.gz -C /mmt/

5. tar- base-2022- 0318SE17MD (. Astra Linux )., / mt/ base-2022- 0318SE17MY ,

deb file:/ mt/base-2022-0318SE17MY 1.7_x86-64 main contrib non-free

sudo apt update

e sudo astra-update -a -r

e sudo apt di st-upgrade

/etcl/apt/sources.|ist

0]

0]

fly-adm n-int-check gostsums.txt, 2022-0318SE17MD.

, apache2

, lua_module , (multipart)
LUA.

sudo apachectl -M
| ua,

sudo a2di snod | ua

- Apache, :

sudo systenttl restart apache2

SSREF- (Server Side Request Forgery) mod_proxy
proxy ( :/etc/apache2/sites-enabl ed/ 000-default.conf).

ProxyRequests "of f".



https://wiki.astralinux.ru/x/OwAy

@ . proxy,

sudo a2di snmod proxy

- Apache, :

sudo systenttl restart apache2

HTTP Request Smuggling
( :/etc/apache2/sites-enabl ed/ 000-default.conf) http/2— Protocols () "h2"(HTTP/2).

- Apache, :
sudo systenttl restart apache2

- Apache  HTTPS.

G} @ () «»():

) v O
Astra Linux apache2 astra-ilevl-control. nan astra-ilevl-control.

1 ca-certificates-Iocal
Firefox

1. ,, : — —-Firefox.

2. "about:preferences" <Enter>.

3. [1.

4, .

5. [usr/share/ca-certificates/nozillalrootca_MnDDC rsa2022.crt [].

6. 1.

7. 1.

L1

The Mnistry of Digital Devel opment and Communi cations
Russi an Trusted Root CA

Chromium
1. ,, : — —-Chromium.
2. " chrone://settings/certificates " <Enter>.

3. 0.


chrome://settings/certificates

4. /usr/share/ca-certificates/nozillal/rootca_M nDDC rsa2022.crt [].

5. .

org-The Mnistry of Digital Devel opnent and Communications
Russi an Trusted Root CA
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