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© ,  lua_module , (multipart)

O  SSRF- (Server Side Request Forgery) mod_proxy
o HTTP Request Smuggling

©  Firefox O
o Chromium

G} , linux, , apache2.
, ca-certificates.deb Astra Linux

, linux

(]
* :fly-astra-update astra-update -

O . fly-astra-update/astra-update :

sudo astra-nochnodx-| ock di sabl e

1. tar- WEB- : https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/20220318SE16MD/2022-0318SE16MD.tar.gz


https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/20220318SE16MD/2022-0318SE16MD.tar.gz
https://wiki.astralinux.ru/x/OYJcCQ
https://wiki.astralinux.ru/x/uAToD
https://wiki.astralinux.ru/x/2xZIB

@

https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/20220318SE16MD/2022-0318SE16MD.tar.gz_2022-03-24_14-
25-42.tsp.sig.

2. tar- 2022- 0318SE16MD. t ar . gz;

3., .
gost sum 2022- 0318SE16MD. t ar . gz
33e2d67a9cd5b115971b3903dc47b7d4f dc59a7daf aed41a5d46e37eb17502b4
4, ,, Imt/, :
sudo tar xzvf 2022-0318SEl16MD.tar.gz -C /mt/
5. tar- 2022- 0318SE16MD (. Astra Linux )., / mt/2022- 0318SE16MY, /etc/apt/sources.|ist
deb file:/mt/2022-0318SE16MY snol ensk main contrib non-free
sudo apt update
6.

e sudo astra-update -a -r

e sudo apt di st-upgrade

1. tar- WEB- : https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/devel/20220318SE16MD/devel-2022-0318SE16MD.tar.gz

)

https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/devel/20220318SE16MD/devel-2022-0318SE16MD.tar.gz.sig.

2. tar-devel - 2022- 0318SE16MD. t ar . gz;
3. . :

gost sum devel - 2022- 0318SE16MD. t ar . gz

ad645f f 695ecalOa9e5cf c5657c49d8409d8b4f 44109ce9c3e06f 35736bcf 470


https://wiki.astralinux.ru/x/OwAy
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/devel/20220318SE16MD/devel-2022-0318SE16MD.tar.gz
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/20220318SE16MD/2022-0318SE16MD.tar.gz_2022-03-24_14-25-42.tsp.sig
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/20220318SE16MD/2022-0318SE16MD.tar.gz_2022-03-24_14-25-42.tsp.sig
https://wiki.astralinux.ru/x/7wnUCg
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/devel/20220318SE16MD/devel-2022-0318SE16MD.tar.gz.sig
https://wiki.astralinux.ru/x/7wnUCg

4. ,, Imt/, :
sudo tar xzvf devel -2022-0318SE16MD.tar.gz -C /mt/

5. tar- devel - 2022- 0318SE16MD (. Astra Linux )., / mt/ devel - 2022- 0318SE16MDY, /etc/apt/sources.|ist

deb file:/mt/devel -2022-0318SE16MY snol ensk main contrib non-free

sudo apt update

e sudo astra-update -a -r

e sudo apt di st-upgrade

fly-adm n-int-check gostsuns.txt, 2022-0318SE16MD.

,  apache2

,  lua_module , (multipart)
LUA.

sudo apachect| -M
I ua,

sudo a2di snod | ua

- Apache, :

sudo systenttl restart apache2

SSRF- (Server Side Request Forgery) mod_proxy
proxy ( :/etc/apache2/sites-enabl ed/ 000-default.conf).

ProxyRequests "off".



https://wiki.astralinux.ru/x/OwAy

@ . proxy,

sudo a2di snmod proxy

- Apache, :

sudo systenttl restart apache2

HTTP Request Smuggling
( :/etc/apache2/sites-enabl ed/ 000-default.conf) http/2— Protocols () "h2"(HTTP/2).

- Apache, :
sudo systenttl restart apache2

- Apache  HTTPS.

o . .o

Astra Linux apache2 astra-ilevl-control. man astra-ilevl-control.
1 ca-certificates-Ilocal
Firefox

,, . — —-Firefox.

"about : preferences" <Enter>.

[l

/usr/share/ca-certificates/nozillal/rootca_M nDDC rsa2022.crt [].

I

NoapwNE

I
, [l

The Mnistry of Digital Devel opnent and Conmuni cations
Russi an Trusted Root CA

Chromium

,, . — —=-Chromium.
" chrone://settings/certificates " <Enter>.

/usr/share/ca-certificates/nozillal/rootca_M nDDC rsa2022.crt [].

1B

arwNE


chrome://settings/certificates

org-The Mnistry of Digital Devel opnent and Communications
Russi an Trusted Root CA
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