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Kerberos NFS:

NFS

@ NFSv4.

Kerberos.

NFS  (NFSv3 NFSv4)/

(SYS Kerberos),

®

1.

FreelPA:
© ipa0.ipadomain0.ru;
© admin;

o |IP- DNS;

©  host0.ipadomainO.ru;

NFS

nfs-kernel-server:

sudo apt install

Kerberos:

sudo sed -i
yes" /'

sudo sed -i

nf s- ker nel - ser ver

[ et c/ def aul t/ nf s-commbn

sudo sed -i

/' [etc/defaul t/nfs-common

"s/™[[:space:]] *NEED SVCGSSD[ [ : space:]]*=.*/ NEED_SVCGSSD="
/et c/ def aul t/ nf s- ker nel - server

"s/"[[:space:]]*NEED GSSO [ : space:]] *=. */ NEED_GSSD=yes/'

"s/™[[:space:]] *NEED_| DMAPD [ : space:]]*=. */ NEED_| DVAPD=yes
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3. nfs/l<_ >

a. Kerberos :

kinit adnmin

i pa service-add nfs/ hostnane
c. Kerberos :

sudo kinit admn

(D Kerberos 0).

sudo i pa-getkeytab -s ipa0.ipadomai n0.ru -p nfs/ hostnane™ -k /etc
/ kr b5. keyt ab

a. , allow_weak_crypto = true [libdefaults] /etc/krb5.conf;

b. ()

| dapnodify -x -D "cn=directory manager" -W-h ipa0.ipadomai n0.ru
<< ECOT

dn: cn=l PADOVAI NO. RU, cn=ker ber os, dc=i padonai n0O, dc=ru

changet ype: nodify

add: krbSupportedEncSal t Types

kr bSupport edEncSal t Types: des-chc-crc: nor nal

ECT

| dapnodify -x -D "cn=directory nmanager"” -W-h ipa0.ipadonain0.ru
<< EOT

dn: cn=l PADOVAI NO. RU, cn=ker ber os, dc=i padonai n0O, dc=ru

add: krbSupportedEncSal t Types

kr bSupport edEncSal t Types: des-chc-crc: speci a

EOCT

| dapnodify -x -D "cn=directory manager" -W-h ipa0.ipadonain0.ru
<< EOT

dn: cn=I PADOVAI NO. RU, cn=ker ber os, dc=i padonai n0, dc=ru

add: krbDef aul t EncSal t Types

kr bDef aul t EncSal t Types: des-chc-crc: speci al

EOCT

sudo systenttl daenon-rel oad
sudo systenttl restart nfs-kernel -server

6. () . lexport:

sudo nkdir /export
sudo chnod 777 /export



letc/exports. . man exports.

(:) NFSv4 ., . fsid=0

( /home /export):

/I *(rw, fsid=0, no_subtree_check, sec=krb5: kr b5i : kr b5p)
/ home gss/ krb5i (rw, sync, no_subt ree_check)
/ export *(rw, sync, no_subtree_check, no_root _squash, sec=kr b5: kr b5i : kr b5p)

" NFSv4 Kerberos.
(root_squash). , , nobody:nogroup Kerberos- (. Kerberos).

0]

Kerberos,
no_root_squash , .. Kerberos.

7.
sudo exportfs -ra

8.,
sudo shownount -e " hostnane’
Export list for ipa0.ipadomainO.ru:
/ honme gss/ krb5
[ export *
/ *

Kerberos

FreelPA

1.

sudo nkdir /mmt/nfs_nount
2. nfs-common:

sudo apt install nfs-comon

sudo showrount -e ipa0.ipadomai n0.ru

4. , Kerberos:

sudo sed -i 's/”[[:space:]]*NEED GSSO [: space:]]*=.*/ NEED SVCGSSD="yes"
/' [etc/defaul t/nfs-conmon
sudo sed -i 's/"[[:space:]]*NEED_| DVAPD[ [ : space: ]] *=. */ NEED_| DVAPD="yes"

/' [etc/defaul t/nfs-common
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6. NFS-
a. NFS-:

kinit admn
i pa service-add nfs/ hostname’

b. NFS-:

sudo kinit adnin
sudo i pa-getkeytab -s ipa0.ipadomai nO0.ru -p nfs/ hostnane™ -k /etc
/ kr b5. keyt ab

7. Kerberos:

@ NFSv4

sudo nount. nfs4 ipa0.ipadomai nO.ru:/hone/ /mt/nfs_mount -o sec=krb5

Voo



®
a. (vers=4.2), -, (sec=krb5i).
mount -t nfs4
i pa0. i padomai nO. ru: /export on /mt/nfs_nount type nfs4 (rw,
relatime,vers=4. 2,rsi ze=524288, wsi ze=524288, nam en=255, har d,
proto=tcp, ti meo=600, retrans=2, sec=kr b5i, cl i ent addr =10. 0. 2. 5,
| ocal _| ock=none, addr =10. 0. 2. 100, user =adni n)
(mount ).
b. NFSv4 Kerberos. , (), ( ) .
®
“/mmt'
Kerberos, nobody:nogroup ( Kerberos -. " Kerberos ).
NFSv4:
ls -1 /
|'s: "/mt/nfs_nount':
96
drwxr-xr-x 2 root root 4096 11 11:54 bin
drwxr-xr-x 3 root root 4096 4 15:42 boot
drwxr-xr-x 18 root root 3940 1 14:35 dev
drwxr-xr-x 127 root root 12288 1 14:35 etc
d??2??2??2??? ? ? ? ? ? export
8. FreelPA.
Kerberos
@ Kerberos (, ).

1.

2.

/etc/default/nfs-common - :

GSSDARGS=" - n"

Jusr/lib/systemd/scripts/nfs-utils_env.sh - :

echo GSSDARGS=\ " $GSSDARGS\ "

sudo systenctl restart nfs-utils
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(sudo), , - nobody:nogroup.
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