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hdparm, hdparm. / Astra Linux.
(- synaptic)

sudo apt install hdparm
( /dev/sda):

sudo hdparm -1 /dev/sda

$ sudo hdparm -1 /dev/sda
/ dev/ sda:

ATA device, with non-renovabl e nedi a
Model Nunmber: TOSH BA HDWD110
Serial Number: X7HWLXWFS
Fi rmnvar e Revi sion: M520A8J0
Transport: Serial, ATA8-AST, SATA 1.0a, SATA |l Extensions, SATA Rev 2.5,
Revi si on: ATA8- AST T13 Project D1697 Revision Ob
St andar ds:
Used: unknown (minor revision code 0x0029)
Supported: 8 7 6 5
Li kely used: 8
Configuration:
Logi cal nmax current
cylinders 16383 16383
heads 16 16
sectors/track 63 63
CHS current addressable sectors: 16514064
LBA user addressabl e sectors: 268435455
LBA48 user addressable sectors: 1953525168
Logi cal Sector size: 512 bytes
Physi cal Sector size: 4096 bytes
Logi cal Sector-0 offset: 0 bytes
device size with M= 1024*1024: 953869 MBytes
device size with M= 1000*1000: 1000204 MBytes (1000 GB)
cache/ buffer size = unknown
Form Factor: 3.5 inch
Nom nal Media Rotation Rate: 7200
Capabilities:
LBA, | ORDY(can be di sabl ed)
Queue depth: 32
St andby timer values: spec'd by Standard, no device specific mninum
R'Wnultiple sector transfer: Max = 16 Current = 16
Advanced power nanagenent |evel: disabled
DVA: nmdma0 ndnal nmdma2 udneO udrmal udna2 udma3 udnad udma5 *udnab
Cycle tinme: min=120ns recomended=120ns
PI G pi o0 piol pio2 pio3 pio4d
Cycle time: no flow control =120ns | ORDY fl ow control =120ns
Commands/ f eat ur es:
Enabl ed Support ed:
* SMART feature set
Security Mde feature set
Power Managenent feature set
Wite cache
Look- ahead
Host Protected Area feature set
WRI TE_BUFFER conmand
READ_BUFFER conmmand
NOP cnd
DOWNLOAD_M CROCODE
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Advanced Power Managenent feature set
Power-Up In Standby feature set
* SET_FEATURES required to spinup after power up
SET_MAX security extension
48-bit Address feature set
Devi ce Configuration Overlay feature set
Mandat ory FLUSH_CACHE
FLUSH_CACHE_EXT
SMART error |ogging
SMART sel f -t est
Medi a Card Pass-Through
General Purpose Logging feature set
WRI TE_{ DMA| MULTI PLE} _FUA_EXT
64-bit Wrld w de nane
URG for READ STREAM _DWMA] _EXT
URG for WRI TE_STREAM _DMA] _EXT
WRI TE_UNCORRECTABLE_EXT conmmand
{ READ, \RI TE} _DVA_EXT_GPL conmands
Segnent ed DONNLOAD_M CROCCDE
unknown 119[ 7]
Genl signaling speed (1.5 s)
Gen2 signaling speed (3.0Q0/s)
Gen3 signaling speed (6.0Q0/s)
Native Command Queuei ng (NCQ
Host-initiated interface power managenent
Phy event counters
NCQ priority information
Non- Zero buffer offsets in DVA Setup FIS
* DMA Setup Auto-Activate optim zation
Device-initiated interface power nanagenent
n-order data delivery
Sof tware settings preservation
SMART Commrend Transport (SCT) feature set
SCT Wite Same (AC2)
SCT Error Recovery Control (AC3)
SCT Features Control (AC4)
SCT Data Tabl es (AC5)

E N * ok % ok ok ok
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Security:
Mast er password revi sion code = 65534
supported
not enabl ed
not | ocked
frozen
not expired: security count
not supported: enhanced erase
156min for SECURI TY ERASE UNIT.
Logical Unit WA Device ldentifier: 5000039f d3cc4d45
NAA : 5
| EEE QU : 000039
Uni que I D : fd3cc4d45
Checksum correct

ATA Security "Security":
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Security:
Mast er password revision code = 65534

supported

not enabl ed

not | ocked
frozen

not expired: security count

not supported: enhanced erase

156m n for SECURI TY ERASE UNI T.

, ("Master password ... supported"), ("not enabled").
, ( "frozen"). BIOS-/ , , .
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( - 12345678 /dev/sdb) :
sudo hdparm --user-master u --security-set-pass 12345678 /dev/sdb

( sdb):

sudo -i
echo 1 >/sys/ bl ock/ sdb/ devi ce/ del et e

exit

SATA

sudo -i
> [ sys/cl ass/ scsi _host/ host X/ scan

echo "- - -
exit

hostX - (/sys/class/scsi_host/host3/scan),

() ( 12345678):

sudo hdparm --user-master u --security-unlock 12345678 /dev/sdb

sudo hdparm -z /dev/sdb

sudo hdparm --user-master u --security-disable 12345678 /dev/sdb

sudo hdparm -z /dev/sdb
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@ TCG Opal Astra Linux.
ATA (TPM), (, libata). , libata,
@ ".. "' . libata.allow_tpm =1,
@ WKki Archlinux .
us_english.
@ © %
/ ATA TPM

© https://github.com/Drive-Trust-Alliance/sedutil/wiki/Executable-Distributions.
ATA TPM:

1. allow_tpm =1 /etc/default/grub:

@ GRUB_CMDLINE_LINUX_DEFAULT="quiet splash libata.allow_tpm=1"

sudo updat e-grub

: BIOS 64bit UEFI

wget -O RESCUE32.ing.gz https://github.com Drive-Trust-Alliance/exec/blob
[ mast er / RESCUE32. i ng. gz?r aw=t r ue

wget - O RESCUE64.ing.gz https://github.com Drive-Trust-Alliance/exec/blob
/ mast er /| RESCUE64. i ng. gz?r aw=t r ue

@ UEFI Secure Boot.
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gunzi p RESCUE32. i ny. gz

gunzi p RESCUE64. i ng. gz

use-

0]

dd i f =RESCUE32. i ng of =/ dev/ sd?

dd i f =RESCUE64. i ng of =/ dev/ sd?

Login "root" .

®

@ sedutil-cli --scan

#sedutil-cli --scan

Scanning for Opal compliant disks

/devinvme0 2 Samsung SSD 960 EVO 250GB 2B7QCXE7
/dev/sda 2 Crucial_CT250MX200SSD1 MU04

/dev/sdb 12 Samsung SSD 850 EVO 500GB EMT01B6Q
/dev/sdc 2 ST500LT025-1DH142 0001SDM7

/dev/sdd 12 Samsung SSD 850 EVO 250GB EMT01B6Q
No more disks present ending scan
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linuxpba debug.
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@ #linuxpba

DTA LINUX Pre Boot Authorization

Please enter pass-phrase to unlock OPAL drives: *****

Scanning....

Drive /dev/nvme0 Samsung SSD 960 EVO 250GB is OPAL NOT LOCKED
Drive /dev/sda Crucial_CT250MX200SSD1 is OPAL NOT LOCKED

Drive /dev/sdb Samsung SSD 850 EVO 500GB is OPAL NOT LOCKED
Drive /dev/sdc ST500LT025-1DH142 is OPAL NOT LOCKED

Drive /dev/sdd Samsung SSD 850 EVO 250GB is OPAL NOT LOCKED

, "is OPAL".

@ OPAL.

/dev/sdc  /usr/sedutil/lUEFI64-1.15.img.gz ( ).

/dev/sd?
#
gunzi p /usr/sedutil/UEFI 64-n.nn.ing.gz

( debug, ):
sedutil-cli --initialsetup debug /dev/sdc
#
sedutil-cli --1oadPBAi nage debug /usr/sedutil/UEFI 64-n.nn.ing /dev/sdc
sedutil-cli --set MBREnabl e on debug /dev/sdc
sedutil-cli --enabl eLocki ngRange 0 password drive
PBA
’ débug.:

@ #linuxpba

DTA LINUX Pre Boot Authorization

Please enter pass-phrase to unlock OPAL drives: *****

Scanning....

Drive /dev/nvme0 Samsung SSD 960 EVO 250GB is OPAL NOT LOCKED
Drive /dev/sda Crucial_CT250MX200SSD1 is OPAL NOT LOCKED

Drive /dev/sdb Samsung SSD 850 EVO 500GB is OPAL NOT LOCKED
Drive /dev/sdc ST500LT025-1DH142 is OPAL Unlocked <---1l!

Drive /dev/sdd Samsung SSD 850 EVO 250GB is OPAL NOT LOCKED

,  ( "is OPAL Unlocked").
, OPAL.

SID Adminl,



sedutil-cli --setsidpassword debug yourreal password /dev/ sdc
sedutil-cli --setadm nlpwd debug yourreal password /dev/sdc

G} #sedutil-cli --setsidpassword debug yourrealpassword /dev/sdc
#sedutil-cli --setadminlpwd debug yourrealpassword /dev/sdc
- 14:20:53.352 INFO: Admin1 password changed

sedutil-cli --setnbrdone on yourreal password /dev/sdc

@ #sedutil-cli --setmbrdone on yourrealpassword /dev/sdc
- 14:22:21.590 INFO: MBRDone set on Your drive in now using OPAL locking.

(PBA) .

@ BIOS PBE .

OPAL
sedutil-cli --disabl eLocki ngRange 0 <password> <drive>
sedutil-cli — set MBREnabl e of f <password> <drive>

@ #sedutil-cli --disablelockingrange 0 debug /dev/sdc
- 14:07:24.914 INFO: LockingRangeO disabled
#sedutil-cli --setmbrenable off debug /dev/sdc
- 14:08:21.999 INFO: MBREnNable set off

sedutil-cli --enabl eLocki ngRange 0 <password> <drive>
sedutil-cli —- set MBREnabl e on <password> <drive>

@ #sedutil-cli --enablelockingrange 0 debug /dev/sdc
- 14:07:24.914 INFO: LockingRange0 enabled ReadLocking,WriteLocking
#sedutil-cli --setmbrenable on debug /dev/sdc
- 14:08:21.999 INFO: MBREnNable set on

OPAL

@ OPAL



https://github.com/Drive-Trust-Alliance/sedutil/wiki/Remove-OPAL

sedutil-cli --revertnoerase <password> <drive>
sedutil-cli --reverttper <password> <drive>

@ #sedutil-cli --revertnoerase debug /dev/sdc
- 14:22:47.060 INFO: Revert LockingSP complete
#sedutil-cli --reverttper debug /dev/sdc

- 14:23:13.968 INFO: revertTper completed successfully
#
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