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° 3.2
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«Astra Linux»®
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O « «Astra Linux Special Edition»;
© «. 1».10015-01 95 01-1;
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O « «Astra Linux Special Edition». » .10015-01 93 01;
LibreOffice
O « «Astra Linux Special Edition». » .10015-01 93 01;
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«Astra Linux Common Edition» 2.12.32  «Astra Linux Special Edition .10015-01»

(-) 34.10-2012. , fly-fm  LibreOffice

® pdf (: gpdfview, okular);
® .png, jpg ( : gwenview, fly-image),
® _html, .xml (: Firefox);

, .txt, .odt, .ods, .odp, .0dg, .doc, .xls, .ppt, .docx, .xIsx, .pptx PDF

«Astra Linux»®:

, , fly-csp-cryptopro;
® () LibreOffice — libreoffice-astracsp-plugin;

LibreOffice (

Astra Linux Special Edition .10015-01 ( 1.7)
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20200722SE16 ( 6)
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Astra Linux Special Edition .10015-01 ( 1.5)
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® fly-fm;

® LibreOffice.
G} «Astra Linux»®.
(, cryptep) , , —fly-csp-cryptopro.

fly-fm () LibreOffice libreoffice-astracsp-plugin  fly-csp-cryptopro
LibreOffice () LibreOffice libreoffice-astracsp-plugin
«Astra Linux»® 1.
, «Astra Linux»® )
., fly-csp-cryptopro :
fly-fm (- );
(=« »)

() LibreOffice, LibreOffice;
fly-csp-cryptopro

1. «Astra Linux»,

1.1
fly-fm  LibreOffice «Astra Linux»® 0. . ()
«Astra Linux»®:

, — fly-csp-cryptopro;
®  LibreOffice — libreoffice-astracsp-plugin.

«Astra Linux»®, (http://wiki.astralinux.ru)

® —  «AstraLinux Special Edition» 1.6;

. «Astra Linux Common Edition» 2.12.32 ;

. —  «Astra Linux Special Edition .10015-01» 1.5 (. fly-csp).

, http://wiki.astralinux.ru

. «Astra Linux Special Edition .10015-01» 1.6 «Astra Linux Common Edition» 2.12:
° ., fly -

sudo apt update
sudo apt install fly-csp-cryptopro
sudo apt install |ibreoffice-astracsp-plugin

L «Astra Linux Special Edition .10015-01» 1.5:
o, fly

sudo apt-get update
sudo dpkg -i fly-csp-cryptopro_1.0. and64. deb

LibreOffice
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sudo dpkg -i libreoffice-astracsp-plugin_1.0. and64. deb

, — fly-csp-cryptopro fly.

L J-CK3u - npoee MO

«Astra Linux»®


http://wiki.astralinux.ru
https://wiki.astralinux.ru/pages/viewpage.action?pageId=71837873
http://wiki.astralinux.ru

, , fly-csp-cryptopro  Python ( 3)

®  /usr/bin/fly-csp-cryptopro;
L lusr/lib/python3/dist-packages/astra_csp_cryptopro /usr/lib/python3/dist-packages/astra_csp_cryptopro-0.1.0.egg-info;
® /etc/astra-csp-cryptopro/fly-csp-cryptopro.conf;
®  /usr/share/flyfm/actions/fly-csp-cryptopro.desktop.

fly-csp-cryptopro LibreOffice.

libreoffice-astracsp-plugin LibreOffice
libreoffice-astracsp-plugin fly-csp-cryptopro.
@ LibreOffice libreoffice-astracsp-plugin "Astra Linux"® (https://astralinux.ru/information/licenses/).

/etc/astra-csp-cryptopro/fly-csp-cryptopro.conf

1.
MaxMaclLevel =1
2.
Ti mneAddr ess=http://testca2012. cryptopro.ru/tsp/tsp.srf
3.
MaxCspTi meWai t i ng=30000
4.
Fi | eExt ensi onsEnabl edFor Si gni ng=. pdf, .png, .jpg, .htm, .xnl, .txt, .odt, .ods, .odp, .odg, .doc,
xl's, .ppt, .docx, .xlsx, .pptx
5. (off) (on) , .4).
Enabl eFi | eExt ensi onFi | t er For Si gni ng=of f
6. mime- , PDF:

Pdf Conver si onM meTypes=appl i cati on/ vnd. oasi s. opendocunent . t ext, \

appl i cation/vnd. oasi s. opendocunent . spr eadsheet , \

appl i cation/vnd. oasi s. opendocunent . presentation,\

appl i cation/vnd. oasi s. opendocunent . gr aphi cs, \

appl i cation/ msword,\

appl i cation/vnd. ns-word, \

appl i cation/vnd. ns-excel , \

appl i cation/vnd. ms- power poi nt, \

appl i cation/vnd. openxmn f or mat s- of fi cedocunent . wor dpr ocessi ngnl . docunent , \
appl i cation/vnd. openxmn f or mat s- of fi cedocunent . spreadsheet n . sheet, \

appl i cation/vnd. openxni f or mat s- of fi cedocunent . presentati onni . presentation,\
text/plain

fly-csp-cryptopro
1.2.

@ s «Astra Linux Special Edition».


https://astralinux.ru/information/licenses/

/etc/astra-csp-cryptopro/fly-csp-cryptopro.conf MaxMacLevel. MaxMacLevel=1 . - ()

, fly-csp-cryptopro

1.3.

fly-csp-cryptopro « o« » , 2

| PazpaboTtka

(40F) CucTeMHble

| MocnegHWe
| NaHenb ynpaeneHwna

| MeHeaxep daiinoe

O |... Monck

[:ﬂ 3ageplieHue paboThl...

BupTyanbHasa knaemaTtypa

3anuck ISO obpaza Ha USB HocuTenb
NHCcTpyMeHTsl KpunTollpo
KoHTekcTHLIA nouck Recoll
MeHegxep dannos MC

PaboTa c apxuBamm Ark

Liugppoean nognuce KGpg

Lindppoesie cepTuduratsl XCA

CopyQ MoHuTop 6ypepa obmeHa



[lpoBepka 311 | Co3aaHue 301

®DaiAn 3NeKTPOHHOI 0 A0KYMEHTa

‘ BoibpaTb KoHTeHep 3/ ‘

‘ Beibpate 3/ ‘

[pocMoTpeTb

®Daiin aNeKTPoOHHOW NoaANMcK

(] NpoBepka MeTkn BpeMeHu

BoibpaTk 31

[poBepwTh 3l

PesynbTaTbl 06paboTKmn

3 - fly-csp-cryptopro

«Astra Linux Common Edition» 2.12  «Astra Linux Special Edition .10015-01» 1.5 1.6.

1.4. fAly
fly-csp- cryptopro:

® Jusr/share/flyfm/actions fly-csp-cryptopro.desktop
L]

=), 4




HazeaHune * OTKPBITE Pazmep M3meHeH
OTKpbITb C NOMOLLBIO... 232.05 Kb 01.07.2020 13:46
OTnpaenTb >
(3 3nekTpoHHas nognuck Kpunrtolpo JeiicTeus
e Cozpatb apxve & KonuposaTb Ctrl+C
L& 3awmTHOe KoAMpYtoLLee Npeobpa3soBaHne % BbipesaTb Ctrl+X
L& 3awmTHOe packoavpytollee npeobpasoBaHue © MepeumeHoBaT... 2
B Yaanuts Shift+Del
@ MNepemectuts B Kop3uHy Del
‘& CBoMCTBA...
4 -
, 5
Ha3eaHue b Tun Pazmep ‘ NameHeH
X8 NlokymeHT.pdf r* OTKpbITL 232.05 Kb 01.07.2020 13:46
¢ [lokymeHT.pdf 2020-07-06_11-35-03.p7s OTKPLITE C NOMOLLEIO... 2.03 Kb 06.07.2020 11:35

OTnpaenTe >

(3) DnekTpoHHaA nognuce Kpuntollpo JericTena

i Cozpatk apxus 8 KonupoeaTb Ctrl+C

[& 3awuTHOE KoaWpYtoLLee NpeobpasoBaHme ¥ BblpesaTb Ctri+X

L& 3awuTHOe packoavpytollee NnpeobpazoBaHme YaanuTs Shift+Del
W MepemecTuTs B Kop3uHy Del
% CBOWCTBA...

5-
fly «Astra Linux Common Edition» 2.12  «Astra Linux Special Edition .10015-01» 1.6.

«Astra Linux Special Edition .10015-01» 1.5

1.5. LibreOffice

LibreOffice , 6.



B MNwcbmo.odt - LibreOffice Writer

=S [paBka Bua Beraeka dopmar Cruam Tabnuua
0O Co3aaTth > el X | e
™ OTKpbITh... Ctrl+O ; ‘ ‘ “
[ v 14 v
OTKpLITL YAANEHHO...
© HepgaBHKWe JOKYMEHTI R
[¥ 3aKpbITb
MacTtep p
3 LWabnoHsl >
(]  MNepesarpy3utb
Bepcuun... QCTPH
CoxpaHuUTb Ctri+S
[ CoxpaHWuTb Kak... Ctri+Shift+S
CoxpaHnTL yAanéHHo... 2 EiEéi 648 06 39
wwww.astralinux.ru
CoxpaHWUTb KONUIO...
c P00, Knn 7726010010
OXpPaHWTL Bce
L] JkcnopT... 3 _
L] 3kcnopT B > 520209
OTnpaenTb ’  OM-TIpenICKeHMH -
MpocmoTp B Bpayzepe A
[] & MNpocMmoTp nevatu Ctri+Shift+O
= MeyaTs... Ctrl+P VBaykaeMbIi
HacTpo#ku NnpuHTepa...
. COO00ILA, - UTO" B
E CBoOWCTBa...
12018-P-or-15.01.
JNeKTpOHHaA NoAnucL __ 2018), - 3aK/OUe!
=1 BoiiiTh u3 LibreOffice ctri+Q «PycBUTex-Actp
i —+ lloroBop), - CPOK - MpenocTaB/IeHH
6 - LibreOffice

LibreOffice libreoffice-astracsp-plugin.

libreoffice-astracsp-plugin :

* fly-csp-cryptopro;
. ()



, LibreOffice

fly-csp-cryptopro

fly-csp-cryptopro <__>

fly-csp-cryptopro <> < >

2. fly-csp-cryptopro

2.1

[l « » fly-csp-cryptopro, , , , «AstraLinux»® mime.

, mime , letc/astra-csp-cryptopro/fly-csp-cryptopro.conf PdfConversionMimeTypes,

libreoffice --convert-to pdf <> --outdir < >

PDF-, «».

mime , PDF- 1.

1-, PDF-
Mime -

text/plain *tt
application/vnd.oasis.opendocument.text *.odt
application/vnd.oasis.opendocument.spreadsheet *.0ds
application/vnd.oasis.opendocument.presentation *.0odp
application/vnd.oasis.opendocument.graphics *.0dg
application/msword *.doc
application/vnd.ms-word *.doc

application/vnd.ms-excel *xls

<

>

PDF ,

--outdir.

LibreOffice



application/vnd.ms-powerpoint *.ppt
application/vnd.openxmlformats-officedocument.wordprocessingml.document = *.doc
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet *xls

application/vnd.openxmlformats-officedocument.presentationml.presentation = *.ppt

2.2.

G} , « CSP».

«» fly-csp-cryptopro (=) [ «» « »(7).

(@ SnekTpoHHasa nognuck Kpuntollpo

lNpoBepka 311 | Co3aaHue 3M1

®daiAn 3NeKTPOHHOIo AOKYMEHTa

BoibpaTb KoHTeAHep 3/

(] NpoBepka MeTkn BpeMeHM

/home/borisov/123/Mucemo.pdf Beibpate 3/
lNpocmoTpeTb
®Daiin INeKTPoOHHOW NoaNMcK
ByaeT npoBepeHa NpUcoeAMHeHHan 3NeKTPOHHAaA NoANnchL ‘ Buibpath 31 ‘

_ Mposeprmean

PesynbTaTbl 06paboTkn

7- fly-csp-cryptopro

7:




[ opt/ cprocsp/ bi n/f and64/ cryptcp -verify < >

[]

[ opt/ cprocsp/ bi n/ and64/ cryptcp -verify -cadest <_ >
«» fly-csp-cryptopro () () .

2.3.

«» fly-csp-cryptopro  [], . «», [l

/ opt/ cprocsp/ bi n/ and64/ cryptcp -verify -verall -detached <_ > <__>
[]
/ opt/ cprocsp/ bi n/ and64/ cryptcp -verify -verall -cadest -detached <__ > <_ >

«» 0,0 0. 8



'::i:' 3nekTpoHHanA nognuce Kpuntollpo

Mpoeepka 3M | Co3gaHune 311

Daiin 3NeKTPoOHHOro AoKyMeHTa

BribpaTe kKoHTelHep 3/

fhome/test/JokymeHTsl/ JokymeHT LibreOffice.odt Bribpate 34

MpocmoTpeTe

©aiin 3neKTpoHHOK NogNUcK

/home/test/okymeHTel/AokymeHT LibreOffice.odt_2020-11-03_13-32-23.tsp.p7s ‘ Bbibpati 3N

@ MNMpoBepka METKW BpeMeHHK ‘ Mpoeeputs 30

PezynsTaTel obpaboTku

CryptCP 5.0 (c) "KPMNTO-NPO", 2002-2020.

YTUAWTA KOMaHAHOR CTPOKK ANA NOANKMCA 1 WWGPoBaHWA Gailnoe.

Manka 'home/test/AokyMeHTEL":

/home/test/JokymeHTel/ okymenT LibreOffice.odt... Mpoeepka nognucu...

AsTop nognucw: RU, Py, Mockea, MK Actpa ﬂMHyKG: . uidt@astralinux.ru
Moanvcs NpoEepeHa.

[ErrorCode: 0x00000000]

8- fly-csp-cryptopro

(5). fly-csp-cryptopro fly-csp-cryptopro ( 8).

2.4.

«» fly-csp-cryptopro ( 9).



(@ 3nexkTpoHHasa nognuck Kpuntollpo - o

[NpoBepka 31 | Co3aaHue M1

Paiin 3NeKTPOHHOr o JOKyMeHTa

BbibpaTk KoHTelHep 3/]

- '__§..'_}'123ﬂ'|ucbmu.pdf Buibpatk 3/

lNpocmoTpeTb

MpumeHAeMblii cepTdUMKaAT U NapaMeTpbl 3NEKTPOHHOI NognncK

; V‘ (5| BKNIOUUTE METKY BPEMEH

Koaupoeka 30  base64 ~ | Pacwwupenue ¢aiina 3r71: ‘ .p/s v‘

®ann aneKTPOHHOW NogNKMCKH

Mucemo.pdf_2020-07-20_17-06-23.tsp.p7s ‘ ‘ 3ajatb MMA ‘

(] CozpaTthb koHTeliHep CozpaHue 301

PesynbTaTbl 06paboTkm

fly-csp-cryptopro

[ opt/ cprocsp/ bi n/ and64/ certngr -1i st

B S <>,
L]«
«base64» «DERw.
«» . «»  fly-csp-cryptopro.

« »  fly-csp-cryptopro.



[1, fly-csp-cryptopro

[ opt/ cprocsp/ bi n/ and64/ cryptcp -sign -der -thunbprint <> -cadest cadesTSA
< > -detached < > < >

«base64», der .
-cadest -cadesTSA <__>.

«base64» :

[ opt/ cprocsp/ bi n/ and64/ cryptcp -sign -thunbprint <> -detached < > < >

«» () () .

«»  fly-csp-cryptopro.
3. fly-csp-cryptopro

3.1.

fly-csp-cryptopro , zip- :<_>.signed.zip.

3.2.

« » [](10).



(@ 3nexkTpoHHasa nognuck Kpuntollpo

[NpoBepka 31 | Co3aaHue M1

Paiin 3NeKTPOHHOr o JOKyMeHTa

BbibpaTk KoHTelHep 3/]

¥/ 123/Mncemo.pdf Beibpate 3/

lNpocmoTpeTb

MpumeHAeMblii cepTdUMKaAT U NapaMeTpbl 3NEKTPOHHOI NognncK

: @astralinux.ru, C=RU, CN=15

: (5| BKNIOUUTE METKY BPEMEH

Koawnpoeka 30M: | base64 ~ | PacwumpeHue danna 31 ‘ .p7s v‘

®ann INEeKTPOHHOW nognNucK

Mucemo.pdf_2020-07-20_17-08-04.tsp.p7s ‘ ‘ 3ajatb MMA ‘

[®| Co3aaTthb KOHTEliHEp CozpaHue 301

PesynbTaTbl 06paboTkm

10 -

, 10, zip- :

/hone/.../.pdf.signed.zip

pdf  .pdf_2020-07-01_22-20-46.p7s ( 11).



'::i:' 3nekTpoHHanA nognuce Kpuntollpo

Mpoeepka 30 | Co3gaHue 31 ‘

Daiin 3NeKTPOHHOro AOKYMEHTA

BeifpaTte KoHTeAHep 3

fhome/test/JokymeHTel/ JokymeHT LibreOffice.odt Bribpate 34

MNpocMmoTpeTs

MpumMeHAeMbIA cepTUGUMKaT U NapaMeTpbl 31eKTPOHHOM nognucK

| EQM@astraiinux.ru, CM= g, O=IK Actpa luHyke, L=Mocksa, 5~ | (W] BkNtOUNTE MeTKY BpemMeHn

Koawpoeka 30M: | DER ~ | PaclumpeHue haidna 3M: | .p7s

Daiin 3neKTPoHHOW NognNUcK

| OokymenT LibreOffice.odt_2020-11-03_13-32-23.tsp.p7s 3apaTe UMA

[ ] coapate koHTeliHEp Co3gaHue 3

PezynbTaThl obpaboTku

CryptCP 5.0 (c) "KPHUNTO-MPO", 2002-2020.
YTUAWTa KOMaHAHOR CTPOKK ANA Nognnok 1 wudgpoeaHua dailnoe.

ByZeT MCMoNb30BaH CNeAyHLNi cepTdUKaT:, )
CybwexkT:RU, Py, Mockea, MK Actpa HMHylé'. i @astralinux.ru
JeiictevTeneH ¢ 03.11.2020 10:22:59 no 03.02.2021 10:32:59

Lienoukn cepTUdHKaTOB MPOBEpEHEI.
Manka 'home/test/AokymMeHTEL":

Thamaoftactf NovvmaouTo MoeavsauT | ikraMffira adt Moaonnwee naooow

11—

3.3.
13, [
.

fly-csp-cryptopro  « » .12,



(@ 3nexkTpoHHasa nognuck Kpuntollpo

lNpoBepka 31 | Co3aaHue 301
DaiAn 3NeKTPOHHOIO A0KYMEHTa
BbibpaTk KoHTelHep 3/]
KoHTeliHep: /homeisE#é/123/NMncumo.pdf.signed.zip
Buibpats 3/
OokymeHT: [Mucbmo.pdf
lNpocmoTpeTb
®Daiin INeKTPoHHOK nognMcK
ByaeT npoeepeHa NpUcoeAMHeHHas 3NeKTPOHHAaA NoANnChL ‘ Buibparts 3N ‘
(] NpoBepka MeTKn BpeMeHu ‘ MposepuTs 3N ‘
PesynbTaTbl 06paboTim
12 —
2.
@ .10015-01 ( 1.6) .10015-

16 «. ».10015-01 9402 .
10015-01 94 01.

0
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