Astra Linux Windows

* XDMCP
©  XDMCP Astra Linux ® Astra Linux Special Edition .10015-01 .10015-10 (
0 Astra Linux XDMCP Windows 1.7)
* RDP ® Astra Linux Special Edition .10015-37 ( 7.7)
° RDP Astra Linux ® Astra Linux Special Edition .10152-02 ( 4.7)
=  RDP ® Astra Linux Special Edition .10015-01 ( 1.6)
L ® Astra Linux Special Edition .10015-16 . 1 . 2
. RDP Astra Linux Special ® Astra Linux Special Edition .10265-01 ( 8.1)
Edition ® Astra Linux Common Edition 2.12
® root xrdp
b Astra Linux VNC
o Astra Linux
" vnc
©  Astra Linux Windows
® Astra Linux Windows
°  Windows
©  Astra Linux xfreerdp
[ ] 8-
©  Astra Linux Remmina
® Astra Linux Astra Linux
o SSH
®  SSH Astra Linux
|}
- sudo
o XDMCP Astra Linux
° RDP  freerdp2-x11/krdc
Astra Linux Windows Astra Linux Windows.
0 C..
()
o : TeamViewer;
©  Astra Linux;
® SSH— SSH , Astra Linux. Astra Linux - Astra Linux (Remmina /x2go Astra Linux);
® XRDP — Microsoft RDP (Remote Desktop Protocol).  Windows;
® VNC (Virtual Network Computing);
® XDMCP — Linux- . , XRDP, Windows VcXsrv. VeXsrv Windows 7 ¢ KB2999226 . Service Packl Windows 7,
1.09.2016,
XDMCP Astra Linux
XDMCP  Astra Linux Astra Linux Windows. , Astra Linux Special Edition 0. Astra Linux :
1.  Astra Linux:
a. /etc/X11/fly-dm/Xaccess localhost * ("):
sudo sed -i "s/”local host/*/" [etc/X11/fly-dm Xaccess

2. , .Ast.ra Linux Special Edition /etc/XllylfIy-dm/fIy-dmrc [Xdmcp] EnableAll false true ( - ):


https://wiki.astralinux.ru/pages/viewpage.action?pageId=41191641
https://wiki.astralinux.ru/pages/viewpage.action?pageId=144311215
https://wiki.astralinux.ru/display/doc/SSH
https://sourceforge.net/projects/vcxsrv/

@ EnableAll Astra Linux Special Edition .10015-01  20190912SE16 ( 3) ( fly-dm 2.6.16 fly-gdm 2.6.7).

Enabl eAl | =t rue

3. fly-dm ( ):

sudo systenctl restart fly-dm

Astra Linux XDMCP Windows
Astra Linux XDMCP Windows

1 VcXsrv.

2 (Windows ), "VcXsrv windows xserver" (C ) " TCP" " UDP).
3. Xlaunch.

4. "One large window":

Display settings

Select display settings
Choose how VicXsrv display programs

 Multiple windows &5 " Fullscreen

£ One large window " One window
without titlebar

Display number |-1

(Specify -1 to let voxsrv automatically choose one)



https://sourceforge.net/projects/vcxsrv/
https://wiki.astralinux.ru/pages/viewpage.action?pageId=57444186

5. XDMCP :

Client startup

Select how to start clients

(" Start no client

This will just start the xserver. You will be able to start local clients later.

" Start a program

This will start a local or remote program which will connect to the xserver. You will be able
to start local clients latertoo. Remote programs are started using SSH.

{* Open session via XDMCP

This will start @ remote XDMCP session. Starting local clients later is limited. This option is
nat available with the "Multiple windows" mode.

< Hasan | Hanee = | Omaena

XDMCP settings

Configure a remote XDMCFP connection

" Connect to host
=
* Search for hosts (broadcast)

Some XDMCP servers must be corfigured to allow remote connections. Please check the
documentation about corfiguring XOMCP servers.

[~ Teminate on server reset.

7. "" "Additional parameters for VcXsrv" :

-di spl ayl D 0: 63: 0x0: 0x0



[+ Clipboard
Start the integrated clipboard manager
¥ Primary Selection
Alzo map the PRIMARY selection to the windows clipboard.

v Mative openal

lUse the native windows opengl librany (wal). Make sure to export the
LIBGL_ALWAYS_IMDIRECT environment variable.

[ Disable access control
IJse this when you want voxsry to accept connections from all clients.

Additional parameters for VcXsrv

8. s XDMCP, "Connect":

maker - 192,163.1. 113
nd-nout - 192,163, 1,137

RDP
RDP Astra Linux

®

O Astra Linux c Astra Linux, Astra Linux Windows;



RDP , , xrdp ( Astra Linux Special Edition Astra Linux Common Edition). pulseaudio-module-xrdp (  Astra Linux Special Edition x.7

Astra Linux Common Edition). :

® Astra Linux Special Ediion x.7 Astra Linux Common Edition

sudo apt install xrdp pul seaudi o- nodul e- xrdp

b Astra Linux Special Edition 1.6:

sudo apt install xrdp

xrdp.service, [IP-tcp/3389 xrdp-sessman (tcp/3350)

RDP

(, CapsLock), . " . oot xrdp:

1. [SessionVariables] /etc/xrdp/sesman.ini :

FLY_NO SW TCH_ON_RELEASE=1

2. xrdp:

sudo systenttl restart xrdp

RDP Astra Linux Special Edition

Astra Linux Special Edition RDP ., , letc/X11/trusted :

G} Jusr/bin/spectacle(SNAP_R)

/etc/X11/trusted. Astra Linux RDP Windows
Windows Astra Linux RDP nstsc.

® "Xorg" Astra Linux Special Edition .10015-01 1.5;
® "session-xorgxrdp" Astra Linux Special Edition .10015-01 ( 1.5).


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362363
https://wiki.astralinux.ru/kb/znacheniya-rolej-v-etc-x11-trusted-190913523.html
https://jira.astralinux.ru/secure/ViewProfile.jspa?name=am198102%40gmail.com

-

connecting

4

Session |sesman—><org><rdp

Lsername Iuger

password |maabm1

Cancel

root xrdp

[ @ root. root

root  xrdp:

1. root, :
sudo passwd root
2. xrdp , root :
sudo pdpl -user root -i high

3. [Security] /etc/xrdp/sesman.ini AllowRootLogin true:

Al | owRoot Logi n=true

4. xrdp:

sudo systenctl restart xrdp

Astra Linux VNC
®


https://stor.rusbitech.ru/data/public/a4ba84.php

Astra Linux xrdp vino, .
Astra Linux Special Edition .10015-01 ( 1.6)

Astra Linux

0]

Astra Linux vino xrdp:

@ sudo apt install vino xrdp

, letc/xrdp/xrdp.ini Xvnc ("[vnc-any]") port 5900 ( ask5900). , 5900 xrdp:

sudo systenttl restart xrdp

1. ( Alt+t);
2. vnc:

{fusr/lib/vino/vino-server &

vnc

, vnc libglib2.0-bin

sudo apt install |ibglib2.0-bin
()

gsettings set org.gnone. Vino authentication-methods "['vnc']"

gsettings set org.gnone.Vino vnc-password "$(echo -n "<>" | base64)"

vnc .

Astra Linux Windows



Windows Astra Linux Windows:

Bce MpuaoXKeH A JOKYMEHTHI WHTRpHEeT fpyrve «

Nyuwee cOOTBETCTEUE

MoaknroueHne K yaaneHHomy L
" pabouemy cTony BT
MpunoxeHue
e MoaknoueHue K yaaneHHoMy pabouemy
) cTony
»~ [lapameTpsl yaaneHHoro pabouero 5 MpuacxeHMe
cTona
I Napametpel yaanenHoro pa6ouero 5
CToNa paspaboTuwnka = OTkpams
H PaspeluuTb yaaneHHble Lo 3anyck oT UMeHW aAMUHKCTpaTopa
MOAKNOUEHUA K 3TOMY KOMMBIOTERY Il MepefiTh K pacnoncxeHno dafina
ECER D s 5 3aKpennTh Ha HauYaNEHOM 3KpaHe
/O YAANeHH - Cu. pe3ynsTaTel B VIHTEpHETE ? =

3EKPEI'II.-'ITb Ha NaHend 2aaa4

IP-:
B Mogeamsenne K yaanessony pabodeny c.  — *
”UQHEHEHHE K YAa/ICHHOMY
' pabouemy cTony
Kamneren w

Monpaosareny R JA0MHE

Mipet No e PoyeEE Fe0fng Bes0 Gy 08T yalams P THEE
OaHHsiE

* | [oxazamns napameTpe Crpaesa




%

| nO,ﬂKJ'IPO'-IEHI-"Ie K yAaNneHHOMY
Y pabouemy cTony

OfwMe 3kpan  MokansHels pecypcel  Bsadmonetictere  Dononmd 4 | *

MapareT pel Broga
¥ L BEEAMTE WMA WIANEHHOMD KOMMBIOT Epa.

Kovnerarep: [192.168.122.147 v

Monpzoearens: | u |

TP NOAKAKYEHMM HEOSXOGMMD BYET YKaSTE Y4ETHBIE
AAHHBIE.

Paspelmre MHE COMPAHATE YHETHEIE aHHEIE

MapareT pel NOAKAKYEHWA

CoxpaHeHWe TEKYLKE NAPatETPOE NOGKANYEHHA B
ROP-$akin MM oTkpEMME COXPAHEHHOMD MOGE NOYEHMS,

CoxpaHuTe CoxpaHuTE Kak... OTkpETE. ..

Wmn daiin

Tun daiina:

4 CKpemb NapareTpel MoagknmumTs Cnpaeka

("Display”) ( FHD)

16 .

B Mogenrouedme € yaaneHHomy pabodemy .. — x

| HDAKHPO'-IEHME K YAaNEeHHOMY
Y pabouemMmy cTony

Ofwme JEPEH  MMokaneHels pecypcel  Bsaumogelictewe  Jononnd 4|

HacTpoiika oToSpaskeHus

Yramure pasmep ylaneHHoro padoyero crona. Fpalinee
NpaB0e NOAMKEHME NOASYHKE COOTBETCTBYET
MOAHCE K PAHHOMY PESKIRY,

i EHEWE ' K.pynHes

Bo Bece akpaH

[ Menonba08aTh BCE MOM MOHWTOPE! ANA YAAASHHOND CEaHTS

UeeTa
. Yk amuTe FAYEMHY WEETa 007 Yo ANEHHOM D CRAHCA.

High Calor [15 ] P

Orodpamare NaHes NOGKMADMEHHEA NPM padoTe Ha NOAHOM 3 KpaHe

“ | Crpeme napameTpel Cnpaeka

vnc-any, IP-,



Login to arm?2

Just
connecting

Session |vnc-any Ll
ip [127.0.0.1
port |se00

password Iw

oK — P——

Astra Linux Windows

Windows

G} Windows  :«» -> «» ->« ».

Astra Linux xfreerdp

freerdp2-x11:

sudo apt install freerdp2-x11

xfreerdp /u:<__w ndows> /v:<__ | P-__w ndows>

G} Windows NLA, xfreerdp Astra Linux  /sec:tsl, :

xfreerdp /u:<_windows> /v:<_|P-__windows> /sec:tls

8-

8- /relax-order-checks, :

xfreerdp /u: $user /p:$pass /v:$ip_orel /bpp:8 /rel ax-order-checks

Astra Linux Remmina

Remmina Astra Linux Special Edition x.7 . Astra Linux Special Edition Astra Linux Common Edition.

sudo apt install remn na renm na-plugi n-rdp renm na-pl ugi n-secr et
pl ugi n-spi ce

renm na-


https://wiki.astralinux.ru/pages/viewpage.action?pageId=3276859

Remmina ("™-""-"Remmina")

renm na

Astra Linux Astra Linux

SSH

SSH Astra Linux
SSH.. SSH.

, X11Forwarding /etc/ssh/sshd_config yes:

X11Forwardi ng yes

0 SSH- -X. :

ssh - X < >@&__ > <>

, <__>@ ., ssh

kate:

ssh -X 192.168. 1. 32 kate

sudo
ssh sudo :

1. ssh :
ssh - X < >@& >
2. ssh  /root/.Xauthority:
sudo touch /root/.Xauthority

3. [root/.Xauthority ssh:

sudo xauth add “xauth |ist $DI SPLAY"

sudo.

XDMCP Astra Linux

, AstraLinux .. XRDMCP Astra Linux.

Astra Linux XDMCP xserver-xephyr 1.20.10-3ubuntu5astral.se]l ().

Xephyr -query <_|IP-_>:1


https://wiki.astralinux.ru/display/doc/SSH

Xephyr -indirect <_IP-_> -screen < > -title < > -resizeable :< >

® .indirect —, ;

¢ < IP-_> —IP-, 192.168.1.100;
® -screen <_>-— , 800x600;

® title<_>— ;

® -resizeable —, ;

¢ <>—, . 0(C ). ,:0

Xephyr -indirect 192.168.1.100 -screen 800x600 -title -displaylD 0:0 -
resi zeabl e : 101

RDP freerdp2-x11/krdc
(), freerdp2-x11 krdc.

® Astra Linux Special Edition x.7 , Astra Linux Common Edition
sudo apt install krdc
® Astra Linux Special Edition 1.6 krdc Astra Linux Common Edition  Astra Linux Common Edition ()

wget https://dl.astralinux.ru/astral/frozen/2.12 x86-64/2.12. 44
/ reposi tory/ pool / mai n/ k/ krdc/ krdc_19. 12. 3- Oubunt ulast ral_and64. deb
sudo apt install ./krdc_*_and64. deb

krdc  freerdp2-x11. . KRDC

®

RDP, Enter:

& KRDC

®ailn  CeadHc 3aknagkn Hacrpoiika Cnpaeka
[;] Hoeoe coeguHeHne 08 Monwbii 3kpan '.[';]

YaanéHHble cucTemel R
MogkniountecA K: | rdp | | 192.168.122.14 ™

YaanéuHelii paounii cron MocnegHee nogenoudeHe -~ TOAKMFOUYEHWIA Co3aaHo



https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362363
https://wiki.astralinux.ru/pages/viewpage.action?pageId=3276859
https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.44/repository/pool/main/k/krdc/krdc_19.12.3-0ubuntu1astra1_amd64.deb
https://dl.astralinux.ru/astra/frozen/2.12_x86-64/2.12.44/repository/pool/main/k/krdc/krdc_19.12.3-0ubuntu1astra1_amd64.deb

NapameTpebl xocTa — KRDC

[MapameTpbl xocTa

CoegHEeHME

EEELINERITEETGERER Tekylimia pazmep okHa KRDC

WwnpwuHa: | 0 = BoicoTa: | 0 =
CnyBuHa ueeta: | High Color (16 BuT) e
Packnaaka knaeuatypel: | AMEpWKAHCKAaA aHrAWACKan (en-us) e
3eyk: | Ha aTom KOMNHOTEpE | | ALSA W ‘
CropocTe: | flokansHanA ceTe b
RemoteFX: |§| ¥YayuweHHoe NpeicTaeneHme
OBwmi pecypc: | /home/u/3arpy3xm & ‘

JononHWTeneHbe NapaMeTpbI

KoHCoNBHBIA BXOA; E] MoaknoYUTREA K KoHoonm Windows Server

JononHUTENEHEIR Na PaMeTpEL ‘

(M| MokazkieaTe 3T0 OKHO eLLE pa3 ANA 3TOFO XOCTa

rdp-.

-rdp linux,



®aiin  CeaHc 3aknagkw  Hactpoiika Cnpaeka
e = & '
m Hoeoe coeguMHeHKWe m MonHeld 3kpad CHUMOK 3KpaHa @ lMNepexBaThbIBaTh KNABULLA M FaszbeaMHWUTL

| 3 3arpysku - MeHegxep daiinos

®aiin  Bwa Cets Cepeuc Hactpoilika Cnpaeka

@\f vo@s_—ﬂaanEBMﬂva

Agpec: # Komnbtotep » lomawHas » thinclient_drives » 3arpysku

~ F AomalHan .t, krdc_19.12.3-0ubuntutastral_amdé&4.deb
v~ thinclient_drives
-
*» Buaeo
& [JlokymeHTEl
3arpy3kun
™ WMaoBpaxeHun
A My3bika
«m OBLLeAOCTYNHBIE
PaBouwe cTonsl
Bl Pafounid cton 1
00 WabnoHs
[ Pabounii cron 1
B Kop3awvHa

»- af Hakonwurenwn

3arpy3km

| - ' 1457
5 [a | n | MH, 20 anp
>_ u:krdc—Te.. n Bugeo - MeH... ﬂl||

MNH, 20 anp

-rdp windows, , tsclient:



. ' l * | “Wtsclienthmedia

dalin FNaEHaA MoAenrTECA Bua

“ v 4 . tsclient » “WAsclientimedia

P Pafioumi cTo, o Fraa Jata vameHeHMA Tun

. krdc_19.12.3-0ubuntulastral_amded.deb 20,04, 202014

DIME
MITRO
209

tsclient

14:49

N Bl ds ENG L ho00 B




f rdp://192.168.122.208 — KRDC - 8 X

®aiin  Ceanc 3aknagkw HacTpoiika Cnpaeka

- I
G Hoeoe coeguHeHne m MonHbld 3kpaH  CHUMOK 3KpaHa ﬁ MepexBaTbiBaTk KAABULLKX G PasbeanHUTE

BeeguTe umsA nonb3oBaTtena — KRDC

BeeguTe MMA NONL30BaTENA, N0/ KOTOPLIM XOTHTE BOWMTH.

u

OTMeHa

Ly

Buaeo - MeHegxep daiinoe 15:08

>_ u:krde—Te..

MNH, 20 anp




f rdp://192.168.122.208 — KRDC - 8 X

®aiin  CeaHc 3aknagkw Hactpoilika Cnpaeka

- I
G Hoeoe coeguHeHne m MonHelii 3kpaH  CHUMOK 3KpaHa ﬁ MepexBaTblBaTe KNABULLIN '- PasbegnHITE

Mapone — KRDC

= Ans AOCTYNa K CUCTeMe HeoBXo4NM Naponke.

MNapone: | .f

15:09
frdpungzdss... BN fh 20 anp
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